1 SPECI FI CATI ON | NFORMATI ON PROCESSI NG SYSTEM AND METHOD 5 Teghni c Field
The present invention relates to an information procesgin (3% e an _
information processing method, an information processfng apparatus, and—an
i nformati on storage nedium and a program storage nedium and particularly
to a 10 data distribution system and nethod for providing various kinds of

data such as content data to an authorized user by neans
i ncludi ng a cryptographi c process. _ll/bﬁe_ particul arly, thelmm,%mmm@mm
invention relates to an information processing system an infQrna
processing 15 method, an information processing apparat us,- ant &t

I nformati on storage nedi um and a program storage nedium in which a key
bl ock is produced using a hi eraBPACERICATEONKey diStribuﬂme ity €
dependi ng on a device to which a content is to be provid MMmm mmmwey
bl ock is used in 20 encryption of the content and also in trapssgssion of a
content key, thereby ensuring that the content, the content key, and ot her
dat a ar NEORMATIIPND PROCESE INSaENGAEMNANRr METHODt i s now very popular to

di stribute various kind of 2 software data such as a gane program audio
data, and immage data (hereinafter, such data wll be referred to as a

5 Technical Field
The present invention relates to an information

processing system, an information processing method, an
information processing apparatus) and an information storage
medium and a program storage medium, and particularly to a

10 data distribution system and method for providing various
kinds of data such as content data to an authorized user by
means of a process including a cryptographic process. More
particularly, the present invention relates to an
information processing system, an information processing

15 method, an information processing apparatus, and an
information storage medium and a program storage medium, in
which a key block is produced using a hierarchical-tree key
distribution technique depending on a device to which a
content is to be provided, and the key block is used in

20 encryption of the content and also in transmission of a
content key, thereby ensuring that the content, the content

key, and other data are securely provided.

Background Art

25 It is now very popular to distribute various kind of



content) via a network such as the Internet or via a distributable storage
medi um such as a DVD or a CD. After 5 |oading such content data onto a PC
(Personal Conputer) or a game nachine of a user via data transm ssion, or
after | oading a storage nedi umon which content data is stored onto the
PC or the gane nmachi ne, the user can enjoy played back content. A content
stored on a storage nedium may be 10 stored into a storage device such as a
menory card or a hard disk disposerjﬂja PC or a recording/pl ayi ng- back
apparatus so that the content can be reproduced fromthe storage device.
An i nformation apparatus such as a video gane machine 15 or a PC may

I nclude an interface for receiving a content via a network or accessing a
DVD or sdBwarel datrd herch red imlegane RAMgmamROMudio tdetd | knd usetgeas a
menory area for storing control neans, a program and data needed to
reproduckata deneinaftadr Vanichudddiandellof omtefersredidio ass raisi ¢ dat a,
video data, or a programnmay be read froma storage nediumand played
back on ganteftor fktd ¢h nadpek Bnch o fthricinternet gamvimachi ne or a PC
used as a pl ayback device or played back on a display or by a speaker
connect eLstF iEaldl g fytarage ge iqls a5 R REhRB@ tP-a SfhRihd i nput

by a 3 user directly to the information ggﬁaratus or indirectly via input

means corfHRE SUSh KON ARG D P& fQus(Personal Computer) or a

game machine of a user via data transmission, or after
loading a storage medium on which content data is stored
onto the PC or the game machine, the user can enjoy played
back content. A content stored on a storage medium may be

10 stored into a storage device such as a memory card or a hard
disk disposed in a PC or a recording/playing-back apparatus
so that the content can be reproduced from the storage
device.

An information apparatus such as a video game machine

15 or a PC may include an interface for receiving a content via
a network or accessing a DVD or a CD, and further include a
RAM, a ROM, or the like, used as a memory area for storing
control means, a program, and data needed to reproduce a
content.

20 Various kinds of contents such as music data, video
data, or a program may be read from a storage medium and
played back on an information apparatus itself such as a
game machine or a PC used as a playback device or played
back on a display or by a speaker connected to the

25 information apparatus, in response to a command input by a



In general, the right of distribution of software contents such as a gane
program music data, or video data 5 is held by producers or sellers or
the software contents. Software contents are generally distributed under
specific usage limtation to secure that only authorized users can use
software contents and that unauthorized copies thereof cannot be nmade. 10
One technique of limting usage to specific users is to encrypt a content.
More specifically, a content such as _audio data, video data, or a gane
programis distributed via the Int&r et or the like after encrypting the
content, and a decryption key, which is neans for decrypting the encrypted
15 content, is given only to authorized users. The encrypted data can be
conver t etsemtdinect lor itgi ndle ifrofonn(at immtapgaratyuperd aimd gt 13+ &det er mi ned
decryption process upon the encrypted data. The techni que of encrypting
and decrinmuthgneéarnsoraramnientadsity the dmdfiogma o Ggmaratnd .a decryption key
Is well known in the art. Various techniques of encrypting and decrypting
data using dn gepeypiliothkeyighd efdddsyptibontikayofr eolifmeame One of them
is a techni que known as conmon key cryptography. In the common key

crypt ogrIHeNsh Susdn@ sk dy 9adle @F g radvmins2s |data,s arsatides idatia an
encryption key for encrypting data 4 and a decryption key for decrypting

t he éncr’;ﬁptt&}ddé’cyaprmcec% Forffdd- a&dy 9 tdie &e ffware conkemdsi-zed users

so t hat
Software contents are generally distributed under specific

usage limitation to secure that only authorized users can
use software contents and that unauthorized copies thereof
cannot be made.

10 One technique of limiting usage to specific users is to
encrypt a content. More specifically, a content such as
audio data, video data, or a game program is distributed via
the Internet or the like after encrypting the content, and a
decryption key, which is means for decrypting the encrypted

15 content, is given only to authorized users.

The encrypted data can be converted into its original
form (plaintext) by performing a predetermined decryption
process upon the encrypted data. The technique of
encrypting and decrypting information using an encryption

20 key and a decryption key is well known in the art.

Various techniques of encrypting and decrypting data
using an encryption key and a decryption key are known. One
of them is a technique known as common key cryptography. In
the common key cryptography, the same key called a common

25 key is used as both an encryption key for encrypting data



unaut hori zed users who do not have the common key cannot access the data.
A specific exanple of the comon key 5 cryptography is that based on the
DES (Data Encryption Standard). An encryption key for encrypting data and
a decryption key for decrypting the encrypted data can be obtained froma
password or the |like using a unidirectional function such as 10 a hash
function. Herein, the unidirectional function refers to a function whose
input is very difficult to guess from,an output thereof. Al though an
encryption/decryption key can be génerated using an output obtained by
applying a wunidirectional function to, for exanple, a password 15

determ ned by a user, it is substantially inpossible to determne, from

t he obt &intbd edermyptiicm dexyr Vimn atedeyptine tipasswaryptidthtddtsa ordngi nal dat a
fromwhich the encryption/decryption key is generated. Another known

t echni qudhe scqmuisin keye yisc rgipteay raadlyy o awtthoshizsd arsearec rgpttilat key used
for encryption and a decryption key used for decryption are generated in
accor dand@uiiharizfid fusesm wiqeld tmets have tthe momnan ksy camadgr aphy, a
public key, which is allowed to be used by any unspecified wuser, is issued
by a partdc&fisarthesdataend 2y sRaUife X @0 hHthe qonman ket parti cul ar
user is encrypted using the 5 public key issued by the particular user. The

docuPrentCTYSHQIFARNY JS Adiatheanas ian ke OFF dhafa Eneamipiadd using a

Standard).
An encryption key for encrypting data and a decryption
key for decrypting the encrypted data can be obtained from a
password or the like using a unidirectional function such as
10 a hash function. Herein, the unidirectional function refers
to a function whose input is very difficult to guess from an
output thereof. Although an encryption/decryption key can
be generated using an output obtained by applying a
unidirectional function to, for example, a password
15 determined by a user, it is substantially impossible to
determine, from the obtained encryption/decryption key, the
password that is original data from which the
encryption/decryption key is generated.
Another known technique is public key cryptography in
20 which an encryption key used for encryption and a decryption
key used for decryption are generated in accordance with
different algorithms. 1In the public key cryptography, a
public key, which is allowed to be used by any unspecified
user, is issued by a particular user, and a document to be

25 provided to that particular user is encrypted using the



secret key corresponding to the encryption key used to encrypt that
docunent. The secret key is held only by the 5 user who issued the public
key, and thus the docunent encrypted using the public key can be decrypted
only by the wuser having the secret key. A representative exanple of the .
public key cryptography is that based on the RSA ( Rivest- Sham r-Adel man)
al gorithm Using one of above-described 10 cryptography techniques, it is
possible to realize a system in which encrypted contents can be decrypted
only by authorized users. In such a content distribution system encrypted
.contents are provided to users via a network or via a 15 storage such as
a DVD or a CD, and content keys used to decrypt the encrypted contents are
provi dedpebl yct bey ais sued zbyl tiher parfTicplavensen. cohhenflo&ayefit om bei ng
copied in an unauthorized manner, it has been proposed to encrypt a

cont ent ®egryptiegresing the pubiyptkey com ecomlkehe 2decnyphedutsibng zed user
so that only the authorized user can decrypt the encrypted content key
usi ng a fecrgbtkey Reyrespoudonyytoythercencryptiordkeyecused fadgnent of
whet her one is an authorized user or not is generally nmade by perform ng
aut hent i @BETYRt bEkakefoqument s cFhecteeeetintey tonhehd pnbyilberthto is a
sender of a 6 content, before transmtting a content or a content key. In

a usfal BEEReWRP chEFopd pEheareblic kew, @i thugicthe ndogement

encrypted using the public key can be decrypted only by the
user having the secret key. A representative example of the
public key cryptography is that based on the RSA (Rivest-.
Shamir-Adelman) algorithm. Using one of above-described
10 cryptography techniques, it is possible to realize a system
in which encrypted contents can be decrypted only by
authorized users.
In such a content distribution system, encrypted
.contents are provided to users via a network or via a
15 storage such as a DVD or a CD, and content keys used to
decrypt the encrypted contents are provided only to
authofized users. To prevent a content key from being
copied in an unauthorized manner, it has been proposed to
encrypt a content key and provide the encrypted content key
20 to an authorized user so that only the authorized user can
decrypt the encrypted content key using a decryption key
held only by the authorized user.
A judgment of whether one is an authorized user or not
is generally made by performing authentication between a

25 user device and a content provider who is a sender of a



be an authorized one, a session key is produced which can be used only
during the present conmmuni cation, and data such as 5 a content or a content
key is transmitted after encrypting it using the session key.

Aut hentication may be perforned using the conmon key cryptography or the
public key cryptography. In the case where authentication is perfornmed
usi ng the common key cryptography, a common key for system 10 wi de use is

needed. This results in inconvenience in renewal. On the other hand, in
the case where the public key crypfbd*dbhy i s enpl oyed, undesirably
conplex calculations using a nenory with an undesirably high capacity are
required. 15 Disclosure of Invention It is an object of the present

i nvent i aronterpt p\belfore trofsmirteing &easontent téansnadritdtr dady, onty to
aut horized wusers w thout having to perform nutual authentication 20
bet ween @ wamlkrawtitert icreioerprdyesss; ngf athengsempt sl deyermimsk thi ch can
be used (decrypted) in a plurality of category trees defined as subtrees
in a hi evarahiadthdelzedicne; hutsess ioreckeWnie mprbided alidch idad Heén
obj ect of the present 25 invention to provide an information processing
syst em used amfyrdmting ttheqesesent rmenmh icat iorf orarst idat g rsands sisng
apparatus, an information storage nedium and a program
5 a content or a content key is transmitted after encrypting
it using the session key. Authentication may be performed
using the common key cryptography or the public key
cryptography. 1In the case where authentication is performed
using the common key cryptography, a common key for system-
10 wide use is needed. This results in inconvenience in
renewal. On the other hand, in the case where the public
key cryptography is employed, undesirably complex
calculations using a memory with an undesirably high
capacity are required.
15
Disclosure of Invention
It is an object of the present invention to provide a
technique of securely transmitting data only to authorized
users without having to perform mutual authentication
20 between a sender and a receiver, by using an encrypted key
block which can be used (decrypted) in a plurality of
category trees defined as subtrees in a hierarchical key
distribution tree.

More specifically, it is an object of the present

25 invention to provide an information processing system, an



storage nedium in which an enabling key bl ock (EKB) including encrypted
key data which can be decrypted by one 5 or nore selected category trees
is produced thereby naking it possible for devices belonging to any one of
the selected category trees to use the enabling key block (EKB), and an
EKB type definition list, indicating which EKB type can be processed or
decrypted by which category tree, is used 10 thereby making it possible to
perform producti on and managenent of enabling key blocks (EKB's) in a
highly efficient manner. According=td a first aspect of the present
invention, there is provided an information processing systemin which 15
a key tree is forned so as to include | eaves, a root, and nodes existing in

pat hs f rianid et RAP§dAEs d 18Ry Gfetifod han raftorndisrdi :bx%o@é_éri@g' ty of
devices are assigned to respective |eaves and keys are assigned to the

root, theppdmetias, andrfeenadien SRR il Min,anthdn rang key 20

bl ock (EKB) is provided to a device, wherein the enabling ey bl ock (EKB)

i ncl udesstatayepmadiiong by salied ialg engddting ikeyt M dedy (Exen and encrypting
an upper-level key in the selected path using a |ower-level key in the

sel ect edinustvd ingemardygit echdeegnelatet e iddt b ledagiptRicebyodng by the 25

devi ce which can use a node key set corresponding to the 8 sel ected path,
wher &i n dthendisy stelestiedc lcadegyaryplturesds tiys gircslulatedeachereby making
it possible for devices belonging to any one of the selected
category trees to use the enabling key block (EKB), and an
EKB type definition list, indicating which EKB type can be
processed or decrypted by which category tree, is used
10 thereby making it possible to perform production and
management of enabling key blocks (EKB's) in a highly
efficient manner.
According to a first aspect of the present invention,
there is provided an information processing system in which
15 a key tree is formed so as to include leaves, a root, and
nodes existing in paths from the respective leaves to the
root, wherein a plurality of devices are assigned to
respective leaves and keys are assigned to the root, the
leaves, and the nodes, respectively; and an enabling key
20 block (EKB) is provided to a device, wherein the enabling
key block (EKB) includes data produced by selecting a path
in the key tree and encrypting an upper-level key in the
selected path using a lower-level key in the selected path

such that the encrypted data can be decrypted only by the

25 device which can use a node key set corresponding to the



serving as category trees that are grouped in accordance wth categories
and nmanaged by category entities; and 5 the enabling key block (EKB) is
produced by a key distribution center (KDC) such that an EKB type
definition |ist representing the correspondence between an EKB type
Identifier and one or nore category tree identification data each
i dentifying a category tree that can process an EKB of 10 an EKB type
identified by the EKB type identifier is held in the key distribution
center (KDC), one or nore category tr8e~ identification data correspondi ng
to an EKB type identifier included in an EKB request are extracted from
the EKB type definition list, and an EKB i s produced which can be 15
decrypt ek ligvteampath,n the one or nore category trees identified by the
extracted one or nore category tree identification data. In an embodi nment
of the inforwherednptheekeyngrepgstiatiudesoadplgrhditiheolfir eabbtebsventi on,
in the EKB type 20 definition list, the identification data identifying a
cat egor semeEing et caregoryc exyeesn tHSB iaxea grompedD in derioridanee a node in
the category tree. In an enbodi nent of the information processing system
accor di nyg.tiho aategorsssntandwemaiged, byheakkgorypenddftiiest;i and 25 | i st
includes a description of a device belonging to a 9 category tree. In an
enbodi mnent othehenphidngakeynbproke$EKRY dpspraduced by a key
distribution center (KDC) such that an EKB type definition
list representing the correspondence between an EKB type
identifier and one or more category tree identification data
each identifying a category tree that can process an EKB of
10 an EKB type identified by the EKB type identifier is held in
the key distribution center (KDC), one or more category tree
identification data corresponding to an EKB type identifier
included in an EKB request are extracted from the EKB type
definition list; and an EKB is produced which can be
15 decrypted in common in the one or more category trees
identified by the extracted one or more category tree
identification data.
In an embodiment of the information processing system
according to the present invention, in the EKB type
20 definition list, the identification data identifying a
category tree that can process an EKB is a node ID
identifying a node in the category tree.
In an embodiment of the information processing system

according to the present invention, the EKB type definition

25 1list includes a description of a device belonging to a



according to the present invention, the EKB type definition |ist can by
hel d or accessed by an EKB requester that 5 requests the key distribution
center (KDC) to produce an EKB; and the EKB requester selects an EKB type
identifier on the basis of the EKB type definition list and outputs an EKB
production request including the selected EKB type identifier to the key
distribution center (KDC). 10 In an enbodi nent of the information
processi ng system according to the present invention, the category entity
produces a sub enabling key block (sul§-BKB) serving as an EKB that can be
processed on the basis of one or nore keys assigned to nodes or |leaves in
a category tree nmanaged by 15 the category entity; and on the basis of one
or nore cdtegdiB tirddd 0duced by one or nore category entities corresponding
to one or nore category tree identification data selected on the basis of

the EKB type rdefainniembod ikl oft Rtk ey rairmhtiibut pPdcesslify c§RPELmPr oduces
an EKB that can 20 be processed in common in one or category trees defined

in the ddtbrdipry def itlid ipreddrt Sinvehtalbrgod MXE t8fpd R finfieieat i on
processi ng system according to the present invention, the key tree
i ncl udedlist raant Hy delthwumaacenddd [bgveln ERE rdquestgre tdat he top, a 25
top-level category tree directly connected to the root tree, - 10 and a
sub- bat emmuesttrse ecHep dadye dl it rai Huhdein loeindert H&DIAp-td evelducat agory tree and
connected to the top-Ilevel category
EKB; and the EKB requester selects an EKB type identifier on
the basis of the EKB type definition list and outputs an EKB
production request including the selected EKB type
identifier to the key distribution center (KDC).
10 In an embodiment of the information processing system
according to the present invention, the category entity
produces a sub enabling key block (sub-EKB) serving as an
EKB that can be processed on the basis of one or more keys
assigned to nodes or leaves in a category tree managed by
15 the category entity; and on the basis of one or more sub-
EKB's produced by one or more category entities
corresponding to one or more category tree identification
data selected on the basis of the EKB type definition list,
the key distribution center (KDC) produces an EKB that can
20 be processed in common in one or category trees defined in
the EKB type definition lists.
In an embodiment of the information processing system
according to the present invention, the key tree includes a

root tree having a multilevel tree structure at the top, a

25 top-level category tree directly connected to the root tree,



tree; the category entity serves as a nmanager entity of the top-I|evel
category tree and nmanages the top-level category 5 tree and the _
sub-category tree | ocated below the top | evel category tree and connected
to the top level category tree; the category entity produces a sub
enabl i ng key bock (sub- EKB) serving as an EKB that can be processed on the
basis of one or nore keys assigned to nodes or leaves in the top 10 | evel
category tree and sub-category tree, located below the top-Ilevel category
tree and connected to the top-Ievel = éQtegory tree, which are managed by
the category entity; and on the basis of one or nore sub-EKB s produced by
one or nore category entities corresponding to one or nore category 15

tree ideahafhcaﬁboeaea?ar§ekgeéeﬂoeatéaea€a§i§e9&1t961§58théy definition
list, the key distribufion center (KDC) produces an EKB that can be

processellev8lcoatRgory ©PEeOAndC8bREEEYedl €6StHET LHBI]l bl heaE&FD £y PE
definition lists. In an enbodi nent of the information processing system 20

accordi ngree;t tRepeasegorynefditpnseives key 8i nanabheti ontieensderti&DO)
perforns registration of a new EKB type identifier in the EKB type
defini tibaptlevelitategopyl yreé angppmanagesfthéetopgletvehntcdteqerpbt ai ned
fromall category entities nmanaging one or nore category trees selected as
25 cdt egbreet apdstheasubacapegorysteee Ekicayed beldwe thegi sderbsvel 11 In
an enbodi ment of the information processing system according to the
present ¢tavegeryntre@ecahdyconsecteditonthe top level category tree;
the category entity produces a sub enabling key bock (sub-
EKB) serving as an EKB that can be processed on the basis of
one or more keys assigned to nodes or leaves in the top-
10 level category tree and sub-category tree, located below the
top-level category tree and connected to the top-level
category tree, which are managed by the category entity; and
on the basis of one or more sub-EKB's produced by one or
more category entities corresponding to one or more category
15 tree identification data selected on the basis of the EKB
type definition list, the key distribution center (KDC)
produces an EKB that can be processed in common in one or
category trees defined in the EKB type definition lists.
In an embodiment of the information processing system
20 according to the present invention, the key distribution
center (KDC) performs registration of a new EKB type
identifier in the EKB type definition list, if and only if
approval of the registration is obtained from all category

entities managing one or more category trees selected as

25 category trees that can process an EKB type to be registered.



center (KDC) perforns revocation of an EKB type identifier registered in
the EKB type definition list, if and only if a 5 revocation request is
received fromat |east one of category entities managi ng one or nore
category trees selected as category trees that can process an EKB type to
be revoked. In an enbodi nent of the information processing system
according to the present invention, in response to an EKB 10 type
definition list request issued by an EKB requester or a category entity
requesting the key distribution centetl(KDC) to produce an EKB, the key
distribution center (KDC) transmts a newest version of EKB type
definition list to the requester of the list. 15 In an enbodi nent of the

i nformation grogessi di%%h%”bf@%ﬁ%r hggrh%tk%%.@%%%%B%i'§¥§9%%§§' the

category entity sends intormation o change | R a categ managed

by th ity t I stidputd t 3 d i
R et T

accordance with tree change notification recerve

entity, démceey Kbe) hdrtids GRRatidtCor %ﬁffﬁq@‘@ca)}féc%%ﬁf& wal on

the EKB type definition list and sends renewal Information to the EKB

request et GAHALOBKEE MyPde/ dAGGAdIoH) 11id 3 SECRME dnAgclioh the
present invention, 25 there is provided an EKB distribution apparatus

ser vbng devocalt orp rasties i FER i drifiondiatP ase@ t dndn o aregbirgn
processi ng systemin which a key tree is forned so as to
entities managing one or more category trees selected as
category trees that can process an EKB type to be revoked.
In an embodiment of the information processing system
according to the present invention, in response to an EKB

10 type definition list request issued by an EKB requester or a

- category entity requesting the key distribution center (KDC)
to produce an EKB, the key distribution center (KDC)
transmits a newest version of EKB type definition list to
the requester of the list.

15 In an embodiment of the information processing system
according to the present invention, the category entity
sends information of a change in a category tree managed by
the category entity to the key distribution center (KDC);
and in accordance with the tree change notification received

20 from the category entity, the key distribution center (KDC)
performs necessary renewal on the EKB type definition list
and sends renewal information to the EKB requester and the
category entity.

According to a second aspect of the present invention,

25 there is provided an EKB distribution apparatus serving to



I nclude a subtree serving as a category tree categorized in accordance
with a category, the category tree including 5 | eaves, a root, and nodes
existing in paths fromthe respective |eaves to the root, wherein a
plurality of devices are assigned to respective |eaves and keys are
assigned to the root, the |eaves, and the nodes, respectively; and an

enabl ing key block (EKB) is provided to 10 a device, wherein the enabling
key block (EKB) includes data produced by selecting a path in the key tree
and encrypting an upper-|evel key rFnlhe sel ected path using a | ower-1evel
key in the selected path such that the encrypted data can be decrypted
only by the device which can use a node key set 15 corresponding to the

: . . . i N

roans. Rranies A8 Nadd bolty S#féé%%é’%'sliﬂt%ﬁ%ﬁ%r“ni%ﬁo&&ﬁénd'etﬂpfi Bé?%ggn
' idd . ific entifyin

ohe or EPScesfiEly Syftefiin MR IDKGy €00 g MBaiy L] dRpLTYI N

| dent] 1 ek vas he Bi100% 401N 14673 AILARI) EAGIAIRAN I gy oduct on

request froman EKB requester, extracts on nore ca ree

identifisﬁéﬂbn@@t@imréw' tthane &P telentfdig{idfc! uded in
the 25 EKB production request r{X% t he EKB tydépdefinitloﬁﬁ{ﬁ§¥, - 13 and

prodgcesl edvdsdP 4 hedottATamEe KRty Mdeiht ihg OMEhtHs F¥om Yhd™Or € category
trees identified by the one or nore
respective leaves to the root, wherein a plurality of
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; and an enabling key block (EKB) is provided to
10 a device, wherein the enabling key block (EKB) includes data
produced by selecting a path in the key tree and encrypting
an upper-level key in the selected path using a lower-level
key in the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
15 corresponding to the selected path,
wherein the EKB distribution apparatus
stores, in storage means, an EKB type definition list.
representing the correspondence between an EKB type
identifier and one or more identification data identifying
20 one or more category trees that can process an EKB of an EKB
type identified by the EKB type identifier; and
upon receiving an EKB production request from an EKB
requester, extracts one or more category tree identification
data corresponding to an EKB type identifier included in the

25 EKB production request from the EKB type definition list,



category tree identification data. According to a third aspect of the
present invention, 5 there is provided an EKB requesting apparatus serving
as an EKB requester which issues an EKB production request and being

di sposed in an information processing systemin which a key tree is forned
so as to include a subtree serving as a category tree categorized in
accordance with a category, the 10 category tree including | eaves, a root,
and nodes existing in paths fromthe respective | eaves to the root,
wherein a plurality of devices are-a38igned to respective | eaves and keys
are assigned to the root, the | eaves, and the nodes, respectively; and an
enabling key block (EKB) is provided to 15 a device, wherein the enabling

key bl oc ﬁﬁﬁg ' t r [ in the key tree
and encr%?)céi g d%ér‘l@éu;%grsﬁzlf%v%fatge%ﬁﬁ h&e)é/qséﬁleﬁ‘%%dﬂga ngﬁésr?n]d{]goqeomer-ljevel
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sel ect ecbmb%rywﬁeé@imé_,{}giﬁ@gfdwqgﬂgg apparatus stores, in storage

means, an EKB type definition list representing the correspondence between

an EKB type Acdeidinigeroaad thigdoaspeict ode e i;:ﬁ@sie%l dak@nkdenti fying 25
one or nore category trees that can process an EKB of an EKB - 14 type

i densi fittedy ideprdB detearn RKE ifédfias ity Ripphieas SRVl Gd Gh request
data including an EKB

EKB requester which issues an EKB production request and
being disposed in an information processing system in which
a key tree is formed so as to include a subtree serving as a
category tree categorized in accordance with a category, the

10 category tree including leaves, a root, and nodes existing
in paths from the respective leaves to the root, wherein a
plurality of devices are assigned to respective leaves and
keys are assigned to the root, the leaves, and the nodes,
respectively; and an enabling key block (EKB) is provided to

15 a device, wherein the enabling key block (EKB) includes data
produced by selecting a path in the key tree and encrypting:
an upper-level key in the selected path using a lower-level
key in the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set

20 corresponding to the selected path,

wherein the EKB requesting apparatus
stores, in storage means, an EKB type definition list

representing the correspondence between an EKB type

identifier and one or more identification data identifying

25 one or more category trees that can process an EKB of an EKB



type identifier in the EKB type definition |ist and outputs the EKB issue
request. 5 According to a fourth aspect of the present invention, there is
provi ded A category tree nmnagi ng apparatus serving to nmanage a category
tree and being disposed in an information processing systemin which a key
tree is formed so as to include a subtree serving as a category tree 10
categorized in accordance with a category, the category tree including

| eaves, a root, and nodes existing in paths from the respective |eaves to
the root, wherein a plurality of .del4ces are assigned to respective

| eaves and keys are assigned to the root, the | eaves, and the nodes, 15
respectively; and an enabling key block (EKB) is provided to a device,

wher ei n ¢ %-@{ﬁlrﬂ-é@ﬁﬁplﬁfé( Wﬁ%d&amﬁeve’l att(l.lrecf;d_uced by selecting a

path in t'he key tree and“encrypting” an upper in the sel ected

path using agfw%elsewb li'%}ﬂub'ﬂlbﬂerégh%‘étteQaEﬁt R n24alihBabnt gﬁaencrypt ed

data can be 20 decrypted oOnly by the Vi ce can use’a node key set
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apparatus produces a sub enabling Key block (sub-EKB) functiofiing as an

EKB t hatthe FXBe gy s assififest) the basis of a key assigned to a node or 25
| eaf belonging to a category tree managed by the category - 15 tree

managi ng appaceobus iagd touapibartheaspeckt atit thebpresahki agvkayibhock
(sub EKB) to a key distribution center
there is provided A category tree managing apparatus serving
to manage a category tree and being disposed in an
information processing system in which a key tree is formed
so as to include a subtree serving as a category tree

10 categorized in accordance with a category, the category tree
including leaves, a root, and nodes existing in paths from
the respective leaves to the root, wherein a plurality of
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,

15 respectively; and an enabling key-block.(EKB) is provided to
a device, wherein the enabling key block (EKB) includes data
produced by selecting a path in the key tree and encrypting
an upper-level key in the selected path using a lower-level
key in the selected path such that the encrypted data can be

20 decrypted only by the device which can use a node key set
corresponding to the selected path,

wherein the category tree managing apparatus produces a
sub enabling key block (sub-EKB) functioning as an EKB that
can be processed on the basis of a key assigned to a node or

25 leaf belonging to a category tree managed by the category



(KDC). According to a fifth aspect of the present invention, 5 there is
provided an information storage nedium having an EKB type definition |ist
stored therein, the EKB type definition |ist being produced such that a key
tree is formed so as to include a subtree serving as a category tree
categorized in accordance with a category, the category tree 10 i ncl udi ng

| eaves, a root, and nodes existing in paths from the respective |l eaves to
the root, wherein a plurality of devices are assigned to respective | eaves
and keys are assigned to the root,-th® teaves, and the nodes,

respectively; an enabling key block (EKB) is produced so as 15 to include
data produced by selecting a path in the key tree and encrypting an

upper - | evede kKfdndFindCapsa et & PRl NowiSids el #ﬂﬁ;’ in the

sel ected path s% dI?Jﬁar? tlﬁ% encrypted %I\géa caﬁl%e eucjft%rfée only by the

devi ce vépghl £ B S e gy rmie %rﬁa@ndif&ffbd{fo e path; and
the EKB 20 ty%% %ifinition(list is)produce so as to red?eggﬁ%ﬁShe
correspofkipmpe between an EKB type identifier assigned to the enabling key
bl ock (EKB) and identification data identifying a category tree that can

process an Effdcuirdimg B6B at vide thd@slpelite @ tby heh @ ridéRnity Aavied@ibinf i er. 25 In
an enbodi nent of the information storage nedium- 16 according to the

presént thematioprovidde &K dfmmatliefn Htidreyd indd idmendvlan idd cation
data identifying a

EKB type definition list stored therein, the EKB type
definition list being produced such that a key tree is
formed so as to include a subtree serving as a category tree
categorized in accordance with a category, the category tree

10 including leaves, a root, and nodes existing in paths from
the respective leaves to the root, wherein a plurality of
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; an enabling key block (EKB) is produced so as

15 to include data produced by selecting a path in the key tree
and encrypting an upper-level key in the selected path using
a lower-level key in the selected path so that the encrypted
data can be decrypted only by the device which can use a
node key set corresponding to the selected path; and the EKB

20  type definition list is produced so as to represent thé

correspondence between an EKB type identifier assigned to
the enabling key block (EKB) and identification data
identifying a category tree that can process an EKB of an

EKB type identified by the EKB type identifier.

25 In an embodiment of the information storage medium



category tree that can process an EKB is a node ID identifying a node in
the category tree. 5 In an enbodi ment of the information storage nedium
according to the present invention, the EKB type definition 1list includes
a description of a device belonging to a category tree. According to a

si xth aspect of the present invention, 10 there is provided an information
processing nethod conprising: formng a key tree including a subtree
serving as a category tree categorized in accordance with a category and
managed by a category entity, said eallégery tree including 15 | eaves, a
root, and nodes existing in paths fromthe respective |eaves to the root,
wherein a plurality of devices are assigned to respective | eaves and keys

. aves and k
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sel ectedigahbiryidd a MGAE I ke SPRBL By keYed! OCck (EKB) is produced by a

key distribution center (KDC) such that an EKB type

-5 In an embodiment of the information storage medium
according to the present invention, the EKB type definition
list includes a description of a device belonging to a
category tree.

According to a sixth aspect of the present invention,

10 there is provided an information processing method

comprising:
forming a key tree including a subtree serving as a
category tree categorized in accordance with a category and
managed by a category entity, said category tree including
15 leaves, a root, and nodes existing in paths from the

respective leaves to the root, wherein a plurality of
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; and providing an enabling key block (EKB) to a

20 device, wherein the enabling key block (EKB) includes data
produced by selecting a path in the key tree and encrypting
an upper-level key in the selected path using a lower-level
key in the selected path such that the encrypted data can be

decrypted only by the device which can use a node key set

25 corresponding to the selected path,



definition list representing the correspondence between an EKB type
identifier and one or nore category tree 5 identification data each
identifying a category tree that can process an EKB of an EKB type
identified by the EKB type identifier is held in the key distribution
center (KDC), one or nore category tree identification data correspondi ng
to an EKB type identifier included in an EKB request are 10 extracted from
the EKB type definition list, and an EKB is produced which can be
decrypted in common in the one or nere7 category trees identified by the
extracted one or nore category tree identification data. In an enbodi nent
of the information processing nethod 15 according to the present
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an EKB type identifier on
can process an EKB of an EKB type identified by the EKB type
identifier is held in the key distribution center (KDC), one
or more category tree identification data corresponding to
an EKB type identifier included in an EKB request are.

10 extracted from the EKB type definition list, and an EKB is-
produced which can be decrypted in common in the one or more
category trees identified by the extracted one or more
category tree identification data.

In an embodiment of the information processing method

15 according to the present invention, in the EKB type
definition list, the identification data identifying a
category tree that can process an EKB is a node ID
identifying a node in the category tree.

In an embodiment of the information processing method

20 according to the present invention, the EKB type definition
list includes a description of a device belonging to a
category tree.

In an embodiment of the information processing method

according to the present invention, the EKB type definition

25 1list can by held or accessed by an EKB requester that



the basis of the EKB type definition |list and outputs an EKB production
request including the selected EKB type 5 identifier to the key _
distribution center (KDC). In an enbodi ment of the information processing
met hod according to the present invention, the category entity produces a
sub enabling key bl ock (sub-EKB) serving as an EKB that can be processed
on the basis of one or nore keys 10 assigned to nodes or leaves in a
category tree nanaged by the category entity; and on the basis of one or
nore sub- EKB' s produced by one or npi8 eategory entities corresponding to
one or nore category tree identification data selected on the basis of the
EKB type definition list, 15 the key distribution center (KDC) produces an
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I ncludes a 20 root tree having a nu tree

top- | evethé& B La08 Yot e Cﬁﬂﬁoﬁﬁ%/e cnatiethd o ide a{rﬁfto&t{;ﬁﬂ:s MExR
sub-category tree located at a'level below the top- [evel” category tree and

connect gsirégudtifod Ofeduded LRIRENING tHEGeld& SALEEPHygtity serves as a
manager entity of the 25 top-level category tree and manages the top-|evel

cat egor yiderd®ifigeecqnghd Neeys ubiat Barior rashdee atugst el ow the top |evel
category tree and connected to the top |evel category tree;

In an embodiment of the information processing method
according to the present invention, the category entity
produces a sub enabling key block (sub-EKB) serving as an
EKB that can be processed on the basis of one or more keys-

10 assigned to nodes or leaves in a category tree managed by
the category entity; and on the basis of one or more sub-
'EKB's produced by one or more catégory entities
corresponding to one or more category tree identification
data selected on the basis of the EKB type definition list,

15 the key distribution center (KDC) produces an EKB that can
be processed in common in one or category trees defined in
the EKB type definition lists.

In an embodiment of the information processiné method
according to the present invention, the key tree includes a

20 root tree having a multilevel tree structure at the top, a
top-level category tree directly connected to the root tree,
and a sub-category tree located at a level below the top-
level category tree and connected to the top-level category

tree; the category entity serves as a manager entity of the

25 top-level category tree and manages the top-level category



the category entity produces a sub enabling key bock (sub- EKB) serving as
an EKB that can be processed on the basis of 5 one or nore keys assigned to
nodes or |eaves in the top- |evel category tree and sub-category tree,

| ocated bel ow the top-level category tree and connected to the top-Ievel
category tree, which are nmanaged by the category entity; and on the basis
of one or nore sub-EKB s produced by one or 10 nore category entities
corresponding to one or nore category tree identification data selected on
the basis of the EKB type definitienl9ist, the key distribution center
(KDC) produces an EKB that can be processed in commopn in one or category
trees defined in the EKB type definition lists. 15 In an enbodi nent of the
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performs revocation of an EKB type identifi'er 25 registered in the EKB
typesdefd i tdohdiStheyd MUY td rddes?®r NRRLAL 119D ¢HRAYSY- i S received

fromat |east one of category entities managi ng one or nore category trees
sel ect edédfel category tree and sub-category tree, located below the
top-level category tree and connected to the top-level
category tree, which are managed by the category entity; and
on the basis of one or more sub-EKB's produced by one or

10 more category entities corresponding to one or more category
tree identification data selected on the basis of the EKB
type definition list, the key distribution center (KDC)
produces an EKB that can be processed in common in one or
category trees defined in the EKB type definition lists.

15 In an embodiment of the information processing method
according to the present invention, the key distribution
center (KDC) performs registration of a new EKB type
identifier in the EKB type definition list, if and only if
approval of the registration is obtained from all category

20 entities managing one or more category trees selected as
category trees that can process an EKB type to be registered.

In an embodiment of the information processing method
according to the present invention, the key distribution
center (KDC) performs revocation of an EKB type identifier

25 registered in the EKB type definition list, if and only if a



category trees that can process an EKB type to be revoked. In an enbodi nent
of the information processing nethod 5 according to the present invention,
in response to an EKB type definition list request issued by an EKB '
requester or a category entity requesting the key distribution center
(KDC) to produce an EKB, the key distribution center (KDC) transmts a
newest version of EKB type definition list to 10 the requester of the list.
In an enbodi ment of the information processing nmethod according to the
present invention, the category entityo sends information of a change in a
category tree managed by the category entity to the key distribution
center (KDC); 15 and in accordance with the tree change notification

received fromthe categaory entity, the key distribution center (KDC)
per f or mEH NRNARE oh Hane s RSEY Gt iAo PnE QF CHCEISENTs
renewal inf.qr.mation to the EKB requester and the cateqory entity. 20
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type definition list request issued by an EKB requester or a
category entity requesting the key distribution center (KDC)
to produce an EKB, the key distribution center (KDC)
transmits a newest version of EKB type definition list to

10 the requester of the list.

In an embodiment of the information processing method
according to the present invention, the category entity
- sends information of a change in a category tree managed by
the category entity to the key distribution center (KDC);

15 and in accordance with the tree change notification received
from the category entity, the key distribution center (KDC)
performs necessary renewal on the EKB type definition list
and sends renewal information to the EKB requester and the
category entity.

20 According to a seventh aspect of the present invention,
there is provided a program storage medium having a computer
program stored therein for causing a computer system to
execute information processing in an information processing

system in which a key tree is formed so as to include a

25 subtree serving as a category tree categqgorized in accordance



the root, wherein a plurality of devices are assigned to respective |eaves
and keys are assigned to the root, the 5 | eaves,, and the nodes,
respectively; and an enabling key block (EKB) is provided to a device,
where-in the enabling key block (EKB) includes data produced by sel ecting
a path in the key tree and encrypting an upper-level key in the selected
path using a | ower-level key in the selected path 10 such that the
encrypted data can be decrypted only by the device which can use a node
key set corresponding to the selectegllpath, wherein the conputer program
conprising the steps of: on the basis of an EKB type identifier-included
in an 15 EKB production request, extracting identification data

identifying a cateqgory tree froman EKB type efinition list representing
the cor rEspdMle te%%eﬁ‘%r?%?%é:rq NG IENDALANRS 102 RAOE
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block (EKB) is provided to a device, wherein the enabling
key block (EKB) includes data produced by selecting a path
in the key tree and encrypting an upper-level key in the
selected path using a lower-level key in the selected path
10 such that the encrypted data can be decrypted only by the
device which can use a node key set corresponding to the
selected path, wherein the computer program comprising the
steps of:
on the basis of an EKB type identifier- included in an
15 EKB production request, extracting identification data
identifying a category tree from an EKB type définition list
representing the correspondence between an EKB type
identifier and one or more identification data identifying
one or more category trees that can process an EKB of an EKB
20 type identified by the EKB type identifier; and
producing an EKB that can be decrypted in common in one
or more category trees identified by the extracted
identification data.
In the present invention, by using the encrypted key

25 tree distribution technique based on the hierarchical tree



content, an authentication key used in authentication, or a program code
is transmtted together with an enabling key 5 block. Furthernore, the data
size of the enabling key block is reduced by enploying a data format

i ncluding an encrypted key data part and a tag part indicating the

| ocations of encrypted keys, thereby making it possible to perform 10
decryption easily and quickly. That is, data is produced in an encrypted
formthat can be decrypted only by an authorized device whereby the data
is securely provided to the author4 ze2l devi ce. Furthernore, an enabling
key block (EKB) is produced so 15 as to include encrypted key data that
can be decrypted in selected one or nore category trees thereby making it

possi bl e for deV| SFI ngi n to any Qne f thgose sel ected category
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The nmedi'um’'s not - mte ticular t ut “vdrious types of
medi g, Hickexanple, a storage medi um such as a CD, FD, or MD or a

Furthermore, the data size of the enabling key block is
reduced by employing a data format including an encrypted
key data part and a tag part indicating the locations of
encrypted keys, thereby making it possible to perform

10 decryption easily and quickly. That is, data is produced in
an encrypted form that can be decrypted only by an
authorized device whereby the data is securely provided to
the authorized device.

Furthermore, an enabling key block (EKB) is produced so

15 as to include encrypted key data that can be decrypted in
selected one or more category trees thereby making it
possible for any device belonging to any one of those
selected category trees to use the enabling key block (EKB).
The EKB is produced and managed in a highly efficient manner

20 by using the EKB type definition list representing which EKB
can be processed or decrypted in which category tree.

A program storage medium according to the present
invention is a medium which provides a computer program in a
computer-~readable form to a general-purpose computer system

25 executable of various program codes. The medium is not



transm ssi on nedi um such as a network may be enpl oyed. The program storage
medi um defines a cooperative 5 relationship in structure or function, for
realizing a function of a particular conputer programon a conputer
system between the conmputer program and the storage nmedium That is, by
installing a particular conputer programonto a conputer systemvia a
program storage nedium it becones 10 possible to achi eve a cooperative
operation on the conputer systemthereby achieving functions simlar to

t hose achieved by the other aspects @3 the present invention. In the
present invention, the term"systenl is used to describe a |ogical
collection of a plurality of devices, and 15 it is not necessarily
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5 relationship in structure or function, for realizing a
function of a particular computer program on a computer
system, between the computer program and the storage medium.
That is, by installing a particular computer program onto a
computer system via a program storage medium, it becomes
10 possible to achieve a cooperative operation on the computer
system thereby achieving functions similar to those achieved
by the other aspects of the present invention.
In the present invention, the term "system" is used to
describe a logical collection of a plurality of devices, and
15 it is not necessarily required that the plurality of devices
are disposed in a single case.
These and other objects and features of the present
invention will become more apparent from the following

detailed description of embodiments with reference to the

20 accompanying drawings.

Brief Description of the Drawings
Fig. 1 is a diagram showing an example of an
information processing system according to the present

25 invention.



Fig. 3 is a tree structure diagramshow ng various keys 5 and -a process
of encrypting data used or perforned in the information processing system
according to the present invention. Fig. 4 is a diagram show ng an exanpl e
of an enabling .key block (EKB) used to distribute various keys and data
in 10 the information processing systemaccording to the present

i nvention. Fig. 5 is a diagramshow ng an exanple of a manner of
distributing a content key using an enabling key block (EKB) and an
exanpl e of a decryption process, i n~tB& tnformation 15 processi ng system
according to the present invention. Fig. 6 is a diagram show ng an exanpl e
of a format of an enabling key block (EKB) used in the information

processi ng sySitEMAGELINIBAK d ik rane $Hdwindy & icamplid of’ 4 S a di agram
illustrating tags in an enabling 20 key block (EKB) used in the

i nf or mat i edio pd DEGLBe o SYSLHEN aps i ded tie thHeShitormweidn on. Fig. 8
Is a diagram showi ng an exanple of a data format wused to distribute an

enabl i ngpkeyedd Dok £ FERm t agsdidingvitd tive qardserit kKiywerttien content, in the
processi ng system 25 according to the present invention. - 25 Fig. 9is a
di agr am showiFigy .ar3 ebsarpltresf strmotmess diperian mivdwing vdedious keya case
where an enabling key block (EKB) is distributed together with a content
key &nd and a process of encrypting data used or performed in the
information processing system according to the present
invention.
Fig. 4 is a diagram showing an example of an enabling
- key block (EKB) used to distribute various keys and data in
10 the information processing system according to the present
invention.
Fig. 5 is a diagram showing an example of a manner of
distributing a content key using an enabling key block (EKB)
and an example of a decryption process, in the information
15 processing system according to the present invention..
Fig. 6 is a diagram showing an example of a format of
an enabling key block (EKB) used in the information
processing system according to the present invention.
Fig. 7 is a diagram illustrating tags in an enabling
20 key block (EKB) used in the information processing system
according to the present invention.
Fig. 8 is a diagram showing an example of a data format
used to distribute an enabling key block (EKB) together with

a content key and a content, in the processing system

25 according to the present invention.



content, in the processing systemaccording to the present 5 invention.
Fig. 10 is a diagram show ng correspondence between an enabling key bl ock
(EKB) and a content for a case in which an enabling key block (EKB) and
contents are stored on a storage nedium in the infornmation processing
system 10 according to the present invention. Fig. 11 is diagram show ng a
process of distributing a content using an enabling key block (EKB) in the
i nformati on processing systemaccording to the present invention, :
wherein, for the purpose of conparis@p -2 process of 15 distribution a
content according to a conventional technique is also shown. Fig. 12 is a
di agram showi ng an aut henti cati on sequence using a common key
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o) an B TS, 5 phacles My Rcen SBEbUsRges WhachoLBBRL touether
5 invention.
"Fig. 10 is a diagram showing correspondence between an
enabling key block (EKB) and a content for a case in which
an enabling key block (EKB) and contents are stored on a
storage medium, in the information processing system
10 according to the present invention.
Fig. 11 is diagram showing a process of distributing a
content using an enabling key block (EKB) in the information
processing system according to the present invention,
-wherein, for the purpose of comparison, a process of
15 distribution a content according to a conventional technique
is also shown.
Fig. 12 is a diagram showing an authentication sequencé
using a common key cryptographic technique, performed in the
information processing system according to the present
20 invention.
Fig. 13 is a diagram showing (a first example of) a
data format used to distribute an enabling key block (EKB)
together with an authentication key and an example of a

process performed by a device, in the information processing

25 system according to the present invention.



process perfornmed by a device, in the information processing 5 system
according to the present invention. Fig. 15 is a di agram show ng an

aut henti cati on sequence using a public key cryptographic technique,
performed in the information processing systemaccording to the present

I nvention. 10 Fig. 16 is a diagram showi ng a process of transmtting an
enabling key block (EKB) together with a content key using authentication
using a public key cryptographic technique, in the processing system
according to the present invention- 26 kig. 17 is a diagram show ng a
process of transmitting an enabling key block (EKB) together with an
encrypted progranldata in the processing systemaccording to the present

or oguci ng an e vl 0 b A RS R el SECe v e
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data format use to trans an ena
5 system according to the present invention.

Fig. 15 is a diagram showing an authentication sequence °
using a public key cryptographic technique, performed in the
information processing system according to the present
invention.

10 Fig. 16 is a diagram showing a process of transmitting
an enabling key block (EKB) together with a content key
using authentication using a public key cryptographic
teéhnique, in the processing system according to the present
invention.

15 Fig. 17 is a diagram showing a process of transmitting
an enabling key block (EKB) together with an encrypted
program data, in the processing system according to the
present invention.

Fig. 18 is a diagram showing an example of a process of

20 producing an MAC value used to produce a content integrity
check value (ICV), in the information processing system
according to the present invention.

Fig. 19 is a diagram showing (a first example of) a
data format used to transmit an enabling key block (EKB)

25 together with an ICV generation key, in the information



together with an ICV generation key, in the information 5 processing
system according to the present invention. Fig. 21 is a diagramshow ng a
nmet hod of preventing data from being copied, by storing an integrity check
value (ICV) in a medium in the information processing system according
to the present invention. 10 Fig. 22 is a diagramshow ng a net hod of
managi ng a content integrity check value (I1CV) separately froma content
storage nedium in the information processing system according to the
present invention. Fig. 23 is a di agram show ng an exanple of 15

categori zation using category subtrees in a hierarchical tree structure,
in the informati on processing system according to the present invention.
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the isnf g5 F@déddling system according to the present invention.
Fig. 21 is a diagram showing a method of preventing
data from being copied, by storing an integrity check value
(ICV) in a medium, in the information processing system
according to the present invention.
10 Fig. 22 is a diagram showing a method of managing a
content integrity check value (ICV) separately from a
content storage medium, in the information processing system
according to the present invention.
Fig. 23 is a diagram showing an example of
15 categorization using category subtrees in a hierarchical
tree structure, in the information processing ‘system
according to the present invention.
Fig. 24 is a diagram showing a process of producing a
simplified enabling key block (EKB), in the information
20 processing system according to the present invention.
Fig. 25 is a diagram showing a process of producing an
enabling key block (EKB), in the information processing
system according to the present invention.

Fig. 26 is a diagram showing a (first example of)

25 simplified enabling key block (EKB), used in the information



processing systemaccording to the present invention. 5 Fig. 28 is a

di agram showi ng a manner of managing category trees in a hierarchical tree
structure, in the information processing systemaccording to the present
invention. Fig. 29 is a diagramshowing the detailed manner of 10 managi ng
category trees in a hierarchical tree structure, in the information
processing systemaccording to the present invention. Fig. 30 is a diagram
showi ng a manner of managing category trees in a hierarchical tree
structure, in the 15 information pro@8ssi ng system according to the
present invention. Fig. 31 is a diagramshowing a reserved node used in
managenent category trees in a hierarchical tree structure, in the

52 s a BRoePRRERTct M D BERECHS “ehe e St T SR ek uence 1 n o
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5 Fig. 28 is a diagram showing a manner of managing
category trees in a hierarchical tree structure, in the
information processing system according to the present
invention.
Fig. 29 is a diagram showing the detailed manner of
10 managing category trees in a hierarchical tree strﬁcture, in
the information processing system according to the present
invention.
Fig. 30 is a diagram showing a manner of managing
category trees in a hierarchical tree structure, in the
15 information processing system according to the present
invention.
Fig. 31 is a diagram showing a reserved node used in
management category trees in a hierarchical tree structure,
in the information processing system according to the
20 present invention.
Fig. 32 is a diagram showing a new category tree
registration sequence in management of category trees in a
hierarchical tree structure, in the information processing

system according to the present invention.

25 Fig. 33 is a diagram showing the relationship between a



the present invention. 5 Fig. 34 is a diagram show ng a sub-EKB used in
managenent of category trees having a hierarchical tree structure, in the

i nformati on processing systemaccording to the present invention. Fig. 35
Is a diagram showi ng a device revocation 10 process perfornmed i n managenent
of category trees having a hierarchical tree structure, in the information
processing system according to the present invention. Fig. 36 is a diagram
showi ng a device revocation sequenc%gferforned i n managenent of category
trees having a 15 hierarchical tree ructure, in the information
processing systemaccording to the present invention. Fig. 37 is a diagram
showi ng a sub-EKB renewed in response to device revocation in nmanagenent

of cat egRkY caltk@@tyNateld addNaehayhbrCakvkiceatlydriUteeel Ant he 20
i nformati on procesSing systemaccording to the presént invention. Fig. 38

is a di ganigenat bE 2atelyed9’ Xriekse ihewotdkraRchitagesserer formed in
managenent of category trees’in the formof a hierarchical tree structure,

in the istfr@icialrieqn i35 the0daFshiativatl proaeeeidgngykeehhacebeasny tavention.
- 30 Fig. 39 is a diagram showi ng a category tree revocati on Sequence
per f or nethe praseageinventionat egory trees in the formof a hierarchica

tree structure, in the information
5 Fig. 34 is a diagram showing a sub-EKB used in
management of category trees having a hierarchical tree
structure, in the information processing system according to
the present invention.

Fig. 35 is a diagram showing a device revocation -

10 process performed in management of category:trees having a
hierarchical tree structure, in the information processing
system according to the present invention.

Fig. 36 is a diagram showing a device revocation
sequence performed in management of category trees having a

15 hierarchical tree structure, in the information processing
system according to the present invention.

Fig. 37 is a diagram showing a sub-EKB renewed in
response to device revocation in management of category
trees having a hierarchical tree structure, in the

20 information processing system according to the present
invention.

Fig. 38 is a diagram showing a category tree revocation
process performed in management of category trees in the
form of a hierarchical tree structure, in the information

25 processing system according to the present invention.



processi ng system according to the present invention. 5 Fig. 40 is a

di agram showi ng the rel ati onship between a revoked category tree and a

hi gher-1evel category tree in nmanagenent of category trees in the form of
a hierarchical tree structure, in the information processing system
according to the present invention. :10 Fig. 41 is a di agram show ng
setting of capabilities in mnmanagenent of category trees in the formof a
hi erarchical tree structure, in the information processing system
according to the present invention. -Fi3g. 42 is a diagram show ng setting of
capabilities in 15 managenent of category trees in the formof a
hierarchical tree structure, in the information processing system
according to the present ipvention. Fig. 43 is a diagram show ng a
capability maéﬂa enﬁtlstad HAGRAT B kSAHITY DG - LERFLPKDC) i n
the 20 information processing systemaccording to the present . invention.
Fig. 44 PEISCRPS PEREPTREH 4 Ipgaustsrt Ph oRFRECwY CERES off (e basi s of a
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performe% V\ﬁen a e categorytree IS registered, In e |nforrrat|on

processing syfeEm A6l 4 e 4 dl' S ISWER] tthe relationship between a

revoked category tree and a higher-level category tree in
management of category trees in the form of a hierarchical
tree structure, in the information processing system
according to the present invention.

10 Fig. 41 is a diagram showing setting of capabilities in
management of category trees in the form of a hierarchical
tree structure, in the information processing system
according to the present invention.

Fig. 42 is a diagram showing setting of capabilities in

15 management of category trees in the form of a hierarchical
tree structure, in the information processing system
according to the present invention.

Fig. 43 is a diagram showing a capability management
table managed by a key distribution center (KDC) in the

20 information processing system according to the present
invention.

Fig. 44 is a flow chart of a process of producing an
EKB on the basis of a capability management table managed by
a key distribution center (KDC) in the information

25 processing system according to the present invention.



i nvention. 5 Fig. 46 is a diagramshow ng a category trees used in the

I nformati on processing system according to the present invention. Fig. 47
is a diagram showi ng exanpl es of processes perforned anong an EKB
requester, a key distribution center, 10 and atop-|evel category entity
(TLCE), in the information processing systemaccording to the present

I nvention. Fig. 48 is a diagram show ng an exanpl e of hardware
configurations of an EKB requester, a key distribution center, and a
top-level category entity (TLCE), ir 8he-15 infornmati on processing system
according to the present invention. Fig. 49 is a diagram show ng device
node key (DNK) set held by a device in the information processing system

di . . : . " . . _ ; g

format of an et 45 o et Sl & abaiatey, BB SR oo ng
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type registrafion process perforned 1n-thé 1nfornation processing

system | Ngs t ol t : [ ' flow
chart of@E%%%%%lérg\}%%%(?%%ﬁ%r%%%g@p%r ol;dnlélg&itnd:tt%‘ee %éosrserra i on
processi {grsySisn according to the present invention.

5 Fig. 46 is a diagram showing a category trees used in
the information processing system according to the present
invention.

Fig. 47 is a diagram showing examples of processes
performed among an EKB requester, a key distribution center,

10 and a top-=level category entity (TLCE), in the information
-processing system according to the present invention.

Fig. 48 is a diagram showing an example of hardware
configurations of an EKB requester, a key distribution
-center, and a top-level category entity (TLCE), in the

15 - information processing system according to the present
invention.

Fig. 49 is a diagram showing device node key (DNK) set
held by a device in the information processing system

. according to the present invention.

20 Fig. 50 is a diagram showing a data format of an EKB
type definition list used in the information processing
system according to the present invention.

Fig. 51 is a flow chart of an EKB type registration
process performed in the information processing system

25 according to the present invention.



Fig. 53 is a flowchart of a tree change notification 5 process, perforned
in the information processing system according to the present invention.
Fig. 54 is a flow chart of an EKB type |list requesting process perforned
in the information processing system according to the present invention.
10 Fig. 55 is a diagram showi ng a sub-EKB production process perforned in
the information processing system according to the present invention. Fig.
56 is a diagram showi ng a sub- EKB production process perforned in the

i nformati on processing system 15 accapding to the present invention. Fig.
57 is a diagram showi ng a process of producing an EKB by conbi ning
sub-EKB' s in the information processing system according to the present

' i on. Fi_g. ' di hqowi f dugi 20
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in a si t%&%‘iﬂé@ Mi%ﬁéfeﬁéﬁeﬁ%w ce to be revoked, in the
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I nf or mat1 on ‘processing s according to the present invention.

Fig. 60 1s apdiA0isamghanidign b by P e 2hat@aPhBRd rikBeREgduCed from

sub- EKB' s us n the i nformation
5 process, performed in the information processing system

according to the present invention.

Fig. 54 is a flow chart of an EKB type list requesting
process performed in the information processing system
according to the present invention.

10 Fig. 55 is a diagram showing a sub-EKB production
process performed in the information processing system
according to the present invention.

Fig. 56 is a diagram showing a sub-EKB production

| process performed in the information processing system

15 according to the present invention.

Fig. 57 is a diagram showing a process of producing an
EKB by combining sub-EKB's in the informatioh processing
system according to the present invention.

Fig. 58 is a diagram showing a process of producing a

20 sub-EKB in a situation in which there is a device to be
revoked, in the information processing system according to
the present invention.

Fig. 59 is a diagram showing a process of producing an
EKB by combining sub-EKB's in a situation in which there is

25 a device to be revoked, in the information processing system



processing system according to the present invention. 5 Fig. 61 is a

di agram showi ng a data format of a conbined EKB produced from sub- EKB' s
used in the information processing systemaccording to the present
invention. Fig. 62 is a diagram show ng a data format of a conbi ned EKB
which is produced fromsub-EKB's in a situation 10 in which there is a
device to be revoked, in the information processing systemaccording to
the present invention. Fig. 63 is a diagram showi ng a revocati on process in
data distribution systemin the infer@8tion processing systemaccording to
the present invention. 15 Fig. 64 is a diagram show ng a revocati on process
ina recording systemin the information processing system according to

t he presgn °£&Y§§E%8E%%g%§£?$$ﬁ§tiﬁ?%ééééXing Qut the Invention 20

[Qutline OF Sys h exanpl e of a content distribution
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invention. A Ice on a con transmt a content
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reception - device on the reception si plrays k video
data or gHEEEsEPhG s ENRCALEST @il 085 ARAISHIELINE LR S on OF the content

key acquired by decrypting the received encrypted content or encrypted
contgnt key. FIQANSN Si¥ &N difagram showing a data format of a
combined EKB produced from sub-EKB's used in the information
processing system according to the present invention.
Fig. 62 is a diagram showing a data format of a
combined EKB which is produced from sub-EKB's in a situation
10 in which there is a device to be revoked, in the information
processing system according to the present invention.
Fig. 63 is a diagram showing a revocation process in
-data distribution system in the information processing
system according to the present invention.
15 Fig. 64 is a diagram showing a revocation process in a
- recording system in the information processing system

according to the present invention.

Best Mode for Carrying Out the Invention
20 [Outline of system]

Fig. 1 illustrates an example of a content distribution
system based on an information processing system according
to the present invention. A device on a content
transmission side 10 transmit a content or a content key in

25 an encrypted form to various devices on a content reception



5 data between the content transm ssion side 10 and the content reception
side 20 is performed via a network such as the Internet or via a _
di stributabl e storage nmedi um such as a DVD or a CD. Specific exanples of
transm ssi on neans used on the 10 content transm ssion side 10 include the
Internet 11, satellite broadcasting 12, a tel ephone line 13, and a nedi um
14 such as a DVD or CD. Specific exanples of devices on the content
reception side 20 include a personal conputer (PC) 21, a portable conputer
(PD) 22, a portable device 23 such 454s-a portable tel ephone or PDA
(Personal Digital Assistants), a recording/playing-back apparatus 24 such
as a DVD player or a CD player and a pl ayback device 25 such as a gane
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content reception side 20 is performed via a network such as
the Internet or via a distributable storage medium such as a
DVD or a CD.
Specific examples of transmission means used on the
10 content transmission side 10 include the Internet 11,
satellite broadcasting 12, a telephone line 13, and a medium
14 such as a DVD or CD. Specific examples of devices on the
content reception side 20 include a personal computer (PC)
21, a portable computer (PD) 22, a portable device 23 such
15 as a portable telephone or PDA (Personal Digital Assistants), -
a recording/playing-back apparatus 24 such as a DVD player
or a CD player, and a playback device 25 such as a game
terminal. The devices on the content reception side 20 can
acquire a content transmitted from the content transmission
20 side 10 via communication means such as a network or via a
medium 30.
[Device Configuration]
Fig. 2 is a block diagram illustrating a configuration

of a recording/reproducing apparatus 100 that is an example

25 of devices on the content reception side 20 shown in Fig. 1.



5 (Read Only Menory) 160, a CPU (Central -Processing unit) 170, a nmenory
180, and a drive 190 for driving a storage nedium 195, wherein these parts
are connected to each other via a bus 110. The input/output interface 120
receives a digital 10 signal representing a content such as video data,
audi o data, or a program provided fromthe outside and outputs the
received digital signal over the bus 110. The input/output interface 120
al so receives a digital signal via the bus 110 and outputs the received
digital signal to the outside. The 153%PEG codec 130 MPEG decodes

MPEG- coded data supplied via the bus 110 and outputs the resultant decoded
data to the input/output interface 140. The MPEG coded 130 al so MPEG

out put s ‘T Tt S ErnrBl UG AR e o fthcLrtiefieR 2 | nput/ out put
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a memory 180, and a drive 190 for driving a storage medium
195, wherein these parts are connected to each other via a
bus 110.
The input/output interface 120 receives a digital
10 signal representing a content such as video data, audio data,
0or a program provided from the outside and outputs the
received digital signal over the bus 110. The input/output
interface 120 also receives a digital signal via the bus 110
and outputs the received digital signal to the outside. The
15 MPEG codec 130 MPEG-decodes MPEG-coded data supplied via the
bus 110 and outputs the resultant decoded data to the
input/output interface 140. The MPEG coded 130 also MPEG-
encodes a digital signal supplied from the input/output
interface 140 and outputs the resultant encoded signal over
20 the bus 110. The input/output interface 140 includes the
A/D and D/A converter 141. The input/output interface 140
receives a content in the form of an analog signal from the
outside and converts it into digital form using the A/D‘and

D/A converter 141. The resultant digital signal is output

25 to the MPEG codec 130. Conversely, if the input/output



5 The cryptography neans 150 is fornmed of, for exanple, a one-chip LS
(Large Scale Integrated Crcuit) so as to serve to encrypt/decrypt and a
digital content signal supplied via the bus 110 and al so serve to perform
aut hentication. The resultant encrypted/ decrypted data is output over the
bus 10 110. The cryptography neans 150 may be realized not only wusing a
one-chip LSI but may al so be realized by software or a conbi nation of
software and hardware. A specific manner of form ng the cryptography neans
150 using software will be described3bater. 15 The ROM 160 stores program
data used by the recording/reproducing apparatus. The CPU 170 controls
various parts such as the MPEG codec 130 and the cryptography neans 150 by

ti d i he. 160 h 0. Th r
T80 my PetofeRedM AL Rkt fo R R AR TR MBS s 1o
t h t . dat sed by the CPU

170, “key- S2f Erd RN ERED R i eteate 1 Condd St tie BB by the
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the storageueshtPidhodYs il N ke Y S, Medi um 195 capabl e of
storing and reproducing digital data, and the drive 190 outputs the read

ngI tfilo d?th 2m@rczty*b9co1g&%-phm\é@{§qlsxo, isf fdrdidatlordated i exhfpgiyed via the
1one-chip LSI (Large Scale Integrated Circuit) so as to serve
to encrypt/decrypt and a digital content signal supplied via
the bus 110 and also serve to perform authentication. The
resultant encrypted/decrypted data is output over the bus

10 110. The cryptography means 150 may be realized not only
using a one-chip LSI but may also be realized by software or
a combination of software and hardware. A specific manner
of forming the cryptography means 150 using software will be
described later.

15 The ROM 160 stores program data used by the
recording/reproducing apparatus. The CPU 170 controls
various parts such as the MPEG codec 130 and the
cryptography means 150 by executing the program stored in
the ROM 160 or the memory 180. The memory 180 may be

20 realized using, for example, a nonvolatile memory so as to
serve to store the program executed by the CPU 170 or data
used by the CPU 170. Key sets used in the
encryption/decryption process performed by the device are

also stored in the memory 180. The key sets will be

25 described later. The drive 190 reads (reproduces) digital



5 drive 190 supplies the received data to the storage nedium 195 so that
the digital data is stored onto the storage nedium 195. The storage nmedi um
195 is a nedium capable of storing digital data, and specific exanples

t hereof include an . 10 optical disk such as a DvVvD or a CD, a

magnet oopti cal disk, a nagnetic disk, a magnetic tape, or a sem conductor
menory such as a RAM I n the present enbodi nent, the storage nedium 195
is assuned to be renovably nmounted on the drive - 190, although the storage
medi um 195 nay be disposed in a 15f3xed fashion in the
recordi ng/ reproduci ng apparatus 100. The cryptography neans 150 shown in
Fig. 2 may be realized using a one-chip LSl or using software or a

conbi nat sof t war nd har re.. [.Distrj butlon k s on the basis of a
tree strd.?g't%&fer] m¢hg @rgeofne’&@%“brjﬂgﬁ bé(n B&PIAGCeach device
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shown in not e espectlve evi ces. evices i{5-are
prodyced iy NigPedpplicd! the received data to the storage medium

195 so that the digital data is stored onto the storage
medium 195.
The storage medium 195 is a medium capable of storing
-digital data, and specific examples thereof include an
10-: optical disk such as a DVD or a CD, a magnetooptical disk, a
- magnetic disk, a magnetic tape, or a semiconductor memory
such as a RAM. In the present embodiment, the storage
medium 195 is assumed to be removably mounted on the drive

- 190, although the storage medium 195 may be disposed in a

15 fixed fashion in the recording/reproducing apparatus 100.

The cryptography means 150 shown in Fig. 2 may be
realized using a one-chip LSI or using software or a
combination of software and hardware.

[Distribution keys on the basis of a tree structure]

20 A manner of assigning an encryption key to each device
and a manner of distribution data are described below for a
case in which encrypted data is transmitted from a device on
the transmission side 10 to a device on the reception side
20 shown in Fig. 1.

25 In Fig. 3, numbers from 0 to 15 at the bottom denote



5 proper time thereafter, a key set including a | eaf key assigned to a

| eaf corresponding to a device and al so including node keys assigned to
respective nodes present in a path fromthat |leaf to the root in the

hi erarchical tree structure shown in Fig. 3 is stored in each device.
KOOOO 10 to K1111 shown at the bottomof Fig. 3 denote |eaf keys assigned
to the respective devices 0 to 15, and-KR to K111 at levels fromthe top
to the second | evel as counted from the bottom denote node keys. In the
tree structure showmn in Fig. 3, for-e28nple, a 15 device 0 has a | eaf key
KOOOO and node keys K000, KOO, KO, and KR Simlarly, a device 5 has
KO101, K010, K01, KO, and KR, and a device 15 has K1111, K111, K11 Ki, and

KR At ' h | fi in Fig 3,,t tr i ncl udes
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storage 25 nedia orage device fixedly disposed in a device -
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Vi a bhi Spder Stimettidredtir] S kdy'&dt Sfilfing 'La &l Ydyre for use in
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assigned to a leaf corresponding to a device and also
including node keys assigned to respective nodes present in
a path from that leaf to the root in the hierarchical tree
structure shown in Fig. 3 is stored in each device. K0000

10 to K1111 shown at the bottom of Fig. 3 denote leaf keys
assigned to the respective devices 0 to 15, and KR to K111
at levels from the top to the second level as counted from
the bottom denote node keys.

In the tree structure shown in Fig. 3, for example, a

15 device 0 has a leaf key K0000 and node keys K000, K00, KO,
and KR. Similarly, a device 5 has K0101, K010, KO0l, KO, and
KR, and a device 15 has K1111, K111, K11 K1, and KR.
Although in the specific example shown in Fig. 3, the tree
includes only sixteen devices 0 to 15 and the tree has a

20 symmetric four-level structure, the tree may include a
greater number of devices and may have a different number of
levels other than 4.

Fach device in the tree structure shown in Fig. 3 may

be of various types which may use various types of storage

25 media such as a storage device fixedly disposed in a device



5 contents or content keys, such as that shown in Fig. 3, is forned so as
to adapt to such various types devices and various types applications. In
a system i ncl uding such various types of devices and various types of
applications, parts thereof are properly 10 grouped. For exanple, in Fig.
3, a part enclosed by a dotted line is set as one group including devices
0, 1, 2, and 3, which use the sane type of storage nedium For the
devices included in this group enclosed by the dotted line,. a comon
content in an encrypted formmay be-tzansmtted at 15 the sanme tine froma
provi der, or a content key that can be used by all devices in the group
may be transmtted. Each device in the group transmts content paynent
data in an eanéP r.fg{mto a py.ovider a clearance _institution. Wen

cont ent Yr it q%afs %ﬁ‘“&h é‘sclaeé)rv%cé‘ 38+ 7k Mut P&n |
dat t, t
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gransm e g, 4 e"z“af‘x‘éﬁealdactxaeﬁt %&‘hg:tf ANV I ﬁ%tz&%%tbﬂo%”o%s message
at a dlstrlbutlon nmeans no e s an ke S e managed in a

unlfged Jrﬂ:%?i éiﬂ:b]{%ga %er{th%rt s‘?fovﬁloq.‘?l ng_)és gr}d geaf keys
e manage gro dup basi s by nessage
formed so as to adapt to such various types devices and
various types applications.
In a system including such various types of devices and

various types of applications, parts thereof are properly

10 grouped. For example, in Fig. 3, a part enclosed by a
dotted line is set as one group including devices 0, 1, 2,
and 3, which use the same type of storage medium. For the
devices included in this group enclosed by the dotted line,
a common content in an encrypted form may be transmitted at

15 the same time from a provider, or a content key that can be
used by all devices in the group may be transmitted. Each
device in the group transmits content payment data in an
encrypted form to a provider or a clearance institution.
When content providers or institutions such as a clearance

20 institution transmit data to devices, they may transmit data
at the same time to all devices 0, 1, 2, and 3 in the group
enclosed by the dotted line in Fig. 3. The tree shown in
Fig. 3 may include a plurality of such groups. Content

providers or institutions such as a clearance institution,

25 which transmit and receive data to and from devices,



5 data distribution nmeans such as providers or clearance institutions that
transmt and receive data to and fromthe respective groups. In a case
where secrecy of a key is broken, node keys and | eaf keys are renewed by
the key nmanagenent center, the providers, or the clearance 10
institutions. In the present tree structure, as can be seen fromFi g. 3,
all three devices 0, 1, 2, and 3 included in one group have commbn node
keys KOO, KO and KR Use of.such comobn node keys makes it possible to
provi de, for exanple, a 15 conmon cond@mnt key only to the devices '0, 1, 2,
and 3. For exanple, if the node key KOO that are held by all devices O,

1, 2, and 3 I's enpl oyed as a content key, it is possible to provide the
cont ent t.hat can be used in common. only by the devices 0, 1, 2, and 3,

wi t hout &3 WPERRD d&diﬁ AIGTH LB ony éﬁ?@rﬂssy on process. If a
tent k t ed th d KOO d i KOO,
ﬁggn)e nobt o oBitanok, BR5EY BpA k3 e) RevamAy e %Paaﬁeﬁ%oa FReFEed cos o
t Ly t 0, 1,
L7, e 10 B ROS TR, L il e dprces S,
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institutions that transmit and receive data to and from the
respective groups. In a case where secrecy of a key is
broken, node keys and leaf keys are renewed by the key
management center, the providers, or the clearance

10 institutions.

In the present tree structure, as can be seen from Fig.

3, all three devices 0, 1, 2, and 3 included in one group
have common node keys K00, KO, and KR. Use of .such common
node keys makes it possible to provide, for example, a

15 common content key only to the devices 0, 1, 2, and 3. For
example, if the node key K00 that are held by all devices 0,
1, 2, and 3 is employed as a content key, it is possible to
provide the content key that can be used in common only by
the devices 0, 1, 2, and 3, without necessitating an

20 additional key transmission process. If a content key Kcon
is encrypted using the node key K00 and a value Enc(KO00,
Kcon) obtained as a result of encryption is distributed to
the devices 0, 1, 2, and 3 via a network or a storage medium,
then only the devices 0, 1, 2, and 3 can acquire the content

25 key Kcon by decrypting the encryption value Enc(K00, Kcon)



5 KO011, K001, KOO, KO, and KR held by the device 3 have been analyzed by
a hacker and secrecy of the key has been broken, it is needed to isolate
the device 3 fromthe systemto protect data transmtted or received in
the system (group including the devices 0, 1, 2, and 3). ,For this
purpose, it 10 is needed to change the node keys K001, KOO, KO, and KR to
new keys K(t)001, K(t)00, K(t)O0, K(t)R and transmt the new keys to the
devices 0, 1, and 2. Herein, K(t)aaa denotes a renewed key of generation
of t obtained by renewing a key Kaaa41l5 Distribution of renewed keys is
descri bed bel ow. Renewal of keys is achieved by supplying a table
representing block data called an enabling key bl ock (EKB) such as that

e um A EBF POSRCHen BER “ERePinEs FRES CtnstSnEogbedtheet Koys ?L""EE

[ [ . ' ' I ' h t t wn
I F o SEO4hEs ncBEFETn (BBETRR L AEREShetE Totd PRt f bRl bl ock
(KRB) . Tgy gﬂ@%%begn§e¥%sﬁgfk (EKB) shown in Fig. 4(A) 25 includes bl ock

data that” can use renewal " of keys - 42 only by devices that need

reneval of nage keysne b it oS REGHd 1€, FRMR AL HaE yhyst NE bl ock
data is produced Tfor the purposé of distributing renemeélno&é Eeys of
genersat i o Pf, tk6 @1 | NRoFIEVKEESafd BR RETH Doy ehdadv &% 3 have been
analyzed by a hacker and secrecy of the key has been broken,
it is needed to isolate the device 3 from the system to
protect data transmitted or received in the system (group
including the devices 0, 1, 2, and 3). . For this purpose, it

10 is needed to change the node keys K001, K00, KO0, and KR to
new keys K(t)001, K(t)00, K(t)0, K(t)R and transmit the new
keys to thé devices 0, 1, and 2. Herein, K(t)aaa denotes a
renewed key of generation of t obtained by renewing a key

'Kaaa.

15 Distribution of renewed keys is described below.
Renewal of keys is achieved by supplying a table
representing block data called an enabling key block (EKB)
such as that shown in Fig. 4(A) to the devices 0, 1, and 2
via a network or a storage medium. The enabling key block

20 (EKB) includes encrypted new keys to be distributed to
devices corresponding to leaves in the tree structure shown
in Fig. 3. The enabling key block (EKB) is also called a
key renewal block (KRB). |

The enabling key block (EKB) shown in Fig. 4(A)

25 includes block data that can be used for renewal of keys



5 structure shown in Fig. 3. As can be seen fromFig. 3, the devices 0 and
1 need K(t)00, K(t)0, and K(t)R as renewed node keys, and the device 2
needs K(t)001, K(t)O00, K(t)0O, and K(t)R as renewed node keys. As can be
seen fromFig. 4(A), the EKB includes a 10 plurality of encrypted keys. An
encrypted key Enc(KO0010, K(t)001l) described at the bottomis produced by
encrypting renewed node key K(t)001 by the | eaf key KO010 held by the
device 2, and thus the device 2 can acquire the renewed node key K(t)001
by decrypting Enc(K0010, K(t)O001) usi4g +he | eaf 15 key of the device 2.
Using this renewed node key K(t)001 obtained via decryption, an encrypted
key Enc(K(t)001, K(t)00) in the second row as counted fromthe bottomin

an”encr il o ey FRHEE it hd %ﬁ“ﬁ“ﬁ@iﬁ’ R f)tviv)“g%h&ﬁin?‘ ed 11 o d
h NP , o
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decrypt eghyd Rl HundfRsOb mﬁﬂﬁuﬁwiréﬂwﬁ?ﬁx%ﬁl )?lf(r)ooo and K0001,

t he node key KOOO i's not needed to rerew, 25 an enewed keys

K(1) 00, ddriaratidif Jf( ) Rahe dbyidweded 1f Ofardde devicges t5@@00 and K0001.
The devices KOOOO and KOO0l acquire K(t)Od by decrypting an encrypted key

Enc( 500Gt MG stowrdr Wilgl oW as camtrd Sdedimeirde Faly. 37 Ehg 4(A),
and acquire the renewed node key K(t)O by
devices 0 and 1 need K(t)00, K(t)0, and K(t)R as renewed
node keys, and the device 2 needs K(t)001, K(t)00, K(t)O,
and K(t)R as renewed node keys.
As can be seen from Fig. 4(A), the EKB includes a
10 plurality of encrypted keys. An encrypted key Enc(K0010,

- K(t)001) described at the bottoﬁ is produced by encrypting
renewed node key K(t)001 by the leaf key K0010 held by the
device 2, and thus the device 2 can acquire the renewed node
key K(t)001 by decrypting Enc(K0010, K(t)001) using the leaf

15 key of the device 2. Using this renewed node key K(t)001
obtained via decryption, an encrypted key Enc(K(t)001,
K(t)00) in the second row as counted from the bottom in Fig.
4(A) can be decrypted into the renewed node key K(t)O00.
Similarly, an encrypted key Enc(K((t)00, K(t)0) in the

20 second row as counted from the top in Fig. 4(A) can be
decrypted into the renewed node key K(t)0, and an encrypted
key Enc(K(t)0, K(t)R) at the top in Fig. 4(A) can be
decrypted into K(t)R. On the other hand, for the devices

K0000 and K0001, the node key K000 is not needed to renew,

25 and thus only renewed keys K(t)00, K(t)0, and K(t)R are



5 decrypting the encrypted key Enc(K(t)00, K(t)0) at the second row as
counted fromthe top in Fig. 4(A). Furthernore, K(t)R is acquired by ‘
decrypting the encrypted key Enc(K(t)0, K(t)R) at the top in Fig. 4(A). In
this way, the devices O, 1, and 2 can acquire the renewed key K(t)R 10 In
Fig. 4(A), indexes indicate the absolute addresses of the node keys and

| eaf keys used as decryption keys. In a case where the node keys K(t)O and
K(t)Rin high levels of the tree structure shown in Fig. 3 are not needed
to renew, but only the node key KOO-i43 needed to renew, the 15 enabling key
bl ock (EKB) may be fornmed such as shown in Fig. 4(B) whereby the renewed
node key K(t)00 can be distributed to the devices 0, 1, and 2. The EKB
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second row as counted from the top in Fig. 4(A).
Furthermore, K(t)R is acquired by decrypting the encrypted
key Enc(K(t)0, K(t)R) at the top in Fig. 4(A). In this way,
the devices 0, 1, and 2 can acquire the renewed key K(t)R.

10 - In Fig. 4(A), indexes indicate the absolute addresses of the
-node keys and leaf keys used as decryption keys.

In a case where the node keys K(t)0 and X(t)R in high
levels of the tree structure shown in Fig. 3 are not needed
to renew, but only the node key K00 is needed to renew, the

15 enabling key block (EKB) may be formed such as shown in Fig.
4 (B) whereby the renewed node key K(t)00 can be distributed-
to the devices 0, 1, and 2.
The EKB shown in Fig. 4(B) may be used to distribute a
new content key to be used in common by a particular group.
20 For example, it is assumed that the devices 0, 1, 2, and 3
in the group enclosed by the dotted line in Fig. 3 use a
particular type of storage media, and that a new common
content key K(t)con is needed. 1In this case, the renewed
content key K(t)con for use in common is encrypted using

25 K(t)00 obtained by renewing the node key K00 used in common



5 decrypted by the other devices such as a device 4. That is, the devices
0, 1, and 2 can acquire the content key K(t)con that is valid at the point
of time t by decrypting the encrypted data descri bed above using K(t)O00
that can be obtained by processing the EKB. 10 [Di stribution of Content Key
using EKB] Fig. 5 illustrates a specific exanple of a process perforned by
the device 0 to obtain the content key K(t)con which is valid at the point
of timet fromthe data Enc(K(t)O00, K(t)con), which has been produced by
encrypting 15 the new common cont ent- keay-K(t)con using K(t)00 and supplied
together with the EKB shown in Fig. 4(B) to the device 0 via a storage
medium In this case, the content key K(t)con is nessage data encrypted by
t he EKB., As,sho Ln Fig. 5, the device O produces the node key 20 K(t)O0O0
by proceggiﬁéetﬁgvﬁﬁﬁ§og'tﬁe en@?gt#bna%ﬁ ¥e§?£p%@t epcryRted Halie medi um
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K(t)con can be used at any ereafter.
5 decrypted by the other devices such as a device 4.

That is, the devices 0, 1, and 2 can acquire the
content key K(t)con that is valid at the point of time t by
decrypting the encrypted data described above using K(t)00
that can be obtained by processing the EKB.

10 [Distribution of Content Key using EKB]'

Fig. 5 illustrates a specific example of a process
performed by the device 0 to obtain the content key K(t)con
which is valid at the point of time t from the data
Enc(K(t)00, K(t)con), which has been produced by encrypting

15 the new common content key K(t)con using K(t)00 and supplied
together with the EKB shown in Fig. 4(B) to the device 0 via
a storage medium. In this case, the content key K(t)con is
message data encrypted by the EKB.

As shown in Fig. 5, the device 0 produces the node key

20 K(t)00 by processing the EKB of the generation of t stored
on the storage medium using the node key K000, which is
already held by the device 0, in a similar manner as
described above. Thereafter, the renewed content key
K(t)con is acquired by means of decryption using the renewed

25 node key K(t)00. Furthermore, the renewed content key



5 Fig. 6 shows an exanple of a format of an enabling key block (EKB). A
version 601 is an identifier indicating the version of the enabling key

bl ock (EKB). The version serves not only to identify the newest EKB but
also to indicate the correspondence with contents. The depth indicates the
10 nunber of layers of a hierarchical tree of devices to which the
enabling key block (EKB) is distributed. A data pointer 603 points to a

| ocation of data field in the enabling key block (EKB). A tag pointer 604
points to a location of a tag field, 48nd a signature pointer 605 points to
a location 15 of a signature. The data field 606 is used to store
encrypted data such as a renewed node key. For exanple, data of encrypted

tored | POEAEORaHE PRefubEss Fungaths %?fgfu'% a@@@@@iﬁf ?#s@ mg;,g 5; '
the dat o fectaviafel BPoEhRt (OE, SRTFAR Chel (KOLIRE s Biar it i th |

ref erenc pecific exanple shown in Fig. 7, the enabling
key blocﬁn%Ekg@g EK%EéCFI gd above with reference to Fig. 4(A) S

transmt e data. Atable (b) in Fig. 7 shows the data that is
transn1tt§g Tﬁét Fgés%EC|fic exanpl e. Herein, the address of a top node in

the encryptedrifyss ishdd A haip1?® o LD R0 e AL St i NicyCase.
because a renevwed root key
block (EKB). A version 601 is an identifier indicating the
version of the enabling key block (EKB). The version serves
not only to identify the newest EKB but also to indicate the
correspondence with contents. The depth indicates the

10 number of layers of a hieraréhical tree of devices to which:
the enabling key block (EKB) is distributed. A data pointer
603 points to a location of data field in the enabling key
block (EKB). A tag pointer 604 points to a location of a
tag field, and a signature pointer 605 points to a location

15 of a signature.

The data field 606 is used to store encrypted data such
as a renewed node key. For example, data of encrypted keys
associated with a renewed node key, such as that shown in
Fig. 5, is stored in the data field.

20 The tag field 607 is used to store tags indicating the
locations of the encrypted node keys and leaf key stored in
the data field. The rule of determining the tags is
described below with reference to Fig. 7. 1In a specific
example shown in Fig. 7, the enabling key block (EKB)

25 described above with reference to Fig. 4(A) is transmitted



5 K(t)Ris included in the encrypted keys, the top node address becones
KR. The data Enc(K(t)0, K(t)R) at the top correspond to a location of the
hi erarchical tree shown in (a) of Fig. 7. The location in the hierarchical
tree for the next data Enc(K(t)00, K(t)O) is lower left to the 10 | ocation
of the previous data. Wien there is data, the tag is set to 0, while the
tag is set to 1 when there is no data. The tag is represented in the form
of {L-tag, Rtag}, wherein L-tag denotes a left tag and R-tag denotes a
right tag. In the case of the data-Eag(K(t)O K(t)R) in the top 15 row,
there is data to the left thereof, and thus the L-tag is set to 0, while
the R-tag is set to 1 because there is no data to the right thereof. Tags

and o seRubfiecaBfarad Ernlprbafcid “geéhz)ﬁ%h%ﬁsrasﬁ' "4 BHHE (g
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i ndexes to the correspondi ng encrypted lier with

rererencR(trFig- indludld Cis Pake [edt Yoed eyl AE APy e added as
address becomes KR. The data Enc(K(t)0, K(t)R) at the top
correspond to a location of the hierarchical tree shown in
(a) of Fig. 7. The location in the hierarchical tree for
the next data Enc(K(t)00, K(t)0) is lower left to the

10 location of the previous data. When there is data, the tag
is set to 0, while the tag is set to 1 when there is no data.
The tag is represented in the form of {L-tag, R-tagqg},

- wherein L-tag denotes a left tag and R-tag denotes a right
tag. In the case of the data Enc(K(t)0, K(t)R) in the top

15 row, there is data to the left thereof, and thus the L-tag
is set to 0, while the R-tag is set to 1 because there is no
data to the right thereof. Tags are set for all data in a
similar manner. As a result, a sequence of data and a
sequence of tags are produced as shown in Fig. 7(c).

20 The tags indicate the locations of data Enc(Kxxx, Kyyy)
in the tree structure. Key data Enc(Kxxx, Kyyy) stored in
the data field is a simple sequence of encrypted keys, and
thus the tags are used to indicate the locations, in the

tree, of encrypted keys stored in the data field. 1Instead

25 of using the tags, the locations in the tree may be



50 : Enc(K(t) O, K(t)root) 00 : Enc(K(t) 00, K(t) 0) 000 : Enc(K((t)

000, K(T) 00) and so on. However, use of the indexes results in redundancy
in the data, a greater data size is needed to 10 descri be the data, which
is undesirable in transmssion via a network. In contrast, if the tags are
used as index data indicating the |ocations of keys, the |ocations of keys
can be indicated by data with a snmaller data size. Referring back to Fig.
6, the format of EKB is 15 described further. A signature is a digital
signature witten by akey nmanagenent4Tenter, a content provider, or a

cl earance institution, which has issued the enabling key block (EKB). Wen
a device receives the EKB, the device verifies the signature to determ ne

whet her abl i ng, ke Iock is a corregt one issued by
an aut h%érblerzée %ggneacgl(i)lfgaﬁgf’ né%? g{? Iﬁéftrﬁslﬁ’tﬁ’tnl 9of a content
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encrypt igyy kR encrypted using an EKB, as descrlbed bel ow. Fig. 8 shows a
data format used for the present purpose.

5 0 : Enc(K(t) 0, K(t)root)
00 : Enc(K(t) 00, K(t) 0)
000 : Enc(K((t) 000, K(T) 00)
and so on. However, use of the indexes results in
redundancy in the data, a greater data size is needed to
10 describe the data, which is undesirable in transmission via
a network. 1In contrast, if the tags are used as index data
indicating the locations of keys, the locations of keys can
be indicated by data with a smaller data size.
Referring back to Fig. 6, the format of EKB is
15 described further. A signature is a digital signature
written by a key management center, a content provider, or a
clearance institution, which has issued the enabling key
block (EKB). When a device receives the EKB, the device
verifies the signature to determine whether the received
20 enabling key block (EKB) is a correct one issued by an
authorized enabling key block (EKB) issuer.
[Distribution of a content key and a content using an EKB]
In the example described above, only the content key is
transmitted together with the EKB. A content encrypted

25 using a content key may also be transmitted together with a



5 1n the data format shown in Fig. 8(a), Enc(Kcon, content)

801 denotes

data produced by encrypting the content using the content key (kcon). _
Enc(KEK, Kcon) 802 is data produced by encrypting the content key (Kcon)
using the content key encryption key (KEK). Enc(EKB, KEK) 803 denotes data

10 produced by encrypting the content key encryption key KEK
enabling key block (EKB). Herein, the node key (K000, KOO,..

usi ng the

.) shown in

Fig. 3 or the root key (KR) may be enpl oyed as the content key encryption

key KEK, or a key encrypted using the 48de key 15 (KOO0, KOO,..

root key (KR) may be enployed. Fig. 8(b) shows a data fornmat

.) or the
that may be

used when a plurality of contents are stored on a medi um and al
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content key encryption key (KEK = K

801 denotes data produced by encryptlng the content using

the content key (kcon). Enc(KEK, Kcon) 802 is data produced

by encrypting the content key (Kcon) using the content key

encryption key (KEK). Enc(EKB, KEK) 803 denotes data
10 produced by encrypting the content key encryption key

using the enabling key block (EKB).

KEK

Herein, the node key (K000, K00,...) shown in Fig. 3 or

the root key (KR) may be employed as the content key
encryption key KEK, or a key encrypted using the node

15 (K000, KOO,...) or the root key (KR) may be employed.

key

Fig. 8(b) shows a data format that may be used when a

plurality of contents are stored on a medium, and all:

contents use the same encrypted data Enc(EKB, KEK) 805. 1In

this case, data pointing to Enc(EKB, KEK) is added to

the

20 respective content data, instead of adding the same Enc(EKB,

KEK) to the respective content data.

Fig. 9 shows an example in which the content key

encryption key KEK is employed as a renewed node key K(t)00

to be used instead of the node key K00 shown in Fig. 3. 1In

25 the case where the device 3 in the group enclosed by the



5 shown in Fig. 9(b), and data produced by encrypting the content using
the content key (Kcon) are supplied to the other nenbers in the group, _
that is, to the devices 0, 1, and 2, the devices 0, 1, and 2 can acquire
the content. A decryption procedure perfornmed by the device 0 is 10 shown
on the right-hand side of Fig. 9. First, the device 0O acquires the content
key decryption key (KEK = K(t)00) from the received enabling key bl ock by
perform ng a decryption process using the | eaf key KOOO held by the device
0. The device 0 then acquires the coh®ent key Kcon by neans of 15
decryption using K(t)00 and finally acquires the. content by means of
decryption using the content key Kcon. Thus, the device 0 can obtain t he

content.gsifed Aide I\ ALYi LRl bl l?e%@%e @.3{1}
encryption key (KEK = K(1)00) by processing the accor ng to thelr own

20 procesipir fscPedly G  Wdyeri AaH4 r&éﬂl@iqu) egntbldédewﬂﬁat%o%“ ces 4,

5, 6, and so on of the ot her gr oups shomn Ig. 3 received simlar data

(EKB), theyigamal) AcHtd Gridtideant %mwrbd@érmﬂé = K(t) 00)
using the | eaf keys or node keys hel by t hem e revoked 25 dévice 3 can

al so not (ke nesime tentermtemy kcraniiypt iRy keyp Q KERKEK k7 tK§(0i0))00) usi ng
the | eaf key or node keys held by the device 3. Thus, only the authorized

devi 8es stwownlein yEig & (b )cortmhtdatad pradutsr] thie eiﬁfrryxgmed; amei ent. Thus,
t he above-described nethod of transmtting a
content using the content key (Kcon) are supplied to the
other members in the group, that is, to the devices 0, 1,
and 2, the devices 0, 1, and 2 can acquire the content.
A decryption procedure performed by the device 0 is-

10 shown on the right-hand side of Fig. 9. First, the device 0
acquires the content key decryption key (KEK = K(t)00) from
the received enabling key block by performing a decryption
process using the leaf key K000 held by the device 0. The
device 0 then acquires the content key Kcon by means of

15 decryption using K(t)00 and finally acquires the.content by
means of decryption using the content key Kcon. Thus, the
device 0 can obtain the content. Similarly, the devices 1
and 2 can acquire the content key encryption key (KEK =
K(t)00) by processing the EKB according to their own

20 procedures and can further acquire the content.

Even if the devices 4, 5, 6, and so on of the other
groups shown in Fig. 3 received similar data (EKB), they
cannot acquire the content key encryption key (KEK = K(t)00)

using the leaf keys or node keys held by them. The revoked

25 device 3 can also not acquire the content key encryption key



5 content key using an EKB nmakes it possible to securely distribute an
encrypted content using a small anount of data such that only authorized
users can decrypt the encrypted content. In the exanple described above,
the enabling key block 10 (EKB), the content key, and the encrypted
content, are securely distributed via the network. Alternatively, the
‘enabl ing key block (EKB), the content key, and the encrypted content, nay
be stored on a storage nedium such as a DVD or a CD and the storage nedi um
may be supplied to a user .15 therebys@reviding the enabling key bl ock
(EKB), the content key, and the encrypted content to the user. In this
case, if the encrypted content and the enabling key bl ock (EKB) are

3teg£)?e/gt e nléf‘{*ﬁﬁﬁﬁ?%m"‘%@gﬁ det o g a5t 316&9‘) REHRR i ng Che
G et ri bUtTo %s{:enfé*ﬁl%f i e B SRt oo ?.c?aeé s riodos can
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encrypt ed CO'?[th%@tSthe5:.|abo%dd%'§@l}|1b@a KE¥nBLOBkS CEBh1 REen5t gr ed { 0get her

on a storage I'TEdI um hi s speC|f|c exanpl e shown contents

A tg Chottterst H&p dyirﬂ%%rprﬂ@ & e %s‘i@l@ t'on(i'e%%tféig the
correspondence bet'ween the respective
distribute an encrypted content using a small amount of data
such that only authorized users can decrypt the encrypted
content.
In the example described above, the enabling key block
10 (EKB), the content key, and the encrypted content,: are
securely distributed via the network. Alternatively, the
enabling key block (EKB), the content key, and the encrypted
content, may be stored on a storage medium such as a DVD or
a CD and the storage medium may be supplied to a user
.15 thereby providing the enabling key block (EKB), the content
key, and the encrypted content to the user. 1In this case,.
if the encrypted content and the enabling key block (EKB)
are stored on the same storage medium so that the encrypted
content can be decrypted using the content key that can be
20 obtained by decrypting the enabling key block (EKB), it is
possible to realize a simple content distribution system
that allows only limited authorized user devices can use a
distributed encrypted content by decrypting it using a leaf

key or node keys held by the user devices.

25 Fig. 10 shows an example in which encrypted contents



5 contents and enabling key blocks (EKB) is stored on the sane sto
medi um and furthernore an enabling key block of version M (EKB M
stored. For exanple, EKB 1 is wused to produce a content key Kcon

encrypt the content C, and EKB 2 is used to produce acontent key
used to encrypt the content C2. In this exanple, because the enab
bl ock (EKB_.M of version Mis stored on the storage nedium and because
the contents C3 and C4 are related to the enabling key block (EKB_
is possible to acquire the content-kB¥ for the contents C3 and 4

decrypting the enabling key block (EKB_.M. On the other hand, beca
EKB 1 and EKB 2 are not stored on the disk, it 1is needed to acquire them
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plurality of devices. The conventional techniqgue is 25 shown in the
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25

storage medium, and furthermore an enabling key block of
version M (EKB_M) is also stored. For example, EKB_ 1l is
used to produce a content key Kconl used to encrypt the
content Cl, and EKB_2 is used to produce a content key Kcon2
used to encrypt the content C2. 1In this example, because
the enabling key block (EKB_M) of version M is stored on the
storage medium, and because the contents C3 and C4 are
related to the enabling key block (EKB_M), it is possible to
acquire the content key for the contents C3 and C4 by

decrypting the enabling key block (EKB M). On the other

rage

is also
used to

Kcon2 10
I ng key

M, it
by 15
use

ge

n EKB
nti onal

upper
g key

hand, because EKB_1 and EKB_2 are not stored on the disk, it

is needed to acquire them via another means such as a
network communication or another storage medium to decrypt
the content keys Cl and C2.

Fig. 11 shows a comparison between a process of
distributing a content key using an EKB and a process of
distribution a content key according to the conventional
technique, for case where the content key are distributed
among a plurality of devices. The conventional technique is

shown in the upper half area (a) of Fig. 11, and the



5 In the conventional technique, as shown in (a), authentication and key
exchange (AKE) are perfornmed between devices to verify that transmtting
and receiving devices are authorized devices and to produce a session key
Kses to be used in common by both devices. If and only if the 10

aut hentication is successfully passed, a content key Kcon is encrypted
using the session key Kses and the resultant encrypted data is
transmtted. For exanple, a PC shown in Fig. 11(a) can acquire Kcon by
decrypting encrypted content key Kses®BRcen) using a 15 received session
key. Furthernore, the PC can encrypt the acquired content key Kcon using a
storage key Kstr held by the PC and store resultant encrypted data into a
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decrypting thée enCrypted content key using the session key produced via
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i aﬁthentication and key exchange (AKE) are performed between
devices to verify that transmitting and receiving devices
are authorized devices and to produce a session key Kses to
be used in common by both devices. If and only if the
10 authentication is successfully passed, a content key Kcon is
encrypted using the session key Kses and the resultant
encrypted data is transmitted.
For example, a PC shown in Fig. 11l(a) can acquire Kcon
by decrypting encrypted content key Kses(Kcon) using a
15 received session key. Furthermore, the PC carn encrypt the
acquired content key Kcon using a storage key Kstr held by
the PC and store resultant encrypted data into a memory of
the PC.
In Fig. 11(a), even in a case where a content provider
20 wants to transmit data such that only a storage device 1101
shown in Fig. 11(a) can use the data, if there are a PC and
a playback apparatus between the content provider and the
storage device 1101, it is needed to perform authentication

as shown in Fig. 11(a) and then transmit a content key

25 encrypted using a session key. In this case, the PC and the



5 On the other hand, in the exanple shown in the lower half area (b) of
Fig. 11 in which a content provider transmts an enabling key bl ock (EKB)
and data (Kroot(Kcon) in the specific exanple shown in Fig. 11(b))
produced by encrypting a content key Kcon using a node key or a root key
10 that is obtained by processing the enabling key block (EKB), only a
devi ce, which can process the received EKB, can performdecryption to
acquire the content key Kcon. Therefore, if an enabling key block (EKB) is
produced such that it can be used enb3 by a device |ocated on the 15 right
end in Fig. 11(b), and if the enabling key block (EKB) is transmtted
together with data produced by encrypting a content key Kcon using a node

(oL AR bR EAR i LIS B AR L 1 5
I 50 R ol D LT G e e R U T
pose! 1 ekl SeESEhYhy eohleds Go0lell SRndteloselebessRo an

25 recei yb9Q; 641 6ESthEUSH A MDA PRidPappiRsiugdi on of a - 54 session
key, and encryption of the content key Kcon using the session key. Wen it

i s desired t @ ransBtheér MUHEN LK BheS Whani1ad sHdwrt dh &ned 1k%eysed by the
PC and the pl ayback apparatus, if

half area (b) of Fig. 11 in which a content provider
transmits an enablihg key block (EKB) and data (Kroot(Kcon)
in the specific example shown in Fig. 11(b)) produced by
encrypting a content key Kcon using a node key or a root key

10 that is obtained by processing the enabling key block (EKB),
only a device, which can process the received EKB, can
perform decryption to acquire the content key Kcon.

Therefore, if an enabling key block (EKB) is produced

such that it can be used only by a device located on the

15 right end in Fig. 11(b), and if the enabling key block (EKB)
is transmitted together with data produced by encrypting a
content key Kcon using a node key or a root key that can be
obtained by processing the EKB, a device such as a PC or a
playback apparatus existing between the content provider and

20 the device on the right end cannot process the EKB using the
leaf key or node key held in the PC or the playback
apparatus. Therefore, it is possible to securely transmit a
content key that can be used only an authorized device
without necessitating a process between transmitting and

25 receiving devices, such as authentication, production of a



5 an enabling key block (EKB) is produced such that it can be processed by
any of these devices which should be allowed to use the content key, and
if the resultant EKB is transmtted, then these device can acquire the
content key. [Distribution of an authentication key using an enabling key
10 bl ock (EKB) (by means of common key cryptography)] In the distribution
of data or a key using an enabling key block (EKB) according to the
above-descri bed techni que, the enabling key bl ock (EKB) and the content or
the content key that are transm tteds®éetween devices are encrypted into 15
the sane form Therefore, there is a possibility that an wunauthorized copy
I's made by a so-called replay attack technique in which data is stolen and

recor ded, by, APILLD, % gal . Ly ansl o3 Whd idigand Lo heggr ded data s

transferre 0 preve rom bei ng Copied i'n an \fa\# hori zed 20

manner, Ji_ i ty) to perform authentication and key exchange as in
t he conv%%?i%%%icﬁgc]%#hue. Thus, herein, a technique is disclosed in

whi ch t | Gat is | t Gt i k h
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authentication key to be us as a secure secret "key a | I ow ng
aut hent i gatédbl thP K HEB RN BN Prdducdd SeHMENa ket anPibedr aphy

technique. That is, in this technique, the authentication key is
transm tpesk ess e IHRGny of these devices which should be allowed to
use the content key, and if the resultant EKB is transmitted,
then these device can acquire the content key.
[Distribution of an authentication key using an enabling key
10 block (EKB) (by means of common key cryptography)]

In the distribution of data or a key using an enabling
key block (EKB) according to the above-described technique,
the enabling key block (EKB) and the content or the content
key that are transmitted between devices are encrypted into -

15 the same form. Therefore, there is a possibility that an
unauthorized copy is made by a so-called replay attack
technique in which data is stolen and recorded by tapping a
data transmission line and the recorded data is transferred
later. To prevent data from being copied in an unauthorized

20 manner, it is effective to perform authentication and key
exchange as in the conventional technique. Thus, herein, a
technique is disclosed in which an authentication key Kake
used in authentication and key exchange is transmitted to a
device, using an enabling key block (EKB) according to the

25 above-described technique thereby allowing the common



5 data encrypted by an EKB. Fig. 12 shows a mutual authentication nmethod
using common key cryptography (according to I SO I EC9798-2). In the
exanpl e shown in Fig. 12, a common key cryptography technique based on the
DES is enpl oyed, another simlar 10 comon key cryptography techni que may
al so be enmployed. In Fig. 12, a device B first generates a 64-bit random
nunber Rb and transmts Rb, together with an identifier ID(b) of the
device B, to a device A In response to receiving Ro and ID(b), the device
A generates a 64-bit random nunber Ra535-and encrypts Ra, Rb, and | D(b)
using a key Kab in the CBC node of the DES, in the order of Ra, Rb, and

I D(b). The resultant encrypted data is returned to the device B. Herein,
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result 1is encrypted by the DES encryption unit using the key Kab thereby

obt aisni N@a €4 Cé NPt sty BXn EmEf hernore, the exclusive OR between the
encrypted data E3 and I1D(b) is

Fig. 12 shows a mutual authentication method using
common key cryptography (according to ISO/IEC9798-2). 1In
the example shown in Fig. 12, a common key cryptography
technique based on the DES is employed, another similar

10 common key cryptography technique may also be employed. 1In
Fig. 12, a device B first generates a 64-bit random number
Rb and transmits Rb, together with an identifier ID(b) of
" the device B, to a device A. In response to receiving Rb
and ID(b), the device A generates a 64-bit random number Ra

15 and encrypts Ra, Rb, and ID(b) using a key Kab in the CBC
mode of the DES, in the order of Ra, Rb, and ID(b). The
resultant encrypted data is returned to the device B.
Herein, the key Kab is a key that is used as a secret key in
common by the devices A and B and that is stored in a

20 storage device of each of the devices A and B. The
encryption using the key Kab in the CBC mode of the DES may
be performed as follows. 1In the process using the DES, the
exclusive OR between the initial value and Ra is calculated
and the result is encrypted by the DES encryption unit using

25 a key Kab thereby obtaining encrypted data El. The



5 calculated, and the result is encrypted by the DES encryption unit using
the key Kab thereby obtaining encrypted data E3. The obtai ned encrypted
data El to E3 (Token-AB) are transmtted. |f the device B receives the
encrypted data, the device 10 B decrypts the received data using the key
Kab (authentication key) as the secret key used in common. Mbre
specifically, the decryption of the received data is perfornmed as foll ows.
First, the encrypted data El is decrypted using the authentication key Kab
to obtain the 15 random val ue Ra. Thebéafter, the encrypted data E2 is
decrypted using the authentication key Kab. Rb is obtained by calculating
excl usive OR between the resultant decrypted data and El. Finally, the
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-after the authentication (the session key Kses is generated using a random
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encryption unit using the key Kab thereby obtaining
encrypted data E3. The obtained encrypted data El to E3
(Token-AB) are transmitted.
If the device B receives the encrypted data, the device
10 B decrypts the received data using the key Kab
(authentication key) as the secret key used in common. More
specifically, the decryption of the received data is
performed as follows. First, the encrypted data El is
decrypted using the authentication key Kab to obtain the
15 random value Ra. Thereafter, the encrypted data E2 is
decrypted using the authentication key Kab. Rb is obtained
by calculating exclusive OR between the resultant decrypted
data and El. Finally, the encrypted data E3 is decrypted
using the authentication key Kab, and exclusive OR between
20 the resultant decrypted data and E2 is calculated to obtain
ID(b). Of Ra, Rb, and ID(b) obtained via the above process,
Rb and ID(b) are compared with those transmitted from the
device B to verify whether they are identical. If the

verification is successfully passed, the device B determines

25 that the device A is an authorized device.



5 Kab in the CBC node of the DES and transmitted to the device A Upon
receiving the data, the device A decrypts the received data using the

aut henti cati on key Kab. The received data can be decrypted in a simlar
manner to 10 decryption perfornmed by the device B, and thus it is not
described in further detail herein. Thus, Rb, Ra and Kses are obtained,
and Rbo and Ra are conpared with the original data transmtted fromthe
device A If'the verification is successfully passed, the device A
determ nes that the device 15 B is anSAuthori zed device. |In conmuni cation
perfornmed after the nutual authentication has been successfully passed,
the session key Kses is used to secure the secrecy. In the case where the
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Upon receiving the data, the device A decrypts the
received data using the authentication key Kab. The
received data can be decrypted in a similar manner to

10 decryption performed by the device B, and thus it is not .
described in further detail herein. Thus, Rb, Ra and Kses
are obtained, and Rb and Ra are compared with the original
data transmitted from the device A. If'the verification is
successfully passed, the device A determines that the device

15 B is an authorized device. 1In communication performed after
the mutual authentication has been successfully passed, the
session key Kses is used to secure the secrecy.

‘ In the case where the received data is determined as
being invalid in the above-described verification, the

20 mutual authentication fails and the process is terminated.

In the authentication process described above, the
authentication key Kab is used in common by both devices A
and B. This common key Kab is transmitted to the devices by

means of the above-described technique using an enabling key

25 block (EKB).



5 the produced enabling key block (EKB) and transmts the resultant
encrypted data to the other device. Alternatively, a third party may
produce an enabling key block (EKB) that can be used by both devices A and
B, and may transmt an authentication key Kab encrypted using the produced
enabling 10 key block (EKB) to the devices A and B. Figs. 13 and 14 show
exanpl es of processes of transmtting a conmon aut hentication key Kake to
a plurality of devices by neans of the technique using an enabling key

bl ock (EKB). In the exanple shown im ¥ g- 13, an 15 authentication key Kake
that can be decrypted by devices O, 1, 2, and 3 is transmtted to these
devices. In the exanple shown in Fig. 14, of devices 0, 1, 2, 3, the

device 3 is Mb(i\éolsg_@ci@&éa@&y@utihe@hlecekbﬂﬁlléeghbt&ﬁt igapige decrypged only
by devices 0, 1, 2is transmitted. 20 In the exanple shown in #lg. 13, data

(b) prodEerbwites e AR IBPryduidsh il icdRb1dmK ReyKdlocksi(E&B3 saegved node
key K(t)00 is transmtted together with an enabling key block (EKB)

producectiatchith eadn tWee d dage they dthler0Qevdae bandbisaiidednBy _
decrypting the EKB using node keys and 25 | eaf keys held by the respective

devi ces d¥ devitesamhrihess encayptshale autheaticgtiohakeyskd® asihigg. 13,
each device first acquires the renewed node key K(t)O00 by processing
( decby pttiheg)prdundeB eavad ltimen keyqbiloek {(EKBjuahdntraasmits kag Kake by
.decrypting the encrypted authentication key
resultant encrypted data to the other device. Alternatively,
a third party may produce an enabling key block (EKB) that
can be used by both devices A and B, and may transmit an
authentication key Kab encrypted using the produced enabling
10 key block (EKB) to the devices A and B.

Figs. 13 and 14 show examples of processes of
transmitting a common authentication key Kake to a plurality
of devices by means of the technique using an enabling key
block (EKB). In the example shown in Fig. 13, an

15 authentication key Kake that can be decrypted by devices 0,
1, 2, and 3 is transmitted to these devices. In the example
shown in Fig. 14, of devices 0, 1, 2, 3, the device 3 is
revoked, and an authentication key that can be decrypted
only by devices 0, 1, 2 is transmitted.

20 In the example shown in Fig. 13, data (b) produced by
encrypting an authentication key Kake using a renewed node
key K(t)00 is transmitted together with an enabling key
block (EKB) produced such that the renewed node key K(t)00
can be obtained by decrypting the EKB using node keys and

25 leaf keys held by the respective devices 0, 1, 2, and 3. As



5 Enc(K(t)00, Kake) using the acquired node key K(t)00. Even if one of the
other devices 4, 5, 6, 7, and so on receives the same enabling key block
(EKB), the device cannot process the EKB using a node key or a | eaf key
held by the device to acquire the renewed node key K(t)00. Thus, 10 it is
possi ble to securely transmt the authentication key only to authorized
devices. On the other hand, in the exanple shown in Fig. 14, in a
situation in which the device 3 in the group enclosed by the dotted |ine
in Fig. 3 has been revoked because of 545-exposure of secrecy of a key, an
enabling key block (EKB) is produced such that it can be decrypted only by
the other nenbers of the group, that is, the devices 0, 1, and 2, and the
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Even if one of the other devices 4, 5, 6, 7, and so on
receives the same enabling key block (EKB), the device
cannot process the EKB using a node key or a leaf key held
by the device to acquire the renewed node key K(t)00. Thus,
10 it is possible to securely transmit the authentication key
only to authorized devices.
On the other hand, in the example shown in Fig. 14, in
a situation in which the device 3 in the group enclosed by
the dotted line in Fig. 3 has been revoked because of
15 exposure of secrecy of a key, an enabling key block (EKB) is
produced such that it can be decrypted only by the other
members of the group, that is, the devices 0, 1, and 2, and
the produced enabling key block (EKB) is transmitted. More
specifically, the enabling key block (EKB) shown in Fig.
20 1l4(a) and the data, shown in Fig. 14(b), produced by
encrypting the authentication key (Kake) using the node key
(K(t)00) are transmitted together.
The decryption procedure is shown on the right-hand
side of Fig. 14. Each device 0, 1, and 2 first acquires the

25 renewed node key (K(t)00) from the received enabling key



5 Even if one of the devices 4, 5, 6, and so on of the other groups shown
in Fig. 3 received simlar data (EKB), it cannot acquire the renewed node
key (K(t)00) using a leaf key or a node key held by it. The revoked device
3 can also not acquire the renewed node key (K(t)00) using a |l eaf key 10
or a node key held by it. Thus, only the authorized devices can decrypt
the authentication key and can use it. Thus, the above-described nethod of
transmtting an authentication key using an EKB nmakes it possible to
securely transmt an encrypted authensdcati on key using a 15 small anount
of data such that only authorized users can decrypt the encrypted

aut hentication key. [Distribution of a content key using a public key

2 cont erb ek ?&?ﬁare BERS ATYROFn A4 ko KGh BnabiAdis key bl ook
(EKB) i sy 3? b%a 1191% Yy }f:éé st, %&%{H}% 0 e‘_imht gcfev]g%r\a}ent | cat Il on using

160- bi t rve cryptography i's one

%?EZSSF’%?‘S AR S, K R et adin i MERVROPL ks o (e

process ﬁp@y@ojn F|g - 61 15, another simlar symretric key cryptography
schenme may al so be enployed. Furthernore, the key size is not limted to

160 Bits. I ngdieh i¥Oond o tha @@wﬂa@584geger@te§na 84 ol bfr apdom nunber
Rb and transmits it to a device A Upon

other groups shown in Fig. 3 received similar data (EKB), it
cannot acquire the renewed node key (K(t)00) using a leaf
key or a node key held by it. The revoked device 3 can also
not acquire the renewed node key (K(t)00) using a leaf key

10 or a node key held by it. Thus, only the authorized devices
can decrypt the authentication key and can use it. -

Thus, the above-described method of transmitting an
authentication key using an EKB makes it possible to
securely transmit an encrypted authentication key using a

15 small amount of data such that only authorized users can
decrypt the encrypted authentication key.
[Distribution of a content key using a public key
certificate and an enabling key block (EKB)]

Now, a method of distributing a content key using a

20 public key certificate and an enabling key block (EKB) is
described below. First, a method of mutual authentication
using 160-bit elliptic-curve cryptography which is one of
public key cryptography schemes is described below with
reference to Fig. 15. Although ECC is employed as the

25 public key cryptography scheme in the process shown in Fig.



5 receiving Rb, the device A generates a 64-bit random nunber Ra and a
ransom nunber Ak smaller than a prime nunber p. Point Av = Ak {x} Gis
calculated by nultiplying a base point G by Ak. A digital signature A Sig
for Ra, Rb, and Av (X and Y coordinates) is then generated and transmtted
10 together with a public key certificate of the device Ato the device B.
Herein, Ra and Rb have a length of 64 bits and the X and Y coordi nates of
Av have a length of 160 bits, and thus the digital signature is generated
for a total Ilength of 448 bits. 15-Upbn-receiving the public key
certificate of the device A Ra, Rb, Av, and the digital signature A Sig,
the digital device B verifies whether Rb received fromthe device Ais

h f
P cat okb { RSt B anlflee, erv“xﬁeé*?%fé’d%’%%t SRRty ﬁecrmtt N5 Y o ?'nét:h'rin
Vi ce IS en i e
\3/;: ;;e?he Wg? %i@&fyt hl‘gl%c%lﬁ | cat g%‘%pﬁfﬁve ard r{%t Ildlﬂﬁ key of
t he dew&g& 1656 SR racfrgq,.lgghelr aff tr%deé&gl%%e éncglaat‘t -re aAggl_g S

verified using the extract pu ﬂlc V|ce

Ther eaf tig{¢ FdRasievi Gt S8 e e&&éﬁ@@r@{@;@% g | en ptg*ha“ the

prime nunber p. Thereafter, poilnt Gis cal1 cul at eé’

gul E;rzp%tdétg(eixhﬁ@m R e B gerferdittid &l Byl liraefld%rms'ngmfb%rr Rb, Ra,
y

Ra and a ransom number Ak smaller than a prime number p.
Point Av = Ak {x} G is calculated by multiplying a base
point G by Ak. A digital signature A.Sig for Ra, Rb, and Av
(X and Y coordinates) is then generated and transmitted

10 together with a public key certificate of the device A to
the device B. Herein, Ra and Rb have a length of 64 bits
and the X and Y coordinates of Av have a length of 160 bits,
and thus the digital signature is generated for a total
length of 448 bits.

15 Upon receiving the public key certificate of the device
A, Ra, Rb, Av, and the digital signature A.Sig, the digital
device B verifies whether Rb received from the device A is
equal to the original value generated by the device B. If
the verification indicates that Rb is equal to the original

20 value, the digital signature written in the public key
certificate of the device A is then verified using the
public key of the certificate authority, and the public key
of the device A is extracted. Thereafter, the digital
signature A.Sig is verified using the extracted public key

25 of the device A.



5 coordinates) is then generated and transmtted together with a public
key certificate of the device B to the device A. Upon receiving the public
key certificate of the device B, Rb, Ra, Av, and the digital signature
B.Sig, the digital device A verifies whether Ra received fromthe device B
Is 10 equal to the original value generated by the device A |If the
verification indicates that Ra is equal to the original value, the digital
signature witten in the public key- eertificate of the device Bis then
verified using the public key of the certificate authority, and the public
key 15 of the device B is extracted. Thereafter, the digital signature

I f the

verl fi cat] on THStHF i e LR o S9Res kaeiasmqip*ﬁﬁmd“;‘%e Phe devi ce A
h d d 20 ) f
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Upon receiving the public key certificate of the device
B, Rb, Ra, Av, and the digital signature B.Sig, the digital
device A verifies whether Ra received from the device B is
10 equal to the original value generated by the device A. If
the verification indicates that Ra is equal to the original
value, the digital signature written in the public key
certificate of the device B is then verified using the
public key of the certificate authority, and the public key
15 of the device B is extracted. Thereafter, the digital
signature B.Sig is verified using the extracted public key
- of the device B. If the verification of the digital
signature is successfully passed, the device A regards the
device B as being an authorized device.
20 If the mutual authentication is successfully passed,
the device B calculates Bk {x} Av (by multiplying the point
Av on the elliptic curve by Bk which is a random number),
and the device A calculates Ak {x} Bv. Lower-order 64 bits

of the X coordinates of the resultant points are used as a

25 session key during communication performed thereafter (in



5 be enployed. In secret conmunication perforned after the nutua
authentication, a digital signature may be added to data encrypted using a
session key. In the case where the digital signature or the received data
is determ ned as being invalid in the above-described 10 verification, the
mut ual authentication fails and the process is termnated. Fig. 16 shows
an exanple of a process of distributing a content key using a public key
certificate and an enabling key bIocg (EKB). First, authentication is
perfornmed between 15 a content provid P and a PC by neans of the public key
cryptography techni que descri bed above with reference to Fig. 15. The
content provider produces an EKB that can be decrypted using a node key or

a | eaf kejehehBebyhargl aybpek keppaspéUssed &sStprmeeri®dkeyato which a
content key is to 20 be transmtted. Thereafter, the encrypted content key

E(Kcon) aecoduderdgbyoetheypyimgtibe keypterypkeyraphpy. a Thensewsh giwde key
and the enabling key block (EKB) are encrypted using a session key Kses
pr oducedkeyamapebeagéhenatedt foombet awend i heteont enhisped¥i sler and t he PC
and 25 the resultant data is transnmtted to the PC. The PC - 64 decrypts,
usi ng t hempdoying keyer+brdepnéénbikey didhel sencofphids usEangalde renewed
node key and the enabling key block (EKB), which were both encrypted using
t he Pessbenerployednd fnapepret communication perfypned after tthe he
pIaybaCkmutual authentication, a digital signature may be added to
data encrypted using a session key.
In the case where the digital signature or the received
data is determined as being invalid in the above-described
10 wverification, the mutual authentication fails and the
process is terminated.
Fig. 16 shows an example of a process of distributing a
content key using a public key certificate and an enabling
key block (EKB). First, authentication is performed between
15 a content provider and a PC by means of the public key
cryptography technique described above with reference to Fig.
15. The content provider produces an EKB that can be
decrypted using a node key or a leaf key held by a playback
apparatus or a storage medium to which a content key is to-
20 be transmitted. Thereafter, the encrypted content key
E(Kcon) produced by encrypting the content key using a
renewed node key and the enabling key block (EKB) are
encrypted using a session key Kses produced via the

authentication between the content provider and the PC, and

25 the resultant data is transmitted to the PC. The PC



5 apparatus and the storage nmedium The playback apparatus and the storage
medi um acquire the content key Kcon by decrypting, using a node key or a
| eaf key held by them the content key E(Kcon) encrypted using the renewed
node key and the enabling key block (EKB). 1'0 In this nethod, if and only
I f authentication between the content provider and the PCis successfully
passed, the content key E(Kcon) encrypted using the renewed node key and
t he enabling key bl ock (EKB) are trané Itted, thereby ensuring that data
can be securely transmtted only to-ah® 15 authorized device even in a
situation in which secrecy of a node key has been exposed. [Distribution
of a program code using an enabling key block (EKB)] In the exanples
descri beteagss, dasding Wie afeds Mtiet, tHe kdhtet Rdyhenkceahi on key, or

the like is encrypted using an enabling key block (EKB) and resultant
encrypt eshalatpted udimnsihid trashewét inmvde Keydanmel theo@mibldedekeyay al so be
transmtted in a simlar manner using an enabling key block (EKB). In this
case, a hiraxk afRKE)de wisidh avesrd thotth ahciyptess age ndatthee Besyibad kegi,Ng an
EKB. The process is - 65 described in further detail below Fig. 17 shows
an exanprel dfrangmidse sshefreswdisant decgyptesh dgrtamtoodhebellaybacievi ces
after encrypting it using, for exanple, a renewed node key included in an
enabbi naEAratus and the storage medium.
The playback apparatus and the storage medium acquire
the content key Kcon by decrypting, using a node key or a
leaf key held by them, the content key E(Kcon) encrypted
using the renewed node key and the enabling key block (EKB).
10 In this method, if and only if authentication between
the content provider and the PC is successfully passed, the
content key E(Kcon) encrypted using the renewed node key and
the enabling key block (EKB) are transmitted, thereby
ensuring that data can be securely transmitted only to an
15 authorized device even in a situation in which secrecy of a
node key has been exposed.
[Distribution of a program code using an enabling key block
(EKB) ]
In the examples described above, data such as a content
20 key, an authentication key, or the like is encrypted using
an enabling key block (EKB) and resultant encrypted data is
transmitted. Various kinds of program codes may also be
transmitted in a similar manner using an enabling key block

(EKB). In this case, a program code is transmitted as

25 message data encrypted using an EKB. The process is



5 block (EKB). A device 1701 produces an enabling key block (EKB) that can
be decrypted using a node key or a leaf key held by a device 1702 and al so
produces data by encrypting a program code using a renewed node key
included in the enabling key block (EKB). The resultant enabling key bl ock
10 (EKB) and the encrypted data are transmtted to the device 1702. The
devi ce 1702 acquires the renewed node key by processing the received EKB,
and then acquires the program code_bg decrypting the encrypted program
code using the acquired renewed node Eey. 15 In the exanple shown in Fig.
17, the device 1702 further executes the acquired program code and returns
the result to the device 1701. Depending on the result, the device 1701
per f or nedas¢uibédrinr beether Adethekk rhékaiv above, by transmitting an enabling
key 20 block (EKB) and a program code encrypted using a renewed node key
i ncl uded in tHid erdablshayscan sxaeplecics) a iprodessowds tyaasmitsing aransmt
the program code, which can be decrypted only by a specific device, to

t hat sSpeRFPIRAM SRR PRFWeeR ReVIGes @EIhRr INARYRTLIY git Nsixgy [ Addi ti on of
an integrity check value(gl to a content to - 66 be transmtted] A

met hod | @X#HBRL Qe st rFPRAMVED N KSY | Hir Hudeshtdhtan rablddihkeyanpered wit h,

by deterni ning whether_the content has _been tanpered wth on_the basis o
an int egﬁ'?‘ilkcm) valMeievice 1701 produces an enabling key block - _

(EKB) that can be decrypted using a node key or a leaf key
held by a device 1702 and also produces data by encrypting a
program code using a renewed node key included in the
enabling key block (EKB). The resultant enabling key block

¥0 (EKB) and the encrypted data are transmitted to the device
1702. The device 1702 acquires the renewed node key by
processing the received EKB, and then acquires the program
code by decrypting the encrypted program code using the
acquired renewed node key.

15 In the example shown in Fig. 17, the device 1702
further executes the acquired program code and returns the
result to the device 1701. Depending on the result, the
device 1701 performs a further process.

As described above, by transmitting an enabling key

20 block (EKB) and a program code encrypted using a renewed
node key included in the enabling key block (EKB), it
becomes possible to transmit the program code, which can be
decrypted only by a specific device, to that specific device
or a specific group shown in Fig. 3.

25 [Addition of an integrity check value (ICV) to a content to



5 (1 CV)
cont ent
cont ent
gener at
cont ent

illustrates an exanple of a process of
DES encryption. As shown in Fig. 18, a nessage to be transmitted is

calculated for the content. The. integrity check value (ICV)
Is calculated, for exanple, by applying a hash function to

of a
t he

such that ICV = hash(Kicv, Cl, C2,...) wherein Kicv is an ICV

ion key, and O and C2 are information 10 associated with the

represented in nessage authentication codes (MAC). Fig. 18

produci ng an MAC val ue by neans of

divided into 15 parts each consisting66f'8 bytes (hereinafter, divided
of the message are denoted by ML, M2,..., MN). First, the exclusive

parts

OR between an initial value (1V) and ML is cal culated (wherein the
i's representesnditted] Thereafter, 11 is applied to a DES encryption unit
to 20 encrypt 11 using a key (K1) (wherein the encrypted output is
by El). The exaiettioe ieRnwmi weEbeand W previditiingcal evhtend. r2pf t he

12 is applied to the DES encryption unit to encrypt it using a key
K1 (wherigéing heampesed tvaith pubp idet Srmsianiai ¢ detar Hed) - thheyaafdmdr halshe above
25 process is repeated until the all parts of the nessage are - 67
encr ypt eleel heariperadd owt tdutorEN hes i yefl &5 intepsiage chadkheailiveat i on
code (MAC). An integrity check value (ICV) of the content is produced by
appl i ng( ECHhastalambated for tthe MM taritue of the

result

10

15

20

25

The integrity check value (ICV) of a content is
calculated, for example, by applying a hash function to the
content such that ICV = hash(Kicv, Cl1l, C2,...) wherein Kicv
is an ICV generation key, and Cl and C2 are information
associated with the content represented in message -
authentication codes (MAC).

Fig. 18 illustrates an example of a process of
producing an MAC value by means of DES encryption. As shown
in Fig. 18, a message to be transmitted is divided into
parts each consisting of 8 bytes (hereinafter, divided parts
of the message are denoted by M1, M2,..., MN). First, the.
exclusive OR between an initial value (IV) and Ml is
calculated (wherein the result is represented by I1).
Thereafter, Il is applied to a DES encryption unit to
encrypt Il using a key (K1) (wherein the encrypted output is
denoted by El1). The exclusive OR between E1 and M2 is then
calculated, and the result I2 is applied to the DES
encryption unit to encrypt it using a key K1 (wherein the
resultant output is denoted by E2). Thereafter, the above

process is repeated until the all parts of the message are

resul t

denot ed



5 content and the I CV generation key. The I CV generated on the basis of the
when

cont ent

are

tanpered wth.
been tanpered wth.

che

Ki cv of an

ck

( EKB)

of the integrity check val ue

Is conpared with an ICV that has been produced, for exanple,
the content is generated and that is guaranteed as valid. If both val ues
i dentical, the content is determned to be valid wi thout 10 being

If they are different, the content is determned to have
[Distribution of a generation key Kicv of an integrity

value (1 CV) using an EKB] A process of transmtting a generation key

15 integrity check val ue $7Cv) using an enabling key bl ock
I s described below. That is, in this case, the generation key Kicv
(ICV)authentication key is transmtted as

nmessage édByptaatts ypiRe (isidld dutputKEN AQ RngSloykd a3d a2esayespeci fic

exanpl es of manners of transmtting, using an énabling key block (EKB),
i nt egri tautoheacki osd ioh gyeRy qiMADY) key Kicv used to verify that the content

has not been tanpered with, in a situation in which the sane content

S

transmtted Bm dntlegrditiyt yhetk aldevi(gev)- of8thkncbheesxal®l e shown in

Fig

2, and Praciudedrisymidgpdy ity tahdmeshddumdsion rta hthee MACpvalukowt itheFi g.
of devices 0, 1, 2, 3, the device 3 is revoked, and an

20,

5

10

15
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25

content and the ICV generation key. The ICV generated on
the basis of the content is compared with an ICV that has
been produced, for example, when the content is generated
and that is guaranteed as valid. If both values are
identical, the content is determined to be valid without
being tampered with. If they are different, the content is

determined to have been tampered with.

[Distribution of a generation key Kicv of an integrity check

value (ICV) using an EKB]

A process of transmitting a generation key Kicv of an
integrity check value (ICV) using an enabling key block
(EKB) is described below. That is, in this case, the
generation key Kicv of the integrity check value
(ICV)authentication key is transmitted as message data
encrypted using the EKB.

Figs. 19 and 20 show specific examples of manners of
transmitting, using an enabling key block (EKB), an
integrity check value generation key Kicv used to verify
that the content has not been tampered with, in a situation
in which the same content is transmitted to a plurality of

device.

an

19, an ICV generation key Kicv that can be decrypted by devices 0, 1,



5 I CV generation key Kicv that can be decrypted only by devices 0, 1, 2 is
transmtted. In the exanple shown in Fig. 19, data (b) produced by ‘
encrypting an | CV generation key Kicv using a renewed node key K(t)00 is
transmtted together with an enabling key 1'0 bl ock (EKB) produced such
that the renewed node key K(t)00 can be obtained by decrypting the EKB
usi ng node keys and |eaf keys held by the respective devices 0, 1, 2, and
3. As shown on the right-hand side of _Fig. 19, each device first acquires
t he renewed node key K(t)O00 by procésé?ng 15 (decrypting) the EKB and then
acquires the I CV generation key Kicv by decrypting the encrypted I CV
generation key Enc(K(t)00, Kicv) using the acquired node key K(t)00. Even
i f one of thelmtites eleammgles shown in Fig.and S@amIICV epRietetk ildne

enabl i ng key bl ock (EKB), the device 20 cannot process the EKB using a node
key or akKliewuftkay dahdbebjetippdedilsp devacesidpe 1 he2 s earedvedl iwwde key
K(t)00. Thus, it is possible to securely transmt the |ICV generation key
only to huahsnitbteddeei these Glevheest heln halnel, examphe shawrpl i Shiogwn i n Fi g.
20, in 25 a situation in which the device 3 in the group enclosed by - 69
t he dotte@,| PhedeviiFeg. 03 has2 bekn theofedi¢rchub® révokedosand af secrecy
of a key, an enabling key block (EKB) is produced such that it can be

decr ypt e8CHnE§n|Yat hen okeerKige fbhat eanthe deeiptedanly by he devi ces 0,

1, and 2, and . .
devices 0, 1, 2 is transmitted.

In the example shown in Fig. 19, data (b) produced by
encrypting an ICV generation key Kicv using a renewed node
key K(t)00 is transmitted together with an enabling key

0 block (EKB) produced such that the renewed node key K(t)00

can be obtained by decrypting the EKB using node keys and

leaf keys held by the respective devices 0, 1, 2, and 3. As

shown on the right-hand side of Fig. 19, each device first

acquires the renewed node key K(t)00 by processing

15 (decrypting) the EKB and then acquires the ICV generation
key Kicv by decrypting the encrypted ICV generation key
Enc(K(t)00, Kicv) using the acquired node key K(t)00.

Even if one of the other devices 4, 5, 6, 7, and so on

receives the same enabling key block (EKB), the device

20 cannot process the EKB using a node key or a leaf key held
by the device to acquire the renewed node key K(t)00. Thus,
it is possible to securely transmit the ICV generation key
only to authorized devices.

On the other hand, in the example shown in Fig. 20, in

25 a situation in which the device 3 in the group enclosed by



5 the produced enabling key block (EKB), is transmtted. More specifically,
t he enabling key block (EKB) shown in Fig. 20(a) and the data, shown in
Fig. 20(b), produced by encrypting the ICV generation key (Kicv) using the
node key (K(t)00) are transmtted together. 10 The decryption procedure is
shown on the right-hand side of Fig. 20. Each device O, 1, and 2 first
acquires the renewed node key (K(t)00) fromthe received enabling key

bl ock by perform ng decryption using | eaf key or a node key held by the
device. Thereafter, each device acquites 15 the |ICV generation key Kicv by
perform ng decryption using K(t)00. Even if one of the devices 4, 5, 6,
and so on of the other groups shown in Fig. 3 received simlar data (EKB)
it canrtdte abaptied Ltire riendligd 3o dask bepefK(evoRedubecguse edf 20 key or a
node key held by it. The revoked device 3 can also not acquire the renewed
node keyeXpqaumnofisenresy eff akdey olna enadd ingy Keyl dliogki t(EKBhuds only
the authorized devices can decrypt the | CV generation key and can use it.
Thus, t Rrodised sy ithad ddt Ifed b desayipted oflyn byCthe2bthener ati on key
using an EKB nakes it possible to securely - 70 transmt the ICV

gener at msrhens @ff fdve wean, &hddntsef thet devdges Ohatlonng 3ut Bodi zed

users can decrypt the encrypted |CV generatiaon key. As described above, by
usina t '8 R qu(gﬂggglﬂa k&y block (EKB) is transmitted. More

specifically, the enabling key block (EKB) shown in Fig.
20(a) and the data, shown in Fig. 20(b), produced by
encrypting the ICcV generation key (Kicv) using the node key
(K(t)00) are transmitted together.

10 The decryption procedure is shown on the right-hand
side of Fig. 20. Each device 0, 1, and 2 first acquires the
renewed node key (K(t)00) from the received enabling key
block by performing decryption using a leaf key or a node
key held by the device. Thereafter, each device acquires

15 the ICV generation key Kicv by performing decryption using
K(t)00.

Even if one of the devices 4, 5, 6, and so on of the
other groups shown in Fig. 3 received similar data (EKB), it
cannot acquire the renewed node key (K(t)00) using a leaf

20 key or a node key held by it. The revoked device 3 can also
not acquire the renewed node key (K(t)00) using a leaf key
or a node key held by it. Thus, only the authorized devices
can decrypt the ICV generation key and can use it.

Thus, the above-described method of transmitting an ICV

25 generation key using an EKB makes it possible to securely



5 (ICV) of the content, it is possible to prevent the EKB ad the encrypted
content from being copied in an unauthorized manner. For exanple, as shown
in Fig. 21, in a case where a content Cl1 and a content C2 are stored on a
medium 1l together with an enabling key bl ock (EKB) from which content 10
keys associated with the contents C1 and C2 can be acquired, if the data
Is directly copied onto a nedium 2, the copied EKB and contents .can be
used by any device that can decrypt the EKB. In contrast, in the exanple
shown in Fig. 21(b), each 15 authori Z8d-nedi um i ncl udes, stored thereon,
an. integrity check value (I1CV(Cl, C2)) associated with contents in
addition to the contents. Herein, I1CV(Cl, C2) denotes an integrity check

dition o th . 1. C2) d
Cont ont  EoeNERELEY FREPTA Ses e TR REL | ORind Co) S EE RS o Mt i n

Fig. 21(Bhcht bBRat CORL PPhAuthePdzEACus6P €Bin %@éﬁyﬁ 0&/}?%1&%% uml in an

aut hori zed manner, and the integrity check val ue roduced on
t he basi scof géhergonégnkefl and the content C2 is also stored thereon. On
the other hand, the content 1 25 is stored on a nedium2 in an authorized

manner, and tAe desdribed egiove, dieals M) whe liQdegnitypcddegedadinet he basis

of the content Cl is also stored thereon. In this situation, if data
f EKB5 copleviy @i thecopheent|oitthe peskibié t® prevemtdnenEkp adew

integrity check value 1CV(Cl, C2) is

the encrypted content from being copied in an unauthorized
manner. For example, as shown in Fig. 21, in a case where a
content Cl and a content C2 are stored on a medium 1 |
together with an enabling key block (EKB) from which content

10 keys associated with the contents Cl and C2 can be acquired,
if the data is directly copied onto a medium 2, the copied
EKB and contents can be used by any device that can decrypt
the EKB.

In contrast, in the example shown in Fig. 21(b), each

15 authorized medium includes, stored thereon, an integrity
check value (ICV(Cl, C2)) associated with contents in
addition to the contents. Herein, ICV(Cl, C2) denotes an
integrity check value obtained by applying a hash function
to the content Cl and the content C2 such that ICV =

20 hash(Kicv, Cl, C2). In the example shown in Fig. 21(b), the
content 1 and the content 2 are stored on a medium 1 in an
authorized manner, and the integrity check value (ICV(C1, .
C2)) produced on the basis of the content Cl1 and the content

C2 is also stored thereon. On the other hand, the content 1

25 is stored on a medium 2 in an authorized manner, and the



5 produced by the nedium 2, and it turns out that the new integrity check
value is different fromthe integrity check value Kicv(C) stored on the
medium 2. Thus, it turns out that the content has been tanpered with or a
new content has been copied in an unauthorized manner. When a device pl ays
10 back a nmedium if, before starting playback, the device checks the ICV
to determ ne whether the generated ICV and the original ICV stored on the
medium are identical to each other, and if playback is not perforned when
two values are not identical to eachypther, it is possible to an 15

unaut hori zed copy of a content from being played back. To further enhance
the security, the integrity check value (ICV) of a content may be
rewitten into a value produced on the basis of data including a counter
val ue sudH-eIhRY |heck aditsi (BEV (Cdunt eredygedcion ¢he basis,gdr &hehe 20
counter value (cqunter + 1) is increnented 3%]1 each tine,  the ICV is

rewitt &PR4eRY £ dfialsp tslrﬁ’tre(%é:h(?&iﬁ?[‘\?r Fdis,&idugtd@nin if secure
be ot or Ak K FRFSRa A 48 deRLeeh R, Ahe gadin dnt@ntBES ctored.
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on agregtk oflldea BB HeAutt Y a¥d L ud9ES Y HAYE tReCQRY, Protection
integrity check value is different from the integrity check
value Kicv(Cl) stored on the medium 2. Thus, it turns out
that the content has been tampered with or a new content has
been copied in an unauthorized manner. When a device plays
10 back a medium, if, before starting playback, the device
checks the ICV to determine whether the generated ICV and
the original ICV stored on the medium are identical to each
other, and if playback is not performed when two values are
not identical to each other, it is possible to an
15 unauthorized copy of a content from being played back.
To further enhance the security, the integrity check
value (ICV) of a content may be rewritten into a value
produced on the basis of data including a counter value such
that ICV = hash(Kicv, counter + 1, Cl1l, C2,...), where the
20 counter value (counter + 1) is incremented by 1 each time
the ICV is rewritten. It is required that the counter value
be stored in a secure memory.
In a case where an integrity check value (ICV) of a
content cannot be stored on the same medium as that on which

25 the content is stored, the integrity check value (ICV) of



5 capability, if an integrity check value (ICV) is stored on the sane

medi um the |CV can be rewitten by an unauthorized user, the security of
the 1 CV cannot be achieved. In such a case, the ICV.is stored on a secure
medi um on a host machi ne, and content copy control (such as
check-in/check-out, nove) 10 is perfornmed using the ICV, thereby ensuring
that the ICV is securely nmanaged and naking it possible to check whether
the content has been tanpered with_ EiLg. 22 shows a specific exanple of
the process for the above purpose. In“this exanple shown in Fig. 22,
contents 15 are stored on a nmedium 2201, such as a read-only mediumor a
usual MO, which does not have a copy protection capability, and an

i nt egri tYheheentent uray |loy)stesed i en etl medium hisif eemt Bntfroms tdeor ed on a
secure medi um 2202 on a host machine which is not allowed to be accessed
by a usefOnNk®REeby 20 preventing the integrity check value (1CV) from being
rewitten in _an unauthorized manner. |f, before a device starts to

pl ayback of tHfF f@EMRHE2 ¢heafdhicontends don stered omr aa readwenlyervi ng as
t he host chine checks the |ICV to determne whether playback shoul d be
al | ovned, MeELUR o6& HEALHMQ thate\dqrs APtuMake & icony aumtesttisncont ent or
a tapgpered - 73. content from be, pl ayed back. [Categorjzation of a
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user, the security of the ICV cannot be achieved. In such a
case, the ICV is stored on a secure medium on a host machine,
and content copy control (such as check-in/check-out, move)

10 is performed using the ICV, thereby ensuring that the ICV is
securely managed and making it possible to check whether the
content has been tampered with.

Fig. 22 shows a specific example of the process for the

above purpose. In this example shown in Fig. 22, contents

15 are stored on a medium 2201, such as a read-only medium or a
usual MO, which does not have a copy protection capability,
and an integrity check value (ICV) associated with these
contents is stored on a secure medium 2202 on a host machine
which is not allowed to be accessed by a user, thereby

20 preventing the integrity check value (ICV) from being
rewritten in an unauthorized manner. If, before a device
starts to playback of the medium 2201 mounted thereon, a PC
or a server serving as the host machine checks the ICV to
determine whether playback should be allowed, it is possible

25 to prevent an unauthorized copy of a content or a tampered



5 shown in Fig. 3, including a root key, node keys, and | eaf keys, and data
such as a content key, an authentication key, an ICV generation key, or a
program code is encrypted and transmtted together with an enabling key

bl ock (EKB). The hierarchical tree structure that defines the node keys
or. 10 the like may be categorized according to the types of devices, and
renewal of keys, transm ssion of encryption Kkeys, and transm ssion of data
may be in a nore efficient manner as described below. Fig. 23 shows an
exanpl e of categorization of the 15-hjgrarchical tree structure. In this
exanple shown in Fig. 23, a root key Kroot 2301 is disposed at the top of
the hierarchical tree structure, node keys 2302 are disposed in mddle

| evel s, and | eaf_ke 23Q3 are .di osed at the bottom Each device has a
set of q:‘?rﬁc ﬁ.ﬁﬂ“ﬁ} ‘f * the 20 device itself the root key, and

de k h h f t h f Kk h key. B
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assigned to the to nod
keys, and data such as a content key, an authentication key,
an ICV generation key, or a prdgram code is encrypted and
transmitted together with an enabling key block (EKB). The
hierarchical tree structure that defines the node keys or.
10 the like may be categorized according to the types of
devices, and renewal of keys, transmission of encryption
keys, and transmission of data may be in a more efficient
manner as described below.
Fig. 23 shows an example of categorization of the
15 hierarchical tree structure. In this example shown in Fig.
23, a root key Kroot 2301 is disposed at the top of the
hierarchical tree structure, node keys 2302 are disposed in
middle levels, and leaf keys 2303 are disposed at the bottom.
Each device has a set of keys including a leaf key of the
20 device itself, the root key, and node keys existing in the
path from the leaf key to the root key.
By way of example, it is assumed herein that nodes in
an{M}th level as counted from the top are defined as

category nodes 2304. That is, the nodes in the {M}th level

25 are employed to define specific categories of devices. One



5 For exanple, one node 2305 in the {Mth level in Fig. 23 is enployed to
define a category of "menory sticks (trade mark)", and nodes and | eaves
existing in paths originating fromthis node are defined to correspond to
various devices wusing a nenory stick belonging to the category of "nenory
10 sticks". That is, a set of nodes including the node 2305 and associ ated
| oner -1 evel nodes and | eaves is defined to belonging to the category of
menory sticks. Furthernore, a level that is |lower than the {Mth level :by
a proper nunber of |evels may be enpl pyed as sub-category 15 nodes 2306.
For exanple, as shown in Fig. 23, a node that exists in a path originating
fromthe category node 2305 of "nenory sticks" and that is |located two

node of O4R A (i T AeY R R EHEIPHIR RIS Mdase Ak sdstg 20

Bl aybacie e R L1 e A LR P Sy S and s Ssiaes havi ng
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bot h sub-categories gory hone "havi ng musi c
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23 is employed to define a category of "memory sticks (trade
mark)", and nodes and leaves existing in paths originating
from this node are defined to correspond to various devices
using a memory stick belonging to the category of "memory

10 sticks". That is, a set of nodes including the node 2305
and associated lower-level nodes and leaves is defined to
belonging to the category of memory sticks.

Furthermore, a level that is lower than the {M}th level
by a proper number of levels may be employed as sub-category

15 nodes 2306. For example, as shown in Fig. 23, a node that
exists in a path originating from the category node 2305 of
"memory sticks" and that is located two levels lower than
the category node 2305 is employed as a sub-category node of
"playback devices" included in the category of devices using

20 memory sticks. Similarly, a node 2307 below the sub-
category node 2306 of playback devices is employed as a sub-
category node of "telephones having a music playback
capability" included in the category of playback devices.

At a further lower level, a sub-category node 2308 of "PHS"

25 and a sub-category node 2309 of "portable telephone" are



5 manufacturers, content providers, or clearance institutions, and those
node may be respectlvely managed by them That is, the cat egori es and
subcat egories nay be defined so as to have arbltrary scopes in accordance
with, for exanple, processing, managenent organi zations, or services
provided 10 (hereinafter, units in the categories or sub-categories are
generically referred to as entities). For exanple, if one category node is
set as a top node for dedicated use of a ganme nachine XYZ provided by a
gane nmachi ne manufacturers, At becenEs possible to sell ganme nmachi nes XYZ
I n which node 15 keys and | eaf keys below the top node are stored. After
selling the gane machi nes XYZ, encrypted contents or keys nay be supplied

Kk o] EKB | udi
the t op Tt PR Chal oy S atogr Mt Hoaosy e ep CRSGEOE that -
only dey fetsel%g)%q{ O‘ﬁa‘xﬂ%g{/%srl%d 153D a%5E tarﬂ: bs_Llig_q:I}; ed data. As described
above, en ohe node 18 gi'ven as ? 3% 5% %Iomer I'evel nodes ari sing
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assigned to ft at to possi or a 25
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category or sub- category to“producé"an enabling key block (EKB) including

t hat 5t OpdiRffa i, Rt Prodideg s, Bl:0 AaRitlcel h.%s%tﬂt‘ﬁ'i: 6AESgOr es
or sub-categories and distribute the resultant enabl I ng key bﬁocE "(EKB) to
devi ces and those node may be respectively managed by them. That is,
the categories and subcategories may be defined so as to
have arbitrary scopes in accordance with, for example,
processing, management organizations, or services provided
10 (hereinafter, units in the categories or sub-categories are
generically referred to as entities). For example, if one
category node is set as a top node for dedicated use of a
game machine XYZ provided by a game machine manufacturers,
it becomes possible to sell game machines XYZ in which node
15 - keys and leaf keys below the top node are stored. After
selling the game machines XYZ, encrypted contents or keys
may be supplied or keys may be renewed by supplying an
enabling key block (EKB) including the top node key and node
keys and leaf keys below the top node so that only devices
20 below the top node can use the supplied data.

As described above, when one node is given as a top
node, lower-level nodes arising from the top node are
defined as belonging to a category or a sub-category
assigned to that top node, thereby making it possible for a

25 manufacturers or a content provide that manages one top node



5 corresponding to the top node or the |ower-|level nodes arising fromthe
top nodes, and thus nmaking it possible to renew a key w thout exerting any
i nfluence on devices belonging to the other categories that do not bel ong
to that top node. 10 [Distribution of a key using a sinplified EKB (1)] In
the tree structure described earlier with reference to Fig. 3, when a key
such as a content key is sent-to a specific device (leaf), an enabling key
bl ock (EKB) is produced such that it can be decrypted by a | eaf key or a
15 node key held by the device to mﬁi%ﬁ The key is to be sent, and the
resul tant enabling key block (EKB) is provided to the device. For exanple,
in the tree structure shown in Fig. 24(a), when a key such as a content
key is tofirsme t¢attedary dewisgs-categomntd mtoduwe eap@iBIdi e Xess, an
enabl i ng key 20 block (EKB) that can be decrypted by those nodes a, g, and
j are prlettkeERR inchshing dthathdrog modbvel tdpmarti fiavalngy toMakimgcont ent
key K(t)con is encrypted using a renewed root key K(t)root and transmtted
t oget herin#a AGEPERB, the ottt aatagonjesamt jsulnivateyaries?and t ) root by
processing the EKB using the |eaf key and the - 77 node keys shown in Fig.
24(b), dhetirhuke tdhe resplitant renakddmaekeyk dl ok )(EKB )bytopeefvdceisng
decryption using the acquired renewed root key K(t)root. Fig. 25 shows the
enabféi nd:q{etyescgqﬂq(lx{gm heyttqp node or the lower-level nodes

arising from the top nodes, and thus making it possible to
renew a key without exerting any influence on devices
belonging to the other categories that do not belong to that
top node.
10 [Distribution of a key using a simplified EKB (1)]
In the tree structure described earlier with reference
to Fig. 3, when a key such as a content key is sent to a
specific device (leaf), an enabling key block (EKB) is
produced such that it can be decrypted by a leaf key or a
15 node key held by the device to which the key is to be sent,
and the resultant enabling key block (EKB) is provided to
the device. For example, in the tree structure shown in Fig.
24(a), when a key such as a content key is transmitted to
devices a, g, and j at corresponding leaves, an enabling key
20 block (EKB) that can be decrypted by those nodes a, g, and j
are produced and transmitted thereto.
More specifically, when a content key K(t)con is
encrypted using a renewed root key K(t)root and transmitted
together with an EKB, the devices a, g, and j can acquire

25 K(t)root by processing the EKB using the leaf key and the



5 transmtted in this specific case. The enabling key block (EKB) shown in
Fig. 25 is produced in accordance with the EKB fornmat described earlier in
accordance with Fig. 6, and thus the EKB includes data (encrypted keys)
and tags corresponding to the data. As described earlier with 10 reference
to Fig. 7, left (L) and right (R) conponent of each tag has a value of O
or 1 depending on whether data exits in L or Rdirections. If a device
recei ves the enabling key block (EKB), the ..device-sequentially decrypts
t he encrypted keys included in 15 +h&7erabling key bl ock (EKB) on the
basis of the tags thereby sequentially acquiring renewed keys froma | evel
to a higher level. As shown in Fig. 25, the data size of the enabling key

bl ock (HfBael ﬁﬁ%@%ﬁéw 1R DS, “gtgtﬁgf %ind Sf@‘&erbfc%%\ﬁg%%ci\ﬂfyé -?!ﬁ;[ee and t he
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the data size of B becones great S are ted to a
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to which keys are transmtted. As in the éxanple sho in Fig. 25, it is
al so5asstrensmi tiatd airkeyh SIGPESLBiE WHL!  Mite |endBBHYIHdE b1lRKdevi ces a,
(EKB) shown in Fig. 25 is produced in accordance with the
EKB format described earlier in accordance with Fig. 6, and
thus the EKB includes data (encrypted keys) and tags |
corresponding to the data. As described earlier with
10 reference to Fig. 7, left (L) and right (R) component of
each tag has a value of 0 or 1 depending on whether data
exits in L or R directions.
If a device receives the enabling key block (EKB), the
.device sequentially decrypts the encrypted keys included in
15 the enabling key block (EKB) on the basis of the tags
thereby sequentially acquiring renewed keys from a level to
a higher level. As shown in Fig. 25, the data size of the
enabling key block (EKB) increases with the number of levels
between the root and the leaves (the number of levels is
20 referred to as the depth). The depth (number of levels)
increases with the number of devices (leaves), and thus the
data size of the EKB becomes great when keys are transmitted
to a great number of devices.
A technique of reducing the data size of the enabling

25 key block (EKB) is described below. Fig. 26 shows an



5 g, and j at corresponding | eaves. As shown in Fig. 26(a), a tree
structure is produced such that it includes only those devices to which
the key is to be transmtted. In this case, the tree structure shown in
Fig. 26(b) is produced on the basis of the tree structure shown in Fig.
24(b). In a path 10 fromKroot to Kj, there is no path branching fromthe
path fromKroot to Kj, and thus this path can be represented by only one
branch. On the other hand, to reach Ka or Kg from Kroot, it is needed to
branch at KO to Ka or Kg. Thus, the- gBee can be forned so as to have two
branches as shown in 15 Fig. 26(a). As shown in Fig. 26(a), the resultant
tree has a sinplified formincluding only one node KO An enabling key

bl ock d di str.i but d k b d the basis
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descri bed above with
' tree structure is produced such that it includes only those
devices to which the key is to be transmitted. In this case,
the tree structure shown in Fig. 26(b) is produced on the
basis of the tree structure shown in Fig. 24(b). In a path
10 from Kroot to Kj, there is no path branching from the path
from Kroot to Kj, and thus this path can be represented by
only one branch. On the other hand, to reach Ka or Kg from
Kroot, it is needed to branch at KO to Ka or Kg. Thus, the
.tree can be formed so as to have two branches as shown in
15 Fig. 26(a).

As shown in Fig. 26(a), the resultant tree has a
simplified form including only one node KO. An enabling key
block (EKB) used to distribute renewed keys can be produced
on the basis of this simplified tree. The tree shown in Fig.

20 26(a) can be produced by reconstructing the original tree
such that a binary tree is first produced such that it
includes only paths at the lower ends of which there are
endpoint nodes or leaves that are allowed to decrypt the

enabling key block (EKB), and then unnecessary nodes are

25 removed from the tree. The enabling key block (EKB) used to



5 reference to Fig. 25 includes all encrypted keys existing in paths from
respective leaves a, g, and j to Kroot. In contrast, the sinplified EKB
i ncludes only encrypted keys at nodes included in the sinplified tree. As
shown in Fig. 26(b)., each tag is represented by 3 bits. The second and 10
third bits are used in the sane manner as in the exanple shown in Fig. 25.
That is, the second bit has a value of 0 or 1 depending on whether there
is data in the L (left) direction,_aq@ the third bit has a value of 0 or 1
depending on whether there is data in"the R (right) direction. The 15
first bit is used to indicate whether the EKB includes an encrypted key at
the node corresponding to the tag. Wien an encrypted key is included, the
first bi dip§ributeoreneywnd| keyst isspseducedoonfthe basigpofdokky is
i ncluded, The data size of the enabling key block (EKB), which is 20
provi dedkegsdeoreesppndingsfovtheanddea esnheaveat ionludedwim kthis provi ded
by supplying a storage nmedi umon which the EKB is stored, can be greatly
reduced B§CeRstsyrhgdt heerarehicatetE@8wn in Fig. 26(b) conmpared with the
structure shown in Fig. 25. Wen each device recejves the enabling 25 key
bl ock (EKB) shouPRePEiRg key hirckic(BKR) (efirdrthed 1apavesgvitdecrypts only

| ocati ons_wherg_t he iirst bjt of the corresponding tags is 1,
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contrast, the simplified EKB includes only encrypted keys at
nodes included in the simplified tree. As shown in Fig.
26(b), each tag is represented by 3 bits. The second and
10 third bits are used in the same manner as in the example
shown in Fig. 25. That is, the second bit has a value of 0
or 1 depending on whether there is data in the L (left)
direction, and the third bit has a value of 0 or 1 depending
on whether there is data in the R (right) direction. The
15 first bit is used to indicate whether the EKB includes an
encrypted key at the node corresponding to the tag. When an
encrypted key is included, the first bit is set to 1, while
it is set to 0 if no encrypted key is included.
The data size of the enabling key block (EKB), which is
20 provided to devices (leaves) via a data communication
network or provided by supplying a storage medium on which
the EKB is stored, can be greatly reduced by employing the
structure shown in Fig. 26(b) compared with the structure
shown in Fig. 25. When each device receives the enabling

25 key block (EKB) shown in Fig. 26, the device sequentially



5 acquiring a node key K(t)0, and decrypts encrypted data Enc(K(t)O,
K(t)root) using the node key K(t)O thereby acquiring K(t)root. On the ‘
ot her hand, the device j decrypts encrypted data Enc(Kj, K(t)root) using a
| eaf key Kj thereby acquiring K(t)root. 10 As descried above, if a new
sinplified tree structure including only devices to which data is to be
transmtted is produced, and if an enabling key block (EKB) is produced
using only leaf. keys and node keys included in the sinplified tree, the
resul tant enabling key bl ock (EKB) l1l5ghecones small in data size, and thus
it becones possible to transmt the enabling key block (EKB) in an
efficient manner. [Distribution of a key using a sinplified EKB (2)] A

technique of further sinplifying the enabling key bl ock (EKB) produced on
the basi SeoFYPRE Qf H‘—ﬂ?&a 3 2t 2PPSHIRNS IR Ke Bie fhesteiit @k her

reduci ng_f he data size,and_ _thus Ki It _possible to perform processing
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Enc(K(t)0, K(t)root) using the node key K(t)0 thereby

acquiring K(t)root. On the other hand, the device j

decrypts encrypted data Enc(Kj, K(t)root) using a leaf key

Kj thereby acquiring K(t)root.

10 . As descried above, if a new simplified tree structure
including only devices to which data is to be transmitted is
produced, and if an enabling key block (EKB) is produced
using only leaf keys and node keys included in the

. simplified tree, the resultant enabling key block (EKB)

15 Dbecomes small in data size, and thus it becomes possible to
transmit the enabling key block (EKB) in -an efficient manner.
[Distribution of a key using a simplified EKB (2)]

A technique of further simplifying the enabling key
block (EKB) produced on the basis of the simplified tree

20 shown in Fig. 26, thereby further reducing the data size and
thus making it possible to perform processing in an
efficient manner.

In the example described above with reference to Fig.
26, the tree is produced by reconstructing the original tree

25 such that a binary tree is first produced such that it



5 distribute renewed keys is produced on the basis of only keys
corresponding to the nodes or leaves included in this reconstructed

hi erarchical tree. On the basis of the reconstructed hierarchical tree
shown in Fig. 26(a), an enabling key block (EKB) is produced 10 as shown
in Fig. 26(b) so that |eaves a, g, and j can acquire renewed root key
K(t)root, and the resultant enabling key block (EKB) is transmtted. Via
the processing of the enabling key block (EKB) shown in Fig. 26(b), the

| eaf ] can acquire the root key K(t)rgpt-by performng only 15 one
decryption process in which Enc(Kj, K(t)root) is decrypted. However, the
| eaves a and g have to first decrypt Enc(Ka, K(t)0) or Enc(Kg, K(t)O0) to
acquire K(t)O.  and then decrypt Enc(K(H%CZ K(t)root) to the root key
K(t)rootin e§ Onlp RAkhs, ahEhe nkewer SN i Whilahwdheres g process for
decryption, In a case where the nqde KO functions as a sub root node that

manages ?%‘3&9’-"?%@ §% RKlesl SRR ,"’ft( e 1A it eGPt ddnst r uct ed
| caves EAEAS g SR 1 bt PR dRRsARY T eiode KO doce.
o2 e hetE 0 NS AR gng e SR 0 R, £°
i ohgr |l g | SRl Sy d ) JRIREPTH R FhNE TGP e
keys corresponding to the nodes or leaves included in this
reconstructed hierarchical tree.
On the basis of the reconstructed hierarchical tree
shown in Fig. 26(a), an enabling key block (EKB) is produced
10 as shown in Fig. 26(b) so that leaves a, g, and j can
acquire renewed root key K(t)root, and the resultant
enabling key block (EKB) is transmitted. Via the processing
of the enabling key block (EKB) shown in Fig. 26(b), the
-~ leaf j can acquire the root key K(t)root by performing only
15 one decryption process in which Enc(Kj, K(t)root) is
decrypted. However, the leaves a and g have to first
decrypt Enc(Ka, K(t)0) or Enc(Kg, K(t)0) to acquire K(t)0
and then decrypt Enc(K(t)0, K(t)root) to the root key
K(t)root. That is, leaves a and g have to perform a two-
20 step process for decryption.
In a case where the node KO functions as a sub root
node that manages lower-level leaves a and g, the
hierarchical tree reconstructed into the simplified form as
shown in Fig. 26 may be useful to confirm that leaves a and

25 Db have acquired renewed keys. However, if the node K0 does



5 further sinplified by renoving the node KO and an enabling key bl ock
(EKB) may be produced on the basis of this further sinplified tree. An
exanpl e of such an enabling key block (EKB) is shown in Fig. 27. As in the
exanple shown in Fig. 26, it is also 10 assunmed herein that a key such as
a content key is transmtted to devices a, g, and j at correspondi ng
| eaves. As shown in Fig. 27(a), a tree is produced such that the root
Kroot is directly connected to the respective |leaves a, ¢, and j. 15 Thus,
as shown in Fig. 27(a), the resultart B2ree has a structure that can be
obt ai ned by renoving the node KO from the reconstructed hierarchical tree
shown in Fig. 26(a). The enabling key block (EKB) used to distribute
renewed S p u n b f d tr he tree
k8¥Smah§e E?g £6e £ Ebgl fﬁ5§e LD ¢S Qﬁé* %%?e%hgon%

20 shown in Fig: IS a |erarc rcal‘treerée
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(EKB) usreyteréch hbyher-16061°Hokeyss| 1 PERLUCEhan {iie basis of only
keys 25 corresponding™to the [ eaves included 'S reconstructed - 83
hi erar chreébnéteectéd hIErSPERIEAT EXEETLRowh O tt\fl\l%] gz)[ e the
endpoi nt nodes are used as | eaves. Also in a case hlghest-leve

node 5di sturbhes x£yslipiésd dey eréfyeing@ehe node K0, and an enabling
key block (EKB) may be produced on the basis of this further
simplified tree.
An example of such an enabling key block (EKB) is shown
in Fig. 27. As in the example shown in Fig. 26, it is also
10 assumed herein that a key such as a content key is
transmitted to devices a, g, and j at corresponding leaves.
As shown in Fig. 27(a), a tree is produced such that the
root Kroot is directly connected to the respective leaves a,
g, and j.
15 Thus, as shown in Fig. 27(a), the resultant tree has a
structure that can be obtained by removing the node K0 from
the reconstructed hierarchical tree shown in Fig. 26(a).
The enabling key block (EKB) used to distribute renewed keys
is produced on the basis of this simplified tree. The tree
20 shown in Fig. 27(a) is a hierarchical tree reconstructed so
as to include only paths that directly connect the root and
leaves that are allowed to decrypt the enabling key block
(EKB). The enabling key block (EKB) used to distribute
renewed keys is produced on the basis of only keys

25 corresponding to the leaves included in this reconstructed



5 lower-1level nodes, the tree may be sinplified by directly connecting the
hi ghest-node to a mddl e-l1evel or |ower-level node, an enabling key bl ock
(EKB) may be produced on the basis of the sinplified tree, and keys may be
transmtted wusing the resultant enabling key block (EKB). As described 10
above, the reconstructed hierarchical tree has a tree structure in which
the top node thereof is directly connected to endpoint nodes or |eaves. In
this sinplified tree, the nunber of pgths branching fromthe top node is
not limted two, but the top node nay have three or nore 15 branching
pat hs dependi ng on the nunber of the distribution nodes or |eaves. The
enabl i ng key bl ock (EKB) described above with reference to Fig. 25

i ncl udeshipeayPhigpddizeeorresponding to all keys in paths fromthe
respective leaves a, g, and j 20 to Kroot. In the exanple shown in Fig. 26,
t he enabl i ng ¥eFhep|shee ifHkBeRamplied éhomre ineFridee@d (@dsi ¢gihed to the |eaves
a, g, and_j,,the node KO shared by a and g, and the root key. 1In

cont r astSNkPiMe NRARS (dHe Kised| aTklearey . ohlswe bind sasfe wheresithe i fi ed

hierarchigal tree showmn in Fig. 27(a), the 25 key at the node KO is
rermvedf}”a%beﬁ%ﬁs‘?v%?s v istpikpte keys £ H)%C?/q]teﬂe@é’%l fand her reduced

dat a_si zg. The enabling key bl ock (EKB) shown in Fig. 27(b), as in the
enabPi ngle%?r%%v ( S'sﬁ'c}'\‘/ﬁ] filff'q(:i“&! 2 il igfke by sliectlygs. The

second acpc%ﬁé]étridngbléhse e}\rieghuesset-rllor}:let r1:60 Saarlrneiddle-level or lower-level

node, an enabling key block (EKB) may be produced on the
basis of the simplified tree, and keys may be transmitted
using the resultant enabling key block (EKB). As described

10 above, the reconstructed hierarchical tree has a tree
structure in which the top node thereof is directly
connected to endpoint nodes or leaves. In this simplified
tree, the number of paths branching from the top node is not
limited two, but the top node may have three or more

15 branching paths depending on the number of the distribution
nodes or leaves.

The enabling key block (EKB) described above with

reference to Fig. 25 includes encrypted data corresponding:
to all keys in paths from the respective leaves a, g, and j

20 to Kroot. In the example shown in Fig. 26, the enabling key
block (EKB) includes the leaf keys assigned to the leaves a,
g, and j, the node KO shared by a and g, and the root key.
In contrast, in the enabling key block (EKB) on the basis of
the simplified hierarchical tree shown in Fig. 27(a), the

25 key at the node KO0 is removed, and thus, as shown in Fig.



5 manner as in the exanple shown in Fig. 26. That is, the second bit has a
val ue of 0 or 1 depending on whether there is data in the L (left)
direction, and the third bit has a value of 0 or 1 dependi ng on whet her
there is data in the R (right) direction. The first bit is used to

I ndi cate 10 whet her the EKB includes an encrypted key at the node
corresponding to the tag. Wien an encrypted key is included, the first bit
is set to 1, while it is set to O if_ @g _encrypted key is included. Using

t he enabling key block (EKB) shown in Fig. 27(b), 15 the respective |eaves
a, g, and j can acquire the root key K(t)root by perform ng only one
process of decrypting Enc(Ka, K(t)root), Enc(Kg, K(t)root) or Enc(Kj,
K(t)root?7(hhrehgbhﬁﬁgakéyrbhétkr€@¥$#do@athesba§is of a tree

reconstructed into a sinplified formincluding a top node 20 and endpoi nt
nodes or | eavEle #RaRting dkpihdekeak t EXhe shpwn notd is. priducedsorin he
basis of only those keys corresponding to the top node and the endpoint
nodes orthFeé9%§16thh%YrE%%ﬁBtF%E@édsh?@%,1%5F5%0mh6(h)FigDCIHq¢ﬁ. By

bui | di ng new sinplifjed tree_strycture_ including 25 only devices to which
an enabl ?%BlEeEa%FOCkT EK%?c?gdt%n‘EetblE% bitsparedised ) Hhodaieg t he
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is data in the L (left) direction, and the third bit has a
value of 0 or 1 depénding on whether there is data in the R
(right) direction. The first bit is used to indicate
10 .whether the EKB includes an encrypted key at the node
corresponding to the tag. When an encrypted key is included,
the first bit is set to 1, while it is set to 0 if no
encrypted key is included.
Using the enabling key block (EKB) shown in Fig. 27(b),
15 the respective leaves a, g, and j can acquire the root key
K(t)root by performing only one process of decrypting Enc(Ka,
K(t)root), Enc(Kg, K(t)root) or Enc(Kj, K(t)root).
An enabling key block (EKB) on the basis of a tree
reconstructed into a simplified form including a top node
20 and endpoint nodes or leaves directly connected to the top
node is produced on the basis of only those keys
corresponding to the top node and the endpoint nodes or
leaves of the reconstructed tree, as shown in Fig. 27(b).
By building a new simplified tree structure including

25 only devices to which an enabling key block (EKB) is to be



5 the resultant enabling key block (EKB) becones small in data size, and
thus it becones possible to transmt the enabling key block (EKB) in an
efficient manner. The sinplified hierarchical tree structure is useful in
particul ar when EKB's are nmanaged on the basis of category 10 tress,
wherein the category tree is one type of subtree as will be descried bel ow
The category tree is a set of nodes or |eaves selected fromnodes or

| eaves of an original key distribution tree. A category tree may be forned
in various ,aspects. For exanple, a getegory tree may be a set of nodes 15
or | eaves that are conbi ned together in accordance with the device type,
the device supplier, the content provider, or the clearance institution,

Servi cos BRI ARDR %gy;%%%é%?é”@%?fé@wpmref d?i‘{%%%d”emzo o
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be sfore
size, and thus it becomes possible to transmit the enabling

key block (EKB) in an efficient manner.
The simplified hierarchical tree structure is useful in
particular when EKB's are managed on the basis of category
10 tress, wherein the cateqory tree is one type of subtree as
will be descried below. The category tree is a set of nodes
or leaves selected from nodes or leaves of an original key
distribution tree. A category tree may be formed in various
-aspects. For example, a category tree may be a set of nodes .
15 or leaves that are combined together in accordance with the -
device type, the device supplier, the content provider, or
the clearance institution, or in accordance with a common
feature in terms of process, management, or services
provided. Devices classified into one category are assigned
20 to one category tree. For example, if constructing a
simplified tree including top nodes (subroots) of a
plurality of category trees in a similar manner as described
above, and if an EKB is produced on the basis of the
constructed tree, then the resultant simplified enabling key

25 block (EKB) can be decrypted only by devices belonging to



5 informati on storage medi um such as an optical disk or a DVD. For

exanpl e, an enabling key block (EKB) including a data part including _
encrypted key data and a tag part including location identification data
identifying the locations of the encrypted key data in a hierarchical tree
structure may 10 be stored together with nessage data such as content data
encrypted using a renewed node key on an information storage nedium and
the resultant information storage nediumnay be provided to devices. Each
devi ce can sequentially extract encrgpted key data included in the
enabling key block (EKB) 15 in accordance with the identification data in
the tag field, and can decrypt the extracted encrypted key data thereby

acquiring a key needed tq decrypt .a content and thus usin the content. O
cour se, Oé}%lﬂq?ré‘%ésﬁqﬁ%g%gWy%§eSt'r ard fMag@ nt Q& work such
as the Ilnternet. 20 nagenment of, EKB on at egory .tree .basj A manner
o Teadlis B B WD SAERP Ll 3 B e (Hed® e hi
distribﬁriqp in accordance with a block or a set of nodes or |eaves is
descri beaatbe]i'ow. Herein, a block, which is a set of nodes or | eaves,
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various aspects , cat egory set  of nodes or
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accordanfdy example, an enabling key block (EKB) including a data
part including encrypted key data and a tag part including
location identification data'identifying the locations of
the encrypted key data in a hierarchical tree structure may
10 be stored together with message data such as content data
encrypted using a renewed node key on an information storage
medium, and the resultant information storage medium may be
provided to devices. Each device can sequentially extract
encrypted key data included in the enabling key block (EKB)
15 in accordance with the identification data in the tag field,
and can decrypt the extracted encrypted key data thereby
acquiring a key needed to decrypt a content and thus using
the content. Of course, the enabling key block (EKB) may be
transmitted via a network such as the Internet.
20 [Management of EKB on a category tree basis]
A manner of managing nodes or leaves in a tree
structure for use in key distribution in accordance with a
block or a set of nodes or leaves is described below.

Herein, a block, which is a set of nodes or leaves, refers

25 to as a category tree. A category tree may be formed in



5 with a como
provi ded. The

n feature in terns of process, managenent, or services
category tree may be described in further detail wth

reference to Fig. 28. Fig. 28(a) shows a manner of rmanaging a tree

structure in u
I's represented
denoted by re
28(b) shows a
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ference nuneral 2701, includes a plurality of nodes. Fig.
node structure in one ciéegory tree. Each category tree is
the formof a binary t 15 including one top node and a
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erence nuneral 2702, of each category tree is referred to as
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common feature in terms of process, management, or

es provided.

The category tree may be described in further detail

with reference to Fig. 28. Fig. 28(a) shows a manner of

managing a tree structure in units of category trees. 1In.

10 Fig. 2

8(a), each category tree is represented by one

triangle. Each category tree, for example, that denoted by

reference numeral 2701, includes a plurality of nodes. Fig.

28(b) shows a node structure in one category tree. Each

category tree is constructed in the form of a binary tree

15 including one top node and a plurality of nodes at lower

levels.

Herein, a top node, such as that denoted by

reference numeral 2702, of each category tree is referred to

as a sub-root.

As shown in Fig. 28(c), there are leaves, that is,

20 devices, at lower ends of the tree. Any device belongs to

one of

category trees each including one top node 2702

serving as a sub-root and a plurality of leaves

corresponding to devices.

As can be seen from Fig. 28(a), category trees have a

25 hierarchical structure, as described below with reference to



5 trees AO1 to Ann at a certain |evel below Kroot. At a |level just below
the category trees Al to An, category trees BO1l to Bnk are disposed. At a
next |lower |evel, category trees Cl to Cnq are disposed. As shown in Figs.
29(b) and (c), each category tree has a tree structure in which nodes and
10 | eaves are disposed at a plurality of levels. For exanple, the category
tree Bnk has a tree structure including, as shown in Fig. 28(b), a top
node 2811 serving as a sub-root, endggint nodes 2812, and ot her nodes

| ocated between the top node 2811 and the endpoi nt nodes 2812. The 15
category tree is assigned an identifier Bnk. By managing the nodes wthin
the category tree Bnk independently for the category tree Bnk thereby
managi nF+dwe424 evel category trees each of which includes, as its top
node, one of _ endpoi nt nodes 2812. On the other hand, the category tree 20
Bnk i s manag&ddy 22 (1§)gHdAusdyatesp ane fXpMpdLe 981 Fher bdexarchigalof
endpoi nt nodes 2811 of which is included, as the sub- root, 2811, in the
cat egor VS YTk 1Th2 it iied fasig@n- I difdgospaciddcoexampdea tree
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to Bnk are disposed. At a next lower level, category trees |
Cl to Cnqg are disposed. As shown in Figs. 29(b) and (c),
each category tree has a tree structure in which nodes and
10 leaves are disposed at a plurality of levels.
For example, the category tree Bnk has a tree structure
including, as shown in Fig. 28(b), a top node 2811 serving
as a sub-root, endpoint nodes 2812, and other nodes located
between the top node 2811 and the endpoint nodes 2812. The
15 category tree is assigned an identifier Bnk. By managing
the nodes within the category tree Bnk independently for the
category tree Bnk thereby managing lower-level category
trees each of which includes, as its top node, one of
endpoint nodes 2812. On the other hand, the category tree
20 Bnk is managed by a higher-level (parent) category tree Ann
one of endpoint nodes 2811 of which is included, as the sub-
root 2811, in the category tree Bnk.
As shown in Fig. 28(c), a category tree Cn3 has a tree
structure including a top node 2851 serving as a sub-root,

25 endpoint nodes 2852 corresponding to respective devices that



5 category tree Cn3 thereby managi ng | eaves (devices) at the endpoint
nodes 2852. On the other hand, the category tree Cn3 is nanaged by a

hi gher-1 evel (parent) category tree Bn2, one of endpoint nodes of which is
i ncluded, as the sub-root 2851, in the category tree Cn3. Herein, the key
managenent 10 of each category tree refers to, for exanple, renemal of a
key, revoking, or the like, as will be described in detail later. In each
device corresponding to a leaf in a category tree at the bottom a |eaf
key of the category tree, to 15 whichgg hat devi ce bel ongs, and node keys at
respective nodes existing in a path fromthe |eaf to the top node serving
as the sub-root node of that category tree are stored. For exanple, for a

device at_a end 0|nt ode 2852, keys _ .corres i n des in a path
from t hé'%h ndt (qaéaeﬁ')aé%? then e %%g‘i e2 &8P are stored.

z.“g.sgauc i, S S o b, PR DS 28
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roses g éﬂﬁé%ﬁﬁ% At e S
showg | fidhoriPthee Fither2byP Hardifid Sedves (devices) at the
endpoint nodes 2852. On the other hand, the category tree
Cn3 is managed by a higher-level (parent) category tree Bn2,
one of endpoint nodes of which is included, as the sub-root
2851, in the category tree Cn3. Herein, the key management
10 of each category tree refers to, for example, renewal of a
key, revoking, or the like, as will be described in detail
later.
In each device corresponding to a leaf in a category
tree at the bottom, a leaf key of the category tree, to
15 'which that device belongs, and node keys at respective nodes
existing in a path from the leaf to the top node serving as
the sub-root node of that category tree are stored. For
example, for a device at an endpoint node 2852, keys
corresponding to nodes in a path from the endpoint node
20 (leaf) 2852 to the sub-root node 2851 are stored.
The structure of the category tree is further described
with reference to Fig. 30. Each category tree can has a
tree structure including a various levels. The depth
(number of levels) may be set depending on the number of

25 lower-level (child) category trees each corresponding to



5 tree located at the top and the root tree has a root key. A plurality of
| oner -1l evel category trees A, B, and C are disposed at respective endpoi nt
nodes of the root tree. A further-lower |evel category tree D is disposed
bel ow the category tree C. In the category tree C2901, one or nore 10
endpoi nt nodes are reserved as reserved nodes 2950 so that another

| oner -1 evel category tree can be added in the future by using the reserved
node 2950. For exanple, a category tree C2902 having a nmultilevel tree
structure may be added by assigni ng 2the- reserved node 2950 as the top node
of the 15 new category tree. The reserved nodes #re described in further
detail belowwth reference to Fig. 31. A category tree A (3011) has

over- | S¥ebaiakegtutel o3 nBe £ntBrolld3acORBIAARIRY cBERgal eoory (e

A (3011), SO has 0One reserve or “exanp t he nunber

of Iomeghﬁggglo;gg%ggegstkgeieaqgg.be i ncreased in such a nmanner that the

reserve s assigned to a | ower-level category A (3012), and

furth I - t t dpoi nt
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nodes of the | ower: category tree A | o eve
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so that another |ower-level category tree A" (é013) may be added. The
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nodes. By reserving endpoint nodes in the above-described manner, it

plurality of lower-level category trees A, B, and C are
disposed at respective endpoint nodes of the root tree. A
further-lower level category tree D is disposed below the
category tree C. 1In the category tree C2901, one or more

10 . endpoint nodes are reserved as reserved nodes 2950 so that -
another lower-level category tree can be added in the future
by using the reserved node 2950. For example, a category
tree C2902 having a multilevel tree structure may be added

~ by assigning the reserved node 2950 as the top node of the

15 new category tree.

The reserved nodes gre described in further detail

below with referencehﬁgpfig. 31. A category tree A (3011)
has lower-level category trees B, C, D, and so on managed by
the category tree A (3011), and also has one reserved node

20 3021. For example, the number of lower-level category trees
may be increased in such a manner that the reserved node
3021 is assigned to a lower-level category A' (3012), and
further lower-level category trees F and G may be connected

to endpoint nodes of the lower-level category tree A' (3012).

25 The lower-level category tree A' (3012) may reserve at least



5 becones possible to increase the nunber of |ower-level category trees
managed by a certain category tree wthout I|imtation. The nunber of
reserved category trees is not limted to one, but a plurality of

endpoi nts may be reserved.. Each category tree nmay produce an enabling key
bl ock 10 (EKB) independently of the other category trees, and key renewal
and revocation may be perfornmed i ndependently of the other category trees.
As shown in Fig. 31, enabling key blocks (EKB s) are assigned to
respective category trees A, A, and®At. These enabling key bl ocks
(EKB' s) may be 15 managed by, for exanple, a device manufacturers that
manages the category trees A, A", and All. [Registration of a new category

tree] Regls e PhtO ndld ¥ LRSI Ynad rafif‘oéﬁefj%ﬁélz%efjex@ll %’&tesc{r? 32

shows a registration processing sequence. In the sequence 0 in Fig.

32, a newd& i d)3 Rt eqRly B eRiddd. End A ffeAddask i %é\:éc{&%‘/ Hrgdcture

I ssues a new registration request to an upper-|level (parent) "“category tree

(P-En). praciseid eoRly ddstirviond oroWbit bddpdiat msdey ding, to the public
key cryptography schene. When the 25 new category tree issués the

regi st r aidg@rviameaidpdint rbled riandhd abdve-dddti by rahrdig urper - | evel
category tree (P-En). Upon receiving the registration request, the upper-
| eveb caiezgmies tpows iR-Erto timansfaares thee nuadaiy f (Ldwdrc-lemel
category trees managed by a certain category tree without
limitation. The number of reserved category trees is not
limited to one, but a plurality of endpoints may be reserved.
Each category tree may produce an enabling key block
10 (EKB) independently of the other category trees; and key
renewal and revocation may be performed independently of the
other category trees. As shown in Fig. 31, enabling key
blocks (EKB's) are assigned to respective category trees A,
A', and A". These enabling key blocks (EKB's) may be
15 managed by, for example, a device manufacturers that manages
| the category trees A, A', and A".
[Registration of a new category tree]
Registration of a new category tree is described below.
Fig. 32 shows a registration processing sequence. In the
20 sequence shown in Fig. 32, a new (child) category tree (N-
En) to be added to a tree structure issues a new
registration request to an upper-level (parent) category
tree (P-En). Each category tree has its own public key
according to the public key cryptography scheme. When the

25 new category tree issues the registration request, it



5 of the new (child) category tree (N-En) to a certificate authority (CA)
to receive a public key of the new (child) category tree having a
signature of the CA. The above procedure is perforned in nutual

aut henti cati on between the upper-|level category tree (P-En) and the new
(child) 10 category tree (N-En). If the authentication of the category tree
requesting for newregistration is conpleted via the above process, the
upper -1 evel category tree (P-En) gives pernmi ssion of the registration of
the new (child) category tree (N-En) gpd-15 transmts a node key assi gnhed
to the new (child) category tree to the new (child) category tree (N En).
This node key corresponds to one of endpoint nodes of the upper-|evel
category tree (P—Eq%, and al so corresponds to the top node or a sub-root
key of tHeATRIW-¥& N Ye))PHAL G JFSY t‘i’%et}??\l-‘ﬂi‘ﬁe.r?]@"ﬁ]t aReEOTH AR i on of the
transm ssion of the node key, the new (child) category tree (N-En) builds
atree EtiRture of the new (child) category tree (N-En) and sets the

recei ved sub-yoot key .at, the top nade of .the tree . structure. Furthernore,
keys are set URCR AECRISHEN e FSHSHIBLIE FERIESE 1amBeaNBBREDI | ng key

lélng(t:)lki ggl%%/f?%cé&grﬁgl%eg%sg%ﬂcé@[ Eath %g:ﬁeelgso(r:a efar ge(raci/éfvrééioéj e.dc% é‘rpéig’ed to as
a  syb- BB Ade AEfa P AYkeddisy UARKE - (8] ) O SPU L Afdde EN)
authority (CA) to receive a public key of the new (child)
category tree having a signature of the CA. The above
procedure is performed in mutual authentication between the
upper-level category tree (P-En) and the new (child)
100 category tree (N-En).

If the authentication of the category tree requesting
for new registration is completed via the above process, the
upper-level category tree (P-En) gives permission of the
registration of the new (child) category tree (N-En) and

15 transmits a node key assigned to the new (child) category
tree to the new (child) category tree (N-En). This node key
corresponds to one of endpoint nodes of the upper-level
category tree (P-En), and also corresponds to the top node
or a sub-root key of the new (child) category tree (N-En).

20 After the completion of the transmission of the node
key, the new (child) category tree (N-En) builds a tree
structure of the new (child) category tree (N-En) and sets
the received sub-root key at the top node of the tree
structure. Furthermore, keys are set at the respective

25 nodes and leaves, and an enabling key block (EKB) associated



5 produces a sub-EKB associated with the upper-level category tree (P-En)
such that an endpoi nt node, which was nmade active when the new (chil
category tree was connected thereto, is reflected in the sub-EKB. After
(child) category tree (N-En) produced the 10 sub-EKB including the

t he new

node keys and | eaf keys within the new (child) category tree (N-En),

new (chi

(chi | d)

t he basi s, ub- E 's_of category tr t he key d ution
cent er %b% % %%%Ieya r%?(Bl? ﬁY‘? n%?m%‘?%bf 'é‘?(ié %C the EKB
can be p fi g tre or ecified
devi ce Cgﬁﬂh‘ﬁecry&f@f?%é‘&‘ "fﬁarltég% p?% uc%g g%f%%recg I %ﬁ I wed to
decrypt eg, speci fied category tree or deV|ce is 25 provided to, for
exanple, a cdﬁ?ent provider, and if the - content provider encrypts a

cont ent
cont ent

d)

t he

| d) category tree (N-En) transmts the resultant sub-EKB to the
upper-1level category tree (P-En). Upon receiving the sub-EKB fromthe new
15 category tree (N-En), the gpper-|level category tree (P-En)
transmts the received sub-EKB together with the renewed sub-EKB of
upper - | evel category tree (P—En) to a key distribution center (KDC)
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tree (P-En) such that an endpoint node, which was made
active when the new (child) category tree was connected
thereto, is reflected in the sub-EKB.

After the new (child) category tree (N-En) produced the
sub-EKB including the node keys and leaf keys within the new
(child) category tree (N-En), the new (child) category tree
(N-En) transmits the resultant sub-EKB to the upper-level
category tree (P-En).

Upon receiving the sub-EKB from the new' (child)
category tree (N~En), the upper-level category tree (P-En)
transmits the received sub-EKB together with the renewed
sub-EKB of the upper-level category tree (P-En) to a key
distribution center (KDC).

On the basis of sub-EKB's of all category trees, the
key distribution center (KDC) can produce an EKB in various
manners. For example, the EKB can be produced such that
only a specified category tree or a specified device can
decrypt the EKB. If the EKB produced so as to be allowed to
be decrypted by a specified category tree or device is

provided to, for example, a content provider, and if the

be



5 such that the content can be used only by the specified device.
of registration of a sub-EKB of a new category tree at a key

manner

The

distribution center (KDC) is not |imted to sequentially transferring the
sub-EKB via an 10 upper-level category tree, but registration may al so be
possible by directly transmtting the sub-EKB fromthe new category tree
to the key distribution center (KDC) without passing it via the

upper -1 evel category tree. The corresggndence bet ween an upper-1evel

category tree 15 and a |lower-|evel~c

egory tree that is newy added to

the wupper-level category tree is described belowwth reference to Fig.

33. By providing, as a top node of the new category tree to be added,

HHRAItd & lontEHte oy dd athd bddies ldehd evel
category tree, the lower 20 I'evel category trée can be added as one of

endpoi ntedipdan B33 widdhe

one

cat egor yrddeiffed tHI AE sHiPFdRSG Bhd hdited ttan! easy Wild @e. As wil |
be described in detail l|later, category trees managed by the upper-I|evel

cat egor yndtwisrk Srelsuppliiivis & cicatde/ nddEiemm d1twhicaD iR n

day the

upper-1level category tree. 25 As shown in Fig. 33, if a new category tree

I s addedkdy is Hrora upperid dedoms geFsibledao ipmwWiale orontedd acts as

one endpoint node or |eaf 3201 of the upper-level category tree and also
as the tsyrhddmt3a0 aconttenthesny beddsed atrdgorby thecespeltidtieds, one
endpoi nt node serving as one |eaf of the

10

15

20

25

device.

The manner of registration of a sub-EKB of a new
category tree at a key distribution center (KDC) is not
limited to sequentially transferring the sub-EKB via an
upper-level category tree, but régistration may also be
possible by directly transmitting the sub-EKB from the new
category tree to the key distribution center (KDC) without
passing it via the upper-level category tree.

The correspondence between an upper—level category tree
and a lower-level category tree that is newly added to the
upper-level category tree is described below with reference
to Fig. 33. By providing, as a top node of the new category
tree to be added, one endpoint node 3201 of the upper-level
category tree to the lower-level category tree, the lower-
level category tree can be added as one of category trees
that are managed by the upper-level categqgory tree. As will
be described in detail later, category trees managed by the
upper-level category tree refer to those category trees that
can be revoked by the upper-level category tree.

As shown in Fig. 33, if a new category tree is added to



5 upper-level node is set to be the sub-root of the newy added category
tree. By performng the setting in the above-described nmanner, the newy
added category tree becones one of active category trees constituting the
total tree structure. 10 Fig. 34 shows an exanple of a renewed EKB that is
produced by an upper-level category tree when a new category tree is
added. That is, Fig. 34 shows an exanple of a sub- EKB that is produced by
t he upper-1level category tree when, in a situation in which the
upper-1level category tree has a 15 tres structure including, as shown in
Fig. 34(a), an active endpoint node (node 000) 3301 and an active endpoi nt
node (node 001) 3302, an endpoint node (node 100) 3303 thereof is

Sab) - AhEREr R s el R Sane, imads debnde BBy |
cnerypt @R R e Y R W SPhe St Ba Rt 5 ot key.
e own kb eI i e T A7 o e, Heb, AR SRR b cuo v
andpoi nic e T o e S nec kB 3 R B Al SRR Mg 1 he

["r 225! g%&;ﬁ?@ymﬁe ¢ dd 1Y pe YRR Yoot e R Aewdgch category
added category tree. By performing the setting in the
above-described manner, the newly added category tree
becomes one of active category trees constituting the total
tree structure.

10 Fig. 34 shows an example of a renewed EKB that is
produced by an upper-level category tree when a new category
tree is added. That is, Fig. 34 shows an example of a sub-
EKB that is produced by the upper-level category tree when,
in a situation in which the upper-level category tree has a

15 tree structure including, as shown in Fig. 34(a), an active
endpoint node (node 000) 3301 and an active endpoint node
(node 001) 3302, an endpoint node (node 100) 3303 thereof is
provided to the new category tree.

The sub-EKB has a format shown in Fig. 34(b). That is,

20 the sub-EKB is a list of a high-level node key encrypted
using an active endpoint node key, a higher-level node key
encrypted using the upper-level node key,..., and finally a
sub-root key. The sub-EKB is produced according to this

format. Each category tree has its own EKB in the form of

25 encrypted data including, as with the sub-EKB shown in Fig.



5 category tree itself. [Revocation under the managenent of a category
tree] Revocation of a device or a category tree performed in a situation
in which the key distribution tree is nanaged on a category tree by ‘
category tree basis is described below. 10 In the exanples shown in Figs. 3
and 4, an enabling key block (EKB) is produced such that the resultant
enabling key block (EKB) can be decrypted only specified devices in the
tree structure but a revoked device 3§2not decrypt the resultant enabling
key block (EKB). In the exanples sh® 15 in Figs. 3 and 4, revocation is
performed for a device assigned to a specific leaf in the tree structure.
In a case where managenent is perforned on a category tree basis,

revocat i dh(lspn #Hehipgifbesvell node w@ﬂdryp@é@gmyn? r&e.adefwsring Fig. 35
and followng figures, a revocation 20 process perforned in a situation in
whi ch neemdpoimt nede peey corebeaf keyatedoighércbevebinods kescri bed bel ow.
Fig. 53 shows a process of revoking a category tree at the | owest |evel
in the termeryptedtusing nchediigh-slerel alode kdy, cat pgamd fireselsly lan this
case, devices belonging to the 25 revoked category tree are all revoked. -
97 Fi g.s@sfzgothoviBhes BKE af stad¢lhedtegareetsee uts umanagmhdgedat t he
basis of category trees. A root node is disposed at the top of the tree,
and Sat epkgIFere®i1itgelP™nn are di sposed at a certain | evel belowthe

root node. )
[Revocation under the management of a category tree]

Revocation of a device or a category tree performed in
a situation in which the key distribution tree is managed on
a category tree by category tree basis is described below.
10 In the examples shown in Figs. 3 and 4, an enabling key
block (EKB) is produced such that the resultant enabling key
block (EKB) can be decrypted only specified devices in the
tree structure but a revoked device cannot decrypt the
resultant enabling key block (EKB). In the examples shown
15 in Figs. 3 and 4, revocation is performed for a device
assigned to a specific leaf in the tree structure. 1In a
case where management is performed on a catégory tree basis,
revocation can be performed on a specific category tree.
Referring Fig. 35 and following figures, a revocation
20 process performed in a situation in which management is
performed on a category tree basis is described below. Fig.
53 shows a process of revoking a category tree at the lowest
level in the tree structure including a plurality of
category trees. 1In this case, devices belonging to the

25 revoked category tree are all revoked.



5 Category trees BO1l to Bnk are disposed at a |ower |evel, and category
trees Cl to Cn are disposed at a further |lower |level. Category trees at
the | owest |evel have endpoint nodes (l|eaves) assigned to respective

devi ces such as a recording/playing-back apparatus and a pl ayback
apparatus. 10 Revocation is perforned individually by the respective
category trees. For exanple, the category trees C to Cn at the |owest

| evel can revoke a device at a |eaf. gyg. 35(b) shows a tree structure of
a category tree Cn (3430) that is oné’of category trees at the | owest

| evel . The category 15 tree Cn (3430) has a top node 3431, and a plurality
of devices are assigned to respective |eaves at the endpoint nodes. Wen,
for exanpl e, BigleViiE B4ddbwss drad distrimaficat treeertiotwdpoi nt node
shoul d be revoked, the category tree 20 Cn (3430) renews the category tree
Cn it selhanagegronuthe basesabdf i catégyryl trées suba Bt coode sis ng of node
keys and |eaf keys included in the renewed category tree Cn. This

enabl i ngdkegposedcit chih@ctopeofnthe pteee pyandecatogiey tesesaA0B43I? but can
be encrypted only by devices assigned to the 25 other |eaves. An nanager of
t he cat ya¥¢e%l%ﬂ°%@@d%%e% ceptainykeveh kebow i the kegobinpdeas a renewed
sub-EKB. Mdre specifically, node keys at nodes 3431, 3434, and 3435 in a
pat h3f r PR EPECEYULLFRT BOL tHe BRK|axe sdipresedat ey okewbrrkevelenamtl, and a

renewed sub-EKB is groduced into the_ form of
category trees Cl to Cn are disposed at a further lower

level. Category trees at the lowest level have endpoint
nodes (leaves) assigned to respective devices such as a
recording/playing~-back apparatus and a playback apparatus.
10 - Revocation is performed individually by the respective
category trees. For example, the category trees Cl to Cn at
the lowest level can revoke a device at a leaf. Fig. 35(b)
shows a tree structure of a category tree Cn (3430) that is
oo one of category trees at the lowest level. The category
15 -tree Cn (3430) has a top node 3431, and a plurality of
devices are assigned to respecfive leaves at the endpoint
nodes.
When, for example, a device 3432 assigned to a leaf at
a certain endpoint node should be revoked, the category tree
20 Cn (3430) renews the category tree Cn itself and produces an
enabling key block (sub-EKB) consisting of node keys and
leaf keys included in the renewed category tree Cn. This
enabling key block cannot be encrypted by the revoked device
3432 but can be encrypted only by devices assigned to the

25 other leaves. An manager of the category tree Cn produces



5 encrypted key data such that the renewed node keys are reflected in the
renewed sub-EKB thereby ensuring that the renewed sub-EKB can be decrypted
only by | eaf devices other than the revoked device 3432. This revocation’
process is equivalent to the revocation process descri bed above with 10
reference to Figs. 3 and 4, if the root key is replaced wwth the sub-root
key that is a top node key of the category tree. The enabling key bl ock
(sub- EKB) renewed via the revocation &éocess performed by the category tree
Cn (3430) is transmtted to a higher<tevel category tree. In this 15
specific exanple, the high-level category tree is a category tree Bnk
(3420), which includes, as one of endpoint nodes, the top node 3431 of the

cat egor wudtearCrenabidid)g Ky tHindatage wdnaedBad-343)) neaki ves the
enabling Kkey block (sub-EKB) fromthe |ower-|evel category tree Cn 20

(3430), sigesictiteegdryy, toeke Breys( 342 Modexp|3Bhds, tIiske\ams Sddsedn @ t he
endpoi nt node 3431 of the category tree Bnk (3420) corresponding to the

t op nodepad4Bfnem tthe catkegmot ta dheCde i3 @434 tHo thee nesmodiseld arey
included in the enabling key block received fromthe | ower-|evel category
25 tree menEWR0)andad nenewsst syh~EKE de Briodue#zld)intendbe ifiogm oF0  own
sub- EKB. Fig. 35(c) shows the tree structure of the category tree Bnk
(3429) . anenyptashtk@jodata saahichad4 e ranemed modeg key®(@re it i s needed

to renew node keys in a path fromthe sub-root 3421 to the end%Qint node
3431 reflected in the renewed sub-EKB thereby ensuring that the

renewed sub-EKB can be decrypted only by leaf devices other
than the revoked device 3432. This revocation process is
equivalent to the revocation process described above with
10 reference to Figs. 3 and 4, if the root key is replaced with
the sub-root key that is a top node key of the category tree.
The enabling key block (sub-EKB) renewed via the
revocation process performed by the category tree Cn (3430)
is transmitted to a higher-level category tree. 1In this
15 specific example, the high-level category tree is a category
tree Bnk (3420), which includes, as one of endpoint nodes,
the top node 3431 of the category tree Cn (3430).
If the category tree Bnk (3420) receives the enabling
key block (sub-EKB) from the lower-level category tree Cn
20 (3430), the category tree Bnk (3420) replaces the key
assigned to the endpoint node 3431 of the category tree Bnk
(3420) corresponding to the top node 3431 of the category
tree Cnk (3430) with the renewed key included in the
enabling key block received from the lower-level category

25 tree Cn (3430), and the category tree Bnk (3420) renews its



5 connected to the category tree including the device to be
specifically, it is needed to renew node keys assigned to
2424, and 3425 in the path connected to the node 3431 of t
that has transmtted the renewed sub-EKB. After renewing t
correspondi ng to-these nodes, the category tree Bnk (3420)

revoked. More
nodes 3421,
he category tree
he node keys 10
produces its

renewed sub-EKB so as to reflect the renewed node keys. The renewed

enabl i ng key bl ock (sub-EKB) produce py_ the category tree
transmitted to a further 15 higher-level category tree. In
exanple, the further higher-level category tree is a catego
(3410), which includes, as one of endpoint nodes, the top

Bnk (3420) is
this specific
ry tree Ann

node 3421 of the
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i ncluded in the 25 _enablin

bl ock received fromthe | ower-I|eve

Kk
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needed to.r

e category tree

B9(BR it is

revorea n@%&ek%¥%cifically, it is needed to renew node keys

assigned to nodes 3421, 2424, and 3425 in the path connected

to the node 3431 of the category tree that has transmitted

the renewed sub-EKB. After renewing the node keys

10 corresponding to -these nodes, the category tree Bnk

(3420)

produces its renewed sub-EKB so as to reflect the renewed

node keys.

The renewed enabling key block (sub-EKB) produced by

the category tree Bnk (3420) is transmitted to a further

15 higher-level category tree. 1In this specific example, the

further higher-level category tree is a category tree Ann

(3410), which includes, as one of endpoint nodes, the top

node 3421 of the category tree Bnk (3420).

If the category tree Ann (3410) receives the enabling

20 key block (sub-EKB) from the lower-level category tree Bnk

(3420), the category tree Ann (3410) replaces the key

assigned to the endpoint node 3421 of the category tree Ann

(3410) corresponding to the top node 3421 of the category

tree Bnk (3420) with the renewed key included in the

25 enabling key block received from the lower-level category



5 assigned to nodes 3411, 3414, and 3415 in a path fromthe

S

ub-root 3411

to the endpoint node 3421 connected to the <category tree that has
transmtted the renewed sub-EKB. After renew ng the node keys _
corresponding to these nodes, the category tree Ann (3410) produces its
renewed sub-EKB so 10 as to reflect the renewed node keys. The
above-descri bed process is perfornmed for further higher-Ievel
trees until the root category tree shown in Fig. 30(b) has been renewed.

Via the sequence of processes described-above, revocation of the device is
15 conpl eted. The renewed sub- EKG s produced by the respective

trees are finally transmtted to the key distribution center
stored therei
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recel vi ng t renewed sub

sub-root 3411 to the endpoint node 3421 connected to the

category tree that has transmitted the renewed sub-EKB.

After renewing the node keys corresponding to these nodes,

the category tree Ann (3410) produces its renewed sub-EKB so

10 as to reflect the renewed node keys.

The above-described process is performed for further

higher~level category trees until the root category tree

shown in Fig. 30(b) has been renewed. Via the sequence of

processes described above, revocation of the device is

15 completed. The renewed sub-EKB's produced by the respective

category trees are finally transmitted to the key

distribution center (KDC) and stored therein. The key

distribution center (KDC) produces various EKB's on the

basis of all renewed sub-EKB's. Each renewed EKB has a form

20 of an encrypted key block that cannot be decrypted by the

revoked device.

The sequence of device revocation processes is shown in

Fig. 36. In the sequence shown in Fig. 36, a device

management category tree (D-En) at the bottom of the tree

25 structure performs key renewal needed to revoke a leaf from



5 the higher-level (parent) category tree (Pl-En) renews the node key
assigned to the endpoint node corresponding to the top node of the renewed
sub- EKB(D) and al so node keys assigned to nodes in the path fromthat
endpoi nt node to the sub-root, and then produces a renewed sub- EKB(Pl) so
as to 10 reflect the renewed node keys. The above-descri bed process is
performed for further higher-level category trees, and all renewed
sub-EKB's that are finally obtaineq_qﬁﬁgggored in the key distribution
center (KDC) and managed thereby. Fig. 37 shows an exanple of a renewed
enabling key 15 block (EKB) produced by a higher-level category tree in a
devi ce revocation process. In the specific exanple show in Fig. 37, in

r esponsethe gdeetes vhanagemenie vweat egbr FKE- ¢e ofR-eEn pvand | preduced egory tree
shown in Fig. 37(a) including a device to be revoked, a 20 higher-Ievel

cat egor YreReEeed rHHYRRB €D } é?ngv@de Hey 1o dnanagdenenie ¢itedery dwere | evel
category tree including the device to be revoked corresponds to an

endpoi nt (Boffe) ( nothe 1xrnewedBuRfERBD hi thcrransmwitted cgpra higher-The

hi gher -1 evel_ category tree renews node keys at 25 nodes in the path from
the sub-¥®&RL o‘?a’i?g%o%f dhede i eiON IRELIGIIG (S Kenawed ﬂ%@?ﬂs@lﬁ nt node

Fencted i R Lafel Sttt MR SRR} EhUeReHs g 37(b)
In Fig. r?b?éé) )ke3} haessr]._egnneé/@ C%:ck( eelhse aernedpuonidnetr lnioncfecI caonr.gr srgor;ledding to the
top node of the renewed sub-EKB(D) and also node keys

assigned to nodes in the path from that endpoint node to the
sub-root, and then produces a renewed sub-EKB(Pl) so as to

10 reflect the renewed node keys. The above-described process
is performed for further higher-level category trees, and
all renewed sub-EKB's that are finally obtained are stored
in the key distribution center (KDC) and managed thereby.

Fig. 37 shows an example of a renewed enabling key

15 block (EKB) produced by a higher-level category tree in a
device revocation process.

In the specific example shown in Fig. 37, in response
to receiving a renewed sub-EKB from a lower-level category
tree shown in Fig. 37(a) including a device to be revoked, a

20 higher-level category tree produces a renewed EKB. The top
node of the lower-level category tree including the device
to be revoked corresponds to an endpoint node (node 100)
3601 of the higher-level categqory tree.
The higher-level category tree renews node keys at

25 nodes in the path from the sub-root of the higher-level



5 As descri bed above, the node keys in the path fromthe renewed endpoi nt
node to the sub root are renewed, and the renewed sub-EKB of the category
tree is produced so as to reflect the renewal of the node keys. Now,
revocation of a category tree is described below. 1.0 Fig. 38(a) shows an
exanpl e of a key distribution tree structure managed on the basis of units
of category trees. In this specific exanple, A root node is disposed at
the top of the tree, and category trees A0l to Ann are di sposed at a
certain |l evel below the root node. Cai@gary trees B0l to 15 Bnk are
di sposed at a |ower level, and category trees CL to OCn are disposed at a
further |l ower |evel. Category trees at the | onest IeveI have endpoi nt
tive devices such
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next to, at a higher
renewed endpoint node to the sub root are renewed, and the

renewed sub-EKB of the category tree is produced so as to
reflect the renewal of the node keys.
Now, revocation of a category tree is described below.

1.0 Fig. 38(a) shows an example of a key distribution tree
structure managed on the basis of units of category trees.
In this specific example, A root node is disposed at the top
of the tree, and category trees A0l to Ann are disposed at a
certain level below the root node. Category trees B0l to -

15 Bnk are disposed at a lower level, and category trees Cl to
Cn are disposed at a further lower level. Category trees at
the lowest level heve endpoint nodes (leaves) assigned to
respective devices such as a recording/playing-back
apparatus and a playback apparatus.

20 Herein, it is assumed that a category tree Cn (3730)
should be revoked. The category tree Cn (3730) at the
bottom includes a top node 3431 as shown in Fig. 38(b), and
a plurality of devices are assigned to respective leaves at
the endpoint nodes.

25 By revoking the category tree Cn (3730), it is possible



5 category tree Cn (3730). The category tree Bnk (3720) includes, as one
of endpoi nt nodes, the top node 3731 of the category tree Cn (3730). In
order to revoke the | ower-level category tree Cn (3730), the category tree
Bnk (3720) renews an endpoint node 10, 3731 of the category tree Bnk
(3720) corresponding to the top node 3731 of the category tree Cnk (3730)
and further renews node keys in the path fromthe category tree 3730 to

be revoked to the sub root of the category tree Bnk (3720). The category
tree Bnk (3020) then produces an enabjg3g- key 15 bl ock serving as a renewed
sub- EKB. Herein, the node keys to be renewed are node keys in the path
fronlthe sub root 3721 shown in Fig. 38(c) to an endpoi nt node 3731

t hat . also the t of the category tree to be revoked. Mre
speci f i c%?l Femabae? ﬁﬁy@ ‘é’s‘é?@nl%ﬁf‘?%‘gh% 3/3‘?1?"_{ C%morw%ee %P and 3731 are
renewed correspondln o these nodes, the

cat egory(ﬁ%(z ene P‘%? g%%ﬁ%§€¥¥§ Rl oS ULe.- BRVQGALIAN ect the
r enewed AIternatl en,the cate tree Bnk (3720) 25
revokes ?ﬁ glll %lts?%w %Ié‘?%g Xﬂ%@’ chf ( 19?(51 ‘?:%R%ory tree
ek (37201l TIPSR BRI SO0, L REE EROROI D B e (o0
may 5eneys 00hdry LEOtdRT ( HP5F) Kevind eddeg Ay htéé@fﬁﬁnbe(ﬁi&)gory tree 3730
includes, as one of endpoint nodes, the top node 3731 of the
category tree Cn (3730).
In order to revoke the lower-level category tree Cn
(3730), the category tree Bnk (3720) renews an endpoint node
1¢¢ 3731 of the category tree Bnk (3720) corresponding to the
top node 3731 of the category tree Cnk (3730) and further
renews node keys in the path from the category tree 3730 to
be revoked to the sub root of the category tree Bnk (3720).
The category tree Bnk (3020) then produces an enabling key
15 - block serving as a renewed sub-EKB. Herein, the node keys
to be renewed are node keys in the path from the sub root
3721 shown in Fig. 38(c) to an endpoint node 3731 that .is
also the top node of the category tree to be revoked. More
specifically, node keys assigned to nodes 3721, 3724, 3725,
20 and 3731 are renewed. After renewing the node keys
corresponding to these nodes, the category tree Bnk (3720)
produces its renewed sub-EKB so as to reflect the renewed
node keys.
Alternatively, when the category tree Bnk (3720)

25 revokes the lower-level category tree Cn (3730), the



5 to be revoked to the sub root of the category tree Bnk 3720
produce an enabling key bl ock serving as a renewed
enabl i ng key bl ock (sub-EKB) produced by

.and may
sub- EKB. The renewed
the category tree Bnk (3720) is"

transmtted to a higher- 10 |l evel category tree. In this specific case, the

hi gher
(3720).

bl ock. (sub-EKB) fromthe | ower-|evet Xt egory tree Bnk (3720), the

category tree Ann (3710)
3721 of the category tree Ann

t he cat eg
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assigned to nodes 3711, 3714, and 3715 in a pat romthe - 1

| evel category tree is a category tree Ann (3710) which includes,
as _one of endpoint nodes, the top node 3721 of the category tree Bnk
If the category tree Ann (3710) receives the enabling 15 key

repl aces the key assigned to the endpoint node
(3710) corresponding to the top node 3721 of

shows
tree
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25

and may produce an enabling key block serving as a renewed
sub-EKB.

The renewed enabling key block (sub-EKB) produced by
the category tree Bnk (3720) is transmitted to ‘a higher-
level category tree. 1In this specific case, the higher-
level category tree is a category tree Ann (3710) which
includes, as one of endpoint nodes, the top node 3721 of the
category tree Bnk (3720).

If the category tree Ann (3710) receives the enabling
key block (sub-EKB) from the lower-level category tree Bnk
(3720), the category tree Ann (3710) replaces the key
assigned to the endpoint node 3721 of the category tree Ann
(3710) corresponding to the top node 3721 of the category
tree Bnk (3720) with the renewed key included in the
enabling key block received from the lower-level category
tree Bnk (3720), and the category tree Ann (3710) renews its
own sub-EKB. Fig. 38(d) shows the tree structure of the
category tree Ann (3710). In the category tfee Ann (3710)
shown in Fig. 38(d), it is needed to renew node keys

assigned to nodes 3711, 3714, and 3715 in a path from the



5 as to reflect the renewed node keys. The above-descri bed process is
performed for further higher-level category trees until the root category
tree shown in Fig. 30(b) has been renewed. Via the sequence of processes
descri bed above, revocation of the category tree 10 is conpleted. The
renewed sub-EKB' s produced by the respective category trees are finally
transmtted to the key distribution center (KDC) and stored therein. The
key distribution center (KDC proQUﬁ§§ various EKB's on the basis of al
renewed sub- EKB's. Each renewed EKB a form 15 of an encrypted key bl ock
t hat cannot be decrypted by any device belonging to the revoked category
tree. The sequence of category tree revocation processes is shown in Fig.
39. I n tsvb-gmmpierddd Ishmuvthen dridpoild nodec t7@jocprneet gthragaient cat egory
tree (E-En), which wants 20 to revoke sone category tree, perfornms key
renewal odd@getyn dreesdihate has dmineinit tedd & heo Henewedolsab-EKBN t he cat egory
tree managenent category tree (E-En) and produces a renewed sub-EKB(E) of
t he cat &fher tenevwing Fdree modsatkaysr worrespobdifg) toTthesenaodessub- EKB( E)
is transmtted to a higher 25 | evel category tree. Upon receiving the

r eneved ¢ aBEOryY LrEss Anthd Hil¥he Produsies( daise menewsde uby EKBego( P1- En)
renews the node _key assigned to the endpoint node corresponding to the

r eneted 3oFnd®E16CY Hde apanweds iedekBers -and al so node keys assigned to

nodes in the Hath fron1that_engpoint node
The above-described process is performed for further:

higher-level category trees until the root category tree
shown in Fig. 30(b) has been renewed. Via the sequence of
processes described above, revocation of the category tree
10 is completed. The renewed sub-EKB's produced by the
respective category trees are finally transmitted to the key
distribution center (KDC) and stored therein. The key
distribution center (KDC) produces various EKB's on the
basis of all renewed sub-EKB's. Each renewed EKB has a form
15 of an encrypted key block that cannot be decrypted by any
device belonging to the revoked category tree.
The sequence of category tree revocation processes is
shown in Fig. 39. 1In the sequence shown in Fig. 39, a
category tree management category tree (E-En), which wants
20 to revoke some category tree, performs key renewal needed to
isolate an endpoint node to be revoked from the category
tree management category tree (E-En) and produces a renewed
sub-EKB(E) of the category tree management category tree (E-
En). The renewed sub-EKB(E) is transmitted to a higher-

25 level category tree. Upon receiving the renewed sub-EKB(E),



5 to the sub-root, and then produces a renewed sub-EKB(Pl) so as to

refl ect the renewed node keys. The above-described process is perfornmed
for further higher-level category trees, and all renewed sub-EKB s that
are finally obtained are stored in the key distribution center (KDC) and
managed 10 thereby. The key distribution center (KDC) produces various
EKB's on the basis of all renewed sub-EKB's. Each renewed EKB has a form
of an encrypted key bl ock that cannot be decrypted by any devi ce bel ongi ng
to the revoked. category tree. .15 HOf =40 illustrates the correspondence
between a revoked |ower-|level category tree and a higher-level category
tree that revoked the | ower-level category tree. An endpoint node 3901 of

the hi ghaie | Bl efat &aor Y(Zﬁoaf]?&lﬂ 5 cAtBA trkd CEPRIEE t&x{eﬁ]@kﬂr{w the

category tree,” and then t he node Keys in the path Tromthe endpoi nt

node 39Gbde® kéwe mg{)m 0 tHe nditeimd SiRle BN poid Bfy &F vheneved.

Furthernore, a new sub-EKB is produced such that the renewa of the node

keys is refdwsd etbp Afode reSWHe rérewsdledEKE (E ) hd AL dRdR902 of the,
revoked | ower-|evel category tree 25 and the node key of the endpoint node

3901 of Keys highiyned Y nddueel it g @ath rmwatei® dehdgaimntinddeom each
ot her. Because any EKB produced by the key distribution center (KDC)
af t eb t he rshecatb-aroatf, tamel ddieagEroducss i d@EAeDBuB-EKB(@) )ofsot he
endpoi nt node 3901 renewed by the higher
as to reflect the renewed node keys. The above-described
process is performed for further higher-level category trees,
and all renewed sub-EKB's that are finally obtained are |
stored in the key distribution center (KDC) and managed
10 thereby. The key distribution center (KDC) prodﬁces=various
EKB's on the basis of all renewed sub-EKB's.  Each renewed
EKB has a form of an encrypted key block that cannot be
decrypted by any device belonging to the revoked category
tree.
15 a Fig. 40 illustrates the correspondence between a
revoked lower-level category tree and a higher-level
category tree that revoked the lower-level category tree.
An endpoint node 3901 of the higher-level category tree is
renewed in response to revoking the category tree, and then
20 the node keys in the path from the endpoint node 3901 to the
sub root of the higher-level category tree are renewed.
Furthermore, a new sub-EKB is produced such that the renewal
of the node keys is reflected. As a result, the node key of

the top node 3902 of the revoked lower-level category tree

25 and the node key of the endpoint node 3901 of the higher-



5 level category tree, any device corresponding to a |leaf of the

| ower -1 evel category tree cannot have the renewed key and thus cannot
decrypt the EKB produced by the key distribution center (KDC). Although in
the exanpl e described above, a category 1,0 tree at the bottomlevel that
manages devices is revoked, a category tree that is |located at a mddle

| evel and that manages a | ower-level category tree may al so be revoked by
a category tree located next to, at a higher level, the category tree to
be revoked in a simlar manner as desggyj hed 15 above. By revoking an entity
managenent category tree at a mddle level, it is possible to _

si mul taneously revoke all lower-level category trees and devi ces bel ongi ng
directly or _indirectly to the revoked category tree. As described above,

revocat | W7V o P RAYGory ee ééeqmsdlfzﬁﬁqqntpo%%qlbl%aqlb HEor m r evocat i on
devi cos BERTRGH ”#%p%oi%ﬁa&“%‘ s, O O gblat THBE L e are.
f each entity
mmy L'eb‘r‘éfﬁﬂ’ae%% R ¥ N o @eﬁ?@aﬁ%%%yé&pab' Itihagesh e
Pl WS St T
gﬁg! s ]ta corrpreegmgj e;%%?;’g: a}'c?e%rlac‘_ree caOrrCe%Dp% didy & J9YPFes! ng
the lower-level category tree cannot have the renewed key
and thus cannot decrypt the EKB produced by the key
distribution center (KDC).
- Although in the example described above, a category
10 tree at the bottom level that manages devices is revoked, a
category tree that is located at a middle level and that
manages a lower-level category tree may also be revoked by a
- category tree located next to, at a higher level, the
category tree to be revoked in a similar manner as described
15 above. By revoking an entity management category tree at a
middle level, it is possible to simultaneously revoke all
lower-level category trees and devices belonging directly or
indirectly to the revoked category tree.
As described above, revocation of a category tree makes
20 it possible to perform revocation more easily than in the
case where revocation is performed in units of devices.
[Management of capability of category tree]
When keys are distributed on the basis of category
trees, the capability of each entity may be managed and a

25 content may be distributed depending on the capability as



5 to a specific conpression schene, a capability of audio reproduction
according to a specific schene, and a ‘capability of dealing with a
particul ar i mage processing program Fig. 41 shows an exanple of a
category tree structure 10 including capability definition information. A
root node is disposed at the top of the key distribution tree structure,
and a plurality of category trees in the formof a binary tree are
di sposed at | ower levels. For exanple, a category tree 4001 is defined as
havi ng an audi o pl ayback capability }pgaccording to any one of audio
pl ayback schemes A, B, and C. More specifically, for exanple, when nusic
data conpressed by an audi o conpression programA, B, or Cis distributed,
any device belonging to category trees belonging_as | ower- |evel category
trees tOS8EF wor e AT rc S ¢ Bt SapadEd itye isomsess $8d dat a.
Simlarly, a category. tree 400 isrgffi ed as havin audi o pl ayback
capabi | i’%lﬂprzﬁ,sce&rtd%{g %Wewg'la%aﬁ SOy (FROE et s Qe PIRILAR @ a category
tree 4003 i.s defing% s _hayi ng _,_audi.o pl gyback.cgapahility according to one
of audi (Sigemlﬁfo&?ﬁ‘ aécl‘?’ AEMPéESaOgth@&b)ﬁg&ég%@%g s defined as
havi ng - . ? | é g@%jlit. a rding to the audi o .playback
schene g,a]p%%d.lg.% a%ggg%%&% g%} 23S %1%3: é’é’gﬁ%ﬁsﬁa% 38895d6f‘§yback
capapi | idey aa%(b%rcqfﬂ% tc%mg}%s%li n° s@h@é@z"’}c‘é c%%'&%rﬁigy of audio
reproduction according to a specific scheme, and a
capability of dealing with a particular image processing
program.
Fig. 41 shows an example of a category tree structure
10 including capability definition information. A root node is
disposed at the top of the key distribution tree structure,
and a plurality of category trees in the form of a binary
tree are disposed at lower levels. For example, a category
tree 4001 is defined as having an audio playback capability
15 according to any one of audio playback schemes A, B, and C.
More'specifically, for example, when music data compressed
by an audio compression program A, B, or C is distributed,
any device belonging to category trees belonging as lower-
level category trees to the category tree 4001 can
20 decompress the compressed data.
Similarly, a category tree 4002 is defined as having
audio playback capability according to one of audio playback
schemes B and C, a category tree 4003 is defined as having

audio playback capability according to one of audio playback

25 schemes A and B, a category tree 4004 is defined as having



5 On the other hand, a category tree 4021 is defined. as having a video

pl ayback capability according to any one of schenes p, q,, and r, a
category tree 4022 is defined as having a video playback capability
according to any one of schenmes p and q, and a category tree 4023 is
defined as 10 having a video pl ayback capability according to the schene p.
The capability information of respective category trees 1is managed by the
key distribution center (KDC). For exanple, when a certain content

provi der wants to distribute nusic‘d%ﬂ%.tonpressed by a specific
conpression programto 15 various devices, the key distribution center
(KDC) produces an enabling key block (EKB) that can be decrypted only by

devi ces 6&@@6'§l@j‘rb@él@>’é?ﬁabﬁfktﬁu§ééoﬂéiﬁgC@BDfﬁésé—‘&'chy pld@asipeci fic

conpressi on program on e basis of the <Capability infornation of the

respect i yeheméegprand r @esat@gordyet eedt £005 PLOVAEEin€dCay Phsv Engont ent key
the enabling key block (EKB) produced in accordance with the capability

i nf or mat awdianplalylsack bedpabibity escitdpding nes yohe€dagdiv golaykeyk The
content provider also provides conpressed nmusic data encrypted using the
content &efheme Cevices. This makes 25 it possible to securely provide a
specific processing - 110 programonly to devices capabl e of processing
the data. |n Qihehexatiexr dteowh, ian datgegolly tomgmbidalt Vis rfefrineid @z i S
defined for all category trees. However, it is not necessarily needed to
define chpebnyiayvideéerphayback orapalhility according to any one of

schemes p, q, and r, a category tree 4022 is defined as
having a video playback capability according to any one of
schemes p and q, and a category tree 4023 is defined as

10 having a video playback capability according to the scheme p.

The capability information of respective category trees
is managed by the key distribution center (KDC). For |
example, when a certain content provider wants to distribute
music data compressed by a specific compression program to

15 various devices, the key distribution center (KDC) produces
an enabling key block (EKB) that can be decrypted only by .
devices capable of playing back music data compressed by
that specific compression program, on the basis of the
capability information of the respective category trees.

20 The content provider encrypts a content key the enabling key
block (EKB) produced in accordance with the capability
information and distributes the resultant encrypted content
key. The content provider also provides compressed music
data encrypted using the content key to devices. This makes

25 it possible to securely provide a specific processing



5 category trees. For exanple, as shown in Fig. 42, capability information
Is defined only for | owest-level category trees directly related to
devi ces, and capability information of devices belonging to the
l'owest -1 evel category trees is managed by the key distribution center 10
(KDC). In this case, in response to a request froma content provider, the
key distribution center (KDC) produces an enabling key bl ock (EKB) that
can be decrypted only by devices having a capability specified by-the
content provider, on the basis of 4hgocapability information defined 15
for the |owest-level category trees. In the exanple shown in Fig. 42,
capabilities are defined for category trees 4101 to 4105 whose endpoi nt
nodes are rel ated to devjces, and tﬁg %gﬁabilities of reégfctive cat egory
trees arRFIHARHAPL thASWSPHICARAM G iYn REQASHS ndhe fataexanyl e,
devi ces havi an _audi.o playback capability accqrding.tq the schene B
and havi ng QQV%%Ebeﬁﬁgyﬁng%8§Ba&PI'ﬁﬁ'aé&dr%PRG%E&lFWel§%HEW§tF°nare
related to . C VAR =T %ﬂgngVi vi ng.an _ audi o pl ayback
capabi | thsS/ ‘%%%br%% ﬁig) oa]t%ecastc'%ggo#é’ ant 'ha\(;foﬁl’vgemé%lili gé:o lrﬁ ack capability
accordi . rggqa I it vt 2. - 111
Fig. 43%%%5§Jz}ﬁ]'§anp eé:hoft?dg %%é&elcﬁ&{ela%n%ﬁ'a eﬁb’ﬁ@tﬁgg‘rbﬁ%é{ nf%%a;é(]al by the
key i stdiduldQn SSuEr (FI@BC) e, 43 P tfigy dat2 format of the
capabi | ity n’%ngerrent “tab e.ex{é%tee'gory tree \I,% i sega'n |2§ent ifier that
identifi®fpability information is defined only for lowest-level
category trees directly related to devices, and capability
information of devices belonging to the lowest-level
category trees is managed by the key distribution center
10 (KDC). 1In this case, in response to a request from a
content provider, the key distribution center (KDC) produces
an enabling key block (EKB) that can be decrypted only by
devices having a capability specified by the content
~«  provider, on the basis of the capability information defined
15 for the lowest-level category trees. In the example shown -
in Fig. 42, capabilities are defined for category trees 4101
to 4105 whose endpoint nodes are related to devices, and the
capabilities of respective category trees are managed by the
key distribution center (KDC). For example, devices having
20 an audio playback capability according to the scheme B and
having a video playback capability according to the scheme r
are related to the category tree 4101, and devices having an
audio playback capability according to the scheme A and

having a video playback capability according to the scheme q

. 25 are related to the category tree 4102.



5 a category tree. A capability list indicates capabilities defined for a
category tree indicated by a category tree ID. As shown in Fig. 43(b), the
capability list consists of a plurality of bits each indicating whether
various capabilities are available or not. For exanple, if the 10 audio
dat a pl ayback capability according to scheme (A) is available, the
corresponding bit is set to "1", but the bit 1is set to "0" if the
capability is not available. Simlarly,, for the audio data playback
capability according to schene (Bf}ﬁﬁﬁf%orresponding bit is set to "1" if
the capability 15 is available, but the bit is set to "0" if the capability
Is not available. Note that the nethod of setting the capability

i nformation iFigwt4d ishdwed dro exaatpleeod iabedpatlidvey manayeaisnes net hod nay
al so be enpl oyed as long as the nmethod can indicate the capabilities of

t he devitaislenamageddpythdckentdimpryibutein ceretempEnd) &y Flnagenent

table further includes data representing the sub-EKB of each category
tree. | M3Hi(Thsshowhethe sddat&kBmnat oS tthedamlaikityy) ymamgementer dat abase,
identification information of sub-EKB is described instead 25 of the
sub- EKB $akke s Frategomy ctreedk abmn ident ifier ehatycidantifimse al so
i ncludes data indicating the sub root node of each category tree. On the
basi 8 of2 tFRLRIPEDi 158§ nefhRARANtl kb (list Hndigaten wranahitlidniesent er
(KDC) produces_an enabling key block, .
defined for a category tree indicated by a category tree ID.
As shown in Fig. 43(b), the capability list consists of a
plurality of bits each indicating whether various
capabilities are available or not. For example, if the.
10 audio data playback capability according to scheme (A) is -
available, the corresponding bit is set to "1", but the bit
is set to "0" if the capability is not available. Similarly,
for the audio data playback capability according to scheme
(B), the corresponding bit is set to "1" if the capability
15 1is available, but the bit is set to "0" if the capability is
not available. Note that the method of setting the
capability information is not limited to that described
above, but another method may also be employed as long as
the method can indicate the capabilities of the devices
20 managed by the category trees.
The capability management table further includes data
representing the sub-EKB of each category tree. 1In a case
where sub-EKB's are stored separately in another database,

identification information of sub-EKB is described instead

25 of the sub-EKB itself. Furthermore, the capability



5 (EKB) that can be decrypted only by devices having a capability of

pl ayi ng back a specific content. Referring to Fig. 44, the process of
produci ng the enabling key block on the basis of the capability
i'nformation is described below First, in step S4301, the key distribution
center (KDC) 1.0 selects a category tree having a specified capability
from the capability managenent table. More specifically, for exanple,
when a content provider wants to distribute audio data according to the
audi o data pl ayback scheme A, the keyjpdistribution center (KDC) searches
the capability list shown 15 in Fig. 43(a) and sel ects category trees
having a value of "1" in the bit indicating the audio data playback
capability according to the schenme A Then in step S4302, the key

di st ri biRENGIeReRtet plsgr dagdades dada dndigading dhecsubdregtegory
trees. 20 Thereafter, in step S4303, the key distribution center (KDC)

sel ect s PR4ga OF SREG99 e YR8 uded in a tree formed by sel ected
category trees [pdicated b e |Ds hat is, a ath to_be included in a
oy Srstri bubhoiney 68558, A EBE camSnAlify nébadeuPRtncabhReiHBF all pathe
I ncluded in t.he 2 el ection cat ry tree 1D s _have, heen selected, If al
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Categor%ab%%ﬁiii§eof playing back a specific content. Referring to
Fig. 44, the process of producing the enabling key block on
the basis of the capability information is described below.
First, in step S4301, the key distribution center (XDC)

10 selects a category tree having a specified capability from.
the capability management table. More specifically, for
example, when a content provider wants to distribute audio
data according to the audio data playback scheme A, the key

* distribution center (KDC) searches the capability list shown

15 .in Fig. 43(a) and selects category trees having a value of
"l" in the bit indicating the audio data playback capability
according to the scheme A.

Then in step S4302, the key distribution center (KDC)
produces a list of ID's of selected category trees.

20 Thereafter, in step S4303, the key distribution center (KDC)
selects a path that should be included in a tree formed by
selected category trees indicated by the ID's (that is, a
path to be included in a key distribution tree). 1In step
S4304, it is determined whether all paths included in the

25 selection category tree ID's have been selected. If all



5 sequentially selected. If all paths included in the sel ected category
tree |ID s have been selected, the process proceeds to step S4305. In step
S4305, a key distribution tree structure including only the selected ‘
category trees is produced. 10 Then in step S4306, node keys included in
the tree. structure produced in step S4305 are renewed, thereby producing
renewed node keys. Furthernore, sub-EKB s of the selected category trees
included in the key distribute tree structure are extracted fromthe
capabi l ity managenent table. 15 On-tHd3pasis of the extracted sub-EKB s and
the renewed node keys produced in step S4306, an enabling key bl ock (EKB)
I's produced such that it can be decrypted only by the devices included in

the sel t bi cl uded
ovor SCri b(e}?@q{dt Hﬁ? se-r]rz.&i%}? dé}%lé<%e tgé)-l-E%V| ces I}]a\}:(ég)uce ‘N ©

above-d manner can 0 used “onl'y by the g the

speci fi ey eARARIdT tanl gdals itavd %&ﬂ%télé&é@y BIHRAK (EKEB) »1(%%_ be

decrypted only by such devices. If, exanpl e, ‘a content key is

encrypt eshgisiwerdlis EInA1iG kay dawjm(ﬁ@eéw&@ ElRited ,CYARHeSSed by

a specific programis encrypted using that 25 content key, and”if the

resul t anjorareyparidiche Y ailie keispitt ivel bhtefityeiredis dfe0Vi ded to devi ces,
then only the devices having the specific capablllty sel ected by the key

di st bi buteqremteirtldy (ddectei use the content. As descri bed above, the key
di stribution center (KDC)
If all paths included in the selected category tree
ID's have been selected, the process proceeds to step S4305.
In step S4305, a key distribution tree structure including
only the selected category trees is produced.

10 Then in step S4306, node keys included in the tree -
structure produced in step S4305 are renewed, thereby
producing renewed node keys. Furthermore, sub-EKB's of the
selected category trees included in the key distribute tree
structure are extracted from the capability management table.

15 On the basis of the extracted sub-EKB's and the renewed node
keys produced in step S4306, an enabling key block (EKB) is-
produced such that it can be decrypted only by the devices
included in the selected category trees. The enabling key
block (EKB) produced in the above-described manner can be

20 used only by the devices having the specified capability,
that is, the enabling key block (EKB) can be decrypted only
by such devices. 1If, for example, a content key is
encrypted using this enabling key block (EKB) and a content

compressed by a specific program is encrypted using that

25 content key, and if the resultant encrypted content key and



5 produces an enabling key block (EKB) that can be decrypted only by

devi ces having capability of playing back a specific content, on the basis
of the capability managenent table. Thus, when a new category tree is ‘
registered, it is needed to acquire capability information of the new
category tree 10 to be registered. The nethod of notification of the
capability in the new category tree registration process is described
below with reference to Fig. 45. Fig. 45 shows a capability notification
sequence perfornmed when a new categdrid tv+ee is added to the key 15
distribution tree structure. A new (child) category tree (N-En) to be added
to the tree structure issues a nem/registration request to an upper-|evel

é@?é?gf)nggﬁ%‘?‘?ﬁregﬁ%bﬁe°“§%§@ e SFEnHE8 aniltn HRE SR VIl et cgor y
tree | ssugs; fhernd e é{f‘ﬁt g%@fgﬂ% $e1 40008 Sld gyl i key to the

upper-lev t egor r'ee receivingthere tratlon request,

t he upp r ecei ved public key 25
of the ﬁ%ﬁs%f\%&:lt cat egory (ﬁ% '§£érﬁ{£c€?x¥%%ate - 115 authority
(CA) 10 T eceine dogpuibliign hiootd, e Nl Calbesdhonthe ving a
signature of the CA The above pI’OCZ(@lYI’e 'S peruftg'?)tr?e%%lrnetrfugﬁgﬁg

?3}1 Ihltsn§ | sPbdRed A esihl hing UBBEb1SME! (188 LAt teHf K -debrytded he new
only by devices having capability of playing back a specific
content, on the basis of the capability management table.
Thus, when a new category tree is registered, it is needed
to acquire capability information of the new category tree

10 - to be registered. The method of notification of the
capability in the new category tree registration process is
described below with reference to Fig. 45.

Fig. 45 shows a capability notification sequence

performed when a new category tree is added to the key
15 distribution tree structure.

A new (child) category tree (N-En) to be added to the
tree structure issues a new registration request to an
upper-level (parent) category tree (P-En). Each éategory
tree has its own public key according to the public key

20 cryptography scheme. When the new category tree issues the
registration request, it transmits its public key to the
upper-level category tree (P-En).

Upon receiving the registration request, the upper-
level category tree (P-En) transfers the received public key

25 of the new (child) category tree (N-En) to a certificate



5 category tree (N-En). If the authentication of the category tree
requesting for newregistration is conpleted via the above process, the
upper -1 evel category tree (P-En) gives pernm ssion of the registration of "’
the new (child) category tree (N-En) and 10 transmts a node key assi gned
to the new (child) category tree to the new (child) category tree (N En).
This node key corresponds to one of endpoint nodes of the upper-|evel
category tree (P-En), and al so corresponds to the top node or a sub-root
key of the new (child) category treej{ftEn). 15 After the conpletion of the
transm ssion of the node key, the new (child) category tree (N-En) builds
a tree structure of the new (child) category tree (N-En) and sets the

Coe e BHBARD! (KR 85 s cL9R ode, 0l ey hac Bl el YL By ey o
v AT CHBRORLRATH b B BheLA R, BB,
Code APl SR MRRSE AR BNEILS b PFoA TP e bbb 82 S
1 SorIgRLELIbIEACkeelicy HHd KECRRS' SaLEnk Be et E Lol ot e
Eﬁf n?)FggﬁgggygtEége(&NEﬁ@l is conpleted, the new (child) category tree
If the authentication of the category tree requesting
for new registration is completed via the above process, the
upper-level category tree (P-En) gives permission of the
registration of the new (child) category tree (N-En) and
10 transmits a node key assigned to the new (child) category
tree to the new (child) category tree (N-En). This node key
corresponds to one of endpoint nodes of the upper-level
category tree (P-En), and also corresponds to the top node
or a sub-root key of the new (child) category tree (N-En).
15 After the completion of the transmission of the node
key, the new (child) category tree (N-En) builds a tree
structure of the new (child) category tree (N-En) and sets
the received sub-root key at the top node of the tree
structure. Furthermore, keys are set at the respective
20 nodes and leaves, and an enabling key block (sub-EKB)
associated with the category tree is produced. On the other
hand, the upper-level category tree (P-En) produces a sub-
EKB associated with the upper-level category tree (P-En)

such that an endpoint node, which was made active when the

25 new (child) category tree (N-En) was connected thereto, is



5 the produced sub-EKB to the upper-|evel category tree (P-En).

Furthernore, the new (child) category tree (N-En) transnits the capability
i nformati on of devices managed by the category tree to the upper-|evel
category tree. upon receiving the sub-EKB and the capability 10 i nformation
fromthe new (child) category tree.(N-En), the upper-|level category tree
(P-En) transfers the received sub- EKB and capability information together
with a renewed sub- EKB of the upper-I|evel category tree (P-En) to the key
distribution center (KDC). 15 The keyldi stribution center (KDC) registers
the received sub-EKB and capability information of the category tree into
the capability managenent table described above wth reference to Fig. 43,

t her eby ebtddidw B tHadslegppabi | ity managenent table. On the basis of
the renewed 20 capability managenent table, the key distribution center

(KDC) can pragduepeaprEdRcitiondbifokheMBABCERDB KRE18¥3NE @he hPReEKB can be
produced such that only a specified category tree or "a specified device

can decryets tdirl BIRE [ aaBidw Qfc IR )UDateddiy o daf-mm)t iign |ist] 25
Now, when an EKB is produced such that it can be - 117 decrypted by one or
nor e selcompeteteat egidfey Meveqhaid )t atageay tarie FBES pravistdessuch t hat

It can be used in common by devices belonging to the respective sel ected
cat efor ythe ressiucedrsioERE tsithe appefB lieved daftieyddyortdeest(P-En) .
Furthermore, the new (child) category tree (N-En) transmits
the capability information of devices managed by the
category tree to the upper-level category tree.
Upon receiving the sub-EKB and the capability

0 information from the new (child) category tree (N-En), the
upper-level category tree (P-En) transfers the received sub-
EKB and capability information together with a renewed sub-
EKB of the upper-level category tree (P-En) to the key
distribution center (KDC).

15 - - The key distribution center (KDC) registers the
received sub-EKB and capability information of the category

. tree into the capability management table described above

with reference to Fig. 43, thereby obtaining an updated
capability management table. On the basis of the renewed

20 capability management table, the key distribution center
(KDC) can produce an EKB in various manners. For example,
the EKB can be produced such that only a specified category
tree or a specified device can decrypt the EKB.
[Management of EKB using EKB type definition list]

25 Now, when an EKB is produced such that it can be



5 indicating which category tree can use or decrypt the EKB is described
below. In the present enbodinent, if the key distribution center (KDC)
recei ves an EKB i ssue request froman EKB requester, such as a content
provi der, who wants the key 10 distribution center (KDC) to issue an EKB to
be used by the EKB requester, the key distribution center (KDC) produces
an EKB on the basis of an EKB type identification nunber indicating the
EKB type described in an EKB type definition |list included in the received
EKB i ssue request, such that 15 the pggulktant EKB can be processed
(decrypted) by the one or nore category trees. In the process of producing
the EKB, in accordance with top node identifiers of the respective

unber S6CRGERFRLE PRe AE %"?é%%[‘%% SGeFth Paraaor E roBR, o déy‘chfalmg?? ihﬁﬂuon
h TLCE
ﬁS[‘LSLr?K?%taﬁ%“EE S 35 Grp¥gaeR: Suphe ERAE, feckabh Hae?lﬁ o, ERBRR, Ouced
KDC
2% conbPRede %Lé‘é?e%#%ain%b%ex%ﬁ%' *%?86%%%%@#5?‘%’%5%&%3°%§2t ®or ocesked

by the $3ERAOTY WEehdn bt LBSnl 83cRkacERRAl HERYn LB FiFteauest er such as

t he content provi can e i C ca egory frees on the basis

of tde EKELEXEQn@thQbh'9%t@b5&y @&EgrcﬁheugéBor decrypt the EKB is
described below.

In the present embodiment, if the key distribution
center (KDC) receives an EKB issue request from an EKB
requester, such as a content provider, who wants the key

10 distribution center (KDC) to issue an EKB to be used by the
EKB requester, the key distribution center (KDC) produces an
EKB on the basis of an EKB type identification number
indicating the EKB type described in an EKB type definition
list included in the received EKB issue request, such that

15 the resultant EKB can be processed (decrypted) by the one or
more category trees.

In the process of producing the EKB, in accordance with
top node identifiers of the respective category trees set in
correspondence with the EKB type identification number

20 described in the EKB type definition list, the key
distribution center (KDC) requests the top-level category
entities (TLCE), which are category tree mangers, to produce
their sub-EKB. If the sub-EKB's produced by the respective
TLCE's are received, the key distribution center (KDC)

25 combines the received sub-EKB's into an EKB that can be



5 requester such as the content provider (CP) selected specific category
trees on the basis of the EKB type definition |list, EKB requester requests
the key distribution center (KDC) to issue an EKB that can be processed by
the selected specific category tree. In response to the EKB 10 request,
the key distribution center (KDC) requests the nanagenent entity of the
sel ected category tree to issue a sub-EKB. The managenent entity of each
sel ected category tree produces an EKB that can be process only by devices
of that managenent entity other thanygvwoked devices and 15 transmits the
resultant EKB to the key distribution center (KDC). The key distribution
center (KDC) conbines the one or nore sub-EKB' s thereby producing an EKB

that can be rocessed OHEX by the category trees selected by the EKB
request ePTARRFE FFOVPHESNE HEATREUWY aHfSEKB to the EKB 20 requester. Upon

equest oF t“?aﬁ’%ef PRI STRP e TR SF Rt S aggﬁ be

d I b k d EKB
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(EKB); angde jpdeaes Alcickl (e dSHLdid 'S¥bdiddr (cp) selected

specific category trees on the basis of the EKB type
definition list, EKB requester requests the key distribution
center (KDC) to issue an EKB that can be processed by the
selected specific category tree. In response to the EKB

10 request, the key distribution center (KDC) requests the
management entity of the selected category tree to issue a
sub-EKB. The management entity of each selected category
tree produces an EKB that can be process only by devices of
that management entity other than revoked devices and

15 transmits the resultant EKB to the key distribution center
(KDC). The key distribution center (KDC) combines the one
or more sub-EKB's thereby producing an EKB that can be
processed only by the category trees selected by the EKB
requester and provides the resultant EKB to the EKB

20 requester. Upon receiving the EKB from the key distribution
center (KDC), the EKB requester produces an encrypted key or
encrypted content that can be decrypted only by using a key
acquired by processing the EKB and distributes the resultant
encrypted key or content.

25 First, various entities in the system are described



5 associated with the issued EKB's. Top |evel category entity (TLCE) <> A
top level category entity (TLCE) is an entity which manages a category
tree, such as a format hol der of a recording device, which manages. a
category tree. The TLCE nmanages the category tree, 10 produces a sub- EKB
that can be processed (decrypted) by devices within the category tree
managed by the TLCE, and provides the resultant sub-EKB to the key
distribution center (KDC). EKB requester 15 An EKB requester is, for
exanpl e, an entity such as a contentllfovider that provides, as electronic
content distribution (ECD) service, various contents such as video data,
audi o data, or prograns. Another exanple of an EKB requester is a fornat
hol der of feﬁiffage medi um The 20 content provider provides an encrypted
cont ent, iey, or nmediumthat can be decrypted using a key which can be

acqui red by KSCREF IR BB MNtet |(kd®sued by the key distribution

center (KDC) in response to a request 1ssued by the content provider. 25

For exanpl e, i h@yC Ailetiti iftAWndVente® (BT Rlssids ehdblif t using a
root key describgﬁ in tﬁé EKB prgﬁhced(by )the kef distrﬁbg?%% center

(KDQ) ansheb ks r (RS psaidienadfifed tANENCEppd edb £Oi©dn 1 format hol der
of storage nedia distributes nedia after witing the EKB onto the
5 associated with the issued EKB's. :

Top level category entity (TLCE) <> A top level
category entity (TLCE) is an entity which manages a category
tree, such as a format holder of a recording device, which
manages a category tree. The TLCE manages the category tree,

Y0 produces a sub-EKB that can be processed (decrypted) by
devices within the category tree managed by the TLCE, and
provides the resultant sub-EKB to the key distribution
center (KDC).

EKB requester

15 An EKB requester is, for example, an entity such as a
content provider that provides, as electronic content
distribution (ECD) service, various contents such as video
data, audio data, or programs. Another example of an EKB
requester is a format holder of a storage medium. The

20 content provider provides an encrypted content, key, or
medium that can be decrypted using a key which can be
acquired by processing an EKB which is issued by the key
distribution center (KDC) in response to a request issued by

the content provider.

25 For example, the content provider (CP) encrypts a



5 storage nedia during the production thereof so that a content encrypted
using a root key of the EKB can be stored thereon. (TLCE and
category-based tree managenent) The category-based tree nanagenent has been
al ready 10 descri bed above. Herein, the relationship between the top- |evel
category entity (TLCE) and the category tree is described with reference
to Fig. 46. As described above, each category is a set of devices having
simlar features. More specifically, an exanple of a 15 category is a set
of devices produced by the same nexul2@t+rer. Another exanple is a set of
devices that can deal with a specific encoding format. In Fig. 46, A B,

C, and D denote category trees. In Fig. 46, a root tree at the top has a

Top. Sté§§*§ﬁgr3§88§?¥ B0t BExryePPEiueg, B irhBokkR RPOAHEeBtTom of the
root trege 86 § %@QQBMt&éﬁegeﬁﬁ¥rb?¥582a55§ 4i9ce geaLhepesuch that a
gory tree evel an ano egory tree. In

the speseguits§eneh§£§§té ObBnkBnEl O 78 £6PHEEORY1 HEECTE B AT ©

related to eac ereln the category tree IS a her-| eve

CateQOrMed&éeﬁléékibﬁéeEOmEBEaC§E€SPeriEEH?DtﬁE ERS bA¥sTthével . Each
category tree directly connected to the root tree at the top is referred
to as ast8Pabhevmbd$at 84PiNgt LRE: pABGuction thereof so that a
content encrypted using a root key of the EKB can be stored
thereon.
(TLCE and category-based tree management)
‘The category-based tree management has been already
- 10 described above. Herein, the relationship between the top-
- level category entity (TLCE) and the category tree is
described with reference to Fig. 46.
As described above, each category is a set of devices
having similar features. More specifically, an example of a
15 category is a set of devices produced by the same
manufacturer. Another example is a set of devices that can
deal with a specific encoding format. In Fig. 46, A, B, C,
and D denote category trees.
In Fig. 46, a root tree at the top has a tree structure
20 having, for example, eight levels (eight node levels). Top
nodes of respective category trees are disposed at the
bottom of the root tree. The category trees may be related
to each other such that a certain category tree is higher in
level than another category tree. In the specific example

25 shown in Fig. 46, category trees C and D are related to each



5 an entity that manages a top-Ievel
top-level category entity (TLCE). In the specific exanple shown in Fig.

46,

10 Each top-level category entity (TLCE) is basically responsible for

category tree is referred to as a

category trees AL B, and C are top-level categories, and entities that
mange these top- |level categories are top-level category entities (TLCE s).

managi ng all category trees including the top-level category tree itself

and |l ower-|level category trees related to the top-level category tree.
specific exanple shown in Fig~ 481 the TLCE that nanages the 15
category tree C al so nanages the category tree D. If there is another
category tree at a further lower level related to the category tree D

t he
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to the root. set

by ea e nu r o
to as a top-level category entity (TLCE). In the specific

example shown in Fig. 46, category trees A, B, and C are
top-level cétegories, and entities that mange these top-
level categories are top-level category entities (TLCE's).
Each top-level category entity (TLCE) is basically
responsible for managing all category trees including the
top-level category tree itself and lower-level category
trees related to the top-level category tree. . In the
specific example shown in Fig. 46, the TLCE that manages the.
category tree C also manages the category tree D. 1If there
is another category tree at a further lower level related to
the category tree D, the TLCE that manages the category tree
C also manages the further lower-level category tree.
However, another category entity (sub category entity) may
be established, and the responsibility and the right of
management of the lower-level category tree D may be
delegated to that sub category entity.

Each device which uses a content, such as a
recording/reproducing apparatus, is assigned by the top-

level category entity (TLCE) to a leaf of a certain tree,

node ‘keys hel d by



5 included in a DNK set) is determned by the top-level category entity
(TLCE). Fig. 47 shows the outline of processes perforned anbng respective
entities such as a key distribution center (KDC), a top-level category
entity (TLCE), and an EKB requester. 10 A key distribution center (KDC)
4511 is included in a managenent entity 4510 of a tree-based EKB
distribution system The nmanagenent entity 4510 further includes a
certificate authority (CA) 4512 that wites a signature on each EKB. 15 The
key distribution center (KDC) 4511 -ndi22ges keys of subtrees such as
top-level category trees. The key distribution center (KDC) 4511 al so
manages an EKB type definition list that will be described |ater and

d ' S. i £ RV 4 wites .a 20 signature
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cont ent O RABEAI AN kY el ByCladdh Y ik WK funfii Y WeysStored, a
content provider (CP) who distributes a digital content, or a ~“storage
systsm liranfadd Wi HIONK @Rt 2 il eRitetnfingd Y Bfe top-level
category entity (TLCE).
Fig. 47 shows the outline of processes performed among
respective entities such as a key distribution center (KDC),
a top-level category entity (TLCE), and an EKB requester.

10 A key distribution center (KDC) 4511 is included in a
management entity 4510 of a tree-based EKB distribution
system. The management entity 4510 further includes a
certificate authority (CA) 4512 that writes a signature on
each EKB.

15 The key distribution center (KDC) 4511 manages keys of
subtrees such as top-level category trees. The key
distribution center (KDC) 4511 also manages an EKB type
definition list that will be described later and produces
EKB's. The certificate authority (CA) 4512 writes a

20 signature on each EKB produced by the key distribution
center (KDC) and issues a public key corresponding to a
secret key on which a signature is written, for use in
verification of the signature.

An EKB requester 4520 requests the key distribution

25 center (KDC) 4511 to issue an EKB. The EKB requester may be



5 of a storage system such as a flash nenory. Each EKB requester 4520

provi des an EKB corresponding to a content, a nedium or a license fornat
such that a key needed in use of the content, the medium or the license’
format provided by EKB requester can be extracted by 10 processing the EKB.
Each EKB is produced by the key distribution center (KDC) 4511 in response
to an EKB request sent to the key distribution center (KDC) 4511 fromthe
EKB requester 4520. If the EKB requester 4520 receives an EKB issued in

15 response to the EKB request sent 183the key distribution center (KDC)
4511, the EKB requester 4520 may provide the EKB to a nedia nanufacturers
4540 and/ or a devi ce manufacturers 4550 and nmay provide a nmedi um or

devi ce, i %on\e’@h%h t.r'a%l'é@ é%gst %sd rb¢i@eksSer coﬁ%gﬂt%@o&adp@edugﬁd 20

such that 1t can e proces by on or nore category trees e present

system ghb® BEBaS ciPbrPovhr edUGBdchNa ¥8htene fiasbiereqand BBHtBAtused in
various nmanners. For exanple, an EKB nay be produced such that it can be

process prokigeFmeryy wvhoPikcdributes aalggatuit eea&ehttwoc;er athree 25
category trees or a greater nunber of category trees), - 124 may be

producedtsualget BFstein 1deehgopr ahespedvadey anglceatsegalfy at E6ema¥ari ous
types of EKB's may be described in the formof alist in the EKB type

def i i t bgn al stbrafee sipéBemt ¥nehdaki ai £lash! ingoiry .managed by the key
di stribution
Each EKB requester 4520 provides an EKB corresponding
to a content, a medium, or a license format such that a key
needed in use of the content, the medium, or the license
format provided by EKB requester can be extracted by
10 processing the EKB. Each EKB is produced by the key
-distribution center (KDC) 4511 in response to an EKB request
sent to the key distribution center (KDC) 4511 from the EKB
requester 4520.
If the EKB requester 4520 receives an EKB issued in
15 response to the EKB request sent to the key distribution
center (KDC) 4511, the EKB requester 4520 may provide the
EKB to a media manufacturers 4540 and/or a device
manufacturers 4550 and may provide a medium or a device, in
which the EKB is stored, to a user. Each EKB is produced
20 such that it can be processed by one or more category trees.
In the present system, the EKB's may be produced in
various fashions and may be used in various manners. For
example, an EKB may be produced such that it can be process
in common by a plurality of category trees (two or three

25 category trees or a greater number of category trees), or



5 center (KDC). The EKB type definition list will be described in further
detail later. The EKB requester 4520 <can acquire the EKB type definition
list by issuing a request for the EKB type definition |list to the key

di stribution center (KDC) 4511. \Wen data in the list is 10 renewed,
updated data is transmtted to the EKB requesters 4520 fromthe key
distribution center (KDC) 4511. As described above, the top-level category
entities (TLCE s) 4530 are managenent entities of category trees
"directly connected to the root treel2dach top-level 15 category entity
(TLCE) 4530 manages keys of a subtree and a correspondence |i st
representing the correspondence between the device ID and the devi ce node

key (DNKJ, 59l qx{y’eaﬁ%ggs eﬁ:hcel?f\%hpﬂ UK EU &L dd ﬂg}ﬂ vice for use

I n processing evel categdry entity 4530 al so 20
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managedscb‘—’?/t ef)fg:p- eve:v%:/ra egortﬁ iengét idt)fy. B?’Légjé@h%bo%aen .plr}%a g’éls it to a
manuf actiyfere AapQ £ haty 1 43 odHGaRe i A E Yet fndtiorkeyi A St mlE@N center
(KDC) 4511 receives an 25 EKB request fromthe EKB requester 4520, the key

- 125 diydd ettt i tersd KnARlded 8duans sy R tirimgGemdance with
the EKB request. For exanple, in a case where the EKB request specifies

t hat st hesdrithe€ arkDTe) Pr aars Kb ypevaamiani fion toisd ewall gad egory trees, the
key distribution

described in further detail later. The EKB requester 4520
can acquire the EKB type definition list by issuing a
request for the EKB type definition list to the key
distribution center (KDC) 4511. When data in the 1list is

10 T'renewed, updated data is transmitted to the EKB requesters
4520 from the key distribution center (KDC) 4511.

As described above, the top-level category entities
(TLCE's) 4530 are management entities of cateqory trees
“directly connected to the root tree. Each top-level

15 category entity (TLCE) 4530 manages keys of a subtree and a
correspondence list representing the correspondence between
the device ID and the device node key (DNK) set, which is a
set of node keys stored in each device for use in processing
the EKB. The top-level category entity (TLCE) 4530 also

20 produces a device node key (DNK) set to be stored in a
device of a type managed by the top-level category entity
(TLCE) 4530 and provides it to a manufacturer 4550 that
produces the device.

If the key distribution center (KDC) 4511 receives an

25 EKB request from the EKB requester 4520, the key



5 center (KDC) 4511 requests those two top-level category entities
(TLCE' s) 4530 to issue their sub-EKB s. Upon receiving the sub-EKB
request, each top-level category entity (TLCE) 4530 produces a sub- EKB
that can be used by an authorized device within the category tree to
acquire the 10 'root key and transmts the resultant sub-EKB to the key!
distribution center (KDC) 4511. On the basis of the one or nore sub-EKB's
received fromthe TLCE s the key distribution center (KDC) 4511 produces
an EKB. The process of producing #+hk2EKB on the basis of the sub-EKB s
will be described in 15 detail later. The top-level category entities
(TLCE s) 4530, as with the EKB requesters 4520, can acquire the EKB type

(TLCE's) 4530, as . | re the |
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tree Shggggiggc't&?ﬁleggheESQeQBQ?]E?@eki5%he'ﬁe§ afserybateon tree managed
by the top-1evel category entily (TLCE) 4530 1s renewed, the top-Ievel

cat egor yeaRkirt YkDEHCh 1453888888 BnbsBewab tBpLibieat baBegoryhe key
di stribution center (KDC) 4%11. The
entities (TLCE's) 4530 to issue their sub-EKB's. Upon
receiving the sub-EKB request, each top-level category
entity (TLCE) 4530 produces a sub-EKB that can be used by an
authorized device within the category tree to acquire the

10 ‘'root key and transmits the resultant sub-EKB to ‘the key:
distribution center (KDC) 4511. On the basis of the one or
more sub-EKB's received from the TLCE's the key distribution
center (KDC) 4511 produces an EKB. The process of producing
the EKB on the basis of the sub-EKB's will be desaribed in

15 detail later.

The top-level category entities (TLCE's) 4530, as with
the EKB requesters 4520, can acquire the EKB type definition
list by sending a request for it to the key distribution
center (KDC) 4511.

20 Each top-level category entity (TLCE) 4530 can also
request the key distribution center (KDC) 4511 to delete EKB
type definition data associated with the top-level category
entity (TLCE) 4530 from the EKB type definition list. For
example, the delete request may specify that an EKB type

25 defined as can be shared by another category tree should be



5 detail ed process thereof will be described |ater with reference to a
flow chart. The device manufacturers 4550 can be classified into two
types. Device manufacturers of one type are DNKE device manufacturers 4551
whi ch produce devices in which both a 10 "devi ce node key (DNK) set and an
EKB are stored. Device manufacturers of the other type are DNK device
manuf acturers 4552 which produce devices in which only a device node key
(DNK) set is stored. Fig. 48 illustrates, in the formof a bock diagram

15 exanpl es of configurations of the IRy distribution center (KDC), the
EKB request, and the top-level category entity (TLCE) shown in Fig. 47.
The key distribution center (KDC), the EKB requester, and the top-Ievel
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aut hent i §a¢d Pled S |1 Her &8 O WY i cAibdd iRty JRIPTY of the
reference to a flow chart.

The device manufacturers 4550 can be classified into
two types. Device manufacturers of one type are DNKE device
manufacturers 4551 which produce devices in which ‘both a

10 “device node key (DNK) set and an EKB are stored. Device
manufacturers of the other type are DNK device manufacturers
4552 which produce devices in which only a device node key
(DNK) set is stored. |

Fig. 48 illustrates, in the form of a bock diagram,:

15 examples of configurations of the key distribution center
(KDC), the EKB request, and the top-level category entity
(TLCE) shown in Fig. 47. The key distribution center (KDC),
the EKB requester, and the top-level category entity (TLCE)
are information processing apparatuses having an encrypted-

20 data communication capability, which are constructed so as
to serve as an EKB distribute apparatus, an EKB requesting
apparatus, and a.category tree management apparatus.

The information processing apparatus of each entity
includes a cryptographic unit responsible for general

25 cryptographic process in mutual authentication with another



5 cryptographic. unit serves to store data such as key data and

I dentification data needed in various processed such as nutual

aut henti cati on, encryption, and decryption. The identification data is
used, for exanple, in nutual authentication with another entity. 10 An
encryption/decryption unit perfornms, in data transm ssion using key data
stored in the internal nenory, authentication, encryption, decryption,
data verification, and random nunber generation. As for the information
processi ng apparatus serving as .151the-EKB requester, it nmay al so be
configured such that a key is not generated by the EKB requester. In this
case, conponents used to generate the key, such as a random nunber

tor,, . . ._Mor, ifigally, i wh th
Pn or @i 0 GREG i, G MM CARITY e & 23 Yk B o SO gener at s
t key..ta be incluyd in. KB d ts t K | stributi
center taejuliersa ot Ble vhiF 25T gfilas ERetredd 38 e f nf or mat on
[ {. tQ i | t] th t key.
Fovever Cp B pBterd ARRSHIR RN Vot ae AT e e b serving as
the KB ey pilon W AddiSath Kohn hitflersd lealdht) Wiedyien the EKB, “but

requests key distribut cen the root key and

further i doiic Hify Menilis'ed bR oreoludtay sichluEeqely dalte by
istributiron “center (KDC), the information processing apparatus does not

identification data needed in various processed such as
mutual authentication, encryption, and decryption. The
identification data is used, for example, in mutual
authentication with another entity.

10 " An encryption/decryption unit performs, in data
transmission using key data stored in the internal memory,
authentication, encryption, decryption, data verification,
and random number generation.

As for the information processing apparatus serving as

.15 the EKB requester, it may also be configured such that a key
is not generated by the EKB requester. In this case,
components used to generate the key, such as a random number
generator, are not necessary. More specifically, in a case
where the information processing apparatus serving as the

20 EKB requester generates a root key to be included in an EKB
and requests the key distribution center to generate the EKB
so as to include the root key, the information processing
apparatus has to include means for generating the root key.

However, in a case where the information processing

25 apparatus serving as the EKB does not produce the root key



5 need to include conmponents such as the random nunber generator used to
produce the key. Because information such as an encryption key is stored

in the internal menory of the cryptographic unit, the internal nenory
shoul d be constructed such that an 10 unaut hori zed access to the nenory is
prevented. More specifically, the cryptographic unit is configured using
an anti-tanper nenory forned of a sem conductor chip or the like so as to
be protected froman external access. Each entity includes, in addition to
the cryptographic 15 unit describedl@Bove, a CPU (Central Processing
Unit), a RAM (Random Access Menory), a ROM (Read only nenory), an input
unit, a display unit, a database interface, and a database. The CPU

Cent r alyPn ' I3ty hﬁﬁﬁ?@@qy N&gpr-) ts ROM
ERead mﬁd;%e?nqﬁy%%égprﬁﬁa t%é?édr%tb;r ol syst rﬁsgg?ﬂ% en itdg/ﬁ'.s’tfﬁ%%%l s used
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ROMis used to store a starting program exécuted by the abase
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managed by the entifﬁ. For 25 e%%%%ie, in ?ﬁg key di'stribution center

(KDC), mamgangKDe) ,12%he daiforaetdomipaddsistns appd riafilss jeed hde EKB type
definition list are stored in its database. In the case of the top-Ievel
cat egor yesnt ittoy iE1GHE compageis stiztha asatiecirainedniinudmbéavi ces bel ongi ng
to the category tree, such
generator used to produce the key.
Because information such as an encryption key is stored
in the internal memory of the cryptographic unit, the
internal memory should be constructed such that an
10 unauthorized access to the memory is prevented. More
specifically, the cryptographic unit is configured using an
anti-tamper memory formed of a semiconductor chip or the
like so as to be proteéted from an external access.
Each entity includes, in addition to the cryptographic
15 unit described above, a CPU (Central Processing Unit), a RAM
(Random Access Memory), a ROM (Read Only Memory), an input
unit, a display unit, a database interface, and a database.
The CPU (Central Processing Unit), the RAM (Random
Access Memory), and the ROM (Read Only Memory) form a
20 control system of the entity. The RAM is used a main memory
used by the CPU as a work area in various processes. The
ROM is used to store a starting program executed by the CPU.
The database or storage means of each information

processing apparatus stores data managed by the entity. For

25 example, in the key distribution center (KDC), management



5 as data indicating correspondence between the devices nmanaged by the
TLCE and the device node key (DNK) sets, is stored in the database. In the
EKB requester, the database stores managenent data indicating the ‘
correspondence between contents provided by the EKB requester and the
EKB's used 10 for the contents and nanagenent data indicating the devices
to which the contents are provided. It is desirable that the EKB type
definition list be stored in an accessible manner also in the information
processi ng apparatuses serving as-hN@9EkB requester and the top-Ievel
category 15 entity (TLCE). Alternatively, the EKB type definition list may
be stored at a Wb site that is managed by the key distribution center
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managed by the TLCE and the device node key (DNK) sets, is
stored in the database. In the EKB requester, the database
stores management data indicating the correspondence between

. contents provided by the EKB requester and the EKB's used
10 -for the contents and management data indicating the devices
to which the contents are provided. It is desirable that
the EKB type definition 1ist be stored in an accessible
manner -also in the information processing apparatuses
serving as the EKB requester and the top-level category
15 entity (TLCE). Alternatively, the EKB type definition list
may be stored at a Web site that is managed by the key
distributioh center (KDC) and that can be accessed by the
EKB requester and the top-level category entity (TLCE).
As described earlier, devices use a device node key
20 (DNK) set when processing (decrypting) an EKB. An example
of a device node key (DNK) set stored in a device is
described below with reference to Fig. 49. In Fig. 49, a
tree nodes a category tree, in which leaves related to

devices are disposed at the bottom. For example, the tree

25 may be that managed by a top-level category entity (TLCE).



5 These keys are held as a device node key (.DNK) set in the device so
that an EKB can be decrypted using the device node key (DNK) set.
Basically, each device is assigned to one |eaf such that there is no
overlap. 10 However, in an exceptional case in which software prograns
such as PC prograns are related to |l eaves, a version of software package
may be assigned to all | eaves. The assignnent of devices is determ ned by
the TLCE. That 1is, the TLCE determ nes which device is assigned to which
15 | eaf, and which node keys are assilgfled to which device. The top-Ievel
category entity (TLCE) nmay be a device supplier (manufacturers). In this
case, the top-level category entity (TLCE) may supply (sell) a device

after shoy id&&e&ogef{ggﬁe{]qge gg\?ﬁlﬁﬂu@ 3t oRfeitkee NMaviitg lah 1S 20

possi bl e to suppl evice such as a recording/reproducing
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tree have been stored as a device nodé key (DNK) set. (EKB type definition
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described. I'n a case where an EKB for comon use by a plurality of
cat egor ik H Fricks 4dé dedicd To lah hd ghege 1ekveilg alshehicwmuds F{g.camg be

process by devices belonging to different category trees., there is a
posskbi liHesd alyss@i® held as a device node key (DNK) set in the
- device so that an EKB can be decrypted using the device node
key (DNK) set.
Basically, each device is assigned to one leaf such
-that there is no overlap.

10 -~ - However, in an exceptional case in which software
programs such as PC programs are related to leaves, a
version of software package may be assigned to all leaves.
The assignment of devices is determined by the TLCE. That
is, the TLCE determines which device is assigned to which

15 leaf, and which node keys are assigned to which device.

" The top-level category entity (TLCE) may be a device
supplier (manufacturers). In this case, the top-level
category entity (TLCE) may supply (sell) a device after
storing a device node key (DNK) set therein. That is, it is

20 possible to supply (sell) a device such as a
recording/reproducing apparatus including a memory in which
node keys of a specific category tree have been stored as a
device node key (DNK) set.

(EKB type definition list)

25 Distribution of an EKB on a category basis has already



5 problens occur. For exanple, let us assunme herein that two different
conpanies A and B have a license of a format of a rewitable nedium
(storage nediun) such as a portable flash nenory; a nanufacturer having a
| i cense of a nedium (portable flash 10 nmenory) is an entity of a top |evel
category; and category trees managed by conpanies A and B, respectively,
exist at a level below the top-level category. Let us further assune
that, in order that devices of conpanies A and B be conpatible with each
ot her and can use various contents_ip3i5_.common, an EKB that can be
processed (decrypted) by devices belonging to any one of the category
trees of conpanies A and B is produced and distributed by the key
distrib;tlon cent (KDQ). In such a situation, if secrecy of a device
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EKB has " “Bbéen produce ch™t
catqgoaé ngﬁsaﬁggﬁkated wi th conpanies A and B, revocation should be
erfor not on or the category tree

For example, let us assume herein that two different
companies A and B have a license of a format of a rewritable
medium (storage medium) such as a portable flash memory; a

manufacturer having a license of a medium (portable flash

10 ‘memory) is an entity of a top level cateqgory; and category
trees managed by companies A and B, respectively, exist at a
level below the top-level category. Let us further assume
that, in order that devices of companies A and B be
“compatible with each other and can use various contents in
15 common, an EKB that can be processed (decrypted) by devices
belonging to any one of the category trees of companies A
and B is produced and distributed by the key distribution
center (KDC).
In such a situation, if secrecy of a device node key
20 (DNK) set of one device belonging to a category tree managed
by the company A is broken, there is a possibility that all
already-distributed contents, which can be used by devices
of both companies A and B by using that device node key

(DNK) set, may be used in an unauthorized manner. To

25 prevent such unauthorized use, it is needed to renew the EKB




5 associated wth conmpany A but for both categories associated wth
conpani es A and B. As described above, in the case where an EKB i s
distributed such that it can be used in coormon by a plurality of category
trees, renewal of the EKB and 10 revocati on should be performed not only
for one category tree but for all category trees that use in comon the
EKB. As a result, conpany B is influenced by a category tree other than
the category tree managed by conpany B. This "results in an increase in
conpl exity of managenent process. _1pzhleLein, a technique of solving the
above problemis disclosed below That is, the right of giving perm ssion
of issuing an EKB usable in common by a plurality of categories is
granted to the respective category entities that nanage the categories.

I ssui ng fOF SVOERKioH:. cHeweverse ins thdspenseyt bgcoyisen tdet EKR baby when the
entity can accept a _risk of a problem which may occur in devices of a
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EKB. In this tho rio I nds. of EKB' s are produced and used.
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with companies A and B.

As described above, in the case where an EKB is
distributed such that it can be used in common by a
plurality of category trees, renewal of the EKB and

10 - ~revocation should be performed not only for one category
"tree but for all category trees that use in' common the EKB.
As a result, company B is influenced by a category tree
-other than the category tree managed by company B. This
~results in an increase in complexity of management process.
15 Herein, a technique of solving the above problem is
disclosed below. That is, the right of giving permission of
issuing an EKB usable in common by a plurality of categories
is granted to the respective category entities that manage
the categories. 1Issuing of an EKB for common use is
20 permitted by an entity only when the entity can accept a
risk of a problem which may occur in devices of a category
of an entity as a result of occurrence of a problem in a
device belonging to another category. However, in a case

where the entity cannot accept the risk, the entity does not

25 permit issue or use of a common EKB.



5 that can be processed only by a single category tree. An EKB type
definition list is used to describe such various types of EKB s in the
formof alist. Fig. 50 shows an exanple of an EKB type definition list."
The EKB type definition list is stored and managed by the key 10
,distribution center (KDC). The EKB type definition |list is provided to,
or can be accessed by, EKB requesters or TLCE's, as required. As shown in
Fig. 50, the EKB type definition list -includes fields of "EKB type

i dentification nunber”, "node", 15 g@% "description". The "EKB type

i dentification nunber” is a nunber identifying a specific one of various
EKB's |listed in the EKB type definition list. If the identification
nunber is different, then the category tree or the conbination of category
trees that allnowddst merhodesvarious2kibdB lodc 8B 'di fafrer produtled andde”
field is used to describe the top-node ID of category trees to which a
speci fi 15KB cdiPhexanilied. arFdiKB dahfie sy am BN Wrataicak®de ype
identification nunber of 1, the top-node ID of a category tree associ ated
with an BOCES gak i (v W Qi thzee cataaary dreaefo &thér gkeREeT or an EKB -
134 of a row of_ an EKB type identificatiqon nunber of 3, the top- node ID
of the CHVRFF Ph A Cithess MYt e tey MK mAY & uchy i B8

top-pode I D of a . category associ,ated with a_ PHS are assi gned.
P Q that can be proc sseé;only(%y a J}ngle category té%e. An

EKB type definition list is used to describe such various
types of EKB's in the form of a list. Fig. 50 shows an
example of an EKB type definition list. The EKB type
definition list is stored and managed by the key

10 : ~distribution center (KDC). The EKB type definition list is
provided to, or can be accessed by, EKB requesters or TLCE's,
as required.

As shown in Fig. 50, the EKB type definition list

‘includes fields of "EKB type identification number", “node";
15 and "description". The "EKB type identification number" is
a number identifying a specific one of various EKB's listed
in the EKB type definition list. If the identification
number is different, then the category tree or the
combination of category trees that allowed to process the
20 EKB become different.

The "node" field is used to describe the top-node ID of
category trees to which a specific EKB can be applied. For
example, for an EKB of an EKB type identification number of
1, the top-node ID of a category tree associated with an MS

25 (Memory Stick) is assigned. On the other hand, for an EKB



5 The field of "description” is used to store descriptions of various
types EKB's listed in the EKB type definition |ist. For exanple, the data
in the "description" field for the EKB of the EKB type identification ‘
nunber of 1 indicates that this EKBis for the M5 (Menory Stick), and 10
the data in the "description"” field for the EKB of the EKB type

I dentification nunber of 3 indicates that this EKB can be used in common
by category trees of the Ms (Menory Stick) and the PHS. The EKB type
definition list shown in Fig. 50 i s 184nmanaged by the key distribution
center (KDC). An entity such as a content provider, which is going to
distribute encrypted data such as an encrypted key or an encrypted

SO e RS MREG IS Exh KPhd NAertAT DA HiiBioDbr B OEpRS kBB A0 B

selects, fromthe EKB type _ I st shown in Fig. X EKB type
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is going to be supplied. ontent provider then requests the key
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EKB type identification nunber. 25 Wen various types of EKB' s are
regi st emperd iarel A@sil§Red. 135 type definition list, registration should be
performed with the approval of the top-level category entities (TLCE s) of
t he sat egor yTheegield b€ rdgssrtpedonthen, ubed emaspbee TLCE-A of the
category tree refused i ssue of an EKB shared
descriptions of various types EKB's listed in the EKB type
definition list. For example, the data in the "description"
field for the EKB of the EKB type identification number of 1
. indicates that this EKB is for the MS (Memory Stick), and
10 ‘the data in the "description" field for the EKB of the EKB
type identification number of 3 indicates that this EKB can
be used in common by category trees of the MS (Memory Stick)
and the PHS.
The EKB type definition list shown in Fig. 50 is
15 managed by the key distribution center (KDC). An entity
such as a content provider, which is going to distribute
encrypted data such as an encrypted key or an encrypted
content encrypted using a key that can be extracted by
processing the EKB, selects, from the EKB type definition
20 1list shown in Fig. 50, an EKB type that can be processed by
a category including devices to which the content is going
to be supplied. The content provider then requests the key
distribution center (KDC) to pfoduce an EKB specified by the

corresponding EKB type identification number.

25 When various types of EKB's are registered in the EKB



5 by another category, an EKB type that is shared by the category tree A
and said another category is not registered in the EKB type definition
list. In a case where all TLCE-A of the category tree A, TLCE-B of the
category tree B, and TLCE-C of the category 10 ""tree C, have approved
I ssue of an EKB for common use, an EKB type that can be process in conmon
by those three category trees is registered in the EKB type definition
list. Thereafter, a content provider .can specify the EKB type
.'identification nunber assigned tojghat EKB type and can 15 request the
key distribution center (KDC) to issue a corresponding EKB. That is, in
order to register a new EKB type and a correspondi ng EKB type
identification nunber in the EKB type definition list, the follow ng
pr ocess typer dgfiindd iopo Lisk , Aregistrad iophsdeudsh Bge PexfoFBedeWitd| ating to
an EKB type having an EKB type_identification nunber to be registered,
send anthieBappyeviadgiodt the $APrdgVedt catogRa Yk 8nt 1giies, i(FMCESS ) ceht er
(KDC). (2) The key distribution center (KDC) confirns that the 25 EKB type
r egi st r #ieoFategosst $ 1985 thebf KLEIISFEF Cr-omWRen /- IP¥s ©X@8B1eavel cat egory
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category tree A and said another category is not registered
in the EKB type definition list.

In a case where all TLCE-A of the category tree A,
TLCE-B of the category tree B, and TLCE-C of the category

10 “tree C, have approved issue of an EKB for common use, an EKB
type that can be process in common by those three category
trees is registered in the EKB type definition list.
Thereafter, a content provider can specify the EKB type

“identification number assigned to that EKB type and can

15 request the key distribution center (KDC) to issue a
corresponding EKB.

That is, in order to register a new EKB type and a
corresponding EKB type identification number in the EKB type
definition list, the following process is required.

20 (1) All TLCE's, which manage categoriés relating to an
EKB type having an EKB type identification number to be
registered, send an EKB type registration request to the key
distribution center (KDC) .

(2) The key distribution center (KDC) confirms that the

25 EKB type registration requests have been received from all



5 for the EKB type and adds it to the EKB type definition list. (3) The
key distribution center (KDC) sends an EKB type definition |list renewal
notification to all TLCE s and EKB requesters to notify that the EKB type
definition list has been renewed. 10 The EKB type definition list is
.opened for use by all TLCE s and EKB requesters by sending it to al

TLCE s and EKB requesters or by putting it at a Wb site. Thus, TLCE' s

and EKB requesters can acquire EKB type information described in the
newest EKB type definition list. 15 {BEB-type registration) A process
performed by the key distribution center (KDC) before registering a new
EKB type in the EKB type definition list is described below w th reference

to Fig. ¢ -1eEAer18fc,attc?@gsxg%n@ﬁg@;tﬁgght@g'%%nto%r c(a'@glngf%iie\égs wh1chB 20

type regiStration re from at ‘'wants to-redister a new EKB

type (SiQh) pEapEEBtoyRe BRY o *hleORKBeYYPe! refu@Prlle +fLEk i ncl udes a
description of the nunber of categories that should be able to use in

comon by iBRried. baried ther ednfikfake¥ndi thiel Reéli A1s€21bak i6KDC)
determ nes 25 whether as many simlar EKB type registration requests as -

137 t heenttelyer Kol ))Ccdefdaeisea #ewCEKBedype tdentdgyiestibavaukeer received
fromTLCE s (S102). If and only if as nany EKB type registration requests

as the moxbeheoEKBatgper addl adedscriitbed ithet BB egpesdelfanetheaniieeeci ved
from TLCE' s, the
(3) The key distribution center (KDC) sends an EKB type

definition list renewal notification to all TLCE's and EKB
requesters to notify that the EKB type definition list has
been renewed.

10 The EKB type definition list is opened for use by all
TLCE's and EKB requesters by sending it to all TLCE's and
EKB requesters or by putting it at a Web site. Thus, TLCE's
and EKB requesters can acquire EKB type information

" described in the newest EKB type definition list.
15 (EKB type registration)
A process performed by the key distribution center

(KDC) before registering a new EKB type in the EKB type
definition list is described below with reference to Fig. 51.
First, the key distribution center (KDC) receives an EKB

20 type registration request from a TLCE that wants to register
a new EKB type (S101). The EKB type registration request
from the TLCE includes a description of the number of
categories that should be able to use in common the EKB to

be registered. The key distribution center (KDC) determines

25 whether as many similar EKB type registration requests as



5 key distribution center (KDC) registers the new EKB type in the EKB type
definition list in accordance with the request. The key distribution
center (KDC) perforns a list renewal process and issues a list renewal
notification (S103). The renewal notification is sent to all TLCE s and
EKB 10 requesters. As descried above, the key distribution center (KDC)
perfornms registration of a new EKB type identifier into the EKB type
definition list only when approval of the ..registration has been obtained
fromall category entities 15 whichjiagnage the category trees specified as
category trees which should be able to process the EKB type to be

regi stered. In the above process, nmutual authentication and encryption of
transm ssion data are perforned, as required, .20 in comrunication between

the key Wh&smumhgy &f sgorigsCdestr HRade i Shepmsquasifedragies been
Ver 1 CHECHV Ry A JLE oG I RTL SR e AR, KB | on or
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(TLGE) key distribution center (KDC) registers the new EKB type in
the EKB type definition list in accordance with the request.
The key distribution center (KDC) performs a list renewal
process and issues a list renewal notification (S103). The
renewal notification is sent to all TLCE's and EKB
10 requesters. -
As descried above, the key distribution center (KDC)
performs registration of a new EKB type identifier into the
EKB type definition list only when approval of the
~ registration has been obtained from all category entities
15 which manage the category trees specified as category trees
which should be able to process the EKB type to be
registered.
In the above process, mutual authentication and
encryption of transmission data are performed, as required,
20 in communication between the key distribution center (KDC)
and TLCE's or EKB requesters. Furthermore, encryption of
other messages, writing of signatqre, and data verification
may also be performed. In a case where authentication or

cryptographic communication is performed using the public

25 key cryptographic technology, it is required that entities



5 issues a request for revocation of EKB types associated with the
category to the key distribution center  (KDC). Furthernore, when a certain
service is going to be termnated or when there is sone reason, the
top-level category entity (TLCE) may i ssue a request for revocation of 10
can EKB type fromthe present registration to the KDC. The process of
revocation of an EKB type is described belowwth reference to a flow
chart shown in Fig. 52. First, the key distribution center (KDC) receives
an EKB type revocation request framagTLCE that wants to revoke an 15 EKB
type (S201). If the key distribution center (KDC) receives the EKB type
revocation request fromthe TLCE, the Kkey distribution center (KDC
confirms that the issuer, of the request is the TLCE that nanages the

cat egor PlE&sly dave thelr PwblaggkeySe requested to be revoked. After 20
confirmation, the key distribution center (KDC) revokes, fromthe EKB type
def i ni ti(&eVioc&tiomofeg® &RFe tYRFInti ficati on nunber corresponding to the
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the category to the key distribution center (KDC).
Furthermore, when a certain service is going to be
terminated or when there is some reason, the top-level
category entity (TLCE) may issue a request for revocation of
10 < an EKB type from the present registration to the KDC.
The process of revocation of an EKB type is described -
below with reference to a flow chart shown in Fig. 52.
First, the key distribution center (KDC) receives an EKB
» type revocation request from a TLCE that wants to revoke an
15 EKB type (S201). If the key distribution center (KDC)
receives the EKB type revocation request from the TLCE, the
key distribution center (KDC) confirms that the issuer of
the request is the TLCE that manages the category associated
with the EKB.type requested to be revoked. After
20 confirmation, the key.distribution center (KDC) revokes,
from the EKB type definition list, the EKB type
identification number corresponding to the EKB type
specified by the EKB type revocation request, and performs

renewal of the EKB type definition list. Thereafter, the

25 key distribution center (KDC) issues a list renewal



5 the EKB type definition list, if and only if a revocation request is
received fromat | east one of category ‘entities nmanagi ng one or nore
category trees selected as category trees that can be processed on the
basis of an EKB type requested to be revoked. In this case, approval or
the 10 'other category entities is not needed. In the above process, mnutual
aut hentication and encryption of transm ssion data are perforned, as
required, in comrunication between the key distribution center (KDC) and
TLCE' s or EKB requesters. Furthernoregggencryption of 15 other nessages,
witing of signature, and data verification may also be perfornmed. In a
case where authentication or cryptographic comunication is perforned
using the public, key cryptographic technology, it . is required that
enmies\ot&frl@éwona&éwﬁéi-r Bis rengwad n?@g-(fERBttl?Be igeFERALt £Bn | st
renewal tification) For exanpl in a case where, in a certain category

tree, Fﬁg TEéEE&ﬁnQQanKPh§FqB§F§66Fy tree has performed some process
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request is received from at least one of categqgory entities
managing one or more category trees selected as category
trees that can be processed on the basis of an EKB type
requested to be revoked. In this case, approval or the
10 "other category entities is not needed.
In the above process, mutual authentication and
encryption of transmission data are performed, as required,
in communication between the key distribution center (KDC)
“ and TLCE's or EKB requesters. Furthermore, encryption of
15 other messages, writing of signature, and data verification
may. also be performed. In a case where authentication or
cryptographic communication is performed using the public
key cryptographic technology, it is required that entities
already have their public keys.
20 (EKB type definition list renewal notification)
For example, in a case where, in a certain category
tree, the TLCE managing that category tree has performed
some process resulting in a change in the state of the tree,

such as revocation of a device or a change in a device node

25 key (DNK) set stored in a certain device into another device



5 notification of the revocation is not sent, a content provider (CP) may
use an old EKB in transm ssion of an encrypted content. The old EKB can be
processed (decrypted) even by the revoked device, and thus there is a
possibility that unauthorized use of the content is continued. In a 10
''case where a device node key (DNK) set has been renewed, the old DNK
replaced with the new one is usually discarded and a device has the new
DNK. However, if a content provider does not use an EKB in which the new
DNK is reflected, a device '"' havingiabe-new DNK cannot process (decrypt)
the EKB and thus 15 cannot access the content. To avoid such a problem a
TLCE has to send a tree change notification to the key di stribution center

(KDC) when one of chan es desc d beI m/oc ¢y ange in a tag part
of an ERBISe €y hO¥K)nS g?p ﬁg l&% E gvice * A change in
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revogation jQ; RNK o e%%w%hehQ%v%%%QlBﬁr iQr 1Y sent, a content
provider (CP) may use an old EKB in transmission of an
encrypted content. The old EKB can be processed (decrypted)
even by the revoked device, and thus there is a possibility
that unauthorized use of the content is continued. 1In a
10 * case where a device node key (DNK) set has been renewed, the
old DNK replaced with the new one is usually discarded and a
device has the new DNK. However, if a content provider does
not use an EKB in which the new DNK is reflected, a device
" having the new DNK cannot process (decrypt) the EKB and thus
15 cannot access the content.

To avoid such a problem, a TLCE has to send a tree
change notification to the key distribution center (KDC)
when one of changes described below occurs.

* A change in a tag part of an EKB performed in

20 response to revocation of a device

* A change in a value of a DNK set stored in at least
one device, performed in response to renewal of a device
node key (DNK) set

The tree change notification includes information

25 indicating an EKB type identification number to be changed



5 The process of EKB type definition list renewal notification is

descri bed below with reference to a flow chart shown in Fig. 53. First,
the key distribution center (KDC) receives a tree change notification from
a TLCE (S301). Upon receiving the tree change notification fromthe TLCE,
10 the key distribution center (KDC) extracts an EKB type identification
nunber associated with the category fromthe EKB type definition |list, and
sends an EKB type definition 1list renewal notification to all TLCE s and
EKB requesters to notify what kind gfgjchange (revocation or DNK 15

repl acenent) has occurred and which EKB type identification nunber is

I nfl uenced by the change. In the above process,. nmnutual authentication and

encryption @{Ftransm' ssion_data ar e,EB_te'{f,orned, as required, in
communi cHR i HettearPe refddi t i ik ishn i PHE QEbatelon Kivdicatdrg @' s or EKB
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notification is described below with reference to a flow
chart shown in Fig. 53. First, the key distribution center
(KDC) receives a tree change notification from a TLCE (S301).
Upon receiving the tree change notification from the TLCE,
10 - the key distribution center (KDC) extracts an EKB type
identification number associated with the category from the
EKB type definition list, and sends an EKB type definition
list renewal notification to all TLCE's and EKB requesters
to notify what kind of change (revocation or DNK
15 replacement) has occurred and which EKB type identification
number is influenced by the change. 1In the above process, .
mutual authentication and encryption of transmission data
are performed, as required, in communication between the key
distribution center (KDC) and TLCE's or EKB requesters.
20 Furthermore, encryption of other messages, writing of
signature, and data verification may also be performed. 1In
a case where authentication or cryptographic communication
is performed using the public key cryptographic technology,
it is required that entities already have their public keys.

25 (EKB type definition list request)



5 the EKB type definition list to the key distribution center (KDC). In
response to the request, the key distribution center (KDC) returns the
newest version of EKB type definition list to the requester. The EKB typeé
definition list request process is 10 described below with reference to a
flow chart shown in Fig. 54. First, the key distribution center (KDC)
receives an EKB type definition |ist froma TLCE, a sub-category entity,
or an EKB requester (S401). Upon receiving the EKB type definition list,
the key distribution center (KDC) exifdcts 15 the newest version of EKB
type definition list and transmts it to the entity which has issued the
request. In the above process, nutual authentication and encryption of

transm ssi Onxﬂasﬁdafeteeaﬁeagﬁda A8wb8EULEREiohNof CRREVBLEAL I on between the
key distribution center (KDC) and 20 TLCE' s, sub-category entities, or EKB

request geFiniftionNariER;,ea op-MRiedN categbhy MRILFIQTLCENI,t BNGusL
signature, and data verification may al so be perforned. In a case where

aut hent icadlegeiryolentityt qSCE)hiot he@MhainC &hieOTLCES ber har RS usi ng the
public key cryptographic technology, 25 it is required that entities
al r eady regnestlesi sughblaisCc akepaitentlpovidesumagf sendEKBredneEkKBfog i ssued
in response to an EKB request received froman EKB requester. Specific
exanpl exhef EREBtypeudetfand tiane llistt ¢d hhleokey distribution center
(KDC). 1In response to the request, the key distribution
center (KDC) returns the newest version of EKB type
definition list to the requester.
The EKB type definition list request process is
10 - described below with reference to a flow chart shown in Fig.
54. First, the key distribution center (KDC) receives an
EKB type definition list from a TLCE, a sub-category entity,
or an EKB requester (S401). Upon receiving the EKB type
. definition list, the key distribution center (KDC) extracts
15 ' the newest version of EKB type definition list and transmits
it to the entity which has issued the request. 1In the above
process, mutual éuthentication and encryption of
transmission data are performed, as required, in
communication between the key distribution center (KDC) and
20 TLCE's, sub-category entities, or EKB requesters.
Furthermore, encryption of other messages, writing of
signature, and data verification may also be performed. In
a case where authentication or cryptographic communication

is performed using the public key cryptographic technology,

25 it is required that entities already have their public keys.



5 [a] Content provider (CP) that provides a content- stored nedi um such as
a CD or DVD [b] Content provider that provides el ectronic content
distribution (ECD) service [c] Holder of a storage systemformat 10 ' That
is, the EKB requester is an entity that provides a service, a nedium or a
device in which a content or a format can be used by acquiring a key by
decrypting an EKB. The storage system format hol ders described in [c] can
be classified into two types as descri bed bel ow. 15 [cl] Fornmat hol der that
provides an acquired EKB to a manw adtdurers of a storage nedi um accordi ng
to aformat in which the EKB is stored into the storage nediumwhen it is
produced. [c2] Format hol der that provides an acquired EKB to a 20

manuf acturers of_a r di ng device according to a format in which the EKB
i s stordd D e %)di ng device when it is produced. The EKB issue

BB T oquest ofTS IR 48 °BNetert? prodrter Co1d BKBORsabesE F6RRAREIey (o
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[a] a cotent; Ay iglfoWk CP) that provides a content-
5 [a] Content provider (CP) that provides a content-
stored medium such as a CD or DVD
[b] Content provider that provides electronic content
distribution (ECD) service
[c] Holder of a storage system format

10 - That is, the EKB requester is an entity that provides a
service, a medium, or a device in which a content or a
format can be used by acquiring a key by decrypting an EKB.

The storage system format holders described in [c] can
be classified into two types as described below.

15 [cl] Format holder that provides an acquired EKB to a -
manufacturers of a storage medium according to a format in
which the EKB is stored into the storage medium when it is
produced.

[c2] Format holder that provides an acquired EKB to a

20 manufacturers of a recording device according to a format in
which the EKB is stored into the recording device when it is
produced.

The EKB issue process is described below.
(1) Production of a content key

25 First, an EKB requester such as a content provider



5 stored nmedi um such as a CD or DVD, or [b] a content provider that

provi des el ectronic content distribution (ECB) service, the produced
content key is used to protect the content stored on the nedium or protect
the content during the 10 electronic content distribution (ECD) service.
On the other hand, when the EKB requester is [cl] a fornat hol der that
provi des an acquired EKB to a nmanufacturers of a storage nedi um according
to a format in which the EKB is stored into the storage nmediumwhen it is
15 produced, the content key is used4s protect the content stored on the
medium In the case where the EKB requester is [c2] a fornmat hol der that
provi des an acquired EKB to 20 a nmanufacturers of a recording device
according to a format. in which the EKB,is stored gto t he ,recordi ng device

when |tir?§u5?%g%c%ﬂnt?%% ket EAt PR ST h%éﬁo?%u?ﬁ %%%tW*FQe%ontent st or ed
usin e recordin 25 Th
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EKB r equest 2 ¥bo can
[a] a content provider (CP) that provides a content-

5 stored medium such as a CD or DVD, or
[b] a content provider that provides'electronic
content distribution (ECD) service,
the produced content key is used to protect the content
stored on the medium or protect the content during the
10 ¢ electronic content distribution (ECD) service.
on the other hand, when the EKB requester is
[cl] a format holder that provides an acquired EKB to
a manufacturers of a storage medium according to a format in
which the EKB is stored into the storage medium when it is
15 produced,
the content key is used to protect the content stored on the
medium.
In the case where the EKB requester is
[c2] a format holder that provides an acquired EKB to
20 a manufacturers of a recording device according to a format
in which the EKB is stored into the recording device when it
is produced,
the content key is used to protect the content stored
using the recording device.

25 The mechanism, such as a cryptographic algorithm, of



5 extracted by decrypting the EKB. Alternatively, the root key may be
acquired fromthe key distribution center (KDC) 1instead of producing it.
The root key is used to protect (encrypt) the content key. The mechani sny
such as a cryptographic algorithm of protecting the content key using 10
the root key may be determned arbitrarily for each format. (3) Request
for issue of an EKB The EKB requester sends an EKB i ssue request to the key
.distribution center (KDC). The EKB issue request includes information
indicating 15 the root key and infLofrggtion specifying one of EKB type

I dentification nunbers registered in the EKB type definition list, to

I ndi cate a category including the device to which the root key is to be
transmtted using the EKB. On the basis of the EKB type definition |ist
stored PFoOtestingr &he sonteBtuRFINd: hBeERBNEERG LY MaY PEn the basis of

the EKB type .definition li st acquired froma site on a netwrk, the EKB
r equest &EtEIMdOLY éﬁLEREaF}§¥ g??o@?& ed kM@ a category including the

device t i ch seryvice _such a roviding of a content is to be provided.
. The EKB(%éggggggF%ﬂﬁgn°§eﬁd§°Pg ggythe key distribution center (KDC) an EKB
| Sssue request,.- i | | tLo ecLlVyi t type
identificati%ﬁe %éﬁbg?aﬁéggég??%gégﬁggséIg%?ﬁdﬁék3£€§5e85?4 | ssue of EKB
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key may be acquired from the key distribution center (KDC)
instead of producing it. The root key is used to protect
(encrypt) the content key. The mechanism, such as. a
cryptographic algorithm, of protecting the content key using
10 * the root key may be determined arbitrarily for each format.
(3) Request for issue of an EKB
The EKB requester sends an EKB issue request to the key
~distribution center (KDC).
The EKB issue request includes information indicating
15 the root key and information speéifying one of EKB type
identification numbers registered in the EKB type definition
list, to indicate a category including the device to which
the root key is to be transmitted using the EKB. On the
basis of the EKB type definition list stored in the storage
20 medium of the EKB requester, or on the basis of the EKB type
definition list acquired from a site on a network, the EKB
requester selects an EKB type associated with a category
including the device to which service such as providing of a
content is to be provided. The EKB requester then sends to

25 the key distribution center (KDC) an EKB issue request



5 the EKB requester, the key distribution center (KDC) produces an EKB
such that the EKB includes the root key if the root key is not included in
the EKB i ssue request. However, if the EKB i ssue request does not include
the root key and if the EKB issue request includes a request for 10
production of the root key, the key distribution center (KDC) produces the
root key and further produces an EKB i ncluding the produced root key. The
resultant EKB is transmitted to the EKB requester. The EKB produced by the
key distribution center (KDC) 15 capghe.of a type that can be processed
only by a single category tree or of a type that can be processed by a
plurality of category trees. On the basis of the EKB type identification
nunber specified in the EKB i ssue request t he key distribute center (KDC)
ext r act $0¢ 1ustiago iy foomadion spegifiving: FhecEER Fype déentifdsatdannunber
that is, extracts the node described in the node field, corresponding to
the EKBRUHRET ddcicatdag dhengodected EEBe t¥RB -t ype definition list. In

t he node field, the tgp node I D of the <category is described. The entity

managi nd %hatls8¥€e§&r #XB5 can be known fromthis node ID. On the basis of
the node ID, _- 147 he key.distribyijion center (KDC)_ sends ub- EKB i ssue
request to tﬁ& ?8ﬁ9F598Fec§%gbo%§eeﬁ#?t§S§?Epﬁ?q§ﬁ§f ﬁﬁﬁﬁbﬁ%g Eﬁ%mcategory.
The $ubs BB 30 Yo ueBiey!, 'Y 150 aibRERbIRYLE" ckdkgal k)t he root key and
. produces an EKB such that the EKB includes the root key if
the root key is not included in the EKB issue request.
However, if the EKB issue request does not include the root
key and if the EKB issue request includes a request for
10 * production of the root key, the key distribution center
(KDC) produces the root key and further produces an EKB
including the produced root key. The resultant EKB is
transmitted to the EKB requester.
The EKB produced by the key distribution center (KDC)
15 can be of a type that can be processed only by a single
category tree or of a type that can be processed by a
plurality of category trees. On the basis of the EKB type
identification number specified in the EKB issue request,
the key distribute center (KDC) extracts a category
20 associated with the EKB type identification number, that is,
extracts the node described in the node field, corresponding
to the EKB type identification number, of the EKB type
definition list. 1In the node field, the top node ID of the

category is described. The entity managing that category

25 can be known from this node ID. On the basis of the node ID,



5 indicating the category. If the TLCE receives the sub-EKB i ssue request
fromthe key distribution center (KDC), the TLCE produces a sub-EKB such
t hat devi ces (non-revoked devices) within specified one or nore categorieés
can finally extract the root key fromthe 10" sub-EKB, and the TLCE
transmts the resultant sub-EKB to the key distribution center (KDC). The
sub- EKB produced by the top-level category entity (TLCE) has a data
structure simlar to that of a usual EKB (Fig. 6) except that the version
nunber and other 15 information for gk fication (version check value) are
not include. The algorithmof encrypting a higher-level node key or a
root key using a |l eaf key or a |lower-|level node key described in the
sub-EKB, the key length, and the node may be arbitrarily determ ned for
each TLGRE fkaymwistelidmbiamaemtenr@Rfdesands s ubEKBTHisSUeakes it
possible to enploy a particular security schene differently fromthe ot her
f or mat s. requRFafid e riaR-ilavell FREeIMRMBR Yl dTCH )nddrat pgmagesnpl e,
the triple-DES according to FIPS46-2 may be enployed as the default
encrypt i G AFFIHM s HHR-EER 1E5uS igaauests Wicdddashm i s enpl oyed i f
TLCE' s do not qbject, to - 148 it. In tq$ case, where each TLCE arbitrarily
det er i HEEAAAAAR. ARG LR dTe A% koY A0S, AEHRRTREAARen sub- EKB S
prodyced, by, different TLCE s are conbined together into a single EKB, each
(enchy praiqasine The, SAegP ™ o data wi th
If the TLCE receives the sub-EKB issue request from the
key distribution center (KDC), the TLCE produces a sub-EKB
such that devices (non-revoked devices) within specified one
or more categories can finally extract the root key from the
10 " sub-EKB, and the TLCE transmits the resultant sub-EKB to the
key distribution center (KDC).
The sub-~EKB produced by the top-level category entity
(TLCE) has a data structure similar to that of a usual EKB
(Fig. 6) except that the version number and other
15 . information for verification (version check value) are not
include. The algorithm of encrypting a higher-level node
key or a root key using a leaf key or a lower-level node key
described in the sub-EKB, the key length, and the mode may
be arbitrarily determined for each TLCE (format holder) that
20 produces the sub-EKB. This makes it possible to employ a
particular security scheme differently from the other
formats. A default encryption algorithm may be determined.
For example, the triple-DES according to FIPS46-2 may be
employed as the default encryption algorithm such that the

25 triple-DES algorithm is employed if TLCE's do not object to



5 a predetermined I ength such as 16 bytes so that the resultant conbined
EKB can be used by any device nanaged by any TLCE. By properly determ ning
the data format of the conbined EKB used in common in a plurality of ‘
category trees, it becones possible for any device in any category tree to
10 *. correctly determine the |ocation of the key data to be used. For
exanple, if each key data in the EKB is represented in 16 bytes, the
device can sequentially extract the correct Kkey data that can be processed
by the device, and can finally acquinggdhe root key. 15 That is, in
accordance with the data format of the conbi ned EKB produced from a
plurality of sub-EKB's, a plurality of key data are stored in fixed-Iength
data fields. Therefore, when sub enabling key bl ocks (sub-EKB s) having

di f f er emtt keyI M the |aRe Hhere afh JUGE drdidranily gletiartminez0 tiree
conbined into a single EKB, even if a plurality of encrypted key data of
sub- EKB SPGH¥P YN r%rﬁ&ilttm“ Ledimrkey  gngth hevherne aubp®KBdfs t he nodes or

| eaves in the key tree it is possible to correctly extract necessary key
data in P%Qlﬁ‘ﬂiaﬁ&’e diffenant (HGE Feane warhinghddgethesudmte 25 conbi ned

EKB may be distributed to users (devices), by nmeans - 149 of transm ssion
via a nét By | (FNFYPEDy &FY ifediawhiditamiigria Ketekmitd st or ed.

T e D S g Bt T e SYTIAES e v BB S
resultant combined EKB can be used by any device managed by
any TLCE. By properly determining the data format of the
combined EKB used in common in a plurality of cateqory trees,
it becomes possible for any device in any category tree to

10 =~ correctly determine the location of the key data to be used.
For example, if each key data in the EKB is represented in-
16 bytes, the device can sequentially extract the correct
key data that can be processed by the device, and can
finally acquire the root key.

15 That is, in accordance with the data format of the
combined EKB produced from a plurality of sub-EKB's, a
plurality of key data are stored in fixed-length data fields.
Therefore, when sub enabling key blocks (sub-EKB's) having
different key data lengths according to different algorithms

20 are combined into a single EKB, even if a plurality of
encrypted key data of sub-EKB's are rearranged in accordance
with the locations of the nodes or leaves in the key tree,
it is possible to correctly extract necessary key data in
accordance with the tags described in the EKB. Such a

25 combined EKB may be distributed to users (devices) by means



5 version nunber and verification information. The resultant conpleted EKB
is transmtted to the EKB requester. A'digital signature using the public
key cryptography may be witten by a certificate authority (CA) other than
the key distribution center (KDC). 10 The process of producing sub-EKB' s
and conmbining them into a single EKB is described with reference to Fig.
55. Fig. 55 shows a sub-EKB-(A), which is produced by a TLCE of a
category tree A (5100) in the process of producing a conbined EKB that can
be used in common by both category-1%48rees A (5100) and B (5200). The
sub-EKB- (A) is produced such that each device in the category tree A
(5100) can extract the root key Al t hough in the previous exanples, the

00! 416 IR WSS BN DY Bt sty Sl akpagestructure 1o

ssuned resent ex ur posé si np In Fig.

eac It r Qéé?h in the tree structure denotes a
tag (e, QTRHQ@{ In thiﬁgKé% Agﬂﬂﬂggkrl earlier (Figs. 26 and 27), e = 1
denot es t hat Thtehtﬁeyhaiséeaautilaﬂ Befit Qrdgﬁﬁé SaEQéfnbﬁ.QErSr' éoﬂslﬂééa 1=

25 1 denotes tha ere 1's no branc extending to left, and 1 = - 150 O
denot es i ls JHIHKE 1isS raddided foeneRdicd st @sl Qieh[ uired, 1an@eBQHQS athat there
I's no branch extending to right, and r = 0 denotes that there is a branch

ext endi R rled o Himber" A Ve rtiF 1Ra?dee inFOrHak-1B1E- ( Ahes ¥eButlbahtal |
completed EKB is transmitted to the EKB requester. A
digital signature using the public key cryptography may be
written by a certificate authority (CA) other than the key
distribution center (KDC).

10 The process of producing sub-EKB's and combining them
into a single EKB is described with reference to Fig. 55.
Fig. 55 shows a sub-EKB-(A), which is produced by a TLCE of
a category tree A (5100) in the process of producing a
combined EKB that can be used in common by both category

15 trees A (5100) and B (5200). The sub-EKB-(A) is produced
such that each device in the category tree A (5100) can
extract the root key. Although in the previous examples,
the root tree 5300 has an 8-level tree structure, a 2-level
tree structure is assumed in the present example for the

20 purpose of simplicity.

In Fig. 55, each underlined 3-digit number [XXX] in the
tree structure denotes a tag (e, 1, r) in the EKB. As

described earlier (Figs. 26 and 27), e = 1 denotes that

there is data, and e = 0 denotes that there is no data. 1

25 1 denotes that there is no branch extending to left, and 1




5 devices (leaves) in the category tree A (5100) shown in Fig. 55 can
extract the root key, the sub-EKB-(A) should include data produced by
encrypting the root key using a node key held in comon by all |eaves.
Each device has node keys in its path in the device node key (DNK) region
5120 of the 10 category tree A (5100) shown in Fig. 55. Therefore, if the
root key is encrypted using a node key at the top in the DNK region 5120,
then the resultant EKB satisfies the above requirenment. Thus, the TLCE of
the category tree A (5100) produces 138. -t he sub-EKB-(A) such that its tag
part consists of 101, 010, 000, 111, and 111, and its key part consists of
Enc(KO010, Kroot) and Enc(KO11l, Kroot). The TLCE of the category tree A

(5100) ?B@%%?;%%E%_%&%%@rtea% %”%}E}__ﬁﬁh( ?éc[tte‘?xdti*h% ey 1§‘%%5t ributhon center

(KDC) . pr oduce e egory “tree 5200) i§

describ | .Qw it h Lk ce ok Hals ro et he
sub- EKB- é‘)%%se%cﬁ:\fﬂtaﬁa}hgrﬁr g'gv?lgegljélnggv%%t%nﬁﬁtgﬂgbcg? ggr'yqygeg B (5200)

can ext ieridtes’ ¥atkPherd'§s AUBRHRH Breheuind kackydgrdata produced by

encrypting the 25 root key using a node key held”in comton by all |eaves. -

151 Each deyhcgrhag 88dprkaysei 8nkt suBakRBLOAY hgudBVEESLNQUE key (DNK)
regi on 5220 of the category tree B (5200) shown in Fig. 56, Therefore, if

the §ooldehAydss (QeaRaled nushed categdeykereedln (3@ 009p shBwhhénDiKgl, egi on
5220, then the resultant EKB

55 can extract the root key, the sub-EKB-(A) should include

data produced by encrypting the root key using a node key

held in common by all leaves. Each device has node keys in

its path in the device node key (DNK) region 5120 of the

10 - category tree A (5100) shown in Fig. 55. Therefore, if the
root key is encrypted using a node key at the top in the DNK
region 5120, then the resultant EKB satisfies the above

- requirement.
Thus, the TLCE of the category tree A (5100) produces

15. the sub-EKB-(A) such that its tag part consists of 101, 010,
000, 111, and 111, and its key part consists of Enc(K010,
Kroot) and Enc(K011l, Kroot). The TLCE of the category tree
A (5100) transmits the resultant sub-EKB-(A) to the key

- distribution center (KDC).

20 A sub-EKB-(B) produced by the category tree B (5200) is
described below with reference to Fig. 56. In order to
produce the sub-EKB-(B) such that all devices (leaves) in
the category tree B (5200) can extract the root key, the

sub-EKB-(B) should include data produced by encrypting the

25 root key using a node key held in common by all leaves.




5 satisfies the above requirenent. Thus, the TLCE of the category tree B
(5200) produces the sub-EKB-(B) such that its tag part consists of 110,
010, 000, 111, and 111, and its key part consists of Enc(K110, Kroot) and
Enc(K11l, Kroot). The TLCE of the category tree 10.: B (5200) transmits the
resul tant sub-EKB-(B) to the key distribution center (KDC). The key
distribution center (KDC) produces a conbined EKB fromthe sub-EKB-(A) and
t he sub- EKB- (B) produced by the respective TLCE s. The process of
produci ng the conbined 15 EKB is desggipbed below with reference to Fig. 57.
The conbined EKB is produced such that all devices belonging to the
category tree A (5100) and all devices belonging to the category tree B
(5200) can extract the root key fromthe EKB. , Basically, the conbi ned EKB
can be FEasdudayige dafingdsy keyd dd dd@uPREds 18r the dexigeonodse ke¥cei ved
sub-EKB's into a, single sequence of key data such _that the |qcati,ons of
key dat@NK 469108y e odo Coang t A 9% Eat(iPFP9 )i ShOWB aPe&19Fr om top
to bottomand fromleft, to right. Thus, the tag part aqf the cqnmbined EKB
becones 200 TREESIOTE; (0. EhG0BOM0KEYI 16, SRPEYPEPE UEADRT AnHOFfekRYy par
beconmes - 152 Enc(,K010, Kroot ,.Enc% 1, Kroot), Enc 10 ot),
Enc(K11R® ﬁ?t?ott)qp R é:g’t?nqy&l)(?&lz?q 6&39&! Een, irfsqii"&n sgkged by, for
exanpl e, 16 hytes, .as qucribed.above t hen each device in the category
treed cdif 8 ttﬁxg above requirement.
Thus, the TLCE of the category tree B (5200) produces
the sub-EKB-(B) such that its tag part consists of 110, 010,
000, 111, and 111, and its key part consists of Enc(Kl10,
Kroot) and Enc(K11l1l, Kroot). The TLCE of the category tree
10~ B (5200) transmits the resultant sub-EKB-(B) to the key
distribution center (KDC).
The key distribution center (KDC) produces a combined
EKB from the sub-EKB-(A) and the sub-EKB-(B) produced by the
'~ respective TLCE's. The process of producing the combined
15 EKB is described below with reference to Fig. 57. The
combined EKB is produced such that all devices belonging to
the category tree A (5100) and all devices belonging to the
category tree B (5200) can extract the root key from the EKB.
Basically, the combined EKB can be produced by combining the
20 sequences of key data of the received sub-EKB's into a
single sequence of key data such that the locations of key
data in the sequence correspond to the locations in the tree
from top to bottom and from left to right.
Thus, the tag part of the combined EKB becomes 100, 010,

25 010, 000, 00O, 111, 111, 111, 111, and the key part becomes



5 locations of the key data that can be processed by the device, and thus

can extract the root key fromthe conbined EKB.

process

In the above exanple of the
of producing the sub-EKB s and the conbined EKB, it is assuned

that any 10 category tree does not include a revoked device. The process

of producing sub-EKB's and a conbi ned EKB is
where there is a revoked devi ce.

descri bed bel ow for the case
Fig. 58 shows the process of producing a

sub- EKB when the category tree A (5100) includes a revoked device (01101)

15 5150.

cannot be processed by the revoked “dévice (01101)
ot her devices in the category tree A (5100).
sub-EKB i s produced by 20 selecting key data al ong the paths denoted by
bol d | i e (K9 10Ri Kross.) ,Tins, (Kodd ISl!ﬂIOEKB-r( Enp(ﬁrldgu

category tree A (5100) |ncludes a tag part consisting of 101, 010, 000,

In this case, the sub-EKB_i roduced as a sub-EKB (A") that

111, 00&ENCUEL11y] Krogid -111f Sacha kieyy dsdar incdhe ke¥nHagt ffc(KO10,

Kroot),

cat egor JFeRRes SR tEsh &), OPS:?X

Enc(KO0111, Kroot and 25 Enc KO1100, Kroot). The TLCE of the
1§65 byespe &8 ORSCTIMSIERBOYR) to the

5150 but can be by the
In this specific exanple,

t he

c@@oby)bhe TLCE of the

key distribution centerlgﬁ The ke di stributiagn centeg (KDC) produces

a conbi
5

10 -

D Basy deniase

BhesatRIPTI drees GapkaStErt &

locations of the key data that can be processed by the
device, and thus can extract the root key from the combined
EKB.

In the above example of the process of producing the
sub-EKB's and the combined EKB, it is assumed that any
category tree does not include a revoked device. The
process of producing sub-EKB's and a combined EKB is
described below for the case where there is a revoked device.

Fig. 58 shows the process of producing a sub-EKB when

- the category tree A (5100) includes a revoked device (01101)

15

20

25

5150. In this case, the sub-EKB is produced as a sub-EKB-

(A') that cannot be processed by the revoked device (01101)

‘5150 but can be by the other devices in the category tree A

(5100).

In this specific example, the sub-EKB is produced by
selecting key data along the paths denoted by bold lines in
Fig. 58. Thus, the sub-EKB-(A') produced by the TLCE of the
category tree A (5100) includes a tag part consisting of 101,
010, 000, 111, 000, 001, 111, and 111, and a key part
consisting of Enc(K010, Kroot), Enc(KO01l1ll, Kroot), and

Enc(K01100, Kroot). The TLCE of the category tree A (5100)

& ved from



5 the TLCE of the category tree B (5200) (Fig. 56). The process of

produci ng the conbined EKB is described below with reference to Fig. 59.
The conbi ned EKB i s produced such that all devices belonging to the
category tree A (5100) except for the revoked device (01101) 5150 and al

10 devices belonging to the category tree B (5200) wi thout exception can
extract the root key fromthe EKB. Basically, the conbined EKB can be
produced by conbi ning the sequences of key data of the received sub-EKB' s
into a single sequence of key data gggh_that the |ocations of key data in
the 15 sequence correspond to the locations in the tree fromtop to bottom
and fromleft to right. Thus, the tag part of the conbi ned EKB consi st of
100, 010, 010, 000, 00O, 111, 000, 111, 111, 001, 111, and 111, and the
key partrasemitsstbe Esspkoaot RuboEKB-EAL()Kteotheokgyodistrihetkani,
Kroot), Enc(KO01l1ll, Kroot), and Enc(K01100, Kroot). This conbi ned EKB
al |l ons ERPEgEt (BRCoF the root key, for all devices belonging to the
category tree A (5100) except for the revoked device (01101), 5150 and for
all devi cesTBe| bRy @bﬁFﬁébEg%%@og?HF?%e(%P?EﬁRﬁHdWﬁ?ﬁoﬁtc%ﬂpkﬂ%%ption. -

154 kbRt B2 FUBLRRBNbOTVRd, B ehbepkRY ) shatBpbaa EeRL e, (KO

5 the TLCE of the category tree B (5200) (Fig. 56). The
process of producing the combined EKB is described below
with reference to Fig. 59. The combined EKB is produced
such that all devices belonging to the category tree A
(5100) except for the revoked device (01101) 5150 and all

10~ devices belonging to the category tree B (5200) without
exception can extract the root key from the EKB. Basically,
the combined EKB can be produced by combining the sequences
of key data of the received sub-EKB's into a single sequence
of key data such that the locations of key data in the

15 -'sequence correspond to the locations in the tree from top to
bottom and from left to right.

Thus, the tag part of the combined EKB consist of 100,

oio0, o010, o000, 00O, 111, 0OO, 111, 111, 001, 111, and 111,
and the key part consists of Enc(K010, Kroot), Enc(K1l10,

20 Kroot), Enc(Kl11l1l, Kroot), Enc(K011ll, Kroot), and Enc(K01100,
Kroot). This combined EKB aliows extraction of the root key,
for all devices belonging to the category tree A (5100)
except for the revoked device (01101) 5150 and for all
devices belong to the category tree B (5200) without

25 exception.



5 For exanple, in the case where the EKB requester is [a] a content
provider (CP) that provides a content- stored nedi um such as a CD or DVD,
or [b] a content provider that provides electronic content distribution
(ECD) service, 10 a content key is encrypted using the root key that can be
extracted fromthe EKB, and a content is encrypted using the content key
and distributed. The resultant content can be used only by authorized
devi ces which belong to the specific category and thus can process the
EKB. 15 On the other hand, when the |48 Tequester is [cl] a format hol der
that provides an acquired EKB to a manufacturers of a storage nedi um
according to a format in which the EKB is stored into the storage nedi um
when it is produced, 20 the produced EKB and the content key encrypted
usi ng the) VeetokekKRre provided to the storage medi um nanufacturer, and

storage nedia on which the FKB and the cgontent key encrypt ing the
root key aré'ng drkR) RRQd LH:Yed"q'tﬁ/ k9Ye do]ssttorr YA nﬁ%gg:t%ur er or the
EKB requester itself, apd 25.th roduced storage nedia are distributed. In
this ca%®d thgcBrogess ?EFE&E?%e%bVWﬁcﬁsb TN T%F?% Fo 2fe (i

e speci f1'¢c category
tree and thug can process the EKB can perform encryption and decryption
usi ng theIERB“Stored on the storage mediumin the operation

recqud| ng/ relporrOdéJ)?a'mppqil.et,heincqmeergase where the EKB requester is

[a] a content provider (CP) that provides a content-
stored medium such as a CD or DVD, or

[b] a content provider that provides electronic
content distribution (ECD) service,

10 * a content key is encrypted using the root key that can be
extracted from the EKB, and a content is encrypted using the
content key and distributed. The resultant content can be
used only by authorized devices which belong to the specific
category and thus can process the EKB.

15 - Oon the other hand, when the EKB requester is

[cl] a format holder that provides an acquired EKB to
a manufacturers of a storage medium according to a format in
which the EKB is stored into the storage medium when it is
produced,

20 the produced EKB and the content key encrypted using the
root key are provided to the storage medium manufacturer,
and storage media on which the EKB and the content key
encrypted using the root key are stored are produced by the
storage medium manufacturer or the EKB requester itself, and

25 the produced storage media are distributed. 1In this case,



5 1n the case where the EKB requester
an acquired EKB to

f or mat
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[c2] a format holder that provides an acquired EKB to
a manufacturers of a recording device according to a format
in which the EKB is stored into the recording device when it
is produced,
the produced EKB and the content key encrypted using the
root key are provided to the recording device manufacturer,
and recording devices in which the EKB and the content key
encrypted using the root key are stored are produced by the
recording device manufacturer or the EKB requester itself,.
and the produced recording devices are distributed. In this
case, only the devices which belong to the specific category
tree and thus can process the EKB can perform encryption and
decryption using the EKB in the operation of
recording/reproducing the content.

In the above process, mutual authentication and
encryption of transmission data are performed, as required,
in communication between entities, EKB requesters, the key
distribution center (KDC), and TLCE's. Furthermore,
encryption of other messages, writing of signature, and data

verification may also be performed. In a case where

In

hat entities already have their



5 In the above-descri bed process of producing a conbined EKB from

sub- EKB's, a sequence of encrypted key data included in the respective
sub-EKB' s are rearranged such that the | ocations of key data in the
sequence correspond to the locations in the whole tree fromtop to bottom
A 10 techni que of producing a conbined EKB by sinply conbining sub-EKB' s
produced by TLCE s of category trees into a single EKB w thout performng
rearrangenent is described below Fig. 60 shows an exanple of a conbined
EKB 6000 produced by sinply conbinLn%Squ-EKB's produced by TLCE s of 15
category trees into a single EKB without performng rearrangenent. In the
process of issuing an EKB, the key distribution center (KDC) sends a

sub- EKB production request to TLCE's .which are entities nanagi ng category
trees cauwtdsndridiatg.omo 020 caypERraphd ci ¢gommunicatiion disnperformetihe EKB
type definition |ist, specified by an EKB requester. Sub-EKB' s 6110, 6120
and so &singcdibeepublde KegECTyptooziaphiy techbiodedyroddt Hér into a single
EKB t hereby producing a conbined EKB. In order that each device bel onging
to a 25re@dined: thatefoititdes adiready haye theigoppbddg KRBS.a sub - 157

EKB whi ch corresponds to the specific categpry t he dqvice bel ongs to and
t hus whil@®Fodueing o &EBs &y HymPly FORPdeingysrR-EEB §)l ength) 6111

ndigating the data pize 9lag2ches o kB, Y $203.4000%  Dndlils
EKB from sub-EKB's, a sequence of encrypted key data
included in the respective sub-EKB's are rearranged such
that the locations of key data in the sequence correspond to
the locations in the whole tree from top to bottom. A

10" technique of producing a combined EKB by simply combining

sub-EKB's produced by TLCE's of category trees into a single
EKB without performing rearrangement is described below.

Fiq. 60 shows an example of a combined EKB 6000
produced by simply combining sub-EKB's produced by TLCE's of

15 category trees into a single EKB without performing
rearrangement.

In the process of issuing an EKB, the key distribution
center (KDC) sends a sub-EKB production request to TLCE's
which are entities managing category trees corresponding to

20 an ERB type identification number, in the EKB type
definition list, specified by an EKB requester. Sub-EKB's
6110, 6120 and so on received from TLCE's are simply
combined together into a single EKB thereby producing a
combined EKB. In order that each device belonging to a

25 specific category can select, from the combined EKB, a sub-



5 correspondi ng to each sub-EKB are added. That is, the conbi ned EKB
includes, in addition to the selected sub-EKB's, the data indicating the
data length of respective sub-EKB storage areas and the node ID s, serving
as sub-EKB identification data, of the respective category 10 trees
corresponding to the sub-EKB' s. Furthernore, information indicating the
nunber of sub-EKB's included in the conbined EKB is described in the
header 6200. Still furthernore, a signature 6300 is produced (by a
certificate authority or the |ike)y il%7accordance with the whol e data of 15
t he conbi ned EKB and added thereto. Fig. 61 shows a conbi ned EKB produced

I n the manner described above with reference to Fig. 57. A sub-EKB

describ ' ; dedd | gaggg ; Ssub- EKB- ((A)
pr oduce%@%ﬁe@%@ ofgqcﬁ{edjscg:tj%g:oﬂri tree_fA%eZtOA%g:e cri bgcgléarlg%\yel%vlé\nbt h

ref erengfelchdd Go ¥nd WRILIWh 4die daf) b YPriodMRPbyE M Hety idfe , 101, 010,
000, 111, and 111, and the key part consists of Enc(KO1l0, Kroot) and

Enc(KOllatr@iita 1A )Elﬁlqeiwdimﬂﬂgh&h%l%%@sfﬂz% GOk3en s exactly
the sane as the sub-EKB-(B) produced by the TLCE of 25 the category tree B

descri beshiERE arid Riatef v 100 6192 -inthi%atifhg W @atdgoeeyt ag part
t hereof consists of 110, 010, 000, 111, and 111, and the Key part consists
of EAc( Kkirfyedframiing aved daud( UBLERE @ate) addegl. 62 shows the data structure
of a conbi ned EKB
That is, the combined EKB includes, in addition to the
selected sub-EKB's, the data indicating the data length of
respective sub-EKB storage areas and the node ID's, serving
as sub-EKB identification data, of the respective category
10~ trees corresponding to the sub-EKB's. Furthermore,
information indicating the number of sub-EKB's included in
the combined EKB is described in the header 6200. Still
furthermore, a signature 6300 is produced (by a certificate
authority or the like) in accordance with the whole data of
15 the combined EKB and added thereto.
Fig. 61 shows a combined EKB produced in the manner
described above with reference to Fig. 57. A sub-EKB
described in a sub-EKB field 6110 is exactly the same as the
sub-EKB-(A) produced by the TLCE of the category tree A
20 described above with reference to Fig. 55, wherein the tag
part thereof consists of 101, 010, 000, 111, and 111, and
the key part consists of Enc(K010, Kroot) and Enc(K011,
Kroot). A sub-EKB described in a sub-EKB field 6120 is
exactly the same as the sub-EKB-(B) produced by the TLCE of

25 the category tree B described above with reference to Fig.



5 produced from sub-EKB' s, shown in Figs. 58 and 59, produced in a
situation in which there is a revoked device. A sub- EKB described in a
sub-EKB field 6110 is exactly the sane as sub-EKB-(A ) produced by the
TLCE of the category tree A described above with reference to Fig. 58,
wherein the tag 10 part thereof consists of 101, 010, 000, 111, 000, 001,
111, and 111, and the key part consists of Enc(KO010, Kroot), Enc(K0111,
Kroot), and Enc(K01100, Kroot). A sub-EKB described in a sub-EKB field
6120 is exactly the sane as sub-EKBi{4)._produced by the TLCE of the
category tree B. 15 including no revoked device, described above with
reference to Fig. 56, wherein the tag part thereof consists of 110, 010,
000, 111, and 111, and the key part consists of Enc(K110 Kroot% and
Enc(K1156,KkwberginThhec5api RagtEkBereat  ForaiabevetnhkBs P10p08&0bie for
20 each device belonging to a specific category to_select a _sub-EKB
correspdAdirngndolihat aBPeEhei kKe¥aPaEbr GORAUSBF 0RESENC(HELP ypk¥OPhE sel ected
sub-EKB. This allows a sub-EKB to be produced for each category (TLCE)
usi ng aANGbEBFEKeLY ErBPElary cryptographic al gorithmor key length. In

and the key T 5ot b v RO D81 FEET rTTHSFEEE 572 the BOREred iSgor i s, The
KoY 4 b AUELAn s28RL ShpCERE 5U°8RolR" 1R°FEgb? 58°8RACKY, cpPBdusERse™! €
in a situation in which there is a revoked device. A sub-
EKB described in a sub-EKB field 6110 is exactly the same as
sub-EKB-(A') produced by the TLCE of the category tree A
described above with reference to Fig. 58, wherein the tag
10+ part thereof consists of 101, 010, 00O, 111, 00O, 001, 111,
and 111, and the key part consists of Enc(K010, Kroot),
Enc(K0111, Kroot), and Enc(K01100, Kroot). A sub-EKB
described in a sub-EKB field 6120 is exactly the same as
sub-EKB-~(B) produced by the TLCE of the category tree B,
15 including no revoked device, described above with reference
to Fig. 56, wherein the tag part thereof consists of 110,
010, 000, 111, and 111, and the key part consists of
Enc(K110, Kroot) and Enc(K1l1ll, Kroot).
The combined EKB described above makes it possible for
20 each device belonging to a specific category to select a
| sub-EKB corresponding to that specific category and process
(decrypt) the selected sub-EKB. This allows a sub-EKB to be
produced for each category (TLCE) using an absolutely

arbitrary cryptographic algorithm or key length. 1In other

25 words, each TLCE can determine the cryptographic algorithm



5 parts of sub-EKB' s received fromrespective TLCE s, and thus the
conplexity of the process is eased. Wien a device acquires an EKB produced
according to the present schene, the device can detect a sub- EKB '
corresponding to a category to which the device belongs, and 10 can
extract a root key by processing the sub-EKB in accordance with a specific
procedure determned by a TLCE managing the device. It is not needed to
know the procedures determned by the TLCE's of the other. categories. It
is also not needed to describe keys tA%a~sub- EKB such 15 that the keys have
a fixed length, and, theoretically, the Kkey length nay be set to any
arbitrary value. (Revocation (1)) A revocation process perforned in a case

where amRndKBheukall @ engtBomi®hodt deindr dhiflyedtedabgg@hecstherdescri bed

20 below. First, a revocation process is described which may occur in a

si tuati eategosiiesh an encrypted content is acquired fromthe outside via a
network or a nedium a content key is decrypted using a key extracted from
an EKB, andThenkeyydibertbutsoh centlerr ykpey. d@ésRederneed to Fig. 63, an

EKB 7000 is assunmed to be used - 160 in common by a category tree A (7100)
and a cdeageepblecand reazeembléeéhéhEKBagOpa@rtsedndntbhemkeny Hutahe cat egory
tree A (7100) and the category tree B (7200) is assigned an EKB type
i dend i f ipeattiso fn smbeEKBL si weckd VERBIrppe réepeaittiivenTLCE 's, -and thus
the complexity of the process is eased.
When a device acquires an EKB produced according to the
present scheme, the device can detect a sub-~EKB
corresponding to a category to which the device belongs, and
10 can extract a root key by processing the sub-EKB in
accordance with a specific procedure determined by a TLCE
managing the device. It is not needed to know the
procedures determined by the TLCE's of the other categories.
It is also not needed to describe keys in a sub-EKB such
15 that the keys have a fixed length, and, theoretically, the
key length may be set to any arbitrary value.
(Revocation (1))
A revocation process performed in a case where an EKB
usable in common by a plurality of categories is described
20 below. First, a revocation process is described which may
occur in a situation in which an encrypted content is
acquired from the outside via a network or a medium, a
content key is decrypted using a key extracted from an EKB,

and finally the content is decrypted.

25 Referring to Fig. 63, an EKB 7000 is assumed to be used



5 1list. In such a situation, a content provider provides a content
encrypted using a content key via a network or a nedium and devices
belong to a category tree A (7100) and devices belonging to a category
tree B (7200) use the 10ii content by extracting a root key fromthe EKB
7000, acquiring the content key by perform ng decryption using the root
key, and finally decrypting the encrypted content using the content key.
In this situation, if breakage of secrecy of key data 15 or another
unaut hori zed state of a device Al 17%%@)_ bel onging to the category tree A
(7100) is detected, the device A ( 0) is revoked. To perform
revocation, the TLCE of the category tree A (7100) first issues a tree
change notification (Fig. 53) to 20 the key distribution center éKEKD. In
accor dadbecainmant by ar gasiegedyt tseechafdé0Adt RRAcat FARCIPEE kEGe
distribution center (KDC) sends a notification to TLCE's and EKB
request 72 0fBnag&@hebKBhd 0RBy ugrdt ippaemBAnc Byt Ehe( RBEPIOITHETRABtAf i cati on
i ncludes only information indicating that 25 the tree change notification
has beer 74883i 98d, thEJICAERIAEY tre61B &72PRe ERBAFFAENEE! AR EXBn 1ist is
not performed at this  point ﬁL tige. .,The tr change .natifjcation issued
in respb¥PE fgentdidcation REPPEE ginﬁnoﬁpﬁ ggBe ngigggﬁPl kB%r equest er s
5 list.
In such a situation, a content provider provides a
content encrypted using a content key via a network or a
medium, and devices belong to a category tree A (7100) and
devices belonging to a category tree B (7200) use the
10 content by extracting a root key from the EKB 7000,
acquiring the content key by performing decryption using the
root key, and finally decrypting the encrypted content using
the content key.
~ In this situation, if breakage of secrecy of key data
15 or another unauthorized state of a device Al (7120)
belonging to the category tree A (7100) is detected, the
device Al (7120) is revoked.
To perform revocation, the TLCE of the category tree A
(7100) first issues a tree change notification (Fig. 53) to
20 the key distribution center (KDC). In accordance with the
received tree change notification, the key distribution
center (KDC) sends a notification to TLCE's and EKB
requesters managed by the key distribution center (KDC).

The notification includes only information indicating that

25 the tree change notification has been received, and renewal



5 using the EKB that can be processed by the category tree in which
revocation occurs, or further to category entities that nanage ot her
category trees using the sane EKB as that used by the category tree in

whi ch revocation occurs. In order to nake it possible to performthe above
process, the 10 key distribution center (KDC) holds a list of users of

al ready-issued EKB's, in which EKB requesters using specific EKB types and
correspondi ng EKB type identification nunbers are listed. A content

provi der, which provides a content -tdédewices 15 in the category tree in
whi ch revocati on has been performed and which is also an EKB requester in
this situation, requests the key distribution center (KDC) to produce an

EKB t A A . A
or ocess e Nk e SR TAES BT, AL AR, A Cenavi ng as

the EKB S eOQHed£re ik Such a situation specifies the EKB type
identifﬁ%atlon nuﬁ%@% #1 indicating the EKB type that is used in common by

the category gnefe rRe ChhBGL ABYiFIBaE2bRITEKUL eg_nBr(ezaBﬁ},e fgereafter, the
EKB requester produces a'new root key and sends 1t to the KDC, 25 or

al t er natgeuioat 1die nEfB e Heatt dn 1o tee Ent ifthieKBE EXE r%es&@%uce a new

root key. In accordance with the Specified EKB type identification nunber

#1, the deeindlitgid IHRE i1t e b F2ocessRA HietH @ atdgdrype réefl iiai tion
|ist to detect nodes of

which revocation occurs, or further to category entities
that manage other category trees using the same EKB as that
used by the category tree in which revocation occurs. 1In
order to make it possible to perform the above process, the

10" key distribution center (KDC) holds a list of users of
already-issued EKB's, in which EKB requesters using specific
EKB types and corresponding EKB type identification numbers
are listed.

o A content provider, which provides a content to devices

15 in the category tree in which revocation has been pérformed
and which is also an EKB requester in this situation,
requests the key distribution center (KDC) to produce an EKB
renewed such that only devices other than the revoked device
can process the EKB. In this specific case, the content

20 provider behaving as the EKB requester in such a situation
specifies the EKB type identification number #1 indicating
the EKB type that is used in common by the category tree A
(7100) and the category tree B (7200). Thereafter, the EKB

requester produces a new root key and sends it to the KDC,

25 or alternatively, the EKB requester requests the KDC to



5 relating category trees and requests TLCE s of category trees A (7100)
and B (7200) corresponding to the detected nodes to produce a sub-EKB from
whi ch aut hori zed devices can extract a new root key. In response to the
request, each of TLCE s of the 10- category trees A (7100) and B (7200)
produces a sub-EKB. In this specific case, in the category tree A (7100),
a-sub- EKB-(A) is produced such that only devices other than the revoked
device Al (7120) can extract a. new root key fromthe sub-EKB-(A). In the
category tree B (7200), if there is 46215 revoked device, a sub-EKB-(B) is
produced such that all devices belonging to the category B (7200) can
extract a new root key fromthe sub-EKB-(B) and the resultant sub-EKB-(B)

I's trangfddued GO nlhe ok %%@Lribution center (KDC). The key distribution
K a conmbrn

center DC) produces ed 20 EKB fromthe sub-EKB s received from

the respectiyg Zb€5r8ant8 Hﬂ%ha’eméesgééEfi@&dEﬁBr‘Eﬁge and transnits the
resultant EKB to the EKB requester (content provider). The EKB requester

(cont entj gen@virdeak idns nibere$13 teRNkEY! duskrdbLuReoneWeRKB ! g&BLYEd from
the key distribution 25 center (KDC). re specifically, the EKB'requester

(cont ensearthds phevEX®' ktypecdeFinitienceikentoudeigc? nBAESNbEKey and
encrypts the content key using the root key extracted by decrypting the

EKB, 5 andediatlihighcategblty ereegphad eequests andrcsnbentakeyoryhe devices
bel onging to the category tree
trees A (7100) and B (7200) corresponding to the detected
nodes to produce a sub-EKB from which authorized devices can
extract a new root key.
In response to the request, each of TLCE's of the
10- category trees A (7100) and B (7200) produces a sub-EKB. 1In
this specific case, in the category tree A (7100), a sub-
EKB-(A) is produced such that only devices other than the
revoked device Al (7120) can extract a.new root key from the
sub-EKB-(A). In the category tree B (7200), if there is no
15. revoked device, a sub-EKB-(B) is produced such that all
devices belonging to the category B (7200) can extract a new
root key from the sub-EKB-(B) and the resultant sub-EKB-(B)
is transmittéd to the key distribution center (KDC).
The key distribution center (KDC) produces a combined
20 EKB from the sub-EKB's received from the respective TLCE's
in the above-described manner, and transmits the resultant
EKB to the EKB requester (content provider).
The EKB requester (content provider) distributes a

content using the new EKB received from the key distribution

25 center (KDC). More specifically, the EKB requester (content



5 A (7100) and the devices belonging to the category tree B (7200) can use
the content by extracting the root key from the EKB, extracting the
content key by perform ng decryption using the root key, and finally
decrypting the encrypted content using the content key. However, the
revoked device 10 Al (7120) in the category tree A (7100) cannot process
the renewed EKB and thus cannot use the content. In the exanple described
above, the key distribution center (KDC) does not renew the EKB type
definition list at the point of tingeat _which the tree change notification
Is 15 received fromthe TLCE. Alternatively, at the point of tine at which
the tree change notification is received, the key distribution center
(KDC) may renew the EKB and the EKB type definition [ist in accordance

wi th t h@raeeahafRerymds fiheadasterdnasing @ sentent: keyr andwed EKB type
20 definition list to the EKB requesters and TLCE's. (Revocation (2)) A

r evocat B PRt Geddig sondpnde ey Bednshitdie Feptokeyr extragted: bation in

whi ch vayious contents are encrypted and stored by a user into a recording
devi ce aecaryﬁtdf’é’gg:hﬁeﬁ% 24 qighrdbulesckie encrypied wREtENE a root key
extracted from.- 16 the EKB stared in.the recording device or the storage
medi um 3% GO&F Q& &eWéy 3556 vilGes, b 9medRda kg &@grfﬁFPGHFYTﬁF§e type of

recopding dA%05° afa The MG Blibhoia  thO B Qhredos hrkecg ding tye.
(7200) can use the content by extracting the root key from
the EKB, extracting the content key by performing decryption
using the root key, and finally decrypting the encrypted
content using the content key. However, the revoked device
10 Al (7120) in the category tree A (7100) cannot process the
renewed EKB and thus cannot use the content.

In the example described above, the key distribution
center (KDC) does not renew the EKB type definition list at
the point of time at which the tree change notification is

15 received from the TLCE. Alternatively, at the point of time
at which the tree change notification is received, the key
distribution center (KDC) may renew the EKB and the EKB type
definition list in accordance with the tree change
notification, and may transmit the renewed EKB type

20 definition list to the EKB requesters and TLCE's.
(Revocation (2))

A revocation process is now described which may occur
in a situation in which various contents are encrypted and
stored by a user into a recording device or a storage medium

25 in which an EKB is stored, wherein a root key extracted from



5 Referring to Fig. 64, an EKB 8000 is assuned to be used in comon by a
category tree A (8100) and a category tree B (8200). That is, the EKB for
comon use is stored in recording devices or the storage nedia used in
common in the category tree A (8100) and the category tree B (8200), and
10e users record and play back a content by neans of encryption and
decryption using the EKB. The EKB 8000 used in conmmon by the category tree
A (8100) and the category tree B (8200 i s assigned an EKB type
identification number #1 in the EKB 184pe definition list. 15 In this
situation, if breakage of secrecy of key data or another unauthorized
state of a device Al (8120) belonging to the category tree A (8100) is

detect edy ot By dE¥LE8 £h %ﬁ%Zggc5§diﬁgoggd1cgoopefﬁgrgtéggggaﬁégihmthe_TLCE
of the category tree A 2 8100) firSt issues a tree change notification

(Fig. 532; h8edt B8 KEKegi AbeaBY! iﬁneﬁeﬂygtiéﬁ%d_aecgygeidﬁncem»iéh t he
received tree change notification, the key distribution center (KDC) sends

? notif'tggtei 8% tecdk@Eng ABb2eedopystbeagkemeditinr ibusaoa €enberof KDC) and
0 associated EKB 25 requesters. The notification includes only information
- 165 pgndet&tirBBorAahqgt BgpkLee change notification has been received, and
renewal of the EKB type de?inition list is not perfornmed at this point of
times | n ordreféprpigVedntFL@nt €nf sah rEKB bed 0y fsirdssumedetb e used
in common by a category tree A (8100) and a category tree B
(8200). That is, the EKB for common use is stored in
recording devices or the storage media used in common in the
cateqgory tree A (8100) and the category tree B (8200), and
10 users record and play back a content by means of encryption
and decryption using the EKB. The EKB 8000 used in common
by the category tree A (8100) and the category tree B (8200)
is assigned an EKB type identification number #1 in the EKB
- type definition list.
15 . In this situation, if breakage of secrecy of key data
or another unauthorized state of a device Al (8120)
belonging to the category tree A (8100) is detected, the
device Al (8120) is revoked.
To perform revocation, the TLCE of the category tree A
20 (8100) first issues a tree change notification (Fig. 53) to
the key distribution center (KDC). In accordance with the
received tree change notification, the key distribution
center (KDC) sends a notification to TLCE's managed by the

key distribution center (KDC) and to associated EKB

25 requesters. The notification includes only information



5 the revoked device Al (8120), the TLCE of the category tree in which
revocation has occurred requests the key distribution center (KDC) to
produce an EKB renewed such that only devices other than the revoked
device can process the EKB. In this situation, this TLCE behaves as an EKB
10" requester. In this specific case, the TLCE behaving as the EKB
requester in such a situation specifies the EKB type identification nunber
#1 indicating the EKB type that is wused in conmon by the category tree A
(8100) and the category tree B (82Q0)gsThereafter, the EKB requester 15
produces a new root key and sends it to the KDC, or alternatively, the EKB
requester requests the KDC to produce a new root key. In accordance with
the specified EKB type identification nunher, #1, the key distribution

cent er (J-I(‘I}jG)CatZ@gsé'é‘ra@hé%let rEeeekshapge potidiicaddon das; Hegdt ect nodes of

rel ating category trees and_requests TLCE s of. cateqgaqr t.rees A (8100) and
B ( 8200 &S VES o idich & angwWarde o&ett EEB typ&s dfe(j;alﬁrl%dﬁ)é‘el SSUB‘-SER gf rom

T P SRS g™ e T 00t Koy 28 10 respanse Lo the
orodhioes & SO FirLackheToRRoERh SaE; roh ubiRar BFURR bERE Y (0100)
devi 5€ '%:‘l-he( %%@ke%%e%crea%l ?BQQW)r,O%thek(ﬂ.CfEr QP ttl?l% category tree
in which revocation has occurred requests the key
distribution center (KDC) to produce an EKB renewed such
that only devices other than the revoked device can process
the EKB. In this situation, this TLCE behaves as an EKB
10 requester. In this specific case, the TLCE behaving as the
EKB requester in such a situation specifies the EKB type
identification number #1 indicating the EKB type that is
‘used in common by the category tree A (8100) and the
category tree B (8200). Thereafter, the EKB requester
15 produces a new root key and sends it to the KDC, or
alternatively, the EKB requester requests the KDC to produce -
a new root key.
In accordance with the specified EKB type
identification number #1, the key distribution center (KDC)
20 searches the EKB type definition list to detect nodes of
relating category trees and requests TLCE's of category
trees A (8100) and B (8200) corresponding to the detected
nodes to produce a sub-EKB from which authorized devices can
extract a new root key.

25 In response to the request, each of TLCE's of the



5 sub-EKB-(A). In the category tree B (8200), if there is no revoked
device, a sub-EKB-(B) is produced such'that all devices belonging to the
category B (8200) can extract a new root key fromthe sub-EKB-(B), and the
resultant sub-EKB-(B) is transmtted to the key distribution center (KDC).
10 The key distribution center (KDC) produces a conbined EKB fromthe
sub-EKB' s received fromthe respective TLCE's in the above-descri bed
manner, and transmits the resultant EKB to the respective TLCE s (format
hol ders). Each TLCE (format hol dery $6Ads the new EKB received: 15 from
the key distribution center (KDC) to devices to update the. EKB stored in
t he devices. The devices belonging to the category tree A (8100) and the

devi ces daelanalne el e (s18h90an B 9828018300NuER LeGaEdrRpIeWLFONt €Nt

into the s using, in the encryption/decryption process, thé 20 root

key extn e h dat;ed B o d t en pt ed using
t he newt%%E %gﬁbgghgegﬁgg?e&ﬁbﬁﬁ§ caﬁg O??eQE%%rgégggg?Eé EKEE¥S appli ed,

and t huggighq Ar)_e\i%k%_@od@l%\éw%u%ﬁn'%Watu%%_l?hﬁe%q@(e%nbthjéb}etﬂﬁﬁ_s%HE i nvention
has been described in detail 25 above with reference to particul ar

enbodi nivekeld devlicebal- (3620)apaar ertraett Aonewskobkefteyn B 8ht t hat
various nodifications and substitution to those enbodi nents may be made

in the enbedkeea)choganther caltledsicyatirer wi {(8Q00) ,degathiene fisofwbt he
spirit and scope of the invention. That
revoked device, a sub-EKB-(B) is produced such that all
devices belonging to the category B (8200) can extract a new
root key from the sub-EKB-(B), and the resultant sub-EKB-(B)
is transmitted to the key distribution center (KDC).

10 The key distribution center (KDC) produces a combined
EKB from the sub-EKB's received from the respective TLCE's
in the above-described manner, and transmits the resultant
EKB to the respective TLCE's (format holders).

Each TLCE (format holder) sends the new EKB received :

15 from the key distribution center (KDC) to devices to update
the EKB stored in the devices. The devices belonging to the
category tree A (8100) and the devices belonging to the
category tree B (8200) can record a new content into the
devices using, in the encryption/decryption process, the

20 root key extracted from the updated EKB. The recorded
content encrypted using the new EKB can be decrypted only
when the corresponding EKB is applied, and thus the revoked
device cannot use the content.

The present invention has been described in detail

25 above with reference to particular embodiments. It will be



5 is, the enbodi nrents have been descri bed above by way of exanple and not
limtation. The scope of the inventionis to be determ ned solely by the
appended cl ainms. Industrial Applicability 10- In the information processing
system according to the present invention, as described above, a key tree
I's produces so as to include a plurality of subtrees serving as category
trees that are grouped in accordance with categories and nmanaged by
category entities; and an enabling 15 key block (EKB) is produced so as.

i ncl ude data produced by selecting aegath in the key tree and encrypting
an upper- level key in the selected path using a |ower-level key in the
sel ected path and the resultant enabling key block (EKB) 1is provided to a

ice, wh in i ' f ' S, he basi f th EKB
Lype. abrAHRAAERT 1528 ARGt Gy @%i%er% Sértﬁcrioﬁ@tf B ween an EKB type
type deflH” i 9 " 0 T eSPBaditd i
cat ogor JoditatepaY anlf sEpaiaE &#O&i&'@?ﬂh&%ﬁ%ﬁ;@ BISReRSERIRY| B by ¢ he
TressYRAY SR At B of ypET et o
i ch §BAdEE ] e B R T o0 A1 R o RRBE 1 0 St cgory

to whi cfae;dzgt%g 65 e @gﬁ'ﬂﬁd-a YR B @nel 1 alBRtiiBHOT Mahihen

processing systemand method according td thé present invention,
regi 5tratd on RN EmyotMAeRlisO hatle %e%K'ae@éE%b'e@e%Uofv'ee'bty' %ay"6£EKB type 5
definition list are perfornmed under the managenent of the

example and not limitation. The scope of the invention is

to be determined solely by the appended claims.

Industrial Applicability

10 In the information processing system according to the
present invention, as described above, a key tree is
produces so as to include a plurality of subtrees serving as
category trees that are grouped in accordance with
categories and managed by category entities; and an enabling

15 key block (EKB) is produced so as. include data produced by
selecting a path in the key tree and encrypting an upper-
level key in the selected path using a lower-level key in
the selected path and the resultant enabling key block (EKB)
is provided to a device, wherein issuing of EKB's is managed

20 on the basis of the an EKB type definition list representing -
the'correspondence between an EKB type identifier and one or
more identification data identifying one or more category
trees that can process an EKB of an EKB type identified by
the EKB type identifier, thereby making it possible for an

25 EKB requester, which issues an EKB production request, to



key distribution center (KDC) such that registration and revocation are
performed only when a predeterm ned condition such as that as to approval
or request of an entity managing a category tree is satisfied, thereby
ensuring reliability 10" of information registered in the EKB type
definition list. Furthernore, in the information processing system and

met hod according to the present invention, the EKB type definition list is
provided in response to a request froman EKB request or an entity
nmanagi ng a category tree so that 15 tbe EKB requester and the category
entity can obtain a newest version of EKB type definition |ist.
Furthernore, in the information processing system and nethod according to

t he present,_i nvention, when a ch t he EKB.type defi.nition
1ot ety Fedaest 8 ConeanaT: HE SRR, then B8P 5 K8 B BEBLSC

|k?orned of gﬂéhan ; thergF ten rln?)yghan §b§é t gggfez gggetﬁ;e
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key distribution center (KDC) such that registration and
revocation are performed only when a predetermined condition
such as that as to approval or request of an entity managing
a categbry tree is satisfied, thereby ensuring reliability
10 of information registered in the EKB type definition list.

Furthermore, in the information processing system and
method according to the present invention, the EKB type
definition list is provided in response to a request from an
EKB request or an entity managing a category tree so that

15 +the EKB requester and the category entity can obtain a
newest version of EKB type definition list.

Furthermore, in the information processing system and
method according to the present invention, when a change
occurs in the EKB type definition list, the EKB requester

20 and the entity managing the category tree are informed of
the change thereby ensuring that the EKB requester and the
entity managing the category tree can properly perform their
operation on the basis of newest version of EKB type

definition list.



t he nodes, respectively; and an enabling key block (EKB) is provided to a
devi ce, wherein the enabling key block (EKB) includes data produced by
selecting a path in the key tree 10 and encrypting an upper-|evel key in
the selected path using a lower-level key in the selected path such that
the encrypted data can be decrypted only by the device which can use a
node key set corresponding to the selected path, wherein the key tree
includes a plurality of subtrees 15 serving as category trees that are
grouped in accordance w th categoLi gggand managed by category entities;
and the enabling key block (EKB) is produced by a key distribution center
(KDC) such that an EKB type definition |ist representing the
correspondence between an EKB type 20 identifier and one or nore category
tree identification data each iderfth¥iMhg a category tree that can process
an EKB of an EKB type identified by the EKB type,identifier is held in
the key di st Ri-buBnoanEermatipRDRFOCEBRELRE A¥PECRalBgWPyChr ackey
identification data corresponding to an_EKB type identifier 25 included in
an EKB rtd@feds fHogmed s9casd U dicliderkgavpse 8 FPOt défchPPASE |ist, and

an EKB is praoduced which can be decrypted in._conmon_in_ the one or nore
cat egor PRISEENY ide RS FORP | E)?Pi’& 3 eor]r(?aéfresrrﬁpeti‘ﬁ 588?)9 tree

| denti TSl Piurdntey be Y iHa 33 H2830H A0 2V HelPedtifeding to
leaves and keys are assigned to the root, the leaves, and
the nodes, respectively; and an enabling key block (EKB) is
provided to a device, wherein the enabling key block (EKB)
includes data produced by selecting a path in the key tree
10 and encrypting an upper-level key in the selected path using
a lower-level key in the selected path such that the
encrypted data can be decrypted only by the device which can
use a node key set corresponding to the selected path,
wherein the key tree includes a plurality of subtrees
15 serving as category trees that are grouped in accordance
with categories and managed by category entities; and
the enabling key block (EKB) is produced by a key
distribution center (KDC) such that an EKB type definition
list representing the correspondence between an EKB type
20 identifier and one or more category tree identification data
each identifying a category tree that can process an EKB of
‘an EKB type identified by the EKB type identifier is held in
the key distribution center (KDC), one or more category tree

identification data corresponding to an EKB type identifier

25 included in an EKB request are extracted from the EKB type



1, wherein, in the EKB type definition list, the identification data
identifying a category tree that can process an EKB is a node ID
identifying a node in the 10 category tree. 3. An information processing
system according to Claim 1, wherein the EKB type definition list includes
a description of a device belonging to a category tree. 15 4. An

i nformati on processing systemaccording to Claim 1, wherein the EKB type
definition list can by held or accessed by an EKB requester that requests
the key distribution center (KDC)_t$7@eruce an EKB; and 20 the EKB
requester selects an EKB type identifier on the basis of the EKB type
definition |list and outputs an EKB production request including the
selected EKB type identifier to the key distribution center (KDC). 25 5.
An i nf ordefiint oo deisdi n@nsly ane BKEC dgr dineglucedowdiigh can bel, wherein the
category entity produces a sub enabling key block (sub-EKB) serving as an
EKB t hatd@@YRIE€ D gt Sommerpin e 908 SLHMYiR HLagMy RE®eSassi gned to
nodes or, | eaves in_ a category tree managed by the category entity; and 5
on the B idrleshdYort i @X AT N O RIS ISRTGICLYO LIRS e cat egory
entitieswﬁﬁ{nespondingd#P one or nore category tree identification data
sel ect ed LRSI Hatahe EKB type definition list, the key
distgibution center

2. An information processing system according to Claim
1, wherein, in the EKB type definition list, the
identification data identifying a category tree that can
process an EKB is a node ID identifying a node in the

10 .category tree.

3. An information processing system according to Claim
1, wherein the EKB type definition list includes a

description of a device belonging to a category tree.

15
4. An information processing system according to Claim
1, wherein the EKB type definition list can by held or
accessed by an EKB requester that requests the key
distribution center (KDC) to produce an EKB; and
20 the EKB requester selects an EKB type identifier on the

basis of the EKB type definition list and outputs an EKB
production request including the selected EKB type

identifier to the key distribution center (KDC).

25 5. An information processing system according to Claim



(KDC) produces an EKB that can be processed in conmon in one 10 or category
trees defined in the EKB type definition lists. 6. An information
processi ng system according to Claim wherein the key tree includes a root
tree having a multilevel tree structure at the top, a top-level category 15
tree directly connected to the root tree, and a sub-category tree |ocated
at a level below the top-level category tree and connected to the
top-level category tree; the category entity serves as a manager entity of
the top-level category tree and manggqs .the top-level category 20 tree
and the sub-category tree |located below the top |evel category tree and
connected to the top level category tree; the category entity produces a
sub enabling key bock (sub-EKB) serving as an EKB that can be processed on
the bashs Wiexmi drhestategony eniigive Prasdunsfes drubl enadsling they 25
top-1evel_ category tree and sub-category tree, located below - 172 the

t op- | evéllQsht RrEERJe SV idih s 38 Ec‘é tihat gan dselpraaassqst wi r ee,

whi ch are managed by the category entity;, and on the basis of one or nore
sub- EKB' ' PHYPHHET ROLHKEYSa &htta inedeso Qe SR@VESNd ™ 0 one
or nore 5 category tree identification data selected on the basis of the
EKB typé dtf -gﬁ%q%r}:qq%ﬂaqa}geeiay dih& ﬁé&ﬂqw MY @08C) produces an
EKB that can be, processed i.n _conmon in _one ategor,y trees defined in
the BKB type et PRATS P& ©RC1677MORR PRPGFKEL FoRBABEEES PRGOS st om

accordi%%tﬁﬁfaégégegory entities corresponding to one or more
category tree identification data selected on the basis of
the EKB type definition list, the key distribution center
(KDC) produces an EKB that can be processed in common in one

10 or category trees defined in the EKB type definition lists.

6. An information processing system according to Claim
1, wherein the key tree includes a root tree having a
multilevel tree structure at the top, a top-level category
15 tree directly connected to the root tree, and a sub-category
- tree located at a level below the top-level category tree
and connected to the top-level category tree;
the category entity serves as a manager entity of the
top-level category tree and manages the top-level category
20 tree and the sub-category tree located below the top level
category tree and connected to the top level category tree;
the category entity produces a sub enabling key bock
(sub-EKB) serving as an EKB that can be processed on the
basis of one or more keys assigned to nodes or leaves in the

25 top-level category tree and sub-category tree, located below



1, wherein the key distribution center (KDC) perforns registration of a
new EKB type identifier in the EKB type definition list, if and only if
approval of the registration is obtained fromall category entities
managi ng one or nore 15 category trees selected as category trees that can
process an EKB type to be registered. 8. An information processing system
according to Caim 1, wherein the key distribution center (KDC) perforns
20 revocation of a EKB type identifier registered in the EKB type
definition list, if and only if a rev¥d@@ati on request is received from at

| east one of category entities nmanaging one or nore category trees

sel ected as category trees that can process an EKB type to be revoked. 25

- 173 p AR gy tict%egro f%%e@g ahés CORNRGYdiERd hQ g&%%?evél wher ei n

in response t0 an B typ initio st request IsSsue an EKB

request L@Oor i i InS4T | QN ter
(KOt G oseagty rRan Kpath ke TRRIGEE Y. S, CatsboRY, kRS Va0l < a

newest verspantpbk EKBikYBe 8REI Bt h8Pe! bab-ERBI Bepr6giest ehy Obndhe i st.
10. An information processing systemaccording to RO Cama1l m%ereln t he

cat egor Yyrehorley catedoriynedtitieen cofrréspohdiag to aneabedmbyet ree nanaged
by the category entity to the key distribution center (KDC); and
5 category tree identification data selected on the basis of
the EKB type definition list, the key distribution center
(KDC) produces an EKB that can be processed in common in one

or category trees defined in the EKB type definition lists.

10 7. An information processing system according to Claim
1, wherein the key distribution center (KDC) performs
registration of a new EKB type identifier in the EKB type
definition list, if and only if approval of the registration
is obtained from all category entities managing one or more

15 category trees selected as category trees that can process

an EKB type to be registered.

8. An information processing system according to Claim
1, wherein the key distribution center (KDC) performs
20 revocation of a EKB type identifier registered in the EKB
type definition list, if and only if a revocation request is
received from at least one of category entities managing one
or more category trees selected as category trees that can
process an EKB type to be revoked.

25



in accordance with the tree change notification received fromthe category
entity, the key distribution 15 center (KDC) perforns necessary renewal on
the EKB type definition list and sends renewal information to the EKB
requester and the category entity. 11. An EKB distribution apparatus
serving to produce 20 an EKB and being di sposed in an information
processi ng systemin which a key tree is fornmed so as to include a subtree
serving as a category tree categorized in accordance wth a category, the
category tree including | eaves, a Logyz _and nodes existing in paths from
the respective leaves to 25 the root, wherein a plurality of devices are
assigned to - 174 respective | eaves and keys are assigned to the root, the
| eaves, and the nodes, respectively; and an enabling key block (EKB) is
provi ded to 2-dedncénforBpaciant BECEAEHLNAGSYREGMHRGERTALRS) tPnEl&iBs dat a
produced by selecting a path 5.in the key tre %nd,encry ting an '
upper-léveWhG?Flmn1@h§esp§@ﬁ§bF€daBaFﬁBU¥VR§ gel&RéF}PQVEPSFey in the

sel ected path such that the_encrypted data _can be decrypted,only by the
devi ce WSRESEatsFded BYoAD BEP LEAVESECESBEnGi K8 L LK SP&dt&ct ed pat h

10" wherein the EKB.distrihution,apparatus,stor in ar ans, an

EKB t ypé& &5 % he §FYr36P§§&HP&ﬁ8n;ﬁgntgﬁr#§§gan&€n§ °S§?%eg§ an EKB

types | dentd Tile 309 NSeinulih LARRLL (kBl)OR:dRthikde bokibag one or
version of EKB type definition list to the requester of the

list.

10. An information processing system according to
10 Claim 1, wherein the category entity sends information of a
change in a category tree managed by the category entify to
the key distribution center (KDC); and
in accordance with the tree change notification
received from the category entity, the key distribution -
15 center (KDC) performs necessary renewal on.the EKB type
definition list and sends renewal information to the EKB

requester and the category entity.

11. An EKB distribution apparatus serving to produce
20 an EKB and being disposed in an information processing
system in which a key tree is formed so as to include a
subtree serving as a category tree categorized in accordance
with a category, the category tree including leaves, a root,
and nodes existing in paths from the respective leaves to

25 the root, wherein a plurality of devices are assigned to



trees that can process an EKB of an EKB type identified by 15 the EKB type
identifier; and upon receiving an EKB production request from an EKB
requester, extracts one or nore category tree identification data
corresponding to an EKB type identifier included in the EKB production
request fromthe EKB type definition list, 20 and produces an EKB that can
be decrypted in common in one or nore category trees identified by the one
or nore category tree identification data. 12. An EKB requesting apparatus
serving as an EKB 25 requester whithlT4sues an EKB production request and
being - 175 disposed in an information processing systemin which a key
tree is forned so as to include a subtree serving as a category tree

categorj-2gfebP; ECOLLANECaNh  Refls CALEIREYi ghbE +63ERGOFYoL | End NC! udi ng
a no ? s f

| eaves, oot, an es existtng in pa romthe respective |l eaves to

the rooje,yhEr ehfqarhe Hééé%Eyréé?Q8¥i€€§ ar gn@sSgh 98R4Ab1 Png ERPgCti ve | eaves

I
and Kkeys are assigned to the root, the [taves, and the nodes,

respectygky; (8RH) als epaby ia8akey B! @6kiéEKByhEBe PhOVhEe8n4I91 ify devi ce,
wherein the enabling key block (EKB) includes data 10 produced by sel ecting

a path kaytBEokRY(EKES 2hEleHEsYPAtAJproédudelchy | s¥teckeygia pdehsel ected
path using a lower-level key in the selected path such that the encrypted

dat & capnbehedreyypied andyehyrypeingvaneuppechleasl ukey aimottee key set
corresponding to the sel ected path,
selected path using a lower-level key in the selected path
such that the encrypted data can be decrypted only by the
device which can use a node key set corresponding to the
selected path,

10 wherein the EKB distribution apparatus stores, in
storage means, an EKB type definition list representing the
correspondence between an EKB type identifier and one or
more identification data identifying one or more category
trees that can process an EKB of an EKB type identified by

15 the EKB type identifier; and

upon receiving an EKB production request from an EKB
requester, extracts one or more category tree identification
data corresponding to an EKB type identifier included in the
EKB production request from the EKB type definition list,
20 and produces an EKB that can be decrypted in common in one

or more category trees identified by the one or more

category tree identification data.

12. An EKB requesting apparatus serving as an EKB

25 requester which issues an EKB production request and being



15 wherein the EKB requesting apparatus stores, in storage neans, an EKB
type definition list representing the correspondence between an EKB type
identifier and one or nore identification data identifying one or nore
category trees that can process an EKB of an EKB 20 type identified by the
EKB type identifier; and produces EKB production request data including an
EKB type identifier in the EKB type definition |ist and outputs the EKB

i ssue request. 25 13. A category tree managi nhg apparatus serving to - 176
manage a category tree and being dispgsed in an information processing
systemin which a key tree is formed so as to include a subtree serving as
a category tree categorized in accordance with a category the category

tree incl,uding | eaves, a root, and nodes existin t.h m t he
respectﬂ%@ﬂq§§ﬁe§nté“t&QﬂQ£m?t¥ﬂWeP€Pﬁe§SﬁPGf§WFF§ﬂb g&&?@e gPX assi gned
to respectlve | e es and keys ar.e ned o the roqt, the | eaves, and
the noddLes dSpdOTMpg 3o éﬁd n%%%%ﬁa Eﬁﬁbfqﬁﬁﬁ% 2 Brovided to 10
a devi ce, mherelQ]the enabl in g bl _ock Iudes ata produced by
el oot | Fptag, b retage nidet g ag%e T a Rt R BBETh The

SE|ECted&H%%¥§%§§n eglhpg%gylevglonlgy |n %%% s%n%pkggegaggl§%§“ that the

encryptg e "devi'ce Wi ch can us€ a node

key §et1}ﬁgﬁ&.se§ﬂ%ﬁpk%% E%s%@%tﬁ%%@ﬁ%%@e@akg’the root, wherein a

plurality of devices are assigned to respective leaves and
keys are assigned to the root, the leaves, and the nodes,
respectively; and an enabling key block (EKB) is provided to
a device, wherein the enabling key block (EKB) includes data
10 produced by selecting a path in the key tree and encrypting
an upper-level key in the selected path using a lower-level
key in the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path,
15 wherein the EKB requesting apparatus
stores, in storage means, an EKB type definition list
representing the correspondence between an EKB type
identifier and one or more identification data identifying
one or more category trees that can process an EKB of an EKB
20 type identified by the EKB type identifier; and
produces EKB production request data including an EKB
type identifier in the EKB type definition list and outputs

the EKB issue request.

25 13. A category tree managing apparatus serving to



wherein the category tree nmanagi ng apparatus produces a sub enabling key
bl ock (sub-EKB) functioning as an EKB that can be processed on the basis
of a key assigned to a node or |eaf belonging to a category tree managed
by the category 20 tree managi ng apparatus and outputs the resultant sub
enabling key block (sub-EKB) to a key distribution center (KDC). 14. An

I nformati on storage nedi um having an EKB type 25 definition |list stored
therein, the EKB type definition list - 177 being produced such that a key
tree is forned so as to include a.syhigree serving as a category tree
categorized in accordance with a category, the category tree including

| eaves, a root, and nodes existing in paths fromthe 5 respective |eaves to
the root, wherein a plurality of  devices are assigned to respective |eaves

and keydanage & SafHRIPnyo tnee ag¢k baimy [digposedyid @me indgsmation
respectively; an enabling key hlock (EKB) is produced so as to include
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respective leaves to the root, wherein a plurality of
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; and an enabling key block (EKB) is provided to
10 a device, wherein the enabling key block (EKB) includes data
produced by selecting a path in the key tree and encrypting
an upper-level key in the selected path using a lower-level
key in the selected path such that the encrypted data can be
- decrypted only by the device which can use a node key set
15 corresponding to the selected path,
wherein the category tree managing apparatus produces a
sub enabling key block (sub-EKB) functioning as an EKB that
can be processed on the basis of a key assigned to a node or
leaf belonging to a category tree managed by the category
20 tree managing apparatus and outputs the resultant sub

enabling key block (sub-EKB) to a key distribution center

(KDC) .

14. An information storage medium having an EKB type

25 definition list stored therein, the EKB type definition list



Identifying a category tree that can process an EKB of an EKB type
identified by the EKB type identifier. 20 15. An information storage nedi um
according to claim 14, wherein, in the EKB type definition list, the ‘
identification data identifying a category tree that can process an EKB is
a node IDidentifying a node in the category tree. 25 - 178 16. An

I nformati on storage nmedi um according to Caim 14, wherein the EKB type
definition list includes a description of a device belonging to a category
tree. 5 17. An information processingyrethod conprising: formng a key
tree including a subtree serving as a category tree categorized in
accordance with a category and nanaged by a category entity, said category

tree ingludin | eaves, a.root, ang nodes existing in paths fromthe 1-0
r espect &KFEIQ%%FQQ“FEQ [paCGh, ShatRe k&Y, TF 85 dﬁaﬁ%‘-‘&%p S4&F &&s are assi gned
to respective, | eaves .and keys .are assigned to the root, the | eaves, and
the nodddClUds o SURKTER Sﬁ%a’lﬁﬁgo\?isdianéj%%‘?g&ﬁ’bﬁrﬁ& ICAFEIOEAReAERB) to a

el cot | ATDaTe A S B A d hon ARy e e edogl key in the
celect ey U3 B0k B SLAUS) edBhun I° G RReR, S  h Lhe
key §et respective leaves to the root, wherein a plurality of
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; an enabling key block (EKB) is produced so as
to include data produced by selecting a path in the key tree
10 and encrypting an upper-level key in the selected path using
a lower-level key in the selected path so that the encrypted
data can be decrypted only by the device which can use a
node key set corresponding to the selected path; and the EKB
* type definition list is produced so as to represent the
15 correspondence between an EKB type identifier assigned to
the enabling key block (EKB) and identification data

identifying a category tree that can process an EKB of an

EKB type identified by the EKB type identifier.

20 15. An information storage medium according to Claim
14, wherein, in the EKB type definition list, the
identification data identifying a category tree that can
process an EKB is a node ID identifying a node in the
category tree.

25



corresponding to the selected path, 20 wherein the enabling key bl ock (EKB)
I s produced by a key distribution center (KDC) such that an EKB type
definition list representing the correspondence between an EKB type
identifier and one or nore category tree identification data each
Identifying a category tree that 25 can process an EKB of an EKB type
identified by the EKB type - 179 identifier is held in the key
distribution center (KDC), one or nore category tree identification data
corresponding to an EKB type identd fli7é 4 ncluded in an EKB request are
extracted fromthe EKB type definition list, and an EKB is 5 produced which
can be decrypted in common in the one or nore category trees identified by

t he extracteqsoneAQrlgqbemaegbﬁgg%ﬁé% emb@ﬁﬂ 'fEF%EHQ d%BaC}éﬁﬁ ‘n the

i nformation processing nethod according to

EKB t ype gdefiturddian dHetEKE i\fé/déj%ffdl%.tdrprlﬂ?’ct ¥ ng a category
tree that can process an EKB'is a node ID identi ying a node in the

cat egor idgd.pthionl Sf A déﬁl@%él%qqfr@c%iﬁ'd‘%d@d&? @gPrding to Caim

17, wherein the EKB type definition I'ist”includes a description of a
deV|ce bel onging to a category tree. 20. An information processing nethod
according to 20 Claim 17, wherein the EKB type definition list can by held
or aBcessed Bby.anAbKEnfegmastieh piRatessdugsinethba kéMprising:

forming a key tree including a subtree serving as a
category tree categorized in accordance with a category and
managed by a category entity, said category tree including
leaves, a root, and nodes existing in paths from the

10 respective leaves .to the root, wherein a plurality of
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; and providing an enabling key block (EKB) to a

* device, wherein the enabling key block (EKB) includes data

15 produced by selecting a path in the key tree and encrypting
an upper-level key in the selected path using a lower-level -
key in the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path,

20 wherein the enabling key block (EKB) is produced by a
key distribution center (KDC) such that an EKB type
definition list representing the correspondence between an
EKB type identifier and one or more category tree
identification data each identifying a category tree that

25 can process an EKB of an EKB type identified by the EKB type



di stribution center (KDC) to produce an EKB; and the EKB requester selects
an EKB type identifier on the basis of the EKB type definition list and
out puts an EKB 25 production request including the selected EKB type - 180
identifier to the key distribution center (KDC). 21. An information
processi ng nmethod according to Caim1l7, wherein the category entity
produces a sub 5 enabling key bl ock (sub-EKB) serving as an EKB that can be
processed on the basis of one or nore keys assigned to nodes or leaves in
a category tree nanaged by the categb?’9y entity; and on the basis of one or
nore sub-EKB' s produced by one 10 or nore category entities correspondi ng
to one or nore category tree identification data selected on the basis of

the EKB'Eéﬁ%iﬁ%E%”ELiﬁglhiEh’Fh@ggéﬁ%ﬁﬁ%ﬁ£ibﬁﬂibﬁ”c&ﬁ@&fr(Ké?ﬁﬁlo@éOduces

an EKB t can be processe n-one ~or category éfined in

t he EKBoEyHSrQE§§?%§%g9 g%é&sidéﬁﬁ§%&g§9ibﬂf85€3t589r8§88§§§h€9tgﬁthOd

according to ereint y tree 1ncludes a root tree having a

”Ulti'eXﬁ'ERBGEXEErﬂﬁéﬁfﬁfﬁért‘ﬁclﬁﬁedaiB°9n|ﬁkﬁ|r€ LEgPr yretree directly

connected to the"root tree, and a sub-category 20 tree located at a |evel
bel ow t BerraBtb8VeroRratRECEKB! tPBe ABHiAPENEA! €Hst) ARE AAPEkEVES category
tree; the category entity serves as a nanager entity of the
5 produced which can be decrypted in common in the one or more
category trees identified by the extracted one or more

category tree identification data.

18. An information processing method according to
10 cClaim 17, wherein in the EKB type definition list, the
identification data identifying a category tree that can
process an EKB is a node ID identifying a node in the

category tree.

15 19. An information processing method. according to
Claim 17, wherein the EKB type definition list includes a

description of a device belonging to a category tree.

20. An information processing method according to
20 Claim 17, wherein the EKB type definition list can by held
or accessed by an EKB requester that requests the key
distribution center (KDC) to produce an EKB; and
the EKB requester selects an EKB type identifier on the
basis of the EKB type definition list and outputs an EKB

25 production request including the selected EKB type



top-1evel category tree and nanages the top-level category tree and the
sub-category tree |l ocated below the top | evel 25 category tree and
connected to the top |l evel category tree; - 181 the category entity
produces a sub enabling key bock (sub-EKB) serving as an EKB that can be
processed on the basis of one or nore keys assigned to nodes or |eaves in
the top-level category tree and sub-category tree, |located below 5 the
top-1evel category tree and connected to the top-level category tree,

whi ch are managed by the category entidg;-and on the basis of one or nore
sub- EKB's produced by one or nore category entities corresponding to one
or nore category tree identification data selected on the basis of 10 the
EKB type.g inption list he %e distribution center (KDC) produces an
EKB t hat* %ﬁtbtl%¥oE%s€%% %ﬁyc ﬁ%ﬁﬁl?quﬁﬁeC%ﬁt%ﬁl%ERﬁy'trees defined in
the EKB type definition lists. 23. An information processing nethod
according to 15 Caim1l7, wherein the key distribution center (KDC

et i ni t1on ik ot ShAUmR N FRdRHRR A Srna et € < Dbt ai ned
[r0m ol |o£RLgpr Y PRLHLESCHBNoM I AP S PR oGLERY Vg 05 o0 ected as
7SS PPLATORS) IO SRS 4 e OUR M S 1T o
regi st ergfbdésddt® dikBhe basis of one or more keys assigned to nodes
or leaves in a category tree managed by the category entity;
and |
on the basis of one or more sub-EKB's produced by one
10 or more category entities corresponding to one or more
category tree identification data selected on the basis of
the EKB type definition list, the key distribution center
(KDC) produces an EKB that can be processed in common in one
> or category trees defined in the EKB type definition lists.
15
22. An information processing method according to
Claim 17, wherein the key tree includes a root tree having a
multilevel tree structure at the top, a top-level category
tree directly connected to the root tree, and a sub-category
20 tree located at a level below the top-level category tree
and connected to the top-level category tree;
the category entity serves as a manager entity of the
top-level category tree and manages the top-level category

tree and the sub-category tree located below the top level

25 category tree and connected to the top level category tree;



25 type definition list, if and only if a revocation request is - 182
received fromat | east one of category entities nanagi hg one or nore
category trees selected as category trees that can process an EKB type to
be revoked. 5 25. An information processing nethod according to Caim17,
wherein in response to an EKB type definition list request issued by an
EKB requester or a category entity requesting the key distribution center
(KDC) to produce an EKB, the key distribution center (KDC) transmits a
newest 10 version of EKB type defim ti@dn-ist to the requester of the
list. 26. An information processing nethod according to Caim 17, wherein
the category entity sends information of a 15 change in a category tree

nmanaged by t R el aly Rhithi¥ ! DrodiSelseh Ldt Hnhis et 80 KDC) ;. and
oy S oo By

i n accordance with t e notitication Trecéi he category

entity, (ieo-kens isdivifyg 4 arf FREtHAPQaPBd PrBe Mtk I kHLnewal on
the EKB type 20 definition list and sends renewal I nformation'to the EKB

request evasiEl dihermatcrgaiot 2 Keyis -asbi.grtd P IHeE Y RE YN Raw ng a
conputer program stored therein for causing a conputer systemto execute

25 i nf ortrogt- Ioevedr aEASKjOTY itred A WuRRIdatiegUISc ad)d 1D6IRA bel8d N
which a key tree is formed so as to include a subtree
5 the top-level category tree and connected to the top-level
category tree, which are managed by the category entity; and
on the basis of one or more sub-EKB's produced by one
or more category entities corresponding to one or more
category tree identification data selected on the basis of
10 the EKB type definition list, the key distribution center

(KDC) produces an EKB that can be processed in common in one

or category trees defined in the EKB type definition lists.

23. An information processing method according to
15 Claim 17, wherein the key distribution center (KDC) performs
registration of a new EKB type identifier in the EKB type
definition list, if and only if approval of the registration
is obtained from all category entities managing one or more
category trees selected as category trees that can process

20 an EKB type to be registered.

24. An information processing method according to
Claim 17, wherein the key distribution center (KDC) performs
revocation of an EKB type identifier registered in the EKB

25 type definition list, if and only if a revocation request is



serving as a category tree categorized in accordance with a category, the
category tree including | eaves, a root, and nodes existing in paths from
the respective |leaves to the 5 root, wherein a plurality of devices are
assigned to respective |eaves and keys are assigned to the root, the

| eaves, and the nodes, respectively; and an enabling key block (EKB) is
provided to a device, wherein the enabling key block (EKB) includes data
produced by selecting a path 10 in the key tree and enhcrypting an
upper-level key in the selected patB8@sing a | ower-1level key in the
selected path such that the encrypted data can be decrypted only by the
devi ce which can use a node key set corresponding to the selected path,

wh i .t he basi f
e LRe FotRiRRP Eepin RAOIIQB ST oF M rblibryt 2ok lithRa liandihas o0 ®, o
i dent i f'o‘iafrdo‘iré dalcago rttfeféé' 3G 1252 AQ" Laltls g,%rg;e QPR F"ﬁgéKéB?ype 20

definition |ist repre enting the corresponden tween an

i denti f ipelocea® Qme ERB YR itdehed Fetdidan data identifying one or nore
category trees that can"process an EKB of an EKB type identified by the

EKB type identifier; and producing an EKB that can be decrypted in comon
in one or nore category trees identified by the extracted 25

idengificati ph.dahf. information processing method according to
Claim 17, wherein in response to an EKB type definition list
request issued by an EKB requester or a category entity
requesting the key distribution center (KDC) to produce an
EKB, the key distribution center (KDC) transmits a newest
10 version of EKB type definition list to the requester of the

list.

26. An information processing method according to
r Claim 17, wherein the category entity sends information of a
15 -change in a category tree managed by the category entity to
the key distribution center (KDC); and
in accordance with the tree change notification
received from the category entity, the key distribution
center (KDC) performs necessary renewal on the EKB type
20 definition list and sends renewal information to the EKB

requester and the category entity.

27. A program storage medium having a computer program
stored therein for causing a computer system to execute

25 information processing in an information processing system
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in which a key tree is formed so as to include a subtree

serving as a category tree categorized in accordance with a
category, the category tree including leaves, a root, and
nodes existing in paths from the respective leaves to the
root, wherein a plurality of devices are assigned to
respective leaves and keys are assigned to the root, the
leaves, and the nodes, respectively; and an enabling key
block (EKB) is provided to a device, wherein the enabling
key block (EKB) includes data produced by selecting a path
in the key tree and encrypting an upper-level key in the
selected path using a lower-level key in the selected path
such that the encrypted data can be decrypted only by the
device which can use a node key set corresponding to the

selected path, wherein the computer program comprising the

steps of:

on the basis of an EKB type identifier included in an
EKB production request, extracting identification data
identifying a category tree from an EKB type definition list
representing the correspondence between an EKB type
identifier and one or more identification data identifying
one or more category trees that can process an EKB of an EKB
type identified by the EKB type identifier; and

producing an EKB that can be decrypted in common in one
or more category trees identified by the extracted

identification data.



