3 0 JAN 2004 DESCRI PTION I nformation processing apparatus, information
processing method, and providing nedi um Technical Field The present
invention relates to an information processing apparatus, Qﬁﬂou i
processi ng method, and providing medium Mre particularly, it relatfes to
an information processing apparatus, information processing nethod, and
provi ding nediumthat utilize encrypted information. Background Art There
are systens that encrypt information (content) such as nusic and send it to
the information processing apparatus of the users who have made a required
agreenent, so that the users can decrypt and use the content on their

i nformati on processi ng apparatus. However, in the conventional system
contents are provided according Q%SE%&%E%@N i nformati on such as sex or age
of the user, usage of content or type of information processing apparatus
that the user owns, which prevented fromproviding a variety of services.

D sclosure af. the Inventlon The present, inventi.on has been nmade,jn vi ew of

Che. dee s RECRARA ) PR BIOTR oo DaPGeRaand BFPELy Bhd
: serV|%§§r(§Ip %ﬁN %394 The present invention provides an information '

proc§§5|ng appara conprised in an electronic contents distribution

network system for sendlng contents which conprises hol di ng neans for
hol ding first information encrypted with a content key and the content

key, pna e conteny key, storage means for

The present invention relates to an information processing
’fj apparatus, information processing method, and providing medium. More
particularly, it relates to an information processing apparatus,

information processing method, and providing medium that utilize

encrypted information.
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Background Art

There are systems that encrypt information (content) such as music
and send it to the infomat{ion processing apparatus of the users who
have made a required agreement, so that the users can decrypt and use
the content on their information processing apparatus:

However, in the conventional system, contents are provided
.according to personal information such as sex or age of the user, usage
of content or type of information processing apparatus that the user

owns, which prevented from providing a variety of services.

Disclosure of the Invention
The present invention has been made in view of the above

circumstances, and makes it possible to provide a variety of services.



storing second information conprising: usage conditions that indicate
conditions of equipnent or users that can use the first information with
the content key; and wusage details that indicate usage rules of the first
i nformati on; and sending neans for sending the first infor tggﬂq 2

t stored by

content key held by the holding means and the second infor
the storage neans to other apparatus which is simlarly conprised in the
el ectronic contents distribution network systemw th a delivery key for
generating pricing conditions that indicate conditions of equipnment or
users that can.use the first .information w t cont ent. ke he basis
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distribution network systemw.,th a delivery, Kk for generating prjcing
condi t i of8®¥at? V‘ﬂag%a%/eem@gnmf?frﬁ% HSIIEE; Bﬁeﬁ{e Fﬁtoraggepgeqwa 0 c%the[use t he
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I nformation; and prices that Corresponds to the usage details conprised in
t he secomgtwvarkosyademonith ardgliverd kiyntprgenerating pricigg contlitiary thatindicate
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content key on the basis of the second information; and prices that corresponds

to the usage details comprised in the second information for providing services.

Also, the present invention provides an information processing method
comprised in an electronic contents distribution network system for sending
contents which comprises a holding step of holding first information encrypted
with a content key, and the content key; a storage step of storing second
information comprising: usage conditions that indicate conditions of equipment or
users that can use the first information with the content key; and usage details
that indicate usage rules of the first information; and a sending step of sending
the first information, the content key held by the holding step and the second
information stored by the storage step to other apparatus which is similarly
comprised in the electronic contents distribution network system with a delivery
key for generating pricing conditions that indicate conditions of equipment or
users that can use the first information with the content key on the basis of the
second information; and prices that corresponds to the usage details comprised

in the second information for providing services.



provi des a conputer-readabl e program for naking an information processing
apparatus conprised in an electronic contents distribution network system
execute a process, which conprises a holding step of hoP@PAYUARYSA004
information encrypted with a content key, and the content key; a storage
step of storing second information conprising: usage conditions that

I ndi cate conditions of equipnment or users that can use the first
information with the content key; and usage details that indicate usage
rul es of the fiuthermarer the inseserinimvantiemdirayidesep pwividieganadiunmdhat r st
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i nformation and usage details for the usage conditions Is stored by being
associ at & sandimgt the Tirst iformationnthe oonteahdey heldhby dhé holing stepr amd them and

the stor cond inforpati are sent to give rovider.. Furthernore,
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sent fromam lwntent key on the basis of the second information; and prices that
correspond to the usage details comprised in the second information for providing

services.

Furthermore, the present invention provides an information apparatus, an
information processing method and a providing medium, wherein encrypted first
information is held, second information containing the usage conditions of the first
information and usage details for the usage conditions is stored by being
associated with the first information; and the held first information and the stored

second information are sent to a given provider.

Furthermore, the present invention provides an information processing
apparatus comprised in an electronic contents distribution network system for
providing services which comprises receiving means for receiving first
infformation encrypted with a content key, the content key and second
information comprising usage conditions that indicate conditions of equipment or
users that can use the first information with the content key sent from other
apparatus which is similarly comprised in the electronic contents distribution

network system and usage details that indicate usage rules of the first
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apparatus which is simlarly conprised in the electronic contents
distribution netwrk system and usage details that indi cgte usage rul es of
the first 3 30 JANUARY 2004 information; generating meand JAM 4 i ng
pricing conditions that indicate conditions of equipnment or users that can
use the first information with the content key on the basis of the second
I nformation and prices that correspond to the usage details conprised in
t he second information received by the receiving neans; and sendi n(tq nmeans
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Furthermore, the present invention provides an information processing
method comprised in an electronic contents distribution network system for
providing services which comprises a receiving step of receiving first information
encrypted with a content key, the content key and second information
comprising usage conditions that indicate conditions of equipment or users that
can use the first information with the content key sent from other apparatus
which is similarly comprised in the electronic distribution network system and
usage details that indicate usage rules of the first information; a generating step
of generating third information pricing conditions that indicate conditions of
equipment or users that can use the first information with the content key on the
basis of the second information and prices that correspond to the usage details
comprised in the second information received by the receiving step; and a
sending step of sending the first information, the content key, and the second
information received by the receiving step as well as the pricing conditions and
the prices generated by the generating step to other apparatus which is similarly
comprised in the electronic contents distribution network system for selecting the
usage detail comprised in the second information or the price, selecting the

pricing condition, decrypting the first information with the content key using the
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basis of the second information and prices that correspond to the usage
details conprised in the second information received b% t he rece|V|ng
step; and a sending step of sending the first informat S8dANUMEYCHMent
key, and the second information received by the receiving step as well as
the pricing conditions and the prices generated by the generating step to
ot her apparatus which is simlarly conprised in the electronic contents
di stribution network systemfor selecting the usage detail conprised in

t he secondrstrinigrmation mceerding tpselestedsusage deatpil mad ghargingdor thelusage,
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the electronic contents distribution netwdrk system amé usage details that
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t he cont eapplritu®WHikle i9Hhia®f cbhprisedond th@f&ééf?ém@rboﬁ'féi'\ts RAisteiBEtibR at
corresponds to the usage details conprised in the second information
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recei vi ng
conditions that indicate conditions of equipment or users that can use the first

information with the content key on the basis of the second information and
prices that corresponds to the usage details comprised in the second information
received by the receiving step; and a sending step of sending the first
information content key, and the second information received by the receiving
step as well as the pricing conditions and the prices generated by the generating
step to other apparatus which is similarly comprised in the electronic contents
distribution network system for selecting the usage detail comprised in the
second information or the price, selecting the pricing condition, decrypting the
first information with the content key using the first information according to
selected usage details, and charging for the usage by the usage step according

to the price for using contents.

Furthermore, the present invention provides an information processing 4
apparatus, information processing method and a providing medium, wherein
encrypted first information and second information containing the usage
conditions of the first information and usage details for the usage conditions, sent
from a given provider are received; third information containing the pricing

conditions for the first information and the price that corresponds to the pricing
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step as well as the pricing conditions and the prices generated by the

generating step to other apparatus which is simlarly ri I n the
el ectronic contents distribution network system for seggggwhéﬁtq(h%} sage

detail conprised in the second information or the price, selecting the
pricing condition, decrypting the first information with the content key
using the first information according to selected usage details, and

charging for the usage by the usage step according to the price for using
cont ent s.CORGHIOREFBrepared @cepiting o thevieseived qﬁcmg deformatipmif apchine st
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cont ai ni yephedusinddnfoanativort aensersifto tAperdprizté eqofpoiantt i on and usage details
for the usage conditions, sent froma given provider are received; third
i nformati on containing the pricing conditions for the first information

and the priceg ,rﬁ‘%”ré,eﬂ@@%sérﬁ, ih0entRin rﬁ%‘\ﬂ?ﬁ?% HidkARNO %ﬁe Mg tions

is prepared according to the received sec ormation; an f]i st
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the prepared third information are.sent to .apprapriate equi pnent. ..

Fur t hor miped praepibBieh Ry REs S Tieans 13h SRS velergics MbBbation
appar at UsopSsiding &k inforfthtPhesitithe MSrRalide prccedbimgr ddpdra@R dHaiseRIdf tisy st em
for using contents which conprises storing neans for storing a reference
i nf or mat iidlermaten rappanaiusheedeiving meanshiasfreceiinanficst informoation epespied)
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i nfor mat i gn i AngsPribfdrdt6AN didd PHeind AordMbr2ifaC LAIC BonBltions of
equipment or users that can use the first information with the content key on the
basis of the second information and prices that correspond to the usage details
comprised in the second information, sent from other apparatus which is similarly
comprised in the electronic contents distribution network system with delivery
key; usage selecting means for selecting the usage details comprised in the
second information received by the receiving means, price selecting means for
selecting the price received by the receiving means, using means for decrypting
the first information with the content key and using the first information according
to selected usage detail; and executing means for charging for the usage by the

usage means according fo the price for using contents.

Furthermore, the present invention provides an information processing
method comprised in an electronics contents distribution network system for
using contents which comprises a storing step of storing a reference information
comprising the information of the information processing apparatus or user of the
information apparatus; a receiving step of receiving first information encrypted
with a content key; the content key and, second information comprising the usage
conditions that indicate conditions of equipment or users that can use the first

information with the content key and usage details that indicate usage rules of the

6



equi pnment or users that can use the first information with the content key
on the basis of the second information and prices that correspond to the
usage details conprised in the second information, seng? ie}04
apparatus which is simlarly conprised in the electronic contents

di stribution network systemw th delivery Kkey; usage selecting neans for
sel ecting the usage details conprised in the second information received
by the receiving nmeans, price selecting neans for selecting the price
recei ved fipst infpemadieni and gorieiethsondidipng thehingicate cosditippsiafequipreent pet

to ool ot Sar el ARSI et WonRion Bl EorbhE ey ShIBRAY R ¥ 0. "D,
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i nf ti . d th tent key: th t k d, d
1 or mat TG BY NBF AgeTHion a8 BnoB GiRle i BrdoB 19k Solenting 0% PRBR PSFERE. of
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and usage details that indicate usage rules of 0 JANUARY 2004 first
i nf or mat icontenirkeypand iusigc thedfitst drfermation iasaoksiing te salictecbnsags detailspnent

or wusers that can pse the first informat.ion wth the content ke n the
i & of BrHoan SERUHST xfuind Sted BF ARG Tohtie' uihe SROME LstdE ¥R e
detai |l s eeBBrdisgtb the prideefos eeiydcdriémenat i on, sent from ot her apparatus
which is simlarly conprised in the electronic contents distribution

network systemw th delivery key; a usage selecting step of selecting the
Loa0e LT TRt I DreSRRORchObG SRR AL BERIGE Mool ffertion
provides a computer-readable program for making an information processing
apparatus comprised in an electronic contents distribution network system
execute a process, which comprises a storing step of storing a reference
information comprising the information of the information processing apparatus
or user of the information apparatus; a receiving step of receiving first
information encrypted with a content key, the content key, and, second
information comprising the usage conditions that indicate conditions of
equipment or users that can use the first information with the content key and
usage details that indicate usage rules of the first information, and pricing
conditions that indicate conditions of equipment or users that can use the first
information with the content key on the basis of the second information and price
that corresponds to the usage details comprised in the second information, sent
from other apparatus which is similarly comprised in the electronic contents
distribution network system with delivery key; a usage selection step of selecting
the usage detail comprised in the second information received by the receiving
step a price selecting step of selecting the price received by the receiving step a
using step of decrypting the first information with the content key and using the

first information according to selected usage details; and an executing step of



by the receiving step a using step of decrypting the first information with
the content key and using the first information according to sel ected
usage details; and an execution executing step of char%@?@‘wﬁﬁ\’taﬁ)@“usage
by the usage step according to the price for using contents. Furthernore,
the present invention provides a providing nediumthat provides a
conput er -readabl e program for nmaking an i nformati on processing apparatus
conprised in an electronic contents distribution network system execute a
process, odrgng dopihesasagesbyrihrgusingpstep scoriding o rtbé eprere dor iusing mat i on
conprisin tthe information of the information processing apparatus or user
of the i nfUMHRLS on apparatus; a receiving step of receiving first
information egryRiRereM tHe Brasmt GRteltRh pr\BdED Hre MfolRitiord PocsiNd
information conpri S|_r|r:fg t he usage conditions that indicate conditions of

equi pmen@pgeralger an infarmation psecassing medhod andrargteidingimedivAe whgreht key
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t he sgcor‘i’@_"ﬁ“ﬁf i &ﬁ?ggg?ﬂ"d'tfqr&m%%é'ﬁ'r dﬂ@r"ﬁ‘_@ﬂ@ vERTERAINING dheyi %"!'Ei/
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delivery key; a usage selection step of selecting t usage detall
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executing step of 7 30 JANUARY 2004 charging for the usage by the using
st ep accéeticed ttbetérerppteddirsbinfermatipn isoteaweted and used according to the
usage details corresponding to the selected usage conditions; the usage is
charged according to the price that corresponds to the selected pricing

conditions.
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Furthernore, the present invention provides an information processing

appar at us,

an informati on processing nethod and a providi ng nedium wherein

appropriate reference infornmation is stored; encrypted first information,
second information containing the usage conditions of 3t@mif\[m&-'
information and usage details for the usage condition¥, i
information containing the pricing conditions for the first information
and the price that corresponds to the pricing conditions, sent froma

gi ven provider are received; the received usage conditions of the second
information is selected;. the received pricing conditions .of the third
information, corresponding to the stored reference information is

sel ect ed;

usage 1

the encrypted first information is decrypted and used according

thgr.g;gﬁg?gg%gggégfg%agﬁgngkggato t he sel ected usage conditions; the

Pice that corresponds to the sel ected
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Figure 3 is

ock diag

SerViffog?ﬁﬁG{?é'ﬁnggggtéwiS a schematic diagramillustrating the

t ransm ssSi
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y keys Kd at the EMD service center 1. Figure 5is
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EMD service center 1. "Figure 6 i's another schematic diagram

on o

i1l usgfathngubheetanantaskap @f delivery keys Kd at the EMD service center
1.

Figure 4 is a schematic diagram illustrating the transmission of

delivery keys Kd at the EMD service center 1.

Figure 5 is another schematic diagram illustrating the

transmission of delivery keys Kd at the EMD service center 1.

Figure 6 is another schematic diagram illustrating the

transmission of delivery keys Kd at the EMD service center 1.

Figure 7 is another schematic diagram illustrating the

‘transmission of delivery keys Kd at the EMD service center 1.

keys

Figure 8 is another chart illustrating the transmission of delivery
Kd at the EMD service center 1.

Figure 9 is a chart illustrating an example of system registration

information.

Figure 10 is a chart illustrating use point information.

Figure 11 is a block diagram showing an example functional

configuration of a content provider 2.

Figure 12 is a chart showing an example UCP.

Figure 13 is a schematic diagram illustrating control transfer

of content.



Figure 7 is another schematic diagramillustrating the transm ssion of
delivery keys Kd at the EMD service center 1. Figure 8 is another chart
illustrating the transm ssion of delivery keys Kd at the EMD service
center 1. Figure 9 is a chart illustrating an exanple of tSﬁthgq&
registration information. Figure 10 is a chart illustratin S
information. Figure 11 is a bl ock diagram show ng an exanpl e functi onal
configuration of a content. provider 2. Figure 12 is a chart show ng an
exanpl e UCP. Figure 13 is a schematic diagramillustrating control transfer
of content. 3 9 JAN 2004 Figure 14 is a schematic diagramillustrating
first-gen i uplication. _Fiqure_ 15 is.a-chart show_.n xanpl e cade
val ves o PS8V Es £ b ehEna Pl T PRk s a S B s O s s T ARt I
shomﬁggpﬁﬂ gxappl e code values set as the usage conditions in UCP. Figure
17 1is a scﬁenatlé di agram show ng a content provider secure container.
Figure 18 4 G ti |.agr. 1 e I t t L catl.ol

certifi catﬁéj?% ‘Y§h1te1§ag%n‘l'fl g:r%%g%%?l%gg]ﬁ?gﬁre@% Vieaslq%%ﬁgcé s2%fa‘;g:;)lrn(faemcode
show ggq4t BecbHRgtigpakoganfiguration of a service provider 3. Figure 20 is
a chart show ng exanple PTs. Figure 21 is a chart show ng an exanpl e code

val ues setrfgutdele is a chart showing an example code values set as the
usage conditions in UCP.

Figure 17 is a schematic diagram showing a content provider secure

e’

container,

Figure 18 is a schematic diagram showing an example authentication
certificate of the content provider 2.

Figu_re 19 is a block diagram showing the functional configuration
of a service provider 3.

Figure 20 is a chart showing example PTs.

Figure 21 is a chart showing an example code values set as the
pricing conditions in PT.

Figure 22 is a chart showing another example PTS.V

Figure 23 is a chart showing an example code values set as the
other pricing conditions in PT.

Figure 24 is a schematic diagram showing a service provider secure
container.

Figure 25 is a schematic diagram showing an example authentication
certificate of the service provider 3.

Figure 26 is a block diagram showing an example functional

configuration of a receiver 51 in a user home network 5.



pricing conditions in PT. Figure 22 is a chart show ng anot her exanple PTs.
Figure 23 is a chart showi ng an exanpl e code val ues set as the other
pricing conditions in PT. Figure 24 is a schematic di agram showi ng a
service provider secure container. Figure 25 is a schematic diagram

showi ng an exanpl e authentication certificate of the serBi@ng\tr@\Q 3.
Figure 26 is a block diagram show ng an exanple functional ~confi ation
of a receiver 51 in a user honme network 5. 9 3 0 JAN 2004 Figure 27 is a
schemati c di agram showi ng an exanpl e authentication certificate of SAM 62
of the receiver 51. Figure 28 is a chart showi ng an exanple of UCS. Figure

It or mt | AL ade SHOTRCTRE G A Sharabd < srahreey BieRpLpagi 80°
Hgyugg@@.ff & h@ftsﬁﬁQ@QUQ thgxgngﬁng gipounting information. Figure
31 i s & chart- show ng the |n1format|on Stored”i'n the menmory nodule 73 of

t he recei%@ﬂ%é¥h 5 %%%qi%§M%§tagﬁg@{ﬂ%ié$u§%£%$iggofeﬁeéence i nformation

51. Figure IS a chart showi ng an &xanp use pornf information of

e LT ) S oS A s L sbo IR e L
functdOnAtufOYr GHEANLMe Ofn Fo ke %8 stethdd) 65RCi HSGle RATRAGIVEEKrRge
63 of the receiver 51.

Figure 30 is a chart showihg'an,example of accounting information.

Figure 31 is a chart showing the information stored in the memory
module 73 of the receiver 51.

Figure 32 is a chart illustrating reference information 51.

Figure 33 is a chart showing an example of use point information
of reference information 51.

Figure 34 is a chart showing an exXample registration list.

Figure 35 is a block diagram showing an example functional
configuration of a receiver 201 in the user home network 5.

Figure 36 is a chart showing example information stored in the
memory module 223 of the receiver 201.

Figure 37 is a chart showing an example of reference information
201.

Figure 38 is a chart showing an example of use point information
of reference information 51.

Figure 39 is a flow chart illustrating process for utilization

of content.
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Figure 36 is a chart show ng exanple information stored in the nenory
nodul e 223 of the receiver 201. Figure 37 is a chart show ng an exanpl e of
reference information 201. Figure 38 is a chart showi ng an exanpl e of use
point information of reference information 51. Figure 39 ag]zh%hp@ﬂgﬁart
illustrating process for utilization of content. 3 0 JAN 200 rgure 40 is
a flowchart illustrating the process of sending delivery keys Kd fromthe
EMD service center 1 to the content provider 2. Figure. 41 is a flow chart
illustrating a flow of nutual authentication between the content provider
2 and EMD service center 1. Figure 42 is a flow chart illustrating anot her

fl f .ual hent i ' b h id 2 and E

cervi oo carigire #9 A Rt E TRl a0 LR PR bR op Rore ooy
ol . 2fioP her

cont oL YR A B i PO VRS S0 YRR e RERY v o S GobBLErdrbabRTey

contept provider secure container fromthe content provider 2 to the
service provider 3. Figure 45 is a flow chart illustrating the process of

fﬁgdi pgcgﬁ%ﬁh‘é&l?ﬁ AP\ defo,s QY & COM AL OEL+ {AQM t PEoReL¥! fifcRLQVI der 3 to
authentication between the content provider 2 and EMD service center

1.

Figure 42 is a flow chart illustrating ancther flow of mutual
:T} authentication between the content provider 2 and EMD service center
1.

Figure 43 is a flow chart illustrating another flow of mutual
authentication between the content provider 2 and EMD service center
1.

Figure 44 is a flow chért illustrating the process of sending a
content provider secure container from the content provider 2 to the
service provider 3.

Figure 45 is a flow chart illustrating the process.of sending a
service provider secure container from the service provider 3 to the
receiver 51,

Figure 46 is a flow chart illustrating the process in which the
receiver 51 receives the service provider.secure container.

Figure 47 is a flow chart illustrating the process in which the
receiver 51 reproduces content.

Figure 48 is a flow chart illustrating an account settlement

process.

=11~



Figure 46 is a flow chart illustrating the process in which the receiver
51 receives the service provider secure container. Figure 47 is a flow
chart illustrating the process in which the receiver 51 reproduces
content. Figure 48 is a flow chart illustrating an account ﬂtJ&((bﬁﬂﬂlf
process. 3 0 JAN 2004 Best Mdde for Carrying Qut the InventlTon An

enbodi nents of the present invention will be described below (1)

I nformation distribution systemFigure 1 illustrates an EMD (el ectronic
musi ¢ distribution) system by the application of the present invention.
The END systen1consists of the EMD service center 1 that nanages

i ndi v} i,ec % ? neg ﬁon&ent rovider 2 that provides content,
ser vi % g % P8e °§ RAEY ﬁﬁo PheLhe 838? Fﬁpned serV|ces correspondi ng to
content, twor osed of i ver n
receiver O%%Fé?%&éﬁ%?%f eﬁﬁnE coﬁ? ?H‘Pqﬁge d%%gré%ﬁpg%?i6%'

distribute (pfﬁ@géﬁngég §9§£Pﬂ§ %ﬁ§§gg @éﬁd in an END system (for

exanpl e, receiver recei ver rgital data whose information

i ts_el f haSE‘ IYJ.aé lielli Epééeg)é.%r@hﬁ %%t&'o%%%rﬁﬁsﬁc&ﬂﬂh rdaﬁpggg%etrrp

nusi c data e U|va ent 1o one piece of e user purchases ‘a content
(in fﬁftthé)élf Se5: 4d1e or(f ght b?eHéﬁg‘ fﬁveﬁ@i‘&ﬁm )z dhé %Fﬂﬁ?%'ﬂ;%%%mt REnBL QW Led
cont |cates and uses it esi des nusic however, “content

can bgr\ilepufaldry HdTBRERY PiBiat RANPYL SN liQAIRIBL phb%@é% i/ e%ﬁ&ﬁmeﬁttc
The EMD service center 1 sends the delivery keys Kd needed to use " content

to thegosesnt hepBvRgbYOLkthadnd ravhldsakbbhy el , CARYCA PIHPUHRIT 3 that
Y provides predetermined services corresponding to content, and user
network 5 composed of the equipment (receiver 51 and receiver 201 in
this example) on which content is used.

The content distributed (provided) to equipment registered in an
EMD system (for example, receiver 51 or receiver 201) is digital data
whose information itself has a value. In this example, one piece of
content corresponds to music data equivalent to one piece of music.
The user purchases a content (in fact, purchases the right to use the
content), reproduces the provided content or duplicates and uses it.
Besides music data, however, content can be video data, game programs,
computer programs, literary data, etc.

The EMD service center 1 sends the delivery keys Kd needed to use
content to the user home network 5 and a plurality of content providers
2 (In this example, two content providers 2-~1 and 2-2 are provided
(referred to as simply content provider 2 unless needed to distinguish
the content providers 2-1 and 2-2. The same applies to other

apparatuses.), as shown in Figure 2, which shows the major information

flow in the EMD system. Also, the EMD service center 1 receives
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2 (In this exanple, two content providers 2--1 and 2-2 are provided
(referred to as sinply content provider 2 unless needed to distinguish the

content providers 2-1 and 2-2. The sane applies to other ap a 4 as
shown in Figure 2, which shows the major information f|OM/§ﬂjUL§ﬁEQBb4

system Al so, the EMD service center 1 receives 3 0 JAN 2004 accounting
information and the like fromthe user honme network 5 and adjust charges,
or receives UCP fromthe content provider 2 and PT from the content

provi der 3. The content providers 2-1 and 2-2 possess the content
(encrypted with a content key Kco) to be provided, content key Kco

usagCeit bt Ad iRy Y, iR LORC R Y ot REReGRBE R R
usage, A5 | o o £OBLEPL e 200 SHBPISL ANEALI Collhend ORBRI=0 A9 opl

provi der secure ~ contai ner escri ter) to the“service provi
this PbErent NEFEVREE-t WO service providers 3-1 and 3-2. The service
providers 3-1 and 3-2 prepare one or nore price tags (abbreviated as PT

her eaf t er )raC CQIrHdME 1L olfiGe¥SPosUPRE sl DY ddie s £ UHLBLNRERY d8h-2yBREq

hold them The service provider 3 sends the prepared PT (s) together with

the GpnteR coh@BeYRESKM I BoanE AUAMAKEY cI@nt &APLEN (ee-rKeRed with
(encrypted with a delivery key Kd), and UCP supplied by the content

provigdlede Rivéfyt heyfram sabded Bosee¥roptPERY dBhtef€CUARACABRGENEONLE d1he
user home network 5 through a network 4 consisting of a private cable

net Wasdd 1 & e dpBeviedt e Db sCOOPLHYE €24 F1008) t3attelkistesbeFhehaisaiadeodetagaor k
-2 prepares usage control status (abbreviated as UCS hereafter) according
: tb t hef supplared BER ansh R thehn andirerbentalled a content provider secure

container (described later) to the service provider 3. In this example,
there are two service providers 3-1 and 3-2.

The service providers 3-1 and 3-2 prepare one or more price tags
(abbreviated as PT hereafter) _according to the UCP supplied by the
content provider 2 and hold them. The service provider 3 sends the
prepared PT (s) together with the content (encrypted with a content key
Kco), content key Kco (encrypted with a delivery key Kd), and UCP
s'upplied by the content provider 2, in the form called a service provider

' )' secure container to the user home network 5 through a network 4
consisting of a private cable network, the Internet, or communications
satellites.

The user home network 5 prepares usage control status (abbreviated
as UCS hereafter) according to the supplied UCP and PT({s) and performs
the process of using the content based on the prepared UCS. Also, the
user home network 5 prepares accounting information, timed with the

preparation of UCS, and sends it together with corresponding UCP and

PT (s) to the EMD service center 1, timed with, for example, the provision

=13~



the process of using the content based on the prepared UCS. Al so, the user

home network 5 prepares accounting information, tinmed with the preparation

of UCS, and sends it together with Correspondi ng UCP and PgafikﬁhgabnﬂbFND

service center 1, tined with, f or exanple, the provision 3

the delivery keys Kd. In addition, the user honme network 5 can be set not
to send UCP and PT(s) to the EVD service center 1. In this exanple,
as-shown in Figure 1, the user. honme network 5 is conprised of the
receiver 51 which is connected to HDD 52 and has SAM (Secure Application
Modul e) 62 and the receiver 201 which is connected to HDD 202 and has SAM

212. tail f. th i 1 , . 201 d i,bed | ater. EMD,

212, el ouflthe, LR8P 00 201 S Seeerhhed, Lot (2) 8P,
fi ti f th i t 1. i id t

Cont U AACTS1c g BB 5L KERREDL ol heSPLYL o oYLyt manageren

Th t t QVi { i . d [

e Con Sl B et IRpRGeIEIlc 2ot o 08 send el LYEE Y gy a

COpyr:ﬂﬁg on&%ﬁf@éﬁm&f SEE L Vi\@%f?ﬁ?%ﬂ){'@hori%attzbﬂﬁe%tﬁ%l& tNeppUE398n4 has

cont ént Dby ‘thé user  hone ne e appropriate copyright™ nanagement

body, I (£X3HP : Spgi i . f u LS,
Cow%égg?s(and ﬁ%g%?é££§§§%é4ﬁggggégée§€e§£¥4£§%o§%ggggﬁ?vgpé &gggaK&Sand

suppld&sndded @ ¢t epreonbenhaPioviger 23 ot hr gughs § Bes £ ente Ui AE 51 and
managenent section 12 or to the user hone network S through the user

manageiedrsesd s 0Pid8a Theefel i very keys Kd supplied to the user hone
network S equipnent formally registered in the EMD system and cont ent
' pyovider 2y amd heervice center '

Figure 3 is a block diagram showing the functional configuration
of the EMD service center 1. The service provider management section
11 supplies profit—sharing information to the service provider 3. ‘The
content provider management section 12 sends delivery keys Kd and
supplies profit-sharing information to the content provider 2.

The copyright management section 13 sends information about the
usage of content by the user home network 5 to the appropriate copyright
management body, for example, JASPAC (Japanese Society for Rights of
Authors, Composers and Publishers).

The key server 14 stores delivery keys Kd and supplies it to the
content provider 2 through the content provider management section 12
or to the user home network 5 through the user management section 18.

The delivery keys Kd supplied to the user home network 5 equipment
formally registered in the EMD system and content provider 2 from the
EMD service center 1 will be described with reference to Figures 4 to

7.
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EMD service center | will be described with reference to Figures 4 to 7. 3
0 JAN 20% Figure 4 shows the delivery keys Kd possessed by the EMD service
center 1, the delivery keys Kd possessed by the content provider 2, and
the delivery keys Kd possessed by the receiver 51 in January 1998 when the
content provider 2 starts to provide content and the receséi it conposi ng
the user hone network 5 starts to use the content. In the a&é Flgure
4, a delivery key Kd is valid fromthe first day to the last day o

cal endar nonth (both inclusive). For exanple, the delivery key Kd ver3|on
1 with a val ue of "aaaaaaaa“ consisting of a fixed randon1nunber of bits

| f 998 J 31, 199 i
G e §§%rﬁhe ARELV ORI Uk RIS FPSUEDY Torthes
h K 5 d 3 f J 1. 19
JanudiS %ty@‘ér Vjeﬂé‘?%t S ‘E%g%%§$@e}i’¥ Ky artbent, %M}ge*fh%
del th | "bbbbbbbb"
.iehvef%%#é“o%dﬁﬁi AP bl depd o reinar ;1 11 888 YR VL8 8ar y

hE%hlﬂS%i(ﬁ{'i&eg 2 stt@%t%oggv\}g}:ﬁ5§¥e 8?*%&% a?ﬂfrt)ﬁ%t rgggéver

conte dIS Bire e user hoime néet € Service provider 3

during éé}&{%ée *’13%19%'199 ﬁg&@(@%ﬁgrﬁyﬁ beadeli yar ¥1s§e¥h|§d C\'\é/&;téi%l%q 2) .-

Simlarl |very version 3 is avall abl e during 1998,

the de'lvq:r HRY Sin res'o%nf&gya»e vai Lablke jduring gfgsoﬁ!d' éé99§11tah@roﬁ\eﬂ3\éery

key Kd version 5 is avallabl e during May 1998, “an elivery
version-& igpval [l a AW ifg Jung LA93ndBef E%Lb%ttlﬁe(b%%'iht gm:mrsqweqer Zor

starts to provide content, the EMD service center sends six delivery

keys e*gﬂampléie'ﬁﬂ@rdefﬁérﬂﬂdkéﬁrﬁdiOﬂér51on 1 with a value of "aaaaaaaa"
consisting of a fixed random number of bits is available from January
1, 1998 to January 31, 1998 both inclusive {i.e., the content key Kco
that encrypt the content distributed to the user home network 5 via
the service provider 3 from January 1, 1998 fo January 31, 1998 is
encrypted with the delivery key Kd version 1). The delivery key Kd
version 2 with a value of "bbbbbbbb" consisting of a fixed random number
of bits is available from February 1, 1998 to February 28, 1998 both
inclusive (i.e., the content key Kco that encrypt the content
distributed to the user home network 5 via the service provider 3 during
the given period is encrypted by the delivery key Kd version 2).
Similarly, the delivery key Kd version 3 is available duringMarch 1998,
the delivery key Kd_version 4 is available during April 1998, the
delivery key Kd version 5 is available during May 1998, and the delivery
key Kd version 6 is available during June 1998,

Before the content provider 2 starts to provide content, the EMD

service center 1 sends six delivery keys Kd -— delivery keys Kd versions

1 to 6 —-— available from January 1998 to June 1998 {both inclusive)
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1to 6 -- available from January 1998 to June 1998 (both inclusive) 3 0 JAN
2004 to the content provider 2, which receives and stores the six delivery
keys Kd. The reason why six nonths' delivery keys Kd are stored is that a
certain period of time is required for the content provider 2 to nake

pr eparations such as encryption of the confent and conte gkg%&w ?@Qgre
starting to provide the content. Before the receiver o

content, the EMD service center 1 sends three deIivery keys Kd -- delivery
keys Kd versions 1 to 3 -- available fromJanuary 1998 to March 1998 (beth
inclusive) to the receiver 51,, whi ch receives and stores the three
delivery,

d K K d i,
avo o0 TS PR REC R cBhE e 'tlyer%mg%iqn%eshre 3 reees'é%eﬁrﬁiheﬁr%
h h t t t hat t 5 t
Eoﬁntec'%ﬂ%(l%dt Tins 28 L < BnolnS:  Behfory ofhE Khcsts FE%B% o
| oad é@@élr@ﬁ%@l‘rﬂ:ﬁ V%J‘%l“}neb%.hd?: %:' rgg ftot}e unbe;ltf]}ltlg de?:‘n§ to

t he serV|ce ce rom anuar

Januaty n%]k %gggarétﬂﬁongeéu Qe gﬁ}érﬁgtgﬁhsé:‘?rth]e b%ng%‘ﬁ‘ﬂ %%&%&'\4% ﬁ%“é’ ce

center 1, nt ent prOVI e recelver that conposes t

user EE%%&@eéﬁQfglﬁ% %ﬁ“b£8€l&éagﬁg‘§§§9@ngt delivery . keys Kd fromthe- END

service center e content provi and receiver 51 on February 1,

1998 wi | | Bé’ﬁ‘ofl@%ﬁé'ﬂ@&i’véf‘5&%‘@%%&&5&9%@& &{@Eﬁmé@m&eeﬁ%&er

1 sends six delivery keys Kd -- delivery keys Kd Versions

avai | aiiendd romdeidiane kP9 o kdul ¥ é@?ﬁvé,@gt i@eygclk&ls\!’é/legléﬂs tlhecd:@ntﬂm
~provider 2, which receives the six delivery keys” Kd and store them

Overvﬂvéifﬂeﬂble from January 1998 to March 1998 (both inclusive) to the

receiver 51, which receives and stores the three delivery keys Kd.
Three months' delivery keys Kd are stored in order to avoid the situation
in which content would not be available even during the term of the
contract due to trouble in that the receiver 5 cannot be connected to
‘the EMD service center 1 or other trouble and to reduce the load on
the user home network 5 by decreasing the number of connections to the
EMD service center 1. |

During the period from January 1, 1998 to January 31, 1998, the
delivery key Kd version 1 is-used by the EMD service center 1, the content
provider 2, and the receiver 51 that composes the user home network
5.

Now the transmission of delivery keys Kd from the EMD service center
1 to the content provider 2 and receiver 51 on February 1, 1998 will
be described with reference to Figure 5. The EMD service center 1 sends
six delivery keys Kd —— delivery keys Kd versions 2 to 7 —-- available
from February 1998 to July 1998 (both inclusive) to the content provider

2, which receives the six delivery keys Kd and store them overwriting
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3 0 JAN 20% the existing ones. The EMD service center 1 sends three
delivery keys Kd -- delivery keys Kd versions 2 to 4 -- available from
February 1998 to April 1998 (both inclusive) to the receiver 51, which
receives the three delivery keys Kd and store them overwi tiang H@

exi sting ones. The EMD service center 1 stores the delivery key \Zggﬁon
1l as it is. This is done to nmake past delivery keys Kd avail able for use
in case of unexpected trouble or in case an illegal act is commtted or
detected. During the period from February 1, 1998 to February 28, 1998, the
“delivery key Kd version 2 is used by the EMD service center 1, the content
provider 2..and the recejver t hat. conposes the user, hone net.work 5. Now
Phe PR AT ER8 Shdfer | vERyERB AT T GRALRE EVEPLSs JEP R SRidvery R5 Wihe
cont rovider 2 and receiver.b1l March 1, 19 i | e crip i th
e er e’ B R YR HB 1800 S dnt e P bnalt i derioary Ber ko

-- d e% % O}%]EIJY i f el%/9g9 é<d( Voq{hi ii?xﬁ:%. u% 1%%& 8 to tRY arh%(? g :[ \%& r Lé]f,?mrc%h r%%%% ) %%%u st

1998 I'nclusi ve e content "provi recei ves the s

del i vey Yo keys Kdo andy stor ey them quaraweitdng , &he @Xis iAg aues:;The FMQ
81 1YeEl hevp gty §

service céen hree del1very keys very keys version

3 to 'ﬁlé'EIairﬁa%\%?gESef £ MBI @hs%8ﬁést Ehgi@&ll%gg‘&é %Eg%hgglé%&%) 1t 9t Re

receiver 51, receives the three lvery store them

overwfs{ing, 1416 @Xicid NG A& pid JNRWRERY 1G] LY Gval 1319 ToN@se in
delivery keys Kd versions 1 ané}z as they are.” 3 0 JAN 2004 During the
peri oga§E 0N M &Rpdctd§98rb@pMareh 31.cdf98&n tiha Ldelll WY is committed or
:iﬁ detected.

During the pericd from February 1, 1998 to February 28, 1998, the
delivery key Kd version 2 is used by the EMD service center 1, the éontent '
provider 2, and the receiver 51 that composes the user home network
5.

Now the transmission of delivery keys Kd from the EMD service center
1 to the content provider 2 and receiver 51 on March 1,.1998 will be
described with reference to Figure 6. The EMD service center 1 sends
31X delivery keys Kd -- delivery keys Kd versions 3 to 8 -- available
from March 1998 to August 1998 (both inclusive) to the content provider
2, which receives the six delivery keys Kd and store them overwriting
the existing ones. The EMD service center 1 sends three delivery keys
Kd —-- delivery keys Kd version 3 to 5 -- available from March 1298 to
May 1998 (both inclusive)} to the receiver 51,.which receives the three
delivery keys Kd and store them overwriting the existing oneé. The

EMD service center 1 stores the delivery keys Kd versions 1 and 2 as

they are.
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key Kd version 3 is used by the EVD service center 1, the content provider
2, and the receiver 51 that conposes the user hone network 5. Now the
transm ssion of delivery keys Kd fromthe EMD service center 1 to the

content provider 2 and receiver 51 on April 1, 1998 will be SjgsgrAﬂeggéﬁth
kéyd4Kd

reference to Figure 7. The EMD service center 1 sends six delrlv

-- delivery keys Kd versions 4 to 9 -- available fromApril 1998 to

Sept enber 1998 (both inclusive) to the content provider 2, which receives
the six delivery keys Kd and store them overwiting the existing ones. The
EMD service center 1 sends three delivery keys Kd -- delivery keys Kd
version 3 -,avail abl.e. fro

5 - il 98 to J 1 bat h i n¢l usi
to the red%ﬁ@%?g§%¥aRﬁf%ﬂd*?%%%ﬂéﬁg ﬁhelPégéﬁ>H§FF53%y i%@ggﬂﬁ“%ﬂéqgﬁgﬁéye)
h it t . i i . The END i t 1 st .t
o 1 vErg RV ERAoh S 1 oA bR Bl SR B R L ERR st B o
ils1, 9 I 0.,1998, the _del.i K Kd i i db
the B 28 PnbC reRbuyer 51 aRiy, P ey i VB A R V51 e

CONMpPoses LG, Yl %ﬂ?%&sx\gﬁlﬁ)é%ei{lvépi./a{éaﬁyKdiffro%eéljl%%% gg])_{?l c%liﬁ:erf

di stri buted several non I'n "advance, S can purchase content even

t hey ﬂoﬁaoﬁhécesﬁﬁeﬁé%rﬁg@%%wi&ﬁd%e@éee{ . T Afrp%la lmqtdeOE,‘v,[itléW’beand

| ater they can access "t service center 1 and recei vé Keys

convegightibbBBwi 5 @@pﬁyfen&@&? FRALNS 7 .de&hgeﬁﬁnk@gévi@egft i Sty ishut gd

to the equipnment formally registered in the EMD system an e content

provi geg d@1idet eké'%@l!{ci‘mm_déqti‘WIiﬁ( ReydOWBVELrsiOnNSE + HATE NEtMANkY 1 o
equi pnent 1 0 JAN 200 which is not formally registered in the EVD system

{and teppRrapthY 1068i sheredteaesss i1bed imotet aidehalitid) +tATENMMhidht
Figure 8, one nonth' s
provider 2, which receives the six delivery keys Kd and store them
overwriting the existing ones. The EMD service center 1 sends three
delivery keys Kd -- delivery keys Kd version 3 to 5 —— available from
April 1998 to June 1998 (both inclusive} to the receiver 51, which
'receives the three delivery keys Kd and store them overwriting the
existing ones. The EMD service center 1 stores the delivery keys Kd
versions 1, 2, and 3 as they are.
During the period fromApril 1, 1998 to April 30, 1998, the delivery
key Kd version 4 is used by the EMD service center 1, the content provider
2, and the receiver 51 that composes the user home network 5.
In this way, if delivery keys Kd are distributed several months
in advance, users can purchase conteﬂt even if they do not access the
| EMD service center 1 at all for a month or two, and later they can access
the EMD service center 1 and receive keys at a convénient time.
As above, three months' delivery keys Kd are distributed to the

equipment formally registered in the EMD system and the content provider

2 in the user home network 5. However, to user home network equipment
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delivery keys Kd instead of three nonths' delivery keys Kd are distributed.
In this exanple, in order to register the user hone network 5 equi pnent in
the EMD system registration procedure such as wuser-crediting process is
requi red which takes approxi mately one nonth. Therefore, g ?&& rzﬂﬂénake
the content available during the period -(one nonth) fron1a$%l |§b
registration to formal registration, delivery keys Kd which all ows
one-nmonth use are distributed to the equi prent which is not formally

regi stered. Returning to Figure 3, the |og data nmanagenent section 15
stores, the accounting information output by the user managenent section

18, BT, i h y di h .
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secti&g%i%a copyy ights Wgti@e&fa&ﬂ %@-rggfstgfo%é'ﬁ g%i gggl_ez and

section cul at'és use rthe cont ent rovi ders 2- n

ser Vi&&%ﬂg@%@%@%ﬁgﬁgtﬁefﬁ@ﬁméﬁ/&ﬁy rdd i 2 A QEL JOE RIAd R & OF

the nore t use ager poi nt's” becone cording to the

cal cyl st ed- pEQf {15 P RUEPYE S dRB 43E8wh PO HaScd LabREoUS RE tERIAUSIRBL .

section 18. From now on, the use point 3 4 JAN 2004"in the content provider
2 is Gadeeh £ONt BNt o HGEr POS Nha ROt hBECHSERE! Bhail Bpl Bedfer WiyCenBr p¥irdesy 3

is called service use point. The nutual authentication section 17 perforns
‘Nt uajon&bheRy i £8éh eRPIVihG hegCOPE &Rt oRMAY Eehal r ST 166 IBOV Hdeh varyand
keys Kd which allows one-month use are distributed to the eguipment
which is not formally registered.
Returning to Figure 3, the log data management section 15 stores,
the accounting information output by the user management section 18,
PTs corresponding to the content, ‘and UCP corresponding to the content.
The profit-sharing section 16 calculates, the respective profits
of the EMD service center 1, content providers 2-1 and 2-2, and service
providers 3-1 and 3-2 according to the information provided by the log
data management section 15 and outputs the results to the service
provider management section 11, content provider management section
12, cashier section 20, and copyright management section 13. The .
profit-sharing section 16 calculates use points for the content
providers 2-1 and 2-2 and service providers 3-1 and 3-2 respectively
{the larger the profits are, or the more the user uses, the lager the

points become) according to the calculated profits and outputs the use

points to the user management section 18. From now on, the use point
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user hone network 5 equi pnent. The user nmanagenent section 18 nanages the
information (hereafter referred to as systemregistration infornmation)

about the equi pment in the user hone network 5 that can be gkﬁéﬁigggsn
the EMD system The systemregistration information contaiﬁé?} n

corresponding to the itens "SAMID," "Equi pnment Nunmber," "Settlenent ID"
"Account-Settling User Information,"” multiple "Subordinate User

I nformation,” and "Use Point Information,” as shown in Figure 9. "SAMID'
contains the SAM (described later) ID of the manufactured equipnent
conposi ng the user hone network 5. The "SAM I D' row of the system

registration information in Figure i contajins the SAM 62 IQ f the

ki W i, CanReREPBASLAGT ot LenEat Led i LO0E UEABaN BReAR N b HSE POl

nunber signed to the us&r hone netfﬁrﬁE 5_equi pnent t hat possesses SAM
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[ ' bl ock . i di ith th [ id 3
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bi | Lt t t h ad P .
The. chbbint Pt LE, wh PATBER, pontiie CRBDITBR: anor P00 PR iRetuar i

sglec& épsﬁ&ﬁgggeg§5§£i§e%%€ié§§%tan equi pnent nunber of 100 or higher is

given 1o at ‘piece 0 P (hereafter, the pieces of equi pnment that

have such 0., 48N Ia%g% BRaDLIdddERn e HEREHEEANO 13T JFRlEloPHLREBR Der

The pieces o equl w thout such capa rtres reafter, the pieces

o i R 2 gy ST it e tenl SECROULIERY, Logte a8 Wipdetlye
“have i3 hen@hover miid enadapabididdy earAnd e ia%Hr@ned rak R0 HMDTBR S tsTber
The system registration information contains information corresponding
to the items "SAM ID," "Equipment Number," "Settlement ID,"
"Account-Settling User Information,” multiple "Subordinate User
Information," and "Use Point Information," as shown in Figure 9.

"SAM ID" contains the SAM (described later) ID of the manufactured
equipment composing the user home network 5. The "SAM ID" row of the
system registration information in Figure 9 contains the SAM 62 ID of
the receiver 51 and SAM 212 ID of the receiver 201.

"Equipment Number" is the number assigned to the user home network
5 equipment that_possesses SAMi If a piece of equipment in the user
home network 5 has the capability (communications block) to communicate
directly with the sérviée provider 3 and EMD service center 1 through
a-network 4 and has, for example, the capability to output (present)
the contents of UCP and PT to the user or the capability (a display
unit and operator panel) to allow the user to select the usage details

in UCP, an equipment number of 100 or higher is given to that piece

of equipment (hereafter, the pieces of equipment that have such
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of 100 or higher (100) . Therefore, equipnent nunber 100 is assigned to
each "Equi pnent Nunber" corresponding to SAM 62 I D of receiver 51 and SAM
212 1D of receiver 201 in the systemregistration information of Figure 9.
"Settlement ID" 'stores the predeterm ned settlenent |ID assigned mﬂﬁf
formally registered in EMD system In this exanple, since tﬁg o 208kd
user A are formally registered as account-settling users (described |ater)
in the receivers 51 and 201 and assigned the settlenent 1D, that assigned
settlenent IDis stored in each "Settlenent I1D" corresponding to SAM 62 ID
and SAM 212 IDin the systen1registration information of Figure 9.
"Account - Sett ing User Information" contains, the nane, address, ghone
nunbefaP ks t2FAsFeEerred Fﬂf%?n%%?%%r(%qﬁlpm?ﬂe)cre%ﬁ? REFGE er)
date of blrth age, sex he use is tg set
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iu} and SAM 212 ID of receiver 201 in the system registration information
of Figure 9.

"Settlement ID" stores the predetermined settlement ID assigned
when formally registered in EMD system. In this example, since the
user F and user A are formally registered as account-settling users
(describedlatef)inthereceivers51anuiZOlandassignedthesettlement
ID, that assigned settlement ID is stored in each "Settlement.ID"
corresponding to SAM 62 ID and SAM 212 ID in the system registration
information of Figure 9.

"Account-Settling User Information" contains, the name, address,
phonenumber,settlementinstitutioninformation(e.g.,thecreditcard
number), date of birth, age, sex, ID, password, etc. of the user who
is to settle the account {heéreafter, such a user is referred to as
account-settling user).

The name, address, phone number, settlement institution
information, date of birth, age, and sex of the account-settling user
are provided by the user when an application for registration is filed

by the user (hereafter the items contained in "Account-Settling User
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information are not used for the user-crediting process and need not be
accurate in this exanple. Besides, the user is not necessarily required to
provi de them The account-settling user's ID and password cgyiﬁgﬂﬁg éﬂ
"Account-Settling User Information” is assigned and set whe h e D&
registered in the EMD system In this exanple, since the user Fis

regi stered as an account-settling user in the receiver 51,
"Account-Settling User Information" for the SAM 62 ID of the receiver 51

in the system registration informati on of Figure 9 contains the user's
general information provided by user F as well as the I D and password of
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such ‘users are referre O as~subordi nate users ther wor
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| nf or mat | pt the settlfenent 1 nstitutlon I nformati on.
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sex confained in "Subordinate User |Inforiafion” need not be accurate
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exanple a nickname may be used for the name. Although the name is used to

“ipenthéyatbardser int haiet BeRambnkQr nBés08eks tBE eeessarhby heguskadily
required to provide them. The account-settling user's ID and password
contained in "Account-Settling User Information" is assigned and set
when the user is registered in the EMD system.

In this example, since the user-F is registéred as an
account-settling user in the receiver 51, "Abcount—séttling User
Information" for the SAM 62 ID of the receiver 51 in the system
registration information of Figure 2 contains the user's general
information provided by user F as well as the ID and password of user
F. Since the user A is registered as an account—settling user in the
receiver 201, "Account-Settling User Information" for the SAM 212 ID
contains the user's general information prévided.by user A as well as
the ID and password of ﬁser A. In this example, the user F is male
and the user A is female.

"Subordinate User Information™ contains the name, address, phone
number, date of birth, age, sex, ID, password, etc. of the user who

does not settle his/her account for himself/herself (hereafter such

users are referred to as subordinate users). In other words, it
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The subordinate user's ID and password contained in "Subordinate User

I nformation" is assigned and set when the subordinate user is registered

in the EMD system In this exanple, since no subordinate user is registered
for both receivers 51 and 201, "Subordinate User Informatioff) fpAN 280§ M
62 .ID and the SAM 212 ID contains no information. "Use Point Information”
is the use point information output by the profit-sharing section 16.11

Fi gure 10A shows use point information of the receiver 51 contained in
"Use Point Information” for SAM 62. According to this, the user F
(account-settling user) of the receiver 51 is given the content use point
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23 + 22) for the user A) of the content "use point of the CTontent providers
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servi € iletidss shéukealdthd-cdhds i REdenhe 166 Pgual. nddesslsiiprdaired.
_henaging this systemregistration information, the ,

W g The subordinate user's ID and password contained in "Subordinate User
Information" is assigned and set when the subordinate user is registered
in the EMD system.

In this exaﬁple, since no subordinate user is registered for both
receivers 51 and 201, "Subordinate User Information" for the SAM &2
ID and the SAM 212 ID contains no information.

"Use Point Information” 1is the use point information output by
the profit-sharing section 16." Figure 10A shows use point information
of the receiver 51 contéined in "Use Point Information" for SAM 62,
Bccecording to this, the user Fr(account—settiing user} of the receiver
51 is given the content use point 222 points for the content provider
2-1, 123 points for the content provider 2-2, 345 points for the service
provider 3-1, and 0 point for the service provider 3-2.

Figure 10B shows use point information of the receiver 201
contained in "Use Point Information™ for SAM 212. According to this,

the user A (account-settling user) of the receiver 201 is given the

content use point 23 points for the content provider 2-1, 22 points
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user nmanagenent section 18 prepares registration lists for predeterm ned
processes and sends themtogether with the delivery keys Kd to the user
hone network S. Returning again to Figure 3, the billing section 19

cal cul ates the amount charged to the user based on, for exaspﬂﬁgmém[]l{
accounting information, UCP, and PTs supplied by the | og data enen

section 15, and supplies the results to the cashier section 20, which then
settles accounts in comunication with external banks or the |ike (not
shown), based on the amounts of usage fees to be paid or charged to the
user, content provider 2, and service provider 3. Also, the cashier
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section 33. The conpression section 33 conpresses the content supplie y

the wederamidd ReeS8ekvaRe3dsebio MRACE drfidantiwie: d AnsfiRfdp Aeayshing Gadi ng
)}  is made to be equal.

In additioﬁ to managing this system registration information, the
user management section 18 prepares registration lists for
predetermined processes and sends them together with the delivery keys
Kd to the user home network 5.

Returning again to Figure 3, the billing section 19 calculates
the_ amount charged to the user based on, for example, the accounting
information, UCP, and PTs supplied by the log data management section
15, and supplies the results to the cashier section 20, which then
settles accounts in communication with external,bénks or the like (not
shown), based on the amounts of usage fees to be paid or charged to
the user, content provider 2, and service provider 3. Also, the cashier
section 20 informs the user management section 18 about the results
of the settlement.

The audit section 21 checks the validity of the aécounting
information supplied from the equipment in the user home network 5 as

well as the validity of PTs and UCP (i.e., checks for any illegal act).

In this example, the EMD service center 1 receives UCP from the content
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2) (a trademark) or another nethod, and supplies it to the encryption
section 34. The encryption section 34 encrypts the content conpressed by

t he conpression section 33, by common-key cryptography such ta
Encryption Standard) by using the random nunber supplied byaiiaﬁﬁibahﬁ%

nunber generator section 35 as a key (hereafter this random nunber is
referred to as a content key Kco), and outputs the results to the 'secure
cont ai ner preparation section 38. The random nunber generator section 35
suppl i es the random nunber consisting of a fixed nunber of bits for use as
the content key Kco to the encryption sections 34 and 36. The encryption

section 36 . engr s t he ntent key Kco hy. co n- r a sych as
oS | BROTSRRE thot bel TG kb ST G BEPET ey oo R R it Eheng
out put. s thg resulks t ;he secure container preparation section 38. DES is

an en8F§5t|8ﬂen§F 88r%h t encrypts 64-bit blocks of plain text by using

a'56-bit c key.. The DE rocess consists of the 3 0 JAN 2004 part
(data nixiﬁgpge%?ggn Sh

wth the Keyaapd ihe par iy BRSSP 99,356 OBtk genenaten, L Key

(expansi on for ‘use by a mxing's romthe co
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processing I n the ta m Xl ng sec escri nere oprie

First toGSebEﬁgpQEeal abNtheXhisks dhyl QEBFEEE§8JWCQQF1@ Q@E:e%%alijﬁcgilg Hedbn

| ow-order 32 bits La. Using, as Input, -bit expansion K,

suppl 58d {hOFh! BReK GYa PELRESRE NGh& R Uh AN dHI6 d PWPRIRS 3 RIS selr,avefhe
out put froman Ffunction is cal cul at ed by mxing the |loworder 32 bits
‘Lp. The EnbuBGHbIAeGORS! $bS ol CHMPHRTISE FORRRSINS 3.
The compression section 33 compresses the content supplied by the
watermarking section 32, by ATRAC2 (Adaptive Transform Acoustic Coding
_2) (a trademark) or another method, and supplies it to the encryptipn
section 34, The encryption section 34 encrypts the content compressed
by the compression section 33, by common-key cryptography such as DES
(Data Encryption Standard) by using fhe random number supplied by the
randomnumbergeneratorsection35aseakey(hereafterthisrandomnumber
is referred to as a content key Kco), and'outputs the results to the
: secure container preparation section 38,
The random number generator section 35 supplies the random number
consisting of a fixed number of bits for use as-the content key Kco
to the encryption sections 34 and 36. The encryption section 36
encrypts the content key Kco by common-key crybtography such as DES
by using the delivery key Kd supplied by the EMD service center 1, and
outputs the results to the secure container preparation section 38.

DES is an encryption method that encrypts 64-bit blocks of plain

text by using a 56-bit common key. The DES process consists of the
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"substitution"” for substituting nuneric values in a prescribed manner and
"transposition” for transposing bit positions in a prescribed manner. Then
the high-order 32 bits Ho is XORed with the output from the F function and
denoted as L1. Lo is denoted as Hl. After 16 iterations of thﬁﬁbﬂv‘@l\l
process based on the high-order 32 bits Ho and | ow order 32 2&@4
resulting high-order 32 bits H16 and | oworder 32 bits L16 are output as
ci pher text. For decryption, the above procedures are reversed using the
common key used for the encryption. The policy storage section 37 stores
the UCP set for content and outputs it to the secure container preparation

A keptaFh (9 EHREH EENRTS P AR AT ER oSt et Tk (e B eaorihe
f?:g;'t‘@f’ff'%g of5 ARG Rbr kB9 B8 Ehel B pen Re TP bl B 8l A g 5%3 Har D
e GeteptLL O%ec}ﬁei?nﬁ%};%g‘%ﬁ oAy L aOp%ﬁ'se%S%Eé‘%’h' HasaoRi2ifig, b8E e g,
(Fi G £, 20 a0 IR B ( Fnltr & A28l MLt e LD 0 £ORLERE oA 0ont ont

Pr ovi e content provider t provi des” t he

cont ¢ eréfgﬁéen&u%g{(%@%aé{% go\#@ s th§ o aies dhe h@mﬂfg tBetrgent %@tll

provi der - cont ai | D assigned to the given
| D' q&engg@rggggahg§etBglgglgf UCP A and "UCP ID'" of UCP B contains the
| D of UCP Val |d|ty Pefiod" contains information about the validity

peri od of ﬂ@sﬂJCI%z; "B4GRS Vad ilidivh Rensitod’s dafvideld Angenhaighsot-dervabi ahitps -
period of UCP A and "UCP Validity Period" of UCP B contains the validity
.\_p:erl o@l, ehdUCRwBorder 32 bits I,. Using, as input, the 48-bit expansion key
K, supplied from the key processing section and the low-order 32 bits
Ly, the output from an F function is calculated by mixing the low-order
32 bits L,. The F functioﬁ consists of two basi-c conversions:
"substitution” for substituting numeric values in a préscribed manner
and "trénsposition" for transposing bit positions in a presc;ibed
manner. Then the high-~order 32 bits ﬂu is XORed with the output from
the ¥ function and denoted as L;. L, is ldenoted as H,.
After 16 iterations of the above process based on the high-order
O 32 bits Hy and low-order 32 bits L,, the resulting high-order 32 bits
| H,; and low-order 32 bits L, are output as cipher text. For decryption,
the-above procedures are reversed using the common key used for the
encryption.
The policy storage section 37 stores the UCP set for content and
outputs it to the secure container preparation section 38. Figure 12
shows UCP A and UCP B which has been set for content A kept in the content

server 31 and which is stored in the policy storage section 37. A UCP

contains predefined information regarding "Content ID," "Content
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"Usage Conditions".consists of itens "User Conditions" and "Equi pnent
Condi tions." "User Conditions" contains the conditions for the user who
can select the given UCP. "Equi pnent Conditions" contains the conditions
for the equi pment that can select the given UCP. In the casgﬁ 2%
"Usage Conditions 10" is specified. "User Conditions 10" Uslﬁ 011-
Condi tions 10" contains information ('200 Points or Hi gher') indicating
that the use points are 200 points or higher. "Equi pment Conditions 10" of
"Usage Conditions 10" contains information ('No Condition') indicating
that there is no condition. Thus, UCP A can be selected only by the users
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eleq@@ﬁ ®n FlQMr%hfzﬂ?eEén%QQnQa%ﬁs29% o lLowekngort ent use points of the

content provider Usage Det ai contains itens such as "ID, " "Type,
" " Parametgion t M prERAided! 1HRanst €1 FE RS SH WY LREOESBL 40P p"rox}l'ﬁer that
contains. the ID assigned to the information contained in "Usage Details."

" TYDeéro@Pdi!ééltfﬁe IS dypt | or dddleithdireRtieRrt BB USE TPe @‘orit*ba_zfso&th%ntm
such ~ as reproduction or dupllcatlon "Paraneter” contains the predefined

| nf OrgRIHHE ceRtic@SPpREvAdcko2tNe usECe yiier contalingdth 0 Yes{gnddMd @he
Transfer Perm ssion Information” contains information ('Permtted or Not
“Per m giesh )uawi ctudmdirates vgrehhebne@inisothe ID of UCP A and "UCP ID™ of
UCP B contains the ID of UCP B. "UCP Validity Period" contains
informatio-n about -the validity period of the UCP: "UCP Validity Period"
of UCP A confains the validity period of UCP A and "UCP Validity Period"
of UCP B contains the validity period of UCP B.

"Usage Conditions" consists of items "User Condifions" and
"Equipment Conditions."™ "User Conditions™ contains the conditions for
the use.r who can select the given UCP. "Equipment éonditions" contains
the conditions for the equipment that can select the given UCP.

In the case of UCP A, "Usage Conditions 10" is specified. "User
Conditions 10" of "Usage Conditions 10" contains information ('200
Points or Higher') indicating that the use points are 200 points or
higher. "Equipment Conditions 10" of "Usage Conditions 10" contains
information (‘No Condition') indicating that there is no condition.
Thus, UCP A can be selected only by the users who have 200 or higher
conten£ use points of the content provider 2-1.

In the case of UCP B, "Usage Conditions 20" is specified. "User

Conditions 20" of "Usage Conditions 20" contains information ('200
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transfer of the content is possible (permtted or not) . In the case of a
content control transfer, the content is copied to the destination

equi pnent whil e being kept on the source equi pnment, as shown in Figure
13A. In other words, the content is used both on the source and
destination equipnment. In this respect, control transfer difﬁk@ ﬂyNn2004
normal content transfer in which content is renoved fromthe sourc

equi pnent and noved to the destination equipnment, only where the content
is stored and used, as shown in Figure 13B. During a control transfer of
content, the source equipnent cannot transfer the control of the content
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Ret ur o.Fi e g four "Usage Details" fields: "Usage
Det ai‘1r’u’ﬂ%ié £ gﬁéaﬁégﬁ?ﬁrﬁgaﬁ b 1111 of "Usage Details 1111
contains ”U‘sa{d% BeELINes LordRWe telsAbhish ks  "Type f,Jd, conhabpgteiher

information 1 ndicating the use type of 'Purchase and Reproduce meani ng
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{"Cont58bi Jheaster ther theskaAtiBhoetRtizghell ih cuyRj Dtha 14 nf ormgideon

i'ndicating that the control transfer of the content is
contains information that indicates the use type of the content such
as reproduction or duplication. "Parameter" contains the predefined
information corresponding to the use type contained in "Type."

"Control Transfer Permission Information" contains information
("Permitted' or 'Not Permitted') which indicates whether control
transfer of the content is possible (permitted or not). In the case
of a content control traﬁsfer, the content is copied to the destination
equipment while being kept on the source equipment, as shown in Figure
132, In other words, the content is used both on the source and
destination equipment. In this respect, control transfer differs from
normal content transfer in which content is removed from the source
equipment and moved to the destination equipment, only where the content
is stored and used, as shown in Figure 13B.

During a control transfer of content, the source equipment cannot
transfer the control of the content to any third equipment (not

permitted), as shown in Figure 13A. Thus, the content is kept only

on the two pieces of equipment: the scurce equipment and destination
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permtted ("Permtted ). "ID 12" of "Usage Details 1211 contains the ID
assigned to "Usage Details 12." "Type 12" contains the infornation
indicating the use type of 'First-Generation Duplicate' meanl ng that
first-generation duplicates will be produced. Miltiple f Jg}wm
duplicates can be produced fromthe original content as sho ure
14A. However, it is not possible to produce second-generation duplicates
fromfirst-generation duplicates (not permtted). "Paranmeter 12" contains
the predefined informati on corresponding to 'First-Generation Duplicate.
"Control Transfer Perm ssi on I nformati on 12" cont ai ns the 3 0 JAN 2004

or m Loy e K aipddty BBl thRERGE it 1o B Pk s s brene

ID " I

' Li ?n te%ﬁd?m IRéﬂgr oduc@ﬂé&%}cﬁ?ﬁ%pﬁaﬁ&%ﬁ& %geﬂg%w%pr ggh%?%agée% ent
A Tor g Sp —eféﬁéféit r[}_'tﬁ’i%) oafgiﬁgﬁtc%nﬁgntc é‘é%{kﬂﬁv&ﬁ% ?Faﬁ%r an and

end time corfespon |ng i'mted-Time Reproduction ntro

Per mssdon ddﬁﬂgﬂ@tdo%rjo?iljﬁﬂaﬁssf%tr e £ rBek mfﬁ:Bﬁdthe"élpelé:'L'medu f‘cggtlon
Detail's 14" contains the | D assigned to "Usage Details 14." "Type

cont adisir flanFEfﬁﬁl:in 4°aYPeR CORYoY td iRt ig. chﬂ%é’%eratrbg%r(l@yl%ntﬁi?!ﬁcd
duplicates available for five tines, so to speak) of duplicating five

ti meseqiipwemer i 2l 8% | Fokbéist CASerethrh8d PPEMPERSI Bbrte BHOdB&EEnt.
duplicates fromduplicates (not permtted), as shown in Figure 14B.

" Par amet eRebAirrioR) alonFilghirer Mk, 0ocPDUPhhgatear Frusade nBstaingrcaiengsf:i ve
ti mes of possible duplicates accor di ng to 'Pay Per Copy 5.1 "Control

:_'-‘\T?r ansfiegadqierpatssilon 11" to "Usage Details 14." "ID 11" of "Usage Details

11" contains the ID assigned to "Usage Details 11." "Type 11" contains
the information indicating the use type of 'Purchase and Reproduce’
meaning thaf the content will be purchased and reproduced. "Parameter
11" contains the predefineci information corresponding to 'Purchase and
Reproduce.' "Control Transfer Permission Information 11" contains the
information indicating that the control transfer of the content is

permitted ('Permitted'}.

"ID 12" of "Usage Details 12" contains the ID aésigned to "Usage
Details 12." "Type 12" contains the information indicating the use
type of 'First-Generation Duplicate' meaning that first-generation
duplicates will be produced. Multiple first-generation duplicates can
be produced from the original content as shown in Figure 14A. However,
it is not possible-to produce second-generation duplicates from
first-generation duplicates (not permitted). "Parameter 12" contains
the predefined information corresponding to 'First-Generation

Duplicate.' "Control Transfer Permission Information 12" contains the
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Information 1411 is set to 'Not Permtted.' Two "Usage Details 21" and
"Usage Details 22" are contained in UCP B of Figure 12B. "ID 21" of "Usage
Details 21" contains a given 1D assigned to "Usage Details 21". "Type 21"

contains information 'Pay Per Play 4' indicating the use ty@ Qj Bhg
reproducing four tinmes. "Paraneter 2111 contains information ' eﬂ% 984

Four Tinmes" indicating four tinmes of possible reproduction.' "Control
Transfer Permission Information 12" is set to 'Not Permtted." 3 0 JAN
2004 "1 D 22" of "Usage Details 22" contains the ID assigned to "Usage
Details 22." "Type 22" contains 'Pay Per Copy 2', "Paraneter 22" contains

" Dupl j Ti e I ], S.Sd I i "
cont oo Rt VB ey 1P plE A o AR o PAGCIEAN 85 por
whi | : Ln (points of 200 points or higher can choose
fIBHI %ﬁﬁlﬂﬁgggéhﬁ%gtg?%gftggglgé! "Ebage Detgiis il“ tolgusage DetaiI:

14", the u Aying u h.at $30f . 200, pei I &N tenksahRose
fromtwo ﬁﬁggég ég?ap%ggef?gFgg?g"%%ad% Eetg? gﬁgigﬁgﬁﬁgﬁggage I:JetaislglQEO

22" . pochdentasly, Frgur e dP shoms ACP Ao P Boh 01 51RV 88-exaap! e.

Actually, In addition to service codes shown in Figure 15A and condition
COdeSRéﬁPM‘Hubﬁig?guh@djlégtiﬁ&’s‘@g@ o di g onst Fp rfdddGR A Rt enidsag€or a

Condi ti'ons 20" of UCP B consist of val ue codes indicating val ues or

predefpagdsi ypep8eLos di Pimé p. t e Semeic aatesonfigws theAsshews téagdeand
val ues of each code set as "User Conditions 10" and "Equi pnent Conditions

10" oéndUsage €Condebboenaing” tbn'UCRiAcdFiger @epZAducSinee ' UseonCendi ti ons
10" of "Usage Conditions 10" . indicates 200 points or higher, a service
ique BOxuBféFi parridbAbnnEaibhgation 13" is set to 'Permitted.’

"ID 14" of "Usage Details 14" contains the ID assigned to "Usage
Detailsl4.6 "Typel4"containsinformation'?ayPerCopyS'indicating
the use type (coupon for duplicates available for five times, so to
speak) of duplicating five times. However, also in this case, it is
not possible to produce duplicates from duplicates (not permitted),
as shown in Figure 14B. "Parameter 14" contains information
fDuplicates Five Times” indicating five times of possible duplicates
according ﬁo 'Pay Per Copy 5.' "Control Transfer Permission
Information 14" is set to 'Not Permitted.'

Two "Usage Details 21" and "Usage Details 22" are contained in
UCP B of Figure 12B. "ID 21" of "Usage Details 21" contains a given
ID assigned to "Usage Details 21". "Type 21" contains information 'Pay
Per Play 4' indicating the use type of reproducing four times.
"Parameter 21" contains information “Reproduée Four Times” indicating

four times of possible reproduction.' "Control Transfer Permission

Information 12" is set to "Not Permitted.'
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"With conditions for use point", a value code 0000C8h indicating the value
200 at this tinme and condition code 06h (Figure 15A) neaning "> (equal or
smaller)" are set as "User Conditions". Since "Equipnent Conditions 10" in
. UCP A indicates "No Condition", a service code 0000h neaning "No

condition", a value code FFFFFFh (Figure 15A) having no néﬁ@ipg%®qﬁﬂ?
condition code 00h (Figure 15B) neaning "No Condition" are se 4

"Equi prrent Condition". I~ JAM 20% ; Figure 16B shows code val ues of each
code set as "User Conditions 20" and "Equi pnment Conditions 20" of "Usage
Conditions 20" in UCP B. Since "User Conditions 20" indicates 200 points

| over , | ice .code 80xxh.meaning. "with canditions f. ot
Val e cote BoO0CRRE { PRGaPeITERT IFrer carThe: tRE Vit U6 290 IR eERa, PRoNe
d h i ' i "S = | | "' : n
Conai 19 orsH® B pridie Gohal CRRID oY BB EEPRE Aat eabo REMBRA fron
— N . - 0" i , ) h
A B A S A S s T T

Fil gur s, ddymd ey 8 053K cODL 2 ek NBECBRLAL LI sECtion 38 prepares a content

provider secure contairner consisting, for exanple, of a content A

(encrypte it h C et y o Y dywath a
delivery Eieéyél(d)?o%%?& U@B&gﬁ%ﬂl? hgfcgg%eﬁt aﬁgrgéﬁgd% ' gﬁg?gng%gr g,gdegg

shown, 4 i i @eCudd polifft SbAIHE8 1 sODE HiRBdr Sin RIMJOHY FRemEAAs huxalgee
with a secret key (the secret key Kscp of the content provider 2 in this

case)pdtihe pebbigs Keyussypt psygiem 10F tBergengenbeproYkdenr, Thaehaskr
value, in turn, has been obtained by applying a hash function to the data

‘that Keedsy tithd &1 e Mo ideNbeN D 0 0Apbint Bi 6 rCBSRe { e yiled chiddsd Feofo hivent
“Key KcoA)) , content key KcoA ,
"Usage Details" fields: "Usage Detaills 21" and "Usage Details 22",
Incidentally, Figure 12 shows UCP A, UCP B to show an example.
Actually, in addition to service codes shown in Figure 15A and condition
codes shown in Figure 15B, "Usage Conditions 10" of UCP A and "Usage
Conditions 20" of UCP B consist of value codes. indicating values or
predefined type according to the service codes.
Figure 16A shows code values of each code set as "User Conditions
10" and "Equipnment Conditions 10" of "Usage Conditions 10" in UCP A
(Figure 12A). Since "User Conditions 10" of "Usage Conditions 10"
indicates 200 points or higher, a service code 80xxh (Figure 15A) meaning
“with conditions for use point”, a value code 0000C8h indicating the
value 200 at this time and condition code 06h (Figure 15A}) meaning “>
= (equal or smaller)” are set as "User Conditions".
| Since "Equipment Conditions 10" in UCP A indicates “No Condition”,
a service code 0000h meaning “No condition”, a value code FFFFFFh (Figure

15A) having no meaning and a condition code 00h (Figure 15B) meaning

“No Condition” are set as "Equipment Condition".
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“(encrypted with the delivery key Kd), and UCP A, UCP B. The secure
contai ner preparation section 38 sends the content provider secure

container to the service provider 3 by attaching the aUtEE@ti ti
certificate of the content provider 2-1 shown in Figure —ﬂﬁ@N éﬁh@‘

aut hentication certificate consists of its version nunber, its serial
nunber assigned to the content provider 2-1 by the 3 0 JAN 2004
certification agency, the, algorithmand paraneters used for the
signature, the nanme of the certification agency, the validity period of
~the authentication certificate, and the nanme, public key Kpcp, and

o O ne et G Pm i dod RBAROPE Rl F EAER Blad BBLCRL Liklp ol v+ AORRASY)

of the cont provi naturé s used to

f al sigd,caatﬂc?PbEr#%j}%éeJQ{ %q%i&ys COIP YL Ry E%%'asit%ﬁg,s E%&?h i hupgep| %ﬂi ha

hash val ue e sent and encrypting the val ue wt e

Secr &dy, keyr9ie P! +ﬂl<§i#§fans Cé%@éﬁ?ﬂ%g?@ﬂes"ﬁéb fﬁgfﬁﬁgoaf BOHeS] ORALUFGi ce

aut henti cati on w e descri ow. A hash function accepts as i nput

the dal @ 5088 RERLIinGOTRI1@SE68AGI L ohe AR 8s@fp&i sPecisl v£10é dRngbbocand
outputs it as a hash value. Hash functions are characterized in that it is

diffi @iguf@ PrediGlai dde ddqptte fv0Me e Rashcvakde icaukpdt) 03ht Rt ghfreone

bit of input data changes, many bits of the ‘hash value change, and that it

is difdgcuhdanifgfrrd=oybqhapubrdabagkhat havesktheasamgsbasiondlite onkhe.
recei ver that has receiveg the signature and data decrypts the signature
by the crymqagapic qubdieidey 20" obt aUoP aBr esdltatgs hEshcwadiueioitten the

‘hash val ue of the received data is calculated and conpared with the hash
\@I ues bl Baned thy "depripgmiantgCcohelisiignat LO®B,in UCP A, and the both have the
same code values, an explanation for it will be omitted.

Returning to Figure 11, the secure container preparation section
38 prepares a content provider secure container consisting, for example,
of a content A (encrypted with a content key KcoA), a content key KcoA
{(encrypted wifh a delivery key Kd), UCP A, UCP B, and the content
provider's signature, as shown in Figure 17. The signature is obtained
by encrypting a hash wvalue witﬁ a secret key {(the secret key Kscp of
the content provider 2 in this case) in the public-key cryptosystem
of the content provider. The hash value, in turn, has been obtained
by applying a hash function to the data that needs to be sent {content
A in this case (encrypted with the content key. KcoA) ), content key KcoA
(encrypted with the delivery key Kd}, and UCP A, UCP B.

The secure container preparation section 38 sends the content
provider secure container to the service provider 3 by attaching the
authentication certificate of the content provider 2-1 shown in Figure

18. The authentication certificate consists of its version number,

its serial number assigned to the content provider 2-1 by the
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to check whether the two hash values are identical. If they are determ ned
to be identical, the received data has not been falsified and it has been
sent by the sender that has the secret key corresponding to the public

key. Exanpl es of the hash functions used for signatures ' %ﬂmg
(Message Digest) 4, MD5, SHA (Secure Hash Algorithm etc 30 004

Now publ i c-key cryptography will be described. In contrast to the

comon- key cryptography which uses the sanme key (conmon key) for

encryption and decryption, public-key cryptography uses different keys for
encryption and decryption. In public-key cryptography, one of the keys IS

x;lg fRHL g1 t%l{‘éag%@%LbFﬁ% ‘i‘gﬁﬁ lFmp ﬁ?e% ool o Dhed My WAL 05
R

(R vig%égﬁﬁ%ﬁf REE ! (oY Bl AU iSRS Fa 1Tt ey period

4 égf@?wﬁ%ﬁleﬁ%%%&%. G5 558, g, PNt oty s

Corrpugfgnaea?e t(@fig%f?é'd@dewigﬁt the @%@:Iett e KO than c%laﬂoh@asl.sléﬂan

L and t Isre ely prime to is determned (i.e., the value that

Wi || ?e § 0oROLRcE Cgﬁgegt P@b%ﬁdb% enhy 1). In nodulo L arithmetic, the
mul tiplic |ve i nverse he element e is determ ned. In other words,

the rel at Iﬂﬂé@:@r@@%mellgoﬁséd% HhecldtBRdralsi€icatdoh,. wheres greamdd
cal cul ated by Euclid an algorithm Here, n and e are public keys and p, q,

and dpareom t@ﬁgkew At bekhsE €ancheocsq! §uhasedvd 1@ Pl itHeeXia td by
equati on (i?ﬁ = M mod n ... (1) The cipher text Cis decrypted into
/tj”le ptaipe kext aMdD&n@ﬁlﬂﬁtilﬁl@ the hash value with the secret key of public~-key
cryptography. |

Hash functions and signature authentication will be described
below. A hash function accepts as input the data to be-sent, compresses
it to data of a specific bit length, and outputs it as a hash value.
Hash functions are characterized in that it is difficult to predict

. the input from the hash value {(output), that if one bit of input data
changes, many bifs of the hash value change, and that it is difficult
to find out input data that have the same hash value.

The receiver that has :eceived‘the signature and data decrypts
the signature by the cryptographic public key to obtain a resulting
hash value. Then the hash value of the received data is calculated
and compared with the hash value obtained by decrypting the signature,
to check whether the two hash values are identical. If they are
determined to be identical, the received data has not been falsified
and it has been sent by the sender that has the secret key corresponding

to the public key. Examples of the hash functions used for signatures

include, MD (Message Digest) 4, MD5, SHA (Secure Hash Algorithm), etc.
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M=Cd=(M) d=Md=Mnod n ... (3) If one knows the

(2) 3 0 JAN 20L14 Denpbnstration is omtted. The reason why plain text can
be <converted into cipher text by RSA and ci pher text can be decrypted i-s
that RSA is based on Fermat Is first theoremand tha t qugélon (3) holds.
and
g, he/she can conpute the secret key d fromthe public key e. Fbmeve i f
the nunber of digits of the public key nis increased to the extent that
the uni que factorization of the public key nis difficult in terns of the
anount of conputation, the secret key d cannot be conputed fromthe public
key e and the cipher text cannot be decrypted based sinply on know edge of

ai 11 or ent e Bl e Re R S AR 10 e SRR SN BT OB p e Eg e
Crypt@&mmeﬁ EpbEEa UG hyphogLanyng vohl ttsyd%etugtssTng il Let

B denote poi C curve fine

addi td,008,,9¢ 1 R IaBiC 0B Lhes gl 'ﬁsﬁ&%&cr#%bgﬁtgpﬂwééstdl%]fe”r%giﬂ UL

addi t1 y, subtractions ned een

provef, fé@tcrly&;ﬂl%r%h&' G&eEyb0i6RMPULE puB1HEAHE 8PFpBRgraHRRYSEhe B ARG B
are public kéys and n is a secret key. Using a random nunber r and the

publ ige f&£YySs Iﬁét@@eﬁuﬁ)ﬁ%& Cguanéhecatﬁéﬁ ﬁ@g@hﬁdb@ qt@\g@l Bl rle@xt MhbBYkey
equatlons (4) and (5). = M+ rnB Ci pher text Cl and
C2 argn4lecdamptied nado pﬁikﬂl.lrb tiex oM 1hua %q@@bl% VENY Mhil@l theN®3y. thatb)is

- kept secret is called a secret key.

Now a typical public“key cryptosystem, RSA (Rivest~Shamir-

R—

Adleman), will be described briefly. First, two significantly large
primes p and g are determined, and then their product n is determined.
- The least common multipie L of (p - 1) and (g — 1) are computed, and
the value e that is equal to or larger than 3 and less than L and that
is relatively prime to L is determined (i.e., the value that will go
into both e and L, which is only 1}.
Inmodulo L arithmetic, themultiplicative inverse d of the element
e ils determined. In other words, the relattionship ed = 1 mod L exists
. among, d, e, and L, where d can be calculated by Euclid an algorithm.
‘ Here, n and e are public keys and p, q, and d are secret keys.
| Cipher text C can be calculated from plain text M by ‘equation (1) .
C = M®* mod n ' e (1)
The cipher text C is decrypted into the plain text M by equation
(2).

M = C% mod n . (2)
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3 0 JAN 2004 Decryption is possible only when the secret key nis

avail able. As can be seen fromthe above discussion, Elliptic Curve
Cryptography allows the use of different keys for encryption and
decryption, as is the case with the RSA cryptosystem Returning to Figure
11, "the mutual authentication section 39 of the content prgi}d r 2-1
perfornms mutual authentication with the EMD service center bZﬁ@#éﬂM}ﬁ
receiving delivery keys Kd fromthe EMD service center 1. It can also
perform nutual authentication with the service provider 3 before sending
the content provider secure container to the service provider 3. In this
exanpl e, B%i@t%%é%.ftr $06e she gerient ;rB[eoﬁébQEhns%ﬁ r81G9R! gRer cdpegenot.
contain secret intornma |on,nih|s nmutual "authentication is not necessarily
requi ent v - : as
e G B L o R ey oty oy mo i d o0

om t : ; [ Qe v ; AGd I fdaratd f

ser v?t%%tpég‘\)}il e%\‘%—%% Q\?\nﬁl%}eﬂ%g (I}'ke)g(l:figggcdﬁ W t hIfl %@?e?gﬁggﬁtﬁtﬁépg?gchkdlﬁgr am
in FiguremlQ cThe (ggnteniresseryenohlnstores the content (encrypted pgyth the
content key Kco), content key Kco (encrypted with the delivery key Kd), -
UCP, and 1% shanaidwL tk s8er&0US phiRyifehe?shentan Reehput o BRe Gt et
provi der secure container supplied By the content provider 2 and supplies

t hemkelo dt e omeeHeepGBNL 3l Ry #I eprvalved) Secthenndtbethefpiigitg secthen
42 checks the authenticity of the content provider secure container based
on t helsiighaleyr 8 contwvtnedséd tdah: @xIAN20841 the unique factorization

.-’“\&

8 of the public key n is difficult in terms of the amount of computation,

the secret key d cannot be computed from the public key e and the cipher
text cannot be decrypted based simply on knowledge of the public key
n. As described above, the RSA cryptosystem car; use different keys
for encryption and decryption.

Now another public-key cryptosystem, Elliptic Curve Cryptography,
will be described briefly. Let B denote a point on the elliptic cuxrve
yi=x*+ ax + b To define additions of points on the elliptic curve,
let nB denote the result of n additions of B. Similarly, subtractions
will be defined. It has been proven that it is difficult to compute
n from B and Bn. Suppose, B and nB are public keys and n is a secret
key. Using a random number r and the public keys, cipher text Cl and
C2 are computed from plain text M by equations {(4) and (5).

Cl =M + rnB eo. (4)

cz = rB‘ . (5)

Cipher text Cl and C2 are decrypted into plain text M by equation

M

Cl - nCZ _ ... (86)
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content provider secure container supplied by the content provider 2. 1In
this case, the certificate of the content provider 2 is checked. [If it is
authentic, a public key of the content provider 2 will be given. And on
the basis of this given public key, the authenticity of the cgpgegt

provi der secure container is checked. If the authenticity of th 5“Vé&@04
provi der secure container is confirmed, the pricing section 42 prepares
PTs according to the UCP contained in the content provider secure

contai ner and supplies them to the secure container preparation section
44. Figure 20 shows two price tags, PT A-1 (Figure 20A) and PT A-2 (Figure

2o By 25501 B0 LA o] IR EWIUERCREE. (BT FOIOATSbIE
onails S bECSERREEEE i abdVe WPscuslEl ol PELUBLIE Lifve CFIbEORGapy,

| D P i hg i tq S [P 140 (o i LLe of
the OEROThatl Bt plaikRLOLHR KOs SREF IS D I Sl B RRHIRY | BSOR® ¢

cont e Avasd Neitn "@@p&@éuﬁgfpgﬁg{bggystgﬁ’cont ains the 1D of the content

provider 2-1, and their contains the ID of UCP A "Service

Provi der Rt GentR) 1S tmgulrla af;,t REeSANYLUES BUGHEHER cAtibhakebas opr 9vi ded
the. given PT. "Service Provider ID'" of PT A1 and PT A-2 contains the ID

of t hehes IOt e P NE il 3.2 - 1PherBoré@Ntaitng ]l biehkbBtdssitdredwi@ht RBegEMEN
PT: "PT ID'" of PT A-1 contains the ID of PT A--1 and "PT ID' of PT A-2

cont aidisride deBtefr Phdfdre TRESNAIING HylikReriyodey € drbm id eMIaE e oriakout
the validity period of the given, 3 0 in 2%PT: "PT Validity Period" of PT
A1 cmitdnd .t h@tvabhdalyo pest torofmRlial authentication with the service
| provider 3 before sending the content provider secure container to the
service provider 3. In this example, however, since the content
provider secure container does not contain secret information, this
mutual authentication is not necessarily required. | |
The content provider 2-2 has basically the same configuration as
the content provider 2-1, therefore explanation with drawings will be
cnmitted.
'(4) Service provider
Now, the functional configuration of the service provider 3-1 will
be described with reference to the block diagram in Figﬁre 19. The
content server 41 stores the content (encrypted with the content key
Kco), content key Kco (encrypted with the delivery key Kd), UCP, and
a signature of the content provider 2 contained in the content provider
secure container supplied by the content provider 2 and supplies them
to the secure container preparation section 44,

The pricing section 42 checks the authenticity of the content

provider secure container based on the signature contained in the
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A-1 and "PT Validity Period" of PT A-2 contains the validity period of PT
A-2. "Pricing Conditions" consists of "User Conditions" and "Equi pnment
Conditions, " as is the case with "Usage Conditions" in UCP. "User
Conditions” | contains information about the conditions for t er who
can sel ect the given PT. "Equi pnent Conditions" contains info H&LjﬂﬂN12004
about the conditions for the equi pnent that can select the given UCP. In
the case of PT A-1, "Pricing Conditions 10" is specified. "User Conditions
10" of "Pricing Conditions 10" contains information ('Male') indicating
that the user is male.. "Equipnent Conditions" of "Pricing Conditions 10"

- Tl S L e
showi} noH guﬁaeS%‘itA“% L%%Jf@%%f ?%3‘22 Qe EFRrIPCr R vEISE 7] SacthghRea.

Contaif‘ita §%ru"‘d % AT E:'g:%“c?]g t mﬂ:ﬂ%@ oM ddr %%E'M'kfbﬁg%en

sex", a va ue co a condition code

(Fi guey %5%&%@@&%90% Eﬂ&dbnﬁ&fgn Fapdi Ehang e aﬁpdﬁéﬁﬂscﬁferfvarc@coﬁ@é@lt
0000h neani ng No. condition", a value code FFFFFFh haV|ng -no neaning in

this case; aod @e@@ﬁ@'ébﬂﬁaﬁﬂ@? 99hcnearkRy ' No Condition”. In the case of
PT A2, "Pricing Conditions 20" is specified. "User Condi tions 20" of

"Pricing Gondind @it iGantaioFs thef eoien®nprovieral ecbhirengbaghingrt Hat
the user is female. "Equi pment Conditions" 3 0 JA N 2004 of "Pricing

Condi ¢bfsrROd,l tBe SEEittngNoe&oncht 12NprdpusesPPTA- 2ceardihg sel eawedamly
by fenmal e users.

} contained in the content prov1der secure container and supplies them
to the secure container preparation section 44, Figure 20 sﬁows two
price tags, PT A-1 (Figufe 20A) and PT A-2 (Figure 20B), prepared
according to UCP A of the Figure 12A. A PT contains fhe information
to be specified in "Content ID," "Content Provider ID," "UCP ID,"
"Service Provider ID," "PT ID," "PT Validity Period,"™ "Pricing
Conditions," and "Price."

"Content ID," "Content Provider ID," and "UCP ID" of PTs contain
the information specified in the corresponding items of the UCP. That
is, "Content ID" of PT A-1 and PT A-2 contains thé ID of content A,
their "Content Provider ID" contains the ID of the content provider
2-1, and their "UCP.ID" contains the ID of UCP A.

."Service Provider ID" contains the ID of the service provider 3
that has provided the given PT. "Service Provider ID" of PT A-1 and
PT A-2 contains the ID of the service provider 3. "PT ID" contains
the ID assigned to the given PT: "PT ID" of PT A-1 contains the ID of

PT A~1 and "PT ID" of PT A-2 contains the ID of PT A-2. "PT Validity

Period" contains information about the validity period of the given:
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In "User Conditions 20" and "Equi prent Conditions 20" of "Pricing
Condi tions 20", actually, code values of each type of code are set as
shown in Figure 21B. "User Conditions 20" of "Pricing Conditions 2011

contain a service code A xxh (Figure 15A) nmeaning "with conditLQHi Eﬁr

sex", a value code 000000h indicating a female, and a conditi o

(Figure 15B) neani ng "Equi pment Conditions 20" contains a service code
0000h nmeaning "No condition", a value code FFFFFFh having no neaning in
this case and a condition code 00h neaning "No Condition". Returning to
Figure 20, "Price" of PTs contains the usage charge when the content is

cont ¢ C"“ﬁiﬁr%ﬁb@ t%%s% 105 Er°hsa’ Bak %ﬁgp@%%f%%ﬁﬁh@?fs S 3t OF
pec FroaerA 2 B 0 1S4 FToREBICA 1 08nt ™ Rd0 0BRA LA LER VB %%p%erel%

speci
on PToé %I d cate the purchase price (charge) of the content A since
| f Type™ 1 of "Lbage Details 11" in UCP A (Figure 12A) is specified to

“Pur chase agd; Bopg odysel -1 HA00 YRR’ 0 & Pres 120,01 Flde L AT0 Qs

in "Price 2 it prices of the rlg o] use
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"Type 12" Usage Details "Price 13" of

A-1 apdnalB9oXem chhrabhk C.L‘?lf’)c?f' aﬁ‘.flcﬁl-ra’éo%tafﬁe télﬁlcpfﬁfiﬁ?s Fort BRel iSO VO
use the content A according to the use type 'Limted-Ti ne Reproduction’

as indhfial €Y rHyRAvES pof Eomkeh 8l dSnd3 i@l s UeRrkai i n¥Fmadl on W
2041 in "Price 14" of PT A-1 and f%o Yen' in "Price 24" of PT A-2 are the

_char ggBowhethd Séd LOMGRALFdy aGEOLUNGnicd t! BRa¥SEaht ¥&Bet® mplgwéxe udp ve
times as indicated by "Type 14" of ™Usage Details 14" of UCP A

In the case of PT A-1, "Pricing Conditions 10" is spec1f1ed. "User
Conditions 10" of "Pricing Conditions 10" contains information {'Male’)
indicating that the user is male. "Equipment Conditions" of "Pricing
Conditions 10" is set to "No Condition.' Thus, PT A-1 can be selected
only by mal.e users.

In "User anditions 10" and "Eqﬁipment Conditions 10" of "Pricing
Condit_ions 10", actually, code values of each type of code are set as
-shown in Figure 21A, "User Conditiéns 10" of "Pricing Conditions 10"

\ contains a' service code 0lxxh (Figure 15A) meaning “with condition of

| sex”, a value code 000000h indicating a male, and a condition code Olh
(Figure 15B) meaning “="”. "Equipment Conditions 10" contains a service
code 0000h meaning “No condition”, a value code FFFFFFh having no meaning
in this case and a condition code 00h meaning “No Condition”.

In the case of PT A-2, "Pricing Conditions 20" is specified. "User

Conditions 20" of "Pricing Conditions 20" contains information

('Female') indicating that the user is female. "Eguipment Conditions"
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In this exanple, when the prices on PT A--1 (applicable to male users) and
the '"prices on PTA-2 (applicable to fenale users) are conpared, it can be
seen that the prices on PT A---1 are twice as high as t prices on PT
A-2. For exanple, while "Price 11" on PT A-1 for "Usage tqﬂlﬁ " of UCP
Ais '2000 Yen,' "Price 21" on PT A-2 for "Usage Details f2 Ais'
1000 Yen.' Simlarly, the prices specified in "Price 12" to "Price 14" on
PT A-1 are twice as high as the prices specified in "Price 22" to "Price
24" on PT A-2. In short, fenale users can use content A at half the price
as conpared to male users. Figure 22 shows PT B-1 and PT B-2 prepared

accordin d F n12B. BT B Inn-Ei 2A 1 of
cont ecﬁ]% @ﬁﬁ%ﬁﬁéggr}ttelrﬂ&g?gw % Sé;t 9 Bbo?gif%éﬁﬁogval |1:]ﬁ%y peri og l:EHUCP
B, |qoé)fséfé(\!t§§ oRi VerEefﬁaie LB0k . PT B-1, validity period of PT B-1

pricing condition 3 and two types of prices 31 and 32. "User Condltl ons

30" of * Prﬂr?'“@%e@oﬁghﬁhﬁﬂén§020" Al Berh i bRef @t coh@it Non £ongh biromp rﬁ@ﬁng
"Equi prrent Conditions 30" contains information (' Slave Equi pment') which

condidd st 1 hes ezt pristud 0L P vl 348 uetqHiFPaBah - + JHeref dRie B}eBsétca@ be
sel ected only when the content A is used by the slave equipnent. In "User

Condigheoms 30'Figjitke’ BAW . pnenkeConethdi 806n3F00fof' PRrGicigig Cenditiens 30",
actual ly, code values of each type of code are set as shown in Figure 23A

" Usercdionst i iznge r3@'cecootiai 0k h SEiGee ¢code RO “OridANc2004 tibnguter
15A) neaning "No Condition", a value code FFFFFFh having no neaning in
t hi s o=s'e, anthlhueanttid i 000 Gt 1(i?ﬁhc(a'=‘ti:g1ga ¥ohih lrpaandga cdhdCondit code.
"Equi prrent Conditions 30" is specified in "Slave equipnment”, therefore the
' ‘SbrVIQthbﬂEgmseskﬁBtOméﬂnxhgnéaﬁLngWEquiﬁment Conditions 20" contains a
service code 0000h meaning “No condition”, a value code FFFFFFh having
no meaning in this case and a condition code 00h meaning ®No Condition”.
Returning to Figure 20, "Price" of PTs contains the usage chérge
when the content is used according to the use type (i.e., the price
of the rights to use the content according to the specified use type)
specified in "Type" of "Usage Details" of the correspoﬁding'UCP. This
means that 12000 Yen' specified in "Price 11" on PT A-1 and '1000 Yen'
specified in "Price 21" on PT A-2 indicate the purchase price {(charge)
\ of the content A since "Type 11" of "Usage Details 11" in UCP A (Figure
12A) is specified to 'Purchase and Reproduce’
600 Yen' in "Price 12" of PT A~1 and '300 Yen' in "Price 22" of
PT A-2 are the prices of the rights to use the content A according to
the use type "Firstugeneration Duplicate" as indicated by "Type 12"
of "Usage Details 12" of UCP A. '100 Yen' in "Price 13" of PT A-1 and
'50 Yen' in "Price 23" of PT A-2 are the prices of the rights to use

the content A according to the use type "'Limited-Time Reproduction’

as indicated by "Type 13" of "Usage Details 13" of UCP A. '300 Yen'
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Condi tions for Equipnent”, the value code is set to 000064h indicating

"val ue 10" and the condition code is set to 03h neaning "< (smaller) " I n
this exanple, such code val ues are set since the equi pnent nunber is set at
bel ow nunber 100 for the slave equipnent. '100 Yen' in "Price 31" on PT B-1

is the price when reproduction is perfornmed four tines aﬁ?ﬂﬂgﬁg Zaﬂﬂ%ﬁ
"Usage Details 21" of UCP B (Figure 12B) indicates 'Pay Per U YAl so,

300 Yen' in "Price 32" is the price when duplication is perforned two
times as "Type 22" of "Usage -Details 22" of UCP A indicates 'Pay Per Play
2'. PT B-2 prepared according to UCP B includes, as shown in Figure 22B,
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t he equi pnent to %e a master equipnent. In short, PT B-2 can be sel ected

only when fhercont epinfel SwNegdtRY HPECHBSLAT PRAHLRMRAbp1RabY¥2Co male
Condi tions 40" and "Equi pnent Conditions 40" of "Pricing Conditions 40",

act Uahs¥rs £ QER t’l@é'%%%c‘éfs Saeh AyPeaph16edB1art® $68hads usd a8 donBie=23B.
"User Conditions 40" of "Pricing Conditions 40" 3 0 JAN 2004 contains a

servi ce &0de08068h A guR H2A-cREaR MY A-N0aEaneliiéOn's haghvabush€ @de ces
FFFFFFh having no neaning in this case, and a condition code (15B) 0O0h

meani ¢ PINa-Condirbiroakampe’, Bani paentr Coadi i ensp40i-1ther "IRag<E ®etRdel d S
set to 00xxh meaning "Wth Condition for Equipnment”; the value code is set
{tb 00DDG4hfi udPcAt ing' 20abugehp0” "ardctheltondi PIOA-2 for "Usage Details
11" of UCP A is '1000 Yen.' Similarly, the prices specified in "Price
12™ to "Price 14" on PT A-1 are twice as high as the pricés specified
in "Price 22" to "Price 24" orn PT A-2. ‘In short, female users can use
content A at half the price as compared to male users.

Figure 22 shows PT B-1 and PT B-2 prepared according to UCP B in
Figure 12B. PT B-1 in Figure 22A includes the ID of content A, ID of
content provider 2-1, ID cf UCP B, validity period of UCP B, Id of service
provider 3-1, ID o.f PT B-1, validity period of PT B-1, pricing condition
30, and two types of prices 31 and 32.

"User Conditions 30" of "Pricing Conditions 30" in PT B-1 is set
to “No Condition” and "Equipment Conditions 30" contains information
('*Slave Eguipment') which conditions the equipment to be a slave
equipment. Therefore, PT B-1 can be selected only when the content
A 1s used by the slave egquipment.

In "User Conditions 30" and '.*Equipment Conditions 30" of "Pricing

Conditions 307, actually, code values of each type of code are set as

shown in Figure 23A. "User Conditions 30" contains asexvice code 0000h
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code is set to 06h neaning > (equal or larger)". The prices indicated in
"Price 41" and "Price 42" on PT B-2 are charges when using the content A
according to the use type indicated in each "Type 21" of "Usage Details
21" and "Type 22" of "Usage Details 22" in UCP B. Here, conparing the
prices on PT B-1 (applied to the slave equipnent) and PT Baﬁl( pplied to
the master equipnent), the price on PT B-1is found to be hi@@UQQNES
as nmuch as that on PT B-2. For exanple, while "Price 31" on PT B-1

i ndicates '100 Yen', "Price 41" on PT B-2 indicates '50 Yen'. Simlarly,
while "Price 32" indicates '300 Yen', "Price 42" indicates '150 Yen'

R i i 19, th LCy. ' 4 h '
Cop < Sy Hledbieunt v r Goidur  8h 2R ce o ffplRosdle B FRRb Banfpd 0 °
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pr ovi as shown Tn Figure 24." 3 4 Al'so, the secure contai ner
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i
contalner to the user honme network 5 by attaching an authentication

cer tidyLRI&, 1 PUGAPEHENELAREL $HAWLAE i GWie 450316 MRS SiA N0 <Of( sinbg 1en st on
nunber, its serial nunber assigned to the service provider 3-1 by the

certifi cati Pnea0cy, dlen ABONLINBARM-PYATRLISIE 43R k@i phfde S ngitdidi e,
the nane of the
} is set at below number 100 for the slave equipment.

100 Yen' in "Price 31" on PT B~1 is the price when reproduction
is performed four times as "Type 21" of "Usage Details 21" of UCP B
(Figure 12B) indicates 'Pay Per Play 4'. Also, '300 Yen' in "Price
32" is the price when duplication is performed two times as "Type 22"
of "Usage Details 22" of UCP A indicates"Pay Per Play 2'.

PT B-2 prepared according to UCP B includes, as shown in Figure
22B, the ID of content A, ID cof content proﬁider 2-1, ID of UCP B, UCP
B, ID of service provider 3-1, ID of PT B-2, validity period of PT B-2,
pricing condition 40, and two types of prices 41 and 42.

"User Conditions 40" of "Pricing Conditions 40" in PT B-2 is set
to “No Condition” and "Equipment Conditions 40" contains information
('Méster Equipment') which conditions the equipment to be a master
equipment. In short, PT B-2 can be selected only when the content A
is used by the master equipment.

In "User Conditions 40" and "Equipment Conditions 40" of "Pricing

Conditions 407, actually, code values of each type of code are set as

shown in Figure 23B. "User Conditions 40" of "Pricing Conditions 40”
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certification agency, the validity period of the authentication
certificate, the name and public key Kpsp of the service provider 3-1, and
the signature of the certification agency. Returning to Figure 19, the
policy storage section 43 stores the content's UCP supplied by the content

provider 2 and supplies it to the secure container prepar%}pog ﬁcgggg 44.
The secure .container preparation section 44 prepares a service ig o r

secure container consisting, for exanple, of the content A (encrypted with
a content key KcoA), content key KcoA (encrypted with a delivery key Kd) ,
UCP A, signature of the content provider 2, PT A-1, PT A-2, and signature

O ennEQREAYhE aPSOUTHEL Ao U | (Pl 9 ohf: w800 d oo EENRE LIRMS! E"

preparati on section sup epared service provi secure

cont a{rgfﬁet@o&@%Eﬁ@ﬂ{lH%iﬂ@%&%anﬁn@igtE@f%gﬁgggnaﬁgtg]%gcﬁactiio%code

certificate, such as the one’s I'n“Figure nsisting of 1ts Version

nU”be¥15B§$O§ﬁrﬁ@én{%ﬁﬁmﬁoEﬁ%ﬂdﬁﬁ%ﬁﬁélt SR R REO¥L %Wtio%% uhe, rne

certification agency, the algorithm and paraneters used for the signature,

the nagpvobet B8deCLE tadt QGRS I00X:AT RGN 1 HNO WA ¢boh¥iREBEhO%o0f Et®pment ~,
aut hentication 3 0 JAN 2004 certificate,” the name and public key Epsp of

the seh¥ivea yd eyhders det NdobDE4RIGRALHE R “heueerddf haati N c888R¢€Y on
Returning to Figure 19 again, the nutual authentication section 45

per f ogdBe MUk UBLtaubheBhi pahhengwhEh>t heqaant ert 1prewider, 2 before
receiving the content provider secure container fromthe content provider
2. It al soripergotdms midiata ead hentrsitideon M t@hd heriser 4r2omen pat wopkahe

_before sending the service provider secure container to the user hone

- net wockabye slomeserys g stinetam tenit Fertidaatdiony ite nole use type indicated

' in each "Type 21" of "Usage Details 21" and "Type 22" of "Usage Details
22" in UCP B. |

Here, comparing the prices on PT B-1 (applied to the slave
equipment) and PT B-2 (applied to the master equipment), the price on
PT B-1 is found to be set at two times as much as that on PT B~2. For
example, while "Price 31" on PT B-1 indicates '100 Yen', "Price 41"
on PT B-2 indicates '50 Yen'. Similarly, while "Price 32" indicates
'300 Yen', "Price 42" indicates '150 Yen'

Returning to Figure 19, the policy storage section 43 stores the
content's UCP supplied by the content provider 2 and supplies it to
the secure container preparation section 44.

The secure container preparation section 44 prepares a service
provider secure container consisting, for example, of the content A -
{(encrypted with a content key KcoA), content key KcoA {encrypted with
a delivery key Kd), UCP A, UCP B, signature of the content provider
2, PTA-1, PTA-2, PT B-1, PT B-2, and signature of the service provider,

as shown in Figure 24.
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perfornmed if, for exanple, the network 4 is a communication satellite
network. In this exanple, since the content provider secure container and
service provider secure container do not contain secret information, the
service provider 3 need not necessarily performnutual authentication with
the content provider 2 and user hone network 5. The servicggﬁroz&ﬂeﬁ 3-2
has basically the same configuration as the service provi U
3-1,-therefore explanation with drawings will be omtted. (5) User hone
network (5-1) Receiver 51 Wth reference to the block diagramin Figure
26, an exanple configuration of the receiver 51 in the user hone network 5
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a ”Utyﬁ!F??EP@”§5caEb9@1§QQHbeo%lit ng?@&bﬁgn dol €3{2 %EQEﬂy £ 73,

encryption decrypfion no 74, an check module 75 iS made up

of sipgkegrblP:d Ghdasd9ned Eﬁ:%kz‘i%l'e‘febh HOre L &tﬁqrﬂ@ytqdﬁ%gehtcgﬁa%r?e

mul ti-layér construction in which nmenory cells inside are sandw ched
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range of voltage or frequency, it is difficult to read data illegally from

gxkfgg@rﬁiﬂﬂagtlﬂhoabbncybetﬁbtM@hl@ﬂ%@eﬁbkﬁéﬁ|6& %ﬁ@ubﬁtﬁ%nﬁﬁc§%Md§2 sends
; certificate, the name and public key Kpsp of the service prov1der 3-1,
and the signature of the certification agency.

Returning to Figure 19, the policy storage section 43 stores the
content's UCP supplied by the content provider 2 and supplies it to
the secure container preparation section 44. |

The secure container preparation section 44 prepares a service
provider secure container consisting, for example, of the content A
(encrypted with a content kéy Kcod), content key KcoA {(encrypted with
a delivery key Kd), UCP A, signature of the content provider 2, PT A-1,
PT A-2, and signature of the service provider, as shown in Figure 17.

Also, the secure container preparation section 44 supplies the
prepared service provider secure container to the user home network
5 by attaching an authentication certificate, such as the one shown
in Figure 18, consisting of its version number, its serial number
assigned to the service provider .3 by the certification agency, the

algorithm and parameters used for the signature, the name of the

certification agency, the walidity period of the authentication
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aut hentication certificate shown in Figure 27 stored in the nenory nodule
73 to the partner of mutual authentication, perfornms nutual

aut henti cati on, and supplies the tenporary key Ktenp (session key)
consequently shared by the partner of nutual authentication to the
encryption/decryption nodule 74. The authentication certifaﬁfaf gL ﬁ
contains information that corresponds to the information c A 20 ﬁ-the
aut hentication certificate (Figure 18) of the content provider 2-1 and
aut hentication certificate (Figure 25) of the service provider 3-1.
Therefore, its description is omtted. The accounting nodule 72 prepares
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specified in the corresponding items of the PT. Thus, in the case of UCS A

in Firgdtwo 28,5 bedtrankehBingohai 8srvibe ﬂ%@idé@r&@mre@ncdh@@lﬁﬁﬂ tBr evieder
| D' contains the ID of the content provider 2, "UCP ID' contains the ID of
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"Service Provider ID' contains
performed 1if, for example, the network 4 is a communication satellite
network. In this example, since the content provider secure container
and service provider secure container do not contain secret information,
the service provider 3 need not necessarily perform mutual
authentication with the content provider 2 and user home network 5.
The service provider 3—2 has basically the same configuration as
the service provider 3-1, therefore explanation with drawings will be
omitted. |
(5} User home network
(5-1) Receiver 51
With reference to the block diagram in Figure 26, an example
- configuration of the receiver 51 in the user home network 5 will be
explained. The receiver 51 consists of a communications block 61, SAM
62, external storage 63, decompression section 64, communications block

65, interface 66, display controller 67, and input controller 8.

The communications block 61 of the receiver 51 communicates with the
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the ID of the service provider 3, "PT ID' contains the ID of PT A- 1, and
"PT Validity Period" contains the validity period of PT A-1. "UCS | D'
contains the I D assigned to the given UCS, and thus "UCS ID"' of UCS A
contains the ID of UCS A. "SAMID' contains the ID of the equipnent and
"SAM I D' of UCS A contains the SAM 62 |ID of the receiver %1 ﬁﬁm@*
contains the I D of the user who uses the content and "Use ﬂDU A
contains the I D of user F. "Usage Details" consists of itens "ID,

"Type," "Paraneter,” and "Control Transfer Status.” O these |tens, "ID"
"Type," and "Paranmeter" contain the infornation specified in the

" ils% of Th "ID'
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(equi prrent t hat “has pur chased t he content) and i nati on equi pment
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"Permitted (i . e . , control transfer is posSible) If no control
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t he destination equipnent are used as the ID of the source equipnent.
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" igbgigggcult to read data illegally from ouitside (tamper-proof).

The mutual authentication module 71 of SAM 62 sends SAM 62
authentication certificate shown in Figure 27 stored in the.memory
module 73 to the partner of mutual authentication, performs mutual
authentication, and supplies the temporary key Ktemp (session key)
consequently shared by the partner of mutual authentication to the
encryption/decryption module 74. The authentication certificate of
SAM contains information that corresponds to the information contained

Ny in the authentication certificate (Figure 18) of the content provider
2-1 and authentication certificate (Figure 25) of the service provider
3-1. Therefore, its description is omitted.

The accounting module 72 prepares usage control status (UCS) and
accounting information]based.on,the usage details of the selected UCP.
Figure 28 shows an example of UCS when the rights for content have been
purchased according to the use type 'Purchase and Reproduce.’

It shows UCS A generated based on the usage details 13 in UCP A shown

in Figure 20 and "Price 13" on PT A-1 shown in Figure 20A. As shown
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Transfer Status" of UCS A the IDs of both source and destination

equi pnent are set to the ID of SAM 62 because "Control Transfer Perm ssion
I nformation 13" of "Usage Details 13" of UCP Ais set to 'Permtted and
because the control of content Ais not transferred. "Usage Hi story"

contains the history of use types for the same content. Only in;frgzﬁtﬁg¥
that represents 'Purchase and Reproduce' is stored nowin "Lgéb Aﬁ 1

of UCS A. For exanple, if the receiver 51 has used content A before,
information that represents the then use type is also stored. In the case
of the UCS described above,' "UCP Validity Period" and "PT Validity

Period" -h. b ified. Ho . hese, i Bay. i.fied f

he UL T4 05 200 RBGghoR ERPEnt Lpr G EIa 197 THRC DS Spec ePRe ortte.
bovey i b ified if the.3.0.JAN. 2004 UCP ID, i
anougr TR e Py 8k EBAF CrrCRr B0 der UEE WRRAALYY Pesdilin e "SPaTR |

may e?@fﬁge@égi @bl tot Rew BT \}a%iiqsioéﬂ{“?%%%o%nofug cst Pp mq% é[rl-i)t m"@%ré%ri ce

provi préparéd-i's se he~extér nal” St or age d st

in itﬁDPSa@@Sé§é06g@££?€é§t%éageyggﬁﬁp%?ggbggtfmjth the content keys Kco

(encrypted wth a save ave he decryption unit 91 of

the enc ypid R RCript g Foplalbers Saciyer 51, vASushOYL 13 6 our e
(0] ar

29-, the usage information storage 63 t he external storage

di vi degh-i 6 or Mauinbete ofr b aeks 1 MBssacky o oiviexamke)y pBRsbart 8.BRM

Each block BP, in turn, is divided into N number o usag nformation
MENDI yo 128 £88 | tiR- in $Orfe: Don ThSe 600 £81 1 KeYERe KEQrE_@QﬁBMHRﬁQdiWehQ BESRYR .

key Ksave) and UCS supplied by SAM 62 are stored, in matché pairs, in the
“appr aprj atfeussade itHOdmd Qi NRIPIY B epSgiiP= 088} hecysBEARL ID" contains
theZH)ofcontentA,"ContentProviderID"containsthe:H)ofthecontent
provider 2, "UCP ID" contains the ID of UCP A, "UCP Validity Period"
contains the validity period of UCP A, "Service Provider ID" contains
the ID of the service provider 3, "PT ID" contains the ID of PT A-
1, and "PT Validity Period" contains the validity period of PT A-1.
"UCS ID" contains the ID assigned to the given UCS, and thus "UCS
ID" of UCS A contains the ID of UCS A. "SAM ID" contains the ID of
the equipment and "SAM ID" of UCS A contains the SAM 62 ID of the receiver
N 51. "User ID" contains the ID of the user who uses the content and
"User ID"™ of UCS A contains the ID of user F. |
"Usage Details"™ consists of items "ID,"™ "Type," "Parameter," and
"Control Transfer Status." Of these items, "ID," "Type,"™ and
"Parameter" contain the information specified in the corresponding
items of "Usage Details™ of the selected UCP. Thus, "IDP" of UCSA
contains the information (ID of Usage Details 13) specified in "ID 13"

of "Usage Details 13" of UCP A, "Type" is set to 'Limited-Time

Reproduction' specified in "Type 13" of "Usage Details 13," and
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information storage 63A. In the exanple of Figure 29, the UCS A shown in
Figure 28 and the. content key KcoA (encrypted with a save key Ksave) for
decrypting cintent A are stored, in matched pairs, in the usage
information menory area RP-3 of the block BP-1. O her content keys Kcol
and Kco2 (encrypted wth a save key Ksave) and usage contrclggsy%szm 1
and 2 are stored in the usage information nenory areas RP-

the bl ock BP-1. The usage infornmation nenory areas RP-4 (not shown) to
RP-N of the block BP-1 as well as blocks BP-2 (not shown) to BP-M do not
store any content Kkey Kco or usage control status UCS and contain the

Dt ) ' n di h h
oot capeKBRBERY By ROhE A0 ARERL IR (RRK T BTN SRR 1Y
usageg %QEQEQEEIQH BQaQQMe%g gqr%famﬁggﬁeeggkglgge %OMIectlver referred

to as usage Information ere s no reatf "'t hem separately.

Figure 30 shgusy ggemggﬁgﬁgpgaatgémg@t 'ngga PREPAL fdnt AGRLAGE, YN UCS A

shown in Fi gure own In Frgure 3 CCOUI’] 1 ng or ma cont ai ns

t "2 o1l I
Per 1 o TP RGE R proyi dor TBITY BRTETE b e demeri Fhes, b PR Pty
" U SAMERoddendpahd EestinkB 8Os 1%;n{e?nt [LE %tf@f%‘é@fsﬁf& BL$h9k¥ 4 on
Content 1D, Content Provider 1D, D" "UCP Validity Perlog

"ServigeoPreviger 4B the BEllddted BEPVQ-E'QéEYtCPGrP'eQ%lttelepS ill." ceAMdp "

"User I D" and "Usage Details" of the accounting |nfornat|on contain the
i nf or sBaheResPESidd i e t he 1G0hbEERANEL N rdh &8 Ofs Aed Nt RHE

case of the accounting information A in Figure 30, "Content |ID'" contains
fhe | IDad £ tihe: contert cduiphentesid the ID of the destination equipment are
used as the ID of the source equipment. If "Control Transfer Permission
Information™ of ghe UCP is set to "Not Permitted, ' "Control Transfer
Status" should be set to 'Not Permitted.' In that case, control
transfer of the content is not performed (not permitted). In "Control
Transfer Status" of UCS A, the IDs of both source and destinatiocon
equipment are set to the ID of SAM 62 because "Contrél Transfer
Permission Information 13" of "ﬁsage Details 13" of UCP A is set to
'Permitted' and because the control of content A is not transferred.

"Usage History" Contains.the history of use types for the same
content. Only information that represeﬁts "Purchase and Reproduce'’
is stored now in "Usage History"™ of UCS A. For example, if the receiver
51 has used content A before, information that represents the then use
type is also stored.

In the case of the UCS described above, "UCP Validity Period" and
"PT Validity Period" have been specified. However, these items may

not be specified for the UCS. Also, although "Content Provider ID"

has been specified for the above UCS, it may not be specified if the
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Provider ID' contains the ID of the content provider 2-1, "UCP ID'
contains the ID of UCP A "UCP Validity Period" contains the validity
period of UCP A, "Service Provider ID'" contains the ID of the service

provider 3-1, "PT ID' contains the ID of PT A--1, "PT Validi;y [P)ﬁrlﬁm
contains the validity period of PT A-1, "UCS ID' contains th ﬂ éf A
"SAM | D' contains the ID of SAM 62, "User |ID' contains the ID of user F,
and "Usage Details" contains the information specified in "Usage Details

13" of UCS A "Accounting Hi story" -of accounting information contains
information indicating the total of the accounts calculated in 3 3 JAN 2004

ormat i on i ndi cating the total ¢ count's cal culated in 3 3 JAN 2
ot a5 ha SaiBoaHeeoRarahi t cfHTTHD PSSP PSF B1bL PHLRRS - actOUITThY

val | o5 PR Sh e B bty Eeb ey <t WY ot ek g dhovRt

Val i di eri O havé Dbeéen ecif

UCS. tac‘!Sloder?éj;%?qﬂ{{‘e"%ﬁf@é.;gﬁgx\f%%ﬂ. | D' has been specified in the

accounting 1n nmat 1 on ‘'describe ové, it may not be specified if the UCP

IDis unigye epeugl)-do ddentd fy tihe oﬁ%&@ﬁé}i’ﬁ%rﬁ’a\’i defor A ATl Ya s S6E%LCe.

Provider I'D" may not "be specified i i'S uni que enoug ordentify

t he sger i IO\ I ‘ i i re r es
oy L0 e Qoo R T e L 5 COPR T PR, XhERO Eenl P05

the pdd | Gndt@ptResa tof at BEvEML: kYA E) GRRISIN b Hyh%hEUQEEE#SSEYOHp&ﬁi‘Ef

the certification agency, the save key Ksave, and three nont delivery
keys d4do £t fige NI iGAT A L O@F 1 drh el 1Qf 70RM @R e(FoOMI @R B1,. aAG0sRNG{RAT

information (for exanple, the accounting information Ain Figure 30),

I ef erienge gurtop aptitanudi geanflr dastoben Hiomasd f6eadf dhe external storage
63 are divided into M number of blocks (1 MB each, for example): BP-1
to BP-M. Each block BP, in turn, is divided into N number of usage
information memory areas: RP-1 to RP-N. The content keys Kco {encrypted
with a save key Ksave) and UCS supplied by SAM 62 are stored, in matchedl
pairs, in the appropriate usage information memory areas RP of the usage
information stdrage 63A.

In the example of Figure 29, the UCS A shown in Figure 28 and the.
content key KcoA (éncrypted with é save key Ksave) for decrjpting cintent
A are stored, i.n matched pairs, in the usage information memory area
RP-3 of the block BP-1., Other content keys Kcol and Kco2 (encrypted
with a save key Ksave) and usage control status UCS 1 and 2 are stored
in the usage information memory areas RP-1 and RP-2 of the block BP-1.
The usage information memory areas RP-4 (not shown) to RP-N of the block
BP-1 as well as blocks BP-2 (not shown) to BP-M do not store any content
key Kco or usage control status UCS and contain the initial information

which indicates that they are empty. Hereafter, the content keys Kco

{encrypted with a save key Ksave) and UCS stored in the usage information
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values HP-i to HP-M as shown in Figure 31. Figure 32 shows the reference
information 51 stored in the nenory nodule .73. The reference inag&g??h@%
contains predetermned information specified for each of the 3ﬂk CSAM

I D," "Equi prent Nunber," "Settlenent 1D " "Charge Limt," g
"Account-Settling User Information," "Subordinate User Information," and
"Use Point Information.” "SAMID," "Equipnment Nunber," "Settlenent ID,"
"Account-Settling User Information," "Subordinate User Information," and

"Use Point 3JAN 2041 Information" of the reference information contains the
information specified for the itens corresponding to the ID of SAM62 in

mnaghRBty SE0es gt EnEoRRprEErbab e EErrkpTiEe et PP ERakden

i nforpnat] 51_cgntain he. lD_of . SAM 62 i pent nunber (100) of SAM
62, sett g%ﬁﬁtlslﬁpoﬁeﬁge%oFFrgggo&gﬁm Sqﬂ%%${41

_ set g user information of user F

e ot hleeETRsd o buDC R TRecBHAL 3% 1ROBRRRIIRCH pREbbrE Togerher o

institution nf or na age, and~sex

user wkn, gaadat BRCRATEL! BLALIRL LN ShOaNDY! bR H3,pal b | DLOBTRLLen,

(Figure 1 shown 1 n “Charge Lim onitarns { he upper

on anpﬂf&?msb%ﬂ%n%ﬂ@ 1 XAk ﬁcﬂ%%eméb%geﬂe mhet F‘Ebnztjzgﬁtgﬂ’ilc?@%&@y&%mm

is registered formal or tenporality. arge Limt the teferenced

| nformgé¢pOofppl €oED arAS: A8y URDET od ) M 5 OPy IO U Sy £aF GaY) f Ofpqf GiyTad i
regi stered equipnent (' Formal Registration') because the receiver 51 has

been vioigatlypeeobs) ereasts g wuppans libyint vgbeanpynt sedhiag ot tahens fompd |y
registered is higher than the upper limt of anounts charged when
) "Accounting History."

"Content ID,"™ "Content Provider ID," "UCP 1ID," "UCP Validity
Period," "Service Provider ID," "PT ID," "PT Validity Period,™ "UCS
ID," "“SAM ID,"™ "Use; ID," and "Usage Details" of the accounting
information contain the information specified in the corresponding
items of the UCS. Thus, in the case of the accounting information A
in Figure 30, "Content ID" contains the ID of the content A, "Content
Provider ID" contains the ID of the content provider 2-1, "UCP ID"
contains the ID of UCP A, "UCP Validity Period" contains the validity

_'period of UCP A, "Service Provider ID" contains the ID of the service
provider 3-1, "PT ID" contains the ID of PT A-1, "PT Validity Period"
contains the wvalidity period of PT A-1, "UCS ID" contains the ID of
UCS A, "SAM ID" contains the ID of SAM 62, "User ID" contains the ID
of user F, and "Usage Details" contains the information specified in
"Usage Details 13" of UCS A.

"Accounting History" of accounting information contains

information indicating the total of the accounts calculated in
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tenporarily registered. Next, Mnunber of the verification values HP-1 to
HP-M stored in the nenory nodule 73 shown in Figure 31 will be explained.
The wverification value HP-1 is the hash val ue obtai ned by the application
of a hash function to all the data stored in block BP-1 of the usage
informati on storage 63A (Figure 29) of the external storage 63. The
verification values HP-2 to HP-M are hash val ues obtai ned bygqujﬁ$12004
application of the hash function to the data stored in the correspondi ng 3
0 JAN 2604 bl ocks BP-2 to BP-Mof the external storage 63, as is the case
with the verification value HP-1. Returning to Figure 26, the

' i v/ 1A | : ' it
or. TR Y AR IS Yy SOY RS ERT LR SR G Y EbRRA 1R
decr yphe oflo il Lo 1 HECLYRL Nt RS aTBAIKRER] 1AORKEN L BY GO s N the
delivery key Kd and outputs the results to the encryption unit 93. The
random nunfierygenet &bk ¢ 4 t i n PSrdSPELAL Eésériéﬁdgﬂb{v‘@pbﬁ'it%ﬁgh "UCP

predeterm ned digits during nutual authentication, geherates tenporary

key Kygipdasy’edris8d, AR pOUTRYE A  EheprlockiRengher YRELOBpHREEiI 23 a8 hey
required (for exanple, during nutual authentication). The encryption unit

93 engayphsttbe gperypied €ort €Ak ey .Kcplsgal A1 tMbhght hecsa¥gtkeyoksavs
stored in the nenory nodule 73. The encrypted content key Kco is supplied
to thepexigs Blerskpeageied iMhene senshitoridde It deXekee ited BBove,
deconpressi on section 64, the encryption wunit 93 encrypts it with the

t enpot mya ke tKbenppgengiateds byhd ey andem unlgberegangt ato i demiti 92 + hEhe

.data check nodule 75 checks the data in a block BP of the usage

Ay

N content provider. Similarly, "Service Provider ID" may not be

specified if the PT ID is unique enough to i_denti fy the service pro’vicier .

Returning to Figure 26, the memory module 73 stores keys such as
the public key Kpu of SAM 62, the secret key Ksu of SAM 62, the public
key Kpesc of the EMD-service center 1, the public key Kpca of the
certification agency, the save key Ksave, and three months' delivery
keys Kd, the authentication certificate of SAM 62 (Figure 27),
accounting information (for example, the accounting information A in
Figure 30), reference information 51, and M number of verification
values HP-1 to HP-M, as shown in Figure 31.

Figure 32 shows the reference information 51 stored in the memory
module 73. The reference information contains predetermined
information specified for each of the items of "SAM ID," "Equipment
Number," "Settlement ID," "Charge Limit," "Account-Settling User
Information," "Subordinate User Information," and "Use Point
Information."

"SAM ID, " "Equipment Number, " "Settlement ID," "Account-Settling

User Information," "Subordinate User Information," and "Use Point
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informati on storage 63A of the external storage 63 for falsification by
conparing the hash value of the data stored in the block BP wwth the
correspondi ng verification value HP stored in the nmenory nodule 73. The
data check nodule 75 al so recal culates the verification value HP when

purchase, use and control transfer of content take place a@bﬂ;gmgq
(updates) it in the memory nodule 73. 3 0 JAN 2004 The deconpres igﬁHHN

section 64 consists of a nutual authentication nodule 101, decryption
nodul e 102, decryption nodul e 103, deconpression nodule 104, and
wat er mar ki ng nodul e 105. The nutual authentication nodule 101 perforns

mut ual _aut hentication with SAM 62 and outputs the tenporary key Ktenp to
t he dé@??ﬁ@?@ﬁoﬁodﬁﬁet?@ZFefﬁ€e&€@r9@@Q§$ﬁﬁﬁﬂﬂ(9OQREEQEN§9%ka Qﬁﬂﬁﬁ%??

K B SR P 1 SO ET K B BBl 6 B SRS e,
Secr YR RT IR 103 deSLBLe WUB SO LSO, S UIE KB St iD,
Lo TS SSE TRl PO AR LY e RSB SSEs LIS SSEURL s on
ot o e IO 205, TP TR, TR A% BB B0 oy
ecer v 2L,a00 s Biay e capils \n potlern (nm chal e femge

Lne {RBEQRAEEDR 1ORK Hand NCABLELS A0 AR SARAL > SN RIENR Bldiay

and t gconmpression section 64 ihto a ed formand outputs the

P SPEhEpESiDALE, be siieen ! SMegIas pIURIR R ke
F), and the same information shown by the use point information (Figure
10A} shown in Figure 33.

"Charge Limit" contains the upper limit on amounts charged, which
varies depending on whether the given equipment is registered formally
or temporality. "Charge Limit" of the reference information 51
contains the upper limit on amounts charged for formally registered
equipment ('Formalz Registration') because the receiver 51 has been
formally registered. The upper limit of amounts charged when formally
registered is higher than the upper limit of amounts charged when
temporarily registered.

Next, M number of the verification values HP-1 to HP-M stored in
the memory module 73 shown in Figure 31 will be explained. The
verification value HP-1 is the hash value obtained by the application
of a hash function to all the data stored in block BP-1 of the usage
information storage 63A (Figure 29) of the external storage 63. The

verification values HP-2 to HP-M are hash values obtained by the

application of the hash function to the data stored in the corresponding
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~stor

deconpressi on section 64. The display controller 67 controls the output to
a display unit (not shown). The input controller 68 controls the input
froman operator panel (not shown) consisting of various buttons. 3 0 JAN
204 The HDD 52 stores registration lists |like the one shown i@[Fi @ezgag
in addition to the content and the |like supplied by the service “%y v

3. The registration list consists of the |list section that stores

tabul ates informati on and the SAMinformation section that stores
specified informati on about the equi pnent that possesses the given
registration list. The SAMinformation section stores (in the "SAMID'
field)_the SAMID of the equi pment that possesses_the given registration
|i st P1loGks BR-2xEABR M1 Pk ‘O eoternet sherzdeePverasgils) thg g@ﬁ@t%ﬁhé&l
the wvalidit eriod of Lhe registration list (in the "Validity Period"
fiel dhe V%FgﬁgﬁaEhﬂ%eVa etHB tegistration list (in the "Version Number"

et Lorb i G e
b ST B Bopsd§ rEoo b Had it I upls B16 ke Hikn AR Rt ot
Equi PR "%%ﬁ%‘ﬁ’iil%ﬁa%?i@?%.géﬂghﬂ SR T hes- PEnderslBEET i (o
?EEE?%%E#%‘?& e a6 el Skggfwgggﬁghg 95129BL ARy R %P??%@“%M% of
%‘é&{f@ttcr :;hé @éc@i?ﬁ%&f [SJI%thLe oPAME2 LDnabn! BEmbeee¥ReratorSunit

er storest

PR

. 92 generates a random number-with predetermined'digits during mutual

\.

authentication, generates a temporary key Ktemp as required, and
outputs them to the encryption unit 93 as required (for example, during
mutual authentication).

The encryption unit 93 encrypts the decrypted content key Kco again
with the save key Ksave stored in the memory module 73. The encrypted
‘content key Kco is supplied to the external storage 63. When sending
the content key Kco to the decompression section 64, the encryption

unit 93 encrypts it with the temporary key Ktemp generated by the random

S number generator unit 92.

The data check module 75 checks the data in a block BP of the usage
information storage 63A of the external storage 63 for falsification
by comparing the hash value of the data stored in the block BP with
the corresponding verification value HP stored in the memory module
73. The data check module 75 also recalculates the verification value
HP when purchase, use and control transfer of content take place and

stores (updates) it in the memory module 73.
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t he user of corresponding equipnent. In this exanple, the ID of user Fis
stored. 3 0 JAN 2004 "Purchasing" stores information ('Yes' or 'No') which
i ndicates whether content can be purchased. In this exanple, since the
receivers 51 can purchase content, 'Yes' is stored. "Accounting" stores
information (' Yes' or 'No') which indicates whether acc@fitijig\cilée
performed in comuni cation with the EVMD service center 1. In this exanple,
the receivers 51 can perform accounting since the user Fis registered as
an account- settling user and thus the appropriate rows of the
"Accounting"” colum store 'Yes.' "Equipnment Billed" stores the SAMID of

o : coi : | : ! i

he caut by LS seSaue s SALEL €6, of Ok soramheypigee e
t " ' " MR 5 t ]

Phot Hoan @30S, FEUPTEDLN xRl 630 eyt Qn 108y EONY RLcSL O8Fbn

ot her &&ﬂt(ﬁn?@a, Cgﬂaeﬁéggrﬁ%ﬂ?ﬁgt RaBuh LoRyshe '§ﬁévfnﬁ€u£1 Oy €8EnBi chPiohhi s

exanpl? e, e recelrver receives content fromthe service provi der 3, so

i nf orBkd P8 10 NQRE oMl GiithRdi SatBEntRL kel fiks S8M SMiRREBLtpRESVEHENT
content 1s stored. "Status Flag"” stores any restrictions to the operation

of 1 heamBPPs LPNideR! Bt SFY tRMBRE delch- QIR hSdRPe UL I eRbId<dryWti APRbaRNkat e

information (T No Restriction') is'Stored. If there are any restrictions or

it heg® vise st GRARMHHOY kBaK N +6tirAs eReraintdht kapMepehat gpted
information (' Restricted or 'Stop,' respectively) is stored. For exanple,

it seabf lameien@fo raa6o wahys Kitaapl, abh8doubputs thisefeniketh thionghpr acessptobn

formal registration has not been conpl eted :

f;} module 103. The decryption module 103 decrypts the content recorded
on the HDD 52, with the content key Kco, and outputs the results to
the decompression module 104. The decompression module 104 further
decompresses the decrypted content by a method such as ATRACZ2 and outputs
the results to the watermarking module 105. The watermarking module
105 watermarks information (such as SAM 62 ID) in the content for
identification of the receiver 51 and outputs the results to speakers
(not shown) to reprodgce music. |

The communications block 65 communicates with the receivers 201

. of the user‘hohe:network 5. The interface 66 converts the signals from
SAM 62 and the decompression section 64 into a specified form and outputs
the results to the HDD 52. It also converts the signals from the HDD
52 into a specified form and outputs the results to SAM 62 and the
decompression section 64.

The display controller 67 controls the output to a display unit

(not shown). The input controller 68 controls the input from an

operator panel (not shown) consisting of various buttons.
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(or on tenporary registration) "Status Flag" of that equipnent is set 3 0
JAN 20H to 'Restricted. ' In this exanple, the equipnment with its "Status
Flag" set to 'Restricted can use the content already purchased, but
cannot purchase new content. In short, certain restricti ﬁ 2&f pﬁﬁﬁ d on
the equi pnent. Besides, if illegal acts such as illegal gﬂ i No g
content are detected, "Status Flag" is set to ' Stop' and the operation

t he equi pnent is stopped. Consequently, the equipnment can no | onger

receive any service fromthe ‘EMD system In this exanple, no restriction is

placed on the receivers 51 and their "Status Flag" is set to 'No
Restrictiofhe HDY §DadtsLed O LN Hd 011 ryg&@eilkaetﬁéqnﬁéq&ﬁwﬁi1hhﬁi§NQe

service center 1 to the information stored in "SAM I " "User ID,
" Pur chasimaddi tiAeCOYNEh80cont EAYI BABNELBI Lk gd, éubwibar b@%b@ﬁ%@tml@@d
“Status Flag." In this exanple, a signature to registration conditions of

the peseider 51 IThesStra@Gtra¥i@gratllule tenBagist bat the List" ssbeies thet
signature to the entire data specified in the registration list. (5-2)

Receistasr @9 1t b gls ee 851 shovma 8horxanpl eheophMglingbirantebnt Bectaos terat201.
The conponents fromthe conmmunications block 211 to i nput controller 218
of thetoeesi specPDiledalefbéunstionsalsont! ghiet ogqiihowenof thhe pospubkEeat tbRrs
block 61 to the input controller 68 of the receiver 51. Thus, their

det aidetenesegiptranios bhstted where possible. The nmenory nodul e 223 of
SAM 212 stores public key Kpu of SAM 212, secret key Ksu of SAM 212,
publ i ¢ keyh¢pedd! dfnfENateran ceeckimmrsiiorepubln ctkey" ¥Kpdalbl! €éeldi tat on
-agency, save key Ksave, three nonths' delivery key Kd, authentication
“cert i9AM IR of -ire expipment i thaedossomsses the given registration list,

in this example, the SAM 62 ID of the receiver 51. It also stores the
validity period of the registration list (in the "Validity Period"”
field)', version number of the registration list (in the "Version Number"
field), and number of equipment connected -(including this equipment)
(in the "Number of Equipment Connected" field}, which is three in total, ,
in this example, including the receiver 51 itself and the two receivers
201 and 301 connected to it.

The list section consists of nine items "SAM ID," "User ID,"
"Purchasing, " "Accounting," "Egquipment Billed," "Master Equipment,"
"Status Flag," "Signature to Conditions," and "Signature to
Registration List™ and, in this example, stores the registration
conditions of the receivers 51, 201 and 301.

"SAM ID" stores the SAM ID of the equipment. In this example, the
SAM 62 ID of the receiver 51 is stored. "User IDﬁ stores the ID of
the user of corresponding equipment. In this example, the ID of user

F is stored.
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3 0 JQ N 200. the certification agency in advance and reference information
201, as shown in Figure 36. The reference information 201 contains, as
shown in Figure 37, the ID of SAM 212, equi pnent nunber (100) of receiver
201, settlenment ID of user A, account-settling user inforngtion of user A
(general information (the nane, address, phone nunber, set I&@AtN 2004
institution information, date of birth, age, and sex) , |ID, and password
of user A), and use point information shown in Figure 38 (the sane
information as the one shown in Figure 10B) HDD 202 has functions to those
of HDD 52, and thus description thereof is omtted. (6) Purchasing and
utilizatiqn of content Now the _processing i the EMD systemw || be

escr | bed BUEENARMrG e REOTES LRECRIGHLORIL Lo 'FPGur Nobs. vherh 1adfgates
assuned that th ontent A in the.conient .provider 2-1,is ppli ed. and
dsed TP Y cPAEEPSer Feoputiat fEar b E SEpRELey; ditde BN ER 1482
provider . - Ty 1.SSi f deljive keys fr §NP er v c ter
to cscbintcean Jppl}rt()c\?}%geer cfc?lhn@?r?é%’ 5%?% he® dse‘\‘[?%écriy keys ﬁg‘)“ar engh{l)%l i%%gf(g)st he

icgnt ?ﬁ{foﬂ{é)e/jit%g r(f"2fejs 'bért hﬁo F ﬁf&){' %dlcc[e#% g%iqﬁ%laita:]c%o%}tﬁggs cBhOKESS

own 1 n I'ow chart of " Figure

aut hent,l £3L1on ﬁ?c#rtﬁﬂlﬂcﬂi@gﬁtﬁ%ﬂgnﬁﬁé VEGS ESQ%EEelcggE%?r B mpfug ;o

aut hentication wt e mutua Icatlon section the content

pr Oyiéil%[m;;l'%,- ten dhs athent ight a9t ea%%ﬁﬁ'?:tingj QUndRr B hisk$ F is
verified, t content provider managenent section 12 of the EVD service 3 0
JAN %‘_Q,Qgistered as an account-settling user and thus the appropriate rows
of the "Accounting™ column store 'Yes.' "Equipment Billed"
stores the SAM ID of the equipment with which accounts are settled.
In this example, since the receivers 51 (SAM 62) can perform accounting
for themselves, SAM 62 ID is stored. |

"Master Equipment"” storres the SAM ID of the connected equipment
that can provide content if thé given equipment receives content from
other equipment connected rather than fr(;)m the service provider 3. In
this example, the receiver 51 receives content from the service provider
3, so information ('None') which indicates that there is no equipment
providing content is stored.

"Status Flag" stores any restrictions to the operation of the
appropriate equipment. If there is no such restriction, appropriate
information ('No Restrictilion') 1s stored. If there are any
restrictions or if there is any condition that will stop the operation,
appropriate information ('Restricted' or 'Stop,' respectively) is
stored. For example, if settlement of accounts has failed, or if

user-crediting process for formal registration has not been completed

{or on temporary registration) "Status Flag" of that equipment is set
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center 1 sends the delivery keys Kd supplied by the key server 1.4, to the
content provider 2-1. Details of nutual authentication will be described
|ater with reference to Figures 41 to 43. In Step 532, the encryption
section 36 of the content provider 2-1 receives the deliv keys Kd sent
fromthe EMD service center 1, and stores themin Step 53§|Y

encryption section 36 of the content provider 2-1 stores F?; the dellvery
keys Kd, the process of Step Sil finishes and Step S12 in Figure 39

begi ns. Before explaining the process of Step S12, the nutual

aut henti cati on (process of checking for spoofing) in Step S31 of Figure 40

Wl pg desefiDedeq! ak'ﬂﬁth*ﬂ% SRl d, Wil CQnglgmg(Hgmr\:h E%)@té‘t‘-&g ol

41), the case in which two comon keys are us ure and the ¢

in whieh 8opubhderkeed s éaae@lscecltw @oﬂ§EntFéﬁi='é§d§1& ecz?aéé&vvtmaréan%eh

descri bes the use of one common key in common-k S cryptography for t he

oper api108hakeMukudlondéhitent ![ﬁabheﬁtpet:éeealhh%e%&li@tﬁﬂfsh%rﬂel AL op
section 39 of the content provider 2 and mutual authentication section 17

of theh&EMoquspnehee CBOsEded, 10 StrpyHAlactdesusd W iauthent deliieRition
section 39 of the content prOV|der 2 generates a 64-bit random nunber R1

(it nay caltsntbergaheradosd by sthe usaniofT AUnHer tgenet @b 0anseehé OpeI)tiod N
Step 542, the mutual authentication section 39 of the content provider 2

~ DES- entrigipt & quiipmeartdbsnshoryerd R1 Contsle qgaepitast, ot kd exprimparerdey.akend iliongsr
al so possible to make the encryption section 36 performthe encryption)
I n Stepc8d8e thy setrwakeadichenttheafMin syettarman 39 of the 30 JAN 2004, s
.content provider 2 sends the encrypted random nunber Rl to the nutual

} In this example, no restriction is placed on the receivers 51 and
their "Status Flag" is set to 'No Restrlctlon.'

"Signature to Conditions" stores the signature of the EMD service
center 1 to the information stored in "SAM ID, " "User ID, " "Purchasing, "
"Accounting, " "Equipment Billed," "Master Equipment," and "Status
Flag." In this example, a signature to registration conditions of the
receiver 51 is stored. "Signature to Registration List" stores the
signature to the entire data specified in the registration list.

(5-2) Receiver 201

Figure 35 shows an example _configuration of the receiver 201. The
components from the communications block 211 to input controller 218
of the receiver 201 have functions similar to those of the communications
block 61 to the input controller 68 of the receiver 51. Thus, their
detailed description is omitted where possible.

The memory module 223 _of SAM 212 stores public key Kpu of SAM 212,
secret key Ksu ef SAM 212, public key Kpesc of EMD service center 1,

public key Kpca of certification agency, save key Ksave, three months’

delivery key Kd, authentication certificate of SAM 212 distributed from
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aut henti cation section 17 of the EVD service center 1. In Step S44, the

mut ual aut hentication section 17 of the EMD service center 1 decrypts the
recei ved random nunber RL with a prestored commobn Kkey Kc. In Step $45, the
mut ual aut hentication section 17 of the EMD service cent es a
32-bit random nunber R2. In Step S46, the nutual authentic ngavgﬁﬁi on 17
of the EMD service center 1 replaces the loworder 32 bits of the
decrypted 64-bit random nunmber RL with the random nunber R2 to generate a
concatenation Rl1,11R2, where Ri,, is the high order n bits of R and AllB
is a concatenation of A and B (the | ow order n bits of A and mbit B are
concat enated to produce n+m bits) In Step t he nmutual aqut hent| cation
sect i ‘ore -cer ok L 1 ¢t END agange d n é@ﬁ@@?elalbts:%ﬁ@“rw% iRformagd o €A1y has
common key Kc._In Step t he_ mut ual thentjcatlon secti,on 17 of_ the
EMD sEhHR el drfRire ?’éend?h?h’éef%:ﬁ‘?:]i‘?r%tJe‘éd‘}J MIRLR & Hh & &5y provia¥Er 2.

2" doch p&g%%“?zc”‘é%:ﬁé‘h %“%%‘ﬁé‘éﬁ?ik??ﬁéﬁiéhﬁﬁﬁwﬁﬁ%hﬁﬁS’E {% %@%"V'ﬁ%?
i gh- 67 oS3 I DD e Y08 Sp R “%‘ﬁ%t%ﬁh%é%df%zo TR el S55
't iﬁwé’%%%%‘ﬁair??%%@% P Rel Gheeen ot %r?é‘Sr | %5? Q?f SRE Ry o
A il P g D o ST S
SETE e D LR T AR ERT b0 SR, 38
TEacigtage 5 LA Lo les SRR Teber . il s (b

HDD 202 has functions to those of HDD 52, and thus description
"thereof is omitted.

(6) Purchasing and utilization of content

Now the processing in the EMD system will be described with
reference to the flow chart in Figure 39. Here it is assumed that the
content A in the content provider 2-1 is supplied to and used by the
receiver 51 of the user home network 5 via the service provider 3-
1.

(6-1) Transmission of delivery keys from EMD service center to
content provider |

In Step S11, the delivery keys Kd are supplied to the content
provider 2-1 by the EMD service center 1. Details of this process is
shown in the flow chart of Fiqure 40. In St-ep S31, the mutual
authentication section 17 of the EMD service center 1 performs mutual
authentication with the mutual authentication section 39 of the content

provider 2-1. When the authenticity of the content provider 2-1 is

verified, the content provider management section 12 of the EMD service
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and decrypted RIHIIR2, in the high-order position and placing the generated

random nunber R3 in the | oworder position. In Step S53, the nutual

aut henti cati on section 39 of the content provider 2 DES-encrypts R211R3
~with the common key Kc. In Step S54, the nutual authenticati @ngsg%NOZ{][}lp

of the content provider 2 sends the encrypted concatenation R2 1l to the

mut ual aut hentication section 17 of the EMD service center 1. In Step 555,

the nutual authentication section 17 of the EVMD service center 1 decrypts

the received concatenation R2 1IR3 with the common key Kc. In Step S56,

t he mutual authentication section 17 of the EVD service center 1 checks

? Qﬁfigh?-ﬂ&%%gir %é’fd? IL Eﬁ%%{ﬁ%f%@f EAER CRL: ti?eﬁi?y"{?hs Eoh SRRV ol detS 2
that “LRE COREERE Broviasy 2% i PPhGFFnarorueligd, Bursehbioatiah oHart be

whi ch .. bes -t use,of t conmmo ys. Kcl and Kc2,in conmon-key DES
crypt 8%?%%%%5095‘?%5 oﬁé:?laﬁeoﬁero cemr}tougﬁgéluﬁ%sen |Scacfi4(2)3n' bet ween t he nut ual

At henti calt oRBBCEPon Ti=or FROPERDY SBFILED ooncs T iyl SPvide
iSEct . : .
G- b £ Fahdom Senmer R Yo oy i BErRe TR e e Pr AR ST SR

39 of ahges%ggggnttﬁlghogiﬁdgrte% B5S-encrypts the random nunber RL with a
prestored common key Kcl. I'n 3 0 JAN 2004 Step S63, the nutual

aut hent i cajh &R S8CERT 3 in EBE+GOR! 88lo PItaM @%hte%tsgf?Q%iBE@ £0LTH LS
random nunber Rl to thé EMD service center 1. In Step 564, the mnutual

{aut hephCcakileneseCikieg’ kd,0tnkherEMasseb &t et @tierrihidady pirtd td&p s12

recei ved random nunber RL with a prestored common
in Figure 39 begins. Before explaining the process of Step S12, the
mutual authentication (process of checking for spoofing) in Step S31
of Figure 40 will be described, taking the case in which one common
key is used (Figure 41), the.case in which two common keys are used
(Figure 42), and the case in which a public key'is used (Figure 43).

Figure 41 is a flow chart which describes the use of one common

key in common-key DES cryptography for the operation of mutual
authentication between the mutual authentication section 39 of the
content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step S41, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number Rl (it may
also be generated by the random number generator section 35). In Step
542, the mutual authentication section 39 of the content provider 2
DES—encrypts the random number Rl with a prestored comﬁon key Kc (it

is also possible to make the encryption section 36 perform the

encryption). 1In Step 543} the mutual authentication section 39 of the
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key Kcl. In Step 565, the nutual authentication section 17 of the EMD
service center 1 encrypts the random nunber R1L with a prestored comon key
Kc2. In Step S66, the nutual authentication section 17 of the EMD service
center | generates a 64-bit random nunber R2. In Step 567, th t ual

aut henti cation section 17 of the -EVMD service center 1 encrypt sgﬁu@Axm
nunmber R2 with the conmmon key Kc2. In Step 568, the nmutual authenti i
section 17 of the EMD service center 1 sends the encrypted random nunbers
Rl and R2 to the mutual -aut hentication section 39 of the content provider
2. In Step S69, the nutual authentication section 39 of the content

SRS B R RS S e P e Mt TS ST T
¢ GG G R S e | 7 S B 20D ST Eh GNP RORBEr L At bef or 6

Cogi 1 it o 55 Ra TR bttt s SR L CRr L 88 iR AR Py S Yh E By fElE P o | S
Bt hSTe Preai A Bhpt o d bRt IBkGer KD 51 ER o BECSChIBIURLD |
Lot DS TRCs Kb e 80 SRR Mined hcafith SEcidie ibEkne Eyp

[ ho- MRMEE g e £ Wort b 860 U CE2 000 Shadtaod BunlbBh2ROY. 1A Step S48,

t he rtfff‘eelhuﬁgai %rmmﬂ&%id?%s%w?hpﬁy S TIRNEMBY e Glce LBnBLER &Z,%a%%g

nmut ual aut hentication section 17 o e EMD service center 1 chec

cdecr Wieed diarfdemn el 2 fgaimstad ey aad osa - puabesn &dn oeaehat el i vi Shep
866 (the random nunber RZ before encryption) .

the random number R2 to generate a concatenation RlH"RZ, where Ri, is
the high order n bits of Ri and.A"B is a concatenation of A and B (the
low-order n bits of A and m~bit B are concatenated to produce ntm bits).
In Step 547, the mutual authentication section.l17 of the EMD service
center 1 DES-encrypts R1,|R2 with the common key Kc. In Step 548, the
mutual authentication section 17 of the EMD service center 1 sends the
encrypted R14||R2 to the content provider 2.

In Step 849, the mutual authentication section 39 of the content
provider 2 decrypts the received R1,||R2 with the common key Kc. In Step
S50, the mutual authentication section 39 of the content provider 2
checks the high-order 32 bits of the decrypted RlH“RZ-agaiﬁst the
high~order 32 bits R1l, of the random number R1 generated in Step S41,
and if they match, it certifies that the EMD service center 1 is
legitimate. If the generated R1l, and received R1l, do not match, the
process 1is terminated. If they match, the mutual authentication

section 39 of the content provider 2 generateé a 32-bit random number

R3 in Step $51. 1In Step S52, the mutual authentication section 39 of

-59-



If they match, it certifies that the content provider 2 is legitimate. |If
they do not, it termnates the process, determning that the content
provider 2 is illegitimate. Figure 43 is a flow chart which describes the
use of a 160-bits length elliptic curve in public-key crypqp r 3y BN 2004t he
operation of. nutual authentication between the nutual authentication
section 39 of the content provider 2 and nutual authentication section 17
of the EMD service center 1. In Step S81, the nutual authentication
section 39 of the content provider 2 generates a 64-bit random nunber RI.
In Step 582, the nutual authentication section 39 of the content provider
sends the random nunber_ Rl as well as an authentication certificate

(acqu?lﬁ%dc‘i’lht%t‘éﬁd?ﬁ%vﬁi%% RESBIAe § ifc SOPGH tagertdyPr RS RiYnglredngus he
public Kgy Kpcp to_the_ nutual authentlcatlon section 17 of the EMD service
cent ef2RCOLH %%8 Whilh 15t he L T HeRT Sath b Secerpit pfoihg ReceiBed
service genter gdy ts the S|qgfture of the received authentlca ion-
certi??@a.%cfgﬂE?QpB ity % @ﬂké§r¢%%ap%$th%nc%?@|P}ea%van ﬁgency)
with the se t_key Ksca of tg cer% ation agency ., U|reﬂ adv

and t%%gr%ﬁ?gtﬁ%nﬁa@hnmaﬁ § an, 'BF. Crsg A pp(S’f‘SL[ Pebepr Soter
2 and 2. nan %.grovidﬁ. % %g t ake 0 _JAN.2004 out the
oubl | ERGGURBED ReCEGhia 33r 83 40P 20 RITAST 4 n et
int u éﬁ t er% i | f th au enticatign rtlg gate.

| egi (TRt Eeh E&%%ER% b BB peiiab! §edasbicy 1 PEoBaRche GBEr PRHREng
the r g %? h I ﬁ $9 t

P AL A B R A DAy
- of a 0a58atunst LR A HPPHRL Y1 KRentication section 17 of the EMD
service center 1.

In Step S55, themutual authentication section 17 of the EMD service
center 1 decrypts the received concatenation R2 ||R3 with the common key
Kc. InStepS536, themutual authentication section 17 of the EMD service
center 1 checks the high-order 32 bits of the decrypted concatenation
R2||R3 against the random number R2. If they match, it certifies that
the content provider 2 is legitimate. If they do not, it terminates
the process, determining that the content provider 2 is illegitimate.

Figure 42 is a flow chart which describes the use of two common
keys Kcl and KcZ in common-key DES cryptography for the operation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step S61, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number R1. In Step

562, the mutual authentication section 39 of the content provider 2

DES-encrypts the random number Rl with a prestored common key Kcl. 1In
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of the content provider 2 and the nane of the content provider 2 contained
as plain text in the authentication certificate. This proves that the
public key Kpcp is the legitinate one that has not been falsified. If the
signature cannot be decrypted, or even if it can be, if thg@ ‘SM@ S do
not match, the public key or provider is illegitimte. a

process is termnated. |If the authentication is successful t he nut ual

aut hentication section 17 of the EMD service center 1 generat es a 64-bit
random nunber R2 in Step S84. In Step S85, the mutual authentication
section 17 of the EMD service center 1 generates a concatenation R11l R2 of
the random -nunbers Rl and R2. In Step S86, the nutual authentication

secti §FEE7S f qq?emEIPBaéeFVFéénEéﬁ?Elwli %fFfE:tFJ;FE}’t‘ S% pé Ehecardittt proride®
with its vvn cret ke g:é\s/esc Step 587, the rrutual aut hentlcatlon

sect gnSeafcof REngnEwiP OFé‘éldgg‘r'\ freﬁfgglaé £ etbonéaverin ron il e
' St ep S St ﬁﬁ?u;ﬁ?} Dbl el el S5t St o BRpeudnyglvice
ﬁg%gr Pﬁsrnﬂﬁé&r}g’ chans %?%%9%5%&n§§9%5ﬁ§%p%ﬁ%”ﬁ°%ﬁs e Sifmon
TAN 205 BeL ey eESo'r?IP;?%?ﬁg&ﬁ%%”elp&ﬁﬁt Rt ses Cer?m LEa b ©
aut hepLi GaLL0Dy SEE Q39,0 the ophent. RRou 46" 2on! 0 Sen 889 Jigon

nutua Icatlon sectron provi ecrypts

i gnajrecos t he, Leee] ¥eq, AURBSALL LAY I.ofkng Ao SeWlint 9 5P ”éﬁﬁﬁ/

Kpca o0 e certi I on agency ach|re I n advance,

""ts}akessek”érlhgeceﬁl%kc 1k§ YrfiReses T ¥R GeHdd tRiner *ﬂzs. Pracets %éﬂe
anme as in Step S83 and thus
the mutual authentication section 17 of the EMD service center 1 encrypts
the random number R2 with the common key Kc2. In Step S68, the mutual
authéntication section 17 of the EMD service center 1 seﬁds the encrypted
random numbers R1 and R2 to the mutual authentication section 39 of
the content provider 2.

In Step 569, the mutual authentication section 39 of the. content
provider 2 decrypts the received random numbers R1 and 7R2 with a
prestored common key Kc2. In Step $70, the mutual authentication
section 39 of the content provider 2 checks the decrypted random number
Rl against the random number Rl generated in Step S61 (the random number
R1 before encryption). If theymatch, it certifies that the EMD service
center 1l is legitimate. If theydonotmatch, it terminates the process,
determining that the EMD service center 1 is illegitimate. In Step
571, the mutual authentication section 39 of the content provider 2

- encrypts the decrypted random number R2 with the common key Kel. In

Step 872, the mutual authentication section 39 of the content provider

2 sends the encrypted random number R2 to the EMD service center 1.
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description thereof will be omtted. In Step S90, the nutual

aut hentication section 39 of the content provider 2 decrypts the
concatenation RLIIR2 encrypted with the secret key Ksesc, by using the
public key Kpesc obtained in Step S89. In Step 591, the t ual

aut hentication section 39 of the content provider 2 decr;ydkkiﬂé12004.
concatenation RLI I R2 encrypted with its own public key Kpcp, by using its
own secret key Kscp. In Step 592, the nmutual authentication section 39 of
the content provider 2 conpares the concatenation RLIIR2 decrypted in Step
S90 and the concatenation RLIIR2 decrypted in Step S91. If they match, it
certifies that the EVMD service center 1 is legitinmate. If they do not

match, it Fepikerstts the piioreksuthensinpiing sertiemd TEMDthediND servdmeer

| is |Ileg|t|nate If the authentication is successful, the_ nutual
aut heRERESE| éndegézzpi:éntbg 690?h§eéoﬁﬁ@ﬁ9mpﬂwbaér R2 yakbr khescampenpikey
randon1nunber R-3in In Step t he mutual authenticatign

secti PRL39 Bt SEeR %?)‘Ht e‘ﬁ@e W%@?@%ra?tg%’é%%%oa EBREAPBNAl | BA ﬁ?fl RY Ly
the random nunmbers_R2 ohtajned in Step, S90 and the random_ nunber
gener 3B FR COREF éé@eqq‘r? ‘e peseyP barr ARt MuRhetdht PEALRST E%%FPBFF%

f the 3 N 2004 d 2 ts th t t R211R3
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Figure 43 is a flow chart which describes the use of a 160-bits
length elliptic curve in public-key cryptography for the operation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step $81, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number R1. In Step
582, the mutual autﬁentication section 39 of the content provider 2
sends the random number R1 as well as an authentication certificate
(acquired in adﬁance from the certification agency) containing its own
public key Kpcp to the mutual authentication section 17 of the EMD
service center 1,

In Step $83, themutual authentication section 17 of the EMD service
center 1 decrypts the signature of the received authentication
certificate (encrypted with a secret key Ksca of the certification
agency) with the secret key Ksca of the certification agency acquired
in advance and takes out the hash value of a public key Kpcp bf the

content provider 2 and a name of the content provider 2. It also takes
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EMD service center 1 checks the decrypted random nunber R2 agai nst the
random nunber R2 generated in Step S84 (the random nunber R2 before
encryption). If they match, it certifies that the content provider 2 is

legitimate. If they do not, it term nates the process, deteqrﬂnUzg ugﬁﬂi
the content provider 2 is illegitimate. As described above, e N

aut hentication section 17 of the EM service center 1 and the nutual

aut henti cati on section 39 of the content provider 2 perform nutual

aut henti cati on. The random nunbers used for the nutual authentication are

tenporary keys Ktenp valid only for the processes subsequent to the given
mut ual aut henticatiaon. (6-2) Transm ssion_of content from content Erovider
to sétWf ddre A Herkap BRI Frboede of Shepcarsent prgyrdesoZufprtpered
descri be

_.ln_Step S12, t nt ent i der, t ai i 5. supplied
(1 omARETadEnt Rt TPy BUF GBI PRI (1 CBFUAEE ARGy LF PooUEhe Tl S Bt oPhe

' h inthe fl t of , Fi 44, In Step.S201, th
D ere Rt ECate 184 se bt LlRE e i SHHEO e, tht cPEER e eahiah: SHency AN

2004 f 3 [ . d ' K
Lgpfrels%?ﬁi%f e %%ﬁfé&?aﬁf% {t&leerlrg'.sﬁ,i%‘ﬁé b tfﬁi?ﬁ{‘ gﬁi“%ke:%f?%gef t%%tcp
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sectlon ep e random nunber generator section

a ra"t@‘f’%‘é‘%@%eﬁt%ﬁ%%eﬂsz 2SO € Rk Y KRAA AL SUBRLLS Stz EBntlEned

encryption section
f_) as plain text in the authentication certificate. This proves that the

public key Kpcp is the legitimate one that has not been falsified. 1If
the signature cannot be decrypted, or even if it can be, if the hash
values do not mateh, the public key or provider is illegitimate. In
that case, the process is terminated.
If the authentication is successful, the mutual authentication
- section 17 of the EMD service center 1 generates a 64-bit random number
R2 in Step S84. 1In Step 585, the mutual authentication section 17 of
the EMD service center 1 generates a concatenation.Rl"R2 of the random
N numbers Rl and R2. 1In Step S86, the mutual authentication section 17
/ of the EMD service center 1 encrypts the concatenation R1HR2 with its
own secret key Ksesc. In Step S87, the mutual authentication section
17 of the EMD service center 1 encrypts the concatenation R1|R2 with
-the public key Kpcp of the content provider 2 obtained in Step S83.
In Step S88, the mutual authentication section 17 of the EMD service
center 1 sends the concatenation R1|R2 encrypted with the secret key
Ksesc, the concatenation Rl"RZ encfypted by the public kgy Kpcp, and

authentication certificate (acquired in advance from the certification
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In Step S204, the encryption section 34 of the content provider 2-1
encrypts the watermarked and conpressed content A by a predeterm ned

nmet hod such as DES by using the random nunber (content key KcoA) generated
by the random nunber generator section 35. Then in Step 5205, qze
encryption section 36 encrypts the content key KcoA by a predet nhﬂﬁb£ﬂﬂ4
nmet hod such as DES by using the delivery key Kd supplied by the EVMD
service center 1. In Step 5206, the secure container preparation section 38
of the content provider 2 conputes a hash value by the application of a
hash function to the content A (encrypted wth the content key KcoA) ,

content key KcoA.(encrypted with the delivery key Kd) , .and UCP, A and UCP
B (FiYFRCY ?Pllr%&lm gﬁ% ORISR LHC | ﬁﬁ@eﬁﬁlqoctjﬁgt‘%ﬁéﬁel %EP?BElé?‘?l&’H’d
encrypts,_. the ggsf vglue m@th its o secret key Ksesc, to generates.the
si gnatTif e-O8 hdanCT ntPf ghPRte%t Pﬁogﬁgﬁrs 07, the secure contai ner
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js omtted. In Step 5209, the secure container preparation section 38 o
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A

epared in
authentication section 392 of the content provider 2 decrypts the
concatenation R1[[R2 encrypted with the secret key Ksesc, by using the
public key Kpesc obtained in Step S89. In Step S91, the mutual
authentication section 39 of the content provider 2 decrypts the
concatenation R1[|R2 encrypted with its own public key Kpcp, by using
its own secret key Kscp. In Step S92, the mutual authentication section
39 of the content provider 2 compares the concatenation R1||R2 decrypted
in Step S90 and the concatenation.Rl"RZ decrypted in Step $91. 1If they
match, it certifies that the EMD service center 1‘is legitimate. If
they do not match, it terminates the process, determining that the EMD
service center 1 is illegitimate.

If the authentication is successful, the mutual authentication
section 39 of the content provider 2 generates a 64-bit random number
R3 in Step $93. In Step 594, the mutual authentication section 39 of
the content provider 2 generates a concatenation R2||R3 of the random

numbers R2 obtained in Step S90 and the random number R3 generated in

Step $93. In Step S95, the mutual authentication section 39 of the
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Step 5207 to the service provider 3-1 by attaching the authenti-cation
certificate (Figure 18) issued in advance by the certification agency. \Wen
the content provider secure container is supplied to the servigce provider
3-1 as descri bed above, the process of Step S12 finishes and ﬂpJEiN 2004
Fi gure 39 begins. (6-3) Transm ssion of content from service provider to
receiver |In Step S13, the service provider secure container is supplied
from the service provider 3 to the user hone network 5 (receiver 51).
Details of the process is shown in the flow chart of Figure 45. In Step
S221, the pricing section 42 of the service provider 3-1 checks the

[ t t ai in.th t jcati tifi t ached t .
cont ofEnEPOYi HEPVSGEt: 2 BOREAPhEr LEanToRyaF B bR IAopths, T2t PUSAS e
thepticati tificat Fi 1 fal sifi h i Ci
sect 61/ 45 13éE Eﬁéeﬁigﬁs&%&%ﬁcpﬁ%éﬁaﬂ%egt@%m i “?%:C&%;ldéﬁgizp At

e au : | ertl cal e, e;.venl 1 call.Qn. Q e %, ,
aut hohEFERPToRe o 1 ot BT B ool Pl B bbb liatifiation, o

43 I j t Ny 1 y t 2 t r i Cl
secti SN RCHELLET St O SeEEaobth T e AP d i er
contept provider secure container sent by the content provider 2-1, by

usi ng”f he public key Kpcp of the content provider 2-1. It checks the
content prey 's%?siﬁ,uﬁﬁe‘i&%@%@%ht@%@tﬁ@k%&' Satt o By &Ptt%nﬂr:]b@b RghgLher

the resulting h val ue matc ash val ue obtai ned by the

appl i aht 8P Pl HBeR {HOLIQY IR d BEncG8BhERE oA I,(23|L¥@§ yAaked i wstdid Recret
content key KcoA), content key KcoA (encrypted with the delivery key Kd) ,

7and Ul kbbsthe instastoml uake 20l amheh tildhsidn eridtand s defreedrd)
“the process is term nated. ‘ '

EMD service center 1 checks the decrypted random number R2 against the

random nﬁmber R2 generated in Step S84 (the random number R2Z before

encryption). If they match, it éertifies that the content provider

2is legitimate. If theydonot, it terminates the process, determining

that the content provider 2 is illegitimate.

As described above, the mutual authentication section 17 of the

EMD service center 1 and the mutual authentication section 39 of the

content provider 2 perform mutual authentication. The random numbers
. \ used fqr the mutual authentication are temporary keys Ktemp valid only
for the processes subsequent to the given mutual authentication.

(6-2) Transmission of content from content provider to service
provider

Now the process of Step $12 in Figure 39 will be described. 1In
Step $12, the content provider secure contalner is supplied from the
content provider 2-1 to the service provider 3-1. Details of the

process is shown in the flow chart of Figure 44. In Step 5201, the

watermarking section 32 of the content provider 2-1 reads content A
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In this exanple, however, it is assuned that there is no falsification of
the content provider secure container and Step S223 is performed next. In
Step S223, the pricing section 42 of the service provider 3- t akes
content A (encrypted with the content key KcoA) , the conte [kaQNKQQ
(encrypted with the delivery key Kd), and the signature out of the content
provi der secure container and supplies themto the content server 41,

whi ch then stores them Also, the pricing section 42 takes UCP A and UCP B
out of the content provider secure container and supplies it to the secure
contai ner preparation section 44. In Step S224, the pricing section 42 of

th ' i d 3-1 PT A1 d PT,_A-2 (Fi 20 PT.B-1
and P SR G ) SCBUEbS bn TRECBKEr AcPEAIBERTRLRY. DRBSETARY S5 i es
th to th ' [ ti 44. 3 0 JAN.2Q04 In.St
5225, T ST S eort el P oPERG BET ofi Secti n 4P Gf Ph&omSE i e S SV tler
3-1 prepares {Q? sergice Qéovider secure container shown in Figure 24 from
cont &t pf?%%c?yp?%% Wth The content key KcoA) read out fromthe content

o gnat ur o 1 SRE Bo8Pent thr Sue SHEOH R dh T g e O A aein®
B-1, i @bﬁwp‘%’%@s @etﬁé%%z{]@& %gfﬂt'enltn%r%()_\slﬁ &%@c%tléﬂﬁi Y@&lthod such

aut hent’i catron section e service pertorns nutua

aut hept inGacon Wit Qu%ﬁ?igyti‘@:to %wehsﬂt:kggtth% godul 8n7d4 0f therkgcgbyer

51. The process of this nutual authenticCation i1s simlar to that described

W th 6] 6B il U Rhe Al di0 3180, HHIGARIGHN R0Rahlgrealmber for
omtted. In Step 5227, the secure contal ner preparation section 44 of the
f} use as a content key KcoA and supplies it to the encryption section
34.
In Step S204, the encryption section 34 of the content provider
2-1 encrypts the watermarked and compressed content Aby a predetermined
method such as DES by using the random number (content key KcoA)
generated by the random number generator section 35. Then in Step S205,
the encryption section 36 encrypts the content key KcoA by a
predetermined method such as DES by using the delivery key Kd supplied
by the EMD service center 1. |
\ In Step 5206, the secure container preparation section 38 of the
content provider 2 computes a hash value by the application of a hash
function to the content A (encrypted with the content key KcoA}, content
key KcoA (encrypted with the delivery key Kd), and UCP A and UCP B (Figure
12) for content A stored in the policy storage section 37, and encrypts
the hash value with its own secret key Ksesc, to genefates the signature
shown in figure 17.

In Step S207, the secure container preparation section 38 of the

content provider 2-1 prepares the content provider secure container,
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service provider 3-1 sends the service provider secure container prepared
in Step S225 to the receiver 51 of the user home network 5 by attaching
the authentication certificate (Figure 25) of the service provider 3-1.
When the service provider secure container is supplied to thé§ Qb@hpgﬂggl
by the service prOV|der 3-1 as descri bed above, the process of Step Sl
finishes and Step S14 in Figure 39 begins. (6-4) Recording of content by
receiver In Step S14, the service provider secure container sent by the
service provider 3-1 is received by the receiver 51 of the user hone
network 5. Details of the process is shown in the flow chart of Figure 46.
In Step 5241, the nutual_ authentication nodule 71 of the recei

per f SHAWIRUE} TER Hent VRAER PR A S REnkEREA (SBCRIREECYT bR C%%«ﬁ?ém
The AGACRheRs CanteRt koY Lees 'w&%é‘%mw%&% SC
Cor ViU B G0y S SRR A2 o PR BRS: T EREEE BATA SRt SEPBN 2P ¢ he
s assdmbdteRarsDhe Tk PERY pefpetiics 10% sesﬁe%“'s%%ioéfés e eBYep
Egggl];%/rec% ﬁforé‘ﬁflgeg%%%rﬁgﬁﬁgﬂ ?24§théﬂ%18 @i‘%‘)fe@hbk&%aﬁl of the

r'ece ication cer e secréet key from
t he e r | ,aut t
e ARG ARl o 01 b %L,%@%%%c%ep%ﬁ%l?@%ﬁ% Ut begt pegtion
ghec S RALL € &e&& ESQ 5.8nt gg §§mgg§_ EBO?ShQ%f ARECH @ e S W] Ner
or fa s |cat|on rece|ve 4 al sification

_} reference to Figures 41 to 43 and.thus description thereof is omitted.
In Step S209, the secure container preparation section 38 of the content
provider 2-1 sends the content provider secure container prepared in
Step 8207 to the service provider 3-1 by attaching the authentication
certificate (Figure 18) issuedjjladvanceknfthe certification agency.

When the content provider secure container is supplied to the
service provider 3-1 as described above, the process of Step S12 finishes
and Step S$13 in Figure 39 begins.

(6-3) Transmission of content from service provider to receiver

In Step S13, the service provider secure container is supplied
from the service provider 3 to the user home network 5 (receiver 51).
Details of the process is shown in the flow chart of Figuie 45. In
Step 8221, the pricing section 42 of the service provider 3-1 checks
the signature contained in the authentication certificate attached to
thecontentprovidersecurecontainérsentkurthecontentproviderZ—l.
If the authentication certificate (Figure 18) has not been falsified,
the pricing section 42 takes the public key Kpcp of the content provider

2-1 out of the authentication certificate. The verification of the
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is detected, the process is termnated. In this exanple, however, it is
assuned that there is no falsification and Step 5224 is performed next. In
Step S244, UCPs and PTs are sel ected and usage details and pri.ce thereof

are selected. Moire specifically, the UCPs that satisfy the uad@%lﬁ@iéﬁﬂ?
conditions and the PTs that satisfy the pricing conditions are se€ ,4

based on the reference information 51 (Figure 32) stored in the nenory
modul e 73 of the receiver 51. In this exanple, "Use Point Information" of
the reference information 51 indicates that content wuse point of the
content provider 2-1 counts 222 points as shown in Figure 33. According to
this reference information,51, out of UCP A and UCP B set in accordance
with BREREBREEATIAN CEPTALEERLEr &S15AP IR CHO3 the RERCESG0L TS KERP BESerin
Condi Lions 10" of "t?age Condi.ti_Qns " contains lZO%ﬁfoints or Higher' is
sel ecftYrBeEP d8RY EPHEedRREEIRAEOPSEPEEERS e PN S mat i on" of the
reference infQrmat] 51 has set, the user F,as “Male' , "Pricin

Condi £ 1 ons AL P2, oo PGUEnS0RFCEEBNo AT, OF [ E 6 CF SRSt e ok
PT Av& g@d ET - 2 rgga ed in cordance w.th U@g A . PT A1 is .selected.
Af t er WEFAEP - Betaf | S8 AATF PR TR B T Et SFAE FOONcET SEH Y he
di spl I i | )\ r e di .ay., C roller, . 67. The

t he us rtlﬂ—g %(e)mg(rﬁ%sﬁ%%pg%%?g) Yf(}nkg} olg)é‘élgﬁb%TE:'{hepg‘élgg%L gr]ﬁ?ﬁg{? cB %sa%%e Bgtn;qns '
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di splay or exanpl e, by conparing use types IC the user esires’to

Los SPLLBTFRESFUIRP eroiLE Ml Hog FELECHEH AR SRk o
\'A} SO, th8 LALR SXBRP! Sbt 45888 Wetdld S Xation of a hash function to the
content A (encrypted with the content key Kcod), content key KcoA
(encrypted with the delivery key Kd), and UCPA. If the two hash values
do not match (falsification is detected) the process is terminated.
In this example, however, it is assumed that there is no falsification
of the content provider secure container and Step 5223 is performed
next.
In Step 5223, the pricing section 42 of the service provilder 3-1
takes content A (encrypted wi;ch the content key KcohA), the content key
KcoA (encrypted with the delivery key Kd), and the signature out of
the content provider secure container and supplies them to the content
server 41, which then stores them. Also, the pricing section 42 takes
UCP A and UCP B out of the content provider secure container and supplies
it to the secure container preparation section 44.
In Step 5224, the pricing section 42 of the service provider 3-1
prépares PT A-1 and PT A-2 (Figure 20), PT B-1 and PT B-2 (Figure 22}

based on the extracted UCP A and UCP B and supplies them to the secure

container preparation section 44.
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UCP A (price 11 of PT A--1) has been selected. In Step S245, the accounting
nodul e 72 of SAM 62 of the receiver 51 prepares UCS A (Figure 28) and
accounting information A (Figure 30A) , based on the entry of "Usage
Details 11" of UCP A and PT A-1 selected in Step S244. Igaﬁgis case, the

content A is purchased and reproduced at a charge of 200 Qiéﬁpggﬁgp
S246, content A (encrypted with the content key KcoA), UCP A, CAYET PT

A-2, and the signature of the content provider 2 are taken out of the
“service provider secure container (Figure 24), output to the HDD 52, and
stored there. In Step S247, the decryption unit 91 of the
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In Step S248, "the encryption unit e encryption/decryption  un

encr yBhewhnen oniai slieir & USRI R! eh Byt 8 widd] ggégﬁxg’ééﬁﬁek%%tﬁg%%)e ok

save key Ksave stored in the nenory no

modul eed8 6fitt BeoheerE V&sn Bdn €M hES 41 N6 115296 HRftONIRL E(%ASt(%%Q?p% of
n

t he external storage 63. for the block BP which has f ree space and’in

whi chwiihe ¢aet el ikeyyKued gagLYyPhedsivhbiutBecsaraekeynkeayre prdviien $248
and UCS A prepared in Step S245 are sfored in matching pairs. In this

exanpUep blaacku@P s} pf A-he psage, Prfm+IAPTOR-SLIRIRe 63 o4 @ ndPed 5.
detected. Incidentally, in the wusage information storage 63A of Figure 29,

t he usage InfSiremisi2an, reheryut v eailiPreh tdfcdtieobkeck 1BR- 151 §f thoWe 1A ce

already store the content key KcoA and UCS A In this exanple, however,

ifhey BnrevihdersBoidegeatforhssmutual authentication with the mutual
authentication module 71 of the receiver 51. The process of this mutual
authentication is similar td that described with reference to Figures
41 to 43 and thus description thereof is omitted.

In Step 5227, the secure container preparation section 44 of the
service provider 3-1 sends the service provider secure container
prepared in Step S225 to the receiver 51 of the user home network 5
by attaching the authentication certificate (Figure 25) of the Service
provider 3-1.

When the service provider secure container is supplied to the
receiver 51 by the service provider 3-1 as described above, the process
of Step S13 finishes and Step 514 in Figure 39 begins.

(6-4) Recording of content by receiver

In Step S14, the service provider secure container sent by the
service provider 3-1 is received by the receiver 51 of the user home
network 5. Details of the process is shown in the flow chart of Figure

46. In Step 5241, the mutual authentication module 71 of the receiver

51 performs mutual authentication with the mutual authentication
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poi nt and predeterm ned initial information indicating free space is
stored. In Step S250, the data check nodule 75 of the receiver 51 obtains
a hash val ue by applying a hash function to the block BP-1 data (all the

data stored in the usage information nmenmory areas RP-1 to RP— detect ed
in Step S249. Then in Step S251, the data check nodule 75 «E& the
hash val ue obtained in Step S250 with the verification valu

31) that is stored in the nmenory nodule 73 and that corresponds to bIock
BP-1. If they match, the block BP-1 data is free of falsification and Step
S252 is performed next. 00 JAN 2004 In Step 5252, SAM 62 of the receiver 51

stores.Lpeoys QeoE”E%”B%%g%&sﬁg&i%&e@t 146Y KEBA$§§C XB&% £4ohi Ui%c%a"e
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function to all the data store usage in mati on

st or ageof3tnel BELYELRIPLRG 1 8R0S - TR @a d%%f@#g&%éd'lﬁ'ﬁﬁéﬂﬁﬂﬁﬁa
information nenory area RP-3 in Step In Step S2574, the data check

modul gu¥ReAYEEUELLAS the th\éeehkﬁlh&?%i@é‘ti/&h ¥8 1B, l1sd gE6eeks ﬂéﬁeeﬂﬁﬂﬁa}fed
modul e 73 with the hash value. In Step 52.55, { he accounti ng nodul e

st oresn tiHL 4 k&l ,YhoW@Q@E? ngjiB%s%%ﬁﬁpﬂhhﬂgth@EﬁﬂﬂﬁHJ9ﬂtﬁeﬁ%§@@ﬂ¥$ﬂ'1
Step 5245, and t process finishes. In Step S251, if the data check

modul ]ea§5bdéheéﬂbﬂ@SsEhdt ahfe stepmprued ikaph alruR@mddthe verification
M@Iue HP-1 do not match, the

In Step 5242, the communications block 61 of the recelver 51
receives an authentication certificate of the secret key from the
service provider 3-1 that participated in the mutual authentication.

In Step S243, the encryption/decryption module 74 of the receiver
51 checks the signature contained in the service provider secure
container for falsification received in Step $241. If falsification
is detected, the process is terminated. In this example, however, it
is assumed that there is no falsification and Step 8224 is performed
next.

In Step 5244, UCPs and PTs are selected and uéa_ge details and price
thereof are selected. More specifically, the UCPs that satisfy the
usage conditions and the PTs that satisfy the pricing conditions are
selected, based on the reference information 51 (Figure 32) stored in
the memory module 73 of the receiver 51. In this example, "Use Point
Information" of the reference information 51 indicates that content
use point of the content provider 2-1 counts 222 points as shown in

Figure 33. According to this reference information 51, out of UCP A

and UCP B set in accordance with the content A, UCP.A.(Figure_iZAJ which
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« F

bl ock BP--1 data has been falsified. Consequently, the data check nodul e

75 goes to Step S256, where it determ nes whether all the blocks BP in the
usage i nformati on storage 63A of the external storage 63 havs been
checked. If it determnes that not all the blocks BP in the éluiﬁﬁb?n
storage 63 have been checked, it goes to Step S257 and searches for otHer
unchecked bl ocks with free space, returns to Step 5250, where the rest of
the process is executed. In Step S256, if the data check nodule 75 ,
determnes that all the blocks BP in the usage information storage 63A of
the external storage 3 0 JAN 2004 63 have been checked, there is no bl ock

A O Y e
cont oDl i V% SEPMIESIDY dISadeoeluely Shod g Proseeni el Shep ol
BB TR0 SPUTLS ABHBRL B8 e RS D DB LSRRG ¥ L
(YD PALEAIENo ] 268 POUCLECRY Ths shoRRCu o0Al oA, A il be

descri ne of "t he reproduct’i oW ‘chart “of

ol TR BBy | gydobe Sleckepbiils, 1 SLcLORERCLIL BEr g

in thep A§@g§%;g cé %&gn storage 63A of the external storage 63, including-

t he content encrypted with the save key Ksave) and UCS A stored

1N the Usaa& W AUBHLRR 1TRDE YW B MPE AT 4ol $8PecPbaRbeshfayed
B on the display unit which is not shown through the display controller
67. Then, the user F performs an operation to select predetermined
"Usage Details"™ of UCP A on the operator panel which is not shown, with
reference to the display (for example, by comparing use types which
the user F desires to use and prices thereof). In this way, ID of the
selected usage details of UCP A and ID of PT A-1 are outputted through
the input controller 68. Also, in this example, usage details 11 of
UCP A (price 11 of PT A-1) has been selected.

In Step 5245, the accounting‘médule 72 of SAM 62 of the recelver
51 prepares UCS A (Figure 28) and accounting information A (Figure 30A),
based on the entry of "Usage Details 11" of UCP A and PT A~1 selected
in Step S244. Ih this case, the content A is purchased and reproduced
at a charge of 2000 yen.

In Step S246, content A (encrypted with the content key Kcoa),
UCP A, PT A-1, PT A-2, and the signature of the content providerr2 are
taken out of the service provider secure container (Figure 24), output

to the HDD 52, and stored there. In Step S$247, the decryption unit

91 of the encryption/decryption unit 74 decrypts the content key KcoA
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In Step S262, the data check nodule 75 of the receiver 51 conpares the
hash val ue conputed in Step S261 with the hash value (verification value
HP--1) conputed in Step S253 of Figure 46 and stored in the nenDry nodul e
73 in Step S254. |If they match, the block BP-1 data is free

falsification and Step 5263 is perfornmed next. In Step 8263

determ ned whet her contents A is available, - based on the |nf IQ
contained in "Paranmeter” of "Usage Details" for UCS A (Flgure 28)

exanpl e, as "Type" of "Usage Details" for 3 0 JAN 2004 UCS is set to

Li m ted-Ti me Reproduction, ' "Paraneter" of the UCS stores the start tine
d end t f A det th nt_t
o hi PR o ot O e Be ekl KFY el ESRerRPRC R Red L e bl

o ] e G DHRa DU e e hEYBERGrh S Pt Ty e ety BaliE

Detailg" for UCS is set to a use type that allows reproduction
(duplitation) up to a certain nunber of tines, "Paraneter"” stores the

iIfEf?Lga avar 3686 Soifer OOF Al R byt 5%?%?‘99&’?930“?85‘:92#3)% |
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J udgedle t 0, Des49aVRLLARL 8ve SERER TR trel mekBagendaiaid 53 for UCS A [s set
to Purchase and uce, Inthis exanp e, ‘the content Ais purchased

and reprodycede Wséb@uttﬂlé Mdta A& R68ule PAs 3TRLRE &1 H5AGR BRhaLh%s Of
Ucs A cont ai ns |nfornat|on that content is available. And thus in this
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Step S264 is perfornmed next.
block BP which has free space and in which the content key Kcoh encrypted
with the save key Ksave in Step S248 and UCS A prepared in Step S245
are stored in matching pairs. In this example, block BP-1 of the usage
information storage 63A (Figure 29) is detected. Incidentally, in the
usage information storage 63A of Figure 29, the usage information memory
area RP-3 of the block BP-1 is shbwn to already store the content key
KcoA and UCS A. In this example, however, they are not stored at this
point and predetermined initial information indicating free space is
stored.

Ih Step S250, the data check module 75 of the receiver 51 obtains

a hash value by applying a hash function to the block BP-1 data (all
the data stored in the usage information memory areas RP-1 to RP-N)
detected iﬁ Step S249. Then in Step S$251, the data check module 75
compares the hash value obtained in Stép S250 with the wverification
value HP-1 (Figure 31) that is stored in the memory module 73 and that

corresponds to block BP-1. If they match, the block BP-1 data is free

of falsification and Step $252 is performed next.
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In Step S264, the accounting nodule 72 of the receiver 51 updates UCS A

Al t hough UCS A does not contain any information that should- be updated,
the avail abl e nunber of tines stored in "Paraneter” is decrenented by 1 if
"Type" of "Usage Details" is set to a use type that allomsﬂ' roduction up
to a certain nunber of times. Next, in Step S265, the SAM 6 EF dZ@@é
receiver 51 stores the UCS A updated in Step S264 (not actual |y upda in
this exanple) in the 8 0 JAN 19+ usage information nmenory area RP-3 of the
block BP-1 in the usage information storage 63A of the external storage
63. In Step S266, the data check nodule 75 conputes a hash val ue by
applying a hash function to the block BP-1 data in the usage,ipfornption
st or age 63A BEeP e S %xPRURA Ogtt(;’reaﬁec%ve?n@i §&PKG St He UEsY Js’f‘g?’é’agﬁﬁoﬁ ep
S265 overwites the verification HP-1 stored in the nor
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IS on1t%ed Th@ rando punbers R1, R2, and RS or their conblnatlons used
for t?ﬁae¥ﬂﬁ%uﬁ %ﬁﬁ%%n?%catlon are stored as tenporary keys Ktenp. 1In Step
5268, the eg%g{ 283! fuﬁ%a}ig cmsk%gagyfé Henbdechy Id o vé‘?P%Li' Eoffutes

decrypts t e Co (éncry w th the save Ksave) stored

In b'é’ | i Sg_\(élre';&%?%% (%Tln@f%r}{?éﬂ F0oTRABEY BT £ '%'ﬂe ééth%é&?ea's&g%lock

|nfor e external storage 6

ihj BP-1 in the usage information storage 633, including the usage.

information stored in the usage information memory area RP-3 in Step
S252. 1In Step 8254, the data check module 75 overwrites the
verification value HP-1 stored in the memory module 73 with the hash
value. In Step 8255, the accounting module 72 stores, in the memory
module 73, the accounting information A prepared in Step 5245, and the
process finishes.

In Step 8251, if the data check module 75 determines that the
computed hash value and the verification value HP-1 do not match, the
block BP-1 data has been falsified. Consequently, the data checkmodule
75 goes to Step S256, where it determines whether all the blocks BP
in the usage information storage 63A of the external storage 63 have
been checked. If it determines that not all the blocks BP in the
external storage 63 have been checked, it goes to Step 8257 and searches
for other unchecked blocks with free space, returns to Step S250, where
the rest of the process is executed.

In Step S256, if the data check module 75 determines that all the

blocks BP in the usage information storage 63A of the external storage
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Step S252 of Figure 46, by using the save key Ksave stored in the nmenory
nodul e 73. Next, in Step 5269, the encryption unit 93 of the
encryption/decryption nodule 74 encrypts the decrypted content key KcoA,

by using the tenporary key Ktenp. In Step 5270, SAM 62 sends r ed
content key KcoA encrypted with the tenporary key Ktenp to tﬁtﬁ J%ﬂﬁ gﬁﬁ#

deconpression section 64. 3 0 JAN 2004. In Step S271, the decryption nodul e
102 of the deconpression section 64 decrypts the content key KcoA by using
the tenporary key Ktenp. In Step 5272, the deconpression section 64
receives the content A (encrypted with the content key Kco) recorded on

th 52 t h f 66. S th ti d

105 oF 177 detradiosly ST SFcublARN Bochiraae AntoREESpPRITRRPHY he
t h tent, k KC.0A. St

Gocorbr 22 e nlézlﬁ‘)&uf:gnlﬁ Ogtcﬁﬁege%@&%@%% "SRR GN 6 e S BESEE e

decryfiﬁggﬁggtent A by a predeterm ned nethod such as ATRAC2. In Step
S275 e Wwat er mar ki ng nodul e 105 of the deconpression section 64

wat er mer k%ﬁ%g%?&ogd@;{‘g%gg%fg@@t Algre Los 51%9615%0911@& Lecisesl er

51. In Ste 'S ou o) spea ers or not ~sho

and t 8324 ERi sig uﬂtoe%(?%seB& Al %%fat fftrai?lﬁggta gtéi‘S LR uga%% 1

t hat t e ha val ue’ e ver I'ohva
storegh iged figs . MENOIrY nDduIe 73 of the receiver 51 do not match, or if the
content 15 judged to be unavailable in Step S263, SAM 62 runs

predet er m neds) ald o RILEESS H Londispl @y an error nessage on the display
unit (not shown) ‘through the display controller 67 and the process
ftnlshes In Step S15, the contents A supplied is used by the receiver 51.
In this example, according to the usage details 11 of selected UCP A,
the usage type,of content A is reproduction. Thus, reproduction of
content Awill be described next. Detalls of the reproduction is shown
in the flow chart of Figure 47.
In Step S261; the data check module 75 of the receiver 51 computes
a hash value by applying a hash function to the block BP-1 data in the
usage information storage 63A of-the external storage 63, including
the content key KcoA (enc.rypted with the save key Ksave) and UCS A stored
Ain the usage information memory area RP-3 in Step S252 of Figure 46.
In Step S262, the data check module 75 of the receiver 51 compares
the hash value computed in Step S261 with the hash value (verification
value HP-1) computed in Step S253 of Figure 46 and stored in the memory
module 73 in Step S254, If they match, the block BP-1 data is free
of falsification and Step 8263 is performed next. |
In Step 5263, it is determined whether contents A is available,
based on the information contained in "Parameter" of "Usege Details"

for UCS A (Figure 28). For example, as "Type" of "Usage Details" for
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In this way, when content A is reproduced (used) on the receiver 51, the
process finishes, and so does the entire process in Figure 39. The
description has been directed to a case as an exanpl e mhere;ih ntent A
is used (purchased) by the receiver 51. The receiver 201 c angNug 04he
content A as the receiver 51. However, "Use Point Information"” of the
reference information 20 of the receiver 201 shows 3 0 JAN 200+ t hat
content use point of the content provider 2-1 counts 23 points as shown in

Figure 38, the receiver 201 does not fulfill the condition of "User

Condi tions 10" of "Usage Condi tions 10". Therefore, in this case, UCP Ais
not sel ected but is selected. Next, as to selecting of PT. in this
case, Y88 15cPeB %SLB@éEeéeFé@F@cﬁprC&q‘%%mW BPargrepers ot thedlies5oF sthat

d | "P 30" PT B-1 cond
o PR S Lt e CinE, BRg EPaakate ofngsafa 0ePRE Lbn LpTIREa R haR: MhAE e,

i t to b t t her. f t 201 ;
mast & %ﬁ%ﬁ%ﬁ%”@ifp@&%%ﬁﬁe”tﬂ Fe ey © BRR Gt TiF V0l Leo T Piths

" ongethe T BN oRREnt 1 3 Prﬁucga 06 L3508 o B 43 2F nde Bihde "
been..ggéreﬁgugldcd% RS+ 87 Ak SHATBhS o VIS Lbage. Condl Li.gns's of LcRs

_and tions nade as co |ons sex ‘or
' | t
S hsorTartPEly 4F MOeMEhARERIR an tE LasBLES St TR s %h%ft oA

15A. e processing procedures for settling
@Ccougﬁéréﬁtﬁhétﬁ%formatlon about the remaining number of times the content

condi %%Bg§d{,&\§1é§§%t @Jng&n%%H@ 03 ﬁ%hceEQaZﬁFrﬁﬂnﬁr SEM My C“?Erbﬁe%‘e&‘”e

can be used. If the available number of times stored in "Parameter"
is not zero (0), the corresponding content is judged to be.available.
On the other hand, if the available number of times is zero (0}, the
corresponding content is judged to be unavailable.

Since "Type" of "Usage Details" for UCS A is set to '"Purchase and
Reproduce, ' in this example, the content A is purchased.ana.reprodubed
without limit. Therefore, "Parameter" of "Usage Details" of UCS A
contains information that content is available. And thus in this
o example, in Step 5263, coﬁtents A is judged to be available.
Consequently, Step 5264 is performed next.

In Step S264, the accounting module 72 of the receiver 51 updates
UCS A. Although UCS A does not contain any information that should
be updated, the available number of times stored in "Parameter" is
decremented by 1 if "Type" of "Usage Details" is set to a use type that
allows reproduction up to a certain number of times.

Next, in Step 5265, the SAM 62 of the receiver 51 stores the UCS

A updated in Step S$264 (not actually updated in this example) in the
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receiver 51 will be described with reference to the flow chart in Figure
48. This process is started when the anpbunt posted exceeds a preset

ceiling (the limt charge for formal or tenporary registration), or if the
version of delivery keys Kd becomes obsolete, making it inpossible, for
exanple, to decrypt the content key Kco (encrypted with the de?gery 3 0
JAN 2004 key Kd) in Step 5247 of Figure 46 (and thus inpossi bl

the service provider secure container). In Step 5301, nutua

aut hentication is perfornmed between the receiver 51 and EMD service center
1. This nmutual authenticationis simlar to that described wth reference

to Figures 41 to 43 ,and thus description thereof  is omtted. Next, in Step
5302, USANP 62N EPTRRELPBCBPIRL Y5 BI&En &S ~2n OF dtehdaathomn c’é?ttrff? c#ta9%0
t he. user enent section 18 gf the, EMD service center In Stqg 5303,

| SAM 651 EPEPRBIPBCRTYERTS thedypre Fhertes TR G s pOAGSLED IR addtint
e erp R har She o o e Bt SUBRE oen Cutith VA6 Db BRPBHORS & T Uareit an,
UoPs inatRTePEBGRelE S ohbe 25, iy Hraties Crabrat et ﬁdqerlgﬁvegé %‘go%E ‘?flj?er
ngr'y%{‘eégﬁ%‘%ggaégrg b%352§8%? SEibE she s A BRI oot i R B
CnCiravEDErLEEE YR P P Aon (OB 1L SHBRLd @gé&g@@%‘%%@f o

sectlgp 9t9% the Egglang|ce center 1 analyzes t he accounting information
recelve t e §3 to calcul ate

;.} In Step 5267, the mutual authentication module 71 of SAM 62 and

mutual authentication module 101 of the decompression section 64
perform mutual authentication and share temporary keys Ktemp. The
process of this mutual authentication is similar to that described with
reference to Figures 41 to 43 and thus description thereof is omitted.
The random numbers R1, R2, and R3, or their combinations used for the
mutual authentication are stdred as temporary keys Ktemp.

| In Step 5268, the decryption unit 91 of the encryption/decryption
module 74 decrypts the content key KcoA {encrypted with the save key
:3 Ksave) stored in block BP-1 (the usage information memory area RP-
3) in the usage information storage 63A of the external storage 63 in
Step S252 of Figure 46, by using the save key Ksave sfored.in the memory
module 73.

Next, in Step 5269, the encryption unit 93 of the _
encryption/decryptionmodule 74 encrypts the decrypted content key Kcoa,
by using the temporary key Ktemp. In Step $270, SAM 62 sends the
encrypted content key KcoA encrypted with the temporary key Ktemp to

the decompression section 64.
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the amounts to be charged to the user (user F, for exanple). Then, in Step
S306, the user managenent section 18 checks to see if the accounts were
settled successfully in Step S305. 3 0 JAN 200 Next, in Step S307, the user
managenent section 18 of the EMD service center 1 sets tthQesgﬁmréﬁéﬁn
conditions of the receiver 51 based on the results of che i eps
5304 and 5306, and attaches a signature to it to prepare a registration
list of the receiver 51. For exanple, if an illegal act is detected in Step
S304, the "Status Flag" is set to 'Stop,' which stops all the subsequent
processes. In short, the receiver 51 can no |onger receive any service

sett] ementThAR o a by | IS SfCEg0eL on ghatLe B3 SFe ther CegoRREESALOFed,
' hotgnt L PR EAnAPERVEhScERE PanfEin RewaRERh Byl BRERG\ERE TRHRC Ry
of ¢ HECERRy S PR BT Y AR r o Eep Rt s et of FLr BREEPE T ERP kR
enph G SR AT AT Il RortEan BRY kOB FrFRor ol 45 O ot SRR R
Ceoni fi2 theehEReb o8B! (i Yeep T T £R D02 ae SEULPEOR nbBE1ECSBLL B, Bhe
Ser Vi §8-GEPE &L s Lon U AUGH %quemicT%ttie%@Abde‘?ﬁ& e&i@mp&fﬁ ReMeind

stores themin the nenory nodule73. e existing accounting information
I's dekefef-gndyite the9kshtahtORell RKko@nd delivery keys Kd are updated in
t he menory nodul e 73.

o In Step S274, the decompression module 104 of the decompression

section 64 decompresses the decrypted content A by a predetermined
method such as ATRACZ2. In Step $275, the watermarking module 105 of
the decompression section 64 watermarks the decompressed content A for
identification of the receiver 51. 1In Step 5276, content A is output
to speakers or the like (not shown) and the process finishes.

In Step 8277, if it is determined in Step S262 that the hash value
_computed in Step S261 and the verification value HP-1 stored in the
memory module 73 of the receiver 51 d§ not match, or if the content
is judged to be unavailable in Step 8263, SAM 62 runs predetermined
error brocessing to display an error message on the display unit (not
shown) through the display controller 67 and the process finishes.

In this way, when content A is reproduced {used) on the receiver
51, the process finishes, and so does the entire process in Figure 39.

The description has been directed to a case as an example where
the content A is used (purchased} by the receiver 51. The receiver
201 can also use the content A as the receiver 51. However, "Use Point

Information" of the reference information 20 of the receiver 201 shows
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In the present specification, a system nmeans entire equi pnent consisting of
two or nore equipnent itenms. 3 0 JAN 2004 As for providing nediumfor use
in providing users with the conputer prograns for running the processes
descri bed above, in addition to recording nedia such as magthQc 8( -
CD- ROMs, or solid.state- nenories, conmunications. nedia such a H4 ﬁﬁéﬂﬂéﬂ
satellites can also be used. The content providers according to the above
enbodi ment of the present invention store second information containing
the usage conditions and usage details by associating with the first
information and send the second information to predeterm ned equi pment by

t th the f t t f it i | bl t .
i ot r it COPRECRT raEe| FP BRhadT oM acEor BFRG PEOTHISEsZg0 CORDFEI Goboints
Furth t.h d . t t
or escht %epﬁﬁ%&%‘s‘:ﬁ%p%ﬁ? ' a%rc%e%%%ﬁé%“g%%% g Th ?ﬂaﬁon
condi(’g' q th r| ce (af,, ? irst nat | on, 4 N gecordance Hjll .t he

s bhat Bl T o TRREIREET, L

second in cont

depai %H?f 6@€|0n §tnbgf§é?§&£88 gdUégng ﬁgesggggggdlnfornatlon and t he

thir ornd 0 prede rnlne equrp by assocrating wth the first

 nfor mat 1 G Thetel oL e L} 5oBasphblie 10; BLSLL) bl Bptie, Lhis) Lt Loy on
et ot Gl R &

accordlng he con 1 ONns. ernDre e fecelvers according to

embod el - @(T Ehﬁ oiPbeSEM | 'E‘:'%%'Fe' 25 Ysgit ESrEQSbSﬂH ﬁcS‘U%%Cﬁ”l%aQS@elé"t%@ the

usage detal at correspon to the usage con It1ons selected accor 1 ng
to thepr{ef ej@ﬂﬂ@n 3% MR 1aNG ReHHY BAGERRY RG Har S&QeeUéau%m@%t ent

’I n accordance with the usage details that correspond to the usage
and "Price 40" on PT A~2 conditions the equipment to be master equipment.
Therefore, the receiver 201 as the master equipment selects PT B-2.
In this way, based on varioué conditions set for the equipment and its
user, UCPs and usage details of UCPs and the range of selection of PTs
are determined. |

Moreover, the description has been directed to a case as an example
where "Usage Conditions" of UCPs and "User Conditions" of "Price" of
PTs are made as conditions for sex or age of a user. It is also possible
that the place or the date of birth of a user are set for conditions.
In this case, indication of those conditions is set to code values 0300h
to 7FFFh of service code in Figure 15A.
{6-6) Account settlement

Now the processing procedures for settling accounts with the
receiver 51 will be described with reference to the flow chart in Figure
48. This process is started when the amount posted exceeds a preset
ceiling (the limit charge for formal or temporary registration), or
if the versionof delivery keys Kd becomes obsolete, making it impossible,

for example, to decrypt the content key Kco (encrypted with the delivery
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3 0 JA Ar 2004 conditions selected according to the reference information.
Therefore, it is possible to have a variety of services. Industrial
Applicability The present invention can be applied to information

processing systens that encrypt and distribute information ﬁc -as Sic
- data, noving picture data, still inmage data, text data, or3E A&héﬁb&L

30 January 2004 Clainms: 1. An information processing apparatus conprised in
an electronic contents distribution network systemfor sending contents,
characterized by conprising : holding neans for holding first information
encrypted with a content key, and said content key; storage neans for
stori ond infornation_conprisin a) .usage conditions that indicate
condi ?g%ﬁgg)oflrb i AToPt Eggl%etﬁgt g%‘é‘ﬁ RIS SARP ST ke iter SRRELVEN TR h
said content ke usage details that indicate usage rules of said
g

firstse¥%+%?h%f%gﬁagﬁgggggﬁa' &H?I?Or sending said first information,
seld cont e ey, Nelds Dip3e g, Dol ghageTERD BN oBLd reEeando Lol aL LAY
COMPrLSES 41 58] ot U SOUSN S f U KD LK RUSLETI M 1.2
CondiéLﬁffépftéﬁgﬂéﬁnagscribed.with reference to Figures 41 to 43 and thus
description thereof is omitted.
Next, in Step 8302, SAM 62 of the receiver 51 sends an
) authentication certificate to the user management section 18 of the
EMD service center 1. In Step 8303, SAM 62 of the receiver 51 encrypts
the UCP that corresponds to the account (accounting information) to
be settled, by means of the temporary key Ktemp shared with the EMD
service center 1 in Step S301, and sends it to Ehe EMD sefvice center
1l together with the version of delivery keys Kd, UCPs and PTs stored
on HDD 52, and registration list.
In Step 3304, after the information sent by the receiver 51 in
Step S303 is received and decrypted, the user management section 18
| ) of the EMD service center 1 checks the receiver 51 for any illegal act
that would make "Status Flag" in the registration list to be set to
'Stoé.‘
In Step S305, the billing section 19 of the EMD service center
1 analyzes the accounting information received in Step S303 to calculaté
the amounts to be charged to the user (user F, for example). Then,

in Step S306, the user management section 18 checks to see if the accounts

were settled successfully in Step 5305.
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or users that can use said first information wth said content key on the
basis of said second information and (d) prices that corresponds to said

usage details conprised in said second information for providing services.

2. An information processing nethod conprised in an electronigéfo ﬁPQﬁU#
di stribution network system for sending contents, characteriz

conprising: a holding step of holding first information encrypted with a
content key, and said content key; a storage step of storing second

i nformat.ion conprising (a) usage conditions that indicate conditions of
equi pnent or users that can use said first information with said content

Kk d 83,30 J 2004 (b d il h i ndj I f
sard 11 1 ot ST et v, Aty WA ey BERRTEROREnaPHGL Gk 4Ef PRoERe SHD.
i nf j i t hel d i_d hol di t d id.

o BB} S 5840088 s KB D eSS gl o L 23 ageond
31 M LB LYSIREISEds 89 £ BlLRGAT 91O CONSIN 00! SLATDISE O neLIRLKs o
ystemw th a delrvery key for generating pri‘ci ng condi‘t i"ons“tha

i ndi Cgtgi%ﬁgglmﬁ%%%.ﬁ teig'gﬂg%[ﬂha{?e A redi¥ atél?n g&ﬁ%tuﬁg $Rd bLbS ey 51

i nformati sai d con ey on the basi sal d second 1 nformation

and (d) pr@&@éxgﬁgtlfeggff %ﬁpf)fd?%%éf’a%%i £y ﬁ%%g%t%%f,%'s%degagmh?%éﬂ ggﬁh%

second informatio provi services. provi g nediun1tﬁ

provigdesge COMUH &y raadabhe, Rt 0gr 8P 50 a1 Ml sk d TR YL S iNg
apparatus conprised in an el ectronic contents

short, the receiver 51 can no longer receive any service from the EMD
system. On the other hand, if it is confirmed that the settlement has
failed in Step S306, "Status Flag" is set to 'Restricted,' in which
case, the receiver 51 can no longer purchase any new content although
it can reproduce already purchased content,

Next, the_account settlement process goes to Step 5308, where'the
user management section 18 of the EMD service center 1 encryﬁts the
latest version of delivery keys Kd (the latest three months' delivery
keys Kd), by using the temporary key Ktemp, and sends the results
together with the registration list made in Step 38307 to the receiver
R 51.

In Step S309, SAM 62 of the receiver 51 receives the delivery keys

Kd and registration list sent by the EMD service center‘l, through the

communications block 61, deérypts them, and stores them in the memory

module 73. The existing accounting information is deleted and the
registration list andidelivéry'keys Kd are updated in the memory module

73.

In the present specification, a system means entire egquipment

consisting of two or more equipment items.
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di stribution network system execute a process, characterized in that said
process conprises: a holding step of holding first information encrypted
with a content key, and said content key;, a storage step of storing second
information conprising (a) usage conditions that indicate coqgltlons of
equi pnent or users that can use said first information with quNn2334
key, and (b) usage details that indicate usage rules of said first
information; and a sending step of sending said first information said
content key held by said holding step and said second information stored
by said storage step to other apparatus which is sinilarly conpri sed in
contents _distripution network s eliver

or gener A5 AGEOTTE AT OFREL LB O S 1S PRG VG B TER I e or GREEVIA

|t or BESe 3%19%' FRPCapBh B ERE Ry Yem sire Ceat bt %%S"ﬁeriilégrﬁod#ﬁi&w?on,
22ﬁp?§%§§ra§ﬂ8§é¥ secong)ln;gcesﬁlg%tpggz%ﬁzgﬁgﬁﬁaigeﬁgig%gfége el
ai st e E BB or s APERS e LEMULEES bBCRBLE 8 LA fLEPEL G areo

conpri,si f8aq. rece|V|ng neans for receiving first information encrypted wth
a content Eey, said content key, and

The content providers according to the above embodiment of the

present invention store second information containing the usage

f“} conditions and usage details by associating with the first information
and send the second information to predetermined equipment by
‘associating with the first information. Therefore it is possible to
distribute the first information according to the usage conditions.

Furthermore, the service providers according to the embodiment
.of the present invention prepare third information containing the
pricing conditions and the price of the first information, in accordance
with the second information that contains the usage conditions. and the
usagdge details of the first information, and send the second information
and the third information to predetermined equipment by associating
with the first information. Therefore it is possible to distribute
the first information according to the conditions.

Furthermore, the receivers according to the embodiment of the
present invention use the content in accordance with the usage details
that correspond to the usage conditions selected according to the
reference information and perform accounting for the use of content

in accordance with the usage details that corréspond to the usage

81~



second i nformation conprising usage conditions that indicate conditions of
equi pnent or users that can use said first information with said content
key sent from other apparatus which is simlarly conprised jn said

el ectronic contents distribution network system and usage él@bﬂA%P@ t

i ndi cate usage rules of said first information; generating neans ﬁ4
generating pricing conditions that indicate conditions of equipnment or
users that can use said first information with said content key on the
basis of said second information, and prices that corresponds to said
usage details conprised in said second information received by said

e MLa, TRanS . I SErdLng, epns. Bl Sen g SaL g Liasl ol Spmien
means, as; wepl o a5; 8abd RULE! 00.£0diL) Q9s ang jsald prices generated by Said

generati ng - neans er "apparatus ichissim’larly conprised in said
el ectronic contents distribution network systemfor selecting said usage

detail conprised in said second information or said price, selecting said
pricipgq,cepdLi ans, 1degEYRELNg said first information with said content
key,-us?%g sa?d P?rét E)n¥(orb{151tion according to sel ected usage detail, and

chargi ng fge LRSS0, P¥LENELU t zear dipn [ ri f.Qrs susi ng
contents. SSe ( J%nuary 20%% g? %ﬁﬂﬁgéo§ﬁ§??%§ gPoggggfﬁgkﬁgghg %ggﬁgﬁﬁgéd
in ans@keehs0RhatCAALEYHE and distribute information such as music data,

moving picture data, still image data, text data, or program data.
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‘di stribution network system for providing services, characterized by
conprising: a receiving step of receiving first i nf ormati on en@oyaheshyvaooh
a content key, said content key, and second information conprising usage
conditions that indicate conditions of equipnent or users that can use
said first information with said content key sent from other apparatus
whi ch is €laimbBarly conprised in said electronic distribution network
system and usage details that indicate usage rules of said first
information; a generating step of generating pricing conditions that

i ndicate tondlAnqn@rm@fuoﬁwommg ppaRRls coprisedn UteRetronic ddtitents
information with said content key on the basis of said second information

and pri ce@'stfmloﬁ@ei\@@'ﬁoﬁif(§$m60r3éﬁﬂd'ﬁlgé@é'te'ﬂétfé’a@d@tﬁ'ﬁﬁ@|b§é?@ml?fl%%9d second

information r iving step; and a sending step of sending
said first m%@?m ﬁg%&(né?drqgﬁ&ﬁﬁtem key, and said second information

recei ved by said r efirst inforgnatiomperasyptetiwitrsa coatant eycamd) condi ti ons and
said prices generated b aig g_enerati ng step to other apparatus which is
sinilarly conprisedd Q t&C¥ctronic contents distribution network

system for sel%Fégwm%%hefmeﬁng%%ﬁd ﬁﬁ@ﬂ?ﬁét&ﬁﬂcdrﬁ ri§iayd second

information or sai'd price, selecting said pricing con ITions , decrypting
said first informat{@n w tusagei @rdmura]thate@dloawn@mhiltms of eguipmerdrorat i on

0, SBhF YR 8 Lok e L A B e R, o
medi um that provi deg)a cggggg efetaftgd@idte indiegteaniddtfe L Nef agblunffpgtrmtl on
processi ng apparatus conprlsed in an electronic contents
information; and
sending means for sending
said first information,
said content key held by said holding means and
said second information stored by said storage means to
other apparatus which is similarly comprised in said electronic
contents distribution network system with a delivery key for
generating
(c)  pricing conditions that indicate conditions of equipment
or users that can use said first information with said content key on
the basis of said second information and
(d) prices that corresponds to said usage details comprised

in said second information for providing services.

2. An information processing method comprised in an electronic contents
distribution network system for sending contents, characterized by comprising:
a holding step of holding
first information encrypted with a content key, and
said content key;
a storage step of storing second information comprising
(a) usage conditions that indicate conditions of equipment or

users that can use said first information with said content key and
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di stribution network system execute a process, characterized in that said
process conprises: a receiving step of receiving first infornat3oQanuary 2004
encrypted with a content key, 86 30 January 2004 said content key, and
second infornation conprising usage conditions that indicate conditions of
equi pnment or users that can use said first information with said content
key sent from ot her(lppavsagss deiadn ithatsiindicaia yusagepriesl oh sadi dirst

el ectronic con S buti on network system and usage details that

i ndi cate usageﬁ]rmaé%&gég d first information; a generating step of

generating thi adsendfryy s®bi ohsawiing salmﬂrsprnf@rrﬁstzmrwd icoRtent kel Heldibyat e
condi ti ons of eaw pnent or users that can use said first information with

sai d cont 8l ReIgingnsteRcand sald secend dnfosmation staresh hyisadh sieragprsterstot hat
correspon e?oagﬁél%tﬂr? a\ﬁﬁlcﬂet@' |ﬁ1lla§9mf)h§)‘?§ehn r?a’sgds%?é)(ﬁﬂ)dl@f(%ﬁ@ﬁfson

recei ved by sard receiving ng step of sending sa
i nformati mlstr:bmlandaed:wotlmytstémymtma(dieﬁm@ I@dongena‘faungat i on received by

said receiving step as well ndi ti.ons and sajd prices
generated by said ggﬁer aP”'?i@gs"E 'qu§ 856{2% gg' ﬁeﬁ'é'pﬁ'lér%\tloofrl y
conprised in Séés&sethépéérpﬂéé s‘éﬁf‘ﬁr%ﬂrﬁomﬁ’étﬁ)tr{ W Hts'aﬂﬁcé}?cb l&&y S ThE BabR'

sel ecting said usage detail conprised sal d second or mation or said
price, sel ectiabsaidis¢cond mfogn@mmamdi on decrypting sal d first inf or mat i on

with said content k usi i irst infornation ac tos ected
usage details, and rgpwgesf ﬁ}aq cﬁ)éresponds to said usagé Eé)taqs c%mprlse

said second information for providing services.

3. A providing medium that provides a computer-readable program for
making an information processing apparatus comprised in an electronic contents
distribution network system execute a process, characterized in that said process
comprises:
a holding step of holding
first information encrypted with a content key, and
said content key;
a storage step of storing second information comprising
(a) usage conditions that indicate conditions of equipment or
users that can use said first information with said content key, and
(b) usage details that indicate usage rules of said first
information; and
a sending step of sending said first information said content key held by
said holding step and said second information stored by said storage step to
other apparatus which is similarly comprised in said electronic contents
distribution network system with a delivery key for generating third information
comprising
(c) pricing conditions that indicate conditions of equipment or
users that can use said first information with said content key on the basis
of said second information, and
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usage by the usage step according to said price for using contents. 7. An

I nformati on processing apparatus conprised in an el ectronic cord0eansary 2004
di stribution network system for using contents, characterized by
conprising: storing means for storing a reference information conpri sing
the information of said information processing apparatus or user of said

i nformation apparafdls; Peees MaiLareagpongds torsiidiusagg detpils conmsisedt inon
encrypted w t h a . - Sal t and second i nformation
conprising 87 §%d%%h§r8§“f§ﬁﬁﬁt"?’ﬂ‘é&ﬁg‘gm‘géﬁ’@oﬁ.ﬁ Pons that indicate conditions
of equi pnent or users that can use said first information with said

content key angd usage details that indicate usage rules of sajd first
i nf or mat i gn, ag‘ﬂ 'B%gmaggncﬂfﬁﬁ?ﬁ’%§ppﬂ@tu$ caMPaBed dg an elesheniss cordgiispnent

or users i ' N ' ' ' | ocgné Jepy. on the
basi s of ggﬁbgggoﬁ%‘ﬁ?ﬁﬁﬁﬁé&?ifgf\?*dgﬁcgﬁégg%%s?%g?r%r%ggp ndcgﬂ P'géﬁ@él d usage
detai |l s conpri esagiving seeans foemamedvingnf or mati on, sent from ot her apparat us
which is simlarly .c rised in said electronjic.contents distribution
network system wi tﬂrsgﬁ?v%? NRYCrypied gy @I%’E‘tq €¥eans for selecting said
usage detail conpri ggid domtértikdy, aggond i nformation received by said

recei ving neans; price selecting means for selecting said price received by
said receiving neaBeconssinfyMmatignsomrisingr ypting said first information

W th said content key angsage conditions that indicate conditions of equipment or

users that can use said first information with said content key sent

from other apparatus which is similarly comprised in said electronic

contents distribution network system, and

usage details that indicate usage rules of said first

information;
generating means for generating

pricing conditions that indicate conditions of equipment or users that
can use said first information with said content key on the basis of said
second information, and

prices that corresponds to said usage details comprised in said
second information received by said receiving means; and
sending means for sending

said first information,

said content key, and

said second information received by said receiving means as well
as said pricing conditions and said prices generated by said generating
means to other apparatus which is similarly comprised in said electronic
contents distribution network system for selecting said usage detail
comprised in said second information or said price, selecting said pricing
conditions, decrypting said first information with said content key, using
said first information according to selected usage detail, and charging for

the usage by the usage step according to said price for using contents.
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using said first informati on according to sel ected usage detail ; and
executing neans for charging for the usage by the usage neans 3aceatshy/ o0
said price for using contents . 8 An information processing nethod
conprised in an electronics contents distribution network systemfor using
contents, characterized by conprising: a storing step of storing a

r ef er encedi nf oARaiNfymaiionppiosieaginghmethagd comprisad ivf apagleciremior eanteots

G ep o 1 Asaituel ihwBl saRapar PRVRNE LSRR, KheRREA B ehbfSRoya o
content key, andessivipgdtémbpravaivigy conprising the usage conditions that
I ndi cate conditions of equipnent or users that can use said first

information with sHisinfematian gesryptgdavithagentast&eys that i ndicate usage
rules of said first . 0N nd pricing conditions that indicate
conditions of equi pﬁ%‘ﬁgog?ém%e Pgm?hat can use said first information with
sai d content key onsé¢tmndoarfosmatibn s aonhpsisingndisagkorcoatiitionsalttthtpindiestet hat
corresponds to sa'.g usaﬂe details con;pr%sed in said s conq i nformatj on,
sent from ot hePO%‘éJ QNS Of a8PMRNt 1A USEy BEbsaNHsHsid Wshintgrmation, Wi sed

2 Usage sel eot g A o e RS Whic R SRRy Drflackety o'
second i nf or naséidreledowiiv distiiyutioei tetweck isysteg ahdpsagepldtais telf dndicatg st ep
of selecting said price received said receiving step; a using step of
decrypting sai HS?Q‘?E{'&? R#% 'ﬁ&qﬁdﬁ%m?ﬁo@ai d content key and wusing said
first informathqereesiigseg ¢OgGRirath® priepaocoritfictd that #tflcate conditions
of equipment or users that can use said first information with said content key on
the basis of said second information and prices that corresponds to said usage
details comprised in said second information received by said receiving step:;
and
a sending step of sending
said first information,
said content key, and
said second information received by said receiving step as well as
said pricing conditions and said prices generated by said generating step
to other apparatus which is similarly comprised in said electronic contents
distribution network system for selecting said usage detail comprised in
said second information or said price, selecting said pricing conditions ,
decrypting said first information with said content key using said first
information according to selected usage details, and charging for the

usage by the usage step according to said price for using contents.

6. A providing medium that provides a computer-readable program for
making an information processing apparatus comprised in an electronic contents
distribution network system execute a process, characterized in that said
process comprises:
a receiving step of receiving
first information encrypted with a content key,
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an executing step of charging for the usage by the usage step according to
said price for using contents. 9. A providing nmedium that provi3gesnaary 2004
conput er -readabl e program for making an information processing apparatus
conprised in an electronic contents distribution network system execute a
process, characterized in that said process conprises: a storing step of
storing a referencé&aicdeuntentkeyhasdnprising the information of said

el ving ot op of - SRRdndP RECAME! ctaPtinifh o heafle, JRANBNE LT RRIEE o)
sai d content keyndifishss of eqdi Tpmérctrcﬁfaus@@ thateah Vst sidefirds agernativh Witns
that indicate condltlons of equi pnent or users that can use said first

i nf or mati on wi $3d contentkeysent frraeryofélﬁa appagiuswthigh is simiarly germessed g9age
cond t1 ons-of S ecHCEOREh iR IBR RRENC QR ARE ol dbBIGTRE,
sai d content klayhcxame Uhagé)aaies of eéuda‘&étinmmdnj nformation and price that
ent 1 om ot e SABRERtEGSeP GhOBHerRSNGITRYY AMPYMEBILFTSBESTH sai d el ect roni c
tep of sel ect | ng. o e o X B I on

recei ved by satah useesaid rilgstsm&prnealoprwrtb @ eoniand kseyeqn diie dalsiscof agidsai d
price received st.e 9, 30 January 2004 a us
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comprised in said second information received by said receiving step; and
a sending step of sending

said first information,

said content key, and

said second information received by said receiving step as well as
said pricing conditions and said prices generated by said generating step
to other apparatus which is similarly comprised in said electronic contents
distribution network system for selecting said usage detail comprised in
said second information or said price, selecting said pricing condition,
decrypting said first information with said content key using said first
information according to selected usage details, and charging for the

usage by the usage step according to said price for using contents.

7. An information processing apparatus comprised in an electronic contents
distribution network system for using contents, characterized by comprising:

storing means for storing a reference information comprising the
information of said information processing apparatus or user of said information
apparatus;

receiving means for receiving first information encrypted with a content
key,

said content key, and

second information comprising
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using said first information according to selected usage details; and an
executing step of charging for the usage by the usage step acc@0diangary®@004
said price for using contents. 89a Abstract The present invention nakes it
possi ble to provide services according to user information. "User

Condi tions 10" of "Pricing Conditions 10" on PT A-1 indicates that the
user is male. Thus, PT Ahe usagemeonsiiians bat tsligate conditions of eguipmeriar

user i s fomml e, ThulserBifid S AT InioriRebh i TsaReiE ek B e,
the prices on PT A-1 andugdie pdétedls amtPindicdtear essppaiss, of t &sidpffirstes on

PT A-2 are half as high as the ciriqe_s on PT A-1. In short, fenmale users
can use content at RETMativa, pand ePEYRY afaaditignsaihat yidicate conditions of

equipment or users that can use said first information with said
content key on the basis of said second information, and
prices that corresponds to said usage details comprised in said
second information, sent from other apparatus which is similarly
comprised in said electronic contents distribution network system
with delivery key;
usage selecting means for selecting said usage detail comprised in said
second information received by said receiving means;
price selecting means for selecting said price received by said receiving
means;
using means for decrypting said first information with said content key and
using said first information according to selected usage detail ; and
executing means for charging for the usage by the usage means

according to said price for using contents .

8. An information processing method comprised in an electronics contents
distribution network system for using contents, characterized by comprising:
a storing step of storing a reference information comprising the information
of said information processing apparatus or user of said information apparatus;
a receiving step of receiving
first information encrypted with a content key,
said content key, and
second information comprising the usage conditions that indicate
conditions of equipment or users that can use said first information with
said content key, and usage details that indicate usage rules of said first
information, and pricing conditions that indicate conditions of equipment or
users that can use said first information with said content key on the basis
of said second information and prices that corresponds to said usage

details comprised in said second information, sent from other apparatus
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which is similarly comprised in said electronic contents distribution network

system with delivery key;

a usage selecting step of selecting said usage detail comprised in said
second information received by said receiving step;

a price selecting step of selecting said price received by said receiving
step;

a using step of decrypting said first information with said content key and
using said first information according to selected usage details; and

an executing step of charging for the usage by the usage step according to
said price for using contents.

9. A providing medium that provides a computer-readable program for
making an information processing apparatus comprised in an electronic contents
distribution network system execute a process, characterized in that said
process comprises:
a storing step of storing a reference information comprising the information
of said information processing apparatus or user of said information apparatus;
a receiving step of receiving
first information encrypted with a content key,
said content key and
second information comprising the usage conditions that indicate
conditions of equipment or users that can use said first information with
said content key and usage details that indicate usage rules of said first
information, and pricing conditions that indicate conditions of equipment or
users that can use said first information with said content key on the basis
of said second information and price that corresponds to said usage
details comprised in said second information, sent from other apparatus
which is simitarly comprised in said electronic contents distribution network
system with delivery key;
a usage selection step of selecting said usage detail comprised in said
second information received by said receiving step;
a price selecting step of selecting said price received by said receiving

step;
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a using step of decrypting said first information with said content key and
using said first information according to selected usage details; and

an executing step of charging for the usage by the usage step according to
said price for using contents.

89a





