- 1 Methods and Systens to Allow Miultiple SIP Applications on a SIP
Client the Ability to Select Specific Applications and Features on a SIP
Server Field of the Application The application relates to the use of
multiple SIP applications and configuring devices having nultiple SIP
applications. Background Session |nitilatdi on Protocol (SIP) is a protocol
that allows a client to initiate, control and release a nedia session via
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Background

Session Initiation Protocol (SIP}) is a protocol
that allows a client to initiate, contreol and release a
media session via a controlling server. It is possible
for signalling using SIP to contain the media of the
media session, for example instant messaging and presence
information (information conveying a user’s willingness
and ability to engage in communications}. However, more
often, the media flows over a separate connection between
a media server and the client, using for example Real-
time Transport Protocol (RTP). There is no requirement
for the media server and the SIP server to be physically

located on the same hardware platform.

The SIP client includes a SIP client
application that communicates with a SIP sexver
application on the SIP server located elsewhere on a
network. Each SIP server application is uniquely
addressable through a combination of IP address and port
to enable the SIP client application to contact the SIP

server application.

Currently, SIP hardware endpoints are mainly

designed to work with only a single application. A



Protocol ) handset interacting with a VolP PBX application. SIP
applications on SIP endpoints are assuned to be self-configuring, that is,
there is no central authority to control what applications are | oaded onto
a SIP endpoint. Thus a SIP application may be | oaded onto any SIP
endpoi nt and executed as long as the application can spoof the application
registration. A SIP application may include multiple features. For

exanpl e, partpeuctasecQinphe i/9|£’ T8Xp applieabien, theatyees of the Vol P PBX
application may include call park, call transfer, call waiting, voice
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A SIP application may include multiple
features. For example, in the case of the VolP PBX
application, features of the VoIP PBX application may
include call park, call transfer, call waiting, voice

mail, Do Not Disturb, etc.

There is no standard way that a particular SIP
endpoint supporting multiple applications may have a
subset of applications enabled, nor for an individual

application to have a subset of features enabled.

As SIP has evolved the SIP hardware endpoints
are being allowed more functionality and SIP servers are

being designed to offer multiple applications.

Summary

According to a first aspect, there is provided
a method comprising: a SIP applicaticn on a SIP client
that supports multiple SIP applications requesting
selection of a SIP application and a SIP feature from a
SIP server comprising at least one SIP application, the
at least one SIP application comprising at least one SIP

feature; determining if the requested SIP application and



nmessage conprising a destination address of the SIP server, a source
address of the SIP client, a SIP application identifier (ID) for the
requested SIP application and a SIP feature identifier (ID) for the
requested SIP feature; the SIP client transmtting the nessage. According
to a second aspect, there is provided3z a nethod for routing a request for a
session initiation protocol (SIP) application and a SIP feature associ at ed
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nmessage further conprises receiving an indication to . .
According to a second aspect, there is provided

a method for routing a request for a session initiation
protocol (SIP) application and a SIP feature assoclated
with the SIP application, the method comprising: a SIP
server receiving a message comprising a destination
address of the SIP server, a source address of a SIP
client which sent the message, a SIP application
identifier (ID) associated with the requested SIP
application and a SIP feature identifier (ID) associated
with the requested SIP feature; the SIP server forwarding
the message to the SIP application identified by the SIP
application ID; the SIP application identified by the SIP
application ID receiving the message and forwarding the
message to the SIP feature identified by the SIP feature
ID.

In some embodiments, a SIP server receiving a
message comprises receiving one of: an INVITE message to
start a SIP session between a SIP application of a
different SIP enabled device and the SIP application
identified by the SIP application ID; and a NOTIFY
message to close out a SIP session between the S5IP
application of the different SIP enabled device and the
SIP application identified by the SIP application ID.



securely identify the SIP client and to all ow authorized access to
applications and features on the SIP server, wherein the indication

i ncludes one of: a user identification and a password; and a shared key or
certificate. According to a third aspect, there is provided a nethod for
providing a session initiation protocgl.. (SIP) enabled device with SIP
application configuration information, the nethod conprising: the SIP
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fourth aspeetiridwede, is provided a nmethod for configuring a session
initiation protocol (SIP) enabled device conprising: a configuration
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(SIP) enabled device with SIP application configuration

information, the method comprising: the SIP enabled

device receiving SIP application configuration

information for at least one SIP application, the S5IP

configuration application information for each SIP

application comprising a SIP application identifier (ID)

and a list of SIP features associated with the SIP

application, each SIP feature of the list of SIP features

having a SIP feature identifier (ID); the SIP enabled

device storing the SIP application configuration

information locally.

In some embodiments, receiving SIP application
location information for a SIP server hosting the SIP
application comprises receiving a destination address and
a port number for the SIP application on the SIP server

hosting the SIP application.

According to a fourth aspect, there is provided
a method for configuring a session initiation protocol
(SIP} enabled device comprising: a configuration server
transmitting SIP application configuration information
for at least one SIP application, the SIP application

configuration information for each SIP application



SIP feature of the plurality of SIP features having a SIP feature
identifier (ID). According to a fifth aspect, there is provided a session
initiation protocol (SIP) client conprising: at |east one SIP application
operable to request a SIP user agent of the SIP client select a SIP
application and a SIP feature associgted with the SIP application on a SIP
server, the SIP application having a SIP application identifier (1D and

the SIP feature having® SR featd identidiar (1B ardde SIRwser agent
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SI P user agent operable to: receive a nessage conprising a d_e@s'[%{_{ill nation
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identifier (ID) and the SIP feature having a SIP feature

identifier (ID); the SIP user agent operable to: generate
a message, the message comprising a destination address
of the SIP server, a source address of the SIP client,
the SIP application ID and the SIP feature ID; output the

message for transmission by the SIP client.

In some embodiments, the message is generated

based on SIP application configuration information.

According to a sixth aspect, there is provided
a session initiation protocol (SIP) server comprising: a
SIP user agent operable to: receive a message comprising
a destination address of the SIP server, a source address
of a SIP client that sent the message, a SIP application
identifier (ID) for a SIP application selected by the SIP
client and a SIP feature identifier {(ID) for a SIP
feature selected by the SIP client; forward the message
to a SIP application identified by the SIP application ID
in the received message; at least one SIP application,
each SIP application having: at least one associated SIP
feature, wherein each SIP application has a SIP

application ID and each SIP feature having a SIP feature



SIP feature of the at | east one associated SIP feature identified by the
SIP feature IDin the received nessage. According to a seventh aspect,
there is provided an apparatus for providing session initiation protocol
(SIP) application configuration information conprising: processing |logic
operable to: determne SIP applicati@n-configuration information specific
to a SIP enabl ed device; access a conputer readable nenory conprising SIP

appl i cali gy, cond! uradione | nhOrEBLGAN,[RG ndaplar gbetapol &P applications;
select SIP application configuration information specific to the SIP
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identifier (ID) and a list of SIP features, each SIP feature having a SIP

feature identifieruéltn; a transmtter operable to  transmt SIP
appl i cation confi gufeEPBRIPGHT b ndt FBReP bt AEPeSF P BR&FFedSdevice. In sone
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comprising SIP application configuration information for
a plurality of SIP applications; select SIP application
configuration information specific to the SIP enabled
device to provide to the SIP enabled device; a computer
readable memory for storing SIP application configuration
information for a plurality of SIP applications, the SIP
application configuration information for each SIP
application comprising a SIP application identifier (ID)
and a list of SIP features, each SIP feature having a SIP
feature identifier (ID); a transmitter operable to
transmit SIP application configuration information to the

SIP enabled device.

In some embodiments, the SIP application
configuration information stored on the computer readable
memory is stored in the form of an XML (Extensible Markup
Language) SIP application configuration information block
as SIP application configuration information for each of

the at least one SIP application.

In some embodiments, the apparatus further
comprises a receiver operable to receive a request for

SIP application configuration information.



configuration informati on requested in the received request. In sone
enbodi nents, the transmtter is further operable to transmt SIP
application configuration information conprising at |east one of: SIP
application location information for a SIP enabl ed device hosting the SIP
application; and security informationyto access the SIP enabled device
hosting the application. According to an eight aspect, there is provided a

session initiation profaeole (Sl P)nenabl ed deyige.s£onprisyng 14 SIP
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i nf or mat i fu; thet crpetdiel S| applechat tlon 86Rfagokatcaohonnf ormati on | ocal | y;

a conput er readabl e, f tori Si ljcati fi ti
"t or | G DT} ot t LA G Y phRP At PO SFER abErT E4tT on § af or mati on

for each SlR,egpplication conprising a respective SIP application
identifier (1D and a respective list of SIP features, each SIP feature
having a respective SIP feature identifier (ID). |n sone enbodjnents, the
SI P nmanager is furtFersomperlppdinentsanthet Chapeyieseridbf SHPERBHI i cation
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SIP enabled device hosting the application.

According to an eight aspect, there is provided
a session initiation protocol (SIP) enabled device
comprising: a SIP application manager operable to:
receive the SIP application configuration information;
store the SIP application configuration information
locally; a computer readable memory for storing SIP
application configuration information for at least one
SIP application, SIP application information for each SIP
application comprising a respective SIP application
identifier (ID) and a respective list of SIP features,
each SIP feature having a respective SIP feature

identifier (ID).

In some embodiments, the SIP manager is further
operable to transmit a request for SIP application

configuration information.
N

In scome embodiments, the SIP enabled device is
a SIP server and the SIP application information is
information defining SIP applications and SIP features

that the SIP server hosts.



SI P applications conprises at |east one SIP feature, each SIP feature
having a SIP feature ID. In sone enbodi nents, the SIP enabled device is a
SIP client and the SIP application configuration information is
information defining only SIP applications and SIP features that are
available to the SIP client. In some gnbodinents, the SIP client is
configured to access only SIP applications and SIP features that are
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the I
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and SIP features that are available to the SIP client.

In some embodiments, the SIP client is
configured to access only SIP applications and SIP
features that are available to the SIP client based on
the SIP application configuration information stored on

the computer readable memory.

In some embodiments, the SIP application
manager is further operable to access SIP application
configuration information stored locally on the SIP
client for use in selecting a SIP application and a SIP
feature associated with the SIP application from a SIP

server comprising a plurality of SIP applications.

In some embodiments, the SIP application
configuration information further comprises at least one
of: SIP application location information for a SIP
enabled device hosting the SIP application; and security
information to enable authorized access to the SIP

enabled device hosting the SIP application.

In some embodiments, the SIP application
configquration information stored on the computer readable

memory is stored in the form of an XML (Extensible Markup



instructions executable by a processor of a conputing device for causing
said conputing device to performthe steps of nethods descri bed above.
According to yet a further aspect, there is provided a conmputing device
conprising a nenory for storing programinstructions and a processor for
executing said instructions to cause $he conputing device to performthe
steps of nethods described above. Brief Description of the Draw ngs
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Figure 3 is a bl ockhdiagiang afo & sassimr SHeenaliadraerd ce and a
configuration server conmunicatin according to an enbodi nent of the
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According to yet a further aspect, there is
provided a computing device comprising a memory for
storing program instructions and a processor for
executing said instructions to cause the computing device

to perform the steps of methods described above.

Brief Description of the Drawings

Embodiments will now be described with

reference to the attached drawings in which:

Figure 1 is a block diagram of a session
initiation protococl (SIP) client and a SIP server
communicating according to an embodiment of the

application;

Figure 2 is a flow chart of a method for a SIP
client selecting from a SIP server a SIP application and
a STP feature associated with the SIP application

according to an embodiment of the application;

Figure 3 is a block diagram of a session SIP
enabled device and a configuration server communicating

according to an embodiment of the application;



devi ce operable to be configured by a configuration server according to an
enbodi nent of the application; Figure 6 is a block diagram of an exanple
comuni cati ons network on which enbodi nents of the application may be
i npl emented; and Figure 7 is a block diagramof an exanple nobile
comuni cation device that may be usedigo-inplenent nethods descri bed
herein. Detailed Description of the Enbodi nents As the conplexity of SIP
systems increase ityiquﬂé becone FRLE LHPOF t3Ata IR MEAWasK providers to
control which applications are available on a SIP endpoint, which features
an appl i gatdwidirsy atdrofteghitark iGrecastormmdidort S|P hdpohatkekedo efficiently
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or nore r&esReetnae: featiessphbl bweso@nd devices are described herein that
provide SIP clients and SIP servers a manner to uniquely identify a SIP
application that a SIP session is - 11 applicable to and a SIP feature
that is being accesSerey ¥hihs thatlarp dppyTaBtPone ®RR hbdsratyevi ces
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SIP applicatjon jdentifier (ID) for each SIP application and a |ist of
SI P feat i#RE- 4R ™t ed with each SIP application, each SIP feature having
a respective SIP feature ID. According to a first broad aspect of the
Figure 5B is a block diagram of a SIP enabled

device operable to be configured by a configuration

server according to an embodiment of the application;

Figure 6 is a block diagram of an example
communications network on which embodiments of the

application may be implemented; and

Figure 7 is a block diagram of an example
mobile communication device that may be used to implement

methods described herein.

Detailed Description of the Embodiments

As the complexity of SIP systems increase it
will become more important for network providers to
control which applications are available on a SIP
endpoint, which features an application is allowed to
access, and for SIP endpoints to efficiently be able to
initiate, control and release SIP sessions with SIP
servers that include multiple SIP applications, each SIP

application including one or more respective features.

Methods and devices are described herein that
provide SIP clients and SIP servers a manner to uniquely

identify a SIP application that a SIP session is



application, a nethod is provided for a SIP client to select a SIP
application and a SIP feature associated wth the SIP application by
sending a nessage to a renote SIP server that includes the identification
of the SIP application and SIP feature. In sone enbodi nents, the nessage
is generated by the SIP client using 18I R application configuration
information stored on the SIP client. The SIP, application configuration

| f o Mt i.99,, 4 gl e, | 4 ored 91 2bautc SE- 200k 166 4 @nsc b di950C at ed

features SI'P applications can be |ocated. Wth reference to
Fi gure 1,wiarhiexarnplte P apslistam 00 i ncluding a SIP client 110 and a SIP
server 150 for inplenenting nethods according to the first aspect of the

application will n e described.. Figure 1 jl]lustrates e SIP client 110
connected to net V\D%MS ,ﬁr%éo ofih ec%e%lr? oajf%oe %ee %fr%eé %%r%%nt he SIP
server 15hat gdbvilde &P ©ld eptodddi dmthgides TP teplenSs Paed i €nd

applications 115, for exanple SIP Application 115-1, SIP Application
115-2, . .confGiguuginien 4 onl B BRI 1S P oRp Py cat ¥ offPYeN$ si ohifhig and

configuraéi'}_prhj) fPéth?/i‘c%rgg?r&fos% %fd%cj;ﬁﬂ?&?ﬂi&ge”t 120. Exanpl es of

SIP applications ma ude SIP applications Tor VolP, instant
nmessagi ngin o cheo: sharimgl udsnfar eneasiy s $HP spepll beavideo and slides, and

renote |ibrary, acces The SIP applications 115 on_the Pclient 110 in
the illust9sht R} %@g %iée?p% l‘éﬁlyo?e%?%r%ilﬁ? plication

115-1 i ncdplesediiass Sl dtod Ratdd apitnadRty StP &ept uegc1dBl-dactSl P Feature
1151-2 and SIP Feature 1151-3. SIP Application 115-2 includes
SIP feature having a respective SIP feature ID.

According to a first broad aspect of the
application, a method is provided for a SIP client to
select a SIP application and a SIP feature associated
with the SIP application by sending a message to a remote
SIP server that includes the identification of the SIP
application and SIP feature. In some embodiments, the
message is generated by the SIP client using SIP
application configuration information stored on the SIP
client. The SIP application configuration information
includes information about SIP applications and
associated features and where the SIP applications can be

located.

With reference to Figure 1, an example of a
system 100 including a SIP client 110 and a SIP server
150 for implementing methods according to the first

~aspect of the application will now be described.

Figure 1 illustrates the SIP client 110
connected to network 190. Also connected to the network

190 is the S8IP server 150.



one SIP feature, SIP Feature 1152-1. SIP Application 115- M ncl udes
multiple SIP features, nanely SIP Feature 115M 1, SIP Feature 115M 2, ...,
SIP Feature 115M N. In sone enbodinents, the SIP features for a given SIP
application match SIP features of a corresponding SIP application on a
renote server, such as SIP Server 41502 4n sonme enbodi nents, the SIP
features for a given SIP application do not in their entirety match SIP

features on the renpie SEbVElichOr1e¥aiRELuctHOmu Bt BoappEipatioanen the SIP
client may be a different version than that which is on the renpote server.

The SIP appbicabbgndel by ovisi oreapbe ehdbl &rphigatheselteal ur88F that are
Support ed, by, boLf e pLISTL ands e, ool s ser vercapatcati ons. SI P

applicati provisioning ahd ton ron ~inforfmatlon 127 is information

t hat defifesiatitibutesoeisiShPhapphdcabhongutacabrdinnothetnehwork 190
that are available to the SIP client. For exanple, for a given SIP - 13
appl i catibh’ a¥ai | abPEP tol tpet SFFE| Refpt &7 P appRTRAEF oRT gFBvisioning

| nf or Mt | 90 MRYat N LAy | 15 6a8PBE b CabY PDcaliBYnRerbUNyaRg, What Teatures

are enabl fguration rnformation nmay include a SIP
appl i catiomstamenmtéssaging, | videof sishPifeat aceeassotingtedthi th the SIP

application available to.the, SIP client and SIP__feat | Ds f h
regpectiv%u%#?’f%h %?e?n?nsgﬁﬁgs’eﬂ%gdfﬁ@ﬂ E,iﬁyﬁaggpg%gﬁFFOn ggn??éuration

information is stored on the SIP client and is used by the SIP client to
determ ne which Sl Priseryer &gslacpaibhsulap ShPthappkbcatientandoSl P

feature that the SIP client desires to access. The SIP client user agent
120 acts H3 Hpe illustrated example each have a set of SIP

features. SIP Application 115-1 includes three SIP

features, namely SIP Feature 1151-1, SIP Feature 1151-2

and SIP Feature 1151-3. SIP Application 115-2 includes

one SIP feature, SIP Feature 1152-1. SIP Application 115-

M includes multiple SIP features, namely SIP Feature

115M-1, SIP Feature 115M-2, .., SIP Feature 115M-N.

In some embodiments, the SIP features for a
given SIP application match SIP features cf a
corresponding SIP application on a remote server, such as
SIP Server 150. In some embodiments, the SIP features
for a given SIP application do not in their entirety
match SIP features on the remote server. For example, the
SIP application on the SIP client may be a different
version than that which is on the remote server. The SIP
client may be provisioned to enable only those features
that are supported by both the client and the remote

server applications.

SIP application provisioning and configuration
information 127 is information that defines attributes of
SIP applications located on the network 190 that are

available to the SIP client. For example, for a given SIP



internedi ary between the SIP applications and other SIP enabl ed devices.
When the SIP client 110 sends a nessage to a renote SIP enabl ed device,
such as SIP server 150, it is the SIP client user agent 120 that

communi cates wth the renote SIP enabl ed device. In an exanpl e of
selecting a SIP application and a SiRFeature, the SIP client user agent
120 contacts the renote SIP server using a SIP destination address of the

renote S'%pﬂ@[d@d’ion e S ientrusesTRgeM 20 SBP adjbh Bhest Borgonnect i on
with a SIP user agent of the renote SIP server. The SIP client user agent

120 i ncl WV s ISR NP pi § @Era ko rsdnad t i el palks abe thnerkrl her WMol e 125. In

operation_ t I | | ent ]Fﬁgr gﬂgm ecel a | ndi ion fromone of
the SIP grbaﬁF ?%egt)ip%rgsélﬁlgq atf e %%?%%p%?%%%?%hnwd}éis??egﬁ%o select a SIP
appl i cat ich fighr 8 P ed s end i ooa andenbtel S sesVeragphhestednt o t he
network 190. After determning if a SIP client is, 1%%EJcéjhori zed to execute

the sel ect P SHE &I 3 chtTlorP Bt P SFPR e Rr2SSehkd Whiot i T4 i on
Sel ecti Onsﬂ\ﬂesagg?@ﬁc‘atlﬂ)n Generaihng Abduhe 472p genesatesqasnessage. | n sone

enbodi nent s, termning if a SIP client is authorized to execute the
sel ect ed Bt app| Ikt fon each Siespectuve FEP begkdron ImesSn® application

provi sioning and configuration informatien 127 store e SIP.client
Do, Tn SR et o bratt gt (ne heeb e T S Eonie & p

appl i cat i oD Versi o NYL NSl Tond | gud at & onsed Nber vwé | ®NP 127iefortexanpl e,

t he rressacg; may i nclude a destination address of the SIP server, a source
address Etemeing phichenIP t3ROSP 2Pl ¢ cBRFohCEBRBfSthe SIP  application

Wi th whi gllbgafmeca%fo@%k% ]ss’ifﬁ ofe OfutdecSlP +6Li 8Pb dEsthesate: £ogMuUNi cate,
to

and t he eature ID
aCCess.

The SIP client user agent 120 acts as an
intermediary between the SIP applications and other SIP
enabled devices. When the SIP client 110 sends a message
to a remote SIP enabled device, such as SIP server 150,
it is the SIP client user agent 120 that communicates
with the remote SIP enabled device. In an example of
selecting a SIP application and a SIP feature, the SIP
client user agent 120 contacts the remote SIP server
using a SIP destination address of the remote SIP server.
The SIP client user agent 120 establishes a connection

with a SIP user agent of the remote SIP server.

The SIP client user agent 120 includes a SIP
BApplication Selection Message Generating Module 125. In
operation the SIP client user agent 120 receives an
indication from one of the SIP applications 115 that the
SIP application desires to select a SIP application and
SIP feature from a remote SIP server connected to the
network 190. After determining if a SIP client is
authorized to execute the selected SIP application and

SIP feature, the SIP Application Selection Message



the SIP feature with which the SIP application of the SIP client desires
to conmuni cate. The SIP server 150 includes SIP server applications 160,

for exanple SIP application 160-1,... ,SIP application 160-N, a Security
Modul e 180, and SIP Server User Agent 170. The SIP server applications 160
in the illustrated exanpl e each hava4sat- | east one SIP feature. SIP

Application #160-1 includes two SIP features, SIP Feature 1601-1 and SIP

Feature QL2+ 19> MARPId C3ld %rbrfél&(%é\é, | NGhdiagydul td peneS P feat ures,
nanel y | P Feature 160N-1, SIP Feature 160N-2, ..., SIP Feature 160N-N.

Each Sl P eapipidiceriton hiesermSirirappl f catd oh cdident i 9 evutha)ized ach SIP
feature has a SIP feature i i fier.(1D). (no W) el R features in
a given SFEH iR eacrtee(g?oEnﬂpoar%Dn]tlscaglCH:egngc?ven 4% appl i cation t hat
provi de @asedd ithd Wt ignalidat Wit hbrodhei gimen SiP application. As
descri bed above, exanples of SIP features that may be _included in a VolP
PBX S| P aysplfiicatnadii oy g umadaran 1203t eremhAerthe 8 1F b9y, voi ce

mai |, Do 5t IQE;IO% appl i gatinsydave; difd esentq t ypes of
SIP featlt%sansrhéegn%f ervlengl{}?e’r SglAé(;;nent 17rggaacts as aén\g ilnt ermedi ary

bet ween tdie tSlP S| dpmalt i artsi ando ot thies 1 Slihg earad | eeh Hewipasion or exanpl e

SIP client 120. The Slg Server Use]; Agent 170 recejves, nessages from user
agents JRiHIg IR ieht B $HHP Ehabt S SBFERIRG A S EPpl T cati on and

SI'P feat Wasihait G LRegmsed SOrchd Né1p abdzvdg, Avsagicy addredosi ng out of
SI P sessions between the SIP server 150 and the SIP client. The SIP Server
User Agemtf 170 iR welleient S|the SIP application ID of the SIP

application with which the SIP application of the SIP
client desires to communicate, and the SIP feature ID of
the SIP feature with which the SIP application of the SIP

client desires to communicate.

The SIP server 150 includes SIP server
applications 160, for example SIP application 160-1,..
,SIP application 160-N, a Security Module 180, and SIP
Server User Agent 170. The SIP server applications 160 in
the illustrated example each have at least one SIP
feature. SIP Application #160-1 includes two SIP
features, SIP Feature 1601-1 and SIP Feature 1601-2. SIP
Application #160-N includes multiple SIP features, namely
SIP Feature 160N-1, SIP Feature 160N-2, .., SIP Feature
160N-N. Each SIP application has a SIP application
identifier (ID) and each SIP feature has a SIP feature

identifier (ID) (not shown).

The SIP features in a given SIP application are
components of the given SIP application that provide a
specific functionality within the given SIP application.
As described above, examples of SIP features that may be
included in a VoIP PBX SIP application are call park,

call transfer, call waiting, voice mail, Do Not Disturb.



Application Message Routing Mbddule 175. The SIP Server User Agent 170
recei ves the nessage sent by the SIP dient User Agent 120. The SIP
Application Message Routing Mdule 175 then determ nes which SIP
application the nmessage should be routed to based on the SIP application
IDin the message and routes the nesgage to the SIP application identified
by the SIP application ID in the nessage. In sone enbodi nents, not all of

the entigg essage i foutashd qdhe S Franphi cajpon of dendified by the SIP
application I'D. For "exanple, only a portion of the nessage, for exanple at
| east thefBitRirdeature ID may be routed to the SIP application so that

when the SIP application received the portion of the nessage it can be

directed to the SIR fe§ﬁg§%b13x§eerd.tﬁ$er tileerﬁl Plicﬁg%&{rr%yé i the nmessage.

The Security Modul eT}ie8 es infornmation e used to determ ne

if a S|P igldentediasr heetwddhorid ys1® exeridet borth Raappbtloat | 0P and SI P
feature that are selected by the SIP client, For géagg%)tlﬁe, when the SIP
client sempbledndesfeto Fve SIPRE vetP tolienk 1< et 5 P applicati on,

t he rressa%grd‘{% t?éle;% A;]g[grlﬂld?‘ﬁo aredf@t od ARILLLLLALF Pl AN A passyord. The

Security erm nes | e SIP client is authorized to execute
the sel ecifedlap@ikatiomitbakket tmt henalkebei sebeaseng #dehkificati on and

password. |In some enbodi s, the SIP client. and SILP.server nay use an
al ter natiq}?é’rife%%l%? arb%tr%ﬁ%ﬁ FRHGEE 2P i Rnt RS 9% authority to

execute @i 3 BRI g ath Ol @ikl %fdf@ﬁéyi@%t@@t aressel estetboby the SIP
client such as a share key or certificate between. the SIP client and SIP

server. Irpomn dipdihenistvehel T magptheatiBnclient.

The SIP Server User Agent 170 includes a SIP
Application Message Routing Module 175. The SIP Server
User Agent 170 receives the message sent by the SIP
Client User Agent 120. The SIP Application Message
Routing Module 175 then determines which SIP application
the message should be routed to based on the SIP
application ID in the message and routes the message to
the SIP application identified by the SIP application ID
in the message. In some embodiments, not all of the
entire message is routed to the SIP application
identified by the SIP application ID. For example, only a
portion of the message, for example at least the SIP
feature ID may be routed to the SIP application so that
when the SIP application received the portion of the
message it can be directed to the SIP feature based on

the SIP feature ID in the message.

The Security Module 180 includes information
that may be used to determine if a SIP client has the
authority to execute a SIP application and SIP feature
that are selected by the SIP client. For example, when

the SIP client sends a message to the SIP server to



Message Routing Module 175 may check with the Security Mdule 180 to
confirmthat the SIP client has the authority to execute a SIP application
that is selected. The SIP applications 160 each include a Feature 1D
Recogni ti on Modul e 165. Followi ng recei pt of the mnessage at the SIP
application identified by the SIP -ap@ication ID, the Feature ID
Recognition Module 165 in the SIP application recognizes the SIP feature

| D in these®ssages Bnthmot et 8sn | hehe otk é gy @fmi hea Messagel ddes he  SI P
feature identified by the SIP feature IDin the mnmessage. In_sone

enbodi mer#ser therif @A i aRrd Lﬂ&asﬁﬁﬁppﬂil%aﬁ%‘hr%‘b}ﬁfmwjﬁl on
|nformat|1c16rb Té'tee nesaggél%d@g% ﬁ;:{ %L%lmﬁggpég@tﬁ@rbiécﬁvﬁred on

the SIP server e use erver to determ ne ich SIP
appl i cat itdres samtbcﬁldzi fa@ﬂnrc&stidfratbam ShiP thherveceisvedosteéng. | n sone

enbodi nents, the Feature | Reco io Modul e .16 check t he
Security WP - ‘? ﬂéts?rﬁ% %Fkﬁp%rlfleé%fsha &ﬂgut hority
to executgl i niSldhd eﬂw&ﬂ@ hSy Set&ciedal dden St rélmeamts 1dO may be any

type of wired or wreless device, for exanple a wireless cell phone, a
Wi rel ess d@ﬂwm eﬂdf corfpuit erlientihas ethe e@ﬂa’bhl‘éﬁlt)ﬁe’?%o?ﬁcm a

of o wirdl (0 B TEmOT Mo et U PR t R PR e o Four e

of a wireless |e
7. Only amwsd rfg]lPe SliRrced ianth 149 eﬁl’l‘ﬁharél m@ﬂ/eosl Eersief ieatd Yetawecshown
connected to the network 190._The stem 100 that inplenents aspects
descri bed e © % &g oﬁ"F?m'iF ude any nunber of SIP clients.
In some embodiments, the SIP Application
Message Routing Module 175 may check with the Security
Module 180 to confirm that the SIP client has the

authority to execute a SIP application that is selected.

The SIP applications 160 each include a Feature
ID Recognition Module 165. Following receipt of the
message at the SIP application identified by the SIP
application ID, the Feature ID Recognition Module 165 in
the SIP application recognizes the SIP feature ID in the
message and completes the routing of the message to the
SIP feature identified by the SIP feature ID in the

message.

In some embodiments, the SIP server includes
SIP application configuration information. The SIP
application configuration information is stored on the
SIP server and may be used by the SIP server to determine
which SIP applications and SIP features that the SIP

sexrver is hosting.

In some embodiments, the Feature ID Recognition

Module 165 may check with the Security Module 180 to



Furthernore, there may be nore than one SIP server connected to the
networ k. When there are nultiple SIP servers that can be accessed by the
SIP clients, the SIP servers may host separate and distinct SIP
applications or SIP applications nay be duplicated on nore than one SIP
server. A particular exanple of a systemincluding multiple SIP clients
and multiple SIP servers will be described belowwth reference to Figure

6. The i nf{ it OMhLONGES BT Wi &he HhEs sey esut host sy acspegedute SI P
application nmay be provided to the SIP client user agent during a

confi gur & i D¥P afrPtprovistoni e pheeeeds SI P application provisioning and
configuration information 127. Methods and devices are described bel ow for

i npl ementing a conf@%r%%og%%}gt Pf@‘é&l%%oﬁ% ng,Phasse M S P-applications

are illustrated ont nt 11 Figure 1. N SIP applications are
i |1 ustratwedraedhaedsSHRserimr @@npheFa'ag&mieelesa'heebhl plesnepfaM and N are

for illustrative pur[gpﬁwses %@? t isto be - 18 #nderst og éhat t he nunber
of SIP apptiTHFORLUH! étdered feMREEToul Y HE DheSorehore® i n some
embodi merfsy VRN angk Lacds ofcdde Bbia) apRbi ahi 085 BRpéheosl Pigddent 110

correspond to a respective SIP application on the SIP server 150. In sone
enbodi nerdevidgN dhdexorcubuyt eeanale of aheispbesapplPcati®ons on the SIP

o e LSRR 1SRRG 1 S ELBRML g oreapet e 3P server |
have a corresponding SIP application on the SIP server 150. Wen MN, the
SIP server 150 may Omby wdesimgbor$eBpohdemy Bl® appl acatnghefdrPeach SIP
appllcailég}ver 150 are shown connected to the network 190. The

system 100 that implements aspects described in the

application may include any number of SIP clients.

Furthermore, there may be more than one SIP server

connected to the network. When there are multiple SIP

servers that can be accessed by the SIP clients, the SIP

servers may host separate and distinct SIP applications

or SIP applications may be duplicated on more than one

SIP server. A particular example of a system including

multiple SIP clients and multiple SIP servers will be

described below with reference to Figure 6.

The information concerning which SIP server
hosts a specific SIP application may be provided to the
SIP client user agent during a configuration and
provisioning phase as SIP application provisioning and
configuration information 127. Methods and devices are
described below for implementing a configuration and

provisioning phase.

M SIP applications are illustrated on the SIP
client 110 in Figure 1. N SIP applications are
illustrated on the SIP server 130 in Figure 1. The values

of M and N are for illustrative purposes and it is to be



on the SIP client 110, as well as additional SIP applications that may be
accessible by other SIP clients. In sone enbodi ments, each of the SIP
client applications 115 on the SIP client 110 has a corresponding SIP
application 160 on the SIP server 150. In sonme enbodiments, SIP
applications 115 are grouped into-sulgsets of SIP applications and each
subset of SIP applications have a correspondi ng subset of SIP

subset o . : _ S|P ]
PEL] cat i o e&ogggfﬁaecreaﬁe HESRRC! iye ISP S§5VEFat [ Anpld caddons 160- 1

and 160- server 150 in Figure 1 are shown to have two and N
SI P featderveisse reespettiavaeine dthesereexanpl es are not intended to limt the
nunber of SIP features of any given SIP server application and it is

t heref ore understo that a .SIP server | j.cati ly a single
feature or have mitipre PRSI Sy s@%’é %ﬁoﬁ%ﬁ%,%?g@my be S?P
appl i cat i-gisl o g hSldh sefeesTH heatidwyel O ShPrdeadbnd eso a\Wen there are

no SIP features on the SIP application - 19 only a Sl pplication I D, or
sone ot heresradicd]e iSTRswPliEean tHe $7 a%%?‘f%%tf%‘ﬁ: i SRR

enbodi ne ; Ghd d% L caty 15 pnde thee SEPp Cl i ent User Agent
120 on th%tenﬁjog]gg%rﬂ%nt fﬁoﬂénan t %’ S P@sr}z?%er appli catis%ns 160 and Sl Pg

f eat ur es applieatSldhsanyerhd 50 arel igmpt ehkht edr byspeadpte er readabl e

programuabl e code instructions stored on a uter re bl diumin the
SIP cliediCShRFSE S ARPLIApER S v%rlly&%\sggﬂg%?mf%re @géi oﬁ% | ocks in

Figure 1 yupresentidng ¥ r@f%k@é‘ﬁ\mtﬁ@r\a%ﬂ?i&kfi@rhée@ﬁ and sBPP server are
conputer algorithms for inplenenting the functionality of the el enents.
However, ®tirmrt 110 have a corresponding SIP applicatidon on the

SIP server 150. When M<N, the SIP server 150 may include

a corresponding SIP application for each SIP application

on the SIP client 110, as well as additional SIP

applications that may be accessible by other SIP clients.

In some embodiments, each of the SIP client
applications 115 on the SIP client 110 has a
corresponding SIP application 160 on the SIP server 150.
In some embodiments, SIP applications 115 are grouped
into subsets of SIP applications and each subset of SIP
applications have a corresponding subset of SIP

applications on a different respective SIP server.

SIP Applications 160-1 and 160-N on the SIP
server 150 in Figure 1 are shown to have two and N SIP
features, respectively. These examples are not intended
to limit the number of SIP features of any given SIP
server application and it is therefore understood that a
SIP server application may have only a single feature or

have multiple features.

In some embodiments, there may be SIP
applications on the SIP server that have no SIP features.

When there are no SIP features on the SIP application



i npl ement ati ons are possible. The functionality of the various blocks may
be inplenented as software, hardware, firmware, or as any appropriate
conbi nati on of software, hardware and firmvare. A nethod for use by a SIP
client to select a SIP application and a SIP feature associated with the
SIP application will now be descri-bed with reference to Figure 2. Figure
2 describes a nethod which includes steps perforned by both the SIP client

and the QIR Sery@s .o tldgtién th P& Mneisi St Otk £ had t ibgur£s 29480

provi des nethods capabl e of being perforned by the SIP client or the SIP
server i ndi Gttt \CheMB P speel faatmidy, steps S210, S213, S215 and S220
executed by the SIP client would be a nethod perforned by the SIP client
and steps S230, S240 and S250 xecnted b%/ S}(f‘-g ver would be a

met hod performed by T HE"S B8t Jerrr‘e ep @%10 of Figure 2, a SIP

appl i cat i gp Oicae iy cli®Mnd eguesy sp &Eieﬂucllﬂseéht Agent -120 omgen sel ect a
SIP application and a SIP feature associated with the ﬂgqagrgi)l i cation.
5

Wth ref étidhcel tent R furad the TWRMtees @%Jp@?@a‘?rﬂ% dof the SIP
client 1]%%%’—&%%33'&1 Qe dIéJS%rféQP“iS@ZQréeiﬁﬁierﬁentﬂzc? @pplication on

a renote server corresponding to Application 115-1 and a
parti cul arorfhir deatendab lbs Socogt adnat 1d d:cblcée sthetredt Bvms appdiedti on, for

exanple a SIP feature cortes ondi to, SIP fe re 1151 1 second
step S21PHf% FYRE-2 13 %Fﬁ‘e ‘?Jg?f[’ J?h%g‘gi‘# Frhkeat (&% O?I
appl i cat | Qo &F OVi S Od 10y d 1 Or At & 9dh St o edvanidhe Blbckesi ent to confirm
that the requested | P application is allowed to
Figure 1 representing the elements on the SIP client and
SIP server are computer algorithms for implementing the
functionality of the elements. However, other
impiementations are possible. The functionality of the
various blocks may be implemented as software, hardware,

firmware, or as any appropriate combination of software,

hardware and firmware.

A method for use by a SIP client to select a
SIP application and a SIP feature associated with the SIP
application will now be described with reference to

Figure 2.

Figure 2 describes a method which includes
steps performed by both the SIP client and the SIP
server, but it is to be understood that Figure 2 also
provides methods capable of being performed by the SIP
client or the SIP server individually. More specifically,
steps S$S210, S213, S215 and $220 executed by the SIP
client would be a method performed by the SIP client and
steps S230, S240 and S$250 executed by the SIP server
would be a method performed by the SIP server.

in a first step S210 of Figure 2, a SIP

application on a SIP client requests a SIP client user



be executed on the SIP client and that the requested feature is authorised
for use on the SIP client. Wth reference to Figure 1 for exanple, SIP
Client User Agent 120 determ nes whether the requested SIP application is
allowed to be executed on the SIP client and the requested feature is

aut horised for use on the SIP client ojpy-referring to the SIP application
provisioning information in SIP application provisioning and

confi gur ! %m i t] | £ oyed. and apt horl inathird step
S215, thg-lt c%]g%l%@uig%&%g%prﬁlb%%ir ates a nessage to be sent to a SIP
server. |lassonemenbodittentlss 3T &SPl cdateidn. userh ageitrémed udes a SIP

application selection nessage enerator to. cre he SS The SIP
appl i cat i oYU ct9orf %%%e%%?ﬁ}c%%%s@&% P’%%‘? g%f? on
confi gur ati Qind nfoy neddissd o el O dhe B& cAdant . 1 Basegheon 4he SIP

application configuration information, the SIP -application selection
nmessage gEheranorichtiermiores? tyrmotelepll f$LEN¢HNCOF resSISP LRy Vied t hat hosts

e Pent i SR A O 800 AP oAy e gesliaa by dhe Alfgtien - 2

applicati'on a en generates a mes e se e SIP server. The
message iq¥datsiested desin naid ofel edte@ssSIPfaphei GhPises vesr exsmplee address
of the SIP client, the SIP application ID of the SIP afplication wth
whi ch t hed S dRATess i Grr et shtrd S &pieht teatres ltoicbmunicate, and
the SIP feature ID of the SIP feature wth which the SIP application of

the SIP client desifgs; JQ-Soamawégcase;s Wt hrighecencechd srpure 1,
application selection nessage generator 125 determnes that a SIP

appl i cat i ol ergr responient trea St P appl PEabIbraanbigatsos| P application
160-1 locﬁzgoevgisofonsllnpg Sfﬁf’&ém&é?én“@é&@egagn the SIP client to
confirm that the requested SIP application is allowed to
be executed on the SIP client and that the requested
feature is authorised for use on the SIP client. With
reference to Figure 1 for example, SIP Client User Agent
120 determines whether the requested SIP application is
allowed to be executed on the SIP client and the
requested feature is authorised for use on the SIP cilient
by referring to the SIP application provisioning

information in SIP application provisioning and

configuration information 127.

If allowed and authorised, in a third step
S215, the SIP client user agent generates a message to be
sent to a SIP server. In some embodiments, the SIP client
user agent includes a SIP application selection message
generator to create the message. The SIP application
selection message generator accesses SIP application
configuration information stored on the SIP client. Based
on the SIP application configuration information, the SIP
application selection message generator determines the-
identification ¢of a SIP server that hosts the SIP
application and SIP feature desired by the SIP client



SIP feature 1601-1, which corresponds to SIP feature 1151-1. The SIP
Application Sel ection Message CGenerator 125 then generates a nessage

i ncl udi ng the above- descri bed nessage information. In a fourth step S220,
the SIP client user agent outputs the nessage for transm ssion to the SIP
server. Wth reference to Figure 1,- 91 Client User Agent 120 outputs the
nmessage for transmssion. In a fifth step S230, the SIP server user agent

of the SIR servar iecaly ahd e dmssages sehedVaddec Sl sdhendto Wth
reference to Figure 1, SIP Server User Agent 170 receives the nessage. In

a sixth sthep SPetver SIThsaressagseinabedrs 4 orewlHathe nessage to the

SIP application i tifi b the SIP applicatio D! ssage. In
some enb(?dﬁfﬁﬁ%,odf%ee eé/(:f‘re‘éee]f’ve% Srr%@s%%eacliésr nso% ?%Ptm%ér.'gseg? on to the
SI P appl icatdon, ds exambel i@t Yo Poréf othef STk heppressageoef i ni ng t he

SIP feature ID for the SIP application may be forwarded. Wth reference to
Fi gure 1,witlpowhigie Hie S|t et MR saget i utt hg Mot 295559 %r war ds

the nmessage &ﬁ@%ﬁ% I cald %%ﬁ%nl- f%&@réefﬁn&f', Sh&Ps B25Fea t e SI P

application d by the application IDin the nmessage receives
t he nmessagie;h arhijpdr tilon 3TReranfl iandiorcofnizesSIR ¢kaenk edéDitds t he

message. The SI P application the conpl etes. the routing, of _the nmessage to
t he identﬁ?i%m‘g?lppaflé%t l}'\“et%vﬁ e?%‘f‘%?e%%eksjt%uﬁg ’realigljf%%tk%%ture ?D

Recogni tiom Mydih:e dbbsdpcogmizestdhel s sadeermbhés ther sessage and
forwards the nessage to SIP feature 1601-1. In sone |n{)l enent ati ons, not

al | of tHerrbovetian epsrirspdredped fop nplE Pl ExarpPe, Liheh b0 18I P
application 160-1 located on SIP server 150, which has
SIP feature 1601-1, which corresponds to SIP feature
1151-1. The SIP Application Selection Message Generator
125 then generates a message including the above-

described message information.

In a fourth step S220, the SIP client user
agent outputs the message for transmission to the SIP
server. With reference to Figure 1, SIP Client User Agent

120 outputs the message for transmission.

In a fifth step 8230, the SIP server user agent
of the SIP server receives the message sent by the SIP
client. With reference to Figure 1, SIP Server User Agent

170 receives the message.

In a sixth step S$240, the SIP server user agent
forwards the message to the SIP application identified by
the SIP application ID in the message. In some
embodiments, the entire received message is not forwarded
on to the SIP applicaticn. For example, only a portion of
the message defining the SIP feature ID for the SIP

application may be forwarded. With reference to Figure 1,



applications and SIP features that are authorized to be wused on a SIP
client are provisioned on the SIP client, step S213, the step of the SIP
client user agent confirmng that the requested SIP application is allowed
to be executed on the SIP client and that the requested feature is

aut horised for use on the SIP client Jds not be perfornmed. The nessage sent
by the SIP client may include "To" and "From' headers to define a

desti nat | - - dhes SIP client,
estinalid y%%ﬁ)ll@atﬁ%rp%%e 3l @1 SP WS BRI I B St Dhwd hes clien

respective me enbodi nents,” the destination address sent in the
message ithea rlsRags ftor MR soplcecdtdem i¥6@rl. (URI). In sone enbodi nents
the destination address is an enail address. O her exanples of destination

addresses may be hone nunher,, a nape, o a o] f._J tification
that the SIP ser ve?I RIS tsetet% an O’en%%irgn# J-E %g Caﬂi\l'%gfyti cul ar
exanmpl e ofgent'iFo'edsy a3fe ISIP "dp Kisd 4t User1h @G pohey mewdadd60>" where
"user-1" is the destination, "sip.xyz.net" is a SIP server, and "5060" is

a server TRSTal RIS TORfag s OF RO SR oM Bt ARArrSOAMA R of a " To"
address aandféétdrse% tﬂhbieh %Pf%e.rn?é & hadp e SgEh %};ﬁﬁ@@ﬁié& fdn i ntended to
the application.

limt the scope o I n sone enbodi nents, the SIP
appl i cat icompg IRl thher @A feailirend Deswaod e ethequdstedfbydt he SIP

client are included inp the ssage as . extension of _the desiination
addr ess. AF J'ee°ofv‘pjttrjﬂs %“flﬁi‘g‘f‘? 31?10 aﬁh%‘?%%gfw {}Pﬁe S??@%%fo?ifcﬂéti on I D and
SIP feat yaddhid vy uisshas vob exd@hgh Ded Sthe feature ID in the

message and forwards the message to SIP feature 1601-1.

In some implementations, not all of the above
steps may be performed. For example, when only SIP
applications and SIP features that are authorized to be
used on a SIP client are provisioned on the SIP client,
step S213, the step of the SIP client user agent
confirming that the requested SIP application is allowed
to be executed on the SIP client and that the requested
feature is authorised for use on the SIP client is not be

performed.

The message sent by the SIP client may include
“To” and “From” headers to define a destination address
of an end user and a source address of the SIP client,

respectively.

In some embodiments, the destination address
sent in the message is a SIP uniform resource identifier
(URI). In some embodiments the destination address is an
emall address. Other examples of destination addresses
may be a phone number, a name, or any form of
identification that the SIP server may translate to an

endpoint.



"To: <sip:user _| @i p.xyz.net:5060; +SIP App_Id=APP Y; +SIP Feat |d=FEATURE
X>". The initial portion of the destination address is as described above.
The extension includes the terns "+SIP_App |Id=APP Y" to identify the SIP
application ID as "APP Y' and "+SI P_Feat | d=FEATURE X' to identify the SIP
feature ID as "FEATURE X'. This is- ofs course one specific manner of adding
an extension, but is not neant tolimt a format of the extension to only

this type. Wth refer 7 BLuoe &P M afgqymple of a
destinati on addr es§ \ﬂeatrlﬁt% I agp%% cgieon and feature IDinformation is

"To: <si pruseK si@ShR eserieri plongd .meatarhd) @orf| Wste Appan=Si RsAgdid cati on

160-1; +SIP Feat |d=SIP Feature 1601-1>". en a S|P serw ineluudes
security SRS Yo &R -6 Yemstr &ﬁfﬁﬁe%?ri%eaﬁ’ec? e%qé}dgntlgsdare

al l oved AcLESEA Hdrte RSy Vamand/ drot canss eoddadad Ruldd ents are
provisioned with only SIP application - 24 configuration information for

SI P appl iccatindms cnck STR” fastdnmses aitthtltarks dir e iFEHETIIRCSIPat i ents may
each include aI Iser t;]qesntr{g Ci%ﬂe%%qi(ﬂepﬂ?%q%l&@pe tsansm tted

nmessage t0 ehable Althori zed access server. In sone
enbodi menrtgp1itde iR server ensures only authenticated SIP clients are

all oned access to the SIP server and/or to ensure that SIP clients are
PPl i cations and S Rt Reatte o Tt ot B by BB oyt Aok A" Shar ed
key or ceifd fdGat& st ke sED arneh B &l ¥e t MO eXatad 85y Ofh& ESTIP | ¢ i dmasur es
that could be used, others security neasures are also_ possible.

are included in the message as an extension of the

destination address. An example of the destination

address with SIP application ID and SIP feature ID

included as an extension is

“To:<sip:user 1@sip.xyz.net:5060; +SIP_App Id=APP Y;

+SIP_Feat Id=FEATURE X>”. The initial portion of the

destination address is as described above. The extension

includes the terms “+SIP App Id=APP Y” to identify the

SIP application ID as “APP Y” and “+SIP_Feat_ Id=FEATURE

X” to identify the SIP feature ID as “FEATURE X”. This is

of course one specific manner of adding an extension, but

is not meant to limit a format of the extension to only

this type.

With reference to Figure 1, a particular
example of a destination address with SIP application and
feature ID information is “To:<sip:user
1@SIP_server_ domain_name.com; +SIP_App Id=SIP Application
160-1; +SIP_Feat Id=SIP Feature 1601-1>".

When a SIP server includes security features so
as to ensure only authenticated SIP clients are allowed
access to the SIP server and/or to ensure that SIP

clients are provisioned with only SIP application



The net hod descri bed above may be used for selecting a SIP application and
SIP feature when initiating a SIP session between two SIP enabl ed devi ces,
such as a SIP client and a SIP server, when managing a SIP session between
two SIP enabl ed devices, or when «closing out a session between two SIP
enabl ed devices. In sone enbodi nents,24 he nessage sent by the SIP client
user agent is an INVITE nessage. An INVITE nessage is used to start a SIP

session HE%\J% ?S{P nehabl et devi cestp f 9p £XaaPl ént hen®l 16! i ent and

SIP server erence to the exanple above, this is a SIP session
bet ween SidxAppds ctaﬁaioraﬂdﬁtitmri:tedSI the c§TRNel 140t anta Bl faappl i cati on
160-1 and, SI eature 1-1 %h SIP Seryer 150. In,some_enbodi nents, the
message set tqmys?§F9Qﬁ?¥ﬁll EHORGERT 7sPA° RBH Y hedsage. A NOTI FY

nessage iSrAUsaited! RSEsaH o SMaSESSh@hbel veanatvwess StH enabl ed
devices. - 25 Once a session has been established between the SIP client

and S|P sE¥Rererecseskh oprhelerrlpeipentdr thRahpFeSarvALLSMDICARY be used
by the Useflagae@ééergglé% dSé,fPCéif&tén &l §%§8&¥8ra.£8?§t9[1£80£ﬂ1¥ route

further ages ceor dr sécond broad aspect o e application,
a net hod §BP pé@JWféiﬁdafﬁ@XOﬂ &Fémabéethadesweclientexanpl e a SIP client or

a SIP server to be provi ded wth SIP fggl i cation Erow SJCOHI ng and
confi gura‘.?lf%‘ﬁl%‘?%?%‘ﬂ% PylR Ehhi PERr At bhoRefUBF LIP3 $8 e enbodi nent s,

the SIP éﬁﬁéw&m@&é'Qyﬁaépﬁﬂlcaﬂi@ﬁgaah@ns@ esgdutesconkigure the SiP
enabl ed device renotely by the configuration server, while

‘are authorized by employing a shared key or certlflcate

These are merely two examples of security measures that

could be used, others security measures are also

possible.

The method described above may be used for
selecting a SIP application and SIP feature when
initiating a SIP session between two SIP enabled devices,
such as a SIP client and a SIP server, when managing a
SIP sessicn between two SIP enabled devices, or when

closing out a session between two SIP enabled devices.

Iin some embodiments, the message sent by the
SIP client user agent is an INVITE message. An INVITE
message is used to start a SIP session between two SIP
enabled devices, for example the SIP client and SIP
server. With reference to the example above, this is a
SIP session between SIP Application 115-1 of the SIP
client 110 and SIP Application 160-1 and SIP Feature 1-1
of the SIP Server 150.

In some embodiments, the message sent by the
SIP client user agent is a NOTIFY message. A NOTIEY
message is used to close out & SIP session between two

SIP enabled devices.



si mul t aneously provisioning the SIP enabl ed device with information. For
exanple, in the case of the configuration server communicating with a SIP
client, once the SIP client has been configured with the SIP application
configuration information, the SIP client may use the SIP application
configuration information to select 58Sl applications and SIP features

| ocated on renote SIP servers. In the case of the configuration server

communi cating with g, B SErydion the Sldvn anplispidinny Genlial alion
i nformati on may be used 3o eterm ne Ich SI'P applications and features
are host e3sip yl itdrer S SV everdear,s ares essdiont meterst 1 e SIfm@mppl i cati on

configuration informatiaon provided b e canfiguration server. defines

i nf or mat i%ﬁrﬁ?ﬁ% & §rAld Ii%pﬂqycgﬁ &%ein?iy ?D_L?Seea’f lﬁ%es‘lt_t%aqflg}}be_ avai |l abl e
to a SIP gl enfyedt e PASGOfvdihe S FBuELy Ofbses VRIrtHEOvi ding the SIP
client wwth the SIP application - 26 provisioning and configuration

i nf or mat inmrgsadwes . configurati on server determ nes which SIP applications
and SIP features are available to the SIP client so that the appropriate

SI P application confj t i nfo i i ided, fofhe SIP client.
For exanple, the Sw&gc?ledrﬁo%r#ﬁyq s%%%%ﬂrc?lr)}%rat)%dgé%r%cu;f ar group of SIP
appl i cat izpsl feomen Sed \nietehpd avd deroaited hbvefargl breyabldwse applications

are available to the SIP client.__ Furthernore, é SIP client. may subscri be
to only &eViGf1 PP I6 %Iﬁ?e‘ﬁ%ﬁ%@ ore a J{Er?‘?]&mﬁrt%lkﬁg

appl i cat i 0n, Nely NECES S p |yl 4 cavabh abt &y S Foh eag uigs for that SIP
application. In-sone enbodi nents, the configuration server has SIP client
speci fi c ¢doflorgmtdtpipn information by a configuration server. In

some embodiments, the SIP application configuration

information is used to configure the SIP enabled device

remotely by the configuration server, while

simultaneously provisioning the SIP enabled device with

information. For example, in the case of the

configuration server communicating with a SIP client,

once the SIP client has been configured with the SIP

application configuration information, the SIP client may

use the SIP application configuration information to

select SIP applications and SIP features located on

remote SIP servers. In the case of the configuration

server communicating with a SIP server, the SIP

application configuration information may be used to

determine which SIP applications and features are hosted

by the SIP server.

In some embodiments, the SIP application
configuration information provided by the configuration
server defines information only for SIP applications and

STP features that are available to a SIP client.

In the case of the configuration server

providing the SIP client with the SIP application



stored locally on the configuration server to enable

application configuration information to send to the SIP client.
enbodi ments, the configuration server accesses client specific information
from el sewhere around the network. SIP application configuration
information that is stored on the SIRBclient may be used by the S
to determne which SIP server has a particular SIP application and SIP
feature thaty{deomlRy di@ntodtesdiestid® accestat {Of, exaapl e as described in
the first broad enbodiment above. SIP application configuration
i nf or mat iomreguratidudeesore detarnints Wrichppl F c@P bhcdbta®$ on

nor ] oy SUEh AL A LA SLOCL PIRLOEO! | R 208 o5, and < pofany

SIP servearm%

| ication; security i1 nfornmat

determ ni ng what SIP

In sone

| P client

nber of a
i on such

as a usertHd ahsiropassye®rsic b cagd 1 dys albhotdzelyacsessnt bnfdemsSt Poser ver
that is hosting the SIP application, a SIP a%glication ID, _a list

f eat ur es

o JRY B @RA Wi 2 HEiheS B FRLiomt . JHRF | @2 TRRE antihS| PLF eat ur e

each respecidy n%,ﬁ slisdt t18e &) Parealm &0f oF rr@%ér) b whpch a rea

server group that

as a common aut henticati on he SIP enabl ed

of SIP
| Ds for
Imis a
devi ce

recei vi ngapiel SiPLappl foen | Dnsexv deeraproni deangnd| Fhelvaddnei ohby mation. In
sone enbodi nents | P application confjguration information is ha
into the SI¥° a?ﬁfl’]rslc%ﬂ‘ﬁﬁés o T h%v%}g‘anrﬁjr%eﬁ?.{%régéaﬁg?%?gt he SIP
appl i cat i o ©oefheite atd 100 $ 1P oEBEh ©MaARYsBiSsthsbhal tedowny sdhe SIP client

at the tine of manufacture of the SIP client or by a service provider
bef ore satinbied hourdpqr f i @Y fertneepubry cd BrPEhppleEa®ibn configuration

application, not necessarily all available SIP features
for that SIP application. In some embodiments, the
configuration server has SIP client specific information
stored locally on the configuration server to enable
determining what SIP application configuration
information to send to the SIP client. In some
embodiments, the configuration server accesses client

specific information from elsewhere around the network.

SIP application configuration information that
is stored on the SIP client may be used by the SIP client
to determine which SIP server has a particular SIP
application and SIP feature that the SIP client desires
to access, for example as described in the first broad

embodiment above.

SIP application configuration information may
include some or all of: SIP application location
information such as an Internet Protocol (IP) address and
port number of a SIP server that is hosting the SIP
application; security information such as a user ID and
password to allow authorized access to the SIP server
that is hosting the SIP application; a SIP application
ID; a list of SIP features assoclated with the SIP

rdw r ed



information that is hardwired into the SIP applications may be

suppl enented or supplanted by new i nformati on provided by the
configuration server. An indication in the information provided by
configuration server can indicate how the new information should be
treated. In some enbodi nents, SIP application configuration information is
provided to the SIP client fromthe configuration server. The SIP

appl | cat 00,1 CONFIQUIA] At 8 AL ofbdme e JEANsIl 4 At y e he-ai ¢

(OTA) bet) ient an e configuration server, over a wred
connect i diediatnesers ither <SR alanamsmhtJhe woindh qurzgd lon JSﬁera/er or some

conbi nati on of the sone enbodi nent.s, the SIP ati
conf i gur &SP rﬂ‘liﬂ%% Srovi BT r R T HE LSBTy ?}? |gth s%fr}%/er to the

SI'P cliendn iased cmlacé e&t@esltmfg arnd her sl ﬁ);&ii@’ﬁldr@ 1o eend i gur at i on
server for the application configuration information. For exanple, on

initializd gl Bbfdatselrs|imigyreaition. SIP application - 28 nanager in the
SI P enabl ed device contacts the confl guration server and directly requests

the SIP applicati orgpd | anples of initialization
of the SIP client ?rlgly%mconm ere t?:fb be wh ]E% SIP client is powered

on, when ddnfiisyudedteiron niedt otrieet ioo rienthStd appd | Tat ¢ ovheo®? gur ati on
|nforrrat|on|s ol der tha ve Ilmeprlod or. when ne onfiguration
i nf or mat FP LGRS £ %e‘%v]f et By Eg OF AT - Tﬂée %%uest may be
made, forygxam @ ort Qe @»&@idwlﬁ{foﬁ@éﬁ&ﬁ werihdealnéeraet . After
authenticating that the Pclient is authorlze to comrunl cate with the

conf i gur dtheorb BReraderent e c8rd i gunat o brivaenfazteendal tHee S

client or by a service provider before sale of the SIP
client to the public. SIP application configuration
information that is hardwired into the SIP applications
may be supplemented or supplanted by new information
provided by the configuration server. An indication in
the information provided by configuration server can

indicate how the new information should be treated.

In some embodiments, SIP application
configuration information is provided to the SIP client
from the configuration server. The SIP application
configuration information may be transmitted over-the-air
(OTA) between the SIP client and the configuration
server, over a wired connection between the SIP client
and the configuration server or some combination of the

two.

In some embodiments, the SIP application
configuration information is provided from the
configuration server to the SIP client based on a request
from the SIP client to the configuration server for the
application configuration information. For example, on

initialization of the SIP client, a SIP application



requested SIP application configuration information to the SIP client. In
ot her enbodi nents, the SIP application configuration information is
provided to the SIP client by the configuration server "pushing"” the
information to the SIP client without being specifically requested by the
SIP client. The informati on may be puwshed to the SIP client for any one of
mul tiple reasons. For exanple, when the configuration server enters the

net wor K it Rys Sendl ¢ 1auits B MRSR0e) | dict sk neb:St R-applhgat i on configuration
information to all SIP clients in conmunication range of the configuration

server. lagordnigiuest examgs ment land chfequk vt FomstrverheaylBend out a

message including updated SIP application confi i ipformation to all
SIP cli erﬁpfjilncarc}%rﬁﬂmq%’hﬁ%%artaln%g lor%g?%%a%%%?i g%@%%g dégrver when at
| east sommiafidhez Rappt et i9re epidngunad iion codordetedntod sbaipdat ed.

For instance, when SIP application configuration information, is changed
for a Svhed it TR eBieDehan eI ehe”’S) P/RPDHI Heat§ oFEQHHINSE P f eat ures

subscr | befd Q- didie P S at 2 ShEE ARREACALH O £OREA OUEALL O

information may = als on the SIP server and be used by the SIP
server t@dierthare avhdicherSItP reppbe chod onsr awdes| v f ean it @grabhaent he SIP
server is hosting. In so enmbodi nents, the lication c.ﬂ%i guration

S| P
i nf or mat i ‘gh- 33gpe SiE gt i AT ONSThat ©ct %Olgﬁ SeFVet VRdst °Fs hard

coded i ntQ:dhes Slifh B Shade ) NESONBx &AH0E] nﬂmi:@u%tsl £ eppliacati on
configuration information for_ SIP applications that the SIP server hosts
are proviehkier the S serveinteonet hePTeohf ruthant bprkerdelbathe I P

applICatLéHé(§¥gié&géﬁé(H% authorized to communicate with the

configuration server, the configuration server sends the
requested SIP application configuration information to

the SIP client.

In other embodiments, the SIP application
configuration iﬁformation is provided to the SIP client
by the configuration server “pushing” the information to
the SIP client without being specifically requested by
the SIP client. The information may be pushed to the SIP
client for any one of multiple reasons. For example, when
the configuration server enters the network it may send
out a message including SIP application configuration
information to all SIP clients in communication range of
the configuration server. In another example, the
configuration server may send out a message including
updated SIP application configuration information to all
SIP clients in communication range of the configuration
server when at least some of the SIP application
configuration information is updated. For instance, when
SIP application configuration information is changed for
a SIP client due to a change in the SIP applications and

SIP features subscribed to by the SIP client.



information may be transmtted over-the-air (OTA) between the SIP client
and the configuration server, over a wwred connection between the SIP
client and the configuration server or some conbination of the two. In
sonme enbodi nents, the functionality of the configuration server is
included on a SIP server, enabling tdge -SIP server to provide SIP
application configuration information to other SIP enabl ed devices such

as SIP clients and Othefp3l iR SEIMHElSon £ 1 SO o1f RO MRt iSon they _
configuration server is inplenented as a non-SIP server, accessed via sone

ot her | Pagrsot deolstcRiqpuran Fhd |3t repeeen Iystiesn 800 ikt it SIP
enabl ed device 310 d a .configuratd seryver_320 _c d to network 330
for inpl &ifentim %(f%oefénlo © wpk%ocvr% déf]% @Q’l%%% T¢at iagﬁd?géé]% i guration

i nf or mat iryyodescrdthad ter eTe skhersst B enaddethglevi ce 310 may be, for
exanple a SIP client or a SIP server as described above. - 30 Only. a
single SIP enabled device 310 and a single configuration server 320 are

shown connected to 1T ROHetRII It Thet 8§ st 147t L9l enents aspect s
descri beq.d ¥ RId Catd o I@ord Ned Mdes @nys ppindies ofat P @nabl ed devi ces

310. Furthernore, there may be nore than one configuration server in the
syst em 3@hhe AIP esaamyi e hofstes cionfiaud atoded senverthe [FIDheseiedey i bed bel ow
in further detail with reference to Figure 5A. An exanple of a SIP enabled

device will be described bel gw i.n further dep\g;]?ﬂ g\ﬁ# reference to Figure
5B. A nethod for cglrrﬁisgou i negn%aocglr%?%éjnsa’bl edeg ce? %} exanple a SIP
client orconiSlfusariver ,inidinalRn appt | SBP | Swpcoodt puat tlomt | tfer mat i on
w || be described )
SIP server hosts are provided to the SIP server from the
configuration server. The SIP application configuration
information may be transmitted over-the-air (OTA) between
the SIP client and the configuration server, over a wired
connection between the SIP client and the configuration

server or some combination of the two.

In some embodiments, the functionality of the
configuration server is included on a SIP server,
enabling the SIP server to provide SIP application
configuration information to other SIP enabled devices
such as SIP clients and other SIP servers. In some
embodiments, the configuration server 1s implemented as a

non-SIP server, accessed via some other IP protocol.

Figure 3 illustrates a system 300 including a
SIP enabled device 310 and a configuration server 320
connected to network 330 for implementing methods of
providing SIP application configuration information

described herein.

The SIP enabled device 310 may be, for example

a SIP client or a SIP server as described above.



with reference to Figure 4. Figure 4 describes a nethod which includes
steps perforned by both the SIP enabl ed device and the configuration
server, but it is to be understood that Figure 4 also provides nethods
capabl e of being perforned by each of the SIP enabl ed device and the
configuration server individually.- Mye-specifically, steps 5410 and $S420
executed by the configuration server would be a nethod perforned by the

configuration serveg, ndas§§@$1e5§§@ angh, 8440 6% it edpobyntihg SI P enabl ed
device would be a nethod perforned by the SIP enable device. Step S410

i nvol ves sirgbondomfieuiani orryervencee8sang ahaenoeyneeorageteonpri si ng

SIP appligation configuration infor hon, for.a pl Lt P
applicati%m%.n?%woﬁﬁc% 1gi%$p?¥%5?$g?6¢hg a%l#mpgﬁﬁ%$%%t¥%§é%§%figuration
i nf or mat | @& d 51 wed @i iedl, apPeicSt Podppb iy cahtdadeoahygnuabéonof nf or mat i on

may include sone or all of: SIP application [ocation information such - 31
as an | ntEFhednaRRdcEVITES 2HAr 59T BRATBOFE . ntRBER BRYaPeSPPIServer t hat

' s _hosti ng,Jeoil FoapPlhcall o SEEYLL Y LREOLYBELANISYCARS @ user |D and

password ow authorized access to the SIP server that is hosting the
S| P appl ieadrmphe af Sh Rcappldcattdon | Herueti 8ildf b8l Bestrabadekeasroci at ed

with the SIP application, and. SIP t Ds_f ti SIP
feature; Py é#?ﬁ ?ﬁ?ﬁf&ﬁ% Fﬁ£§ﬁ?5%ga ?eg?ﬁﬁfgaggségsgggﬁﬁégﬁ that has

a commn, AU henp i eih o8 f9Ev1Be Wi Piepabhedcdestaepel eneini ng the SIP
application information; and SIP domain information. Step S420 invol ves

t he confifurth¢ordeerivbrvithansherenag SPPragprecabi-on configuration
i nformation

A method for configuring a SIP enabled device,
for example a SIP client or a SIP server, with SIP
application configuration information will be described

with reference to Figure 4.

Figure 4 describes a method which includes
steps performed by both the SIP enabled device and the
configuration server, but it is to be understood that
Figure 4 also provides methods capable of being performed
by each of the SIP enabled device and the configuration
server individually. More specifically, steps S410 and
5420 executed by the configuration server would be a
method performed by the configuration server and steps
$430 and S440 executed by the SIP enabled device would be
a method performed by the SIP enable device.

Step S410 involves the configuration server
accessing a memory storage comprising SIP application
configuration information for a plurality of SIP
applications. For each SIP application that SIP
application configuration information is maintained, the
SIP application configuration information may include

some or all of: SIP application location information such



including SIP application information for at |east one SIP application. In
sonme enbodi nents when the SIP enable device is a SIP client, the
configuration server sends SIP application configuration information for
only SIP applications and SIP features that are available to a particular
SIP client. In such a case, this may 3lesult in the configuration server
further determning what SIP applications and SIP features are avail abl e

to a pardd i ai@ A& i Bt caash sensl nedd Res apRE@PHb At enshifer appld cat i on
configuration information. Determ ning which SIP applications and SIP

feat ures SR sREVembikat ols hesfineutke SIP appbhtabmyn: f epcexbiyl e,
i nvol ve the. confiqurati.on serv ccess| e ific
.1nch_lnér}:1 .suéh vﬁl'lsl c \%%%taafp]g gﬂl@?ﬁ)§é§w8£ g+ ng_)f&w

i nfornation ef ines |'Tcations an eatures are
avai | abl enithar giaera&lds £l t@nthe -SBR s&Stepr SARBHL | hyohvesitdetist P enabl ed

device receiving SIP application information fromthe gonfi guration
server. St @Rlﬁ‘-‘ﬁﬁﬂcﬂ%ésatw SIpP et EeR dkVi @ 13%brehg®the received SIP

applicati i L 00 I SEPOL Y- 51 05 898n 0fnd her SI P enabl ed
devi ce. Ij{'&r?gE'l::ﬂodrnrlgeé)g ﬁ%%&%%f&%%%o%% enabzirlﬁ{é% devi cenusrés the stored SIP

appl i cat i rrtoond | His afeoreaci orespeonive TORf fgarereheSIB Peababl ed devi ce.

The SIP enabl ed device is caonfigure such that the only, Sl P applications
and S| P FERUreE-19arth asl-élgl?/a?Iﬁ%ﬁ‘gmtlost%es%itﬁelén%ﬁ?lé}a te%?c%ggrae SIP

appl i cat i @igneh S b { epd 4l £6n f 86 r WhE hst hee TPl edabbedcedevi ce has SIP
application configuration information. |In_some enbodi ments, the SIP

confi gur ASERILVING riimtF o FRPEHER YheRdl BHEP PRt bePng2RAoP LB FAmaHe

information.

Step $420 involves the configuration server
transmitting SIP application configuration information
including SIP application information for at least one

SIP application.

In some embodiments when the SIP enable device
is a SIP client, the configuration server sends SIP
application configuration information for only SIP
applications and SIP features that are available to a
particular SIP client. In such a case, this may result in
the configuration server further determining what SIP
applications and SIP features are avallable to a
particular SIP client and sending the appropriate SIP
application configuration information. Determining which
SIP applications and SIP features are available to a
particular SIP client may, for example, involve the
configuration server accessing SIP client specific
information that defines which SIP applications and SIP

features are available to a given SIP client.



configuration server, thus protecting it fromexternal tanpering. As

di scussed above, in sone enbodiments the SIP enabled device transmts a
request for SIP application configuration infornmation for at |east one SIP
application. Wth reference to Figure 4, this would occur prior to step
$410. Also occurring prior to step 540 -4n a situation when the SIP
enabl ed device transmts a request for SIP application configuration

information, is adurthersstapdiabiohe the Gonfiom atdereser ver recei ves

the request. Also occurring in a situation when the SIP enabl ed device
t ransnmit srecaiegirests Toras A agpplécatn Hrrmaioidn giveniomre i nformation, is a
further step in which the configuration server selects the SIP application
conf i gurﬁ@&?@ﬁ%%ﬁﬁf‘?%uested in the received - 33 request. This
step occurs after the configuration server accesses a nenory storage $410,

but before the corddguratd ®nisesvess tEeasTil SeiBb)l @pplieente on
configuration information S420. In sone enbodi ments, when a request for SIP
appl i cat iseiond i e atsemived ot hatdpml } b heri VeEP WA the" £oR#tHUrati on
server, the confi 90, 581 YT nLi g3 Es 401 SLP enabled device that
sent the g}}e%ﬁgésr{\%?éﬂ onéegeééﬁr?}ti%u%ﬁfeor mat%on sen:tL by the SIP enabled
devi ce wdnbddimereguesthe EP satabbl¢y defocemison thaystoacéddeIB user

identificatio d wor d . I th f hared k
certi 11 caRP HURSIRAT (4L ST Arkth otf HRUI et Ihd- P e ROHF bt Ak on ser ver

Wth ref esgnce, 110 & Gei SA Phdastp CethaP1e@Xa8PL e 0f sacenniygueati on
server 500 will now be )
such that the only SIP applications and SIP features that
are available to the SIP enabled device are SIP
applications and SIP features for which the SIP enabled

device has SIP application configuration information.

In some embodiments, the SIP configuration
information is encrypted before being stored in the
configuration server, thus protecting it from external

tampering.

As discussed above, in some embodiments the SIP
enabled device transmits a request for SIP application
configuration information for at least one SIP
application. With reference to Figure 4, this would occur
prior to step $410. Also occurring prior to step S410 in
a situation when the SIP enabled device transmits a
request for SIP application configuration information, 1is
a further step in which the configuration server receives

the request.

Also occurring in a situation when the SIP
enabled device transmits a request for SIP application
configuration information, is a further step in which the
configuration server selects the SIP application

configuration information requested in the received



descri bed. The configuration server 500 includes a Menory Storage 510 for
storing SIP application configuration information, Processing Logic 520, a
Security Mdule 545, a Transmitter 530 and a Receiver 540. The Recei ver
540 receives requests for SIP application configuration information from
SIP clients and/or SIP servers. The3xansmtter 530 transmts or pushes
SIP application configuration information to SIP clients and/or SIP

servers. rE?fJe%e&urﬂﬁiys &40 d nefudes i f et d ot thatsd sydised to
determne 1T a SIP enabl ed device is authorized to access the

conf i gur atdays sy vemenkory shaarmpy e, S4ien bl SR renmdbied device sends a

request to the cqcﬁfcirgurati on server.to ect ficsalm Picc;arppl ication, the - 34
request MR AIEY AMALESE U T dbhtT 11 cat ¥ -5 password. The

Security Jvhtul 81045 detierfimestidn tdvee® P enabl ed device is authorized to
access the configuration server based on the received user identification

and password. In sonme enbodinments, the Security Mdul e 545 can further
det er mi ne whi ch SI Fiapiiie ARRAEIRFRE S PR A e e HatTheS S P enabl ed

device r g#ﬁ-t' - ' A i Ao i scauihafiged-fo use. As a
result, ?fl y%%%%%?ﬁf%&%%%@mﬁ%%&%%e aut hori zed SfP applications
and SI P featfiirpsrdtsiqr aemesk t chidecSiPigensbl ed skewvee. | n sone

i mpl errentations,.thtre Secur i Mbdul 545 may not. be included in the
conf i gur 1O EEr AT Fit® é%%t%ﬂ%éfe?fd?ﬁjec I%laa%p??%%t?%% confi guration
i nfor mat i, Qyisst Mshad o sddieri P enebhft devi ent W ttrpat sapspeci fic
request for the SIP application . , ,

enabled device with the request. The security information

may include a user identification and a password or may

employ the use of a shared key or certificate between the

SIP enabled device and the configuration server.

With reference to Figure 5A, a particular
example of a configuration server 500 will now be

described.

The configuration server 500 includes a Memory
Storage 510 for storing SIP application configuration
information, Processing Logic 520, a Security Module 545,

a Transmitter 530 and a Receiver 540.

The Receiver 540 receives requests for SIP
application configuration information from SIP clients
and/or SIP servers. The Transmitter 530 transmits or
pushes SIP application configuration information to SIP

clients and/or SIP servers.

The Security Module 545 includes information
that is used to determine if a SIP enabled device is
authorized to access the configuration server. For
example, when the SIP enabled device sends a request to

the configuration server to select a SIP application, the



configuration informati on. The nmenory storage 510 includes SIP application
configuration information for nultiple SIP applications. For exanple, a
first SIP application has SIP application configuration information 510-1,
a second SIP application has SIP application configuration information
510-2 and an Nth SIP application hass4SI-P application configuration
informati on 510-N. For each SIP application that SIP application

conf i gur aﬁécﬁibéﬂ“fniyﬁlis%ﬁ i ITRHdY &l Neghr theentSIA @ppldcaid@ns configuration

information may include sone or all of: SIP application |ocation
i nf or mat ipessuwid. &habdqterinetMEhotecolS (deembidres st 9ot tP nunber of a

SI P server at.is _hosti.ng t SIP application, .security: i tion such
as a usereq%qa%% Sassword to" :‘Hrolv%ecgu oarcl%eeg a@%egséérﬁ%l?%%‘;%%?server ‘
that is hestidw Bhed P @pplicadivnd wsSt Rapplitataotod ind | i st of SIP -
35 features associated wth the SIP application and SIP fea%éjre | Ds for
each respEASRAES AT g B Renisn §hE ot onY ifPdhternr @ realmis a

server 9o LA dA%a e GOMPNLbent  cah) on-dofodhe i Rsppadl ed devi cg

receivingt Ication information; and SIP domain information. SIP

appl i cat ifamtoords gurat itdre | 9 Dremeb loed fdevive SteuEppt ivatflons is

illustrate n the configquration server _.in Fi%gre 5A, TE‘TS values Nis for
h&t® t He®

d o
i |l ust ratqq}bfol%ad:ds%h FRAEIOR oL AYHHRT 570 R StP application

confi gur @tésqm,nf&ugpt L ¥ 1Yy DE1 40T 1 0NEr ik t i 6T Bo Sl thapphiatisas. I n some
enbodi ments, the SIP application configuration information stored on the
st orage mEAPPEIR GOt Il 1 tFrafwres of S A A ExEensidl & Mar kup

enabled device.

In some implementations, the Security Module
545 may not be included in the configuration server. For
instance, if the SIP application configuration
information is “pushed” to the SIP enabled device,
without a specific request for the SIP application

configuration information.

The memory storage 510 includes SIP application
configuration information for multiple SIP applications.
For example, a first SIP application has SIP application
configuration information 510-1, a second SIP application
has SIP application configuration information 510-2 and
an Nth SIP application has SIP application configuration
information 510-N. For each SIP application that SIP
application configuration information is maintained, the
SIP application configuration information may include
some or all of: SIP application location information such
as an Internet Protocol (IP) address and port number of a
SIP server that is hosting the SIP application; security
information such as a user ID and password to allow
authorized access to the SIP server that is hosting the

SIP application; a SIP application ID; a list of SIP



Language) SIP application information block. The XM. SIP application

i nformati on bl ock may be divided into sub- blocks in which each sub-bl ock
i ncludes SIP application configuration information for each of the
plurality of SIP applications. The processing | ogic 520 accesses the
menory storage 510 and selects SIR @wl-i cation information for at |east
one of a plurality of SIP applications to send to the SIP clients and/or

SI P servers e \Mhen 4 Sofd Suratl ahservera il sacehyema@ syequest for SIP
application configuration information, the processing logic 520 is

provi ded fatninchd e diestedsh terpeaivieiy F1BARaIEe heS TR gkt ng | ogi ¢ 520

| ects SIP |.i cat.i onf i tion inf i t
570" based hP TR Fobdl U Gl PapUBSSt LT g6 1 b Sl SRS s TRl o

request fHmrRIP adritciaid e ot GtHats om drdloramitdeonids recei ved by the
configuration server 500, at |east one of:. the receiver 540, the
processi FEIGGIOSIRE LR FPR I M 5unf Aiee E 3R 2% iyl § dYf®2 520 i n
conbi nat i Nlentj cate the SIP enabled device that sent the request
based on security Information sent by the SIP enabl ed device along with
the request. In sone enbodi nents, the configuration server includes SIP
enabl ed devi ce sped¥H appifioratmitdroncdofiguedsren mimeapprbpt i Bee 6| P

applicati configuration . information that shou e . i configuring
the SIP %a@@} el o s]oﬁeuse %%%(are%? sfjsm? h(jé&%%rﬁllk%aﬁ?% I|§Ion server

i ncl udes g wRdul i forgol @x) NhSI R Bed | edi defoceil bpectdt tvé nf or mat i on
from el sewhere over f%e network for determ ning apprqgriate SIP
applicaHRﬂfRRﬁﬁﬁgﬂﬁhﬂﬂbﬂs to be understood that the SIP

application configuration information may be for one or

more SIP applications.

In some embodiments, the SIP application
configuration information stored on the storage memory
510 is stored in the form of an XML (Extensible Markup
Language) SIP application information block. The XML SIP
application information block may be divided into sub-
blocks in which each sub-block includes SIP application
configuration information for each of the plurality of

SIP applications.

The processing logic 520 accesses the memory
storage 510 and selects SIP application information for
at least one of a plurality of SIP applications to send

to the SIP clients and/or SIP servers.

When the configuration server 500 receives a
request for SIP application configuration information,
the processing logic 520 is provided with the request by
the receiver 540 and the processing logic 520 selects SIP
application configuration information from the memory

storage 510 based on the received request.



information that should be used in configuring the SIP enabl ed device.
Wth reference to Figure 5B a particular exanple of a SIP enabl ed device
550 operable to communicate with a configuration server will now be

descri bed. The SIP enabl ed device 550 includes a SIP application manager
560, a menory storage 570 and SIP -appi<ations 580. The SIP application
manager 560 is operable to performnultiple functions such as transmtting

requests to the copfigifatdRnogehystsf ohnshPaapphiheati por conpi guration
information for at least one SIP application, receiving the SIP
appl i cat i awppLhrd jom atéwhigund o omt inhorhaties pashededood by thefromthe -

37 configuration server, and rin he received, SIP. a ication
configurﬁ%ﬁ)l??ﬁ%ﬁ+ﬁﬁi%ﬁFY%€a§¢@’i%gt%%asﬁeﬁ%?yosto#%%ergg%}vgﬁe menor y
storage 50 st@hespthee S fhgapphicatron eonthguraté e nf oo nahson for the
at |least one SIP application that SIP applications on the SIP__enabl ed
devi ce MEBEFSHIIRI a %.5$%rl%x%ﬁ%PéPaE1PFr%Fth%$tﬂ§$5?iE%?i%ﬁphas SIP
applicati i i O in i on = (o] i cation has
3P appl FIHEREY Baiie Chhat ChORERLh O el Re gt Ba 3SR 0 SRERTRR b

appl i cat i omf drasaSL&h appht day | tine cBDP i gonakl edndevhter ahbngnwiZl- vheFor each
SIP application that SIP application configuration information is

nai nt ai nLILRH_E- SIP application configuration information nmay incl ude
sone or all of the information |isted above with reference to the
configuration servetn some embodiments, the configuration server

includes SIP enabled device specific information for
determining appropriate SIP application configuration
information that should be used in configuring the SIP
enabled device. In some embodiments, the configuration
server includes a module for obtaining SIP enabled device
specific information from elsewhere over the network for
determining appropriate SIP application configuration
information that should be used in configuring the SIP

enabled device.

With reference to Figure 5B a particular
example of a SIP enabled device 550 operable to
communicate with a configuration server will now be

described.

The SIP enabled device 550 includes a SIP
application manager 560, a memory storage 570 and SIP

- applications 580.

The SIP application manager 560 is operable to
perform multiple functions such as transmitting requests
to the configuration server for SIP application
configuration information for at least one SIP
application, receiving the SIP application configuration

information that is pushed down to it from the



SI P application configuration information for M SIP applications is
illustrated on the SIP enabled device in Figure 5B. The values Mis for
illustrative purposes and it is to be understood that the SIP application
configuration informati on may be for one or nore SIP applications. In sone
enbodi nents, the SIP enabled device 550 —-is a SIP client that is renotely
configured by the configuration server based on the SIP application

confi gurat O%ﬁé;%f@%'&&éé mérﬂ? %&Ei% éof'eéé‘{ &f-gphe SIP

appllcatlonc i'on 1 nformation nay define only SI'P applications and
SI P feat wmgsl 1dwsti@t ecaviai dubd el ot mzﬁfmrﬁh@i@ﬂli botal Wheim ttiee SI P enabl ed
device is a SIP client % sonme enbodi nents, the SIP client includes
functi ondlCR At QLA%ch gs a SIP client user agent, - 38 that enable
conmmuni cation with a SIP server and selection of SIP applications and SIP

features fromthe S sRsveFy sﬁ@r§@é’res'e@b§@l@ﬁ@@t§het®;ep$ P enabl ed device
550 is a SIP server that uses the SIP application configuration

i nf or mat iapP¥ironttdre configuration befeEratien dbPT nehs| ¥ appi$tati ons and
o b soauife TR0 SLE o SelNel 805! 2o ED 1 hR. S ERabE device 15 a

SI P server, in so server | ncludes errents such as
a SIP serm&rbl@@rde&gﬁ& md;haleﬂmatbbeacceﬂsrunf‘catemp\leh a SiPs’cI ient. In

sonme enbodi ments,, the, SIP applicatio and he SI P. Appl i cati on Manager
560 on t@%I@WW“WC@%S@%@?FP&%‘B@ %%ﬁaﬁ'—b@ﬁec 570 are

i npl enment gk o iy, CONP UL £F - 1 eadabl &, pg ogt B Lecsodéningsryepions stored on
a conput er readabl e nedi umin the SIP enabled device and confi guration

server, raxpeictdviedy. coafsgepation information 570-2 and an Mth

SIP application has SIP application configuration
information 570-M. For each SIP application that SIP
application configuration information is maintained, the
SIP application configuration information may include
some or all of the information listed above with

reference to the configuration server.

SIP application configuration information for M
SIP applications is illustrated on the SIP enabled device
in Figure 5B. The values M is for illustrative purposes
and it is to be understood that the SIP application
configuration information may be for one or more SIP

applications.

In some embodiments, the SIP enabled device 550
is a S8IP client that is remotely configured by the
configuration server based on the SIP application
configuration information from the configuration server.
The SIP application configuration information may define
only SIP applications and SIP features that are available
to the SIP client. When the SIP enabled device is a SIP
client, in some embodiments, the SIP client includes

functional elements, such as a SIP client user agent,



the various blocks in Figures 5A and 5B representing the elenents in the
SI P enabl ed device and configuration server are conputer algorithnms for

i npl enenting the functionality of the el enents. However, other

i npl ement ati ons are possible. The functionality of the various blocks may
be inpl enmented as software, hardwar-e,38 f4irmvare, or as any appropriate
conbi nati on of software, hardware and firmware. - 39 |In sone

i npl ementg{d Onsna e AdtApRbdCalh o ciVBnages S60vés angodd wateigdul e t hat
is physically located within a SIP enabl ed device user agent file

struct ur ef ST R anr il e aandri$lP tfraSrrepphbtér athonSIResrigerr 560 is a
software nodule that is separate from the user agent. Figure 6 is an

exenpl ary envi ronnment é g\g‘%@o 'mé’@l{@ eSS gm%ﬁ%%%ndgyfé%a@g@o in

accordance with sone ecgr%gbo ment’s may be pr st gnall 1 ng between
i 11 ustratied nedyporidelemerist caredetharpd Bhesapetiast hgnt he  above- summari zed
nmet hods and systens. The exenplary wreless conpuni cation system 600

i ncl udes PP HFAT3HPH LN HRYFRA e | Fedm (Hht eeCRhRT2 620 BUVehnd 606),
each of whighe iRy éweagﬂpﬂéﬁ@ié.ﬂé/ Sha S happli¢aLl opsar Wikd one or nore

of the SIP applications having at least one SIP feature available to their
subscri beyexrvdmn hidetss. Pgéran ctharSBxaepileled hdehost seryi B8 602, 604, and

o oceesors B S ior Tye M i R ety STE nRtohTk THCErFate over which
comuni cailQisntd ! hsiech COMMAIN TRt s OFvaEt WO K H@Snspcthas émeolaternet can
be effectuated. The information storage neans may include storage for SIP
appl i cat iGHEBHEFRUFA i OHER r# ot hRtFbrent -
In some embodiments, the SIP applications 580

and the SIP Application Manager 560 on the SIP enabled

device 550 and the processing logic 570 are implemented

by computer readable programmable code instructions

stored on a computer readable medium in the SIP enabled

device and configuration server, respectively. As such,

the various blocks in Figures 5A and 5B representing the

elements in the SIP enabled device and configuration

server are computer algorithms for implementing the

functionality of the elements. However, other

implementations are possible. The functionality of the

various blocks may be implemented as software, hardware,

firmware, or as any appropriate combination of software,

hardware and firmware.



The at | east one software nodule may include for exanple SIP server
applications, a SIP Server User Agent, a SIP Application Message Routi ng
Modul e and/or a SIP Application Manager. The host services 602, 604 and
606 send and receive nessages over conmunications network 608 to and from
W reless router system 610 all owi ng 3gomuni cati on between the host

services 602, 604, and 606 and the wreless router system 610. - 40 The

Wi reless router Sy%e@o%o 1%%@1%%%&50 tqleolsxr};alpiﬁml@atwrﬁl ess
networks (three shown, 614 6, and 618), each of which may support a

pl ural it paofagabided ide v csesft(irtmcee inpcbach WiFel ks ometiwrkly s shown, 620,

622 The w rel ne rk 14, 616, and 618 F@y. be a ceI | ul ar
tel ephongor‘f?t R1tdYidh aa?é? %1 fifg BHY ot ho Jetcom’reunl cation (GSM
net wor k, (ipa+Gade din/isdmen mmém@{@@me@s ﬂr@Mﬂn)P MRS pDTdG t 2ort Wo- way
pagi ng network a short range wirel ess network such as Bluetoothtm an

| EEE 802 Memagsipli&htl met i wanal ditke Hiatkels THRPAFER | &-URvi ces 620,

622, and 4 s conpatible with the corresponding wreless
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have theabove—summarlzed methods and systems. The exemplary

wireless communication system 600 includes a plurality of
host services (three shown, 602, 604, and 606), each of
which may have a plurality of SIP applications, with one
or more of the SIP applications having at least one S5IP
feature available to their subscribers. In this
particular example, the host services 602, 604, and 606
are typically configured as servers, each containing at
least one processor, a storage means and each using a
network interface over which communications with a
communication network 608 such as the Internet can be
effectuated. The information storage means may include
storage for SIP application configuration information.
The at least one software module may include for example
SIP server applications, a SIP Server User Agent, a SIP
Application Message Routing Module and/or a SIP
Application Manager. The host services 602, 604 and 606
send and receive messages over communications network 608
to and from wireless router system 610 allowing
communication between the host services 602, 604, and 606

and the wireless router system 610.



capability to allow voi ce communi cati on. Depending on the functionality
provided, it may be referred to as a data nessagi ng device, a two-way
pager, a cellular telephone wth data messaging capabilities, a wireless
Internet appliance, or a data communication device (with or w thout

t el ephony capabilities). The preceding IHst is not neant to be exhaustive;
t he enbodi nents described herein can be practiced with any type of nobile

device, whether |igled, ahove Or-dpte 14, 448, exeimi £ Sdiydddy Rk gure 6,
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processory ralumdiidy arf iwifales oretstoriege timeemsshkownat6l4eastlone sof tware

nodul e adapt e o perfor tasks. The_ informati stor.age .qray i nclude
st or age afﬁ %143 'ape;ﬁcil}:aotr% IHSOhAGUr BT § it e ?ngn?)g'l%%em@(%gl%ast one
sof twar e Jmdides NMeshd nal udecH ari e endhidriel iendhapp) i €20 oge2, a SIP
Cient User Agent, a SIP Application Selection Message Generating Mdul e
and/ or a arsl P2Zhpl i cHg oH MrfRfe et uP Koted Ehbotit fremed SobiTay be

communi cat I ons fRwl 685 f4n O 2% AN 024 @00 £8PADL LR SEOALRGE G

recei vi ng messages usin era SO in sone e the at |east

one sof t warkel I didrenuri incd tuides  EBMV et tgenler ab0ra nookd ediwtapted to

generate events, and a comuni cations nodul e, adapted.to send a]gd receive
%’r‘ﬁﬁu Lk,

messages W5 WP kh& GR5ii T € MTHOhrs YeWeerdY PG RbT?

communi caf i QNs-deM RS Ak geneadd o r i€ apadh ea ST R TosTHBE ) | A1y over
mul ti pl e communi cation channels. For exanple, short nessage service (SM5)
nmessages IH#EE Vi bvier adiep Moitde nofimami cadhdroehermed likeohefeas emai |

MESSAges ar%h&? é%?aé%‘%ﬁéi‘%ﬁ&?”ﬁﬁéiéff afga@@@ice§6c§%ﬁééigfg above, the

nobil e ¢ Hicati ons
with the corresponding wireless network. Mobile devices

620, 622, and 624 may be considered to be SIP client
devices according to embodiments of the application

described above.

Mobile communications devices 620, 622 and 624
are two-way communication devices with advanced data
communication capabilities having the capability to
communicate with other mobile devices or computer
systems, such as host services 602, 604, 606, through a
network of transceiver stations, including wireless
router 610 and communication network 608. The mobile
communication devices 620, 622 and 624 may alsc have the
capability to allow voice communication. Depending on the
functionality provided, it may be referred to as a data
messaging device, a two-way pager, a cellular telephone
with data messaging capabilities, a wireless Internet
appliance, or a data communication device (with or
without telephony capabilities). The preceding list is
not meant to be exhaustive; the embodiments described
herein can be practiced with any type of mobile device,
whether listed above or not. In the example shown in

Figure 6, mobile communications devices 620, 622 and 624



devi ce 620 includes nodul es, software for exanple, which are adapted to
perform various tasks when executed in nobile conmunications device 620's
processor. In one enbodinent, the nobile conmunications device 620
contains both a comrunication nodule and an event generator nodule. The
comuni cation nodule is adapted to-exgcute in nobile conmunications device
620' s processor and in cooperation with the nobile comunications device

620's radig, i 59} 1,9 And dREei M Nth MBSSAGESH Sthgragyent
gener at or nodu e I'S als adapt ed o execut'e in nobile comunications
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the pri Services
includes an event generator module, adapted to generate

events, and a communications module, adapted to send and
receive messages using the mobile communications device’s

radio.

Mobile communications devices are generally
capable of communicating over multiple communication
channels. For example, short message service (SMS)
messages arrive over the voice communication channel,
whereas email messages arrive over a data communication
channel. As explained above, the mobile communications
device 620 includes modules, software for example, which
are adapted to perform various tasks when executed in
mobile communications device 620’s processor. In one
embodiment, the mobile communications device 620 contains
both a communication module and an event generator
module. The communication module is adapted to execute in
mobile communications device 620’s processor and in
cooperation with the mobile communications device 620°s
radio is capable of sending and receiving messages. The
event generator module is also adapted to execute in
mobile communications device 620’s processor and is

capable of generating events in one of two ways: user



602, 604 and 606 is to process information received from other sources,
such as mail servers (not shown) and nobile conmunications devices 620,
622, 624, and send the information on to the appropriate recipient,
typically a different host service 602, 604, 606, mail server or nobile
conmmuni cati ons device 620, 622 or 6242 Host services 602, 604 and 606 are
configured to send and receive email nessages and as such typically

COMIUNI Caf& o MiddY B @iids SEEY ellev IV | gSREVEFSd COM LS NChsgle for  exanple a
M crosoft(r) Exchange(r) server, a Lotus(r) Domi no(r) server, a Novell(r)

G oupW sefar)eserakrevent 3 MARC Bede efucia tIPOPISery efhorugefedhmi | server or
any ot her i] server . as woul d, be. und t t i art. The host
servicesW§§§i?xﬁP@ﬁﬁP%ﬁﬁ$%ﬁ%% %%% §€n§%§5%§ mg%% ngﬁﬁ?%?g£9§3 whi ch
execut es dgp1heifipi ocesssnt oi ahbievee t bemtesi cediosendénicand2® ecei vi ng
of nessages as well as the appropriate processing of information. In sone
enbodi nertech hes syt 1SRkl n%ﬁRIihC%J?l%%chtlﬁ%s‘t‘S%Jér@ cBOBHSS 604, 606 is a

Messagl NG IR food n IESSAU DDA P11 2daRLEM Laptiecebyecapssages from
at | east one externa mai | server, send nessages to nDb[Ie conmuni cati ons
devi ces G2f;h 622,a 62dymbhwved Ve tessages ¢f onelhee sapmmunbpiteons

comruni cati ons devices and send nessages _to the at .| { I il
server(s)qeﬁ?ﬁ9a§¥¢é%%?s?ﬁﬁg %x%%yn%?gﬂ%?}fge?g%?%% C%gﬁ?ﬁgg §g§%§r2? Igggt

one nobi | g o dat ge giss ¥l ( Sihé OisexapPl fobThe vbiehessatOuherdesystem 610 may
al so be directly connected to a host service, such as a |ocal service 612,
wi t hout t4R0 cheamingat ofe Mebhbe kcBOBUNL AabABE RefBABBIPAENPT FECis

possi bl e [ 0L, JPShoSeIdl C&anb02:4608,8n0o008! BogoBTMRLEACLGI rectly i th
nmobi | e cormuini Cat’l ONS devi ces %, 9% and 624. In

maintain an active session by responding to a prompt

from mobile communications device 620. Device generated

events include such things as the expiry of a timer,

mobile communications device 620 generating a ping

message to keep a session alive with the network or

mobile communications device 620 commencing a data

session, such as a PDP context, with a network.

One of the primary purposes of host services
602, 604 and 606 is to process information received from
other sources, such as mail servers (not shown) and
mobile communications devices 620, 622, 624, and send the
information on to the appropriate recipient, typically a
different host service 602, 604, 606, mail server or
mobile communications device 620, 622 or 624. Host
services 602, 604 and 606 are configured to send and
receive email messages and as such typically communicate
with a mail server. Mail servers could include for
example a Microsoft® Exchange® server, a Lotus® Domino®
server, a Novell® GroupWise® server, an IMAP Server, a
POP Server or a webmail server or any other mail server
as would be understood by those in the art. The host

services 602, 604 and 606 also contain a software module,



thi s enbodi nent, host services 602, 604 and 606 nust be capable of

addr essi ng communi cations to nobile comrunications devices 620, 622 and
624 without the aid of the wireless router system 610. The host services
602, 604 and 606 may be used for providing SIP applications and SIP
features according to nethods desectidsed above. The host services may al so
be used for configuring nobile conmunication devices 620, 622 and 624 or

ot her hosf,i$8f W:&85:106 RPWHE NG g e AR i atd o and Sl P derst i
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least one external mail server(s). The at least one

external mail server(s) could alsoc be at least one mobile

data server({s) for example. The wireless router system

610 may also be directly connected to a host service,

such as a local service 612, without the communication

network 608. In another embodiment, it is possible for

host services 602, 604 and 606 to communicate directly

with mobile communications devices 620, 622 and 624, In

this embodiment, host services 602, 604 and 606 must be

capable of addressing communications to mobile

communications devices 620, 622 and 624 without the aid

of the wireless router system 610.

The host services 602, 604 and 606 may be used
for providing SIP applications and SIP features according
to methods described above. The host services may also be
used for configuring mobile communication devices 620,
622 and 624 or other host services by providing SIP
application and SIP feature information according to

methods described above.

Referring now to Figure 7, shown is a block
diagram of a mobile communication device 700 that may
implement mobile device related methods described herein.

It is to be understood that the mobile device 700 is



These include: a communications subsystem 770; a short- range
comuni.cations subsystem 702; the keyboard 714 and the display 726, along
with other input/output devices including a set of LEDS 704, a set of
auxiliary 1/0O devices 706, a serial port 708, a speaker 711 and a

m crophone 712; as well as nenory dewvisces including a flash nenory 716 and
a Random Access Menory (RAM 718; and various other device subsystens 720.

The nobi | %q@eg\;&%% Z}%&%ﬁ%vjﬁ@_&ggatiefg Al omonenpdh e ive elenments

of the nﬁ%l_ vice nobil e device 700 is in sonme enbodi nents a
two-way raadiva frequency (RF) communication device having voice and data
comuni cation capabilities. In addition, the nobile device 700 in sone
enbodi ments has the capability to communicate with other conputer systens
via the Internet. A 4rocEperialg rgvsyst e sufdtnmm ascseut &d By itshe

i e g _ _
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elongated vertically, or may take on other sizes and
shapes (including clamshell housing structures}. The
keyboard 714 may include a mode selection key, or other
hardware or software for switching between text entry and

telephony entry.

In addition to the microprocessor 728, other
parts of the mobile device 700 are shown schematically.
These include: a communications subsystem 770; a short-
range communications subsystem 702; the keyboard 714 and
the display 726, along with other input/output devices
including a set of LEDS 704, a set of auxiliary I/O
devices 706, a serial port 708, a speaker 711 and a
microphone 712; as well as memory devices including a
flash memory 716 and a Random Access Memory {(RAM) 718;
and various other device subsystems 720. The mobile
device 700 may have a battery 721 to power the active
elements of the mobile device 700. The mobile device 700
is in some embodiments a two-way radio frequency (RF)
communication device having voice and data communication
capabilities. In addition, the mobile device 700 in some
embodiments has the capability to communicate with other

computer systems via the Internet.



on the nobile device 700 during manufacture. In addition, a personal

i nformati on manager (PIM application nodule 730C may al so be installed on
the nobile device 700 during manufacture. The PIM application is in sone
enbodi ments capabl e of organizing and managing data itens, such as e-mail,
cal endar events, voice nails, appei msrents, and task itenms. The PIM
application is also in sonme enbodi nents capable of sending and receiving

data itens via a WoelessnetWien cHEtddrsamenedivietts the data itens
managed by the PIMapplication are sean essly integrated, synchronized
and updatreict narar ades seir 61245 s s dtrwordney g dinaries dAred ket s

correspondi n atag itens stored or ,assogij at.e i o] ter system
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for exanpterdd thel® &8 MEhory 716 or RAM 718. Conmuni cation functions,
i ncl udi ng data and

The microprocessor 728, in addition to its
operating system functions, enables execution of software
applications on the mobile device 700. A predetermined
set of software applications that control basic device
operations, such as a voice communications module 730A
and a data communications module 730B, may be installed
on the mobile device 700 during manufacture. 1In
addition, a personal information manager (PIM)
application module 730C may also be installed on the
mobile device 700 during manufacture. The PIM
application is in some embodiments capable of organizing
and managing data items, such as e-mail, calendar events,
voice mails, appointments, and task items. The PIM
application is also in some embodiments capable of
sending and receiving data items via a wireless network
710. In some embodiments, the data items managed by the
PIM application are seamlessly integrated, synchronized
and updated via the wireless network 710 with the device
user's corresponding data items stored or associated with
a host computer system. As well, additional software
modules, illustrated as other software module 730N, may

be installed during manufacture.



voi ce conmuni cations, are perforned through the comunication subsystem
770, and possibly through the short-range comuni cati ons subsystem 702.
The comunication subsystem 770 includes a receiver 750, a transmtter
752 and one or nore antennas, illustrated as a receive antenna 754 and a
transmt antenna 756. In addition,- twe -comuni cation subsystem 770 al so
i ncludes a processing nodule, such as a digital signal processor (DSP)

758, and | ocal osciy lators itk@Blst0agthe ShRCid isrp dgPlaraanidn
i npl enentation of the comuni cation subsystem 770 is dependent upon the
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GPRS device therefore

antenna 754 and receiver 750. The configuration

information may be stored, for example, in the Flash

Memory 716 or RAM 718.

Communication functions, including data and
voice communications, are performed through the
communication subsystem 770, and possibly through the
short-range communications subsystem 702. The
communication subsystem 770 includes a receiver 750, a
transmitter 752 and one or more antennas, illustrated as
a receive antenna 754 and a transmit antenna 756. In
addition, the communication subsystem 770 also includes a
processing module, such as a digital signal processor
(DSP) 758, and local oscillators (LOs) 760. The specific
design and implementation of the communication subsystem
770 is dependent upon the communication network in which
the mobile device 700 is intended to operate. For
example, the communication subsystem 770 of the mobile
device 700 may be designed to operate with the Mobitex™,
DataTAC™ or General Packet Radio Service (GPR3) mobile
data communication networks and also designed to operate
with any of a variety of voice communication networks,

such as Advanced Mobile Phone Service (AMPS), Time



typically has a subscriber identity nodule, comonly referred to as a
Subscriber ldentity Module (SIM card, in order to operate on a GPRS
net wor k. When network registration or activation procedures have been
conpl eted, the nobile device 700 may send and receive comuni cation
signals over the conmmunication netwark -710. Signals received fromthe
communi cation network 710 by the receive antenna 754 are routed to the

recei ver D@%%sj]‘mi G, R A d s Sim), afgdd fih Gt d o MuBaysney down
conversion, filtering, = channel selection, etc., and may al so provide
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to be trangdd ted qdi tde nel vy kb ek, psoeiessash {£tq. anarodul ated and
encoded) by the DSP 758 and are then provided to the transmiter 752 for

di gital tiotamadedovet o be régheresa upt donves 1ot 19 i 48+ Ry,
anplificaﬂhpn and 48 transm ssion to the comrunication network 710 (or
networks) via the transmt antenna 756. |In addition to processing

comuni cation signals, the DSP 758 provides for control of the receiver
750 and t he transniNgterorisacdars exaanpliasy giepsndipp) i webn ttde drRmi cat i on

signals in the receiver 750 and th transmiter, 75 e ptively
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nmessage or web page downl oad, is processed b¥ t he, communi cati on subsystem
770 and ithg gpritwork using a unique Personal d r

entification Numbe
(PIN) associated with each device. 1In GPRS networks,
however, network access is typically associated with a
subscriber or user of a device. A GPRS device therefore
typically has a subscriber identity module, commonly
referred to as a Subscriber Identity Module (SIM) card,

in order to operate on a GPRS network.

When network registration or activation
procedures have been completed, the mobile device 700 may
send and receive communication signals over the
communication network 710. Signals received from the
communication network 710 by the receive antenna 754 are
routed to the receiver 750, which provides for signal
amplification, frequency down conversion, filtering,
channel selection, etc., and may also provide analog to
digital conversion. Analog-to-digital conversion of the
received signal allows the DSP 758 to perform more
complex communication functions, such as demodulation and
decoding. In a similar manner, signals to be transmitted
to the network 710 are processed {(e.g., modulated and
encoded) by the DSP 758 and are then provided to the
transmitter 752 for digital to analog conversion,

frequency up conversion, filtering, amplification and



to the mcroprocessor 728. The received signal is then further processed
by the m croprocessor 728 for an output to the display 726, or
alternatively to sone other auxiliary I/O devices 706. A device user may
al so conpose data itens, such as e-nmil nessages, using the keyboard 714
and/ or sonme other auxiliary 1/0O dew o8 706, such as a touchpad, a rocker
switch, a thunb-wheel, or sone other type of input device. The conposed

dat a 'tef@car{@%éﬂ%%w@%xﬁ&m@yﬁoﬂ hee GesFRIM T@t {@n network 710 via
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voi ce or audio subsys as a i ce message recording
subsyst eraiqfaa/lsa,l S&@@SMWM@&E t frer nodxh £ 2o Hewt cehe 708ceiwenaddi ti on,
t he displf%)716 may al so be utilized 1in voice fonnunlcatlon % for

exanpl e e tHAnsHE tehehts t yFOF SEXWPIF ngIpT PR hEurati on of
a voi ce tfc?'éomm ﬁmoﬂ%g&&f\éIlﬁe&@éeﬂe(b@{@éfmvs@nana'h@héhort-range

conmmuni cat1 ons su systen170 enabl es conmuni cati on between the nobile
devi ce 7&0:ammutﬁdﬁw7iﬁ(maymb@ ayapeiweby denvtrebledhilzhonaled not

necessari | imlar devices e éé Q e
; DSP

comuni ceﬁ"?/to 2 %s‘%ﬁsﬁ%rﬁ%@r?%cﬁ‘ﬁ% %ltgﬁﬁénf%m [ns %& g&g associ at ed
circuits sgl conponents, or a BIuetoothTNIconnunlcatlon nodul e to provide
for comunication with simlarly-enabl ed systens and devi ces. Nunerous
nodi fications and variations of the present gpllcatlon are possible in
light of the above IR @ data communication mo received

signal, such as a text message or web page download, is

processed by the communication subsystem 770 and is input

to the microprocessor 728. The received signal is then

further processed by the microprocessor 728 for an output

to the display 726, or alternatively to some other

auxiliary I/0 devices 706. A device user may also

compose data items, such as e-mail messages, using the

keyboard 714 and/or some other auxiliary I/0 device 706,

such as a touchpad, a rocker switch, a thumb-wheel, or

some other type of input device. The composed data items

may then be transmitted over the communication network

710 via the communication subsystem 770.

In a voice communication mode, overall
operation of the device is substantially similar to the
data communication mode, except that received signals are
output to a speaker 711, and signals for transmission are
generated by a microphone 712. Alternative voice or audio
I/0 subsystems, such as a voice message recording
subsystem, may also be implemented on the mobile device
700. In addition, the display 716 may also be utilized

in voice communication mode, for example, to display the



teachings. It is therefore to be understood that within the scope of the
appended cl ai ns, the subject matter of the present application nay be
practised otherwise than as specifically described herein. - 50 - CLAIME:
1. A nethod for use on a Session Initiation Protocol (SIP) client that
supports multiple SIP applications, 4che nethod conprising: a SIP
application requesting selection of a SIP application and a SIP feature

froma SLRcSQHVEN ofCQAMRIEISIING §adt8astirneiuSlat iappldfcal ivaicd he at | east
one SIP application conprising at |east one SIP feature; generating a

message ceripni simgtaedesoilms oL adrded g iH@adii®server, a source
address of the SIP client, a SI P appl ication identifier (I D) for the

requested SI P appl gal op,and A Sl R AR HideR! ity stehDygor the

requested SIP feature; { FANSMm £ ng the nessage. The net hod of claim
1 furtherercoid sicagiunidettaran Metgddn titiee meduicst etb@lcpe alﬂﬂ iareti on  and
SIP feature are authorized to o erat on theF”%af‘p‘ﬁf cli e and generati ng

the nmess&fé9h HEEPERTE 5 T4 et =3 |rbea? Pfand SIP feature

bei ng a\'}\'}ntefl%részaerQlt O HRPEY i3t 0N a&w&& clgintexahp e s harbad— ¢l ai m 1 or
claim?2 erein geénerating the nmessage conprises generating: an I NVI TE

nessage tmrsfeardonanu@liRaddsyioreukasisieh naie ISIA udplat bR idthe SIP
Cllent (%}Q)c%p%n %%é%éié%gﬁ SALLon 4 dent | Jdﬁﬁ%&éﬁ%$ﬁc§!P application ID

Bluetooth™ communication module to provide for

communication with similarly-enabled systems and devices.

Numerous modifications and variations of the
present application are possible in light of the above
teachings. It is therefore to be understood that within
the scope of the appended claims, the subject matter of
the present application may be practised otherwise than

as specifically described herein.



a NOTI FY nessage to close out a SIP session between the SIP application of
the SIP client and the SIP application identified by the SIP application
ID. - 51 4. The nethod of claim1l or claim2, wherein generating a
nmessage conprises including the SIP application ID and the SIP feature 1D
in the nmessage as part of an extensign -of the destination address. 5. The
met hod of claim4, wherein the destination address is: a SIP uniform
resourcedrgemdfier "URI'; an enmmil address; a tel ephone nunber; a

person's Tane, or any type of identifier that can be translated to an
endpoi nt address. 6. The nmethod of claim1 or claim2 wherein the SIP
client isla wirel eds mafdidd Katish. o7 . a THeSHRhot bFL&FH#™ 1 or claim 2,

wherein ener at{ n Ness. f e i i d fHg in the message,
an indi cat io(rgcnocfool Ese% re‘?slyl i %enﬁ%% %Lféé)gl Ir:s ?ﬁ?le%%ﬁgénﬁ o allowthe SIP
client awdiorizeaed @oceshd anditeodldbmpplstadgi ons that reside on the SIP
server, wherein the indication onpri ses: a, user J'n%enti fi cgti o) nd a

conp
password; or a shdt et kPRI 9% | TR S BN e 1Rt b oft R afth 1 or

claim2, whergidn ; engiatd NP fBSSREe fiomasesiPnsSHeAappl i cation _
configuration information stored on the SIP client. 9. The nmethod of claim

1 or cl aionprisinhert owagt iciagSIP sl Feaeivrr FeeedVi hgpsheomessage; -
52 SIP application comprising at least one SIP feature;
generating a message comprising a destination
address of the SIP server, a source address of the SIP
client, a SIP application identifier (ID) for the
requested SIP application and a SIP feature identifier
(ID) for the requested SIP feature; and

transmitting the message.

2. The method of c¢laim 1 further comprising:
determining if the requested SIP application
and SIP feature are authorized to operate on the SIP
client; and
generating the message in response to the
requested SIP application and SIP feature being

authorized to operate on the SIP client.

3. The method of claim 1 or claim 2 wherein
generating the message comprises generating:

an INVITE message to start a SIP session
between the SIP application of the SIP client (110) and
the SIP application identified by the SIP application ID;
or

a NOTIFY message to close out a SIP session
between the SIP application of the SIP client and the SIP
application identified by the SIP application ID.



the SIP server forwarding the nessage to the SIP application identified by
the SIP application ID, and the SIP application identified by the SIP
application ID receiving the nessage and forwarding the nmessage to the SIP
feature identified by the SIP feature ID. 10. A nethod for use in a
Session Initiation Protocol (SIP) -sewver for routing a request for a SIP
application and a SIP feature associated with the SIP application, the

met hod coipri sing: WACGIMHMH & TRSSAGE COMPréTaNng 2, dasdrdaiion address of
the SIP server, a source address of a SIP client which sent the nessage, a
S| P appl igeata mat iniglentidd sagd |Pmpsiseoes atedl wilito t Hee rebflest ed SIP

application.and a SIP feature | ifie i at i he
r equest eRR P98 elg faonrdvjvécﬁqcﬁ ﬁ%‘% héé%%%é%?éD@%%ééﬁ%%%%% r%éat i on
i dentifigfhhy dheaSldkmnplicatd O Hd, destdi ndiei Gh Padgipdésation identified by

the SIP application ID receiving the nmessage and forwarding the nessage
to the SIP feature identified by the SIP feature ID. 11. A nethod for use

in a Session Initi afﬂé)qne,ﬁ{&i o&ﬁl%ﬁﬁfupm@l@é§gigeyﬂ1@¢dé§@1n§yp&grts one or
the tho

more S| P ‘applications, me conprising: receiving SIP application
confi gur aiddyess nfsormation for at | east one SIP application, the SIP
configuration application information for each SLP _a Lcation conprising
a SIP application iHemi iU 3nY &1 1 ?HB#JS?JI?’ ?@ﬂé{[ uf e%gassoci at ed

}Nith the SIA T &Fra) i £atd ph®as mShRef pas uperobnt hendimst of SIP
eat ures
any type of identifier that can be translated to an

endpoint address.

6. The method of claim 1 or claim 2 wherein the

SIP client is a wireless mobile station.

7. The method of claim 1 or claim 2, wherein
generating a message further comprises:

including in the message, an indication to
securely identify the SIP client and to allow the SIP
client authorized access to the SIP applications that

reside on the SIP server, wherein the indication

comprises:
a user identification and a password; or
a shared key or certificate.

8. The method of claim 1 or claim 2, wherein

generating a message is based on SIP application

configuration information stored on the SIP client.

9. The method of claim 1 or claim 2, further
comprising:

the SIP server recelving the message;



having a SIP feature identifier (ID); and storing the SIP application
configuration information locally. 12. The nethod of claim 11 further
conprising the SIP enabled device transmtting a request for SIP
application configuration information. 13. The nethod of claim 11l or claim
12, wherein the SIP enabled device is & SIP client, the nmethod further
conprising: using SIP application configuration information stored locally

on the SIP client tq prom siandheshiirin®nind andddye acsesseto only SIP
applications and SIP features that are defined in the SIP application

conf i gur &l repmifioratatdron.deit; i fiived rhest Haee oF IR | 2ppd 1Qatoko | By mand  wher ei n

the SIP enabled device ,is a SI.P client . Vi ce receiVving
SI P application coﬁcf\ifegﬁo’rfa]‘jtsiaﬁpﬁli%%tolron%t%%%&hﬁ%%r génrgérji%ﬁg: the SIP
client reggiMdw:dn lEastecieyinlg HP mppigatind fooedidimg nfloe mtion for
a SIP server hosti \r;g}the SIP application; and security information to
access tmesSIFue dea viere ok i IRp e Steetiphf 1eAt PBHntha sS T Hpke#etHdd of claim
14, vvheri[p receiving security information to access the SIP server
hosting the SIP application conprises receiving an indication to securely
identify the SIP client and to allow authorization by the configuration

server to the SIP -_ 54 a(&gl%cati on configurati on in{%rlmaérilon t hat resides
on the ddhfigurat iR IELORHETRI H the T nat Tat Foh t3br  ses: a user

identifigatdf-@nd($rPassywofdy: ©r routing a request for a SIP

application and a SIP feature associated with the SIP
application, the method comprising:

receiving a message comprising a destination
address of the SIP server, a source address of a SIP
client which sent the message, a SIP application
identifier (ID) associated with the requested SIF
application and a SIP feature identifier (ID) associated
with the requested SIP feature;

forwarding the message to the SIP application
identified by the SIP application ID; and

the SIP application identified by the SIP
application ID receiving the message and forwarding the
message to the SIP feature identified by the SIP feature
ID.

11. A method for use in a Session Initiation
Protocol (SIP) enabled device that supports one or more
SIP applications, the method comprising:

receiving SIP application configuration
information for at least one SI1P application, the SIP
configuration application information for each SIP
application comprising a SIP applicatiocn identifier (ID)

and a list of SIP features associated with the SIP



a shared key or certificate. 16. The nethod of claim 14, further
conprising: the SIP client accessing locally stored SIP application
configuration information for use in selecting, on a SIP server, a SIP
application froma plurality of SIP applications and a SIP feature
associated wth the SIP application 587~ The nethod of claim11l or claim
12, wherein the SIP enabled device is a SIP server and receiving SIP

appl i cat iQp16enfdigH atdm informmtti o for ate | east onesTSIRappideation
conprises receiving SIP application .configlgur ation information for SIP
appl i cat ihavsineost &d Byf eatheres| iegerivigrer 181DThe et hod of claim 11 or claim

12, wherein transm,tti. eqéﬁt ri ; e nsmtting an
i ndi cation to secure oyfllr}gge%tkl{efy eagéfﬂ&ééhegm]bcﬁggppé ejisljl' egétgln to all ow

aut hori zed, faaeess dro Jappllilcati ons and features on a different SIP enabl ed
device, wherein the indication conprises: a user identification and a
password; or a shared key or certificate. 19. A nethod for use in a

conf i gur gt on serveind Glecifonfd Ouridin 2 Segsl Ofed NEdihati omrakocol - SIP
enabl ed evi ce that supports one or nore SIP applications conprising: -

55 transfii tanep 1S applde dtfansrconfingratfeomesthf oppetidn for at | east
one SIP ap ion configuration information for

l.i.cati.on, the..SIP _appl icaﬁp

each Sl Pag%dﬁqactétqrbncoébﬁﬁﬂlfﬁﬁﬁfgco% W1 %%tion identifier (1D) and a
list of SIP features associated with the SIP application, each SIP feature
of the plurality of SIP . _ ,

13. The method of claim 11 or c¢laim 12, wherein the

SIP enabled device is a SIP client, the method further

comprising:

using SIP application configuration information

stored locally on the SIP client to provision the SIP

client to allow access to only SIP applications and SIP

features that are defined in the SIP application

configuration information.

14. The method of claim 11 or claim 12, wherein the
SIP enabled device is a SIP client, the SIP enabled
device receiving SIP application configuration
information further comprising:
the SIP client receiving at least one of:

SIP application location information for a
SIP server hosting the SIP application; and

security information to access the SIP

server hosting the $SIP application.

15. The method of claim 14, wherein receiving
security information to access the SIP server hosting the
SIP application comprises receiving an indication to
securely identify the SIP client and to allow

authorization by the configuration server to the SIP



features having a SIP feature identifier (I1D). 20. The nethod of claim 19
further conprising: the configuration server accessing a nenory storage
conprising SIP application configuration information for a plurality of

SI P applications; and the configuration server selecting SIP application
configuration information specific-tgg4ghe SIP enabled device. 21. The

nmet hod of claim 20 further conprising: the configuration server receiving

a request__ f.ar P_a | £at confi | (O, A i O met hod of
ol & 21 TR SR R B e et e o onan

i ndi cat i efbrifogueeniirel ysddent,i fuwhdihel 1Sl thee niabd ook diewi ceoraridi s84 ow

aut hori zation by the configuration server to the SIP _application
configuration infordmeti%h th?é}tlr%s‘?&t@sorbr?Q‘ﬁea %%?ﬁ‘?’%ﬁ?at?%n server,

wherein the indicat] dhLUPNSLSr e fidatuser identification and a
password; and a shared key or certificate. 23. The nethod of any one of

clainse 19 to 22, wherein transmtting SIP application configuration - 56

information for at J.east ne SCI)F &%F#Cﬂl o]ﬂ“g _épeé?m P{@{ﬁ es:

transmitti%g for tHe At TEad Bhe application at 1east one of: SIP
application |ocatiamd doF et iente fadcas SRy Becakly hostreag $he S|P
application; and security information to access_the SIP, server hosting the
appl i cat ianRl iRt NN SRR ALY e R AR nkC outD B2

selecting, on a SIP server, a SIP application from a

plurality of SIP applications and a SIP feature

associated with the SIP application.

17. The method of c¢laim 11 or claim 12, wherein the
SIP enabled device is a SIP server and receiving SIP
application configuration information for at least one
SIP application comprises receiving SIP application
configuration information for SIP applications hosted by

the SIP server.

18. The method of claim 11 or claim 12, wherein
transmitting a request further comprises transmitting an
indication to securely identify the SIP enabled device
and to allow authorized access to applications and
features on a different SIP enabled device, wherein the
indication comprises:

a user identification and a password; or

a shared key or certificate.

19. A method for use in a configuration server for
configuring a Session Initiation Protocol 'SIP’ enabled
device that supports one or more SIP applications

comprising:



further conprising storing the SIP application configuration information
on the configuration server in an encrypted format. 25. A conputing device
conprising a menmory for storing programinstructions and a processor for
executing said instructions to cause the conputing device to performthe
steps of the nethod of claiml1 or ¢l &9n-2, or the steps of the nethod of
claim 10, or the steps of the method of claim1l or claim12 or the steps

of the method of GlalfBS Ol in 20,1 20 ACQBIE RfuFsadabl e medi um

storing program |nstruct|ons execut abl e by a processor of a conputing

~devi ce fdrnﬁmn&itrng:rswaj: cadn'dLEasrtg mlwwppp]elr(ﬁi?mmheth%t%& of the
met hod of clalmlor or the

te e o) f claim 10, or
the step<LRIH4FRFfst rﬁi’d‘ gufc&}taﬁ‘?ﬂ iy fts)c?rr@?%l T 1 %r%ﬁg ésjjllge)ps of the nethod
of CIaImaégﬂfﬁaﬁﬁdﬂfﬂéﬁbrlslng a SIP application identifier (ID)

and a list of SIP features associated with the SIP
application, each SIP feature of the plurality of SIP

features having a SIP feature identifier (ID).

20. The method of claim 19 further comprising:

the configuration server accessing a memory
storage comprising SIP application configuration
information for a plurality of SIP applications; and

the configuration server selecting SIP
application configuration information specific to the SIP

enabled device.

21. The method of claim 20 further comprising:
the configuration server receiving a request

for SIP application configuration information.

22. The method of claim 21 further comprising
authenticating the request based on an indication to
securely identify the SIP enabled device and allow
authorization by the configuration server to the S5IP
application configuration information that resides on the

configuration server, wherein the indication comprises

one of:
a user identification and a password; and
a shared key or certificate.

23. The method of any one of claims 19 to 22,

wherein transmitting SIP application configuration
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information for at least one SIP application further
comprises:

transmitting for the at least one SIP
application at least one of:

SIP application location information for a SIP
server hosting the SIP application; and

security information to access the SIP server

hosting the application.

24 . The method of any one of claims 19 to 22
further comprising storing the SIP application
configuration information on the configuration server in

an encrypted format.

25. A computing device comprising a memory for
storing program instructions and a processor for
executing said instructions to cause the computing device
to perform the steps of the method of claim 1 or claim 2,
or the steps of the method of claim 10, or the steps of
the method of claim 11 or claim 12 or the steps of the

method of claim 19 or claim 20.

26. A computer readable medium storing program
instructions executable by a processor of a computing
device for causing said computing device to perform the
steps of the method of claim 1 or claim 2, or the steps
of the method of claim 10, or the steps of the method of
claim 11 or claim 12 or the steps of the method of claim

19 or claim 20.



