- 1 - TITLE SESSI ON | NI TI ATI ON PROTOCOL EXTENSI ONS FOR CALL CONTROL
AND RESOURCE STATUS MONI TORI NG I N TURRETS AND TURRET SW TCHI NG
SYSTEMS BAFRGROIREISOF THE I NVENTION |. Field of the | n&iYBH1{08587 ]
The present invention generally relates to tel ecommuni cation systens,
and nore particularly to Session Initiation Protocol ("SIP")
extensions for call control and resource status nonitoring in voice
trading systens that include turrets and turret swi tching systens.

1. Description of the Related Art [0002] A turret systemis a
speci ali zed key tel ephony switching systemthat allows a relatively
smal | nunber of users to access a | arge nunber of external |ines and
provi des enhanced comruni cati on features such as hoot-n-holler,
push-to-tal k, intercom video, and | arge-scal e conferencing. These
features are often utilized in the financial industry such as trading
fl oor environnents, as well as security/law - 2 - enforcenent,
public safety utilities, healthcare, and custoner support (e.g.,
contact centers) environnments. [0003] Users interface with a turret
systemthrough a turret device, which is a phone-Ilike desktop device
with nmultiple handsets and speakers and nmultiple buttons. A turret is
either inplenented in dedicated hardware (sonetines referred to as a
"hard" turret) or a general-purpose conputer (sonetines referred to
as a "soft"” turret). Wth the advent of-Veice over Internet Protocol
("Vol P"), Vol P turret devices have noved froma fixed environnment of
dedi cated voi ce comuni cations trading resources to a nore
virtualized trading environnment acrossTHILEiple sites. This virtual
environnment allows resources to be shared dynamically, when and where

required, across a global cor orate enterprise. 00041 SIP is an
appl i cati on-1ayer cofEPSIONINET IAH%‘]BRQ%‘S)C EJEXEBNSIQNS #FORit i ng

modi fyi ng, and telerlamhbTRﬁLeﬁilﬁBtRE&QUBE\Eﬁﬂ'&'EUSM@I\EE@&INGSIN such
as Internet tel ephony JAIRRETHAND SHERRET SWIE GIRNG SYPAEMS and i s
defined in RFC 3261, "SIP: Session Initiation Protocol." SIP-based
communi cation architectures provide the ability to signal and
communi cat e between t el ephoMPp(ER@END QF d&1H Eé(ﬁl&ﬂ wi th ot her
protocol s such as Session Description Protocol ("SDP') and Real -Time
Protocol (" Pfﬁr ggP qgscrlbes streamng nedia initialization
paraneters i cASEe Y?ﬁﬁ@ and nul ti nedi a conmuni cation sessions
for the purposes of session announcenent, session invitation, and
paramet er neg@OGI]tTHRDresSidnventiciefdnandy 1ot RHOABEBamirSEion Sﬁwﬁsoﬁhd
Description Protocol." RTP is a standardlzeq‘ acket format for

del i vering aueR™®PaHENIaRY (i Ssaonitintigy Broteqol hég%@ﬁk@nsa% forcaligpitidd by

RFC- 3550.  RFGh3 2 durcEibtué s Ritorddn Fhice ?f%:ﬁQ ?yrs?enﬁ%éi*?ﬁ/clﬁd%%‘ié??érf?ﬂttﬁﬁletby

reference in their entirety. | 0005] Supporting additi onal
functi onal i t pwitshiodsystenesal | control and resource status moni t ori ng,
for turrets and turret switching systens using SIP requires

extensions t gy t B& % oflthe REOLAAY -

[0002] A turret system is a specialized key telephony switching system that allows a
relatively small number of users to access a large number of external lines and
provides enhanced communication features such as hoot-n-holler, push-to-talk,
intercom, video, and large-scale conferencing. These features are often utilized in

the financial industry such as trading floor environments, as well as security/law



- 3 - BRIEF DESCRI PTION [0006] The exanpl e enbodi nents descri bed
herein provide SIP extensions for call control and resource status
moni t or i ngWiOrP01143&3¢ and turret switching systems. [O00FGT/P§R0GHE1525
enbodi ment, a nethod for controlling calls and nonitoring resource
status for turret systens is provided. A SIP nessage including at

| east one of a header field and an event package is received froma
SW User Agent (UA) over a communi cation_petwork. The header field
includes a first parameter corresponding to a first call feature and
t he event package includes a second paraneter corresponding to a
second cal | feafdrésneent, publiccatdty QiMeicofhehiiRate, fifd cue@hler 5iRPbMILg. adtktdche
second call feature is inplenented by the softswitch in response to
t he recei vi ngMEBOEBOPMERfHot her aspect, the SIP nmessage i ncl udes at
| east one of an INVITE nessage, an | NFO nessage, a NOTI FY nessage, an

UPDATE messagggo3t TRRAGKHRSSRBICa niddfls RRRISUEE 8 $288 dediQOQR]chiv4 t her
f eatures and advant ages, as well as t'he structure and operation, of

vari ous exanpheneh skiep devies withmupindeskandsetsapdipealers apé mykipde busteas. i n

detail bel ow - : I i
DESCRI PTI ON WE{S%@W%%"FBE%T d%%%%@%“%%%%@?ﬁ??@@& t he
exanpl e enbodhmditsretfortatgendralvpmpase noppwsendadimsreiemeduol ds aledftne

nore apparent fr det ai | descripti on_set ) , when
Taken Thcontib i e st Yot ongubiernpaiioce] AVol Rartndf ) ok
di agr am of anjegiesve neBTIomGaticd Bn GitHhRm dMicdicted daBE mvhbticaAidns
enbodi nent of the present inventi on.gq()[éOO_lZ] FIG 2 depicts . a bl ock

di agram of aﬁfa_éwgﬁﬁoaws E?cf’rfﬁﬂ‘?éfﬁfms"y FAdingnyironrpsnt P‘f’f’ﬁ?sé%‘ﬁHPlF 8PSt he
present i nventyiOfrtual enéironmtdat MowsPeddEreCRoBE sEhed Q%%]icalﬂ&?ﬂpénednd where

enbodi nents of the present invention are directed to SeSsion
I nitiation Prequbiedlaceoss egbaleorfosste ertbiprissont rol and resource st at us
nonitoring in turrets and turret switching systens, which are now

descri bed hergygy iSlPtisez[r{Hiyp_ﬁ#]ati%H-_lfyé?E@ﬁl%l Liyr E&Balg%?g}r? |.6Rot Oai%St €m

in a trading environnent. I's i or cohvénren y and is not
i nt ended to Imodifyinghanddpyshinatingiioraofivet dosnpumecagons sespy@st juomas Inferfiegct |

o 1 2 P L V9, 5L B bl R FRERC Y o

i nvention i n Sakdier hatative Peinadiol, O riTRbhsed cometunfstidn Aetiiet@les provide the
security/law t, utilities, healthcare, cust,orreqab(s)%%gort

forcene h
contact cent ég{f’@h% TR MR PR YR delephonsgystep in col o with

other protocols such as Session Description Protocol (“SDP”) and Real-Time
Protocol (“RTP”). SDP describes streaming media initialization parameters in an
ASCII string and multimedia communication sessions for the purposes of session
announcement, session invitation, and parameter negotiation. SDP is defined in
RFC-4566, “SDP: Session Description Protocol.” RTP is a standardized packet
format for delivering audio and/or video data over IP networks and is defined by
RFC-3550. RFC-3261, RFC-4566, and RFC-3350 are hereby incorporated by

reference in their entirety.

[0005] Supporting additional functionality, such as call control and resource status
monitoring, for turrets and turret switching systems using SIP requires extensions to

the base SIP protocol.



[0014] FIG | depicts a block diagram of an exanpl e comuni cation
system 100 in accordance with an enbodi nent of the present invention.
Communi cat WEROENI3#38# 100 i ncludes a turret device 102 tHYTOUFAKBIRH a
user 101 can comuni cate with users of other comunication devices.
The turret device 102 can be a hard turret or a soft turret.

Enbodi ments where the turret device 102 is replaced w th anot her
communi cation device -- such as a hard tglephone, a soft tel ephone, a
nobi | e tel ephone, a PDA, a general purpose PC, and the like -- also
are contenpl ated. Communi cation system 100 al so i ncludes a SIP user
agent 103 functioning as a | ogi cBRIFEDEICRIEPTIDNOI Nt that creates
and/ or receives SIP nessages and manage SIP sessions. [0015] In
general , the [pg THlxhpBeABbSmMMhisReidNiBed &R brol et AP o1RRsiMsForcaUS er
interface to communicate with users of other SIP user agents 106. As
shown i n Fl Geontroliapdraspiree statye piopisoringin ngretsaniviiat AWitching/systsapt ed t o
a SIP user agent 103 over, for exanple, a network or a proprietary
conmuni cati o ' I FalcTahe S
bei ng separa?ghr?gﬁfﬁhéﬂgﬁgggﬁ’%ES&Q%B%%%?&gﬁ%gﬁﬁﬁgﬁ?gma%er§r%%§mglP
user agent 168tusdoi muktsyeidmas paritedofA SHomesagedhcluding etdledsd onearfen
contenpl ated,an e .Whithin the scope of e e L mept s i bed
erein - 5 eREp RN AR fcRived BRI EE AR AT EOPS
coupl ed vi a anmhnh&atat nddwordkodhk hédde) fielé tnwhrdes 4 G4t paadeoidreapdnding
105, which, in hﬁ%n1 LS qoqgugicativeLy co%gled to other S|P user
agents 106 aridy? &Rl {gptyre ang theguepipackasginglysics 2 sopopdk PRERAChg the SIP
protocol . Thecsepbsnhi &h ESCANTERIE. At RaGONEYNIE &itdt 0N fe8fiSd MAShe
between the turret 102 and other SIP user agents 106 by means of

sof t war e runrif§9gd 641 Eeaksns implemsyisd by theppis s wsperie 10be Acgiyings
comuni catively coupled to an adm nistrative console 107, through

whi ch adm ni $d608] Gh anGREH ARt HRESTPRRS s ok AR 1RREAQEasEQR draH TRIIEN Of
the softswitch 105. [0017] For the sake of brevity, the system 100
only shows Shresspgerand iRk wessase, af@TIDE messase.cin ATE mekssage-rigP e €
than two SIP ' , , and ot her communi cation devices
sharing a s|ﬁ“§§%§3%§qhﬁmﬁgﬁﬁés%ﬁe SI P protocol, however, are
contenpl ated and are within the scope of the enbodi ments descri bed
herein. For &89 IRtherffeathres endadvaningesSispvalisasithagntuge anddperatiomirof et s
are included j y. / Y=l ne L. i i SS|
System 100 nﬁ{:}lq 2 se%&lgﬁfg ﬂe&%gd@%ﬁsﬁf%ﬂﬁg es@lq uskelgl?éllﬁgﬁfcg%ggﬁﬁ%ga@rbge}f %o
function as mnddusfissnte athk sgrempanyihedewens, of a SI P user agent

mal function. Simlarly, system 100 may include additional turrets,

which are configured to f i i-n the event of
a turret mal function. [0d%&%ﬁﬁﬁﬁéggﬁﬁggﬁﬁaggﬁ?ﬁﬁggﬁggg t he
softswitch 1 ilize RFC-3261 as their co ni cat.i on and signaling
v ot ocol - st UL dhns e sradvadiaes AEiHG 4SS Rbodmens Shie TG e
to enabl e t heydskitb®herdidvinbecdtemsieiabpaibrit FRmIAS db@ilddakaiprioh sagbii n
call features, such as those described below In general, these

ext ensi ons i hélotouheRcalerarin eoriprEgion withdhediawpdgekages, which are

di scussed below in further detail. [0019] H SIP Extensions A Header
Fi el ds [0020k0@ﬁ]QX@UPH&ﬁ&§§@ﬁkkﬁh§hﬂm&%ﬁ%xEﬁpg%&nhﬁn§QQWﬂwQ%ﬁﬂwﬂ
where [ header] represent’'s any desifed header field nane: - 6 -

X-1 PC- [ headaggordence kit an skabpdimgni of thehpresent inygritiony ecogni ze, ot her
header field name formats are contenplated and are within the scope
of the enbodi e I {0 i feyre
field nane igﬁ@& g?%hﬁgﬂ%&ggﬁgg g?“?ﬁé@%%$%ﬁﬁgh#or gagﬁggg?g%%?gﬁn
cor r espondi ngmplsmehendtbadesent irsention. n sone enbodi nents, header field
val ues for paraneters are represented by |ower case letters wth no
spaces between characters. Sone headers fields include only a single



[0022] As shown bel ow, for header fields may include multiple
paraneters, where each paraneter is followed by an equals sign (
t hen the vHOR81GB3BRe paraneter. Semni col ons may be used®GTUSEHAHRE
paranmeters: X-1PC- [header] : paraneterl= [val ue] ; paraneter?2=
[value] ;paraneter3= [value] 1. Call Party [0023] Information
associated wth a call party, i.e. a calling party or a called party,
is indicated in a "call party header" figld. For exanple, in cases
where the call parties are using different communi cati ons nodes, such
as handset call, speakers phone call, or hands-free-nodule, the types
of node in use can be indicat edETAIUED DESCREETIOW header .
Notification may be perfornmed by the conmunication device itself or a
central SerV%ﬂlﬁeéx%ﬁf S WniERhéhid & thd SPeseht in0&Hdoh iafclitePRd kSSession
communi cated by the SI P user agent 1 by transmtting to the

softswi tch 1d@tlat1@hﬁ’110tosalretx$enslmm fpEcHbepstiglandgesonrcg OB VORNARESKRGA | n
response to A S

nessages |ndﬁu§% !ar\iﬁﬁﬁ{ %t S‘JIQNIE:I%_ S[‘]i‘%zs g’% A OJH%#' 4}%6%51%2%1?%11115 09
call, or a hamdsalﬁplemlrmdmhmumaitiona@demmda aacﬁmgngmalopmhtu Ahisas fawhannel

for the call. An exa C der field

X- | PC-Cal | Par“PS%"e“b"Qﬁ%‘? Wﬁs 6}8 "rfﬂt& iopg, e agth['xtggzo}%s-rbgw@gvennon
paraneter" i nalifegtagsr I\A&tﬁﬁhﬂle f@lhﬁvﬁaﬂéscﬂ?ﬂﬁ it vil b anE et toGak kskillad in
speaker call, or_a hands- Tree-modul e ca I n_an exanpl e epbodi nent,
the val ue of ‘thegleyaifiages) bawawm?m@g therfglepsiag inveniiosinglipraatite cal |
"speaker” f ol GRRakefuchal hnarf'éf!ﬂi Qﬁ‘l@/laWnﬂﬂ'caﬁéﬁgS.l'tlhflﬁsegéﬁ@tﬂ%@ cal | .
In addition, or alternatively, 1f the call is establis W t hout the
call party heagiemer jupbeit, cobfactsofteLamvirokmans apdithedigt.aul t t he device
paranmeter to a value corresponding to a handset call. [0025] "Channel
paraneter” "ld'§fse%§ a channel to be used for a call. For a handset
call or a hands-free-nodule call, for instance, the value of the
channel paraneter indicates whet her the call uses a left channel or a
ri ght channell00IddFIg. & gemiten blogk Hiagrameofisaleyample commugisatinmelystpairl&fdn er
indicates th 4. t I 0,

Shown bel ow gagio?g%gﬁ% tgg Ed(%?ﬁ)ﬂ égt of tﬂeeé gseﬁf %&%nggp i ?gm%@\r}icgtééna%g@n
channel par an®dérctudeon yper deviesl 1AL thronglewhichb userifii cin @afinsuatackiti 05

transmts via l ssages tothe use 103:

K TP Cal | Partys CEbr EOTRAaHDD Chvro e BTl S THBADRAR s hapd turet o
devi ce= handseltsoﬁh@meEmrbb@hten%w}BfétﬁatduBaﬁévyoe 1@evd eprabddwiahanart =| ef t
X-1PC-Cal | Party: devi ce=hfm channel =ri %ht X-1PC-Cal | Party

devi ce=speak &PmERRIfAdandevire -cayich a Fhd telerbopg agelt telephgne, ad‘i*Ri’ﬂFhe

sof t swi tch 1Q8epdnt MDA I BHEABHRposEPCEYARE fikE aladsoRRBdRtenpitd 1S

shown bel ow.
Communication system 100 also includes a SIP user agent 103 functioning as a

logical network end-point that creates and/or receives SIP messages and manage SIP

sessions.

[0015] In general, the user 101 interacts with the turret device 102 via a user
interface to communicate with users of other SIP user agents 106. As shown in FIG.
1, the turret device 102 is communicatively coupled to a SIP user agent 103 over, for
example, a network or a proprietary communication line. Although FIG. 1 shows the
SIP user agent 103 as being separate from the turret device 102, embodiments where
the SIP user agent 103 is included as part of the turret device 102 are contemplated

and are within the scope of the embodiments described herein,



X-1PC-Call : type= [type] ;usage= [usage] "Type" paraneter indicates
a call feature and "usage" paranmeter indicates an attribute of the
cal | feat uW@20114338he cases, a usage paraneter is unnedEIFEEF211/0pF525
this is the case, the SIP user agent 103 and the softswitch 105
transmt a call header field that does not include the usage
paraneter, as shown below X-1PCCall: type=[type] a. Resource (Line)
[0028] One example call type paraneter ig_a "line" paranmeter (also
sonetinmes referred to as a "resource"). In one enbodi nent, there are
four types of lines: a private line, a dial tone line, an open

connection | i[0@6] ari@ SIP usH sk 003 R\eBblu@Wa{Vedf SsibledViSar Mictiet PLKIRS)
line. Private_ lines further include _an automatic ring down (ARD)

line, a nmanudl®)reigdydhto@mftywitghl@s. whigh.dn Huptis rserwerlrle%twrlimeuplﬁﬂhr%h
is an MRD | i gy pisiplydaPahBNak afWuseldVvis F0BexGABRS an PERAVEK Suitlidd thér)lgtrﬁs

such a line type, are Indicated by button cohfiguration data.”

t hese cases, préfecalypee pdisaitedt €45 domnectcHPlcomgadertién ekdonsdetyeen thy
resource for Y The usa rameter in the call
neader 11 el d ‘Tha CAH S EROE R YRR 0o S PO B B anci ng
resource. Pr |crzsmpetef $yREem. Cﬁrasbﬁsrﬁtdhrlloyatmes appeaiarnedy candedibah tone

| i nes can have man eara call header field, is
shown bel ow, aaherﬁyaflaggféerlaﬂﬁi]mha%r @E@H@%mwa%%rqneaf%wrémf% t he
usage par ametygd/or SonkiRbraiah bf the EFRYTCEIGHUr Ce; usage= [appear ance]

[ 0029] For exanpl e, for a caII fronrappearance 4, the cal | header

field is as f&ilows X-1PC-Call: type= resource usags_ 0030]
An exanpl e caP17hdoathe S-rﬂreefrfdnr\aw thipysésre hQ oy 1?(956663?{’55 |and

between the 305! EWbbEithedd@End AereShdn t%%@%&@%enl@%arfe‘%s SONRerbel ow:
X-1PCCall: type=lcnp2p [0031] An exanpl e cal | héader field for

i mpl enent i ng cgmaupiceer deyiceneanng RS LIS erfstigmby ehngtths S#hprotdcel. Brwevgs.er

agent 103 is fl?%(%ﬁ&{lﬁ)?&lﬁ?&/\ﬁqd&é @ﬁﬁlﬁﬁé sco{;é’&%ﬁé grﬂ?&i%{?rﬁ Qé%t?ﬁrled"h@re%{‘ 91599' €

call header emnen
bet ween the saimplif dineelc&ﬁc&er IR dmex Egeﬁtsusdafm axgemmelﬁaludesi is hymmn ﬂ)@(b oW,

X-1PC Cal | : 0033], A
Freld for i miPUIRRE FRBTARGH B EarE e RegH gl ae b AR o e
bet ween the S0drtapits EdnfibOdag thnttiéh HIrEiuadat: bagdaps inlBSeciesit SIS ubgl ow.

X-1PC-Call: type=icngr oup usage=gt bk b. Broadcast Calls (Conference &
Si npl ex) agent malfunction. Similarly, System 100 may include additional turrets, which are

configured to function as redundant backups in the event of a turret malfunction.

[0018] The SIP user agent 103 and the softswitch 105 utilize RFC-3261 as their
communication and signaling protocol. SIP extensions, i.e., extensions to
RFC-3261, are provided to enable the turret 102 and the softswitch 105 to implement
certain call features, such as those described below. In general, these extensions
include header fields and event packages, which are discussed below in further

detail.
[0019] II. SIP Extensions
A. Header Fields

[0020] An example header field name format is shown below, where [header]

represents any desired header field name:



[ 0034] Anot her usage for the call header field is to initiate a

broadcast call, such as a conference broadcast, i.e., multi-line
ful | -dupl eWO8HIB38¥+ a sinpl ex broadcast, i.e., nulti-|BGRAUS2011/031525
hal f-dupl ex, call. To create a conference call, the SIP user agent

103 transmts to the softswitch 105 an I NVI TE nessage including a
call header field with the type paraneter set to broadcast and the
usage paraneter set to conference. An exagople call header field to
create a conference call that can be transmtted by the SIP user
agent 103 to the softswitch 105 is shown below X-1PC-Call:

t ype=br oadcast-wsage=eaanterence - 10 - [0035] To create a sinplex
broadcast, i.e., multi-line half-duplex, call, the SIP user agent 103
transmits to th h 105 an INVIT i nclu in a call
header fieldAf ?FetSIﬁﬁ} %Vl%}’p ¢ pd PalErcagnigs pt ‘oh%a?iglfé% f‘at}% Efh&eusage
paranmet er seteoh@mpiatdal Y arc iR BRRES R e dARRERNentd REditk@hegmeat i Ny a
sinplex call that can be, for exanple, transmtted by the SI P user
agent 103 to the softswitch 105, is shown bel ow. X-1PC Ca

t ype=br oadcad®0%l} f@él@ym;ﬂa@kh@derﬁ@éfbquf@ acplgngpd ¢h@ad§1aﬁ¢1d M@a@&r each
field can al gRrbRiote6itlchBndift ol ReaBeriRAL HisBhe BhnfgifiRhis. neldbrrid [ ate
a recording, the softswtch 105 transmts to the SIP user agent 103
an | NVI TE nesshigefor pehudiersgararepedsentérbldlewes ¢ast kttps twhithtieespidey betiveen
paraneter sef }r%é.rgctelrseg&hghea%@g f}e*l]:ﬁ 1Hc§1?cga nIP rﬁrrquggalal%%}er 1 this cas tpe
[record_strea represen rd st T 8am nuiber uSed

uni quel y i derhbacfeyfle]kiezalue(fmftﬂatrpgmrr@mnffolgmrsalﬁd lgsadetak shavaeldlow, wWiege whi ch
turret channﬁlwa to m X toget her for ﬁ)ach recordl ng stream can al so be
i ncl uded in uel JPRIeseBIS #BY desis yalunfpr ERIAMCIL| | header field for
creating a recording of a call transmtted by the softswitch 105 to

t he SIP user xagent [b@3des]shownibel ow X-1PC-Call: type=record,
usage=record streamd. Recording Pl ayback [0037] Anot her usage for

the call hea ieldis toi back corded call. To
i tiate pl agii22k Ahavp bedwB e il BRE B i R e ot o
the SWuser agepardb@3erdnfdlivwed by aﬁ&ﬁﬁggaldnqci’qdhdmghavzﬂaé of thepdanettd. el d
with the type paraneter set to ck. An exanple call header field
for |n|t|at|@WOM“QW&%“&MQ*?@%?H@W@SFI that can be, for
exanple, transmtted by the softswtch 105 to the SIP user agent 103,
i s shown bel owip¥-I/BeaGal-l: type=pl ayback e. Di agnostics [0038] The
call header field also is used for initiating a _diagnostic call, for
example, to \Péiriaﬂ‘éFérﬂﬁéf’aé”?bh%a@%‘i%tzédVég”6&?Pa’é?m%t?%pﬁéﬂ:ll@ec]est
is properly received fromanother SIP user agent 106. To initiate a
di agnostic cal lcaitbgrysof tswitch 105 transmts to the SIP user agent
103, via third party call control (3PCC), an I NVITE nessage i ncl udi ng
a call headeer,é Id with the t araneter set to dia nostlcs
exanpl e cal | [ ’f‘of‘?’%}lcﬁ‘aﬁ%‘)&? Flh%fqlla%awdeaﬁaﬁha&w TR P! ma&tm
can be, for expgRhed M%ﬁrﬁh&; ﬁ@ad&y’ ffeﬂﬁ F&fe%éx‘%fecﬁ AR wierel hecanl P

user agent 103, is shown bel ow X- t ype=di agnosti cs
parnes are using different communlcatlons modes such as handset call, speakers

phone call, or hands-free-module, the types of mode in use can be indicated in the
call party header. Notification may be performed by the communication device itself
or a central server. Referring again to FIG. 1, notification is communicated by the
SIP user agent 103 by transmitting to the softswitch 105 a call party INVITE
message, or a 200 OK message in response to a call party INVITE message. The

INVITE OR 200 OK messages indicate whether a call is a handset call, a speaker



f. Forced Line Clear [0039] Yet another usage for the call header
field is to force a resource, or line, clear. To clear a line, the
SI P user ay@011{g33h| aces a call that indicates that thRCIEEI2P11{03152H
force clear the line, i.e., to renove all parties fromthe line. The
SI P user agent 103 acconplishes this by transmtting to the
softswtch 105 an I NVI TE nessage including a call header field with
the type paraneter set to forceclear. Anjexanple call header field
used to force a line clear which can be, for exanple, transmtted by
the SR user agent 103 to the softswitch 105 is shown bel ow

X-1PC Cal | 1 teyperhebs@Ch@amhodule dadl and3Indid@iRe A paldRWiafEnaftdl Bethd &AL 14N
Token) [0040] A token header field is used to authenticate devices,
e.g., to confexpmplesall pytydegderdiclisisghevwn balee a call is an approved
SIP deV|ce and to prevent the use of non-approved SIP devices. A
hash is creatiedrang.addedi;0 sequest syaNnd r,esRERsEs [vLALsPMTE

enbodi ments, to avoid the processing i nvol'ved in conputing the hash
for every request, the hash is only conputed as part of the device

registration [P%4e e%\%&ﬁamwgtehelaﬂ%tésawhﬁh%d@%@ﬂ mefleds  hidseticalben
header i el dupalter @l oieRbs-FeppREERGR] tmean%@@%ﬁbmhﬁﬁt fHRrvafie 36t
of SIP header“fields, is shown below X-I n: |token] [0041] A
cont act headéhedqvmewmamceel is “dahdsatidor § hanlgbt r:adU quqngfqua@p@bmaﬂtand
parameter, is. nd their
esponses t o Hbeh d B modtitato M S b PR T B B2 Ui g
requests, thestabishsdvvithdut Hcafigaftp hemlet fiedd Mibsdfaghcll LOTChaodefant e set
of SIP header fields and conpares the results to tne hash val ue

i ncl uded in t9RECT BRARCIHBRFer e @pgsPopding fpe2 hapgdsaisdlh val ues match, the
devi ce has been successfully authenticated. If the two hash val ues
fail to matchp02s) ‘CharEGhodRearddicdtdd {iMondet epiesisad faialcall OFbiCHaudet a

t oken header f%eld and a hash. val.ue,.then the device |s con3|dered a
non- appr oved ‘8 9f tBand Bé@%&mﬁleafaﬂff@aas%ﬁ Hedalysef thy chime! RIS t ch

105 either pepdibdiss vHeitfe MHeRal aadsladeft EIRMME XN 2 3R QMELL] ARy aca‘fzéakeﬂcaﬂ
Augrent ation (Soft Turret Augmentation Initiated) [0042]

augnent at i on threeaduer of thesghgnped paiaggtsindicaigs B sperkeispimbonia o hl %) fay

i ndi cate thaty anyl NVI TE request sent directly to the SIP user agent
103 was |n|t|ated by the user 101 through a soft turret while
performng 3PCC. The soft turret is executed on a conputer to augnent

a hard turretl00%6brShewarbplos, arbyxasmi¢sl df rhgad&l fieldslimdicaingdivine and phrone
nunber via t 8)3:&%‘1%@%% Mtlcﬁ%{lettcgﬁ &h SV\%IE: gS El!{ill‘lisli‘rﬁ%s vi TI&’R’I%EP

user agent 103 uses augnen ifon ea er o emil'at e the user
101 and prevemﬁmges&BheSHMﬂgm@$huHB:and ot her 3PCC calls from
accidentally releasing an active call. Exanple augnentation header

fields are S@QW@CD%%R%%a%t§PC_Auggg;t§%&é¥¥;a%%nééHE§§§EgnentatIOn:
off 5. Logon
X-IPC-CallParty: device=handset;channel=right
X-IPC-CallParty: device=hfm;channel=left
X-IPC-CallParty: device=hfm;channel=right

X-IPC-CallParty: device=speaker;channel=1
2. Call (Type and Usage)

[0027] A “call header field” indicates a call type and a usage for each call made by
or to turret 102. The call header field is transmitted between the SIP user agent 103



[ 0043] To enable I ogging the user 101 onto a station device, which is
any device, such as a hard or soft turret, conmunicatively coupled to
the | P netWOr2R11418334t he softswitch 105 transnmits to thePEVs20H&B1525
agent 103 an AOR and an encrypted password for the user 101. During
each | ogon, the SIP user agent 103 transmts to the softswitch 105

t he encrypted password for authentication. The softswi tch 105 uses
the encrypted password to create a hash_§or use in authentication.

[ 0044] A |l ogon header field indicates whether a | ogon request was
generated by the user 101 or generated by a backroom i.e., the

sof tswitch 1Qhd tiRScMelilcha®s MBI VEE hbRagtseAn kQﬂmI\Fr]vb ghiepeatier fieM Rh&wn

| ogoff fromother station devices in the event the user 101 is | ogged
onto ot her stb&™n devi ces. For backroom | ogons, the SIP user agent
103 transmts to the softswitch 105 a REG STER request including a

| ogon header y-im¢lcdcBavi:ngype ¥ al P8 PfudafdL gjndicating that a

| ogon has been initiated %y the softswitch 10 as shown bel ow.

X-1 PG Logon: backroo 0045] For user | ogons, the SI P user agent 103
transmts to “THee seramsirirdicatess call R TR sesr, @etamefe MskRaig 28 | ogon
header field aﬁﬂlﬁﬁt@gf E'[’ie\ééﬁ féﬁm@é 1436Me c&es, %h@m 2y 1%1{@&:3&9901? this
user - 14 - having a val ue of ‘user;forced structing

sof t swi t ch 10%the gaseothe E{Ribdeyageoty biX angles w:ﬁfewﬂqmrmdranany a@allh beadett fatld on
devi ces whic e nt o: Logon: wuser; forced
6. Privacy [glbaj,g?es,&%? nc%‘%%the%sétﬁ%% Bgme T Sh § Eﬁgm tted as part of an
| NVI TE nessage fromthe SIP user agent 103 to the softswitch 105 to
enabl e privacy IFer-Caldal kyp€altypel vacy can be enabled for a cal

prior to the call being placed. Exanple privacy header fields
enabl i ng and d'ﬁ?%L#Q@LB Ly vacy are shown below X-IPC Privacy: on
X-1PC-Privacy: 0 en bIe or disable privacy while a call is in
progress, the SIP user agent 103 transnmits to the softswitch 105 an

| NFO message [(028] (Rtieregamble cpMl typa @yrahsted éva flinel prrarfieteiMatsp mometd0s8] To
enable or o 6t QU MOy RSPl ol R B9t Bl
header fi el d.privine lireitaclidpbriedmeheagen cbmrebtﬁbrelmbimna)pgiaabahexﬂuﬁw

gg? Ploﬁs hgaljgfp?‘%t?%hgeléﬂcg (ghggﬁfn%; 6&%’1&?%65 19 Ir'thgll lgguée an auto E!tl% Iﬂllilrtdgwn
(ARD) line, a manual ring down (MRD) line, and a hoot-n-holler line, which is an
MRD line with no signaling. In some cases, resource attributes, such a line type, are
indicated by button configuration data. In these cases, the type parameter in a call
header field is set to resource for all four resource types. The usage parameter in the
call header field indicates the appearance number for the corresponding resource.
Private lines can have only one appearance, and dial tone lines can have many
appearances. An example call header field is shown below, where [appearance]

represents any desired value for the usage pavameter:
X-TPC-Call: type=rescurce;usage=fappearance]
[0029] For example, for a call from appearance 4, the call header field is as follows:

X-IPC-Call: type=resource;usage=4



X-1PC-Mut eOption: global X-1PC MiteOption: |ocal X-1PC MiteOption: no
8. Tal kback [0049] To enable or disable a tal kback call feature for
speaker caWP01ig334re initiated or answered w th push-RGI/ERPI/031525
enabl ed, the SIP user agent 103 transmits to the - 15 - softswtch
105 an I NVITE nessage or a 200 OK nessage including a tallcback
header field. Exanple tallcback header fields are shown bel ow

X-1 PC-Tal kback: on X-1PGC Tal kback: off 1g_one enbodinent, the

t al kback header field is enabled for all handset calls by default. 9.
Recordi ng [0050] A recording header field indicates whether recording

i s enabl ed omogH0$add &QAnipRS call healek fielliToitdRngenahe HoifARLRitREPbElVAE t he
SIP user agent 103 transmts to the softsw tch 105 an I NVITE nmessage

or a 200 OK rswigweitehEdSpadty HPnseraeentd§3 kehgwn belowt d. 1 n one
enbodi ment, recording is enabled by default for all calls that do not

include a regprl@icngamgadgppé;gélﬁb%gﬁxarrpl e recordi ng header fields are
shown bel ow. X-1PC-Recording: on X-1PC Recording: off B. SIP Events

and Event Packagles [0051] As described belowin further detail, to
i mpl enent  callPOFd A exagp wgader §eld fersmpiraeenting gigep SHbbgsvernghe| |

cust om event SW&Q%E%%&FS%E%&}'%%%%%%% tdeyS! P user agent 103

and the softswtch I'n one enbodi nent, a custom
event package takes the formof an | NFO nessage. That is, the event
package is tralskitred:beYRRBhCHRROSE P user agent 103 and the

softswitch 105 as part of an |INFO nessage. In sone enbodi nents, the

message i s S?Nnﬁ)%@é‘:&ﬁfpﬁa&ﬁ%we} Reid PESiEd pRindnRhs h 8fcup Railllvith @b (SI P)
| NFO Met hod and Package Franmework draft-i1etf-sipcore-info-events-02,"
or its equi vahewar between the softswitch 105 and the SIP user agent 103 is shown below:

X-IPC-Call: type=icmgroup;usage=gans

[0033] An example call header field for implementing a group call with group
talkback communicated between the softswitch 105 and the SIP user agent 103 is

shown below:
X-IPC-Call: type=icmgroup;usage=gtbk
b. Broadcast Calls (Conference & Simplex)

[0034] Another usage for the call header field is to initiate a broadcast call, such as a
conference broadcast, i.e., multi-line full-duplex, call or a simplex broadcast, i.e.,
multi-line half-duplex, call. To create a conference call, the SIP user agent 103
transmits to the softswitch 105 an INVITE message including a call header field with
the type parameter set to broadcast and the usage parameter set to conference. An
example call header field to create a conference call that can be transmitted by the

SIP user agent 103 to the softswitch 105 is shown below:

X-IPC-Call: type=broadcast;usage=conference



- 16 - "Session Initiation Protocol (SIP) I NFO Met hod and Package
Framework draft-ietfsipcore-info-events-02" is a framework that

def i nes anWPNED/I§3Bkage nechani sm for carrying appl i catR@nS2eM@B1523

i nformati on between endpoints, and is hereby incorporated by
reference inits entirety. [0053] The framework al so defines a
procedure by which a SIP user agent indicates to other endpoints its
support for receiving | NFO nessages carrjyy_ng application |evel
information within a dialog. The SIP user agent 103 and the
softswitch 105 indicate their support for receiving events, i.e.,
appl i cation i[p¢3%) "B dredle Wsitdpldx Roddick,9Q,, nRYt-lih@RAMHEA1E Ball, TreESAPRser
ot her a nessage that includes a recv-info header with a value of, for
exanpl e, " x- iagentd( Hersmits Ap the safigyyitch 108 vu INY BlEhmggage ineluding analbbiagor

Recv-1nfo: X-.pea I ' o - is
trans (€ ed BT oeiy B ipe PR SAE ol it st Ao & AGRAL:
during a m d-Al adaogldall dedder EElddairredfiop asinapigd el thdtean be Yeriemhmplegcader

can be included r one or e SIP_nessa .. such .as an

i TE s adgniiel e RIn 3 agto: T8 B e FREEREE, s MARIME s age,
and their correspondi ng non-failure responses, i.e., 101-199 and 2xx
nmessages. [ 0054JPCARaéRanplpeseruahces iofudaye=edtmabkkshnment of a di al og
supporting recei pt of I NFO nessages carrying application |evel

i nformation v(\:n Iﬁe no be descri bed. Dm ng establishnent of a dial og,
the SIP user agenct 03 transnits to the softswitch 105 an I NVI TE
nmessage that includes a recv-info header indicating the SIP user
agent's 103 400360 rThefcell headeefiald nan 41868 uved segriatecareording ofippdil. ciat | on

level informati.on during the dialqg  The softswitch 105 ds b
{1 ansm 11 ng UREAGSear ooty AR B e HEleargiet TP e utes

a recv-info NEAUEE nichae Rkludbhgtd@li heides Akl Ghithdhd G9psaReider kéfio

recei ving I NEO nessages carrying application |evel information during
the dial og. [&R98%] aphthsysiesdrragiats detie Aecordnereamb wikieh repipests 4 rggord

i ndi cat es SURREIH nhifberS&fb\inREeSREGHEY Ge tVFRIGY QP Y iSERGA NY tO
the softswitch 105 an I NFO nessage - "17 - including an I nfo-package
header and midentifndwhiph eveshthannels rremixrtogetin ol anplOenerding goreane carestos
support for K6, Lhdica i DI Ry Ad ) “hody. In
general , eacﬁl)gff%egré'{s@gégi ﬁ%gég%é%réggﬁ%ﬁr%?%@ 4%@%%2“@@%‘%& %%sa shown
bel ow, an exaoprdngreSsadjeranadiited bg khedefswildhf1@S5 Rati Sde iseasgdnh&0dial ue
for the "ContEnt-ﬁjls‘ﬁ.osi tion" paraneter and includes

“appl i cati onFR2YHEEPHTF 0- package+xm " as the value for the
"Cont ent - Type" paraneter: |nfo-Package: Xx-ipc-events

Cont ent - Di sposinFicealllnt ppackagel ; Gonfcentecbypie st ream

appl i cation/ x-i pc-i nfo-package+xm 2. NOTIFY [0056] In another

enbodi nment , tdh cus.qﬁocn%evenf( package takes the form of a NOTIFY
message. That® i SSCTHEE BGEF  package is transmitted between the SIP
user agent 103 and the softswitch 105 as part of a NOTIFY nessage. In
sone enbodi ng0d37] AdveheNOHEE Yornesadigeades fieldrintuninitiategtayhackosdi ragprdeal

RFC- 3265, "Sessian.lnitiatio r ot 0oco |.P eci fic Event
ot 11 oot i on CaheRD EHERHEPRHACK 4T 1 AR P By SR Pl OS8Rty o 4P
can request R@driabbfats eR VIR AERES: BAGMAL ALl haxdbcdld Beh tiRaipeertain

events have occurred. RFC 3265 is hereby |ncorporat ed by reference in
its entirety.PaBMetssete Blagback. WhRickrmple calbhheader ficdd fosimtigging a playback of a
X1 pC- event, ey Al fls Sibel fPEEIBIL A 0P ieth! -
An exanpl e NOTT Y r?essaée cgffylfng Ut stic tangié\%ﬁéﬂﬁvﬁ%hl}gé?{?ﬁgﬁs
fol | owi ng: Ewetrtagent-10pds shwemtislow:

X-IPC-Call: type=playback



Cont ent - Type: application/x-ipc-info-package+xm 3. Events [0057]
Exanpl e events for specific features having correspondi ng nessage
body par anWPePEl/1383Hh- par anet er s, net hods, and direct i orRCTEES2011/031525
transm ssion are shown below in Table 1. The termAS in the table
bel ow stands for "application server” and is interchangeable with
softswtch 105 described herein. 1g Direction SV<->V11. AS- >UA
sv<-vri  SV<-V11l SV<->Vil d COd “11-

e. Diagnostics

[0038] The call header field also is used for initiating a diagnostic call, for example,
to validate that a tone generated as part of a loopback test is properly received from
another SIP user agent 106. To initiate a diagnostic call, the softswitch 105 transmits
to the SIP user agent 103, via third party call control (3PCC), an INVITE message
including a call header field with the type parameter set to diagnostics. An example
call header field used to initiate a diagnostic call which can be, for example,

transmitted by the softswitch 105 to the SIP user agent 103, is shown below:
X-IPC-Call: type=diagnostics
f. Forced Line Clear

[0039] Yet another usage for the call header field is to force a resource, or line,
clear. To clear a line, the SIP user agent 103 places a call that indicates that the call
is to force clear the line, i.e., to remove all parties from the line. The SIP user agent
103 accomplishes this by transmitting to the softswitch 105 an INVITE message
including a call header field with the type parameter set to forceclear. An example
call header field used to force a line clear which can be, for example, transmitted by

the SIP user agent 103 to the softswitch 105 is shown below:

X-IPC-Call: type=forceclear
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3. Token (Device Authentication Token)

[0040] A token header field is used to authenticate devices, e.g., to confirm that a
device used to place a call is an approved SIP device, and to prevent the use of
non-approved SIP devices. A hash is created and added to requests and responses.
In some embodiments, to avoid the processing involved in computing the hash for
every request, the hash is only computed as part of the device registration process
and the heartbeat process, An example token header field, where [token] represents
the MD3 hash value for a set of SIP header fields, is shown below:

X-IPC-Token: [token]

[0041] A contact header field, i.e.. a header field indicating the contact parameter, is
included in all REGISTER and OPTIONS requests and their responses to enable
authentication of the hash value. Upon receiving requests, the softswitch 105
performs the MDS5 hash function on a set of SIP header fields and compares the
results to the hash value included in the token header field. If the two hash values
match, the device has been successfully authenticated. If the two hash values fail to
match, or if REGISTER and OPTIONS requests fail to include a token header field
and a hash value, then the device is considered a non-approved device. Based on a
predetermined policy, the softswitch 105 either permits or denies calls from

non-approved devices.
4. Augmentation (Soft Turret Augmentation Initiated)

[0042] An augmentation header field is transmitted by the softswitch 103 to indicate
that an INVITE request sent directly to the SIP user agent 103 was initiated by the
user 101 through a soft turret while performing 3PCC. The soft turret is executed on
a computer to augment a hard turret, for example, by enabling a trader to enter a
phone number via the computer, rather than via the hard turret. The SIP user agent

103 uses the augmentation header field to emulate the user 101 and prevent



resul t=pass/fail reason=string node=on/off audi ol D=i nt eger

di rection=t ouser/tonetwor k/ both duration=integer action=validate
audi ol D=i NVOF8F/1d$¥ect i on=t ouser/tonetworl abot h resul tEE§FASRPFILP525
reason=string MOS=i nteger node=on/off action=addparty/renoveParty
aor =ACR appear ance=i nt eger result=pass/fail
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diagnostics and other 3PCC calls from accidentally releasing an active call.

Example augmentation header fields are shown below:

X-IPC-Augmentation: on
X-IPC-Rugmentation: off

5. Logon

[0043] To enable logging the user 101 onto a station device, which is any device,
such as a hard or soft turret, communicatively coupled to the IP network 104, the
softswitch 105 transmits to the SIP user agent 103 an AOR and an encrypted
password for the user 101. During each logon, the SIP user agent 103 transmits to
the softswitch 105 the encrypted password for authentication. The softswitch 105

uses the encrypted password to create a hash for use in authentication.

[0044] A logon header field indicates whether a logon request was generated by the
user 101 or generated by a backroom, i.e., the softswitch 1053, as well as whether the
user 101 wishes to force a logoff from other station devices in the event the user 101
is logged onto other station devices. For backroom logons, the SIP user agent 103
transmits to the softswitch 105 a REGISTER request including a logon header field
having a value of backroom, indicating that a logon has been initiated by the

softswitch 105, as shown below:
X-IPC-Logon: backroom

[0045] For user logons, the SIP user agent 103 transmits to the softswitch 105 a
REGISTER request including a logon header field having a value of user, as shown

below:
X-IPC-Logon: user

[0046] As shown below, for user logons with forced logoffs, the SIP user agent 103

transmits to the softswitch 105 a REGISTER request including a logon header field



reason=string entity=aor divert_reason= none / inmmediate / busy /

ri ng-no- answer / busy-ring-no-answer destinationi mbusy= stri ng
desti nat i oWRLeE¥¥PH4 Message Body Paraneter privacy r%‘c"@ﬂ’ﬁi‘mm 1525

i nj ect Audi o renoveAudi o audi oVal i dation tal kback conference uotsnAtp
Feature
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having a value of user;forced, instructing the softswitch 105 to forcefully logoff the

user 101 of any other station devices which the user 101 is logged onto:
X-IPC-Logon: user;forced
6. Privacy

[0047] A privacy header field is transmitted as part of an INVITE message from the
SIP user agent 103 to the softswitch 105 to enable privacy for a call. Call privacy
can be enabled for a call prior to the call being placed. Example privacy header

fields enabling and disabling privacy are shown below:

X~-IPC-Privacy: on
X-IPC—Privacy: off

To enable or disable privacy while a call is in progress, the SIP user agent 103

transmits to the softswitch 105 an INFO message including the privacy header field.
7. Muting

[0048] To enable or disable muting for a call, the SIP user agent 103 transmits to the
softswitch 105 an INVITE message including a mute option header field. The mute
option header field enables a global mute, enables a local mute, or disables muting

for a call. Example mute option header fields are shown below:

¥-IPC-MuteOption: global
X-IPC-MuteOption: local
X-IPC-MuteOption: no

8. Talkback

[0049] To enable or disable a talkback call feature for speaker calls that are initiated

or answered with push-to-talk enabled, the SIP user agent 103 transmits to the



Privacy 8ut paooau 3PCC & Di agnostic 3PCC & Di agnostic 3PCC &

Di agnostic Tal kback Conference Diversion WO

2011/ 13333WPEHI083341/ 031525 19 -20 - As described abdR(e/U2AE/858Y
of the nmessage can be custom |In sonme enbodi nents, the body of the
message i ncludes extensi ble markup | anguage (" XM.") carrying event
paranmeters, as described belowin further detail with respect to
specific events. 4. Privacy [0058] The SisR user agent 103 enabl es and
di sables its privacy during a conmunication session by sending an

| NFO nessage to the softswitch 105 including an event header having a

val ue of Xx-i pefteMeRtlDs alNINVRED Rk Sagdvr DY encbRgy inendhilgianglkpickvacy
for the SIP user agent. 103 is shown bel ow

header figld. Example talkback header fields are shown below:
X-IPC-Talkback: on
X-IPC-Talkback: off

In one embodiment, the talkback header field is enabled for all handset calls by
default.

9. Recording

[0050] A recording header field indicates whether recording is enabled or disabled
for a call. To enable or disable recording the SIP user agent 103 transmits to the
softswitch 105 an INVITE message or a 200 OK message including a recording
header field. In one embodiment, recording is enabled by default for all calls that do
not include a recording header field. Example recording header fields are shown

below:

X-IPC-Recording: on
X-IPC-Recording: off

B. SIP Events and Event Packages

[0051] As described below in further detail, to implement call features beyond those
defined in the SIP protocol, custom event packages are transmitted between the SIP

user agent 103 and the softswitch 105,
1. INFO

[0052] In one embodiment, a custom event package takes the form of an INFO
message. That is, the event package is transmitted between the SIP user agent 103
and the softswitch 105 as part of an INFO message. In some embodiments, the
message is sent in accordance with “Session Initiation Protocol (SIP) INFO Method

and Package Framework draft-ietf-sipcore-info-events-02,” or its equivalent.



<?xm version="1.0"7> <x-ipc-info-package> <event> privacy </event>
<privacy> <nmode> on </ node > </privacy> </x-ipc-info-package> 5.

Record [ 00%9201¥133%¥¢ording is currently disabled the Sl

TE2p1IfgEaR

103 can request to enable recording during a comuni cati on session.
If recording is currently enabled the SIP user agent 103 can request

to di sable recording during the conmuni cati on sessi on.

An exanpl e XM

nmessage body enabling recording for the 8P user agent 103 is shown

bel ow. <?xm version="1.0"7> <x-ipc-info-package> <event> record

</ event > <record> <nmode> on </ node> </record>

</ x-i pc- i nf o-“Baskadeiriatior?Brotoc6l (ST TKPAUeth OO G Pathere Phritneieek dageiatt-

103 enabl es tal kbac duriggvﬁgf ker calls, for exanple, in response
[

to a push-t o-StRPIE B FVGRLS

raewrk thapdefingges IEQ packagesmechanism for

transmtted fh@Pmt Qﬁpl@h&odﬂ%ﬂﬂ iFeRMtion Pdtwen Erﬂ@pﬁl@a{ bR lh&fébjlQ’éorporated

i ncl udi ng an evenf

eader having a value of x-ipc-events. An exanple

XM nmessage Bodgfesnebiniisgntighkback for the SWuser agent 103 is shown
bel ow. <?xm version="1.0"7> <x-ipc-info-package>

[0053] The framework also defines a procedure by which a SIP user agent indicates
to other endpoints its support for receiving INFO messages carrying application level
information within a dialog. The SIP user agent 103 and the softswitch 105 indicate
their support for receiving events, i.e., application information within a dialog, by
transmitting to each other a message that includes a recv-info header with a value of,

for example, “x-ipc-events.” An example recv-info header is shown below:
Recv-Info: x-ipc-events

The message including the recv-info header is transmitted between endpoints either
during dialog establishment or during a mid-dialog target refresh. For example, the
recv-info header can be included as part of one or more SIP messages, such as an
INVITE message, an UPDATE message, a PRACK message, and ACK message,

and their corresponding non-failure responses, i.e., 101-199 and 2xx messages.

[0054] An example sequence of the establishment of a dialog supporting receipt of
INFO messages carrying application level information will now be described.
During establishment of a dialog, the SIP user agent 103 transmits to the softswitch
105 an INVITE message that includes a recv-info header indicating the SIP user
agent’s 103 support for receiving INFO messages carrying application level
information during the dialog. The softswitch 105 responds by transmitting to the
SIP user agent 103 a 200 OK message that includes a recv-info header indicating the
softswitch’s 105 support for receiving INFO messages carrying application level

information during the dialog.

[0055] In another embodiment, the SIP user agent 103 indicates support for

receiving specific INFO events by sending to the softswitch 105 an INFO message



<event > tal kback </event> <tal kback> <node> on </ node> </tal kback>
</ x-ipc-info-package> 7. Conference [0061] The SIP user agent 103 and
t he sof t sw¥O Héﬁé’gl‘e or disable conference, i.e., add RfT/PBAH(Pa1525
anot her SIP user agent to or froma call in progress by transmtting
to each other an I NFO nessage including an event header having a

val ue of x-ipc-events. The identity of the resource being conferenced
I's indicated by the address of record ('A0OR') field and the
appearance field. If the resource is a dial tone resource, the digits
are dialed after the I NFO nessages are exchanged between the SIP user
agent 103 andndlliding i inSoapickiicclidader And aicssapd Bod{Muentpasagerd oy INFO

enabling a conference call, i.e., adding a.party to a call in
progress, is "SHR 'HRFYHSUPROL (T SP%?‘@? %’ﬁ%ﬁf .183%‘%&4]?”&@ Fﬁ?ség‘bmaé’é>
<event > conf elgeieeschINPOLTessLR MaEL BARRFortf il ING pRRAR A M ¥h W RELIHQN>
<aor > sip: 1729@ pc. com </ aor > <appear ance> 4 </ appearance>

</ conf er encexnexxmplp messiEd berdycirelydes “InfoFackage” as the value for the
“Content-Disposition” parameter and includes “application/x-ipc-info-package+xml”

as the value for the “Content-Type” parameter:

Info-Package: x-ipc-events
Content-Disposition: “Info-Package”
Content-Type: application/x-ipc-info-package+xml

2. NOTIFY

[0056] In another embodiment, the custom event package takes the form of a
NOTIFY message. That is, the event package is transmitted between the SIP user
agent 103 and the softswitch 105 as part of a NOTIFY message. In some
embodiments, the NOTIFY message is communicated according to RFC-3265,
“Session Initiation Protocol (SIP) Specific Event Notification,” which defines a
framework by which a SIP user agent can request notification from other endpoints
indicating. that certain events have occurred. RFC-3265 is hereby incorporated by
reference in its entirety. A custom event, which is named, for example, x-ipc-event,
is defined for implementing proprietary call features. An example NOTIFY message

calling out such an event includes the following:

Event: x-ipc-events
Content-Type: application/x-ipc-info-package+xml

3. Events

[0057] Example events for specific features having corresponding message body
parameters, sub-parameters, methods, and directions of transmission are shown
below in Table I. The term AS in the table below stands for “application server” and

is interchangeable with softswitch 105 described herein.



8. Diversion [0062] The SIP user agent 103 prograns call diversion
settings, such as call forwarding, by transmtting an HTTP request to
t he soft swWPRLIIGS34| n response, the softswi tch 105 tr REIHFS2811431525
NOTI FY nessage i ncl udi ng an event healfer havi ng a val ue of
X-ipc-events to all SIP user agents associated with the cal

di version. An exanple XM. nessage body programm ng a call diversion
for the SIP user agent 103 is shown bel ow. <?xm version=ul.0"?>

<x-1i pc-i nfo-package> <event > diversion </event> <diversion> <entity>
si p: 1024@pc. com </ entity> <di vert_reason> i medi ate </divert_reason>
<desti nati onl mBusy> si p: 1024@ pc. com </ desti nati on>

<desti nati onRNA> gi p: 1024{@pc. com {/ dest1 natfi dn> </ di vef st on>
</ x-ipc-info-packag? 9. (et er | i ne [ 0083] Ac,p@ wor k adrIE ni strator
can send to the Sl dser pgenmt 103 |bhrofigh tilE sadni ni sticative consple
107 a nmessage incl|@ng al ikt strilfig and a ||y preferghce. A NOT| FY
message is sent to=pe SlIpPuser agent 3 ca|id ng the <ext string
and the ring preference parameters, An exanpl § XVC TESSAge body fO
ringing the SIP uggs agent [L03 and|conmuni cdqtijng an insfruction to
|l og off is shown b@@w FORS - <?xel wersi dassl. 0" ?> E
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<nessage> P| ease | ogoff </nmessage> <ring> yes </ring>
</centerline> </x-ipc-info-package> 10. Bat hroom Logon [0064] The
sof t swi t chWOB1YIg334a user onto a sta@i on devi ce, such B{S/ES2pH(031537
soft turret, by transmtting to SIP u¥er agent 103 a NOTI FY nessage
i ncluding an AOR and an encrypted password for user 101. An exanple
NOTI FY nessage fromthe softswitch 105 to the SIP user agent 103 is
shown bel ow. NOTI FY si p: Devicel D@ pc.com SIP/2.0 Via: SIP/ 2.0/ TCP
term nal . exanpl e. com branch=z9h&AbKwYb6QREI CL Max- Forwards: 70 To:

<sip:turretl @pc.con> From <sjp:asl.ipc.conp;tag=iedhbb8t Call-1D:
cdB34qLToC@ er m rjal. example. Eom Seq: 11 NQTIFY Cont act:
<sip:asl.ipc. con?_&\se:ent-s:x lpA:Av@MSc%.b:se:ript on-State: active;
expi res=3599 ExpifEs 1208 CoRl2rt s 7|7
appl i cation/ x-i pc-&tﬁent&- shnf ppeil< |eaf|entydengt h: 337
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<?xm version="1.0"?> <x-ipc-info-package> <event >l ogon </event>

<l ogon> <user > babe.ruth </user> <passwor d> a9887df ed3434356f dec343
</ passwor dWO3HgEHL </ x-i pc-i nfo-package> - 24 - in PQOTI2AI/031525
nmessage, Wwhich instructs the softswitch 105 to use the encrypted
password for creating a hash. 11. Forced Logoff and Logon [0065] If
the user 101 wants to force a log off, for exanple, if the SIP user
agent 103 is currently |logged onto a statg-on device distant fromthe

current locatjon of user 101, the user 101 forces the |log off by
transmitting AdAesibed abevenihe bady eighemessegespake cutioms i1 1978 srhodgnete
string "X-| PGdagensuiehestQeGidudes ls’l?t@ﬁkiﬁl@ﬁﬁl-léﬁgﬁ&wh&% (WLS?%yino
request, the softswitch 105 forces the SIP usér agent 103 to Iodoff
by transni tt iengnttpararistershPdassebeddglont in foShes dNTT WK respsetdg epecificleuchithg
an event of x-ipc-events. An exanple XM. nessage body of such a
NOTI FY nmessage pgyshown bel ow <?xm version="1.0"7>
<x-1 pc-i nf o- package <event >| ogof f </ event > </ x-i pc-i nf o- package>
The user 101 can force a log on to a station device using a simlar
mechani sm as [0058¢ ubhsSdP atrsagent 393 enmbles and disdbdeg isfpiivedy dariggat i on
device. 12. FEaj . =3l . I eyen f. Ll yre of
a met wor i or SonatRanEr &t b A5l A3TEQ tslelE SRRl 105 ool
over, to a redeneahtader hatmdinfuaaiviptlvaits. ZomexamplaBNAgaeside lvdgt em
(not shown) of the softswtc 05 instructs the turret 102 to
2T over 14 ofPATBERR oL R ST B A LA bt B by 1 1 ansni tti ng
to the softswitch 105 a NOTI FY nessage including a failover event. In
response to recgilvivegstba=NOT) FY>nmessage from t he nmanagenent system
of the softswd-cpctinrbopunakdgeto the SI P user agent 103 the NOTIFY
message i ncl udigigecat>epentrasyi pLeeyedt s. The NOTI FY nessage body
contains the evenfpriiypeyas failover and a zonel D paraneter, which in
sone enbodi ments i smaAebNbRYLrmodd 1 he zonel D paraneter has a val ue
that is outside &/privacy>

</x-ipc-info-package>

5. Record

[0059] If recording is currently disabled the SIP user agent 103 can request to enable
recording during a communication session. If recording is currently enabled the SIP
user agent 103 can request to disable recording during the communication session.
An example XML message body enabling recording for the SIP user agent 103 is

shown below:

<?xml version="1.0"?2>
<x-lipc-info-prackage>
<event> record </event>
<record>
<mode> on </mode>
</record>
</x~ipc-info-package>



- 25 - predeterm ned range of values, or if the zonelD indicates a
zone for which the turret 102 has not been progranmed, the SIP user

agent 103 VE8HESIBhe fail over event. An exanpl e XM. nmeRSHERIHAFIF25
instructing a failover is showm bel ow. <?xm version="1.0"7>

<x-i pc-info-package> <event >fail over</event > <fail over> <zonel D> 2
</ zonel D> </fail over> </x-ipc-info-package> [0067] Once the failed
zone has been resolved, the SIP user agent. 103 fails back, i.e.,

switches back, to the original zone. The nmanagenent system of the
softswitch 105 instructs the tuntt 102 to fail back fromthe redundant
zone to the feiTg@@bhackne by transmtting to the softswitch 105 a

NOTI FY nmessage including a fail back event. In response to receiving

t he NOT WY fr t he manage t stem of the softswitch 105,
the sof t swi t SIOCIBCTe ST Iaeth 10 EHea cp Rrt QydinsPitie: (i RLpmPE.

nmessage i ncl yaliddPorRB 1Y ARh-1X-1d1R BRI prdsh&l. NQTINFO ARSR2OR thaatitted
contains the event type as fail back and a zonel D paranetér, which in

some enbodi mérstheSIREser agang &P3 tojthe safiswitgh H)Dngludiagras eyenhbeader haginga
that i s outsi r.ed m f o Lo

i ndi cates a ngﬁlg%{ grlﬁp mﬁfc gﬁ tpﬁg&ta %I?Iragfavﬁll&e\é gg%ﬁ%?{ %‘éjé'ﬁi’ %?(ga"ﬁm ,
the S|P user SABestr agdd® 10Yischesn bélewf ai | back event. An exanple XM
nmessage body instructing a fail back is shown bel ow. <?xm

versi on="1. 0"<?°>xm<_LX'vjeE%'i%Hf=oi pgekage> <event>fail back</event >
Q

<f al | back> <>'{<_zi%régli —pélcﬁ%lgl'} </ fall back> </ x-ipc-info-package>

<event> talkback </event>
<talkback>
<mode> on </mode>
</talkback>
</x-ipc-info-package>

- 26 -

7. Conference

[0061] The SIP user agent 103 and the softswitch enable or disable conference, i.e.,
add or remove another SIP user agent to or from a call in progress by transmitting to
each other an INFO message including an event header having a value of
x-ipc-events. The identity of the resource being conferenced is indicated by the
address of record (“AOR”) field and the appearance field. If the resource is a dial
tone resource, the digits are dialed after the INFO messages are exchanged between
the STP user agent 103 and the softswitch 105. An example XML message body

enabling a conference call, i.e., adding a party to a call in progress, is shown below:

<?xml version="1.0"7?2>
<x-ipc-info-package>
<event> conference </event>
<conference>
<action> addparty </action>
<aor> sip:1729@ipc.com </aor>
<gppearance> 4 </appearance>
</conference>
</x-ipc-info-package>



C. Third Party Call Control and Di agnostics [0068] Once the
softswitch 105 has established a call between the SIP user agent 103
and anot heVO3PE/1&BF agent 106, the softswitch 105 r equsYESPHOIERP
user agent 103 to generate audio, validate it, and report the result
by transmitting to the SWuser agent 103 an audi o | NFO package

i ncludi ng an event x-ipc-events and audi 0 event paraneters. An

exanpl e XML nessage body inplenenting augho generati on and validation
is shown bel ow. <?xm version="1.0"7> <x-ipc-info-package> <event >

i nj ect Audi o</ event > <i nj ect Audi 0> <audi ol D> 32322 </ audi ol D>

<di rection> BoUWbesrsidndi recti on> <duration> 5 </duration> <action>

val idate </action> </injectAudi 0> </x-ipc-info- package> I n response
to receiving di INFO the SI.P user 03 t ansnits
Lo the sof t APl T bR Bk it Bks al elvgt ™R saREET Fo F atl cLccess
or failure offotwaediagdyaragQfieinl antITTPRq8a Ihe sofivlvitte $652d8 répeiscOthe 2

reporting I NFO messa%e is shown bel ow <?xm version="1.0"7>
<x- i pc- i nf o- paRwRHEE-I0 &gyt AN E GUGMetraEs BRluding b fyspt header having a

<audi oval i dat\/‘aﬁl@%f frlﬁ'@wehﬁ & §1P §Hﬂ6§éﬁ§d‘éms “assoMaed Atithd P Pdiversion. An
</i audi oVal i dati on> </ x-i pc-info-pack age>
example XML message body programming a call diversion for the SIP user agent

103 is shown below:;

<?xml version="1.0"7?>
<x-ipc-info-package>
<event> diversion </event>
<diversion>
<entity> sip:1024@ipc.com </entity>
<divert_reascon> immediate </divert_reason>
<destinationImmBusy> sip:1024Qipc.com
</destination>
<destinationRNA> sip:1024@ipc.com </destination>
</diversion>
</x-ipc-info-package>

9. Centerline

[0063] A network administrator can send to the SIP user agent 103 through the
administrative console 107 a message including a text string and a ring preference.
A NOTIFY message is sent to the SIP user agent 103 carrying the text string and the
ring preference parameters. An example XML message body for ringing the SIP

user agent 103 and communicating an instruction to log off is shown below:



- 27 - 1. Signal [0069] The SIP user agent 103 signals other SIP user
agents 106 on a private line by transmtting an | NFO nessage
i ncl udi ng Wﬁ’ezokﬂﬁﬁ}@’-‘fevents package. An exanple XM ness%lgj%ﬂimﬁzs
signaling a SIP user agent on a mivate line is shown bel ow. <?xni
version="1.0"7> <x-ipc-info-package> <event >si gnal </ event > <si gnal >
<nmode> on </ node>- </signal > </x-ipc-info-package> 2. Button [0070]
The softswitch 105 requests user 101 togyess a particular button on
the turret 102 by transmtting to the SIP user agent 103 an | NFO
message or a NOTI FY nessage. An exanple XM. nessage body requesting
user 101 to ptress acpaibhetbao"button on the turret 102 is shown
bel ow. <?xnl aerigicenrEdb-842ragx>i pc-i nf o- package>
<event >but t on</eueni-> cehdubt 0nze <pattdon D> 34 </ buttonl D> </ button>
<X-ipc-info-packagezrline>
<message> Please logoff </message>
<ring> yes </ring>
</centerline>
</x-ipc-info-package>

10, Backroom Logon

[0064] The softswitch 105 logs a user onto a station device, such as a hard or soft
turret, by transmitting to SIP user agent 103 a NOTIFY message including an AOR
and an encrypted password for user 101. An example NOTIFY message from the

softswitch 1035 to the SIP user agent 103 is shown below:

NOTIFY sip:DevicelID@ipc.com SIP/2.0

via: SIP/2.0/TCP

terminal.example.com; branch=z9hG4bXwYb6QREICL
Max-Forwards: 70

To: <sip:turretl@ipc.com>

From: <sip:asl.ipc.com>;tag=iedhbb8t

Call-ID: cdB34gLToClterminal.example.com
CSeqg: 1 NOTIFY

Contact: <sip:asl.ipc.com>

Event: x-ipc-events

Subscription-State: active; expires=35%9
Expires: 7200

Content-Type: application/x-ipc-events-info+xml
Content~Length: 337

<?xml version="1.0"7>
<x—lilpc—-info-package>
<event>logon </event>
<logon>
<user> babe.ruth </user>
<password> a9887dfed3434356fdec343 </password>
</logon>
</x—-ipc-info-package>

The SIP user agent 103 uses the encrypted password during logon authentication. In

particular, the SIP user agent 103 transmits to the softswitch 105 a backroom event



3. Reboot [0071] The softswitch 105 requests the SIP user agent 103
to reboot transmtting to the SIP user agent 103 a reboot NOTIFY
message. Uﬁy 0HEEE34i ng t he reboot NOTI FY nessage, the RETAR88/03Hgent
103 det erm nes whet her and when to reboot. An exanple XM. nessage
body requesting the SIP user agent 103 to reboot is shown below -
28 - <?xm version="1.0"?> <x-ipc-info-package>

<event >r eboot </ event > </ x-i pc-i nfo-package> 4. Profile Change [0072]
A network adm ni strator can change a profile for a user 101 or device
at any time. A NOTIFY nessage is sent to the SIP user agent 103

carrying the ih afNOTIBYi esagepahidh Dgrudiathe RoBsviltANGS €h uss thel deryptel user
agent 103 can retrijeve the CE ge. A change may indicate that, for
exanpl e, a td’@Fsév%‘ggné’r‘F%@?e%l a3 specific row to a table has changed,
or a specific colum in a specific rowto a table has changed. An

exanpl e XM. nEsEagel hawdyr meodpeat i ng the SIP user agent 103 with a
change to the nunber, Tolum, “or row 546 of the button table is shown

bel ow. <?xmi 0" ?> <x-i c i nf o- package>
<event >pr of i |[§@§idgﬁﬁéwévém Wagis g l?ee%quﬁgf for eéﬂwlﬁyé@at%wgr agrnt 193>
<attribut e>m—i§®ﬁfeﬁﬁ§‘l&g@écbbﬁt@ 3 sﬁﬁ@ﬁ SSVERE R %ﬁl%é @ﬁl%ﬂ?fb@ﬁidﬁ%f ser 101,

</ profil eChange> </ X-ipc-info-package> 5. Call Establishnment
Feature Initit ‘FS@hlql(f@IFEf the|lee ¢f by tla@@ntfm&%tharﬁ@lﬂ?mt@hd%@g\ﬁQIS'BEROS

est abl i shed g » [NV T SAges in
accordance wﬁﬁdeaﬁ@ig@%ﬁ%&@éh% %%%gggeelgggg%\'/e. Qthcer@I\ﬁﬁ $E
messages i nclRE{ZISORR requentpthe sbftadeh 105 ircatthaPaiserengaesii)3 tologofif biy at e
one or nore eC|ch cal | ..f.eature vent tha eci fic call
Poatore et SREShe B R B R 1oh Pl EE b A EredB et .
the SIP user xaigestentd)3Ad shabripdd XMII hessi @atody of Qieh aMeOTBIFYt thésdgbeafsHoMnO

nmessage to the softswitch 105 during the dial og.
below:

<?xml version="1.0"7?>

<x-ipc-info-package>
<event>logoff</event>

</x-ipc-info-package>

The user 101 can force a log on to a station device using a similar mechanism as

discussed above for forcing a log off of a station device.
12. Failover and Failback

[0066] In the event of a failure of a network or zone, the SIP user agent 103 fails
over, Le., switches over, to a redundant or standby network or zone. A management
system (not shown) of the softswitch 105 instructs the turret 102 to failover from the
failed zone to the redundant zone by transmitting to the softswitch 105 a NOTIFY
message including a failover event. In response to receiving the NOTIFY message
from the management system of the softswitch 105 forwards to the SIP user agent
103 the NOTIFY message including an event x-ipc-events. The NOTIFY message
body contains the event type as failover and a zoneID parameter, which in some

embodiments is an integer. If the zoneID parameter has a value that is outside a



- 29 - D. Exanple SIP Message Traces [0074] Exanple traces of SIP

messages for certain features are shown below. In particular, the

fol | owi ng YO AR/BEpl e of an outgoing call from 3300 aBfpeBIZAHAEIYSt o
3600 using a left handset: INVITE sip:3600@0.10.1.123: 5060;
transport=TCP SIP/2.0 From "Rose"<sip:3300@l0.10.1.123:5060>;

t ag=34ade8e8-0- 13c4-50029- 79e03- 6199b0e8- 79e03 To:

<si p: 3600@0. 10. 1. 123: 5060> Cal | -1 Dt -25 -

34b76128- 0- 13c4-50029- 79e03- 38e68ba2- 79e03 CSeq: 1 I NVITE Vi a:

SI P/ 2.0/ TCP 10.10. 1. 121: 5060; br anch=z9hG4bK- 79e03- 1dcl 3e31- 5f 8d6951

Max- For war ds:pred2tenufiiee t4n@e of values, or if the zoneID indicates a zone for which the turret
timer, repl aces, fronchange, hi stinfo, answernode, 100rel Hi story-I1nfo:

<si p: 3600@L0. 8 has RS PegOogiapavepidF PLTeesazenh ihdgnores the failover event. An
P- Assert ed- | dghhpleME RREEE Dby RIARE P a Hitoderhid Sk Risval | :

t ype=r esour ce; usage=1 X- | PC Call Party: devi ce=handset: channel =I ef t
X-1PC-Privacy: on X-1PC Recording: on X-1PC Tal kback: on

X- 1 PC- Mut eOpt 16! g1eaEarresér9Agent: I1PC SIP Turret - 1.0.0.0
<x-ipc-info-package>

<event>faillover</event>
<failover>
<zonelD> 2 </zonelID>
</failover>
</%-ipc-info-package>

[0067] Once the failed zone has been resolved, the SIP user agent 103 fails back,
i.e., switches back, to the original zone. The management system of the softswitch
105 instructs the turret 102 to failback from the redundant zone to the failed zone by
transmitting to the softswitch 105 a NOTIFY message including a failback event. In
response to receiving the NOTIFY message from the management system of the
softswitch 105, the softswitch 105 forwards to the SIP user agent 103 the NOTIFY
message including an event x-ipc-events. The NOTIFY message body contains the
event type as failback and a zonelD parameter, which in some embodiments is an
integer. If the zonelD parameter has a value that is outside a predetermined range of
values, or if the zonelD indicates a zone for which the turret 102 has not been
programmed, the SIP user agent 103 ignores the failback event. An example XML

message body instructing a failback is shown below:

<?xml version="1.0"7>
<x-ipc-info-package>
<event>failback</event>
<failback>
<zonelD> 1 </zonelID>
</failback>
</x-ipc-info-package>



Cont act: <sip:3300@L0.10.1.121:5060; transport =TCP> Sessi on- Expi r es:
300 M n-SE: 90 Recv-Info: x-ipc-events Allow

| NVI TE, ACKVEAWBHAS3BYE, REFER, OPTI ONS, PCT/US2011/031525
NOTI FY, SUBSCRI BE, ACK, UPDATE, REA STER, PUBLI SH, | NFO Cont ent - Type:
application/sdp Content-Length: 294... Privacy and recording are
enabled for the call and Rose has nuted the gl obal handset. An
incomng intercomcall fromJohn Smth 14 Joe Brown is shown bel ow
I NVI TE si p:joe. brown@0. 10. 1. 123: 5060; transport=TCP SIP/2.0 - 30 -
From "John Smith"<sip:john.smth@O0.10.1.123:5060>;tag=34ade8e8- 0-
13c4- 50029- 792:0Bhied P2b0eAl COefdd addDiaghdsgic§ oe. br own@ 0. 10. 1. 123: 5060>
Call-1D: 34b76128-0-13c4-50029- 79e03- 38e68ba2- 79e03 CSeq: | INVITE

G 2 Ol 0, O BRSO O e

timer, repl ace®3hn@aRNaRGER hics hidht 00QRRWBIEWIED, 108 Qélsts the SIP user agent
103 to generate audio, validate it, and report the result by transmitting to the SIP user
agent 103 an audio INFQ package including an event x-ipc-events and audio event
parameters. An example XML message body implementing audio generation and

validation i1s shown below:

<?xml version="1.0"7>
<x—ipc—info-package>
<event> injectAudio</event>
<injectAudic>
<audioID> 32322 </audiolD>
<direction> ToUser </direction>
<duration> 5 </duration>
<action>» wvalidate </action>
</injectaudio>
</x-ipc-info-package>

In response to receiving the andio INFO package, the SIP user agent 103 transmits to
the softswitch 105 a reporting INFO message indicating the success or failure of the
audio generation. An example XML message body of a reporting INFO message is

shown below:

<?xml version="1.0"7>
<x—lipc—-info-package>
<event> audioValidation </event>
<audioValidation>
<result> pass </result>
<MOS>» 4 </MOS>
</iaudiovalidation>
</x-ipc-info-package>



Hi story-1Info: <sip:joe.brown@0.10.1.123:5060;transport=TCP>; index=1
P- Asserted-ldentity: "John Smth"sip:john.smth@O0.10.1.123

X- |1 PC- Cal | WA PEpBhp2p X-1 PC-Cal | Party: devi ce=handsetPEHEAEY0318F t
X-1PC-Recordi ng: on X-1PC Privacy: off X-I1PC- Tal kback: on

Answer - Mode: Auto User-Agent: IPC SIP LC - 15.02.01c Contact:
<sip:john.smth@0. 10. 1. 121: 5060; t ransport =TCP> Sessi on- Expi res: 300
M n-SE: 90 Recv-Info: x-ipc-events Al ow7._

I NVI TE, ACK, CANCEL, BYE, REFER, OPTI ONS, NOTI FY, SUBSCRI BE, ACK,

UPDATE, REG STER, PUBLI SH, | NFO Cont ent - Type: application/sdp

Cont ent - Lengtih: SignalE. Exanpl e XML Schenma [0075] An exenplary XM
schema, x-ipc-events, for inplenenting the enbodi nents descri bed

Ihalrzgl B old)s/. S h‘ﬂ‘)‘ﬁ'@?e‘fh‘%‘@m -II;QES aggnrg%? si(gjr?glsl c?t f?r ugfa%gé\llict)s-r ld%%nbaoggva?qune%g
transmitting an INFO message including the x-ipc-events package. An example

XML message body signaling a SIP user agent on a private line is shown below:

<?xml version="1.0"7>
<x-ipc-info-package>
<event>signal</event>
<signal>
<mode> on </mode>
</signal>
</x-ipc—-info-package>

2. Button

[0070] The softswitch 105 requests user 101 to press a particular button on the turret
102 by transmitting to the SIP user agent 103 an INFO message or a NOTIFY
message. An example XML message body requesting user 101 to press a particular

button on the turret 102 is shown below:

<?xml version="1.0"?7>
<x-ipc-info-package>
<event>butteon</event>
<button>
<buttonID> 34 </buttonID>
</button>
<x-ipc-info-package>

3. Reboot

[0071] The softswitch 105 requests the SIP user agent 103 to reboot by transmitting
to the SIP user agent 103 a reboot NOTIFY message. Upen receiving the reboot
NOTIFY message, the SIP user agent 103 determines whether and when to reboot.
An example XML message body requesting the SIP user agent 103 to reboot is

shown below:



<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_.5chema" > <xs: el enent
nanme="Xx-i pc-i nf o- package" <xs:conpl exType> <xs:sequence> - 31-

<xs: el emenVOAREESBYent " t ype="event Type" use="r equi r edPGHUS2011/031525
<xs: choi ce> <xs: el ement name="privacy" <xs:conpl exType> <xs:sequence>
<xs: el enent nane="node" type="node"/> <xs:elenment nane="result"”
type="result"/> <xs:el ement nanme="reason" type="xs:string"/>

</ xs: sequence> </ xs:conpl exType> </ xs: elgent >

<?xml version="1.0"7>

<x-ipc-info-package>
<event>reboot</event>

</x-ipc-info-package>

4. Profile Change

[0072] A network administrator can change a profile for a user 101 or device at any
time. A NOTIFY message is sent to the SIP user agent 103 carrying the information
regarding what has changed, so the SIP user agent 103 can retrieve the change. A
change may indicate that, for example, a table has changed, a specific row to a table
has changed, or a specific column in a specific row to a table has changed. An
example XML message body for updating the SIP user agent 103 with a change to

the number, column, or row 546 of the button table is shown below:

<?xml version="1.0"?>
<x-ipc-info-package>
<event>profileChange</event>
<profileChange>
<entity>button</entity>
<attribute>number</attribute>
<referencelD>546</referencelD>
</profileChange>
</x-ipc-info-package>

5. (Cail Establishment & Feature Initiation

[0073] SIP user agent 103 and the softswitch 105 established calls by
communicating to each other INVITE messages in accordance with RFC-3261,
which is discussed above. The INVITE messages include one or more header
indicating a request to initiate one or more specific call features. In the event that a
specific call feature is to be initiated during a previously established dialog, the SIP
user agent 103 initiates the feature by transmitting an INFO message to the

softswitch 105 during the dialog.



<xs: el enent nane="recordn> <xs: conpl exType> <xs:sequence> <xs: el enent
nanme="node" type="node"/> </Xxs:sequence> </ xs: conpl exType>

</ xs: el enreWORHBS3Bremrent name="i nj ect Audi on> <xs: corrplll‘-.&Tr‘j/Sﬁ&B/OﬂSZS
<Xs:sequence> <xs: el enent nane="audi ol D' type="xs:integer"/>
<xs: el enent nane="direction” type="directionType"/> <xs: el enent
nanme="durati on" type="xs:integer"/> <xs:el ement nanme="action"
type="actionType"/> </ xs: sequence> </ xs:ganpl exType> </ xs: el enent >
<xs: el ement nanme="renoveAudi 0" <xs:conpl exType>

D. Example SIP Message Traces

[0074] Example traces of SIP messages for certain features are shown below. In
particular, the following is an example of an outgoing call from 3300 appearance 1 to

3600 using a left handset:

INVITE sip:3600€10.10.1.123:5060;transport=TCP SIP/2.0
From: "Rose"<sip:3300010.10.1.123:5060>;tag=34ade8e8-0-
13¢c4-50029-79e03-619900e8-79e03
To: <sip:36000810.10.1.123:5060>
Call-ID: 34b76128-0-13c4-50029~-79e03~-38e68ba2-79e03
CSeqg: 1 INVITE
Via: SIP/2.0/TCP 10.10.1.121:5060;branch=z9hG4bK-79%9e03-
1ldcl3e31-5£8d6951
Max-Forwards: 70
Supported: timer,replaces, from-
change,histinfo, answermode, 100rel
History-Info: <sip:3600@10.10.1.123:5060;transport=TCP>;
index=1
P-Asserted-Identity: "Rose"sip:3300@10.10.1.123
X-IPC-Call: type=resource;usage=1
X-IPC-CallParty: device=handset;channel=left
X-IPC-Privacy: on
X-IPC-Recording: on
X-IPC-Talkback: on
X-IPC-MuteOption: global
User-Agent: IPC SIP Turret - 1.0.0.0
Contact: <sip:3300010.10.1.121:5060;transport=TCPE>
Session-Expires: 300
Min-SE: 90
Recv-Info: x-ipc-events
Allow: INVITE,ACK,CANCEL,BYE, REFER, QPTIONS,

NOTIFY, SUBSCRIBE, ACK, UPDATE, REGISTER, PUBLISH, INFO
Content-Type: application/sdp
Content-Length: 294...

Privacy and recording are enabled for the call and Rose has muted the global

handset. An incoming intercom call from John Smith to Joe Brown is shown below:

INVITE sip:joe.brown@10.10.1.123:5060;transport=TCP
SIP/2.0



<XS:sequence> <xs: el enment name="audi ol D' type="xs:integer"/>

<xs: el enment nane="direction" type="directionType"/> </Xxs:sequence> -
32 - </ xs: VOMIIERIPhe> </ xs: el enent > <xs: el enent PCT/US2011/031525
name="audi oVal i dati on" <xs:conpl exType> <xs: sequence> <xs: el enent
nane="result" type="result"/> <xs: el enent nane="reason"
type="xs:string"/> <xs:el enent nane="MXS" type="xs:integer"/>

</ xs: sequence> </ xs:conpl exType> </ xs: elgyent > <xs: el enent

nanme="t al kbackf| > <xs: conpl exType>

From: "John
Smith"<sip:john.smith@10.10.1.123:5060>;tag=34ade8e8-0-
13c4-50029-79e03-6199b0e8-79203

To: <sip:joe.brown@l0.10.1.123:5060>

Call-ID: 34b76128-0-13c4-50029-72e03-38e68kba2-79e03
CSeg: 1 INVITE

Via: SIP/2.0/TCP 10.10.1.121:5060;branch=z9hG4bK-79e03-
1dcl3e31-5f8d6951

Max-Forwards: 70

Supported: timer,replaces, from-

change, histinfo, answermode, 100rel

History-Info:
<sip:joe.brown€l0.10.1.123:5060;transport=TCP>; index=1
P-Asserted-Identity: "John
Smith"sip:john.smith@10.10.1.123

X-1PC-Call: type=icmp2p

X-IPC-CallParty: device=handset;channel=left
X-IPC-Recording: on

X-IPC-Privacy: off

X-IPC-Talkback: on

Answer-Mode: Auto

User-aAgent: IPC SIP LC - 15.02.01c

Contact: <sip:john.smith@10.10.1.121:5060;transport=TCP>
Session-Expires: 300

Min-SE: 90
Recv-Info: x-ipc-events
Allow:

INVITE, ACK, CANCEL, BYE, REFER, OPTIONS, NOTIFY, SUBSCRIBE, ACK,
UPDATE, REGISTER, PURLISH, INFO

Content-Type: application/sdp

Content-Length:...

E. Example XML Schema

[0075] An exemplary XML schema, x-ipc-events, for implementing the
embodiments described herein is shown below. The schema defines an XML

NOTIFY body and an INFO body.

<xs:schema xzmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="x-ipc-info-package">
<xs:complexType>
<XS:sequence>



<XS:sequence> <xs:elenment nane="node" type="node"/> </Xxs:sequence>
</ xs: conpl exType> </ xs: el ement > <xs: el enent name="conf er encen>

<xs: conpl e 33334 sequence> <xs: el enent nane="act i onPCT/US2011/031525
type="actionType"/> <xs: el ement nane="aor" type="xs:string"/>
<xs: el enent nane="appearance" type="xs:integer"/> <xs:el ement
nanme="result" type="result"/> <xs:el enent nane="reason"
type="xs:string"/> </xs:sequence> </xs:cpnpl exType> </ xs: el enent >
<xs: el enent nane="di version" <xs:conpl exType>

<xs:element name="event" type="eveniType"
use="required"/>
<xs:choice>
<xs:element name="privacy">
<xs:complexType>
<XS:sequence>
<xs:element name="mode"
type="mode"/>
<xs:element name="result"
type="result"/>
<xs:element name="reason"
type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xsg:element name="record">
<xs:complexType>
<XS:sequence>
<xs:element name="mode"
type="mode"/>
</xXs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="injectdudio">
<x8:complexType>
<¥S:sequence>
<zs:element name="audioID"
type="xs:integer"/>
<xs:element name="direction"
type="directionType"/>
<xs:element name="duration"
type="xs:integer"/>
<xXs:element name="action"
type="actionType"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="removelAudio">
<x8:complexType>
<XS:sequence>
<xs:element name="audioID"
type="xs:integer"/>
<xs:element name="direction"
type="directionType"/>
</xs:sequence>



<Xs:sequence> <xs:el enent nane="entity" type-"XS'string"/>

<xs: el enment nane="di vert _xeason" type="reasontype"/> -

<XS: eleneﬂwoﬁﬁﬁ%”&ﬁéstlnatlonlnnbusy" type="xs: strlng"lgcﬂﬁﬁmﬁwﬁﬁﬁﬁt
nane="desti nati onRNA" type="xs:string"/> </ xs: sequence>

</ xs: conpl exType> </ xs: el enment > <xs: el enent nanme="bar gen>

<xs: conpl exType> <xs:sequence> <xs: el enment nane="nane"
type="xs:string"/> <xs:el enent nanme="numidandset User s"

type="xs:integer"/> </ xs: sequence> </ xs: conpl exType>
</ xs: el ement > <xs: el ement nanme="|ogoff"/> <xs: el enent nanme="| ogon"
<xs: conpl exType> </xs:complexType>

</xs:element>
<xs:element name="audioValidation":>
<xs:complexType>
<XS:sequence>
<xs:element name="result"
type="result"/>
<xs:element name="reason"
type="xs:string"/>
<xXs:element name="MOS"
type="xs:integer"/>
</x%s:sequence>
</xs:complexType>
</x%xs:element>
<xs:element name="talkback">
<xs:complexType>
<XS:sequence>
<xs:element name="mode"
type="mode" />
</xs:sequence>
</xs:icomplexType>
</xs:element>
<Xs:;element name="conference">
<xs:complexType>
<Xs:sequence>
<xs:element name="action"
type="actionType" />
<¥s:element name="aor"
type="xs:string"/>
<xs5:element name="appearance"
type="xs:integer"/>
<xs:element name="result"
type="result"/>
<xs:element name="reason"
type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<x%xs:element name="diversion">
<xg:complexType>
<XS§:sequence>
<xs:element name="entity"
type="xs:string"/>
<xs:element name="divert_reason"
type="reasontype"/>



<XS:sequence> <xs: el ement nanme="user" type="xs:string"/> <xs:el enent

nane="passwor d" t.@

</ xs: conpl BPRIHEL

e="xs:string"/> </ Xxs: sequence>
#xs: el ement > <xs: el enent nanme="f ai | oVel/BS2011/031525

<xs:conpl exType> <xs:sequence> <xs: el enent nane="zonel D"

type="xs:integer"/>

</ xs: sequence> </ xs: conpl exType>

</ xs: el ement> <xs:el enent nane="centerline" <xs:conpl exType>

<XS:sequence> <xs: el enment nane="text" typpe="xs:string"/>

nane="ring" type="node"/> </xs:sequence> - 34 -

<xs:element
name="destinationimmbusy"
type="xs:string"/>
<xs:element name="destinationRNA"
type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xsielement name="barge">
<xs:complexType>
<XS:sequence>
<xs:element name="name"
type="xs:string"/>
<xs:element name="numHandsetUsers"
type="xs:integer"/>
</x%s:sequence>
</xs:complexType>
</xs:element>
<xs:element name="logoff"/>
<xs:element name="lcgon">
<xs:complexType>
<XS:sequence>
<xs:element name="user™"
type="xs:string"/>
<xs:element name="password"
type="xs:string"/>
</xs:sequence>
</xXs:complexType>
</xs:element>
<xs:element name="failover™>
<xs:complexType>
<XS:sequence>
<xs:element name="zoneID"
type="xs:integer"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="centerline™>
<xs:complexType>
<XS5:seguence>
<Xs:element name="text"
type="xs:string"/>
<xs:element name="ring"
type="mode" />
</Xxs:sequence>

<xs: el enent



</ xs: conpl exType> </ xs: el ement > <xs: el enent nane-"buttonu>

<XS: conplexT e> <xs sequence> <xs: el ement nanme="button

type="xs: f%% </ xs: sequence> </xs: com:)lexTyﬂ%Q”Usz‘"1""31”23
</xs:e|enent> <xs.e|enent nane="hol d"/> <xs: el emrent name="recal | "/ >
<xs: el enent nane="signal" <xs:conpl exType> <xs:sequence> <xs: el enent
nanme="node" type="node"/> </xs:sequence> </ xs: conpl exType>

</ xs: el ement > <xs: el enent nane="profi | eGyange"

</xs:complexType>
</xs;:element>
<xs:element name="button">
<xs:complexType>
<XS:sequence>
<x8:element name="buttonID"
type="xs:integer"/>
</xs:sequence>
</xs:icomplexType>
</xs:element>
<xs:element name="hold"/>
<xs:element name="recall"/>
<xs:element name="signal">
<xs:complexType>
<XS:Ssequence>
<xs5:element name="mode"
type="mode" />
</xsisequence>
</xs:complexType>
</xs:element>
<xs:element name="profileChange">
<xs:complexType>
<XS:sequence>
<xS5:element name="entity"
type="xs:string"/>
<xs:element name="attribute”
type="xs:string"/>
<xs:element name="referenceib"
type="xs:integer"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:simpleType name="eventType">
<xs:restriction base="xs:string">

<xs:enumeration value="privacy"/>
<xg:enumeration value="record"/>
<xs:enumeration value="injectlAudio"/>
<xs:enumeration value="removelRudio"/>
<xs:enumeration value="audioValidation"/>
<xs:enumeration value="talkback"/>



<xs: conpl exType> <xs: sequence> <xs: el ement name="entity"
> <xs:element nane="attribute" type="xs:strinqg"/>

type="xs:strin

<xs: el ementVOr}

"/
%ﬁgﬁpéferencelD' type="xs:integer"/>

RINSUHGIEE e>

</ xs: conpl exType> </ xs: el enent > </ xs: choi ce> </ xs: sequence>

</ xs: conpl exType> </ xs: el ement > <xs: si npl eType nane="event Typen>
<xs:restriction base="xs:strine> <xs:enuneration val ue="privacy"/>
<xS:enuneration value="record"/> <xs:enuwmration
val ue="i nj ect Audi 0"/ > <xs: enuneration val ue="renoveAudi 0"/ >
<xs:enuneration val ue="audi oVal i dati on"/> <xs: enuneration

val ue="t al kback"/ >

<x 85 numeisitdrunernadbeehcyat eesiconfer ence" / >

<xS:enuneration val uezs dhnmetiestan'oh> vaxacenanesas 1 @ Azal ue="bar ge"/ >
<xs:enuneration val uest| agofdr'dtd crxyaengaebatgon/ val ue="1 ogon"/ >

<xs:enumeration value="logoff"/>
<xs:enumeration value="logon"/>
<xs:enumeration value="failover"/>
<xs:enumeration value="centerline"/>
<xs:enumeration value="button"/>
<xs:enumeration value="hold"/>
<xs:enumeration value="recall"/>
<xs:enumeration value="signal"/>
<xs:enumeration value="reboot"/>

<xs:enumeration value="profileChange"/>

</xs:restriction>
</xs:simpleType>

<xs$:simpleType name="mode">
<xs:restriction base="xs:string">
<xs:enumeration value="on"/>
<xs:enumeration value="off"/>
</xs:restriction>
</xs:simpleType>

<xs:8impleType name="directionType">
<xs:restriction base="xs:string">
<xs:enumeration value="touser"/>
<xs:enumeration value="tonetwork"/>
<xs:enumeration value="both"/>
</x%s:restriction>
</zs:simpleType>

<xs:simpleType name="actionType">
<¥s:restriction base="xs:string">
<xs:enumeration value="validate"/>
<xs:enumeration value="addparty"/>

<xs:enumeration value="removeparty"/>

<xs:enumeration value="partyleave"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="reasontype">
<xs:restriction base="xs:string">
<Xs:enumeration value="none"/>
<xs:enumeration value="immediate"/>
<xs:enumeration value="busy"/>



<xS:enuneration value="fail over"/> <xs:enuneration

val ue="centerline"/> <xs:enuneration val ue="button"/> <xs:enuneration
val ue="hol WO2011433334 nnerat i on val ue="recal | "/ > <xs: enuteyBI2PH/P31525

val ue="si gnal "/ > <xs: enuneration val ue="reboot"/> <xs: enuneration
val ue="profil eChange"/> </xs:restriction> </xs:sinpleType>
<xs:si npl eType nanme="node" <xs:restriction base="xs:stringu>
<XS:enuneration val ue="on"/> <XS:enungg.ation val ue="off"/>
</xs:restriction> </xs:sinpleType> <xs: si npl eType
nanme="di recti onTypen> <xs:restriction base="xs:string"
<xs: enuneration val uesd t@userrdti cax yaenerthaihorevaiue="t onet wor k" / >
<xs:enuneration val uess batundra td/ons vaesbEr Bhs poen cd xSt "ypl eType>
<xs: si npl eType nampxsackiserIypesm> <xs:restriction base="xs:string"
<XS:enuner ati on<yauermypdtyEade" / > <xs:enuneration val ue="addparty"/>
<xS:enuneration val ue="renoveparty"/> <xs:enuneration
val ue="partyl eav@s/{simpleType name="result">
<xsirestriction base="xs:string">
<xXs:enumeraticn value="pass"/>
<xs:enumeration value="fail"/>
</xs:restriction>
</xs:simpleType>

</xs:schema>
II. Example Implementations

[0076] The present invention (e.g., system 100, or any part(s) or function(s) thereof)
can be implemented using hardware, software or a combination thereof and can be
implemented in one or more computer systems or other processing systems.
However, the manipulations performed by the present invention were often referred
to in terms, such as establishing or discovering, which are commonly associated with
mental operations performed by a human operator. No such capability of a human
operator is necessary, or desirable in most cases, in any of the operations described
herein which form part of the present invention. Rather, the operations are machine
operations. Useful machines for performing the operation of the present invention

include general purpose digital computers or similar devices.

[0077] In fact, in one embodiment, the invention is directed toward one or more
computer systems capable of carrying out the functionality described herein. An

example of a computer system 200 is shown in FIG. 2.

[0078] Computer system 200 includes one or more processors, such as processor
204. The processor 204 is connected to a communication infrastructure 206 (e.g., a
communications bus, cross-over bar, or network). Various software embodiments

are described in terms of this exemplary computer system. After reading this



</xs:restriction> </xs:sinpleType> <xs: si npl eType nanme="reasont ypen>
<xs:restriction base="xs:stringu> <xs:enuneration val ue="none"/>

<xs: enuner YO B3 e="i mredi at e"/ > <xs: enunerati on val XfeHUIHLYP3}2S
36 - <xs:enuneration val ue="noanswer"/> <xs: enuneration
val ue="busyor noanswer"/> </ xs:restriction> </xs:sinpl eType>
<xs:sinpl eType nane="result" <xs:restriction base="xs:string"
<xs:enuneration val ue="pass"/> <xs:emmeration value="fail"/>
</xs:restriction> </xs:sinpleType> </xs:schenma> |I|. Exanple
| mpl enent ati ons

description, it will become apparent to a person skilled in the relevant art(s) how to

implement the invention using other computer systems and/or architectures.

f0079] Computer system 200 can include a display interface 202 that forwards
graphics, text, and other data from the communication infrastructure 206 (or from a

frame buffer not shown) for display on the display unit 230.

[0080] Computer system 200 also includes a main memory 208, preferably random
access memory (RAM), and can also include a secondary memory 210. The
secondary memory 210 can include, for example, a hard disk drive 212 and/or a
removable storage drive 214, representing a floppy disk drive, a magnetic tape drive,
an optical disk drive, etc. The removable storage drive 214 reads from and/or writes
to a removable storage unit 218 in a well known manner. Removable storage unit
218 represents a floppy disk, magnetic tape, optical disk, etc. which is read by and
written to by removable storage drive 214. As will be appreciated, the removable
storage unit 218 includes a computer usable storage medium having stored therein

computer software and/or data.

[0081] In alternative embodiments, secondary memory 210 can include other similar
devices for allowing computer programs or other instructions to be ioaded into
computer system 200. Such devices can include, for example, a removable storage
unit 222 and an interface 220. Examples of such can include a program cartridge
and cartridge interface (such as that found in video game devices), a removable
memory chip (such as an erasable programmable read only memory (EPROM), or
programmable read only memory (PROM)) and associated socket, and other
removable storage units 222 and interfaces 220, which allow software and data to be

transferred from the removable storage unit 222 to computer system 200.

[0082] Computer system 200 can also include a communications interface 224,
Communications interface 224 allows software and data to be transferred between

computer system 200 and external devices. Examples of communications interface



[0076] The present invention (e.g., system 100, or any part(s) or
function(sﬁfthereap) can be inplenented using hardware, software or a
combi nat i oY AMEYES*and can be inpl enented in one or BB LRS
systens or other processing systens. However, the manipul ations
performed by the present invention were often referred to in terns,
such as establishing or discovering, which are commonly associ at ed
with nmental operations performed by a huggn operator. No such
capability of a human operator is necessary, or desirable in nost
cases, in any of the operations described herein which formpart of

t he present iJd¥ent inplude Ratddem, a nd:twoﬂpeteﬁhém(lmheus an Feehicheardper at i ons.

Useful machi nes f ot erform er at n of .t rese I nvention
el ude aonorarmiicBEls Bk PR cBRPARLMEMOR cir Ty BESTRLas Y ER
In fact, in QB@MHIIA@@FOH@MGMCI be. iSoMR el 08 dhts ndhsrfacédada to@tislcAias or
nor e corrput er. systens capable of carrying out the functionality

descri bed herbEfaceg4asaindhclogn ofsigeaihdtewvhigh eandie elastyonis, alergrppiappetic,
FIG 2. [0078&LhEnwpuiher sl%%tc%gaﬁé'@f eyl HASRIWLofin onﬂﬁf?t@ﬁa%%%ﬁ
such as processor 204. The processor 204 1's connecte

comruni cat i onthiesef signds328tage provided (oaogmunwaugmmmfmtﬂéwsa zbus
cross-over b Va i Ou f

descrthed i n%t renrnﬁ%mgﬁ&%l%ah?% np ar @ Zggn%%\{ag]?angﬁ g Cam,&? ?lanalsr 2e%§aa

this - 37 - cdebeimplémearted tstingnvire ohﬁbhfﬁbeﬁ[mpﬁdfseﬁ]teldphoﬁ pey soﬂlu&kmhk ed
in the rel evant ,art h t.o. i ment the inve usi ng ot her
conput er systigAEo 5Wé$%¥y§¥%HF#€@ q E“”FEW?QTmE% BF ¥ system 200 can
include a display interface 202 that forwards graphics, text, and

ot her data f70683]He tmmmeaamea&msnfcmapﬁtmfrbg;m mBéfurgOr froma frane
buf fer not shomné for %¥ on the display unit 230. [0080]

Conput er syst EANPHEF15p Wifednd SRR GRS modigm” grearsed ihgeperally
random acces Sef@PRfisHid é%h/hs 1e%i8¢aﬁé@toé’do§ Qrive1 41982 SPRGANSR YN HRERIK
210. The secondargénennr 210 can include, for exanple, a hard disk
drive 212 andltie 252 radovsemas 338 Thgte qomipwier progrant piotheateprovidg seftwiro sy
di sk drive, gRet L o

renovabl e stor g‘ge dr):s%gI @géﬁé\%@%ﬁ}%ﬁ%&ﬁ%{? S\%Jr:kf%%ﬂg{ Itc\{if'slo“r%}en(E bogg‘ﬁe
storage unit 218 in a mell known manner. Renovable storage unit 218
represents a [008pyonpusse progagnetalse r@falp@d toaqgtcomamtelmoskol legic) arpsord i s
read by and r r ve 14 As W |

appr eci at ed, w@$ﬁhﬁgﬁhp MMEFE?%Q%H ﬁx%ﬂ@. néwgﬁégpg)ggWﬁm amO%e
usabl e stor agecemd wwmohmwunixgausﬁnnecfaﬁ@%&nclcmmn@ml @odrhsyathen and/ or
data. [0081] %kterggébve enbodinené&P sec ﬁ%y nennrg 210 can

i ncl ude ot here’“éciu t HPROEHT CRPHD SYHFR FPgPe Jdeatyies gt WRPIeSENtot her
i nstructions ih@ntién, o adedsddHeteif OMPAL RS MRS @Uﬁlﬁ@é} prodesifs, dM¥h E_Zuean

i ncl ude, for exanple, a repovable storage unit 222 and an interface

220. Exanpl e$ngile digorrcsssar 2ictopgeonn the deptuns efdhe presrgbinyemiiosar t ri dge
interface (s f il i

romory ohi p (Suan A e TeP ARt Bro A oHang) ORGSR b 8 LIRS
(EPROM), or pPBgrammable read only nmenory (PROM)) and associ at ed
socket, and other renovable storage units 222 and interfaces 220,
whi ch aI | ow

st orage uni t?%\j\?ggré%%ﬁ@gl%ﬁt e ?ﬁle%\%ﬂﬁ% Eﬁ?‘ %01%'31 {]ggér?o gs"?@éﬁ%%
can al so i nclsuﬂi'emacmohmnmedatamtsputmpemgran@rczmdtanmmdumwatumsm

interface 224 all software .and data t rans red between
Comout or sy teirm bl ufite b e Pt bt 21 R P B > B S B rons
interface - 3@erf@é4£24CaRe dhtloLBRicY seTRAREN whel&le¥@EKDY 1At @rdcagsr fauich
as an Ethernet card), a communications port, a Personal Conputer

Menory Card ICAESE$ Wﬁﬁ’?‘??ﬁ%ﬂor %@Ast@@né@mbne(fwmsmf thg ipvensiqn ag desaribeg: ¢ .
Sof tware andidatp transferred via conmmuni cations interface 224 are in



[ 0084] Conputer prograns (also referred to as conputer control | ogic)
are stored_in main menory 208 and/or secondary nenory 210. Conputer
programs cA? AL R received via comunications i nt er fECEURIR3EIZ L
conput er programnms, when executed, enable the conputer system 200 to
performthe features of the present invention, as discussed herein.
In particular, the conputer prograns, when executed, enable the
processor 204 to performthe features of3zg.he present invention.
Accordi ngly, such conputer progranms represent controllers of the
conput er system 200. [0085] In an enbodi ment where the invention is

i mpl emrent ed U8086) Imahotharsembotiingens alid na¢reion dnintpdensdn@adenimanilvindargwie r
program product a]pq Ioacfe into conputer Sﬁstem.ZOO usicgf? ,rerma\@bl e
storage driveé“340r PG Matdwasecomponents gl At aRRIGHON; SRecLig inegrasesly
The control |9ghies (AW BlkmeNBEsh EXRERr@Far ¥tate 1 RadAiRGE 85 R pedBfin the
causes the processor 204 to performthe functions of the invention as
descri bed herfépgiions desgaped herrowill herppaprstiie peispisodilied in the televapharedmt i on
is inplenmented primarily in hardware using, for exanple, hardware
conponents SYEHBA Sin3BPInobRE &fFodBRER! the faveidRGE BhRAEmEIELCHIfS (ASI Cs).

| npl ement ati on of the hardware state machine so as to performthe
functi ons desembBatiomeltwithhasilwire ged sgiyearent to persons skilled in the
rel evant art(s). [0087] In yet another enbodinment, the invention is

| plement ed \aegy RRAOURINELH B AbnDB fe PRENA R itha30 betUeSiritk 0B8]
Whi | e vari ous enbodi nents of the present " invention have been

descri bed ababeve, ittsheidbé undgestenddbat shayddve been prdsentechby wapefaxample, and

present ed by . X | and t limtation. .1t wll par. ent
o per sons. < Hafhud Eh e BRe b el T petiehLan B RRR
form and det ahhngeain foem amdiéetiihenneiematke tedelh wddpardeparting fromthdidting i t
and scope of the present i.nventio Thus, the present inventjon

Shoul d ot b Ferl PPy HRYTPR L hsalle Pirs e dRien BRFER gt B Jried by
embodi nment's, Jpybr mBabbWE degeried bfh@ﬂ:l&? eMbbAInREG 06 A B M delfinkdEnly in
followng clains and their equivalents. [0089] In addition, it should
be under st ood<c¢ngance withthegfgHewing claims gk thejr pqpivaiatsat t achnent's, whi ch
hi ghlight the functionality and advantages of the present invention,
are present edodgd) 1R%adRbLE iRAONADE Sn@MtYod RRAATiERES BELHMA iRthet he
present invention is suffici Qntlﬁﬁ/ flexi bl e and configurable, such
that it can R&aghmenisywhich hiehlighivhefanetpnality apnd pdvastaesrof theepresehtat  shown
in the acco j: J | E r .

For egoi ng. AbCHPLIPH e @efita ot A GG IR, e RhRORGe B o Wi,
and t he publ iicvegaoreisahffigiendy flexablp and adiifigutabie, schelntt itshs be etfigied €ards
and practiti oners é‘)n t he Lt_qg/not atrs not fam|iar wit .patent or

|l egal terms OFVBRF 3188‘135%@, er tBaBelSPRYVA L BHPCOMPAPYRST U sor y

i nspection the nature and essence of the technical disclosure of the
appl i cati on. [0088] Austheradie puspordf thorfeeerdid Alstiae: if tondnhble thed s S1 Ratdnite

scope of the present i ntion in any wa It is also to be,

under st ood tﬁ‘g‘fl %fﬁ = C%\f‘ﬂfnﬁ? gelicgenerplly apd gspeiallpibe sHghtHS: need
not be perf olcHBifedrflatd 1R aditidBers B 168 BRWAE are nd CarniliNNTh paterfPoNeValkdnz

1. Anethod for controlling calls and nonitoring resource status for
turret systerfpPhiasfelogst Regtcrning Ariskiydranne cuseiydnsgection the napuse andyj ng,
from a SE€SS| QikehdY &Ftﬁét’e%é&i 1%88&1'& Siﬁhg) %qp%éﬁfon@%@?\b?%ﬂ isthot inftended to
comruni cati on network, a SI P nmessage I ncl'uding at [east one of a
header fi el dbafhichitng as\e tite spakeddie, predeet ineadion iif angl vy frdd alsh wgpea fir st
paraneter corresponding.to a first call feature, .the even acka

PRe udi ng o SBESREPEROnG fe e RieeiBiseElin e i Re e PRESTER o,
wherei n the headerds pekeht@and the event package correspond to

tel ephony features of a voice trading systemincluding a plurality of
turrets and at |east one turret switching system and



3. The method of claim1l, wherein the header field includes at |east
one of a call party header field, a call header field, a token header
field, an augnentation header field, gologon header fleld a privacy
header field, a nmuting header field, t al kback header fleld and a
recordi ng header field. 4, The met hod of claim1, mhereln t he
event package includes at |east one of a privacy event, a recording
event, a conference event, a diversion event, a
centerrﬁﬁﬁgtbgﬁiﬁdgﬁﬁgkycroonrIogon event, a forced | ogoff event, a
forced | ogon event, a failover event, and a failback event. 5.
The nethod of claim1, wherein at |east one of the first call feature
and the secondaGatthod RRlcHAROIIINE LA amdRoriRABE r@B8rcestafisHbF tAGY syeRis,
feature, a recording call feature, a diagnostic call feature, a
t al kbadke swthodrempuisiag the S;t@lrﬁ@r ence call feat ure a d| version cal |
feature

f |
oo or T e fkhg, o o sl int BB bforo 1 (89 sk Betnlof Bl 4 imfnioqeion

f eat ur exetandt, asmlmkwag@frﬁﬁﬁhrﬁg?dt ledse@ieifer header ficl®andldiEeveni fellagy the
claiml, mherern the header field further includes at | east one of a

devi ce Jadarfisidmcludmemhrbpapmetenpeessponding ingefifshealhisatre, tharycat pagkage
I

\s/?olrjg q tﬁgdlgg%l sseégbé@ Catre'rg&%fsdoh% S]¥ nﬁﬂ'{gjtgtaes%cc{nﬁ%Qﬁ%aﬁlé%g\gh%%g h&%ier field

instr umﬂmlnese\iencpmthgﬁgcdmpcmddb|tﬂaislongx/rfeaﬂitres mflehmee( eadihg dysm éncluding a

conput er the conputer s stenrto receive, froma

caus
sessi orP! Wﬁf/ ﬂ%ﬂsﬁ? FtdEQﬂt OpaSiupIet SIS “a%g%iﬁfenb\?éii a conmuni cati on
network, a 1ESSi d
an event packab ﬁgq% ﬁ%#@?@gpgﬁﬁﬁgéﬁiﬂﬁgﬁgg F?E%ﬁggggﬁgwg#g(ﬁﬁ
corres rfeatdrervgldttbe ﬁctmnd sdll feature ingatponss totrhesivug te JRakagezel ncl udi ng a
second paraneter corresponding to a second call feature, wherein the
header field and the event package correspond to tel ephony features
of a voi ce tZ dtengptisdsdfetaimni wldraig tte JIP wiakdde)indiddsur teattonand amt

Sof t sl S TErmersagepme A Garst e NI Virmersneco R CHPA Tomriat, < RACK

featuren@s@éligetgllrfaa%,'[aﬁ@@mgglr1 feature in response to receiving the SIP
nmessage. . The non- ransrtory conput er - r eadabl e medi um of

claim7, mhereln the SI P message includes at | east one of an INVITE
message, an 4 Pﬂ'ﬁ@ném’l ifh NQHefel; {H%Sh%é&gf PRRA ROSH

PRACK nessage, an ACKalrressaee t le?fcﬂln n(@rél’S %?trlé%hgﬁt ory a Gl party
conput dradardotih laealbdidemfield, e Itcdcemh%adam}ﬁerde B amg;medmamdreaﬁereﬁedﬂ a logon

i ncl udes st _one a r.t ader. fie

e o, Tedssiei Rastary Frasfef e BlRdneaer ShonBlibeo héder nd% e
header béRlifle hdad¥: HERCY header fi eI d, a nuting header f| eld, a

t al kback heaéer field, and a recording header fi el d. 10. The
non-transitory conputer-readabl e nmedium of claim7, wherein the event
package i ncluggs nkhd &A% vwiferdin e e\(rég%a@yag%nclﬁdés%ﬁérag'dﬁg O?X?rpkrac
a tal kback event, a conferenée event, i‘'versi on event, a cente
event, exeffag r@nuhm tagon telkbadk evant, @rccﬁdrdnogerfeht embndrsion efx@ﬁ,czecbntanlymw

event, a fai er e ent d fajl back even

non- t 1 &R BPSEERRRS (RESP ¥ BBt BrEe R B 1 Y Bt foa?%frrl?gowmrrfa%&ver et
one of a‘hbgf{nq]ja%kegé}{tj feature and the second call feature includes at
| east one of a privacy call feature, a recording call feature, a

di agnostic call feature, a tal kback call feature, a conference cal
feature, a o YREfeMbdH daibCR e ngtlleﬁiﬁgflé %Flﬁr;t%gﬂ Gure dnd ﬂl@%@cond
call feature, a centerline call feature, ? over caal ?ea ture,

fail bawhllrf@'-ittllreﬁmandﬁsat leastcbna olﬁalprmanypcraﬁsfsatuwl, h rdoeading eall feature, adlagnostlc

call feature, a talkback call feature, a conference call feature, a diversion call feature, a logoff



12. The non-transitory conputer-readabl e nmediumof claim7, wherein
the header field further includes at |east one of a device paraneter,
a channel paraneter, a usage paraneter,, and a hash val ue. 13. A
turret call control and resource staf&g'nonitoring system

conprising. a softswt or a SIP-enabled turret_ including a nenor
coupl eocaﬂ%e%turﬁr Blagu gl ?%%rm ?anqsanf‘p?aéﬁcég@fﬁs 2 fafloygheallgigrer pdailback
receiv f a r a communi cation network, a
sessioﬁmpg?§?§??gkfgﬁgﬁgg%%Q?ngmﬁﬁéssage i ncluding at | east one of a
header field and an event package, the header field including a first
paranmeter Cof fgg Fﬁg&?ﬁdd‘&f Adinft, WitcPdin G Il&afie‘l'& ﬁmh%i‘ﬁcgl‘ééé‘{atl 192}%? 5 a
i ncludi ng a second paranet er corresponé?ng 0 a second cCa eat ure,
wher ei nlevive pamsatiedr, § cledndebprdarhéter, avvende feckage andi hashpahdet. t 0

tel ephony features of a voice trading systemincluding a plurality of
turrets and at | east one turret switching system and

i mpl enent  at7. lseagi-tramsgtonf cdnfgutéri-readablombdib@dan g stdred tHieeonaeishcedf
feature in response to receiving the SIP nessage. ) 14. The

syst emiBitructigninteseapgeephinptrectigppingiinggastrystipngy sdel, when sxecyird bora

an | NVl | FY nessage, an UPDATE
nessagé%ﬁgmgﬁigﬁSﬁﬁggg%gEQ%ﬁﬁﬁgﬁgg%?ﬂH%Egage. 15. The system of
claim 13, whecava) fiohea besaidarinitin@droprofecbL$ER) wkr dgsasbvearnecoafimanictibh
party header field, a call header field, a token header field, an
augrmentst Y% %éﬁ’d@fﬂssps%mludaﬂa B et preierheaden fipld andan cueaypackagpe the

field wRftddinkRANES a fif’s_?b%%m_@te} @&rﬁ‘&ﬂ&lﬁhﬁg First b1 fz:atu?é?‘#h@eve&tgpackage

recordi ng header field. 16. e systemof claim
wher ei rintlhdinguentondgakagmer qclesphading to lasasindaal fedtura, wheremctiie beaslat field
recordingégvent ac vent., .a c%nferen e event,. a diver

t al kback )
event , BB VSR PAKAER STEESPod R Ao P TFEIGH Ok KeiES TAding sYRieTm inlighing a

event, uhBfyCEduir&9and SMEL ondtuldt bON@finEURRIN; 28@d a fail back event.
17. The system of claim 13, wherein at |least one of the first cal

feature and lmptensantdiyh wdiswitthar u B -erableddugetant leasi one ofithe dirstaall feature
privacy, f.eat un a_recording call .feat ...a diagnostic cal

Peat ur antnd s B Wifeafrd RRtiipldo i E M it Sarur e, &
diversion call feature, a logoff call feature, a |ogon call feature,
a centerlin |l feature, a failover call.featyre _a fai.lback cal
featuro  and dtape Ay sSonier faditf Beoiuht of it 7 b fep BESpPGRessage
cl ai m kgeluddies Rkt 3@ fRRINSITE nesshebUaf INFO hiesdagel @SNOIF e dfdssdBCar0f 2

devi ce paraneter, a channel paraneter, a usage paraneter, and a hash
val ue. UPDATE message, a PRACK message, and an ACK message.

9. The non-transitory computer-readable medium of claim 7, wherein the header field
includes at least one of a call party header field, a call header field, a token header field, an
augmentation header field, a logon header field, a privacy header field, a muting header field,

a talkback header field, and a recording header field.

10. The non-transitory computer-readable medium of claim 7, wherein the event
package includes at least one of a privacy event, a recording event, a talkback event, a
conference event, a diversion event, a centerline event, a backroom logon event, a forced

logoff event, a forced logon event, a failover event, and a failback event.
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11. The non-transitory computer-readable medium of claim 7, wherein at least one of
the first call feature and the second call feature includes at least one of a privacy call feature,
arecording call feature, a diagnostic call feature, a talkback call feature, a conference call
feature, a diversion call feature, a logoff call feature, a logon call feature, a centerline call

feature, a failover call feature, a failback call feature, and a button press call feature.

12. The non-transitory computer-readable medium of claim 7, wherein the header
field further includes at least one of a device parameter, a channel parameter, a usage

parameter, and a hash value.

13. A turret call control and resource status monitoring system, comprising:
a softswitch or a SIP-enabled turret including a memory coupled to a processor,
wherein the processor is configured to:
receive, from a SIP user agent over a communication network, a session
initiation protocol (SIP) message including at least one of a header field and an event
package, the header field including a first parameter corresponding to a first call feature, the
event package including a second parameter corresponding to a second call feature, wherein
the header field and the event package correspond to telephony features of a voice trading
system including a plurality of turrets and at least one turret switching system; and
implement at least one of the first call feature and the second call feature in

response to receiving the SIP message.

14. The system of claim 13, wherein the SIP message includes at least one of an
INVITE message, an INFO message, a NOTIFY message, an UPDATE message, a PRACK

message, and an ACK message.

15. The system of claim 13, wherein the header field includes at least one of a call
party header field, a call header field, a token header field, an augmentation header field, a
logon header field, a privacy header field, a muting header field, a talkback header field, and

a recording header field.
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16. The system of claim 13, wherein the event package includes at least one of a
privacy event, a recording event, a talkback event, a conference event, a diversion event, a
centerline event, a backroom logon event, a forced logoff event, a forced logon event, a

failover event, and a failback event.

17. The system of claim 13, wherein at least one of the first call feature and the
second call feature includes at least one of a privacy call feature, a recording call feature, a
diagnostic call feature, a talkback call feature, a conference call feature, a diversion call
feature, a logoff call feature, a logon call feature, a centerline call feature, a failover call

feature, a failback call feature, and a button press call feature.

18. The system of claim 13, wherein the header field further includes at least one of a

device parameter, a channel parameter, a usage parameter, and a hash value.



