UNIVERSAL SAFETY I/0 MODULE CROSS-REFERENCE TO
RELATED PATENTS AND APPLICATIONS [0001] This application claims
the benefit of US Provisional Patent Application serial number 60/663,329
filed on March 18, 2005 and entitled "Safety I/O Modular and Block
System,” the entirety of which is incorporated by reference herein.
BACKGROUND [0002] The subject invention relates to industrial
controls. It finds particular application in conjunction with combining block
and modular I/O, integrating standard and safety messages and bridging

of such safety signalgingbtRaigQralesepptyeh netyrark.eand will be

described with particular reference thereto. However, it is to be
appreciated that the present exemplary embodiment is also amenable to
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Machine control'typically includes various safety devices and associated
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[OOOﬁdiVidueY{/iachine control employs digital and/or analog communication to exchange
information across various networks. Typically, various protocols are employed with such
networks to facilitate communication between a controlier(s) and one or more control
components such as /O modules, drives, servos, switches, sensors, etc. Conventional
protocols accept data from a source (e.g., controller) and package the data for
transmission to one or more data recipients (e.g., control components). In addition, such
protocols have limited communication and typically are suitable only for certain layers
within an automation pyramid and/or limited in their functionality (e.g., single master system
running a master/slave protocol). This may result in barriers within the automation
architecture that are difficult to penetrate and that require complex bridging devices without
being able to fully bridge the gap between the various systems that are quite different in
nature.

[0004] Machine control typically includes various safety devices and associated
controls that can be used to mitigate machine accidents that can harm an individual.
Conventional systems typically hardwire pushbuttons (e.g., an e-stop) directly into a
controller to handle emergency situations which could result in harm to an individual. In

this manner, a user can shut down an operation by pressing the appropriate button. Safety



Conventional systems typically hardwire pushbuttons (e.g., an e-stop)
directly into a controller to handle emergency situations which could result
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afety and non-safety data within a control networ comprisin
control architecture 1o transfer safety and non-safety data. Such flexibility includes

the ability {o transfer safety and non-safety data across multiple protocols within a
single control architecture.

BRIEF DESCRIPTION

[0007] One aspect of the present invention provides a system that facilities
communication of safety and non-safety data within a control network, comprising: a
network interface that receives and/or transmits data directly from a network; a
backplane interface that receives and/or transmits data from a backplane; a
backbone extension that receives and/or transmits data from a backplane; a
universal safety block; a logic control circuit that receives data from at least one of
the network interface, backplane interface and backpiane extension, determines if
the received data is related o safety or non-safety, and parses the received data
accordingly; a safety data table that receives safety data from the logic control
circuit, processes the received safety data and communicates the safety data fo the
safety I/O circuitry; a bridging element that receives non-safety data from the logic
control circuit and transmits this data to one or more control elements; and a safety
/O circuitry that receives safety data from the safety data table; wherein the safety

data is utilized to communicate o at least one control device.



network interface that receives and/or transmits data directly from a
network; a backplane interface that receives and/or transmits data from a
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transmitting data related to safety to a safety I/O component; and processing the
safety data via the safety /O component.
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and communicates the safety data to the safety I/O circuitry. A further
alternate aspect of the present invention provides a method for
rocessing data within a control architecture, comprising: receiving data
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with an aspect of the subject invention;



with an aspect of the subject invention; 3 [0015] FIGURE 6 illustrates a
methodology that determines if data is related to safety or non-safety and
processes such data accordingly, in accordance with an aspect of the
subject invention; and [0016] FIGURE 7 illustrates a methodology that
employs block and modular /O components to process data related to
safety or non-safety, in accordance with an aspect of the subject
invention. DETAILED DESCRIPTION [0017] FIGURE 1 illustrates a
universal safety block (USB) 10 that can receive and/or transmit data
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e processing component 12 can be substantially any type of
logic fabric such as an ASIC, a processor, a discrete logic device, etc. In

DET@@@WBE@@FQ?"HW'”Q component 12 can include a memory (not
shown) to store, edit, manipulate and retrieve desired data. The logic
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redetermined recipient. Such a determination can be made based on
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tab\e%OSeruggggé%%aEgsggé% bridge 20 can be employed to fransmit non-safety (e.g.,
standard) data to one or more conirol components.

[0018] The processing component 12 can determine the type, format, source, etc. of
data received and determine the appropriate method of processing such data based on
one or more factors. The processing component 12 can be substantially any type of logic
fabric such as an ASIC, a processor, a discrete logic device, etc. In addition, the
processing component 12 can include a memory (not shown) to store, edit, manipulate and
retrieve desired data. The logic control component 16 can be employed to determine if
received data is related to safety or non-safety and communicate respective data to a
predetermined recipient. Such a determination can be made based on information
received with the data, format of the data, source of the data, etc.

[0019] In one aspect, the logic control component 16 can communicate safety data
to the safety data table 18. The safety data table 18 can interface with the safety I/O
circuitry 14 to apply to one or more inputs and/or outputs. The safety data table 18 can
update the one or more inputs and/or outputs every cycle, predetermined time increment,
etc. via the safety /O circuitry 14.



to the safety data table 18. The safety data table 18 can interface with the
safety I/O circuitry 14 to apply to one or more inputs and/or outputs. The
safety data table 18 can update the one or more inputs and/or outputs
every cycle, predetermined time increment, etc. via the safety I/O circuitry
14. 4 [0020] The safety I/O circuitry 14 can be substantially any hardware
and/or software interface wherein data can be transmitted to and/or from
the USB 10. The safety I/O circuitry 14 can include one or more features
in order to meet a particular safety standard. In one example, the safety
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allow the USB 10 to communicate across a backplane'to a network
blocknacPREPIENSARINBYIRICThe backplane extension can allow the USB to

[002EPMMUNICRIG YYD C5R AURICAEIRISEHEAMP S where within a control architeciure,
a network interface 22, a backplane interface 24 and a backplane extension 26 can be
employed. The network interface 22 can consist of a plug, a receptacle, a screw terminal,
etc. that can receive data from a network. in this manner, the USB 10 can directly
communicate with one or mare networks. The backplane interface 24 can allow the USB
10 to communicate across a backplane to a network interface or other device. The
backplane extension can allow the USB to communicate with one or more devices coupled
to the USB 10 via a backplane. In one embodiment, the USB 10 can utilize the network
interface 22 to receive data from a network and the backplane expansion 24 to propagate
received network data to one or more /O components via a backplane. In another
example, when the USB 10 is employed as a standalone block, only the network interface
is employed.

[0023] With reference to FIGURE 2, a control system is shown which includes a
controller 52, the USB 10, an expansion port, and a modular non-safety I/O component
(MNIC) 32. The USB 10 communicates with the controller 52 via the network 34. The

USB 10 can communicate utilizing any number of profocols and/or standards. [n one
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to the USB 10 via a backplane. In one embodiment, the USB 10 can
utilize the network interface 22 to receive data from a network and the
backplane expansion 24 to propagate received network data to one or
more I/O components via a backplane. In another example, when the
USB 10 is employed as a standalone block, only the network interface is
employed. [0023] With reference to FIGURE 2, a control system is shown
which includes a controller 52, the USB 10, an expansion port, and a
modular non-safety 1/0 component (MNIC) 32. The USB 10
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can include a memory (not shown) to store data values and/or algorithms
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one example, the controller 52 can employ one or more industrial
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givenlRceierotocol, the network 34 can consist of appropriate media. In one example,
the network 34 is a hardwire connection from the controller 52 to the USB 10. In another
example, the network 34 consists of wireless transmissions via wireless Ethernet, infrared,
Bluetooth or other communication protocols.

[0026] The controller 52 can utilize and execute various hardware, firmware and/or
software to maintain compliance with one or more safety standards {e.g., IEC 61508) which
define a maximum allowable probability of failure on demand. Internal hardware
components (not shown} can be duplicative in order fo meet various safety redundancy
requirements. Similarly, redundant microprocessors (not shown) can be employed to
process substantially the same data at substantially the same time. Moreover, firmware
can be configured to provide redundant processing algorithms, etc. on data received. By
providing such redundancy throughout a system, single point failures can be mitigated.
[0027] In one embodiment, receipt of a signal from a field component (e.g., drive,
light curtain, motor, switch, safety interlock etc.) is not detected by the control network at a
control device (e.g., USB 10, MNIC 32, expansion port 30, efc.) and a warning signal

and/or message is sent to one or more processors {e.g., within the controller 52, the USB
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example, the network 34 consists of wireless transmissions via wireless
Ethernet, infrared, Bluetooth or other communication protocols. [0026]
The controller 52 can utilize and execute various hardware, firmware
and/or software to maintain compliance with one or more safety
standards (e.g., IEC 61508) which define a maximum allowable
probability of failure on demand. Internal hardware components (not
shown) can be duplicative in order to meet various safety redundancy
requirements. Similarly, redundant microprocessors (not shown) can be
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defective data condition state is located, one or more data values can be
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[0029] The control network can be deterministic to monitor that all safety messages
are transmitted in a predetermined and a predictable amount of time. Each device (e.g.,
USB 10, MNIC 32, expansion port 30, etc.) within the control network can be customized o
have its own periodic response time. From this, each device within the control network can
have expectations of guaranteed message delivery. In one approach, one or more safety
messages include a timestamp, which is checked to insure that the one or more safety
messages arrive within a predefined time expectation. Safety messages arriving beyond
the time expectation can cause the affected connection and associated device(s) to go to
its predetermined safe state.

[0030] Devices on the control network (e.g., USB 10, MNIC 32, controller 52, etc.)
can require a dual channel design for crosschecking of safety messages as they arrive.
For example, the network protocol can require that all safety data be transmitted twice;

once normal and once with the data inveried. Because data redundancy is built into the



devices that control a process and/or machine that receive direction from
the controller 52). In one example, the control device is a swinging robotic
arm wherein the pre-determined safe state is an immediate "power
off"condition. In another example, the control device is an exhaust fan
wherein the pre-determined safe state is "power on" ensuring harmful
substances cannot accumulate and, if present, are dispersed. [0029] The
control network can be deterministic to monitor that all safety messages
are transmitted in a predetermined and a predictable amount of time.
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MINIMt[ANASIH A4S, each device within the control network can have

[0031§XPECtatioRs RipkAIICESh MRS SAESARIMABAtISHORSIRBRLOARR. HIGE Rhegrity that
more safety messages include a timestamp, which is checked to Insure

operajes: HEBHRY SHHb ekt YriaighalearaR ok soRIEAGTLARARES IR pre-defined

state.emgﬁ@ﬁi@mf&w@gysraeﬁwg Brovulg e vengiihe dimtcepattadonsaafiicient for
cause the affected copnection_and associated device(s),to go to, its

most GARiERl ARIGRIARSS L [BONBP By s e BRI IR vorSafety Protocol

empldiSB 40 tMNiEnedricontalferdailsieicheatdiicraddiad mdasldwatnehdesighat safety
for crosschecking of safefy messages,as.they.arrive., r . .

data R 08 h Se o8 B SRl i e oo R BEp dirty tha

standandenatworhl anthereses witimtherdl atebivorkiten s Bde msserdatailieiduladziaty & certain

iltdnto the tocol, ual i -
o MRS L RSB SRR LR B gy cante
obtaimedwey ki3irdaining ceowmlinosiaritn peeaTnee HigH ipesyrisjanaards (e.g., IEC
61 5Ogi)_erates correctly (with a relatively high degree of confidence) or goes to
a'pre-defined state. Standard networks achieve a probability of failure on
[0032emand That isSRiffieicaceivemestipHiisrRiienisaib i puthesartialiefop2 via the

netwSAK €8 aPRIiGaL8R ASaEH PIQIRRS!any number of various input and/or output
terminals. Such data can include analog, digital, thermocouple, strain gauge, encoder
signals and the like. In one example, the USB 10 includes 8 digital output terminals and 8
digital input terminals. In another example, the USB 10 includes 6 analog outputs and 2
thermocouple inputs. 1t is to be appreciated that the USB 10 can be empioyed to accept
and/or output data in substantially any desired format and/or protocol.
[0033] The expansion port 30 is employed to allow appending additional 1/O points
on the network 34. The expansion port 30 can contain hardware, firmware and/or software
required to maintain compliance with one or more safety standards. In one instance, the
firmware regulates how data bridging is accomplished as it is transmitted from the USB 10
to the MNIC 32. Data bridging can regulate the way data is handled as it is transmitted
from one device to another within the safety control network.
[0034] The MNIC 32 receives data through the expansion port 14 and can include
any number of input and/or output terminals which can process substantially any data type.
Each terminal can communicate utilizing substantially any desired communication protocol

and/or standard. The MNIC 32 can communicate across a backplane (not shown)wherein
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employed on the network 34 can require specific added measures to
ensure that safety data sent from one device reaches another device with
a higher degree of integrity than a standard network. Whereas standard
networking systems are built to tolerate a certain number of errors, safety
systems trap errors. Verification of a network's integrity can be obtained
by maintaining compliance with one or more third party standards (e.g.,
IEC 61508). [0032] The USB 10 receives communication sent from the
controller 52 via the network 34. The USB 10 can include any number of

addit AP 'aerétr%/%Pr%fBHén@%abse %H(@@Saée 6RR;1BG IR APRIRS modutar 1O

igital, thermocouple, strain gauge, encoder signals and the like. In one

comporamisicliow edBticoadiiuies Brarsltabapaneampradendesigigiahimsuyhen a
macﬁflré:]%{ﬂ@l%f A te sl Qﬁq'??@llﬁegﬁngl%g raBdn 6 1AnRIeRHIHS ARl cessary

thermocouple inputs. 1t is to be appreciated that the USB 10 can be

costsApIBpBitgAlecRY gL aLaEiash shiSiaamaryReRitgtadssiphagauired.

[0038)nd/or prRtasetn¥ARRbIMmENPanRs MO B30sEmeI0pEs 10 aloMterchanged on
ag)gendlng additional I/0 points on the network 34. The expansion part 30

the neliMogkniaihis ARREPECH NG AN 3 i BaATY CRIIFL LG T aRRyRTk 34 and the

expa?@@@'ﬁﬁﬂ@%@ﬂlﬁ @Pﬁqﬁh@é@%%ﬁafeﬁy@iﬁﬁdﬁi@ﬁidlﬁ ﬂﬂgwilﬂﬁéaU% theto the network
irmware regulates how gdata priqqing is,acc [ as it is transmitted

34. 1 R EAUAE: 60 A R S 8 GG dLo FOTRaietS il s agided to

the sysfeamndiRid@oidsolranammitechrfsion posevicbd@apbsied tathilothadktifietyal block
control network, [0034] Th NIC 32 receives, dat r the ex sion

10 o A A e GRTaEp hea B L RAR K B

[0036Fhich can pracessmplestimatidBBaty atadéotypepaBsicn {errhitateame updated such

‘ cate Utlia Detantial i ile
et A SOl SR W Jp08eh et
messstgnsrantzedierBiteditipriberhisiiia0 176 edhaoneafetyanensageed ason-safety

mess%egsérgﬂdlﬂgwmlawm%lyp If a message is identified as a safety message, the
message is routed to the safety data table 18 wherein the message is analyzed and
processed by the USB 10. Alternatively, if a message is identified as a non-safety
message, the message can be bridged to the MNIC 32 for processing. Such data handling
can be in compliance with one or more safety standards (IEC 61508) and/or safety integrity
levels (e.q., SIL. 3, SIL 4, etc.). These standards can prohibit configuration and/or
manipulation of safety data to insure that such data is hot compromised as it is transmitted
throughout the control network.

[0037] The MNIC 32 accepts data from the network 34 via the USB 10 and
processes one or more non-safety data packets. The MNIC 32 can include one or more
modutar devices wherein each device can contain one or more terminals that relate to any
number of various data types. In one example, a modular device includes two digital
outputs and two digital inputs. In another example, a modular device includes four analog
outputs. It is to be appreciated that any number, type and combination of inputs and/or

outputs are contemplated. In one approach, a combination of safety and non-safety



components allow additional I/O to be added on an as needed basis such

as when a machine and/or process is augmented and/or reconfigured. In

this manner, unnecessary costs can be mitigated by avoiding the

purchase of 1/0 components that are not required. [0035] In another

embodiment, the MNIC 32 and the USB 10 are interchanged on the

network. In this approach, the MNIC 32 is directly coupled to the network

34 and the expansion port 30 is employed to allow communication from

the USB 10 to the network 34. In this example, any number of additional
modutandeldcéamoamplget. caddiipadidaddalidhdsystantailse addediotioadINIC 32
as negé%nsion ports can be employed to allow additional block 1/0

components and/or modular 1/0O components to be added to the network.
[0038)0036] I badidiandglenththe) SBH 0Gaoaidrerpataitetd poar80ncanbes form factors,

o e R ke Lo eI G ASPIcH o Ik DR JUn 92 are

contag}mbmaas@myfm@gg{g@ @gi@tﬁ;ﬁ@&f@g@tﬁ@g@@r@h@mﬁmédmmemion in tiquid
betwdTAE RGN ARESFRO¢ 'ﬁnéﬁSPg@%ﬁ'h%@e%ﬁ‘f&)ﬁ‘%?ﬁ?@ﬂﬁir@?ﬁeﬁ‘ﬂéﬁsﬁlﬂganother

is routed to the safety data table 18 Wherein the message is analyzed an

approgeibdbec MifRe erithe USkithateReimettedysraleddemimanisantaminants
and/oR R iEEY i UARRAIRISIEORSSRAGEAD BpdridiepctianbedMMd Geiddes,

processing. Such data handling can be in compliance with one or more

[003% a1ety stHiMRIBRIYRIE CAMEBI RP8 I UiigNAREYRraarals @lgndaidssete. Inone
embodilénElthp hBRSSRIBNRIEITCACRIEIbilcAN A a1/ Midustrial automation

_ manipulation of safety data to insure that ucgkg‘at IS not compromised as
Protoqels (M ARAC B oL P HE B HeR P 5 71or REATMGEE aniearete /0
contréic@eplsciadafitpiration aetivais ddidaitne UGRihg madspiaicaisasatios Potocols to
maore non-%%;téaa%:aiackef. The MNQC‘; 3 canrg)nclude ?1% or.more h that
comMIKBIGEL HREeL S S S HE B HR o RE P 8 R8PSt miiAr 20n tha
reduchaicablinig, toremyves prbductivibr s réatachgp esfdty bnemdamipléystrial automation
protocrzg?sd u'ﬁ(ﬁ/(cj)?vr{%? 'gﬁ!(%dce%]tvélﬁog\'lgétadsgp u\:[r?ean%tc\alvgo?n'%?lﬁg V\lljtgl" IQom an office
another example, a modular device includes tour analog
environment or any point in the system, drilling down to device level information on the
plant floor and can provide seamless communication across networks. In this manner, a
user can control, configure and collect data from across the enterprise.
[0040] Utilizing one or more industrial automation protocols to communicate safety
data can allow the combination of safety and non-safety data within a single control
network. In addition, preexisting networks can be updated to process safety data
alongside non-safety data in conformance with various safety standards. Thus, a usercan
combine safety and non-safety networks without having to invest in safety specific
gateways and bridges, without additional programming languages and without additional
training and maintenance associated with a new network or software. Such technology
can utilize existing cables and build on programming and training already used, which can
provide simpler installation and maintenance. This also enables users to upgrade their
networks while both protecting their initial investment and maintaining existing functionality
(e.g., non-safety data processing).
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outputs. It is to be appreciated that any number, type and combination of
inputs and/or outputs are contemplated. In one approach, a combination
of safety and non-safety 9 modular devices are employed. Additional
modular devices can be added to the MNIC 32 as needed. [0038] The
MNIC 32 and the USB 10 can be contained in any numberform factors,
housings, profiles and the like. In one example, the USB 10 and the MNIC
32 are contained in a form factor that substantially protects against dust
and immersion in liquid between 15 centimeters and 1 meter (e.g.,

[0041 eeti”%ﬁﬁd@ﬂﬁ@ﬂ‘@%ﬁ[ﬂﬂﬁ@m oRPREPAGHY iBRiMMIto#HA6E hRStocols to

SB 10 are hermetically sealed to prevent contaminants and/or other
comnpicalees Re RIS ERYaptis BpaPifs G PanEES RS e RRECRS0RY] standard
devicd@NeieceAs eNBHOIGAtRWEiZinBernyiBioCcAlBhstantiw dseddcidh a safety

consfl SRR U6 D A oo e P AL oot
alongEithe s atiifete seaintiehaly, intfgtatectio rkonwoilif clewathdigtiigeuetors aadd safety

prograglj 3ia g&(jlclae%glgg bg%'%}Z'Weq m\gl Stsrtgln ug%matlo%ﬁlr%togpl:?ot QicS BRI aéELCs). in
safety data*on at

one standard networ Caﬁ'lr a CoS e%ec ve approac
this maoier $reabitegrinpf dhesspleiyueivity! donprisioobsffadéag hazndef the standard

contr(]fﬂggﬁé@ ?érge%%%gop{ﬂéo : N e el &%g& view

e control network from an office environment or any point in th system,
[0042rilling ddwas tolgeWbbziegelanfondagisialoathiemsiten floortanel cenproliedceNet,

EtherRRATPEEELC .%%HF%E}C%}TBQE‘P%P@W&%& 0 RIBRPE R b‘ésﬁﬂgﬁ‘i‘ated in the

control, configure an ect data from across the enterprise. [004
sameiaRingy Gedansiartherrtivheayitnatii- pRhescsiasscohiatieatae safety and

stand3RRYnH8I8 ‘e QuihrRoH %@‘@H%&;P&@aﬁ%i‘&@;% aplatE@Benefits gained

within a single control network. In addition, preexisting networks can be
from ysingdaauispbielsars ety shlely AOHIRTRNhOA-SafEly RRAlFAUSAR Fihceuch as
reduceth ¥agiRde Sadety sdandalatibRuscatdseiemBased diagnostics and increased

architectural flexibility.

[0043] In another embodiment, a safety loop can be constructed that does not
require a controlier. In this approach, peer-to-peer communications can allow sensors to
communicate directly with actuators or safety relays, with seamless bridging and routing
that can allow safety relays on one segment of the control network to connect to safety
mats or light curtains on another. Thus, “end to end” safety allows such a loop 1o be
closed with standard, commercial switch and bridge technology.

[0044] Complex sequential control of safety loops can similarly be effected utilizing
safety controller technology with PLCs connected either to different industrial automation
protocol segments (e.g., one EtherNet/IP and another DeviceNet), responding to presence
sensing safety devices and controlling safety actuators on a local network segment, oron
one or more remote segments utilizing an industrial automation protocol bridging and
routing capabilities. In this manner, segmentation of the network architecture into multiple
DeviceNet safety segments allows time-critical safety loops to be optimized. Such scalable

integration of multiple network segments can result in shorter loop closure times and
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combine safety and non-safety networks without having to invest in safety
specific gateways and bridges, without additional programming
languages and without additional training and maintenance associated
with a new network or software. Such technology can utilize existing
cables and build on programming and training already used, which can
provide simpler installation and maintenance. This also enables users to
upgrade their networks while both protecting their initial investment and
maintaining existing functionality (e.g., non-safety data processing). 10

theretdRMAIAIS AR RIATGRL P TUOYING BRE S5 POLRANSLHHA BHIORRALIRYe! industrial

protoCols to communicate on the control network is the ability to connect

autoraatiely Rielaces (g Jeviratict dibadNsi inealameessiroik Ginfrdniegraled on an
EtherViR0r ¥4ERSBh I ABBAHS bR Sals e 6P BHRIBLTCARAMRIR U HRIRBIe colls.

DeviceNet safety, safety interlock switches can operate al%r;fside
[

[0045]ariable Rptsstniivey O RGYREDrivhighibsiAtRsigartehrstgRywherein the
UsB $@fﬁit¥rrﬁﬂ@9” @@@PLC )@bllm EQ&RQMM|%MM§M?®§?§@?@W@?%1F@QCA safety
controllers s). In this m e integri e safety control Io

contrallEr 2 fRRIRE IS WhE LemlGIOTRRRST St otd Fbardes DRAINIC 32. the
expansioThitatiso, ehdate es3Baiara brifyoyps cf0R42E7 haisotwrutiizintgssafety data to
e UL SHODUIRAREEN 594 EHER SRSl s, e
USB mmnimammrmcmwepmmﬁaam ldSﬁdfOMmeﬂmemmlmtes directly
to thesé‘%‘?%%%q%?ﬁ?p% . F?&%F@Aﬁt‘??%%‘??%?@soé &g{d&‘&‘?&ﬁ%@g{g@%‘r@&

ca enertits gaine rom using bevice on non-sa

[0046]quipmebotansaféty tipplichtions tisdiedd bR mpduneed (NG pR4ithead8B 10 and

o S ARAEE TEGHRR TR 0 RIS DSl oo
etc.) flat doee Nl Gegdirdentbesonscivethisessnoashe pdreegnses them based on
whetFOMANIcaUoRS G AN SEBFMSIBard messages. If a data is determined to be
non-safety, it is ported to a standard data table for processing via the MNIC 32. If,
however, the data is determined to be safety, this safety data is bridged via the bridging
element 62 to and/or from the USB 10 for processing. The bridging element 62 can be
employed to properly handle received and/or transmitted data and can include hardware,
software and/or firmware to transmit data from the safety network 60 to the MNIC 32 and
the USB 10 within the FIOC 54. In addition, firmware and/or software can be updated
periodically to specify handling of particular data within the MNIC 32 and/or the USB 10,
100471 Although the embodiment illusirated in this control system shows the network
60 connected to the modular non-safety /0 component 32 then connected to the USB 10,
substantially any combination of control devices are contemplated. In addition, standard
(e.g., non-safety) and safety I/O can be ordered as desired. For example, two modular
standard (e.g., non-safety) /0 components can be coupled o the MNIC 32. The USB 10
can be coupled to the first two modular standard I/O componenis and one or more
standard /O components (not shown) can be coupled to the four modular safety

components. Thus, substantially any combination of safety and standard /O modules and
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communicate directly with actuators or safety relays, with seamless
bridging and routing that can allow safety relays on one segment of the
control network to connect to safety mats or light curtains on another.
Thus, "end to end" safety allows such a loop to be closed with standard,
commercial switch and bridge technology. [0044] Complex sequential
control of safety loops can similarly be effected utilizing safety controller
technology with PLCs connected either to different industrial automation
protocol segments (e.g., one EtherNet/IP and another DeviceNet),

corre$h3hRa .ngzatf?apg%'?% k. §eNS Qaﬁ?fSWaQ)‘gYicﬁ'?aﬁiﬁ‘d rollipg sadeBuple, linear
ctuators on a local netwdrk ségmeént, or 6h one or More remote
transdieeprpratc tArE My aiempiadashl automation protocol bridging and routing

[004gjaPabilites, [ANNES SARaRG T HReOBBMBlIAh L I NEANALK JeRitREtERIRIPhetwork

multiple DeviceNet safety segments allows time-critical safety loops to be

(e.g., Hivisiobigt SermrsthipbriGHRE 068 8 ANIHRS hadtiRR@geRReetian from the
contréeRBtivarR RS HROPClasER igTasirRt d hidhsraiaw dahieraaieiiot shown). This

xclusion zones. In one approach, stand-alone cell-leyel industrial

backﬁawﬁ%&ﬁémgeeﬂ(@.&,%%wm&f eticarieon 818l RYresitat srpaunicate

wethidntﬁ.gtatﬂﬁbosy@mrﬁthﬁmﬂyliﬁmréﬁbl ,Iﬂﬁi@[b@ﬂﬁblmmrﬁ@mn%d each time an
. communicatjons ggross multiple cells. [004 erring now to FIGURE 3
additighn i'm%ﬁ'i? s d'con 8V§5¢steﬂ9%%rel?r\°ﬁg Fi]?éB ﬂ?ﬂcgmdf’oyead}égg fo the
systehntiCahankiilcativ macheissahd lastgndaddneeatedBul 0dartbedietitated utilizing the
back i?ntroll%_?z communicates with a field 1/O component 54 which includes
RRINIE'55° R expansion port 30, and the USB 10. A bridging element
[0049G2 is cotnrnonicatseatéBBddiasn dbmid S dAiawitthnthe xpalriorepvortk3B0 directly

A [ in the field is_utili
o RSB OO TR, YRR 2o o b
plug-erfecgpiaciriiat seosives coRreiosbinloiey astvstimadisre sirracbigdkihe USB
10 asl %g&lg%?ﬁg‘%ﬁéﬁgyﬁs&@%ﬁﬁré%Ji?&@él&ﬁ@ew@eﬁﬁéﬁié%% ®nt&Face 22 can
SB 10 and the s k

ety controller 52 Is provided via the control networ
consig. gf MefraNete Sorervlieamninals, sockets, etc. employed to provide an electrical

connection from the USB 10 to the control network 60. It is to be appreciated that the
foregoing is for illustrative purposes only and that the USB 10 can directly communicate
with a network utilizing substantially any protocol and/or standard.

[0050] In a standalone approach, the USB 10 can receive, process and transmit
safety related data. Additional I/O modules can be appended to the USB 10 to provide a
flexible control architecture. In one example, additional I/O modules are added to the
standalone USB 10 to accommodate an additional control system. In another approach, a
network interfaces provides direct communication wherein the standalone USB 10 is
employed as a backplane module (e.g., as illustrated in FIOC 54).

[0051] FIGURE 4 illustrates a control architecture wherein the USB 10 is employed
in three different aspects of control /O. in a first aspect, the USB 10 is employed with the
FIOC 54 as a backplane module. In a second aspect, the USB 10 is employed within a
FIOC 56 as an expandable safety block wherein one or more additional I/0 modules can
be coupled to the USB 10 for expanded /O capability. In a third aspect, the USB 10 is
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etc.) 60. The MNIC 32 identifies received messages and processes them
based on whether they are safety messages or standard messages. If a
data is determined to be non-safety, it is ported to a standard data table
for processing via the MNIC 32. If, however, the data is determined to be
safety, this safety data is bridged via the bridging element 62 to and/or
from the USB 10 for processing. The bridging element 62 can be
employed to properly handle received and/or transmitted data and can
include hardware, software and/or firmware to transmit data from the

emplSHEDLREMPLK BAdRLNE N H1GdkaRd: D5 LR ARUMESIE WRElY Wt tHé control

addition, firmware and/or software can be updated periodically to specify
ﬂ@tWWMng of particular data within the MNIC 32 and/or the USB 10. [0047]

roos}thoughrine gRBogdimest "B&Hﬁ‘?@ﬁaé@t@'Wﬁﬂnﬁﬁésﬁﬁt%@h@\'ﬁ/ﬁtmﬁ dewces and

network 60 connected to the modular non-safety I/O component 3
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be faBM¥EES ﬁ@tﬁ@ﬂf@fﬂ@ﬁdﬂﬁeﬁh@é@ﬁoméﬁ%&éﬁ%r@iﬁteﬁﬁﬁesafeaﬁdam@ backpiane

safety 1/O be ordered d. E le,.t dul tandar
oo 5 S P S EE L SO S R S v

USB WUSEntOheainhiect ouplentiathe fiesUB® mmhﬂ&n@cbamdafdyltﬁbmﬂWMace 22
r more, stand O com onen can be ed to
and (bR A IR 2o SETIR AL bt S SRR A Cand the
varioo$ yﬂem artnd&tamlmdtlﬁ)bsmmmwalmd sathedmaspdhdihgakptargpaterface canbe
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empl s ) & Ha R SR O BB e Bt plane

modwléth the control network (e.g., DeviceNet, ControlNet, etc.) 60 along a

{oosggmmo”ﬁéﬁhﬁ@’?ga@g{?ﬁf‘e@%”JE?EPQWH%EHBPFL{F%W “Sﬁ’c@ 1R800 component

ckplane is facilitated via a network interface n

(FIOGhEkpmaeuriedhe mmwmmwmmwmmmumm 56 via a
first Jgﬁ{nqgmﬂﬂwg%td%h {8 H“W‘éﬁ?{léb’ HEAr IINSISETAMREYIBRtc.) network 72. In

backplane will be appendéd each time'an
addition, a second FIOC 56 and a standalone USB 10 are coupled to the controlier 52 via

the first communication protocol.

[0054] A third FIOC 74 is coupled to the controlier 52 via a second communication
protocol (e.g., DeviceNet, ControlNet, EtherNet/IP, etc.) network 76. A fourth FIOC 78 is
coupled to the controlier 52 via a third communication protocol (e.g., DeviceNet,
ControlNet, EtherNet/IP, etc.) network 80. In one approach, each of the three networks 72,
76 and 80 utilize a different protocol.

[0055] The FIOCs 54, 56, 74 and 78 each include the MNIC 26, the bridging element
62, the expansion port 14, and the USB 10. Itis to be appreciated that the USB 10 can
include any number of input and/or output terminals wherein each terminal can process
any type and/or format of data, Similarly, the MNIC 26 can include substantially any
number of non-safety data in a variety of formats. The MNIC 32 can process the non-
safety data received from each of the protocol networks 72, 76 and 80. The bridging

element 62 ports safety data to the USB 10 for processing.
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additional modular I/O device and/or block 1/0 device is added to the
system. Communication across the backplane to the USB 10 can be
facilitated utilizing the backplane interface 24. [0049] In contrast, the USB
10 can communicate with the control network 60 directly utilizing the
network interface 22. In one embodiment, the network interface 22 can be
a plug-in receptacle that receives a DeviceNet safety network cable to
interact with the USB 10 as a standalone safety block within a control
architecture. The network interface 22 can consist of one or more screw

[oossgjrmma'ﬁ] SRIKEES cSHnRMRIOEHITY BEVIHR, A8 QlREHIGRFBRAREEHONSEE 80, the

e USB 10 to the control network 60. It is to be appreciated that the
netwagtdginrg s ferMIesirlavedsuRsEEsRbINihise iva: the I8BPRNEah irlcalown) to

deterfRTRMHEIGHE WIHIGINREEHETING S BEREHYiARYTRERIOG ABREMple, the Al

standard. [0050] In a standalone approach, the USB 10 can receive,
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can bg.ds
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b k i
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secon aspect O Is employed WI Ina FIOC 56 as an
returnspeeridisidnsandey idalpraverdinaingitatiobre additional 1/0 modules can
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e USB 101s 13 emp oyed as a standalone safety block that can
procagﬁﬁﬁf@ﬁmmau@@@ﬂy iitAfesenssiaissétive sysiem, environment, and/or user from

a set of observations as captured via events and/or data. Inference can be empioyed to
identify a specific context or action, or can generate a probability distribution over states,
for example. Inference can refer to techniques employed for composing higher-level
events from a set of events and/or data. Various classification schemes and/or systems
(e.g., support vector machines, neural networks (e.g., back-propagation, feed forward back
propagation, radial bases and fuzzy logic), expert systems, Bayesian networks, and data
fusion) can be employed in connection with performing automatic and/or inferred action in
connection with the subject invention.

[0058] Industrial automation fieldbuses and associated protocols can enable control,
configuration and data collection, and provides benefits such as: media independence;
muitiple data exchange options; seamless, multi-hop routing; and producer/consumer
services. Typical applications for industrial automation fieldbuses (e.g., protocol networks
72, 76 and 80) can include press control, robot weld cell control, transfer lines, packaging
machines, burner management, emergency shut down and/or ski lifts, for example. In

addition, industrial automation protocols can be readily integrated into existing standard
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[0052] The USB 10 can communicate with one or more control devices
and employed in any number of locations throughout a control
architecture. Such flexibility can be facilitated via the network interface
22, the backplane interface 24 and the backplane extension 26. Thus, the
network interface 22 can facilitate communication between the USB 10
and the control network 60. The USB 10 can also employ the network
interface 22 and the backplane extension 26 to communicate with both
the control network and the various I/0O on a backplane at substantially

plant-WRIS RIS aFBE DS RIBRE NG Ea%ER 06 85TR¥ED Hotive, semiconductor,

communicate with a backplane when the USB 10 is employed as a
enterigipmsahandsed e o Osyemes IREUStIRStrates a control network wherein

[oosde field|HQ eampanetatidPlaldss cenrierstedhd s pRaHes PRpRshiBatation in
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devic%%%&égg%eﬁ@ gr?%Sg"d{ﬁPdlg %8&%&@%%%?& m%@(@%tt@%v r a network

ging element e expansion , and the IS to be
runniagpretihetheharotectls 8udh earapmeal dinmamivestolith puepiiriasy approaches

wher HBQHHF#@ AR Eﬁ;&i@tﬁ&(g%%@rﬁﬁpa%%%%ﬁ% AW IPEANHBRL only with that

ormat 0 data. Simi the MNIC 26 can include substantially any
vendefifbibenisidiCsafety data in a variety of formats. The MNIC 32 can

[00 61%007(9655 %ﬁ%ﬂ%ﬁ@;ﬁﬁéﬂ@%t@%ﬂ&%fﬁ% ERCEAT HeRiPERtaeHh REHNALKS vendors
since Et’hern%rt] onIyldef%esr,I agérr]l%sical media, a scheme for sharing the physical media,
and a simple frame format and addressing method for moving data packets across a
network. Upper-layer protocols that are not defined by Ethernet determine network
functions and how devices communicate with each other on the one or more industrial
automation protocol networks 72, 76 and 80. Upper-layer protocols must run on fop of
Ethernet and such upper-layer protocols can be employed by the EtherNet/IP protocol to
provide standards employed in industrial settings.

[0062] One of the upper layers in ordinary Ethernet is TCP/IP, Transmission Control
Protocol/Internet Protocol which provides services that let devices transfer messages to
each other. However, TCP/IP does not guarantee that the devices know what to do with
the messages they receive. Insiead, an application-layer protocol can be utilized to let
connected devices understand received messages.

{0063] Typical application-layer protocols are HTTP for the World Wide Web and
SNMP for e-mail. Industrial devices, however, don't have such protocols at the application

level. EtherNet/IP defines one of the few such layers. EtherNeVIP uses an approach
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element 62 ports safety data to the USB 10 for processing. 14 [0056] In
order to communicate with the various control networks 72, 76 and 80, the
network interface can employ an artificial intelligence (Al) component (not
shown) to determine the type of protocol received by the network
interface. For example, the Al component can determine the appropriate
processing of data within such protocol. In one aspect of the subject
invention, the appropriate format and/or processing of received data can
be determined by machine learning wherein one or more training sets of

called RPN fXaHARIES S e Rt deshlisans arduiisritsddiepuissiavdatm Ethernet

format and/or processing techniques can be utilized to train the system.

netwark alBtABE FHBE!thiflBYIREIfIBRABINSHDSYICHNGH /B IR GReRRSHIRS @dteviceNet
messﬁgﬁca&tﬂesag@ fB§H|E§1 GAnsherthizag: micdsinidal TABXINESSERNARID then be

usted over time and in response to user actions associated w
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re ing apout or inferring states stem, en

ProtoEQUbIA 2188 51 SLSENBHoHE DBl AR Re R B pified by a

sourchnéeiadiog aaneksemeph)a@ddmp mfetééyrmﬁpasltmsemnmared anmnr;amlcg:l sending

a diff e?eﬁiitgei% robte\blhté/ gls ri er% rnCo er sta es, 'I'|‘—| ?g;/npl% feéﬁf‘c?eéﬁﬂme /O

gues employe pos nlC'h &lents
infornsatiar m@nt@@d#@ddﬁt@hwﬁ%b&mem&m bch@megcandmm;zgtemtm The

purpoge dD{orwara(?%\%%cfé? |§n?t9hrLH?1ﬁ‘n%u %Wrﬁﬁé uzzy ogl rBH%@% implicit

propagation, radi ases an

messggingrisiBayasire ibeibnenaadaddia Prosien te besagtogehennode receiving
it. THEBKISSHAR wWihpRH radag pdeRite SROT NS RHACHALEL £/ B%Pﬁé‘ad and

with the subject invention. [0058] Industrial automation fieldbusesand
promaigshgtettisaltbesertmnen AsrdsshipsIcofBflguration and data

[oossiollectiopangnrauides, Beartitp sUehics: MRAIBINGCRIMRESS lets a message
originating on one industrial automation fieldbus such as DeviceNet pass to another
network such as EtherNet/IP, without using application-layer protocols. In addition, this
scheme allows network bridging devices (e.g., bridging element 62) to forward the contents
of messages between network ports without acting on the contents of the message.

[0066] Another industrial automation protocol is DeviceNet which can allow devices
to synchronize for precise system performance and can also be utilized with one or more
safety systems. Such features include automatic checking for duplicate node addresses;
built-in retries at the data-link layer; priorities established by configuration; bit error rate of
approximately <1 0" under stress (i.e., approximately one error fransmitted every 150 years
on a fully loaded system). DeviceNet also employs error counters for each connection to
the network and utilizes connection based messaging so both producer and consumer can
identify data failure. Also, standard DeviceNet media and topology requires no changes
when used in safety implementations which means current DeviceNest users can continue
fo use existing wiring to implement a safety system by adding DeviceNet safety devices to

the existing network, as can be true for other industrial automation protocols. in this
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multiple data exchange options; seamless, multi-hop routing; and
producer/consumer services. Typical applications for industrial
automation fieldbuses (e.g., protocol networks 72, 76 and 80) can include
press control, robot weld cell control, transfer lines, packaging machines,
burner management, emergency shut down and/or ski lifts, for example. In
addition, industrial automation protocols can be readily integrated into
existing standard 15 plant-wide systems various manufacturing settings
such as the automotive, semiconductor, entertainment and food and

manne?vgrlt %g}g H?ﬁtéfg g]slt%ﬂﬂﬁ%a!aﬁ&wéfgy Wt’rlggltgt% o }gm&e This

base on Implementation In existing net nd provide signiticant .
featurtesaini oo s g8 BicRNheosssaxiasolat saklydlaripseinal arg uowally hardwired to

a saf&?‘@‘ma'gﬁe@ éfaﬂ Wt Hlét@tp&ﬂ?@élﬁr%c?@ée&h%ye%ﬂhﬁ%%%em@ 4BSFing the

can ea;f)éupgra e in the future to an integrated system network (e.g.,
netwaskiei{h-pies safghy BN6\SIRRAREAESNIES® devices on the network. Such

[0067]tegratipRLAR RESPRI{RENAY prdtiedNaRinEd B nteaRdsRf dBoisadRlY APnterfere
non-safety data throu&hout the network. 0060(&§)ne industrial automation

- with thedingdiothel tReiel teyierriand Urs e sarioldhRanestiqnal s@fshy protocols,

manuideheensrale ﬂ@d&l?@d'l@i@N@%ﬁéffﬂ@ﬁ@tW@ﬂ{qmf@\r‘%reﬁe[w@dﬁ[ﬂois which adds
runnlng an Ether rotocol Such an ap SPI? ﬁ,]htls in contras with

an UnpRess %ﬁtﬁll% BIGHHLIR R SHTEMr FRASHRAS 8tB‘éB’l’8rr't‘d?ﬂt tightly
integratgierits mdwrwwvomhmhsymerﬂtatch&edmts bhenetdDdB06¢dtems from

res oEt erNeUIP g{gwsa!n {Xé) |I| between devices from different vendors
POJALES E{NEHS %f?f e yS|caI media, a scheme for sharing the

[Oﬂﬁajhysmal\mwmajeahd@vaiﬁmptxeltrphmaéﬁmtdrsattdsamtnesmngtmemhenﬁmmow safety
ioopsg]%?vr'lg a'aE pﬁ%:k (S acr&?g, é)ﬁe accftrés l1”(5)rp§lrosa § é) LSB&Cg'&\%aet E%WRbut and

erne e ermin work ~functions evices
outptttatammuéﬁte {irigh iedoh ctnénoberthendrie appnoastindlisthanandetaatibat ali safety

loopsRYSHRTELERWOLKS Pt 65 ANh SR tHEPRE R RS BP1GGRIS BT I S 1Bt  hetwork
controller approach, which doesn’t require a safety PLC to be part of the safety loop. The
latter method could be categorized as a conventional relay replacement and is typically
used for very tight loop closures.

[0069] Both approaches have advantages and are not mutually exclusive, which
means manufacturers can use a combination of both. A DeviceNet safety system supports
both approaches by allowing any device to talk to any other safety point on the same
segment or another segment in the network architecture.

[0070] With the DeviceNet safety protocol, diagnostics go beyond the status
checking of individual nodes connected to the network by allowing the application to test
the integrity of the fuil loop. Input and output modules can have features such as “pulse
test”, which verifies that the input or output circuit is functioning and not shorted, and “data
echo,” which uses feedback to check that an output module has received and acted on a
command.

[0071] Advanced diagnostics can also check the external load to verify that voltage

is applied to the actuator, and input or cutput modules have the capability io detect open or
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Ethernet and such upper-layer protocols can be employed by the
EtherNeUIP protocol to provide standards employed in industrial settings.
[0062] One of the upper layers in ordinary Ethernet is TCP/IP,
Transmission Control Protocol/Internet Protocol which provides services
that let devices transfer messages to each other. However, TCP/IP does
not guarantee that the devices know what to do with the messages they
receive. Instead, an application-layer protocol can be utilized to let
connected devices understand received messages. [0063] Typical

shortelifaifadane RIsSasolake HihbaderihaMarididlidroiiebiand i Ratically

for e-mail. Industrial devices, however, don't have such protocols at the

inherifg e Bridaine Gad EHERIST ReIEHRR 8 BRI e thRviarEs ehFiyedetIP, ControlNet
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h.thetn bet rocessed and/or commtunicelgtteciibxla].chipcrfurlmin E e datalir]k itio|
architgeiir gy ”éran"é’t‘?“[’ébge%‘j‘%%ﬁé)r‘ﬁ‘e{ﬁﬁ' Protacol etvo ke A8 eRY Sy Pie. mullipie
Devidd NeY | BafeesBatagnésnc@robecomMe ctonatiotedhuisicastindrigh-sppédit EtherNet/IP

back%ﬁg,s%a#ﬂgalwlg.cﬁt?g%g 'l‘,so%mﬂ%jcc?ﬁna% 3g%%%|§1?&cgr?saifr%§? e %?nath@ same
group of destinations (as compared to unicasting: sending a differen
segmeiglssage to each destination). Implicit messaging puts only real-time 1/0

[0072;22%2:%@?1 LS ﬂ%da%fa%?y%g’eﬁéﬂ?t ABEAIF RULAS Rﬁ%&%?;% sensors and

. The purpose of multicasting is to minimize networ C,

actuaiprs hreopigidetedf palse e ssadmyTsres penfRiteefonhse neagdeastuator. In

practiRiOGEas RS H@W%@éiﬁ}?epmﬁ){ﬁﬁ%wqﬁEﬂfnﬂ@tﬁ@’?ﬁﬁﬁ%ﬂ?ﬁ% onasingle
messages can be short, involve lit

e rocessin?%overhead, and gomote

segmankle meaximiadna Ry adebRdyItd RYailabists) erehdroRessayeh a reduction
becofReR BN IBRAHHBSATaSIRIMES RIS SBASSAIMAat can be connected to a single

node is much smaller on safety networks than on standard networks due to the safety
protocol overhead. As a remedy, engineers can break DeviceNet safety solutions into
separate networks, with each network configured to provide the precise response time
needed, while transmitting only required information to the other networks, therefore
maximizing bandwidth. in addition to separate networks, the mulii-loop feature and safety
controllers also help ensure performance.

[0073] This feature allows original equipment manufacturers (OEMs) to design
standalone machines each with its own separate subnet, ensuring that safety loops onone
machine can be accessed but not negatively impacted by other machines. From an OEM'’s
standpoint, the ability to ensure and take responsibility for a performance output, such as
their machine's safety exclusion zone, is critical. An end user, meanwhile, also benefits
because multiple machines can be cross-interlocked using an EtherNet/IP backbone
without risking the set parameters or performance integrity of any individual machine.
[0074] Integration is beneficial for standard applications, but end users may be

cautious about taking advantage of the feature in safety applications, as there is a need
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originating on one industrial automation fieldbus such as DeviceNet pass
to another network such as EtherNet/IP, without using application-layer
protocols. In addition, this scheme allows network bridging devices (e.g.,
bridging element 62) to forward the contents of messages between
network ports without acting on the contents of the message. [0066]
Another industrial automation protocol is DeviceNet which can allow
devices to synchronize for precise system performance and can also be
utilized with one or more safety systems. Such features include automatic
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and prSESEa f?\%tt'msré‘?é%eWitfﬁ\%ﬁﬂHﬂ‘?g%ﬂfﬁhf‘eﬁaﬂ?%g%\ﬁ%ﬁ%@&do\‘&g&, as some

versa. With conventional safety protocols, manufacturers are required to
aspeel@dishitaecrcdrone Wi e RreSLE MMM Geadds ¢fferent orders and/or

conclinBREs SFANLIRYELILERBRIBXIHA AIRyRIEIhd AL Y RerERA #iBreover, not all

netwaork not tightly integrated into the standard control system

filustrgiedifeaireomay he crrves) dmpliamsnt a methodology in accordance with an

aspect the present invention.

[0076] Referring now to FIGURE 6, which illustrates a methodology to determine if
received data is related o safety or non-safety and to process such data accordingly. At
100, data is received from a control network via a network interface. Received data canbe
transmitted through the network utilizing appropriate media such as CAT-5, coaxial, twisted
pair, etc. In addition, data can be transmitted via one or more protocols such as
DeviceNet, ControlNet, EtherNet/IP, etc. The network interface can be coupled fo the
control network via one or wired or wireless means. Additionally, data can be received on
a periodic basis, based on condition or on a continuous basis.

[0077] At 102, one or more processing components determine if such data is related
to safety or non-safety. In one example, the data is compared to a look up table of known
safety data. !f the received data matches data on the list, the data is deemed to be safety
data. In another example, the safety table is coupled fo an Al component (not shown) and

an inference is made as to the type of data received (e.g., safety or non-safety) based on
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responding uniquely to each type of fault. [0068] When dealing with
multiple networks, it is important to consider how safety loops are closed.
There are two approaches for closing a loop between an input and output
device. The first is the controller-centric approach, which mandates that all
safety loops go through a safety PLC, such as the controller 52. The
second is the safety network controller approach, which doesn't require a
safety PLC to be part of the safety loop. The latter method could be
categorized as a conventional relay replacement and is typically used for

one dERdigtderpClosHEes rARRGS] Baihanmieaghes Nave agdyentairsdeihta format,

are not mutually exclusive, which means manufacturers can use a

assOCigiReiMEISAYAb e REBEVIRIIN P 3t s pardmiestisisstte Misafety table as it is
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5 per,\sﬁa}#ne segment or another segment in the network architecture. [0070]

ﬁ%\é DeviceNet safety protocol, diagnostics go beyond the status
[0078heckingofl IMiviatabnodesrmprneeies iathe thatweskdayakovdnestBrRd to safety,

lication to test the jntegrity of the full logp. Input and output modul -
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an infSF&Pc%Chkgggg\%ﬁk égc%g " %‘1&?:%%&%%‘1@'%9 % C5H I\éeec as?é‘g%%?ig@r%gp%ggafety by
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DeviceNet safety users benefit from a multi-link architecture. In one
and/asligipreneceimglianes wiieneseraiesiankd agds (e.g., IP 67). Inaddition, the non-

safety 1/O component can be a block design wherein a plurality of predetermined 1/O
terminals are designated. In another embodiment, the non-safety /O component canbe a
modular design wherein I/O terminals are added to the control system as needed. ltis to
be appreciated that although a single non-safety {/O component is discussed, any number
of non-safety |/O components are contemplated with substantially any profile and/or form
factor design (e.g., block, modular, efc.).

[0080] At 108, data is processed via the non-safety /0 component. Such data
processing can involve analyzing and manipulating one or more parameters associated
with the data. In one example, a data packet is opened and various parameters are
extracted for use in the controi system. Forinstance, various pieces of information such as
a bit string associated with a patrticular control device, overhead error checking information,
metadata and the like can be analyzed. After processing the data, the non-safety /0
component can perform any number of functions such as returning to an idie mode to await
further instruction, processing other received data, efc.

[0081] At 110, after a determination is made that received data is related to safety,

such data is transmitted from the safety data table to a safety /O component. As noted,
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contain as many as 64 devices, but as DeviceNet safety is based on a
seamless, multi-link architecture, the maximum device count is virtually
unlimited. In anotherexample, multiple DeviceNet safety segments can be
interconnected using a high-speed EtherNet/IP backbone, with all the
nodes communicating as seamless as if they are on the same segment.
[0072] When designing a safety system, not only must the number of
sensors and actuators be considered, but also the maximum response
time from sensors to actuator. In practice, a control network designer will

the s%ﬁééﬂg% @H@ﬁgﬁﬁﬁ%ﬂﬁ%ﬂ%%%&&%@%é BDLIHBAEMiASddition,

etwork available’to each node. Such a feduction

the sw‘@@oﬂ%@mm@ﬁecgrghﬁi@&ﬁt@@qhéeﬁmﬁb@m@@ﬁﬁ@@éwﬁt%ﬁ% In addition,
substeAART ISR AHRE K BAGHEIHSE SRR TOmMRREEHHRN G dBAHERmployed.

standard networks due to the safety protocol overhead. As a remedy,

[0082ngineeft 43R thedatsdsipersassatyahafsieic cuprrreniefiepssing such

data Y4thiRaciIORBHAFANGaNESh IR D et bR I apis & RFPONBRAIAr data strings,
needed, while transmitting only required information to the other networks

data tpRRabRSIRGRIGR-ARFHANdRNEIn CTReEaRoA IRy Seandahe disuolkhtngranner, the
safetyrittolean fratwa\aed sateikeoniollarsaasornede et pekinMansee example,

0073] This feature allows original, equipment. manufagturers (%EMsgét
the aHiaR oL b R RAEHH IR R B TILR ST et e rete can
be prithitsafdnetbepsoasorevaradhipewandie anggisseatdbutha, megatively

] pacte}r@/ IEE acﬁ:?i es. From an OEM's standpoint, the ability to
10084 e AHPHRE ro b SRR oL T, EToB qfgnoduar /0
compaehise 1 salftitiopxolidéamizame /3 coitigrinAntersijusts carcammwinile] wiverein both
safetge Hgf'tg nbéféyf i %5'%@9%@369'%%81? ﬁ’\% ?f@sc%mé%rrlm%ﬂfgd.&{sf 98 A controlleris

erNet/IP"backibone ™ without risking the set parameters or performance

interfantedrity ataiveisdiadiely raachind hfoogairaitegeanobe € buneyethidgeceive, store
and/ﬁ%ﬁ@r‘?ﬁ?ﬂ%&%’?@ bt gﬂg Hﬁﬂ%é?,%f P& LRYTIORS ARG KNG emory can be

advantage of the feature Iin safety applications, as there Is a need
associated with the controller for data and/or algorithm storage. A processor can be
employed to execute one or more commands related to data manipulation and/or one or
more additional processes and/or tasks.
[0084] The controller can be configured to communicate utilizing a particular
language or protocol. In one example, the controller can communicate on a DeviceNet
network and be hardwired to the network interface. By way of further example, the
controller can receive a plurality of process control data from various disparate control
components in a particular architecture. For instance, data can be gathered from one or
more drives, solenoids, sensors, measurement systems, thermocouples, encoders, etc.
[0085] At 122, a modular non-safety /0O component is interfaced to the universal
safety block via an expansion port, The modular non-safety I/O component can receive,
store, process and/or output non-safety data transmitted from the expansion port. The
expansion port is employed to aliow one or more modular 1/O components to be coupled to
the block /0 component to provide flexible /O capability for a control architecture. Itis to

be appreciated that any number of expansion ports can be employed to couple one or
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19 (stated in IEC 61508) to maintain standard and safety control systems

as independent entities. The IEC 61508 standard requires one of two

approaches: physical separation of safety and standard control

functionality or logical separation. DeviceNet safety supports both

approaches but is optimized to enforce logical separation. This logical

separation ensures safe operation and provides greater opportunities to

improve productivity at a lower cost than implementing physical

separation. A single controller platform can be used to enforce logical

ian, which simplifies configuration aof the safety system.an
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accordance with the present invention, occur in different orders and/or
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utilizing appropriate media such as CAT-5, coaxial, twisted pair, etc. In

addition, data can be transmitted via one or more protocols such as

DeviceNet, ControlNet, EtherNet/IP, etc. The network interface can be

coupled to the control network via one or wired or wireless means.

Additionally, data can be received on a periodic basis, based on condition

or on a continuous basis.
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[0077] At 102, one or more processing components determine if such data
is related to safety or non-safety. In one example, the data is compared to
a look up table of known safety data. If the received data matches data -
on the list, the data is deemed to be safety data. In another example, the
safety table is coupled to an Al component (not shown) and an inference
is made as to the type of data received (e.g., safety or non-safety) based
CLAI¥S:20 one or more factors. Such factors can include data value, data
source, data format, associated metadata, overhead, etc. Data can be

interfacdyl RystRsdfay fasilialss rOrIBsREatnTC Al 58iRkk: aRduRNNRRigly data

within @ ReRanstpetshewphinigrface the safety table on a periodically.
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interfgg% REiReARRLNeEE TR UMK PIa e DRBRABYILR FAMPORGAE GRBGed data

odular design wherein 1/O terminals are added to the control system

is relaledlde gadelt 1 ROhS AppreaiEtdRpas AN BER EYiAgle AGRCsEREYI/O

componentigdipeiisadpRnatiraben&f Bansatelyal b ePMBABERITERE ol circuit,
contemplated with substantially any profile and/or form factor design
procgesgs MscresrbGesafety flata and communicates the safety data t0 the safety /O

circuitry;

a bridging element that receives non-safety data from the logic control
circuit and transmits this data to one or more control elements; and

a safety /O circuitry that receives safety data from the safety data table ;

wherein the safety data is utilized to communicate to at least one conirol device;
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[0080] At 108, data is processed via the non-safety I/O component. Such
data processing can involve analyzing and manipulating one or more
parameters associated with the data. In one example, a data packet is
opened and various parameters are extracted for use in the control
system. For instance, various pieces of information such as a bit string
associated with a particular control device, overhead error checkin

irformatidie SYfiRBAGCardiNAdAiREEAT beheTabe. dataphbressiagme list of
safetyf3la BRNQESAIE (o GREVRIRIS ABBAH UBAMINRUMAB 8L SiRGiiaREs is

such as returning to an idle mode to await further instruction, processing

safety, id1REalRiY 882, etc. [0081] At 110, after a determination is made that
received data is related to safety, such data is transmitted from the safety
data table to a safety I/O component. As noted, 21 the safety I/O
component can be in any form factor, design, layout or profile. In addition,
the safety /0O component can be in a block design and/ or a modular
design. In addition, substantially any number of terminals, data types,
formats and the like can be employed. [0082] At 112, the data is
processed via the safety I/O component. Processing such data can
include determining the source of the data, the value of particular data
strings, data format, associated security level, emergency level and the
like. In this manner, the safety data can be analyzed to determine if an
action needs to be taken. In one example, the action can be to place one
or more data values into a safe state. Such safe state can be
predetermined such as power off, power on, toggle data value, etc. [0083]
FIGURE 7 illustrates a methodology of intermixing block and modular I/O
components. In addition to intermixing I/O components, signals can be
mixed wherein both safety and non-safety signals are transmitted to the
I/O components. At 120, a controller is interfaced to a universal safety
block. The controller can be employed to receive, store and/or transmit
data based on any number of factors. In addition, a memory can be
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associated with the controller for data and/or algorithm storage. A
processor can be employed to execute one or more commands related to
data manipulation and/or one or more additional processes and/or tasks.
[0084] The controller can be configured to communicate utilizing a
particular language or protocol. In one example, the controller can
communicate on a DeviceNet network and be hardwired to the network
irterfacé "B pYsisropRATIEINEXaGIREN thewb6ies|Iéa8dR receive a plurality
transrﬂft@@??@@n%@@'ﬁé@\/g%w&é%m&ﬁ? FRIEASAMRRAGRAE Nifst

particular architecture. For instance, data can be gathered from one or
channabiigiEs NSEIBAbHR2 b Bre e ABASEIBRNGIERREMS, IIVERRE HilBles,
encoders, etc. [0085] At 122, a modular non-safety I/O component is
interfaced to the universal  safety block via an expansion port. The _
nfbdular RESEIRT IRV RRSASHIEAN rbEGRIN SRR TBRadRE I S glognnel is
crossehéRUt s ate i datadranseiied {6 oh i eXRANSIDN e . iftegrity.
expansion port is employed to allow one or more modular /O components
to be coupled to the block I1/0O component to provide flexible I/O capability
fag.a comtivel syseiteciocerdtrig to dieimppretiatedhtitat safptyurobeooblock is
expansion ports can pe lo to couple one or 22 more block I/
oG A oo SO e T es AR ha e AP a0
immecsinpbebvascafde employed Epeicifically for all safety data, all non-safety
data or any desired combination of safety and non-safety data. At 126,
data is received from a control network via the network interface. At 128,
d&ta is sOreedyatrhpassesgEw basdeiron wibeiein the gafats reniteddiock
execHIEHAWAANSHEN-INABG! Theexemplangmbodiment has been
described with reference to the preferred embodiments. Obviously,
modifications and alterations will occur to others upon reading and
understangding {paPERcRANICIRIRISAH IS SRHEHAR. dhis dnterrded dhat Higes are set

exemplary embodiment be construed as includingt all such modifications
toa ggﬁd:ig%mmﬁqssafe state if the data is determinedto be defective.

8. The system according to claim 1, wherein the network communicates

utilizing at least one of a DeviceNet, a ControlNet, a CAN and a EtherNet/IP protocol.

8. A field VO component that processes safety and non-safety data within an
industrial control architecture, comprising:
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insofar as they come within the scope of the appended claims or the
equivalents thereof. 23 CLAIMS: 1. A system that facilitates
communication of safety and non-safety data within a control network,
comprising: a network interface that receives and/or transmits data directly
from a network; a backplane interface that receives and/or transmits data
from a backplane; a backplane extension that receives and/or transmits
dathoforaTahbkickprineoaam itfiaistcsires, plrsiesaesqe ¢onfiilisiarin tyelated

to saffgelRSERMENBRALHaE) Qaec%Hbsrs@Merlsouy@ﬂ%earbaﬁba@?@n port;
interface and backplane extension, determines if the received data is
related to safety or non-safety, and parses the received data accordingly;
a safety data table that receives safety data from the logic control circuit,
processes the received safety data and communicates the safety data to
the safety I/O circuitry; a bridging element that receives non-safety data
from the logic control circuit and transmits this data to one or more control
elements; and a safety 1/O circuitry that receives safety data from the
safety data table wherein the safety data is utilized to communicate to at
least one control device; 2'4 2. The system according to claim 1, wherein
the data table contains a list of safety data that is compared to the
received data to determine if the received data is
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safety or non-safety data. 24a 3. The system according to claim 1,
wherein data is transmitted redundantly via two channels throughout the
network such that a first channel transmits normal data and a second
channel transmits inverted data. 4. The system according to claim 3,
wherein data from the first channel is crosschecked against data from the

nd channel to verify data integrity. 5. The sys i i
o\RHERRS FIERER B A EIGSATE ST Rl Rary e 2

backpighstantially protects against dust and the effect of immersion between

15cm and 1 m of liquid..6. The, system according.to,claim 1. wherein the
AL et gl
defeetive s Jdfetgydtak @oqueding toeckipaBsiwheeintbakerecenme denaesses
values are set to re-determiped  if the data is determined to

and QHED&%%%{%&? k%ﬁ.ﬁ s§%€§ ‘ﬁ%c%?d?r%gg%%ﬁalm 1, wherein the network
cenmgimicates! citdizinty att lessivondatalDoviabitest #ToatibikBewEaNterface,

back@%ﬁeaiﬁt‘é}%f%%eg% %8&%@%8- Adield VO sampaneRt aknacssse el related

non-safefy data within an “industrial control architecture, comprising:
to safesyononrsatieii/ensbagsee HiaHat pbeieatmaseesdiBg hamutputs data

unyelated, tg.safaty,whersindheipon-safetly R EOMBRNAREISSAEPIRMIRI circuit,

an expansion port; 25a a bridging elementthat facilitates the
processpeniicaneives safety data /N4 WABRpIEIAEH B sASbhdiR rdpsssafety VO

circufiRMpled to the non-safety I/O component; and

10.  The field /O component according to claim 8, wherein the non-safety /O

component is a modular componeant.

11.  The field /O component according to claim 9, wherein the non-safety 1/O
component is a block component.

12.  The field /O component according to claim 9, wherein at least one of the
non-safety I/0 component and the universal safety block employ updatable firmware to
process received data.

13.  The field /O component according to claim 9, wherein communication to
one or more externai devices is accomplished utilizing at least one of a DeviceNet, a
ControlNet, a CAN and a EtherNet/IP protocol.

14.  The field /O component according fo claim ©, further including:
a monitoring component that analyzes received data and sets one or more

outputs of the safety I/O component to a pre-determined safe state if the received safety
data is defective.
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a universal safety block coupled to the expansion port that receives,
processes and outputs data related to safety via the backplane; a logic
control circuit that receives data from at least one of the network interface,
backplane interface and backplane extension, determines if the received
data is related to safety or non-safety, and parses the received data
accordingly; and a safety data table that receives safet g data from the

o contBITGIRMD PPBHRRRER! ARCRILUTP SIAUR HRERR at least one of the

non- s@@@tsmlt(ﬂl@@mdh@ﬁ%fﬁ@’tﬁ@@fﬁ)ék@%ﬁ@w/@oﬁﬂ@bmmLﬂrﬁcé'tbﬁtift%ﬁl!/% an
. co ent ac ﬁi to claim 9, wherein the non-safety I/O component is
mdusg; é) (gﬁf $11. The field /0O component according to claim 9,
whereln the non-safety /0O component is a block component. 12. The

field I/0 compon taccordln im 9, wherein a Iea

nig safetynl cgr?”lp e an% hdga%anwgpérélasg é‘t QDI %ltecﬁfre compnsang
updatable firmware to process received data. 13. The field I/O component
according to claim 9, wherein communication to one or more external
devices is accomplished utilizing at least one of a DeviceNet, a

ControlNet, a CAN and a EtherNet/IP protocol. 14. The field 1/O

component according to claim 9, further including: a monitoring

component that analyzes received data and sets one or more outputs of
the safety /0O component to a pre-determined safe state if the received
safety data is defective. 26 15. The field I/O component according to

claim 9, wherein at least one of the non-safety I/O component and the
universal safety block communicate directly to an
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industrial automation fieldbus. 16. A method for processing data within a
control architecture, comprising: 26a receiving data from a control
network; determining if the data is related to safety based at least in part
upon interfacing with a safety table; bridging data unrelated to safety to
one or more non-safety I/0O components, wherein data related to safety is

left unprocessed; transmitting data related to safety to a safety 1/0O
cERepbipcAAd ProRcSaHg thaNeI&y data via the safety /O component
1&@3&%?@@@@9@%%%%% 36idurthes cOMPESNIR PRMPHHNSterfacing
. nhon-safety data at least one of to and from a non-safety /O component;
with 2,588 iaRlging the non-safety data via the non-safety /0 component. 27
ABSTHRAGTE T HES SCLASY Riore srfaivreonsiokhlesk iestisgsrents,

one or more devices utilizing.one or more, communication protocols
wher%g h's ﬁﬁ&&?ﬁ%ﬁ&&%‘é%}@g%&fgr transmits data directly from a

nétavekithngadial aska isterdacs e crie saet)/ ofQranspisatatarfiom a

ba(];kglasrs\% A“l]agglé%?nga%tev%smg ge?e,{ivef and/or tran§mits data from a
baC p?ane.gA procesé’ng componen? receivasdatBISH at least one of the
network interface, backplane interface and backplane extension and
detprmings e Jecaiisiiaialaled R AlatLanpasatel. A safety
I/O circuitry receives safety data from the processing component; wherein

theassieiiinataas-aafiebdiaiaceineashvmafdanehioone contssifdbvite.
component; and

processing the non-safety data via the non-safety /O component.
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Figure 1

ABSTRACT OF THE DISCLOSURE

[0087] A safety control block interfaces to one or more devices utilizing one or
more communication protocols wherein a network interface receives and/or transmits
data directly from a network. A backplane interface receives and/or transmits data
from a backplane. A backplane extension receives and/or transmits data from a
backplane. A processing component receives data from at least one of the network
interface, backplane interface and backplane extension and determines if the
received data is related to safety or non-safety. A safety I/O circuitry receives safety
data from the processing component, wherein the safety data is utilized to
communicate to at least one control device.

Figure 1
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