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CLAIMS  

1. A passive acoustic fingerprint sensing apparatus (100), comprising: 

an acoustic receiver system (30; 102) configured for receiving acoustic waves 

generated by dynamic friction between an outer surface of the apparatus and a user’s 

finger or thumb swiping across the outer surface, wherein the acoustic receiver system 

comprises: 

a piezoelectric layer (36; 319; 840; 940) configured to receive the  

acoustic waves generated by the dynamic friction and to generate an electric 

charge; and  

a sensor substrate (830; 930) comprising a plurality of sensor pixel 

circuits (32) configured to convert the electric charge generated in the 

piezoelectric layer proximate to a sensor pixel circuit into an electrical signal, 

wherein in a receiver down configuration the piezoelectric layer underlies the 

sensor substrate so that the sensor substrate is in the acoustic path between the 

outer surface and the piezoelectric layer, and wherein in a receiver up 

configuration the piezoelectric layer overlies the sensor substrate so that the 

sensor substrate is not in the acoustic path between the outer surface and the 

piezoelectric layer; and 

a control system (106) including one or more processors, the control system 

being configured for communication with the acoustic receiver system, the control 

system being configured for: 

receiving first electrical signals from the plurality of sensor pixel circuits 

of the acoustic receiver system, the first electrical signals corresponding to a first 

instance of acoustic waves generated by dynamic friction between the outer 

surface of the apparatus and a user’s finger or thumb swiping across the outer 

surface; 

detecting a fingerprint image from the first electrical signals; and  

performing a first authentication process based, at least in part, on the 

detected fingerprint image. 

2. The apparatus of claim 1, wherein the acoustic receiver system comprises an 

ultrasonic receiver system. 
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3. The apparatus of claim 1, further comprising a user input device, wherein the 

acoustic receiver system resides in or on the user input device. 

4. The apparatus of claim 1, further comprising a display, wherein the acoustic 

receiver system resides proximate a first side of the display and wherein the outer 

surface is proximate a second side of the display. 

5. An Internet of things device that includes the apparatus of claim 1. 

6. The apparatus of claim 1, further comprising a layer between the outer surface of 

the apparatus and the acoustic receiver system, the layer comprising one or more of metal, 

plastic, ceramic or polymer. 

7 The apparatus of claim 1, wherein the control system is further configured for 

controlling access to the apparatus, or to another device, based at least in part on the 

first authentication process. 

8. The apparatus of claim 7, wherein the control system is further configured for: 

receiving second through Nth acoustic signals from the acoustic receiver 

system, the second through Nth acoustic signals corresponding to second 

through Nth instances of the dynamic friction acoustic waves; 

extracting second through Nth target object features from each of the 

second through Nth acoustic signals; 

performing second through Nth authentication processes based, at least in 

part, on the first target object features; and 

controlling access to the apparatus, or to the other device, based at least 

in part on the second through Nth authentication processes. 

9. The apparatus of claim 1, wherein the apparatus does not include a transmitter 

corresponding to the acoustic receiver. 

10. The apparatus of claim 1, wherein the apparatus includes a transmitter 

corresponding to the acoustic receiver, but wherein the transmitter is not transmitting 

during the time the acoustic receiver system is receiving the dynamic friction acoustic 

waves. 

11. A mobile device that includes the apparatus of claim 1. 
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12. An authentication method (200), comprising: 

receiving (203), via an acoustic receiver system of a passive fingerprint sensing 

apparatus, acoustic waves generated by dynamic friction between an outer surface of the 

apparatus and a user’s finger or thumb swiping across the outer surface, the acoustic 

waves generating an electric charge in a piezoelectric layer of the acoustic receiver 

system; 

converting, in a plurality of sensor pixel circuits of a sensor substrate in a 

receiver  down or receiver up configuration of the acoustic receiver system, the electric 

charge in the piezoelectric layer to an electrical signal, wherein in a receiver down 

configuration the piezoelectric layer underlies the sensor substrate so that the sensor 

substrate is in the acoustic path between the outer surface and the piezoelectric layer, 

and wherein in a receiver up configuration the piezoelectric layer overlies the sensor 

substrate so that the sensor substrate is not in the acoustic path between the outer 

surface and the piezoelectric layer; 

receiving (205), via a control system that includes one or more processors, first 

electrical signals from the first plurality of sensor pixel circuits of the acoustic receiver 

system, the first electrical signals corresponding to a first instance of the acoustic waves 

generated by a dynamic friction between an outer surface of the apparatus and a user’s 

finger or thumb swiping across the outer surface; 

detecting (207), via the control system, a fingerprint image from the first 

electrical signals; and performing (209), via the control system, a first authentication 

process based, at least in part, on the detected fingerprint image. 

13. The method of claim 12, further comprising controlling access to the apparatus, 

or to another device, based at least in part on the first authentication process. 

14. The method of claim 13, further comprising: 

receiving second through Nth acoustic signals from the acoustic receiver 

system, the second through Nth acoustic signals corresponding to second 

through Nth instances of the dynamic friction acoustic waves; 

extracting second through Nth target object features from each of the 

second through Nth acoustic signals; 

performing second through Nth authentication processes based, at least in 

part, on the first target object features; and 



41 

controlling access to the apparatus, or to the other device, based at least 

in part on the second through Nth authentication processes. 


