1 Message Handling in an I P Miultinmedia Subsystem TECHNI CAL FI ELD 5The
present invention relates to Session Initiation Protocol nessage handling
in a conmuni cations network. BACKGROUND 101 P Ml tinmedi a Subsystem (I MS) is
the technol ogy defined by the Third Generation Partnership Project (3GPP)
to provide IP Miltinmedia services over rfobil e conmuni cati on networks (3GPP
TS 22.228). | M provides key features to enrich the end-user
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interaction of service IMS gl | aws .new,t i.ch. per -1 0z person
(client-to-client) as a@qslsag%ﬁgn%glpggﬁptl%b@gw?eeﬁ?g?%%){%ge%?_tO_ server)
communi cati ons over an | P-based network. The | M5 nmakes use of the Session
Initiation R @B to set up and control calls or sessions between
user term na:f—s—t@g%b'}—m—betmeen UEs and application servers (ASs). The
Sessi on Description Protocol (SDP), carried by SIP signalling, is used to
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provi ders t *EEMNTBHONISEMAEcess to services and to charge users
accordingly. Wthin an I M5 network, Call/Session Control Functions (CSCFs)

operate as Mties within the IM5. The 3GPP architecture defines
three types —t he Proxy CSCF (P-CSCF) which is the first point of

contact within the IMs for a SIP termnal; the Serving CSCF (S-CSCF) which
pr ovi desyser i gagmbdla (diparieh (MH)is (e 1ehRGIod,SAIHBS B e Chnlra cBrubme
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nd-usér persdn-to-person communication experience through the integration and

interaction of services. IMS allows new rich person-to-person (client-to-client) as well

15  as person-to-content (client-to-server) communications over an IP-based network.

The IMS makes use of the Session Initiation Protocol (SIP) to set up and control calls
or sessions between user terminals (UEs) or between UEs and application servers
(ASs). The Session Description Protocol (SDP), carried by SIP signalling, is used to
20 describe and negotiate the media components of the session. Whilst SIP was created
as a user-to-user protocol, IMS allows operators and service providers to control user

access to services and to charge users accordingly.

Within an IMS network, Call/Session Control Functions (CSCFs) operate as SIP
25 entities within the IMS. The 3GPP architecture defines three types of CSCFs: the

Proxy CSCF (P-CSCF) which is the first point of contact within the IMS for a SIP

terminal; the Serving CSCF (S-CSCF) which provides services to the user that the user

is subscribed to; and the Interrogating CSCF (I-CSCF) whose role is to identify the

correct S-CSCF and to forward to that S-CSCF a request received from a SIP terminal
30 viaaP-CSCF.

IMS service functionality is implemented using application servers (ASs). For any
given UE, one or more ASs may be associated with that terminal. ASs communicate
with an S-CSCF via the IMS Service Control (ISC) interface and are linked into a SIP

35 messaging route as required (e.g. as a result of the triggering of iFCs downloaded into
the S-CSCF for a given UE).



given UE, one or nore ASs nmay be associated with that term nal. ASs
comuni cate with an S-CSCF via the M5 Service Control (I1SC) interface and
are linked into a SIP 35nmessaging route as required (e.g. as a result of
the triggering of i FCs downl oaded into the S-CSCF for a given UE). 2 A
user registers in the IM5 using the specified SIP REA STER nethod. This is
a nechanismfor attaching to the I M5 and announcing to the | M5 the address
giving the location at which a SIP user? i dent i ty can be reached. In 3GPP,
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currently allocated an S- . en a regli stered user subsequently sends a
sessi on r equdieact ysgronser §AB, seppiangheiargrld atheyise byeass fiaRiC¥ A he request to
the selected S-CSCF 20based on information received fromthe S-CSCF during
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oper at or andC86F Lif ed B9SCRds hixirehdy selrctapl &hé HHCSCF receives the required S-
15 CSCF capabilities from the HSS, and selects an appropriate S-CSCF based on the
received capabilities. It is noted that S-CSCF allocation is also carried for a user by the
I-CSCF in the case where the user is called by another party, and the user is not
currently allocated an S-CSCF. When a registered user subsequently sends a session
request to the IMS, the P-CSCF is able to forward the request to the selected S-CSCF
20 based on information received from the S-CSCF during the registration process.

Every IMS user possesses one or more Private User Identities. A Private User ldentity
is assigned by the home network operator and is used by the IMS, for example for
registration, authorisation, administration, and accounting purposes. This identity takes

25 the form of a Network Access Identifier (NAI) as defined in IETF RFC 2486. It is

possible for a representation of the International Mobile Subscriber Identity (IMSI) to be
contained within the NAI for the private identity. 3GPP TS 23.228 specifies the
following properties of the Private User Identity:

¢ The Private User Identity is not used for routing of SIP messages.

30 ¢ The Private User ldentity is contained in all Registration requests, (including
Re-registration and De-registration requests) passed from the UE to the home
network.

¢ An IP multimedia Services ldentity Module (ISIM) application securely stores
one Private User Identity. It is not possible for the UE to modify the Private

35 User Identity information stored on the ISIM application.



regi stration, authorisation, admnistration, and accounting purposes. This
identity takes 25 the formof a Network Access ldentifier (NAI) as defined
in | ETF RFC 2486. It is possible for a representation of the International
Mobi | e Subscriber Identity (I MSI) to be contained within the NAI for the

private identity. 3GPP IS 23.228 specifies the follow ng properties of the
Private User ldentity: The Private User ldentity is not used for routing
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Private er ldentity nay be present in charging records based on operator
policies. The *PrThedtriyalddéser |ddeiity imay be presactie nhdrging eagowia bgsedion apgrator

regi stration of tha.ser, (including re-registration and de-registration).
15 The S-CSCF needs to obtain and store the Private User ldentity upon

regi stration artd Ther Bijas deesddentifynis rathepticated only during registration of the user,

(including re-registration and de-registration).
15 e The S-CSCF needs to obtain and store the Private User Identity upon

registration and unregistered termination.

In addition to a Private User ldentity, every IMS user has one or more IMS Public User
Identities (PUlIs). The PUls are used by any user to request communications to other

20 users. A user might for example include a PUI (but not a Private User Identity) on a
business card. 3GPP TS 23.228 specifies the following properties of the PUL:

¢ Both telecom numbering and Internet naming schemes can be used to address
users depending on the PUIs that the users have.

¢ The PUI(s) take the form of a SIP URI (as defined in RFC 3261 and RFC 2396

25 or the "tel:"-URI format defined in RFC 3966.

¢ An ISIM application securely stores at least one PUI (it shall not be possible for
the UE to modify the PUI), but it is not required that all additional PUls be stored
on the ISIM application.

e A PUIl is registered either explicitly or implicitly before the identity can be used

30 to originate IMS sessions and IMS session unrelated procedures.

* A PUl s registered either explicitly or implicitly before terminating IMS sessions
and terminating IMS session unrelated procedures can be delivered to the UE
of the user that the PU! belongs to.

e |t is possible to register globally (i.e. through one single UE request) a user that

35 has more than one PUI via a mechanism within the IMS (e.g. by using an



In addition to a Private User ldentity, every IM user has one or nore | M5
Public User Identities (PUls). The PU s are used by any user to request
comuni cations to other 20users. A user mght for exanple include a PU

(but not a Private User ldentity) on a business card. 3GPP TS 23. 228
specifies the follow ng properties of the PU: Both telecom nunbering and
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global ly (i.e. thseughpigd® sl € UE request) a user that 35has nore than
one PU via a nechanismwthin the IMS (e.g. by using an 4 Inplicit

Regi stration Set). This does not preclude the user fromregistering
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ssociated with both Private User Identities). A Service Profile is aSsociated with each
Public User Identity, this profile specifying service data for the associated Public User
15 Identities. A Service Profile is created or modified when an application server is
provisioned for a user at the Home Subscriber Server. Each Service Profile comprises
one or more initial Filter Criteria (iFCs), which are used to trigger the provision, or
restriction, of IMS services. The differences between services offered by Service
Profile-1 and Service Profile-2 are operator specific, but may involve different

20 application servers (ASs), and even different charging/rating schemes.

In the example shown in Figure 1, Public User |dentity-1 is associated with a Service
Profile-1, whilst Public User Identity-2 and Public User Identity-3 are associated with
Service Profile-2. In a typical scenario, the Public User Identity-1 might be an identity

25 that the user gives to friends and family, e.g. “Big_Joe@priv.operator.com”, whilst
Public User Identity-2 and Public User Identity-3 might be identities that the user gives
to business contacts, e.g. “+46111222333@operator.com” and
“joe.black@operator.com”.

30 3GPP defines a so-called “Implicit Registration Set” concept to identify a set of PUls
that work as a group, and which are registered and deregistered together when any
one of the PUIs of the set is registered or deregistered. 3GPP requires that the HSS
sends the Implicit Registration Set to the S-CSCF upon registration of a user or upon
terminating a call. It has been understood that, at registration, the HSS identifies all

35 PUIls within the Implicit Registration Set, and then identifies all of the Service Profiles
associated with these PUIs. The Service Profiles (or selected data from the Service
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User ldentities using a wildcarded Public User Identity, such a range may instead be
represented by a sub-domain. For example, a range of Tel URIs may be represented
by a dialing prefix, whilst a range of SIP URIs may be represented by a corporate
30 domain. This allows routing to and from corporate network users when the corporate

network is connected to an IMS network over the Gm reference point.

However, there is a requirement in the TISPAN published specification for Business
Communication Requirements (ETSI TS 181 019 (V2.0.0): Telecommunications and
35 Internet converged Services and Protocols for Advanced Networking (TISPAN);

Business Communication Requirements)] that expresses that the operator's trust



15 TI SPAN defines such a corporate network as a Next Generation Corporate
Network (NGCN). It is possible to include within the Inplicit Registration
Set associated with a subscription, a wildcarded Public User
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able to execute the right policies/services for this user.

As described above, when the trust domain is extended from a public IMS network into
another network connected over a Gm reference point, the P-Asserted-ldentity can

30 contain a user identity not known in the IMS network. However, a problem arises
because the P-Asserted-ldentity is also used by originating IMS core systems to
determine the served user. When forwarding a message containing a P-Asserted-
Identity of a user that does not represent the user currently served by a P-CSCF, and
in some cases a P-Asserted-ldentity that is not the identity of a known IMS user, the

35  current procedures would either fail, procedures would be executed for the wrong user,
or the P-CSCF would drop the P-Asserted-ldentity belonging to a different user.



20 includes at the topnost |evel of the SIP route header the URI of the AS
It also includes in the subsequent level its own URI, together with an
Oiginal Dialog Identifier (0OD1). The ODI is generated by the S-CSCF and
uniquely identifies the call to the SCSCF. The AS will itself perform

aut henti cati on based upon the P-Asserted-lIdentity contained in the nessage.
It can be concluded fromthis that the P-Asserted-ldentity is 25 wused in
an originating | M5 network to determ né the served user, for the network to
be able to execute the right policies/services for this user. As described
above, when the trust domain is extended froma public I M5 network into
anot her net v@uMMABNnect ed over a Gmreference point, the

P- Asserted-ldentity can 30 contain a user identity not known in the IM

net wor k. However, a problem arises because the P-Asserted-ldentity is also
used by ori gTh?at\Yengf hasdevised aspstheddp allowrst |MSmaieork feexendjsdrugsdamainfhen

forwardi ng aoRsHadRNEARL ﬂlpncggm tRe ﬁma&%ﬂd Q@é?tréde)(nr@fa P YRkadd aim does
not represent t he user currentl i}f/\ﬁserve | N SONe Ccases a

P hssert ca e HuTied SRy HamAB THESTS 3 TR AGACG". B b RoSETV S SBet g
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to a differ e‘ﬁ C'I—JQ@'P’ mse?s m&gﬁ‘i‘?éwg Q‘r?t 3‘2%“&' he gltpl rhgs&%&% al | ow
an | M5 net woddes ot matthe anlidettdy Dfajsltnpd@h%@@st@tmroseihebh@ng Wéhmmsted emtity- CSCF i n
the I M5 et Wi ke gl b&UsEAREHY .H&u@esiwhéﬂdamﬁsvzaaﬁe Eér%a &Qﬁ fmélﬁamﬁiy sapany

domain, 1 nserts a new header, terne rved- header ,

message bef cieEvedeiseri iig d@f?@'tsiepﬂtw@g@ag@g iqfhaﬁuge‘tﬁ@wkaﬁ? F*&%ﬂhmhwbﬁ%e PCSCF

gnl y insert SSIPhﬁeé’éﬁ%\é BRGARIthYNAS rflehﬁirlP- Aaagcts@d th@l@nbsécwemw rbllaaevesltl?e rressaﬂe
oes not mat an identi icit Regis tio set o] to the

trusted ent |§' MEFFAPR S F‘F‘%braV@ Eﬁ?gpt ughHpe %Pf’ ?:u%e Wgﬁ?r {']@é g‘? t he

served user. dersrmnriectaelserb/yd o$ertang nsnanvgd)reuseﬁAswrtad-w@hatulh'eadadéamf@ryhe

bel ongi ngst ‘Eb% kw%g@&@e{h bKe ggg& t hrough which the SIP nessage entered

the | M5 networ sequently receives the SIP nmessage is
then aware that it nust use the P- Ser ved- User header field to determ ne the

served user gddrdidg 6airbORPEE Gt thE /Asérﬂ.bh ewleﬂedeatdvtonéd henegBsd bi mindnﬁgoé t he

B Do el eI et SRR PRl N SRine T
Pr ot ocol ( SI(WIScoewuarki c At Pory Gdlh$essiman CohtdolIFunatiodl i (B-CE0F9 yretaivas(d 185}
network. oA RR%a&Rbdt e 58BNk, FHBH-L8BF ([FuSRAR: MESELY §Furthed! P
header, which identifies a Public User Identity of a trusted entity in the remote network
served by a Serving Call Session Control Function in the IMS network. Optionally the
P-CSCF only inserts the new header when the P-Asserted-ldentity in the SIP message
does not match the identity of the trusted entity. The Public User Identity of the trusted
25 entity is optionally obtained by determining the identity of a secure channel on which
message was received. The message is then sent to the S-CSCF. The S-CSCF, and
any other node that the message is sent to, knows from the presence of the further
header to ignore the contents of a P-Asserted-ldentity header, which may not include
the identity of the user Public User Identity served by the S-CSCF, and instead to use
30 the Public User ldentity of the trusted entity contained in the further header.

The SIP message is optionally sent via a business trunk between the remote network
and the IMS network, and the remote network is trusted by the IMS network. Because
the IMS network’s P-CSCF trusts the remote network (this can be termed being in the
35 same trustdomain, see IETF RFC 3324 and RFC 3325) it will trust the P-Asserted-
Identity received from that network, and nodes within the IMS network which trust the



20 nessage sent froma renote network. The P-CSCF adds to the nessage a
further header, which identifies a Public User Identity of a trusted entity
in the renote network served by a Serving Call Session Control .Function in
the | M5 network. Optionally the P-CSCF only inserts the new header when the
P- Asserted-ldentity in the SIP nessage does not match the identity of the
trusted entity. The Public User Identitg of the trusted 25 entity is
optional Iy obtained by determning the Tdentity of a secure channel on

whi ch nmessag ived., The e is. then sent . to CE. . The
S CSCr and Bt HESEORE PR P EEREE Bt BOuSiPh 86 ok TR pe
presence of ﬂrétsltxf/mtrué’aeNodiﬂsaulme IMS regvak willttherefosiecavage thiat the trusted entity

P- Assert ed- | Jeader, which may not include the identity of the user
Public User entlty served by the S-CSCF, and instead to use 30the Public
User ldentity of the trusted entity contained in the further header. The

SI P message Oﬁlldﬁﬁﬁy w#ulrmers@éadewid@nﬁy.hgshéﬁgmté h&tMsrkDRSAeEie bbtdiidr it e
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is truste the I M5
net wor k. Bec%ﬂ%%”pf'?fé'”(ﬁ%atf?@t'ﬁﬁp%g © tbe BS@ lﬁ?%i‘%%‘mtyt?é thelsted ‘ﬁ@fy\/\%‘?rﬁd (this
can be ter nest diteenyg Home tSuesGbesaereert clsrumttd@n’asmof sHENIfreorkF-OUSS Rroflend RFC

3325) 1t Wi ILodysholhe BeASS ALl ud ASDId I d a6 fbyge TTom that netvork,

and nodes wi netvvork -CSCF will trust the
P- Asserted-ldentity received fromlt and so on. This is termed transitive

trust. NRP'esTHé"sté‘,@nduon&%W i‘ele\‘ﬂnblto tﬂlihebﬁlf)ﬂ%r@sep%é\‘ﬂ@r& tﬁ@@hst&@%nﬁt ust ed

entity can be trusted. 5Qptional] further header jdentjfyin
private net weRtRNG{dRelydes GBt"aP'Wé(ﬁzeﬂisgﬂ‘l%‘lﬁﬁcrqpﬂ?qa&ﬁaF W@Pﬁﬁeﬂﬁﬁa Poé%&fl ng to

thg Publbl C uﬁanddsdanw"dc)ardeﬁ Phigtict Usért Qﬁnﬁtpt ot Puﬁlidlzltsdr aaenmyt bey-d@ndilome
Subscri ber n twor I erver
Function | ochEae’it%"’FhOJ 3 ﬁar}gﬁl ?afsﬁ’ébg'f’ uff\l?fgf 5’t %WE\S 1??1 té%%écri ption
i nformati on messapeé isp S IﬁWéT@ubbsagelSseirfrdrmmtms;edcﬁnﬂwm l!ethatﬁloéd ugartof t y

optional J %lréh%?én khplicit Registration Set. Optionally an Inplicit
Regi st rat| on i'ncl udes a wi | dcarded Public User |denti ty or Public User
| dentity sub-domain representative of a range of Public User ldentities. As

a further OpAéo@Fumgt & ScBndrassrer ihe itvedlidn, iidvé BEproneshg ©- ssore nweomt he
the,renpte networ Accar 1 Ng to a

Lone aometet i NS Pk s e Fohdihiiol SUE) Bera b ohhepldh
a SIP message sent from a remote network. A processor is provided for adding to the

20 message a further header, the further header identifying a Public User Ildentity of a

trusted entity in the remote network that is served by a S-CSCF. The P-CSCF also

includes a transmitter for sending the message to the S-CSCF. The further header can

be used by other nodes in the IMS network to inform them to use information in the

further header to identify the served node, rather than information contained in the P-

25  Asserted-identity header.

The P-CSCF optionally comprises means for receiving subscription information relating
to the Public User Identity of the trusted entity from one of a Home Subscriber Server
and a User Profile Server Function located in the IMS network.

30
The subscription information optionally includes an Implicit Registration Set, the Implicit
Registration Set comprising a wildcarded Public User Identity or Public User Identity
sub-domain representative of a range of Public User ldentities.

35  According to a third aspect of the invention, there is provided a S-CSCF node for use in

an IMS network. The S-CSCF node comprises a receiver for receiving a Session



use in an I M5 network. The P-CSCF Function node conprises a receiver for
receiving a SIP nessage sent froma renote network. A processor is provided
for adding to the 20 nessage a further header, the further header
identifying a Public User ldentity of a trusted entity in the renote
network that is served by a S-CSCF. The P-CSCF also includes a transmtter
for sending the nessage to the S-CSCF. The further header can be used by
other nodes in the IMs network to inforfnthemto use information in the

further header. to identify the_serv e,, rather than infornatio

Cont a1 ned iSOG RsbaS DA B Bonst e SincdBStaecd ePinoatte
conpri ses nepasericorof mefagheri egdatib e iSpssiam Initiafiar Rattocohmesdage) thg further he
Publ i ¢ User J Ve r 20t | n i ber
Gorver and o008 titinflg 4 Plokliiet BRaRDbE L b a B PlonRid RIBRYBREN, €L
The subscri pky e ServingrGeditSession penteah GLngfion.nEraSeS Grplsaipslidasimeregfastin at | on

Set, the d mphkGvbntiRSH BE kP hea®r i§ WBALficY, WGing N4 PUGIRN d&S 15aHaty & tser
Identity or Public User Identity sub-donmain representative of asran e of

IS y ( >
Public User Yypas srlifels thatdepdern o defesmingipe §eyed Herd dariRads ofdhs 54 node,
and a procesigerititf Béadetledhitdifiad iNthd BIP MERIGHACE thik wayf meddagss leaider by thet he

Sessi I ni tLatd P I . f h ' i fyi
publ [ o User TRSSE Dy G0 splTEd dacei o gronifed Baner 2 el sh R e AR by ¢ ne
Servi ng Cal | csBdmgieeth wBoptopedly. Functi on. The S-CSCF al so i ncl udes neans for,

in 5 theygvent that the further header is identified, using the Public User
ldentity of the trusted entity in that header to determ ne the served user

i nstead of theoplingstee foudh gerfict pythp davgations iefaisHuavided Imerricaione3ssie. | n
this way, ne@a33gasusear&inVIRs Rdtwbie FheCREFconpbrivdl & Redcdi@r SR IYevins arsIPs not
identified b% t he P-Asserted-Id nf’{J&tfl .heﬂger can be defaltt mﬁtg‘aprolﬁerly. 10
Accordi ng t oTESSPERr ¥ AJPRESSHrOf (AENTNDE TS HRESCPRe PR 3 UMt AR dNahe

Appl i cati on Sassiverinifidiish Pmtocok enessagan TS furdtenwdielader Tidentifi€&s @oRpblicsésera

recei ver,f or LA P ] i LEylng the
br esenceor 'dRRFRAARD oy TR RARAE polatk ety C R Ml
The further Heafiefurthgeifclupee eaneifs incheguent tmt thre Artheyhegdenistidendifiedy entity
in a remte agigwrs BusiRseAIdBNItRSnERGdted Entiydntaildd in Blvwddder thRIRtefminb UT t her
i ncl udes rref}gs for, in the e%/ n%}'&hat (sz% fturther header is identified,
using the PUBPSEVELYser ngigad o \??e FAYRECHAGR%d entity contained in that
header to determ ne the served user instead of the P-Asserted-ldentity. 20
BRI EF DERCRI gk @ERTHEOWN%REW 1 illustrates schematically
exanpl e Tel ail—(%rps—tmrmuser—% subscription and Public and
Private User ldentities; 25Figure 2 illustrates schematically in a bl ock

di agram a siggak! it n@udttMY RBkIRARaR example relationships between a user IMS

subscription and Public and Private User ldentities;

25 Figure 2 illustrates schematically in a block diagram a signalling flow between a
corporate network and an IMS network according to an embodiment of the invention;

Figure 3 is a flow diagram showing the basic steps of an embodiment of the invention;

30 Figure 4 illustrates schematically in a block diagram a P-CSCF according to an

embodiment of the invention;

Figure 5 illustrates schematically in a block diagram an S-CSCF according to an
embodiment of the invention;
35



corporate network and an I MS network according to an enbodi nent of the
invention; Figure 3 is a flow diagram showi ng the basic steps of an

enbodi ment of the invention; 30Figure 4 illustrates schematically in a

bl ock diagram a P-CSCF according to an enbodi nent of the invention; Figure
5 illustrates schematically in a block diagraman S-CSCF according to an
enbodi nent of the invention; 10 Fi gurg 6 illustrates schematically in a
bl ock di agram an Application Server ac 8r di ng to an embodi ment of the

i nvention. SCRI PTI

11 ot r at ed GERERITISCRRT ool Tt Hrkia0dm el Sonb 5P al® et wor k
2. The cor poaraerebcrmtmtbpf(thélrwemtoal ns a Private Branch Exchange (PBX),
denoted 1P-PBX. The I P-PBX registers with the I M5 network 1 on behalf of a
group of user termnals. |IP-PBX | earns the address of the outbound P-CSCF 3
| ocated 10 i BEINLEPRESCRIRHON 1 by way of a DHCP | ookup (as specified in

| ETF RFC5’3263). | PPBX registers with the M5 network using its own PU (in
this exanple, "pbxl @peratorconi). An HSS 4 in the M5 network 1 stores
subscri ptionginforna ud n, |
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a P-Associ at ed entl
Regi st r at i oradsess ﬁ@s‘Mﬁ ﬁQt@Gfkvﬁ ig lf’ Yuiln @fjd'ﬂ%tOPWB)% P@Br%‘ﬂc%ﬁﬁ' MRIt he

case whefs2 aallo€4tsd m@thp@xtm% irﬁ;u@ﬁetbgrs%w sbtec@ﬁélwvékwmédwsmpwmﬁward a
call to another term nal

Cassandr a@rieBrsrTS Bniei Byl St EL i Re Sl i RoraRi SeHEHE ¢y
Bob@nt er pr iis é\@@nterpiselessia g Ehes txit cdnrnmmbthéttfem@tard@ttt@pd&:la@? tredatPalins in
Bob@nt er pr i YIS hes TRF SRR R R Ao BB e 2L T 0% e
P- Asserted-ldentity of Cassandra@nterprise3.com However, nessages sent to
Bob@nt egor i BRZHEOMsar® the Irlick ReYBH£1RH JePtcin S eErt iR RIStk ASSFhment
Answer together with the associated service profile(s). The S-CSCF 7 then sends a
200 OK message to IP-PBX via the I-CSCF (not shown) and the P-CSCF 3, with the
200 OK message including a P-Associated-URI field identifying the PUls within the
Implicit Registration Set associated with the PUI of the PBX.
25
Considering the case where a terminal in the trusted corporate network wishes to
forward a call to another terminal, a first terminal & having the identity
Cassandra@enterprise3.com calls a second terminal 6 having the identity
Bob@enterprise2.com. A message sent from the first terminal § contains in its header
30 the URI Cassandra@enterprise3.com in the “From” field and Bob@enterprise2.com in
the “To" field. The message also includes the P-Asserted-ldentity of
Cassandra@enterprise3.com. However, messages sent to Bob@enterprise2.com are
to be forwarded to Alice@enterprise1.com.



11 The nessage is returned to IP-PBX for forwarding to
Alice@nterprisetcom and | PPBX determ nes that this nust be sent to the
P-CSCF 3 in the M5 network 1. I P-PBX sends an I NVITE nessage to the P-CSCF
3, the invite nessage containing the URl for Alice, the URI for Cassandra
in the "Front field, and the URI for Bob in the "To" field. 5The I NVITE

al so contai ns Cassandra s P-Asserted- Identrty Note that a trust

rel ati onshi p exists between the | P-PBX 'n t he corporate network 2 and the

| M5 net wor k Because t he NVlT on the_security
associ ati on L%Fe49° &8ss tﬁ%ﬁ% f?’éf?f“%tf 'ng ittooﬁ',Ice & Eif’préggﬁo'f‘s a%War e t hat
the 1 NVI TE 1PBX geteonities thatehit @disbive beth &d the PFCPOKX 3 @ihe nME oetvodm . PREBX- CSCF 3
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unmodi fi ed aMigei ths iR dorLaseandre indbe “Fremt ﬁ@ld IENVIWEEURt fos Bakip ealerfieldef er r ed

to as the Pﬂ%elNVﬂ@Montam-gh%sEar%éé(Pqﬁ(s%@%d lbgaeer contains the URI of
| P- PBX, that Is pbxl@peratorl.com Note t in one 15 enbodi nent, the

P-CSCF 3 will only insert a P- Served User header in the event that the
P- Assert ed- | d&Bthat ¥ rdoaslatisHshiprikish Hehr@eéndmm'-wx fnrtbéerﬂerha rdheorkesadage was

d. |
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the SIP VI g'ﬁﬁﬁ&’@e% oﬂ%ehgt?oP &Q@bggra%?ﬁorheﬁ%eﬁ d&ﬁi‘% aRsobdraré thathe 1 FCs

associ ated wt erator. com scription nay indicate that the INVITE

is to be pro‘ééé@é‘cﬂoﬂ}ﬂ"adcta? I'Mﬁd'ﬁ}%ﬂ”ﬁ"r%te}lﬁiﬂq IPB%H Becoweratengwek 3 n this
case, the S-fR(-CEOPET pdaE85the iransharted-RRAfita UhABE G arjidadeny atrtw h%IaE’eMRI of

the AS 8 25 { t d d t
12528 i R v B ARG AT
di al og i denthdader torfdlid the URlieofBS2RGhatds phet@émratarided. t NotelteatAS oBeover
the | SC 14! ebhidifinent Mo BESEF 3 willBhlAAS PIANRAIIEARERIEL BlinG Qleriifar SeSST On

to which at es ormat |1 on 1| ncl udes t he
identity of thheP-Aeserteddostly. dme M enatcicdmridentiy Sepmy ahichnihp gBessage %“ﬁved

user based ugedlvddan fisSBLHRE; Lrbeef-cscatvh%nrt ingdH 4 hBReBIsRF hédef HiRtA-t Y.

This al |l ows uthenrcatronto P- PBX i it ogci at ed
W th PP, Ao HesThSRTERT o aEli: SR SRR R G B p
INVITE. 12 thfstédhmtr@. Served- User header were not included in the SIP

| NVI TE, des in the I M5 network would attenpt to perform authori sati on on
the P-AsSerted-ldentity (in this case, Cassandra@nterprise3.co

Cassandr a@nthe DESSES fonvardsoibe SHHOINVBEE senjaipipg thee-BRmedbiseidierdesito ’ﬁ‘@
attached corgatple TREIREY dssodbN@ih bE:aldEPerais ddth subScriBtion may indicate that

the INVITE is to be processed by a call forwarding Application Server (AS) 8. In this
case, the S-CSCF 7 performs standard operations of adding the SIP URI of the AS 8

25 as the topmost URI of the route header, and including its own SIP URI beneath the AS
URI in the route header together with the “original dialog identifier” (ODI). The
message is then forwarded to the AS 8 over the ISC interface. The S-CSCF 7
maintains state information for the session to which the INVITE relates. This
information includes the ODI and the identity of the served User.

30
The S-CSCF 7 also determines the served user based upon the P-Served-User, rather
than the P-Asserted-ldentity. This allows authentication to be based on the |IP-PBX
identity associated with IP-PBX, rather than the P-Asserted-Identity contained in the
SIP INVITE.

35



5Asserted-ldentity would fail. The invention allows the P-CSCF 3 to

comuni cate the served user (Bob@nterprise2.con) in a separate information
elenent in the SIP INVITE fromthe identity of the network asserted
originating user (Cassandra@nterprise3.com. The 10S-CSCF 7 uses this to
determ ne the served user. This allows corporate networks to be treated as
trusted networks. Figure 3 is a flow diagramillustrating the basic steps
of an enbodi nent of the invention. The1§ollomﬁng nunbering refers to the

nunbering in_Figure 3: 15 Si.The P-CSCEF.receiye age fr | P- PBX
on e re o curlf B LR AR A el i T RS PV FRSAES d i

recei vi ng t heet@mR woskissigmpiio petierneatisdrisatipnsmdie PiAssaredddendity (orthiarase2 0
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o regor t e deRrP A gRARDEed SO, Al (AURL B drbrise MmOl B oGS, 1 1
identities, thReMS csmpriagasdhe lfdachRE esrparite ppsiwerk. g e'EFF*'Q’?e%%ﬂgéhq m-t he

form of a5 P- Reyemedlidda@y woeaegar and | eaves an optionally existing
P- Asserted-ldentity header intact, as the I P-PBX has a subscription with

the I M5 network and the network asserted originating user may not 25have
such a subscThet invertio3.alidie HleP PRESERgE3 I @&s ubdmmgnitato mtisd egerded Suseent to

t he S- CSCF; The S-CSCE.. .heing aware of.th e
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be forwarded to an AS; e nessage i s subsequently received by an
AS, the AS, bRirgriedatirustedmeMRkss presence of the P-Served- User header,
uses the P-Served-User header to determ ne the served user for processing
relevant pr °|9i89r‘ér§ SIS a flow diagram illustrating the basic steps of an embodiment of the
invention. The following numbering refers to the numbering in Figure 3:
156
S1. The P-CSCF receives a SIP message from IP-PBX on the security association

created during registration;

S2. By receiving the SIP message on the existing security association and
20 recognising this is coming from a trusted entity, and determining that the P-Asserted-

Identity does not belong to the set of implicitly registered identities, the P-CSCF adds

the URL of IP-PBX to the SIP message in the form of a P-Served-User header and

leaves an optionally existing P-Asserted-ldentity header intact, as the IP-PBX has a

subscription with the IMS network and the network asserted originating user may not
25 have such a subscription;

S3.  The SIP message resulting from step 2 is sent to the S-CSCF;

S4. The S-CSCF, being aware of the presence of the P-Served-User header,
30 ignores the P-Asserted-Identity and uses the P-Served-User header to determine the
served user for processing of its procedures. If iFCs are activated for the served user,

the SIP message may be forwarded to an AS;

S5.  If the message is subsequently received by an AS, the AS, being aware of the
35 presence of the P-Served-User header, uses the P-Served-User header to determine

the served user for processing relevant procedures.



13 Figure 4 illustrates schematically a P-CSCF 3 according to an enbodi nent
of the invention. The P-CSCF 3 conprises a receiver 9 for receiving from

| P-PBX a SIP nessage. A nenory 10 is provided for storing subscription
information relating to IP- 5 PBX, and a processor 11 is provided for

addi ng a P-Served-User header to the SIP nessage, the P-Served-User header
identifying the subscription relating to IP-PBX. Atransmtter 12 is al so
provi ded for sending the SIP message td3a further node such as an S- CSCF.
10Figure 5 illustrates schematically a S-CSCF 5 according to an enbodi nent
of the invention. The S-CSCF 7 conprises a receiver 13 for receiving a SIP
message fronFigtre £illG8EHRes3 scheniticallpraoPecSCH 31dkchaingdiet @v smbodigemtf oftthe SI P
nmessage contaj ns. BSer = r r. 11 - Served- [ [
orosent i tAuHEpd ARELEECHT L FRES s wpvd I b PP SR g 1o
det er m ne t heessage.cd rogreeryitAds pradided for lstorifg sulBodption irdermiatiemtelatipg toAlP-

transm ti£r pgy| af%gfé Fchis%YW%dprfo%eéﬁi?%Bﬂg LNE.SERSFREE: hdhdlt {dohe RPSIES 1N

t he 1 M5 network urther processi fr:ig Figure 6 i|lustrates schematically
an AS 8 accomassigetibe Broestaddénerbpadesidentiyng fpebsgirtionmglstingstodPddpri ses a
receiver 16 fraHsmitR¢aD W 416 BrodieY 15 SGRTRY tha B mePdde &S 8 Alirthdr nddersudf as
det er m ni ng ifﬁté%g?fl P nmessage contains a P-Served-User header. If a

€ r

P- Ser ved- Use?" is present in the SIP nessage, then the P-Served-User
header will be used to determ ne the served user instead of the

P- Assert gd- | [ gagde ﬁ%?a s r di ng
messages to %g%ré ﬁlggles | .%quﬁgﬁ? \ %tﬁé\/\%‘? E’ gcfé{d?@vxﬁ %mt g@b‘iﬁ%‘%@c‘?@ﬁ é;d by

t he person onveslipn.| The, StGRCRY tcompeges\afsceiMe Pofar feceiding P megssage e t o
the errPO_di rrem%aa-dségrsi, Qﬁ&aai%aél %%Mghh&g&eté’rﬁmﬁﬁd if mt é,lPQHéés]?@ s,&@at s QfPI— tP thx
present invention. r exa : e ove description r rs to an | P_
oo i n & copihiee tendisr ia Pesror oot Headeh Febtebaoh Moine SV pherade. e o
connect ed Sl tRe P-Batyedi0ske headeSwil IR RIA tolidsteosieel therseoet ue¢rdbsteatiodf\War IPs  or
other t ypes Ref.seﬂgé-mmfty. %{ransmitter 15 is also provided for sending the message to other

nodes in the IMS network for further processing.

Figure 6 illustrates schematically an AS 8 according to an embodiment of the invention.
The AS 8 comprises a receiver 16 for receiving a SIP message, and a processor 17 for
20  determining if the SIP message contains a P-Served-User header. If a P-Served-User
header is present in the SIP message, then the P-Served-User header will be used to
determine the served user instead of the P-Asserted-ldentity header. The AS also has

a transmitter 18 for sending messages to other nodes in the IMS network.

25 1t will be appreciated by the person of skill in the art that various modifications may be
made to the embodiments described above without departing from the scope of the
present invention. For example, the above description refers to an IP_PBX node in a
corporate network. However, the invention also applies to a connected SIP proxy node
or SIP B2BUA disposed in corporate networks or other types of network.

30



14 CLAIMS: 1. A method of handling a Session Initiation Protocol

comuni cation within an I P Mil tinedi a Subsystem network, the nethod
conprising: 5at a Proxy Call Session Control Function, receiving a Session
Initiation Protocol nessage sent froma trusted entity located in a renote
network, wherein the Session Initiation Protocol nessage originated froma
further entity whose identity has been asserted by the trusted entity;

at the Proxy Call Session Control Functygon, determ ning that the identity
of the 10trusted entity does not match an identity contained in a

P- Assert ed- Icleqmist y of the nessage. in the event of such a

determ nation, at the Proxy Call Session Control Function, adding to the
nessage a furt her header, the further header identifying a Public User
Identity of f trusmethodrof handiing atSessioe itiation Erqterok caamyieptipyy Withisean Png cal |

15 Session %{ﬁfﬁa ia 5“9%!3%%@&5! {H8 AL dohpriiRgsage to the Serving Ca”

Sessi on Contro he met hod accordin l]p tm lp [ {)
conpri si iy obt ai ri’it ﬁd’"&”ercaF”lﬁﬂsF'en 9§8V°'IFH8?f’t°int (Peglying ﬁ%ef?% @a At Pt°
det er m ni ng &@&abé’@&ﬁtlfwn inruatea@amyeodats@nnel remtmwbrkMemsmgéem

oo PR B A o A Sy

at the SerV| unction presence of
t he further dwsatierbyahetrugedgnttthe Public User ldentity of the trusted entity

to determne the a?%eslglroweaﬁ@gésu?mééﬁ%ﬂ Fgﬁcttbhede?erﬁﬁrﬁr@ theidhé drplity tof the 4. The

t hod ding 1 ,
i (1t | B Ansiedcentiaees e aish a1 SRl RENEIrB a T, ol

busi ness trupkssagd S- The nethod according to any one of clains 1 to 4

wh the furt head tif Publ d
From subscr 1 pt 1 ol 1 GRRe PoRoPprAgeRery & (E O’ caf Sk QeeBbt 5 02

| dentity st dfutior, addiegdb the m&ggemnqﬁaea%r \W@r fugther %?a%'epepil‘fl’if“i’ 1%
Server Functp,gi. Le&akiedtity b 4 BEstbPehbty I e demotSHaMH Ser/aEtNV® Skrving Call

15  Session Control Function; and
sending the message to the Serving Call Session Control Function.

2. The method according to claim 1, further comprising obtaining the Public User
Identity of the trusted entity by determining the identity of a secure channel on which

20 message was received.

3. The method according to claim 1 or 2, further comprising: ‘
at the Serving Call Session Control Function, identifying the presence of the
further header and using the Public User Identity of the trusted entity to determine the
25  served user instead of the P-Asserted-ldentity.

4. The method according to any one of claims 1, 2 or 3, wherein the Session
Initiation Protocol message sent from a remote network is sent via a business trunk.

30 5. The method according to any one of claims 1 to 4, wherein the further header
identifying the Public User Identity is obtained from subscription information relating to
the trusted entity's Public User |dentity stored at one of a Home Subscriber Server and
a User Profile Server Function located in the IP Multimedia Subsystem network.

35 6. The method according to claim 5, wherein the subscription information relating
to the trusted entity's Public User Identity includes an Implicit Registration Set, the



15 Inplicit Registration Set conprising a wildcarded Public User ldentity
or Public User ldentity sub-domain representative of a range of Public User
Identities. 7. The nmethod according to claim7, wherein Session Initiation
Protocol nessage 5is a Session Initiation Protocol INVITE nessage. 8. A
Proxy Call Session Control Function node for use in an IP Miltinedia
Subsystem network, the Proxy Call Session Control Function node conprising:
a receiver for receiving a Session |Inifgation Protocol nessage sent froma
10 trusted entity located in a renote network, wherein the Session
Initiation ngu&cms istratenagét w’nhpgismgtaedilddafméda’dbm User Identity by Pullliodéser dent i ty
has been as y. the trust recei vi ng
subscripti oﬁg‘?'\ttﬂ‘y(ﬂ’ 8\ r?%rﬁg?q?gwg OF"S%% tOF ﬁus g eﬁtg ??t{tlg ublic User

| dentity fromone of a Home Subscrl ber Server and a User Profile Server

Function 15 ocagfd e fﬂ n}?h*b%c&@mg% Clalf® 4] @h§b‘th%é§§:§mﬁtl%fnwplbt®6ﬁn§|@b§ém ni ng

t hat theldentltyo trust entity does not match an identity
cont ai ne@ i ris &Spssipdaitiation- H'ﬂ@ﬁ‘?'l'@‘ﬂ-rgfm‘isﬁég?ressage a processor for,
in the event of such a determ nation, adding to the nessage a further

header, the furtReé Zﬁdaﬁet?"a%?q?\t ?8%{,‘9%: ncfypl 5& lfg_eﬁséaﬁ ;é';,ymggm iLrusted

entity in 28t he ervin essl on nt ol
Functi on; arsilibsystem network, thetRrany<CalitSessiof @On@éﬁdhwg" npde eATSIENG t o t he

Serving Cal | Sesgi rggelzl\gé?r%tr Qéﬁeﬁﬂ{%cé'é&stonglnmaﬁbﬁ Profoeyl frabdagSesn QBmQ@nt rol

Functi on node accor wherein 25 the SUbSCFI ?FﬁHthﬂ

rel ati ngOt o trupted tantityt 'é@?‘%‘ht"? Byrepplt iNEWgsle Wherrin e Pepsien Il '°'é%"ft icit

Regi strati Ofnel8ige bitfindtstlrbfi b flRE@r Sntigt Witsse Seéntityo hps beemgsserted Ibgdbe ded
Publ i c User Ide ti tg%/ or Public User ldentity sub-domain representative of a

range of PulS'“FtE BR%¥: | dentities. 3010.A Serving Call Session Control
Function node fomeasefor recaivingBubsdriptiorciafoamaliongglatingntorea tasted entive®uWBlie vi ng

Cal | ~Sessi onyCPRbARY fréit BRé bPé‘ HBP.G%UGQ&EQ Sérid and 2 User RrfiRCSINER Fudaion
receivin eSSI on 1ation_Prot

ne rom
Gont 1 1 Bundcaiod hBa" MlEresBLSyHSHEIP R N B S8 DA "ALCE RGP B ot g
from a user tiusted gnétyDdces edt wohdtkh anddératity cgntiiseh irs e ri-Abserted-ldentity Rf dkg  Cal |

Sessi on message;

a processor for, in the event of such a determination, adding to the message a
further header, the further header identifying a Public User Identity of a trusted entity in

20 the remote network served by a Serving Call Session Control Function; and '
. a transmitter for sending the message to the Serving Call Session Control

Function.

g. The Proxy Call Session Control Function node according to claim 8, wherein
25 the subscription information relating to the trusted entity Public User Identity includes
an Implicit Registration Set, the Implicit Registration Set comprising a wildcarded Public
User Identity or Public User Identity sub-domain representative of a range of Public

User ldentities.

30 10. A Serving Call Session Control Function node for use in an IP Multimedia
Subsystem network, the Serving Call Session Control Function node comprising:
a receiver for receiving a Session Initiation Protocol message from a Proxy Call
Session Control Function node, the Session Initiation Protocol message originating
from a user in a remote network and having been sent by to the Proxy Call Session
35 Control Function node via a trusted entity in the remote network;



35 Control Function node via a trusted entity in the renote network; 16

a processor for identifying the presence of a further header in the Session
Initiation Protocol nmessage, the further header identifying a Public User
ldentity of the trusted entity in the renote network served by the Serving
Call Session Control Function; and 5neans for, in the event that the
further header is identified, using the Public User ldentity of the trusted
entity as the served user instead of the P-Asserted-lIdentity.. 11.An
Application Server for use in an IP Miltinedia Subsystem network, the

Appl i cation Server posgsbi firngentifig thecmesace fobra fuetheri héadgr in BesSdssion
Initiation Protoc sa t he j Lideati o t '
originating 'f’\%?ﬁ"jirﬁ@gé "l'»e%%%ger’ @’&@gﬁﬁﬂe‘%&géﬁhé{ﬁﬁwﬁlﬁFﬁgetye%ﬁ‘dggiﬁ 6?%ga Pr oxy
Cal | Sessi onruStat emtity Futhet remote gudwark ssesvedr bis thed Servingt Gall Sessier Conttle
network; a p,g@ggﬁ';‘sgﬁdfor identifying the presence of a further header in
the Session 1 hitiation Protocol nessage, the further header 'dﬁntifyi ng
a Public %User | dérRangforpfn ’chﬁee“ﬁf‘bg‘ﬁbH‘eefotg?')f‘eP?lert'ﬁéderng é’s‘ﬁ%?hvﬁ)‘?ﬂ Cerved
by a Servi ngyderldenfigesthefruSiedenay afthecden@d user indtend dP tHd P-Abseetdd-&deBtitysy st em
net wor k; and means for, in the event that the further header is
identified, using the Public User Identity of the trusted entity as the
served user 1inst dadApflicative Benerstor tusd-in crentA Myltimedia Subsystem network, the

Application Server comprising:

10 a receiver for receiving a Session Initiation Protocol message, the Session
Initiation Protocol message originating from a user in a remote network and having
been sent to a Proxy Call Session Control Function node via a trusted entity in the
remote network;

a processor for identifying the presence of a further header in the Session

15  Initiation Protocol message, the further header identifying a Public User Identity of the
trusted entity in the remote network served by a Serving Call Session Control Function
in the IP Multimedia Subsystem network; and

means for, in the event that the further header is identified, using the Public
User Identity of the trusted entity as the served user instead of the P-Asserted-identity.

20



