1 AGGREGATED SECURED ELECTRONIC DOCUMENT PUSH- BASED DELIVERY,
PRESENTMENT AND PAYMENT SYSTEM WITH INTELLIGENT SCHEDULING OF BILL
DOWNLOAD 5 FIELD OF INVENTION Embodiments of the present invention relate to electronic bill
presentment¥RAFPAIMERt systems that retrieve billing data in the form of B 3ESGHEYAEH document for
a user from various web sources, aggregate the data, and present it to the user. 10 The secured legal
document that has been retrieved may replace the paper version of the document. BACKGROUND
15Many organizations currently provide routine bj1lls to customers by mailing out a monthly statement.
The customer must open the statement, review the bill, and send payment by check using a return
envelope that iAGGREGATEDR SETCUREB S ECTRON I RSCUEENTRUB Haper, which is both
expensive, andEASETE DEICVER Y cPRBSENT MENT D Faiitzban SMBHERMve started
making the billinWPHNNDE i R MG O B EDUHpiNG i Billerer¥LBAD secured digital
documents. Secured digital documents may take the form of bills, payslips, credit card statements,
retiremgnt account statements, tax statements, etc. The documents are considered secured 25
because they are not available to the general public, and are considered reasonably tamper proof.
Various sta S W tablished concerning the storage and transmission of secured
documents Emimrdiersatsacroimmpekstnb dthgntivacieatel ke qleityadndalingrebeandmsrisanger. 30 A
Cr?nstllmelr q&wﬁ@m fgs)y@w@thwﬂwlyd@%km&g aaﬁwrom@m&it?ﬁdrm@@uwad&ﬁm kqaalﬁhe bills to )
their local machine for archiving. As many consumers. receive hi r illers, it can be
poth time B TR AL e 5 N B T Bl 8 LR e e b
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consumers gfaee dodliam. copies of

BACKGROUND

15  Many organizations currently provide routine bills fo customers by mailing out a monthly
statement. The customer must open the statement, review the bill, and send payment
by check using a return enveiope that is generally provided. This systern uses and
wastes a great deal of paper, which is both expensive, and a waste of renewable
resources.

20
In recent years, organizations have started making the billing information availabie to the
custorﬁers via a biller website using secured digital documents. Secured digital
documents may take the form of bills, payslips, credit card statements, refirement
account statements, tax statements, efc. The documents are considered secured

25  because they are not available to the general public, and are considered reasonably
tamper proof. Various standards have been established concerning the storage and
transmission of secured documents, in order o accommodate both privacy and security

concerns of the. consumer.

30 A consumer currently must individually login to each of these sites and manually
downioad the bills to their local machine for archiving. As many consumers receive bills
from many different billers, it can be both fime conéuming and frustrating attempting to
separately login and download all of the bills individually. The individual biller sites also
maintain a limited storage capacity for past bills. If consumers need fo obtain copies of



2 bills not on the system, additional time is required to request/receive these bills from the biller. This
system makes it difficult for many consumers to adopt a paperless lifestyle. Such consumers continue
to rely on regular mail delivery to receive their bills. Meanwhile, the biller would like the user to be able

to access a SEEHEH YA 5 replacement of the paper document, to allow tHEM 10 ¥4V8%he costs

associated with delivering the legally required paper copies. There have been some attempts to
overcome this problem. For example, US Patent No. 7,370,014 provides an electronic bill presentment
and payment system that 10 obtains user bill infgrmation from biller web sites. The '014 patent
provides an electronic bill presentation and payment (EBPP) system that is able to obtain bills for its
customers Hitrmaiora s swstbecetiiiéonal éhe i apitedis ERussdersivR i eseibls ferte Which permits a
customer tgiggeciidhptihe surtennarmishes the BRELsysten idogtdpapaiesstezagls bills from a
biller Web gite, at which the customey may acce ; S \ i80r her access
informationgﬁj)crhthcepgslﬁg}e\ﬁle Ogcflit%(tao{ erg%(/Bétlg s%/ é%?nmvv%?c%g{ﬁﬁ u{sgcg%eg)éfjtvﬁ%s %Eﬂt to make

scheduled Yeaipddsf e BilRs: worl dits thebism ihe L ADMIPHFAPSTHR SBRURTeUH Nt scrapes not
only bill suraptasyriefereh ditio papschiasithenadocaliotntnethdr Haeestheernetst aksasiated Wittamount, the

payment dygdata, the BRI R A Puptansies total amount due from the biller Web 20 site, but also
scrapes display infgormatlon for the bill. The display information is the HTML that the biller Web site

itself uses to display the bill. The agent cleans the HTML so that it can be displayed in the environment
provided by tieeebBPEFDSS5t8oM BBIRNIRE Ml YEREARRHFSFRRIETN Eﬁa%m@pﬂag frf&Mation are
incorporataguintozatahasasvizeintaineddustne KB PR systesntvend pigatabitigststaihed from

Scrapgsenablef WVeb 2555 365 51PN 25 Rl EDIRE A EALRE HAONEEESab fortunately.
the '014 has several disadvantages. The system does not ggr%wcg a%%% (#]JSE me iﬁ\g}lgra}ps actual copy of

the secure@'BrrRAICHIEAMRRTRtAIEN A1 B TERISRE StrEped dirt fONMation from the HTML
code that isusietdrs frogracrefdahabiearibilier Hivler witdssilde FRER systrmtiderirdYitasfovided with an

actual copyafdhedillitonlycaummanns isfesmation eeneasningdiadait Thesystenysshi psovides
customer ageess 0 ARGV URYR LIS, WehRIGrK &l G: GRIER Y RMFEPIHN%ER Ghem.
15  The customer provides his or her access information for the biller Web site o the EBPP
system, which then uses a software agent to make scheduled scrapes of the biller Web
site io obtain the customer's bill. The software agent scrapes not only bill summary
information such as the account number, the statement date, the bill amount, the
payment due date, the minimum amount and/or total amount due from the biller Web
20  site, but aiso scrapes display information for the bill. The display information is the HTML
that the biller Web site itself uses to display the bill. The agent cleans the HTML so that it
can be displayed in the environment provided by the EBPP system. Both the bill
summary information and the display information are incorporated into databases
maintained by the EBPP system, which treats bills obtained from scrape-enabled Web

25 sites in the same fashion as bills obtained from other sources.

Unfortunately, the ‘014 has several disadvantages. The system does not provide
the customer with an actual copy of the secured digital document, i.e. the bill. It
merely scrapes bill related information from the HTML code that is used to program
30 the various bilier websites. The user is therefore not provided with an actual copy of
the bill, only summary information concerning the bill. The system only provides
customer access to the various biller websites via the EBPP system residing on the



3 service provider's website. If a customer cannot login to their account, they have no access to their
bills. It would therefore be a great improvement in the art if a system and method could 5 be

developed which overcomes one or more of the deficiencies cited above.P%lIlMM(ﬁ@%o’llQ,,One aspect
of the preserW%%}]éWﬂf’)%Brovides a method of aggregating secured electronic documents for a user
from at least one biller website over the internet, and using the aggregated documents to assist the
user in effecting bill payment, the method comprising the steps of: providing an interface allowing the
user to provide login data for the biller website toza service provider; using the service provider to 15
facilitate access to the at least one biller website using said login data; downloading at least one

_ n

secure docsanacs nmﬁdﬁﬁj%ﬁ@veﬁﬁt’é{%‘é%iﬁ@@ﬁ’f‘d?ﬁ%@sﬁhﬁﬁé’%%ﬁ%ﬂﬁ%ﬂ?%r biller
information;ard Pioweingiign image of said secure document and said biller information to said user.
20In an alternate embodiment of the method, all of said secure documents and biller information are

stored in a database provided by said service provider and. said user may onl he secure
documentsaWa P I1ETRISFR B8 ShATBUGIY" ‘é‘f‘éﬁﬂ%‘wé%i&é‘r'w%&ﬁg?’% gk %&r%?ﬁ%ﬁgeg% odiment, the

step offproviitieyaipatenfsice fuetverssmpeiseseewhtbadintrietripsciat 3% %iser computer system;
wherein said service provider uses said thin client to provide copies of said secure documents and
said biller information to said user, said copies and biller information being stored both on said user's
computer and in a database maintained by said service provider, wherein the 30 copies stored on said
user's comSUMMAR Yvailable to the user when working offline. 4

10  One aspect of the present invention provides a method of aggregating secured
electronic documents for a user from at ieast one biller website over the internet,
and using the aggregated documents fo assist the user in effecting bill payment, the
method comprising the steps of. providing an interface allowing the user to provide
login data for the biller website to a service provider; using the service provider to

15  facilitate access to the at least one biller website using said login data; downlcading
at least one secure document from said biller website; scraping said at least one
~seacura document for biller information; and providing an image of said secure
document and said biller information to said user.

20 in an alternate embodiment of the method, all of said secure documents and bilier
information are stored in a database provided by said service provider and said user
may only access the secure documents and biller information through a service

provider website.

25 In a further embodiment, the step of providing an interface further comprises:
downloading a thin client to a user computer system, wherein said service provider
uses said thin client to provide copies of said secure documents and said biller
information fo said user, said copies and biller information being stored both on said
user's computer and in a database maintained by said service provider, wherein the

30 copies stored on said users computer are available to the user when working

offline.



In additional embodiments, the step of providing an interface further comprises: downloading software
to a user computer system; wherein said software allows said user to directly access the at least one
biller website to obtain said secure documents and biller information; and},ccoﬁ'g%sl‘%f gj}qgsfecure
documents alid Blit&? ¥iHformation are only stored in a database created by said software on said
user's computer. In some embodiments, the secure documents are maintained in the portable
document format (PDF), said downloading step comprises downloading a copy of 10 said PDF
document and said image comprises an image of said PDF document. In alternate embodiments, the
step of using the service provider to facilitate access the at least one biller website using said login
data furtherrcaniiticns); cowidimenis bt stafaphinpYdiouser ivgrraat i tHalc CEEPESRP biller website
and downlogghsiddhRsalderstonesar e femsnepichheunatindanasofwthe mimhadaid step for
maintaining an aychive qf all of said secyr g biller i 1N, ethod ma
also includ%yﬁs"srin{ S(g{lr %{Yle??ﬁ%rsr&gﬁor# tgeggﬁ%ﬁﬁﬁgggﬁ%ogdﬁfg gﬁ:iggg(:;%g@‘é%cuments. %/0
An alternatéesseaniarans pHesdnomainTe R RRAES 255318 PRI doRERING 208 Rl electronic
documents ifgsenusen envatyeastdnie bilitabebsitecaied the Jai swswaredastaiftHesi§gregated
documents {9 ist the user in effecting bill payment, the system comprising: a user interface that
allows the user to provide login data for the biller website to a service provider; a service provider
website that 25 provides access to the at least one biller website using said login data; a bot provided
by said senliceprevidabddimgoton|ted serusasiasHE sy A SBaRaIReH ol &Fd PR AGebsite; wherein

said serviceypraMiear REFRESOFY shileashonesegust:dacimpeistsaddvitirzdifay matipy, ahd provides an
mage ol said aeste doment A kbl es AUTUR gl 4se PSP B ghemate embodimen
the sy}, em may farther include data storage means provided by said service provider, wherein all of
said secure documents and biller information are stored on said data storage means and said user

may only adaestrhetbesendiaaasy thestsantsitgr thecendte providag i Aasiiaiecprssiler website
that accessgg, saifl data sl YiagewBsafSusing said login data further comprises: configuring a
bot containing said user login data to access said biller website and download said

15 at least one secure document The method may further include a step for
maintaiﬁing an archive of all of said secure documents and said biller information.
The method may also include using said biller information to schedule future
downloads of said secure documents.

20 An alternate aspect of the present invention provides a system for aggregating
secured electronic documents for a user from at least one biller website over the
internet, and using the aggregated documents to assist the user in effecting bill
payment, the system comprising: a user interface that allows the user 10 provide
login data for the biller website to a service provider; a service provider website that

25 provides access to the at least one biller website using said login data; a bot
provided by said service provider that downloads at least one secure document from
said biller website; wherein said service provider scrapes said at least one secure
document for bilier information; and provides an image of said secure document and
said biller information to said user.

30
In an alternaté embodiment, the system may further include data storage means
provided by said service provider, wherein ali of said secure documents. and biller

information are stored on said data storage means and said user may only access



In other embodiments, the system may further include a thin client installed on a 5 user computer
system; wherein said service provider uses said thin client to provide copies of said secure documents

~and said bi"%{{é”{@{.{ﬂﬁ‘ﬁbc}g to said user, said copies and biller information peingSsiQiaddeth on said

user's computer and in"a database maintained by said service provider. 10 In further embodiments, the
system may further include: a software package installed on a user computer system; wherein said
software package allows said user to directly access the at least one biller website to obtain said
secure documents and biller information; and copies of said secure documents and biller information
are only stored in a database created by said software on said user's 15 com ng{ré.elglaéternate
embodimertt€ $REHER RPSHRIFEBRE L AR ARV AP TIIRR BSHSEl Tociment format (PDF),
said bot doamiessds aathpytefsseabP DEatscument, and said image comprises said copy of said PDF
document. The system may 20 further include storage means for storing an archive of all of said

secure documents and said biller,information. T further: eduler that
uses said bt'il}eorti ofm ﬁoﬁnt%néscﬁégUSI%S%%rng%ﬁ%%&&%ﬁ?&lﬁ%@&_ﬁ%ﬁ%ﬁﬁﬁ% said biller
websitds. 26SBRIFTPDESTRRYT OeoR THESHHIPIRELeT Ut Rin 8P R RREAon will be
better undegsinasi-aadideadilycppareshtopuesatididenanjoskidtionttresaid frosn, srdchoiwhg written

descriptionaw_ﬁ%ﬁyr%szsﬂmﬁ R998 MoRRAHBHS RiAEi0Bam R Sh s Ming® i dubiehis<S Figure 1is a

block diagram illustrating one embodiment of an aggregated secured electronic document push-based
delivery, prE@SHEREGARAISSTIATR B4ERT according to the present invention: SFigure 2 is a block
diagram illustrating one implementation of the embodiment of the system of Figure 1; Figure 3 is a

block gipgram dlissiratinhammbamatadnyleseniaiionuahtie inmiedimesifafdhe ppstereof Figure 1;
installed on a user computer system; wherein said software package allows said
user to directly access the at least one biller website to obtain said secure
documents and biller information; and copies of said secure documents and bifler
information are only stored in a database created by said software on said user's

15 computer.

in alternate embodiments, the said secure documents may be maintained in the
portable document format (PDF), said bot downloads a copy of said PDF document,
and said image comprises said copy of said PDF document. The system may
20  further inciude storage means for storing an archive of all of said secure documents
and said biller information. The system may also further include a scheduler that
uses said biller information to ‘schedule future downloads of said secure documents

from said biller websites.

25
BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be better understood and readily apparent to one
of ordinary skill in the art from the following written description, by way of example

30 only, and in conjunction with the drawings, in which:



10 Figure 4 is a block diagram illustrating another alternate implementation of the embodiment of the
system of Figure 1; Figure 5 is a block diagram illustrating one embodiment of a download process
flow 15 that may be used with the system of Figure 1; Figure 6 is a flow chart iIIustratingl:J one

exemplary s&"é’p%?fﬁ’ 8193?%ti0n according to the embodiment of the syster‘r? ﬁﬂ:@ﬁé%%ﬂﬂqﬁgure 1; and
20Figure 7 is a flow chart illustrating one exemplary operational process flow for the system of Figure

1; Figure 8 illustrates a Summary Page display of the system of Figures 1-4, as shown in the flow chart
of Figure 7; 25 Figure 9 illustrates a My Bills pagg display of the system of Figures 1-3, as shown in
the flow chart of Figure 7; Figure 10 illustrates an actual bill being displayed according to the
system of Filges'38 2 2iqdy Gradtam fluatrlaco0s BNRCpRNE LR AAHReRGSERTYF igure 4, as
shown in theefitnongh adb cdrrégtir@ dsh-basgdres:hédty anu<2Bistsow exdmphyobalerystaat may be

displayed agcording {QtHheRysiemobftigyres 1-4, as shown in the flow chart of Figure 7; and Figure 13
illustrates one embodiment of a general computer system that may be used to implement the system

of Figures 1-4. DETAILED DESCRIPTION 10
5  Figure 2 is a block diagram iliustrating one implementation of the embodiment of the

system of Figure 1;

Figure 3 is a block diagram ilustrating an alternate implementation of the
embodiment of the system of Figure 1;

10
Figure 4 is a block diagram illustrating another alternate implementation of the
embodiment of the sysiem of Figure 1,

Figure 5 is a block diagram illustrating one embodiment of a download process flow
15  that may be used with the system of Figure 1;

Figure 6 is a flow chart illustrating one exemplary scraping operation according to
the embodiment of the system #llustrated in Figure 1; and

20 Figure 7 is a flow chart illustrating one exemplary operational process flow for the
system of Figure 1;

Figure 8 iflustrates a Summary Page display of the system of Figures 1-4, as shown
in the flow chart of Figure 7,

25 .
Figure 9 illustrates a My Bills page display of the system of Figures 1-3, as shown in
the fiow chart of Figure 7;
Figure 10 illustrates an actual bill being displayed according to the system of Figures
30 14

Figure 11 illustrates a My Bills page display of the system of Figure 4, as shown in
the flow chart of Figure 7,



Embodiments of the present invention provide a system and method to securely retrieve biller
documents for a user over the Internet from a plurality of biller sites, aggregate that information for the
user, and provide the aggregated information to the user to assist in payln the bills. Flg)ure lisa
block diagratQRILtAtHig the 15 overall concept for one embodiment of a's %/ ) 'g(s}?gnated generally
with reference numeral 10, according to the present invention. The system 10 allows a service
provider to securely retrieve biller documents for a user over the internet from a plurality of biller sites,
aggregate that information for the user, and prov}de the aggregated information to the user to assist in
paying the bills. In the 20 embodiment shown in Figure 1, the system 10 includes a web application
server 20 connected and a Gateway server 30, each of which is connected to a database 40. It is

understood-thai=s PPRGIAE ARIESEEW RMEMRSE Off SiNe BaNAL P o¢Idrdiagedenitediifiilady, it is
understoodség@etngh&g tapase, 495@%%?%%@%%819“9?@ ygl%s,a%be a separate component of a

network, eit rlnterna or external to the servers 20, 25 30. Each of the servers 20, 30 is connected to
the World Wide Web or internet 50 via data path 52. The system 10 further includes various
compdhentSapplitatiostrétes atiovemumstinancohaegeterohcanputye Hifenwiiasieayebevia the servers

20, 30 andipithe, Weid-3R\Wide Wah &0-warddaia path 62. This embodiment of the system 10 shows

Component A 100, Component B 200 and Component C 300, each of which connects to the internet
50 via data paths 54, 56, and 58 respectively. Each of these components 1001 200, and 300 will be
discussed in more detail below. 8 Figure 2 is a block diagram illustrating one implementation of the
embodime DEFANCBIPDESQRFETIORhe system 10 of Figure 1. Component A 100 provides users 110a,
110b,gtc. with access to the internet 50 via data path 54 using, for example, 5 the Hypertext Transfer

Protocol (HTTP) or the secure H¥ ertext Transfer P,r(%ooco HTTPS).to the gptpllcatlon server 20
providing an RS T BiGrAT g%?ﬂﬂ%ﬁbﬂ%‘é' BRI a8 pTeRtISH server 20 may

employ varietiswohillerrdanysots Ta0acprirforen the wsksickheined Myfﬂi@é?ﬁbﬂiéfrﬁé?ﬁs of the present
invention. |§gﬁf§g€@h@§ﬂWﬁﬁﬁ@rﬁ@ff%&z@ﬁgiﬁﬁdléﬂnmmwm@m@@ﬁﬂgr&m&m&ﬁw of bots 142a,

o bedimand IESASRCRNCIALICBR0 e 4% Hbe dagkrmaflorng fheh >

embodlmenq tH Ilcatlon s rver may also | de a atabase storage area 150 and a document
storada arcySrsh, ?Pfécaﬂfdé%tc%'& tﬁﬁ’(bcﬂ@ra%'ﬁéb% @ system, designated Generaly with

reference numeral 10, according to the present invention. The system 10 allows a
service provider to securely retrieve biller documents for a user over the internet
from a plurality of biller sites, aggregate that information for the user, and provide
the aggregated information to the user to assist in paying the bills. In the

20 embodiment shown in Figure 1, the system 10 includes a web application server 20
connected and a Gateway server 30, each of which is connected ic a database 40.
it is understood that a greater or lesser number of servers may be used as desired.
Similarly, it is understood that the database 40 may reside on one of the servers, or
be a separate component of a network, either internal or external to the servers 20,

25  30. Each of the servers 20, 30 is connected to the World Wide Web or internet 50
via data path 52,

The system 10 further includes various components/applications that allow a user to
connect to one or more biller websites 60 via the servers 20, 30 and/or the World

30  Wide Web 50 via a data path 62. This embodiment of the system 10 shows
Component A 100, Component B 200 and Component C 300, each of which
connects fo the internet 50 via data paths 54, 55, and 58 respectively. Each of
these components 100, 200, and 300 will be discussed in more detail below.



15 storage 150 and document storage 155 may reside on a single storage device, including but not
limited to a hard drive, and may be included entirely within database 40. Additionally, it is understood
that the storage devices 150, 155 may reside separately from the application server 20. 20 Component
A 100 allowSNRB2¥444S view their secured documents stored in the dafabase 150"and/or document
storage 155 located with the application server 20. In this embodiment, all of the documents that are
retrieved from the biller websites 60 are accessed by the user 110 through the application server 20.
No documents are downloaded onto the user sygtem. Details concerning the operation of 25
Component A 100 are provided below with reference to Figures 5-7, Figure 3 is a block diagram
illustrating one implementation of the embodiment of Component B 200 the system 10 of Figure 1.

Componen:g 200 REoy gz srig-Ad0mihareesadartieintetansS@fvinsdatabpeiingd uting for
example, the ENRELE S8J 1ARSIOn BrotacQl (HARE) 01 Bishasifii WyRsyte ddansiurrotoco
r

(HTTPS), a the application server 20 providing an interface to a pluralit¥ of biIIerlwebsites 60a,
60b, etc. In'i3.chhPaditfenitiirrent e fitirR R fEhYa FBRB A Rt RIB% (5TagE device 220 of a
local cempuieniiReithErussicl Foofbhel (aT P1OThemests tyeedexpglizasion SEXAEPL0, which
facilitaltes Iﬁ*ﬁﬁﬁ%@@%@é@%\f@éﬁm&%@ﬂ@rdﬁéﬁ}i&ﬁ@sﬁﬁoiMémﬂ:&aﬂwﬁlbfﬁﬁtﬁéﬂbﬁtmponent B 200
not only allows users to view their secured.documents stored | h t .and/or document
storage 15¥'F6C4R %El‘cl'h i ‘a% Ca?l%h s%r%}era%&tﬁogls%gggv%%s%a%%gﬁ%%ﬁ itar?g secured
documentssofivaeesengigsdedicio P aistAf dREkaSERITeD BY R\ AR LB LE8iments even if
the computge2d isveptisANne girdeiarbeitiier et 50fbataisgorceidingiheoperidpnof Component

B 200,gre rgyidad elpin Leleisnce R Pl s and GGG hisadinakaiagaapilusirating one
|mplement§t[%n of the embodiment of Component C 300 the system 10 of Figure 1. Component C 300
provides usBHLEHSGHESEELE M0 the intemet 50 via data path 58 (Figure 1) using, for example, the

Hypertext Transfer Protocol (HTTP) or the secure Hypertext Transfer Protocol
in this embodiment, the application server 20 may also include a database storage

area 150 and a document storage area 155. It is understood that the database
15 storage 150 and document storage 155 may raside on a single storage device,
including” but not limited to a hard drive, and may be included entirely within
database 40. Additionally, it is understood that the storage devices 150, 155 may

reside separately from the application server 20.

20 Component A 100 allows users 110 to view their secured documenis stored in the
database 150 andfor document storage 155 located with the application server 20.
In this embodiment, all of the documents that are retrieved from the biller websites
80 are accessed by the user 110 through the application server 20. No documents
are downloaded onto the user system. Details concerning the operation of

25 Component A 100 are provided below with reference to Figures 5-7.

Figure 3 is a block diagram iflustrating one implementation of the embodiment of
Component B 200 the system 10 of Figure 1. Component B 200 provides users 110
with access to the internet 50 via data path 56 using, for example, the Hypertext
30  Transfer Protocol (HTTP) or the secure Hypertext Transfer Protocol (HTTPS), and to
the application server 20 providing an interface to a plurality of biller websites 60a,
B0b, etc. In this embodiment, thin client software is loaded onto a datafiile storage
device 220 of a local computer 210 of the user 110. The user 110 connects to the



15 (HTTPS), and to the application server 20 providing an interface to a plurality of biller websites 60a,
60b, etc. When using Component C, software is loaded onto a data/file storage device 320 of a local
computer 310 of the user 110. In this embodiment, the software loaded optq. te jigaheustem 310
includes the%gt%ﬂi%f,ﬂgs% that-no connection to the application server 20 is required. 20 When using
Component C 300, all downloaded documents are kept on the storage device 320 of the local
computer 310. This embodiment provides the user 110 with additional security as no copies of the
secure documents are stored on the database 4§ of the system 10. Details concerning the operation of
Component B 200 are 25provided below with reference to Figures 5-7.Pin oper tionb.H]e system 10
may be imFRReHien FeRetheQeVRIR JHHRIRSnIS JATEROY SR FuIES o €Rgines that
provide speasfieifes shasagwavibts kegpédétio Component C 300, some of this functionality is duplicated
on the user 30 computer 310. As an overview, the system 10 takes information from the user 110

concerning the user's accounts at varjous billers 60,.aut ] %uy 3G esdawploads of the user's
bills, downiGETONE rgi%s?(ggrré%so% %@Wﬁlgsae 8&%“’?@0%%‘@%% reﬁevant ata, and provides this data

to the Gser tEngatglasm 10 grsiricioament storage d5hraaed wilh thaeRIIEaYRR B¥¥PInformation,
logs into thedillat websiesicenanloes sapyesutedsdoarn etunaoing, thatsiweimitsdies the user's bill,

and returns,tfys igage (o, the serverrdacyme i siuadsetpadRlthentystem ko tivmguasmponent C 300,
to the storages device 320 on the local com utegilODA} él%rag CSr(nelrg‘ n’kf extratr:%' tﬁe (:}eswed
information?t8niStH¥bificARGLESr &8 MR 1RIBVIRALON in Tatabas §e G, 780.I'Re downloaded

i

ase sfora
secured doGomponentl 20eraeprivided bglaweritserEren@dedigdrme functionality and processes will
be disgussed below. Figure 5 is a block diagram, designated generally with reference numeral 400, 10

illustrating ane empodiment of a down f dwith 4 siem 10 and
Componen 490 ,;%agﬁﬁcgn%a r%@o@%#ﬁ%?‘%ﬁa\%%@é@%pgﬁ%oeﬁ%ﬁ el?)jq ol B 200, these
tasks are pEABHIRBET o1t W&?’@'Bﬂﬂ@fg@%%z&%w ‘g&?&ﬁ GIHIHET Tsing component C

300, these akacrespasionmadenysthedl ocatetapaite 68 1Bigure 1) using, for example, the
Hypertext Transfer Protocol (HTTP) or the secure Hypertext Transfer Protocol
15  (HTTPS), and to the application server 20 providing an interface to a plurality of
biller websites 60a, 60b, etc. When using Component C, software is loaded onto a
dataffile storage device 320 of a local computer 310 of the user 110. In this
embodiment, the software loaded onto the user system 310 includes the bots 142,
so that.no connection to the application server 20 is required.
20
When using Component C 300, ali downicaded documents are kept on the storage
device 320 of the local computer 310. This embadiment provides the user 110 with
additiona! security as no copies of the secure documents are stored on the database
40 of the system 10. Details concerning the operation of Component B 200 are

25  provided below with reference to Figures 5-7.

in operation, the 'system 10 may be implemented from the servers 20, 30 using a
variety of software modules or-engines that provide specific functionality. With
respect to Component C 300, some of this functionality is duplicated on the user
30 computer 310. As an overview, the system 10 takes informafion from the user 110
concerning the user's accounts at various billers 60, automatically schedules
downloads of the user's bills, downloads the bills, parses the downloaded bills to

extract relevant data, and provides this data to the user. The system 10 provides a



15 A scheduler 410 executes a script 412 that is sent to a crawler 414. In some embodiments, the
crawler 414 may be identical to the bots 142. In some embodiments, the script 412 may include biller

credentials, the user ID and password, the identity of the_ requester, an %ﬂt@,;equired by
the biller 20 ngzgi't‘glffﬂ’%@gin. Secured documents, such as user bills, aredp(%%%%%%é , as shown with

reference numeral 420, from the biller website 60. The downloading process is sometimes termed
scraping, as the information is automatically "scraped" from the biller website. If the download is
successful, the bill data is parsed from the bill, thgybill is stored in the document storage database 155,
and the captured bill 25 data is stored in the database 150, as shown with éﬁ{erence numeral 430.

When usin§@3AGRiecs 3genihbaldatredheoierniieanriondrss SiiefbiR J&telfee 320 on the
local compute¥idédfafersaee deasonnthewsisiagcapturetaiuites itdolraatient & Wéneisthe database
150 to prOVJQr%lﬁLe"ﬂﬁstqnﬁ%l?rtéhﬁél,%%w%eédh%ﬁﬁmsg@mﬂéesz arapprepriate, @sfshown with
reference numeral 440. 30 Figure 6.is a f|0\év char&zﬁeosr;%ﬂatl%gag%n%raﬂ%rvgim r%[%%ﬁ% numeral 500,
illustrating &‘i’@’@%ﬁ%%&PQCFgﬁﬂ?gsgﬁ%ggfioﬁvé%ecor ing {0 the embodiment of the system illustrated in

Figure 4. Itesginelerects itrehdesiraslisirsmatinreiraondoms Bilbeas plares s BPEBRIMAAt may. be
downloadegddpyhe sysisss 46, THie Use ebilmotensa Sbilistss dorilnsttating arpose®erly. The first step

s to log in ig e BlIGyEbHIs. RS shannihRipaRCs-BumaIalaPRe Blliraaxbeisp.is (o determine
(0]

whether or e login was successful, as shown with reference numeral 504. If the login was not
successful, the user is notified about any error that may exist in the login credentials, as shown with
reference rEimeeab566alfiheklatigrams dasigesttd| atremlpropiareiasicacosme@a@lentified, as

shown yith;fefgaRgesnE BRI Ekant Bebedwrilb fieprsssap et vigatedOdb esiderivetisite to determine

if there are any new_bills, as shown with,refe 505%%99 §1{l_‘{es‘mgnv§gyn f there are no
new bills, aslx%eme\}\}) §ndA e??'ﬁﬂ?%rétsgé‘n1§éteéz%§§d%%eg:g?the user, gs shown with refedrence numeral

520. If newGMeroneaizafahf®, iy AP pheRSVIFRISIBE RSEIBYGH RHPPSreMESHIMERI 15 522. The
desired usessbitingiofaonstias syaethen beparsedisnd stopedeasalitadhereitralfe akthe bill, as

shown Withﬂ%f—%%@‘fﬁ%%%ﬁ@odm W@Rraferred embodiment, the bills are available from the biller

website 60 In, for example, Adobe(r) Portable Document Format (PDF) form. It is understood that
relevaht user bill information may also be scraped from the biller website Hypertext Markup 20
Language (M EbHeroEetdsimyenyiappromiatefi 2ohliFcsppbto a crawier 414. In some

embadiments, the crawier 414 may be identical to the bots 142. In some
embodiments, the script 412 may inciude biller credentials, the user D and
password, the identity of the_requester, and any other data reguired by the biller

20 website to login. Secured documents, such as user bills, are downloaded, as
shown with reference numera!l 420, from the biller website 60. The downloading
process is sometimes termed scraping, as the information is automatically “scraped”
from the biller website. If the download is successful, the bili data is parsed from the
bill, the bill is stored in the document storage database 155, and the captured bill

25 data is stored in the database 150, as shown with reference numeral 430. When
using Component C 300, the secured documents are stored on the storage device
320 on the local computer 310. I, for some reason, there is a capture failure,
information is sent to the database 150 to provide alerts to either the user 110 or the
se}vice provider, as appropriate, as shown with reference numeral 440.

30
Figure 6 is a flow chart, designated generally with reference numeral 500, illustrating
one exemplary scraping operation according to the embodiment of the system
illustrated in Figure 1. It is understood in the discussion which foliows that any



In a preferred embodiment, the current amount due, total amount due, bill date, bill due date and
number of pages is parsed from the downloaded bill and stored in the database. It is understood that

some, all, or additional information may be parsed 25 and stored, as desired. %Qc%/y&e bills are stored,
the user will FE2ENEUREw Bill Alert, as shown with reference numeral 528, The New Bill Alert may

take the form of an email to the user, or it may be provided as part of the Alerts Engine, which will be
discussed in more detail below. 30 As discussed above, various portions of the system 10 may be
implemented as software modules or engines. By yvay of example and not limitation, the various
engines may include a scheduling engine, a bill download engine, aé)_arsing engine, an integration

engine, anGSHEREOGTIERb RARSH SHRREEY Yo he sSEiRTe '0Id MB2USR PO AR 0§ dmming
languages may” hefusidsteativg lemerkethenembodiments of the system 10. By way of example and not
limitation, the software tools and programming languages may include the Java Language, Java
Webservices, Java Servlet, Java Mail, PDF Box, Public License HTTP Client for Java,.JDBC 5 XML
Parser, XM IIW/@%&FEBI?&B%%? i@lf@r&%ﬂ"@#ﬂ%?%ﬁa@%,w&ﬂ%ﬁ,%’bﬁ?c%@éaﬁ%e TP Client API
for C#,5and VistadXB sieisis ol sieodngathsther wotshiig/degiroyrmnmagsiiiy @&geiay also be

used. Itis upgersienshibatihefanstionak desqsgiionasvhichsioliewsare peovisiedbywrspdf 10 example
only. The Vo unalions L ovelend 4i0axde LRNSERICE LN AN RBARINOWN to those

of skill in th mple em ents of the sc eenepages produced by the various engines

discussed BEBRArEWovilicthn g rwes. 945288 h R HRRIMRG B A GIRE I LEGRAYEr&%0 schedule
and trigger it ifldd] awsloadrentine e sce hwhédng G36rs ThOkah dvilidbRro$trapedapégaitze billers 60.

The beyg for il geuynieadiwilbbstiganted fRe2ask W 1P bRsedsombisheiRilinggysie. In a

preferred embodiment, the hilling cycle date will be captured and updated from, t rsed 'Bill Date'
from each &é’&?@fgﬁﬁﬁ ?8?%46#%#%'&? 'scwri lnee(r]e b“ifﬁgf‘s"ét%f %%B aedﬂ? ﬂ%’ n%&?‘ %’Bgﬂzduling cycle
may then besigenkiriat\reaRenitedNEAFET 65 PRV EIT PRERPHE 97l nate embodiments, the
scheduler may be configured by the user 110 to download bills on a particular day, as desired. The bill

download epq 5 canausechie R IARORUISremlie YeuRus-pUSes 5001 Rarmardioular user 110

based on the schedule provided b@{ the scheduling engine. Dedicated bots for each hijller 60 will be

trigger@d bythe SEREEIMRE LFRIiRYIRG Blom2HAt LAY R BRRIPBITRY ARDEIESTRS MIRY &l be
downloadeth&oimabe lillehsited,ard stored iwvithe ienwsntstorige Bt 1155 dfRFdTeéderver 20, 30.

In a preferrgdsopbRsiinent, tasbille areafandgapechasoiiar Wessraests iforitatexpaksiang by the
parsing engine, 30 ags may be melnjamed 1S djabise 1c0.or.sach9unlaad alismot. The logs

may contain, by way of example and not lim rmation such as the User, Biller-Account,
Timestampb8ustsagienur@niisrype sFrRRRGdastimdiisionspis JiRriest MaiRrmation may
also beologgedguage (HTML) code using an appropriately configured bot.

in a preferred embodiment, the current amount due, total amount due, bill date, bill
due date and number of pages is parsed from the downloaded bill and stored in the
database. It is understood that some, all, or additional information may be parsed
25 and stored, as desired. Once the bills are stored, the user will receive a New Bill
Alert, as shown with reference numeral 528. The New Bill Alert may take the form of
an email to the user, or it may be provided as part of the Alerts Engine, which will be

discussed in more detail below,

30 As discussed above, various portions of the system 10 may be implemented as
software modules or engines. By way of example and not limitation, the various
engines may include a scheduling engine, a bill download engine, a parsing engine,

an integration engine, and an alerts and notifications engine. Various software tools



13 These logs may be used by the service provider to provide online application reports. The reports
may include information such as the type of failure, i.e. a connection error, login error, bill download
error, etc. In case of any type of failure, the engine will retry 5 the next day, at a time as determined by
the service prVALY 4 ZHUle, or as requested by the service provider or the US&E B I3Gin failure, the
bill download engine may notify the end user of the failure and the reasons therefore. If the number of
bill download errors exceeds a certain threshold, as determined by the service provider, notification
may be sent to the administrator of the service pravider. This may happen, for example, 10when a
biller website updates their HTML programming. In this case, the bot would nee toaﬁereconfigured to

work with tREHeNPERIRTRYNG LeRaRAFS R PEHEER RIFTSEN BRGFALAITNRITESE 1R bills, the
parsing engiysepardés thBydewisedinfxanateonandnneteliseiptivad tig. Byftwaleoteanpré and not 15
limitation, theBHeRMAMP R R PseY MaMdactHdetheikilgate, thebiivdusaades thevaccount
number, the current charges d otal gutstandin algﬁcrg,, e ofjggges in the bill. It
is understo ﬁ“{Leé‘t djl ‘éare%tﬁ%lr ad ﬁfﬁé’f‘m@?ﬁ&%ﬁ ce:%% d also bﬁ%ﬁgeﬁ;ﬂ th%'pé}rBsin% engine. As

with thé dowMlodtPEREindieddydely BriavasmtdiiaseitiicdLranuRee 1 56 biEL LR p ARG attempt,
indicating threiserHBite Chetdunto2 CFmediday) S utdessifaiitved diet Fhestokigamdiy be used by

the service &@ymm%%%igggggI,i,quaa%iggtjg@(;eports. For users who are using Component B 200

or Component’ C 300, the latest bills may also be automatically downloaded to the user specified path
on their hard disk. The 25 latest bills are defined as those bills which have not been previously

downloaded fontiveméard that heiduotineshiirsaintinrragbisidatenae, RBEERE PYOKAYEH will be
displayged inthedMyRackumBillsriak inthaiciesisomapgiitationcomsyesasensie@ampedemn Additionally,
the biller logg.. biller nam number. doywnloaded date, and othet infarmatian gmay also be
displayed. ﬁ%"ﬁéé"ﬁx‘iﬁr lc% %%%(ght#gqu{én t éff%e b)t/ cI_icking_on ?he ile name 30link located on the My
Bills page. screen pages produced by the various engines iscussed below are provided in

Figures 8-12B.

15  The scheduling engine is configured to schedule and trigger the bill download engine for
each of the users 110 and each of the respective billers 60. The bot for bill download
will be triggered for each user 110 based on his/her billing cycle. In a preferred
embodiment, the billing cycle date will be captured and updated from the parsed ‘Bili
Date’ from each user's last bill for each of his subscribed billers 60a, 60b, etc. The next

20  scheduling cycie may then be intelligently calculated based on past downioad patterns.
In alternate embodiments, the scheduler may be configured by the user 110 to
download bills on a particular day, as desired.

The bill download engine is configured to download bills from the various billers 60 for a
25 particular user 110 based on the schedule provided by the scheduling engine.
Dedicated bots for each biller 60 will be triggered by the scheduling engine for each user
and for each biller website. The bills wiill be downloaded from the biller sites and stored
in the document storage unit 155 of the file server 20, 30. In a preferred embodiment.
the bills are downloaded as PDF documents, for later parsing by the parsing engine.
30 Logs may be maintained in the database 150 for each download attempt. The iogs may
contain, by way of example and not limitation, information such as the User, Biller-
Account, Timestamp, Success/Failure and Type of Failure. It is understood that other

types of information may also be logged.



An Alerts Engine may be configured as a separate component which may automatically start on
system boot. An icon may be displayed in, for example, the system tray. When 14 the user 110
double clicks the icon, the user 110 will be prompted to login into the appllcatlon In some
embodiment® %8’??9??5%?9 be displayed to users irrespective of whether the" TSGR The
application or not. However, if the user exits the application from the system tray, the Alerts engine will
be disabled. All data required for 5 displaying alerts may be stored in the local database 220, 320.
Connection to the online server 20 is not requireg An alert log may be maintained in the application for
users to see previous alerts. The generated alerts may take various forms. By way of example and not
limitation, the 10 alerts may include: a new bill downloaded to the client by the service provider, an
inactive billateaterbdbatpy ompiead biseidfdeevitaproidsalsgibadstoniiparicitatiserekatisThe user may
deactivate {3 ABCHOREATBRRIRRMLAIFIRS Lol Ghethaile, serdeaetiomppication In the
Services Zone page. The alert m%/ ayed in he serV|c Pvéd?heoe ré} s&nee& which is
displayed nl?%et:f‘c'}[rnf’)‘"Bj%B'ﬁ’@gt ﬁorD%\tfab asf5° sy FP{B d'Be ‘accomplished at least once per
day to fdentify veketato Alaalimese dﬁ@rawedmm threpenisy arleﬂ%“é f‘g‘@ﬁeﬁ‘bﬁeﬂ ﬁﬂw@ﬁ%ﬁ@% biller 60 is
added by the gervisadererdes: Gther @ertsomayibdgenetasdiiwibendhe ehgindaieytogiéy a bill

approaches, I sme etpRRdiEIERIS, B AIME-RHON BURKLO LRANRATE BEYiPAGHRIG he Lser fo

alert genera fon er alerts may be %@nerated for exah%ple when a use(rjeha% Jed the 20
Componen®BPPORregRstfcatfsH (hers gkﬁpd??@“wﬁf’ Mo SHRYUD With the service provider.
It is understendthasnnanysciieirigpemoiidtertenicy msiive JbiseractriPRufe 2B es a flow chart

lllustrafng %sneé%ﬂ&l%m@h%e%%qgaawmeawﬁmm&@ refietBrRCEaBeINtar alcb UGl implementing
the system 1 (g ure 1, 25 using, Clgmgqﬁgg%s Al 0 B 200, and C 300 shown in Figures 2-4. The
operation ofFRR 8 é‘?ﬁ"fBg\Nrﬁ how Be discussed in datail with reference to Figures 1-6. In the
discussion which follows, the term "service provide?' will be used to refer to the administrator of the

system 10. A0diheseathpsl606hbe ginsiwithcibangere Hbiyvisitingrehbillwetieiracsing ergingice provider, as

shown with 16{eLeee e 3l B0RadbherSe e 20 alie pitstes) Wapenblishpd landnassenvice provider
will prompt tﬁe user 110 to log on to an eX|st| accou Iﬁﬁ%ﬁygﬁ% 1gho tgq] Ere{yleuew reglstered with

the sel¥ice iRkaer e 'i‘g’%%tﬁwge ay fﬂg e directed to a user logon page, as
shown withasferemeenhentbrat GO Fﬂ“t*feﬂ&séﬁltt@ téed ﬂb‘ﬁ@@ﬁé‘ﬁ&ﬁé’ﬁ%&%\ﬁ@ﬁ%ﬁ‘?@t{%er account, the

system 10 M%ﬂ@&'ﬁ{ﬁﬁé‘bm forgolipReasWWtTS ot asitosy hdbedaNih seferelsodaumeral 604.
By way of e);arlsrgg t‘?ﬁﬂe Qa?éiug‘gﬁéﬁ?gg tﬂse wh ﬁ'ue{h% ]ogwnfoad engine, iogs may be maintained in
the database 150 for each parsing attempt, indicating the user, Biller-Account,
20  Timestamp, Success/Failure, etc. These logs may be used by the service provider to

provide online application reports.

For users who are using Component B 200 or Component C 300, the latest bills may
also be automatically downioaded to the user specified path on their hard disk. The
25  iatest bills are defined as those bills which have not been previously downloaded for the
user 110. A list of the bills downloaded to the user specified location will be displayed in
the 'My Backup Bills’ tab in the desktop application on the user's computer. Additionally,
the biller logo, biller name, account number, downloaded date, .and other information
may also be displayed. The user will be able to open the file by clicking on the file hame

30  link located on the My Bills page.

An Alerts Engine may be configured as a separate component which may automatically
start on system boot. An icon may be displayed in, for example, the system tray. When



5 may be directed to a "forgot password page". The user 110 may be prompted to provide his email
address and a code from a captured image page. The system 10 may then generate, for example, a 5
character length aflé)ha numeric password and email the same to the useg%%%.é%l%ﬁ& ser 110 has
not previous?é‘?e?ﬂ &84 with the server 20 to use the system 10, the user T Will be dbljrected to a
user registration page, as shown with reference numeral 606. The system 10 will prompt the user 110
to provide various information required to begin using the various services provided. By way of
example, the user 110 may be prompted to provige a full name, address, user identification, valid
email 15 address, billing information, such as a credit card number, and other information that may be
required to trapleeneiftdeubizislrksdividecsplfe ik 1H0swih &2 PBMIIRR APs 9B LSRR provider
provides thgpphewiem toitheoHieehbOdinttine amng may ve ciipEgainpensatidndeoatitne dillers 60. In

these embogiments, e billRLs 60 MaY igyidebRRRGIRIS RShe! infermatien & appears on the
user's computer screen (see 20Figure 10). Ogiionalj , oqce a.sggfé%u%,wggt been.setfgp for the user

110 accordfRg FRiet terh R BYSIRA Ia Y A s SR 5 Vi B8 SRS al may%'ée%%%etdto the user email
inbox [Fovidisgdiamingdtie megistratterd prdoeinssbiaiehnendat il p Gpasson doshswitfth 25 reference
numeral 610 Jhousend toqwridd Mhandnays iegliekantinepiovideshpidhimemoaildorcamplete the
registration JRrocess, b)éla%ivating the user ID and password previously provided, as shown with
reference nUMEral 612- M Some embodiments, the user 110 will be prompted to change the password
provided to a user unique password at the first login. 30 The user 110 may then be directed to a
download prgegarshaimenitmepiekenceousifrens. Bylwahef esempieOanthych fivdaiieset®to the "How to
Get staytedy RROG-SPIMELIR: 16 e USE BWiRE£30 1A kibizRpinG, thesusatidd Ramheapption of
downloading software to implement Compone_phs I?‘ 200 n&gc K Oe% Qf th%5¥§&§gp S]e(pv"l_j strated in
Figures 3-4MEBMRNS0 ASTE UL PRIBR SSERT distLE&Ton itis sut

(v} .
IS sufficient that the user 110 choose either
The user may deactivate the alert for each service by clicking 'l am not using this

service' in the application in the Services Zone page. The alert may be displayed in the
service provider online screen which is displayed in the Comp B application. Database
15  syncing should be accomplished at least once per day to identify when to deactivate the
alert. An alert may also be generated when a new biller 80 is added by the service
provider. Other alerts may be generated when the due date to pay a bill approaches. In
some embodiments, the time period prior to bill payment may be set by the user for alert
generation. Other alerts may be generated, for example, when a user has installed the
20 Component B 200 application to their deskiop 210, but has not yet signed up with the
service provider. ltis understeod that many other types of alerts may also be generated.

Figure 7 provides a flow chart iltustrating one exemplary method, designated
generally with reference numeral 600, of implementing the system 10 of Figure 1,
25  using Components A 100, B 200, and C 300 shown in Figures 2-4. The operation of
the system 10 will now be discussed in detail with reference to Figures 1-6. In the
discussion which follows, the term “service provider’; will be used to refer to the

administrator of the system 10.

30 The method 600 begins with the user 110 visiting the website of the service
provider, as shown with reference numeral 602. The server 20 of the system 10
established by the service provider will prompt the user 110 to log on to an existing

account. If the user 110 has previously registered with the service provider to



5 Component B 200 or Component C 300 for download, as shown with reference numeral 616. At this
pofint, the system 10 will perform a verification of the operating system of the user 110, as shown with
reference numeral 620. It is understood that embodiments of the present j [ e
implementedv&ﬁ%“gﬁvg)perating system presently available. By \F/)vay of ?Eﬁ%@%ﬁ%? limitation,
the opt_arating system could be any one 10 of the current versions of the Microsoft Windows(r)
operating system, the MAC(r) operating system provided by Apple Macintosh(r), the UNIX operating
system, etc. Installation of the appropriate softwagg is then commenced, as shown with reference
numeral 622. 150nce installed, the application software provided on the user's com%uter will activate,

and prompeesess<Er BYBE 0% SiPtesaic! LuihBesieiRshicon HRETUREPE RFRpATT 24 Ehown with

reference nitetstiéade Reperdideporitiwetiser Cthipsrfeny Bt@0her@essnwprhtnti€ 89¥ was installed
on the user,systemthe uset LEQMIHBRMBAVE REGERSIPYEIANA pRIVIESS M @dsligaRs shown with

reference 20numeral 626. Once logged on, either at step 626 or at. step. 640 er.10 also then
has gcce‘sé"’fg‘tﬁ%f?ﬁ?ﬁ?ﬁlé}%%@rqggid%;yagas\ﬁg\?vﬁxﬁl qrge er}genncoe hﬁﬁ%‘?&ﬂ 6%%1%%1 i)icelr Guide
providés infoashatorirebtegt th_eﬂp“f@@ﬁrﬁ?%tjsﬂﬁ%’-pgd&%ﬁt M8y BihBarRRTRIfofthe program,
and various/dsric hitakla apiess aRy awet3h exampledintgobligutaliensikernsérrofyComponents A

e, R BIRLAR RoPSRSRBLY £ MRRY ERR e AMUR acaaar . bbfareen Credt
" same to the user 110.

10  If the user 110 has not previously registered with the server 20 to use the system
10, the user 110 will be directed to a user registration page, as shown with reference
numeral 606. The system 10 will prompt the user 110 to provide various information
required to begin using the various services provided. By way of example, the user
110 may be prompted to provide a full name, address, user identification, valid email

15  address, billing information, such as a credit card number, and other information that
may be required to implement the various sarvices provided. In some embodiments,
the service provider provides the service to the user 110 for free, and may receive
compensation from the billers 60. In these embodiments, the billers 60 may provide
manner ads or other information that appears on the user's computer screen (see

20  Figure 10).

Optionally, once an account has been set up for the user 110 according the criteria
established by the service provider, an email may be sent to the user emalil inbox
provided during the registration process for authentication purposes, as shown with
75 reference numeral 610. The user 110 would then have to dlick the link provided in the
email to complete the registration process, by activating the user 1D and password
previously provided, as shown with reference numeral 612. in some embodiments, the
user 110 will be prompted to change the password provided to a user unique password
at the first login.
30
The user 110 may then be directed to a downioad page, as shown with referehce
numeral 614. The user 110 may have access to the "How to Get started” page shown in



a Payment History page 648, a_Reports page 650, a Service Zone page 654, a Refer a Friend page
656, a Frequently Asked Questions page 660, a Forum page 662, a Feedback and Support page 664,

and a user Backup Bills page 670. 30 Similarly, the user of Component
! : : : access to a
My Bills pag‘@%%'?ﬁ'ﬁ@%’ ice Zone page 682, and a Summary page 68491%{%e@%§§(1@\{1%0ti0n5 of

these pages will be detailed below. It is understood that these pages are provided by way 17 of
example only. Many oth_er types of pages, screens, etc. may also be provided without departing from
the scope of the embodiments of the present invgntion. One example of a Summary Page 642 is

shown in Figure 8. The Summary Page 5 642 may include aggregated inf tion far.th
way of exahfprsusirefRhitHS B HRSHON mﬁﬁcﬁﬁg%‘t?ﬁé?w“m&rma"m gghe user 119. By

: : ac;cop?ﬁ AUm erzs), number of
printed pagegismeaticonpaniriaanbandiates) biittueydaned? distolied DR 8f*a My Bills page 644
that may be used with Components A 100 and 10 B 200 is shown in Figure 9. One example of a My

Bills Page 244 that may be used with Component C 300 i in Ej . '
may inclpd}'éoﬂgf%ﬁé’ﬂ’ﬁ%ﬁmé%ﬁrﬁﬁ 'glfjcl:sl?rrsesr'ﬁrbi'lﬁés. B !\(/:\}%?o%g%r%%eg%%%%ﬁ?n%ﬁ?Il[?]izage .
|nformﬁtlommmmﬂuaém@mmm,%@@%lﬂ‘ﬁtmﬁ’fé%ﬁ’; BOMIWANEAIE LT ERid or unpaid,

etc. Itis ungiRysiaaridhaiRlbe dpépmation pasoalsa \aeifinaiiod ef iheTéretin seiesrcORadit page 644
may provide 16 fisel LGNNI 1kl umbess! Rrisiadiaseen that hausdbaatissetved as a result

of using the'system t may also include a calculation of the extr .numbetglgf B gﬁt@aved with

respect to E1EIEHEa! EReHSA HRAD Rin PR ETSTYS p%is'éne%ﬂ%vnﬁ)g?r%a%dsg 3 complete list of all bills
that have baentevieadybfexanileand net Hejationt HrseBRATAY EYSHE YIRS BHE bill information

Loc:teliil r|:1tiatl 23 i‘t% %cgﬁpﬁm heks adAcRsy WaRioasevelbasipay sermitrenMAERincluding, but
op’eragng Xystgpn ;g%r\lf? e%tl%g %8;%?&3 mﬁ’é‘éfﬁ@@éﬂ%%% gﬁixﬂéﬁaraﬁng system, efc.
Instaliation of the appropriate software is then commenced, as shown with reference

numeral 622.

15 Once installed, the application software provided on the user's computer will
activate, and prompt the user 110 to log on to the local account kept on the user's
computer, as shown with reference numeral 624. Depending on whether
Component B 200 or Component C 300 was installed on the user system, the user
140 will then have access to various services provided, as shown with reference

20  numeral 626. Once logged on, either at step 626 or at step 640, the user 110 also
then has access to the complete User Guide, as shown with reference numeral 630.

The User Guide provides information about the program, various web pages that
may appear as part of the program, and various user settable options. By way of
25 example and not fimitation, the user of Components A 100 énd B 200 may have
access to a Summary Page 642, a My Bills page 644, a My Green Credit page 646,
a Payment History page 648, a Reports page 6850, a Service Zone page €654, a
Refer a Friend page 656, a Frequently Asked Questions page 660, a Forum page
662, a Feedback and Support page 664, and a user Backup Bills page 670.
30 Similarly, the user of Component C 300 may have access to a My Bilis page 680, a
Service Zone page 682, and a Summary page 684. The various functions of these
pages will be detailed below. It is understood that these pages are provided by way



25information may be kept indefinitely, so that a user never need request back bills from a biller. The
Reports Page 650 may include various types of charts that present a graphical representation of the

user's bills over ageriod of time. In some embodiments, this 30 period mlgg,pbg(;%%%%m% but other
periods mayvgl%a] E1HEY. The charts may present the information by biller, by month, etc. The reports

may be presented in pie or bar charts, each showing the data for the last 6 months for each biller.
Additionally, a link may also be provided on this page to view specific account 18 reports. The user
110 may select a particular and account numberg@nd view reports containing the specific information
for the biller and account. The Service Zone page 654 may include infor ati%n on %\;/degglble bitters not

5 currently BERGTREIB\WYih &8P ethel 8Y el BRERy: (7S Bﬁeeé%m&gll

PeItae Varous preferences

that may bexgbbydhmnser i iecsceparmiies arobedintdtmeltivhomsenbialeitigne due date alert
frequency, by setting the number of days before the due date when the due date alert for each bill

should be generated. The dug date of each bjll is captured i ' paLSIng operation.
The user 1@‘%3%&61%: (a,h%%ns’ren%y hga et%gsgr\%%wﬁﬁr&i%géﬁ %(;éllh?el{li‘?]g;g é%%’igf?' the%lls online, as
well asfon thé2umey Snetaesiegeraaehinimming brdndsiidCa B vay ﬂﬁ&f‘ﬁﬁ‘é@/‘%@'ﬁjenerated by
the system A& isrsiawn, il gHremi8n e Useludé Coitkary adsouchangebkitshassmwbed tof the service

provider via %i?e?%%[?e f 10615 nRhIkdEhanegs:tis Mraswarleaid T TP request will be sent to the
or

online database pdating. If the update request fails, the user 110 will be prompted with an error
message, and the new password will not be made active. Users may also add/edit/delete accounts for

each biller [Snprexadipt lotinhanBilstreoa Edduihet rasie he atseReHhiMBR)IR BRetid A Nill be based

on thesequizespe s ASESIRBlIghadbe2ahilers: 4 My Bifer majopan atheaytiessiseed both on the
local computer, 0d 10 the database 40,06 e-syseThLOr R BARdme biay heslagin details for
each user 17 may e Stored in an encrypted form using, by way o examE)Ie angd not limitation, a
base64 encériRilgiratpserfipgfor all current bills. By way of éxample and not limitation, this

information may include the Biller name, account number, downioad date, status, i.e
paid or unpaid, etc. It is understood that other information may also be included.

15
The My Green Credit page 644 may provide the user 110 with a total of the number
of printed pages that have been saved as a result of using the system 10. It may
also inciude a calculation of the extra number of pages saved with respect to
envelopes, efc. . -

20
The Payment History page 648 may include a complete list of all bills that have been
downloaded for a biller. The Payment History page 648 may include the bill information
for all bills in which the user 110 has made a payment, as well as payment information,
including, but not fimited to, the payment transaction status, payment date, etc. This

25  information may be kept indefinitely, so that a user never need request back bills

from a biller.

The Reports Page 650 may include various types of charts that present a graphical
representation of the user's bills over a period of time. In some embodiments, this
30 period may be 6 months, but other periods may also be used. The charis may
present the information by biller, by month, etc. The reports may be presented in
pie or bar charts, each showing the data for the last 6 months for each biller.
Additionally, a link may also be provided on this page 0 view specific account



25 The Service Zone page 654 may also allow a user to add/delete accounts, change an existing
account, or set a biller 60 status to "Not Using". Setting a biller 60 status to "Not Using" will disable the
alerts to the user 110. One example of such an alert 694 is shown in Figure 12B. It is understood that
other user s&’@&g‘&'@f‘%ﬁons may also be included on this page. 30 The E{%%Sr(%oﬁ{r]{%ﬂﬁagﬁage 656
allows a user 110 to provide information to the service provider with respect to potential additional
users. The service provider may then contact the potential users based on the information provided.
PCUSG2010/000197 19Received 6 May 2011 T FAQ page 660 provides answers to routine user
guestions, The forum page 662 provides user access to technical support personnel, or other users, to
discuss varftREtEspdes BPthe! dYsem fé!%hﬁn&ﬁ?ﬁﬂ%%%‘é%@&&ﬁ&ﬁd}s’é?ﬁ %‘ég%ngéfl!eé'ﬁows the user
110 to contapbssppotiiperstrnsbetiibnbendberpiovitk PdRoatt @spaype of problem arise with the
system. The My Backup Bills page 670 maintains copies of all downloaded secured documents on the

user's local system. When using Components A,100 and . S es %rgrqygged
automaticatlﬁ%ror%r}’hcéa s%(r)\r/‘gr ngt% t%’leEI uSers é's:gé ég)?n %'R%F%%g}%vft%i %gﬁl%%r ﬁq Iog{s on. The user

110 thén hasTEREYSBIHEAE Ry R FHERR & inforTieeR i dhLPASRIRG TN REN B the internet
50. When ugifgu€ profepaaiisBr20 thayre cettgriheftde page§ 6718164656481 B50vand 654 may

be downloagled fram the se1veIAkRATEN ol exaMBlesdiing 1T FBrsausidyematbr ehignt software
running on computer 210 to the server software rupni 9,00 tt)he sgéva%ggo.r\é\ér?%% User.selects
installation qﬂe(fg’ltﬁp%?f’éh% g%dgggh ﬂriﬁaﬂbléi\}]esg, A GRE&Ted Version of the a ove information is
maintainedsayhti! isseamtyrd ie3aEhRibdvin®@ihe pasds8peREnficd PDHEEHAGR BBL 259 Summary
page §84 WiloeestBinLvesnaiahidh preanee iaiatimad eopgoeschitedriibeves walditamalhe, banner pages
may be proyided onuisayatiows BdeR Alsp VAL iPdle Wk bO.FIDHS 1 Wiksigegne example o

a banner 699 that fa ( ayed. Figure 7A shows a flow chart 550’illustrating biller website
registrationtBR 8T8 WsaThexa i SIgwERRdéGiment. At step 552, after biller selection at step 554, the
information required for biller website registration is captured at step 554. The captured information is

used to perREdSsH AR Al tbeRllekiwehsliRAlsieR BSRI theviegisisatirmpigsutaassful at step

558, the user receives activation details fr(m] the Biller at step 5 nd com ctivation at
step 568. BifE'CaN HBAYSE ng\ﬁﬁ'f(?garé]dfﬁarsed ﬁqs"{%sé \g@eﬂgé‘:{’%& pon C.’(é%ncec%gs u gang:goiﬁ;tration, the

credentials udetitoredf aheteipdseD renpegishiridhasuset J00cwkhe, BIPBIPHRME P8 S n at step 564.
Some portigpshthe drsarptiassof jhasystewilll Oqaravddeckdabouetiace exgmilyroningideitly presented

i terms of SlaADALR AN E0RN S AD0INBR. O LOGIRNRH SyiRlicasiReerlaiansol operations

on data within a computer memory. These algorithmjc gtion? ansdé‘sg ﬁi%réal or %){er:nbolic
representafiSeiES BRMMREROTRR My AR S8k 4R TREVISEISHIR B SHE AT o donvey most
effectizely thigessibEniscefofveatiende Bisadie REAFAboth on the local computer and in the
database 40 of the system 10. In some embodiments, the login details for each user
110 may be stored in an encrypted form using, by way of exampie and not fimitation, a

haseb4 encoding methodology.

25 The Service Zone page 654 may also allow a user to add/delete accounts, change an
existing account, or set a biller 60 status fo “Not Using”. Setting & biller 60 status fo "Not
Using” will disable the alerts to the user 110. One example of such an alert 694 is
shown in Figure 128. ltis understood that other user selectable options may also be
included on this page.

30
The Refer a Friend page 656 allows a user 110 to pravide information to the service
provider with respect to potential additional users. The service provider may then

contact the potential users based on the information provided.



PCT/SG2010/000197 20Received 6 May 2011 their work to others skilled in the art.-An.algorithm is..
“here,.and generally, conceived to be a self-consistent sequence of steps leading to a desired result.
The steps are those requiring physical manipulations of physical quantities, such as electrical,
magnetic or optical signals capable of being stored, transferred, combined, %ﬂé%%,igm%ﬂérwise
manipulated. Unless specifically stated otherwisg, and.as apparent from the ﬁ%‘Wfﬂ&, MaviRg
appreciated that throughout the present specification, discussions utilizing terms such as "scanninP",
inputting”, “caleulating’, " rmining", ‘replacing”, "generating"”, ‘initializing", "outputting”, or the like,
. refer to the aﬁ%i&%%g ocesdes’® gacn PR RER R SIueR RN EnedirumoateiBe, that inanipulates
~and transform& 84755 &BFE SEPREY B!TAR KlasuPRATa ReIeRNitioN dther covarpLiterdR¢siaM into other data
- -similarly repre$EETPERCHR S baISyslamtitiesSivitlaity the EosaputersaysiarpagE egaaninformation storage,
transmission dh%li@prav@M&@cﬂ%m@mﬁmﬁiﬁﬁ@ﬂ&m@é&%@ﬁggﬁ@@@g@%g;u& for performing the
operations of threbraethadwibuhcaggaratus may be specially constructed for the required purposes, or
may comprise- a general purpose computer or other device selectively activated or reconfigured by a
computer progg in. the computer, The algorithms and displays presented herein are not
inherently rela'ggé; %ﬁ%&%{%@@p gg%mtﬁel{?ep 616 %@r%ﬂﬁérﬁu@’.‘. TiRRSYEFerisgurpose machines
may be used \{\{‘% programs.in SC%%ﬁﬁe\WitW‘fh%‘t@&&ﬁ@@ﬁ@?éﬁﬁﬁﬁﬂ@mﬁiﬁawthe construction of
more specializet apparatis G et nRcally firadhnethed 2Xtepenavbewappientate. The structure of
a conventional tfeWB?aI heisese! toapeiter. withapsear i hdh e sle s6EHE0R Brlewsli. addition, the
present specifieatioadatisofomption|yithaa aaesy accrHRULRS REQEIEARR, 47, that it would be apparent to the
- perion skilled in the art that the individual steps of the method described herein may be put into effect
by computer carie: eSMRIMEE B | intended to be limited to any particular programming
language andg,qugﬁgquo L {hs ﬁeﬁﬁﬁﬁﬁﬁﬁ%ﬁﬁﬁ&%&aﬁﬁ%% SAH PPt ofR%mming languages
and coding thi%rq%ggtn?raxl Qﬁ’ used to Implemen ?égekﬁﬁﬁidoﬁh@‘ﬂ%‘ﬂﬁawré bBEFained herein.
Moreover, the computer programh MG HtamNed  BEmuafedl fotertyepseieukattwartrol flow. There are
many other vAYSITR BrtREL¥hBUter program, which can use different control flows without departing
from the spirit or scope of the invention. Amended Sheet 1IPEA/AU 21 Furthermore, one or more of
the steps of tiéheom patersprotr ansanaipheresigisnad © pasalel dhanihag.sequentially. Such a
computer proguatatedagbiensionag sEbaERRRRsGL Fﬁﬁ%@@%@@mgmé o e computer readable medium
may include WWQW&UWE& eog&ogggg%igms, memor ﬁ#{)s, or other storage .
devices 5 suifabledar ipjedaging with a general purpose computet: SR Yeadable medium
may also incl%(%? g.hard-wire n;ecflnum Sucn e eReniphtRd fitdiiensiterbensysteaes or wireless medium
such as exemp fied fn the & SMIROBITISYS IBpHSHIssirRshtoThe seenpdter Fisgrant when loaded and
executed on SUTFSRBSDMR SheBasr Fsrd ravtheckispgedts in an apparatus that implements the
steps of the preferred method. 10 The invention may also be implemented as hardware modules. More
particularly, iffigHe Rarehwere Sensesasbileatdatimciasl RN JLBilARSgaed for use with other
components examuelaless ammm@iﬁﬁ@.néﬂguiﬁiépéé{e@&iﬂ‘?'&%eégﬁdt%sl%g di@grete electronic
- components, refuit=aas mmbgggmtgjﬁgpig&%&%gpggné% {:Lﬁgﬁlg S%Jéh as an"i Application Specific
Integrated Ciggwt@%)ml\%g us gt%ergl@s\‘lvgl ifles exiof. THOSR ‘gﬁﬁl’éﬁqﬁaifﬁé Art will appreciate
that the syst%mc%gé}ufng%tgpe g’g@pﬂ?yente asa cq%ﬁﬁ&iﬁﬁ%P%rHW&é"&ﬁH@@ﬂ%we modules. "
; user receives activation details from the Biller at step 562,
and completes the activation at step 568. Bilis can then be downloaded/parsed at step ‘
: 57(?. Aléo, .uppn‘ 'successful registration, the credentials are stored ‘at.step 560, I
registration is not successful, error details are shown at step 564, ' |

Some portions of the description of the system 10 provided above arg expilicitly or
implicitly presented in terms of algorithms, flow charis, engines, and functional or
‘symbalic representations of operations on data within a cemputer meniory. These
algorithmic descriptions and functional or symbolic representations are the means used
by those‘skilied in the data precessing arts to convey most effectively the Substance'of_

Amended Sheet
IPEA/AU




The method and system of the example embodiment can be implemented on a 26-eemptitersyster

700, schematically shown in Figure 13. It may be implemented as software, such as a computer
program"being executed within the computer system 700, and instructing th }éﬁla%qr %Q%I 700 to
conduct the method of the example embodiment. 25 The computer system% ) cal &G?g ?g?
computer module 702, input modules such as ageyboard 704 and mouse 706 and a p‘uya ity of output
devices such as a display 708, and printer 710. - The computer module 702 can be connected to a
computer net via g .30sui b#e transceiver.device 714, to enable access to e.g. the Internet or
other networlgqsgfls%tvé&%sosé&%sassﬁl_eg& Krgé%i I%gtalﬁ@orrﬁ ﬂ\ﬁ Sr Wsl(?g"&%i& RRSRFISPR RNAN). 22 The
computer module 702 the eXarRiiR ThEftraderdng beadestied vl Fhnésr Xederss Memory (RAM)
720 and a ReBZA“BHyPIMErRCRPTRESRITS 9DRhy Rt avapiias AveltatesiPOBiaalspaomdteles a number of -

" Input/Output APBRiskEndlscesatierntieim sterdfOtrhTiselpoecs@bitedthentiseln und0famndel /O interface 726 to
the keyboard f@dpukie.5 components of the computer module 702 typically communicate via an.
interconnected bus 728 and in a manner known to the person skilled in the relevant art. The

application proieainsasi>waRics o, sk & IeROMAICHVRIEM, 08 1 qpcoded on a data

storage medi CD-ROM or flash memory carrier and reac vﬂ‘ﬂ%‘zmg a corresponding data
" storage mediE%ﬁ%&%@&'&t‘j&%‘gﬁe 8’?53?6"8?%18“;‘, %ﬁe'ﬁﬁuﬁﬁ'gﬁ?i%%&f%%’@ﬁd and controlled in
its execution by Ihe proCBSLe ’7i%‘.’“fﬁ%@?m88?%‘%?8}55@'6?19{’0@%%%& ‘Hi#gBBBCccomplished-using
RAM 720. 15 BHREGRImRHE e rréepiise asispsieerasriseraatiothproricysseveradimitivantages over the
'~ prior art. The @ggtenis dedametrrbdprinideshendataisititygodsecueptyseetsic\we hitipsicdocuments for a user
‘over the interpetrfitesnvaiiLthelitynobkilsseite suaopee gate shadinfepmsdien tar fhrikser, and provide the
aggregated injeimRRORM he UsRpIRRERIER 0 IBRAVHIHHRR LhrsaPiRRRfidlis.sgeure documents
may be storedi@iag reLvice provider system, on'the user system, or both. The system provides the
user with the flexibility to use either. a web-based application, a thin client application, or an application

. residing -entirer On,thet user's system. 25It will be %Egre'ciated by a person skilled'in the art that -
numerous varatibne an ot o RstidRoRsa P IRE ALY ReTRETebeRPmsiRE S B8 shown in the

specific emb efiitRts SHthBRRAGRSIRY P eraprcinlly spisfusteddobtiefedirad wamtiess.as broadly described.
The present EfbeeliviEats arsstiarefore, tonpetennsidoredevicallsseapaatstihvbBrdllpistrative and not
‘ restrictive. 30econfigured by a dompuﬁer‘program stored in the computer. " The algorithms and .
' §ispiays presented hirein are not inherently related to ar'ly- particular comﬁuter or other
" apparatus..,  Varous genaral purpre machines may be used with programs in

éccbrdance‘ with the teachings herein. Alternatively, the c_ons'tmction of more specializéd L v
~apparatus to perf_orm the required method stepé may be appropriate. The structure of a |

conventional general purbos’e computar will appear from the descripion below,

in addition, the present specification also implichly disclose’s a computer prograrﬁ. in that'
it would be appafent to the perébn ‘skiﬂed iﬂ the arﬁ that the individual steps:of thé method
described herein may be putinto é.ffec_t by camputer code. The computer prbgram is not
intended 1o ?)e limited to any particular programming language and implementétion ‘
‘thereof. It will _be-appréciated- that a variety ofr programming languages and coding
thereof may be used to implement the teachings of the disclosure contained herein.
Moreover, the computer pragram Is not intended to be limited t6 any pariicular control
fiow. There are maty other variants of the computer program, which can use different
control flows without departiryé from the spi'rit or scope of the invention.

Amended Sheet
IPEA/AU



PCUSG2010/000197 Received 6 May 2011 23 CLAIMS 1. A method of aggregating secured
electronic documents for a user from at least one biller website over the internet and using the
aggregated documents to assist the user in effecting bill payment, the method ¢ rising the steps ot
providing anWRe?l”f%?é’é“gﬂawmg the user to provide login data for the biller et SsGteﬁ%(c{))a segrwce prol?/lder
using the service provider to facilitate access to the at least one biller website using said login data;
downloading at least one secure document from said biller website; scraping said at least one secure
document for biller information; and providing,an image of said secure document and said biller
information to said user. 2. The method of claim 1 wherein all of said secure documents and biller

informationFakthermee. iang ameRse H10wEed By RairP BRI HREFITan B BRI h Ay only access
the secure giacueneatsepmthhiteqiefaematisuthrauginaser vicsgpmoviday welsgiked SnTére method of

claim 1 WheiGi e SLEBRIPIUAIRG 2fib'edfagedIbRIEAMAdaER dRyniRadac.iia client (o a user

computer system; wherein said service provider uses said thin client to provide copies of said
secure docﬁ?r‘fé’ﬁfs%ﬁa §&dﬂ6ﬂf&“ﬁﬁ&ﬁ%&?@h%‘*§aﬁ“ﬁ[§w 51'8 COoﬁlé)sﬁan ?Bpﬁgr m?ornei[;tlon being
stored Hothsvitesiridfersterieoimputith andanesetiaubese maiRtEned by sgputer readable '

medium may also include a hard-wired medium such as exemplified in the Internet
system, or wireless medium such as exempiified in the GSM mobile felephone system.
The computer program when loaded and executed on such a general-purpose computer
effectively results in an apparatus that implements the steps of the preferred method.
10
The invention may also be implemented as hardware modules. More particularly, in the
hardware sense, a module is a functional hardware unif designed for use with other
components or modules. For example, a module may be implemented using discrete
electronic components, or it can form a portion of an entire electronic circuit such as an
15  Application Specific Integrated Circuit (ASIC).  Numerous other possibilities exist.
Those skilled in the art will appreciate that the system can also be implemented as a

combination of hardware and software modules.

The method and system of the example embodiment can be implemented. on a
20 computer system 700, schematically shown in Figure 13. it may be implemented as
software, such as a computer program being executed within the computer system
700, and instructing the computer system 700 to conduct the method of the example

embodiment.

25 The computer system 700 can include a computer module 702, input modules such
as a keyboard 704 and mouse 706 and a plurality of output devices such as a
display 708, and printer 710.

The computer module 702 can be connected fo a computer network 712 via a
30 suitable transceiver device 714, to enable access to e.g. the internet or other
network systems such as Local Area Network (LAN) or Wide Area Network (WAN).



servi_ce pr0\_/ider, wherein the copies stored on said user's computer are available to the user when
working offline. 4. The method of claim 1, wherein the step of .providing an interface further

comprises: downloading software to a user computer system; wherein ' llows said
user to direcW?a%gi:‘g%@%?e at least one biller website to obtain said securg%@gﬁﬁi%ggg%% biller

inforr_nation; and Amended Sheet IPEA/AU PCT/SG2010/000197 24Recehied 6 May 2011 copies
of salql secure documents and biller information are only stored in a database created by said software
on said user's computer. 5. The method of any are of the previous claims, wherein said secure

documents are maintained in the portable document format (PDF), said nloagding step compri
: _ _ prises
downloadint§ SOPPEESRPBHfE %ﬁ?&:ﬂﬂn@ﬁt %’Fﬁﬁ@i?d'?r‘%{%eesc%rﬁ’b%%ggoér% r\gaé“j% nsgé%' PDF

document. A:cBie Mretiood Bl BFesotithcRers B0y damaryWRENinTie & 6PIRHGthe service
E;?]\;ilgﬁr_ to ﬂi%r}lj@gat?o@cgsasﬁa&a@slaaﬁln%& bilppuehsietsDpiseitkaginidatadme/Oomprises:

ring. copfgining sa er.logi id. bi nggg d oad said a
least one s aéﬁ'r%‘ oguﬁhqgnﬁq%éﬁiéym%gﬂodgg‘tzﬁgﬁggﬁ e ptg\t/‘%us cIailrénf)egij1 ?ﬁrqth%omprissing e:
step foP mafERAAENEh AEhDE oFAMRiERi Rk Fe dB2uREIRRIENFRT B hidithafBn. 8. The
method of amgresenetti reVigisrdldmaesyiamtivekpowphisthg peingnsshitiesilierthsfopiRe@dn to schedule
futl_Jre downjgads of said secure documents. 9. The method as claimed in any one of the previous
claims, further comprising the steps of:

The application program can be supplied fo the user of the computer system 700

10  encoded on a data storage medium such as a CD-ROM or flash memory carrier and
read utilizing a corresponding data storage medium drive of a data storage device
730. The application program is read and controlied in its execution by the
processor 718. Intermediate storage of program data maybe accomplished using
RAM 720.

15
Embodiments of the present system and method provide several advantages over the
prior art. The system and method provide the capabifity to securaly refrieve biller
documents for a user over the internet from a plurality of biller sites, aggregate that
information for the user, and provide the aggregated information to the user to assist

20 in paying the bills. Copies of the secure documents may be stored on the service
provider system, on the user system, or both. The system provides the user with the
flexibility to use either a web-based application, a thin client application, or an application

residing entirely on the user's system.

25 1t will be appreciated by a person skilled in the art that numerous variations and/or
modifications may be made tc the present invention as shown in the specific
embodiments without departing from the spirit or scope of the invention as broadly
described. The present embodiments are, therefore, to be considered in all respecis to
be Hlustrative and not restrictive.

30



capturing information required for biller website registration; performing registration at the bitlerwetssite
“using the captured information; and activating the registration based on activation details from the
Biller. 10. A system for aggregating secured electronic documents for a usep@@g@ﬁé@@ﬁ}o@%blﬂer

- website over the Internet, and using the-aggregated documents to assist theriger i @fiagyng il
payment, the 'system comprising: - a user interface that allows the user to provide login"data for the

biller website to a.service provrder © ‘a service provider website that provides access to the at least
ane biller website using said login data; - a bot 'provided by said-service. provider that downloads at
least one secure document from said biller website; wherein said service provider scrapes said at
least one secure document for billerinformatiorg®and Amended Sheet IPEAJAU PCT/$02010/000197
25Received 6M&M2011 provides an image of said secure document and said biller information to said
user. 11. The system-of claim 10 further comprising data storage means. provided by said service
provider, wherein alk Gisrid W@% @M”grdgégmqs%l are stored d on said data storage

means and saig4SRE My & segure documents and lIEr o mation through a service
~ provider Webséggitmgﬂggelgé%g%@gg ?j%tégﬁstor?%g mean %eza%r%gg §t8ﬁ“r:6'feaﬁrrﬁ 10 further
alied-on SRR e pps of

- comprrsrng a thin client inst HeETes _
provi ing an interface aliowing the usar tD prowde login data for the biler

website to a service provigear: .
7 using the’ sarvics provader to facilitate access to the at ieast ong billef wabsite
using said login data; - _ ‘
downicadrng at least one secure dosument from said bilker 'website:‘ :
scraping said at least one secure document for biller irformation; and

providing an nmage of sa;d secure document and said biller mformai:on to
said uger.

2. . The method of ciaim 1 wherein all of said secure documente and biller
information are stored in a database provided by said service provider and said user
may only access the secure documents and biller mrormaﬁun through a servroe"
provider websits. '

3. The mathod of c‘ia:m 1 wherem the stsp of ptovmmg an interface fuﬂher '
compnsns :
. downicadmg a thin claent to a user computer system; wherem

said service provider uses said thin client to provide copies of said securs’
documents and said bilter mfcnnatxon to said user, said coptas and bllier rnformatlon ,
bemg stored both on said user's computer and in a database maintained by said
‘service prowder wherein the ccpres stored on sard user's computer are available fo
the user when working offline, o

4. - The rnethod of ciaim 1 wherem the siep of prcmdmg an mterface further
1 comprises; ‘ :
dowmcadmg software 0 2 User computer system wheram '
said sofiware aliows “said user fo directly accass the at ieast cne biller
websrte to obtain said secure uceumants and bilier tnfcrmahcn and
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said service. provider uses said thin client to provide copies. of said secure documents and-sait titfer
|nformat|on to said user, said copies and biller information being stored both on said user's computer
"and in"a database maintained by said service prowder 13. The systemn of clep@r}g(}wltbﬂo ﬁmprlsmg
a software package installed on a user computer system wherein said software.RAckage, quVls said
user to directly access the at least one biller website to obtain said secure documents-and biller
information; and copies of said secure documents and biller information are only stored in a database
created by said softweniesorf sakil sesers Gommpterand 4illheByaeon afeabyyoie plaims 10-13, wherein
said secure dmmﬁasrﬁ&mlmalgmgaetb@@@rmbﬁ Q&ﬁb\m@nt format (POP), said bat downloads a
copy of said PDF document, and said image comprises said copy of said POP document. 15. The
system of any pne a ther ¢ Fisin stora means for storing an archive of all of
said secure do§um2ﬁ% ;%%s%gld%ﬂ ﬁ'%rfln orrr?artqlgn ieg mi“ﬁe Sy, Ferﬁ”‘i’ﬁ"ﬁﬁ y%Bie Bti&ims 10-15, further

‘comprising a s%%@u???ﬁ ained i E’ﬁl@?'?ﬁ?&ﬁﬁ?&ﬂﬁﬁ’iﬁ%’ﬂ?ééﬁ%)fm@mﬂﬂmws of said secure
documents frofPRTEFHIIEFSWatYEHRAdINg 78 THREYSYSERH aRRfaitnedentepdseidficiaims 10-16, further -
comprising: meeprrises eajradngf isrigriiatimureeniired for biller website registration; means for

~ performing registration at the biller webslte using the captured . information; and -

8. The method of any one of the previous claims, wherein the step of using the
service provider to fadllitate access the at least one biller website using said login |
data further comprises:
configuring a bot contammg satd user login data to access said biller websﬁe
. anhd download said at Ieast one secure documeant.

7. The method of any one of the previous claims, further comprising a step for
. mamtammg an aichive of all of said secure documents gnd said bifler information.

8. The method of any-one of the previcus clalms furlher comprising using sald
bifler mformateon to schedule future downloads of said secure documents. '

g, The method as ciaumad in any one of the previous claims, further comprasmg
the steps of: '
capturing information required for bﬂier websute registration;
o .performing registration at the biller website using the-capk;red information; and
. _acti'\.'ating the fe'gistration based on ac’_c'rvaﬂoh details from the Biller,

10. A system for aggregating secured e}ectromc documents for a user from at
least one biller- Webs:te over the mternet and using the aggregated documents to
. assist the userin eﬁectmg bill payment, the system comprising:

& user interface that allows the user to provide login data for the bifler website
foa serwoe prov:der ' ‘ .

a service provider websie that provides access to the &t least one biller
websrte using said login data

a bot provided by said service provider that dawnloads at ieast one secure
document from said biller website; wherein |

. said semce pmvuder scrapes said at least one secure document for biller

1nf0rmat:on and ‘
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provides an image of said secure document and said biller information-to said
user, B ' '

s

1. - The systern of claim 10 further comprising data storage means provided by
s&id service provider, where:n all of said secure documents and biller mformatton are
stcred on said data stcrage means and said user may only aceess the secure
documents and bilier mformatlcm through a service provider webszte that accesses
said data storage means. '

12.  The system of claim .10 further ccmprising
' a thin client instalied on a user computer system; whereln .

- said service prawder uses said thin client to provide ccp:es of said securs
documems and said btller m?ormatxon to said user satd -Copies and billar information
being stored both on said ‘user's eomputer and in a database maintained by said
‘service provtder ' '

13, The éystem of claim 10, further cbmprismg _
' _a software package instatied on a user computer system wherem

sa!d software package allows said user to directly access the at least one
bilier website to obtaln said secure documents and biller mformatlon and

copnes of sa:d secure ‘documents and biller rnformaﬁon are oniy storad in a
database created by said soﬂware on satd user's computer. . '

14. The system of any one of cia;ms 10-13, wherein said secure documents are
maintained in the portable document format (PDF), said bot downioads a copy of
- said PDF document and said | image comprisas sacd copy of sard PDF dcmument

15. . The system of any one of claims 10~14 further compnsmg storage means for
stonng an archwe of all of said secure documents and said br!ier rnformahon

“18. ° The system of any one of cta:rns 10~15 further comprising 2 scheduler that -
' ~ uses said bifler. information to schedule future downloads of said secure documents
from said biiler webshes. .

17. . The system as clasmed in any one of clafms 30-18, further compnsmg
means for captunng information required for biller website registration; .
mearis for performing reglstraﬂon at the b:lfer website using the captured‘
- information; and - : ‘
" means for activating the registration based on actwatlon datai}s from the Biller
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