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- 1 S05P0886 SEM CONDUCTOR | NTEGRATED CI RCUI T AND

« 4 NFORMATI ON PROCESSI NG APPARATUS CROSS REFERENCES TO
RELATED APPLI CATI ONS The present invention contains
subject matter related to Japanese Patent Application
JP 2004-201075 filed in the Japanese Patent O fice on
July 7, 2004, the entire contents of which are
i ncorporated herein by reference. BACKGROUND COF THE
INVENTION 1. Field of the Invention The present
invention relates to a senfcénductor integrated
circuit and an information processing apparatus apebP0886
nore specifically relates to a reader-witer apparatus
capabl e of peMiooNDOYraatATEGRATEDC ZTROUIT AND a
noncontact integrated circuit (1C) card w thout any
contact and aINEeRKVEDINI AROCHSSINGr APEARBTEE Ui t
included in the reader- witer apparatus. 2.
Description of the Related Art Noncontact IC card
systens_using_noncontact |1 C cards _have been comonly

S5 FEEERERSES oG, B e “PPLRERTIMSs  at train
stat 'fl'%‘spzl‘éfe% Iitn)(fe]?l)éigﬁ EE%%?QT% escdﬂdjOJHtC mgggg¥o¥elated

systens. n such a nonco cara system
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a reader-witer 2 _
Japanese Patent Office on July 7, 2004, the entire contents

of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION
1. Field of the Inventilon

The present invention relates to a semiconductor
integrated circuit and an information processing apparatus
and more specifically relates to a reader-writer apparatus
capable of performing data communication with a noncontact
integrated circuit (IC) card without any contact and a
semiconductor integrated circuit included in the reader-
writer apparatus.
2. Description of the Related Art

Noncontact IC card systems using noncontact IC cards
have been commonly used recently in automatic ticket gates
at train stations, security systems and electronic money
systems.

In such a noncontact IC card system, for example, if a

user holds a noncontact IC card against a reader-writer
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SO05P0886 apparatus, data communi cati on begi ns between
. the noncontact 1C card and the reader-witer
apparatus. More specifically, in such a case, the
reader-witer apparatus emts electromagnetic waves
to the noncontact IC card via an antenna unit. The
noncontact 1 C card rectifies the voltage induced in
the antenna unit in the noncontact IC card in
response to the el ectromagneti c waves and uses this
as a driving power to operat€ without a battery. Such

a reader-writer apparatus includes an antenna uni tS05P0886

configured to performdata conmunication with a
appacantact dat£ eamdhirand td csepigonduséoredmttd@ abedontact
circuit connected wth the antenna unit. The
I§bnﬁcdndudtbheirﬂ&ﬂpnﬂwaitekrapparaEMecutes prograns of
vari ous proceSS|n% for perform ng data comunication

wi t H"‘%‘-’Ehcﬁitecﬂi{f&@ta g cARdseel ot dfarft y. thﬁwéeaﬁ?ﬁg‘l’l%%er
are stored jn an internal nmenory included in th

AR R bRUUET T © | TS GATeaPEr T E UM Yo TP .trheemanwﬁ&ﬁsi;ylc
c]a? Lhe sem.conducton i nt THE al ex{’coc't%%%':[ 80 SLOLESeses
Rer data 1t cors

various prograns an rto

t3dPeBeese LA KlicedNeXRRALNGH /LS NN APPIA Gafel %ncontact I
Publ i cation No. 11-25003 illustrated in Fig. 2).

cSUVERYr&pditie | N/ENE @VeBecenbbyet i hevarmiinhdotisdat 8his
handl ed by sem conductor integrated circuits has been
aisner dasvhgy fdwereftor epersteuwithest farbatteriyng dat a

not only in an internal nenory 3

Such a reader-writer apparatus includes an antenna unit

configured to perform data communication with a noncontact
IC card and a semiconductor integrated circuit connected
with the antenna unit. The semiconductor integrated circuit
executes programs of various processing for performing data
communication with a noncontact IC card accordingly. The
programs are stored in an internal memory included in the
semiconductor integrated circuit. The internal memory in
the semiconductor integrated circuit also stores other
various programs and data items (refer to Japanese Patent

Unexamined Patent Application Publication No. 11-25003

illustrated in Fig. 2}.

SUMMARY OF THE INVENTION
Recently, the amount of data handled by semiconductor
integrated circuits has been increasing. Therefore,

structures for storing data not only in an internal memory



SOb5P0886 in a sem conductor integrated circuit but

. also in an external nenory disposed outside the

sem conductor integrated circuit have been proposed.

However, if data processed by the sem conductor

integrated circuit is directly stored in an externa

menory, the data can be easily exposed conpared to

data stored inside the sem conductor integrated

circuit. Therefore, data could not be stored very

security in an external nenmofy. A sem conductor

integrated circuit and an information processingS05P0886

apparatus according to an enbodi nent of the present

inn¥eRkihofoi et ablre goht 8§ 0F 1 AE GRS QAWK i kA an

external nenory. According to enbodi nents of the

egresaal mhamnent idrpoaeds et € Dfe Uthe rs dntitcegidaicedrci r cui t

i ncl udes encrypting neans for generating encrypted

igaearpyednerypiitngavisebdanaptrepdred stored in an

external nmenory di sposed outside the sem conductor

i nt SRRVET citfclrE2 RFPERSTRAAY fide REMEFARIRAEOX he

.encrypted data.in.the ,external nenpry, readin ans

L REPOT T 6Rhi TIg DUE (ReCARERY DY o Uth 77T G £HE BRE br RETO™Y-
r i S ryptq

e tar ShERrer iy, teRERR pofhatitl o dald RBred

iABPAE AL HS AGGHIHNGtbe AteSFDAN B Qf t henpresent,
i nvention includes a sem conductor integrated circuit

dand asubBXtrernale pepeed desposecimidysiide art k&ternal memory.

sem conductor integrated circuit. The sem conductor
i nt SgremEgondnept imeegndese & ndryptitngndeansifnfprmation

generating . ,
processing apparatus according to an embodiment of the

present invention are capable of storing data security in an

external memory.

According to embodiments of the present invention, a
semiconductor integrated circuit includes encrypting means
for generating encrypted data by encrypting the data to be
stored in an external memory disposed outside the
semiconductor integrated circuit, write means for writing in
the encrypted data in the external memory, reading means for
reading out the encrypted data from the external memory, and
decrypting means for decrypting the readout encrypted data.

An information processing apparatus according to an
embodiment of the present invention includes a semiconductor
integrated circuit and an external memory disposed outside
the semiconductor integrated circuit. The semiconductor

integrated circuit includes encrypting means for generating
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I I 4 S05P0886 encrypted data by encrypting the data
.t0 be stored in an external nenory di sposed outside
the sem conductor integrated circuit, wite neans for
witing in the encrypted data in the external nenory,
readout nmeans for reading out the encrypted data from
the external nenory, and decrypting neans for
decrypting the readout encrypted data. Accordingly, by
encrypting the data to be stored in the externa
menory, the data can be safeky-stored in the externa
menory. In the sem conductor integrated circuit S05P0886
according an enbodi nent of the present invention, the

eanafyplidndaiRang egenasahrs thiaedanar yptied sted@edyin an
performng encryption in accordance with the storage
dxgeatnpdnmemothed s edd duesigiborbd seamidmendxdtermal
renory, and the decrypting means decrypts the readout
ioteoypted aaravin acddredmseaswiel vhiting dimgde encrypted
Iocatlon of the encrypted data. In the information
Iotacdisf Hs %E%?%%%é“%@rrdlrﬁédf)b}taﬁea%?rb'%'ftﬁ fERdigg out

e BrEPERta R R sl SHAERIBL Br BT o) b Eing
nRGEHRI %ecaem»mmbe ﬁieorx%a%ohecehbeﬁgédt&aemdata to be

stored in the ‘external nenory, and decryptlng
meangccdegingtss, the eheadputngnery it ¢t del Btored in the

accordance wwth the storage |ocation of the encrypted
egdeanal memory, the data can be safely stored in the
external memory.

In the semiconductor integrated circuit according an
embodiment of the present invention, the encrypting means
generates the encrypted data by performing encryption in
accordance with the storage location of the data to be
stored in the external memory, and the decrypting means
decrypts the readout encrypted data in accordance with the
storage location of the encrypted data.

In the information processing apparatus according to an
embodiment of the present invention, the encrypting means
generates the encrypted data by performing encryption in
accordance with the storage location of the data to be
stored in the external memory, and the decrypting means
decrypts the readout encrypted data in accordance with the
storage location of the encrypted data.

According to an embodiment of the present invention,

data can be stored security in an external memory by

T
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According to an enbodi nent of the present invention,

, data can be stored security in an external nmenory by 5

S05P0886 encrypting the data to be stored in the

external nmenory. The data to be stored in the externa
menory is encrypted in accordance with the storage

| ocation of the data. Consequently, for exanple, if

the encrypted data is copied fromthe external nenory
onto anot her storage medium it wll be difficult to
decrypt the encrypted data-wbthout know ng the

storage | ocation of the encrypted data in the S05P0886
external nmenory. As a result, data can be security

eslc@kBdinhnthbeasd el de BREREY. 1 BREEE HESCRATHENE .
THE WNGS Fig. 1 illustrates a schematic view of

t he Bihe UDitH ed0foe atbeadein Wwehé esxappANAemoaoCcos di ng
to an enbodi nent of the present invention; Fig. 2
enciryptedt 88 acsehdrs wivhewhef stheagt riuctaurienobf a&he
external interface unit (1); Fig. 3 illustrates a

deitai- ngCemeeuehy [Fifgr axpuplst rbf ddhen evchizpaefcdetaws
of ,the_structure of n external interface unit (2)

“BR&ER BIPENFRE SFHEPREFESREDY ERBED VENTSTEFbGdRFRNREdium,
.of _t . ionventld ' e scrihed in
S1ARE BECEERLIATNELI ARHEL PO B SSE UHEd
kebwiegdehe Wi dLlg ARRLREBA of the encrypted data in the

external memory. As a result, data can be security stored

in the external memory.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 illustrates a schematic view of the structure of
a reader-writer apparatus according to an embodiment of the
present invention;

Fig. 2 illustrates a schematic view of the structure of
an external interface unit (1);

Fig. 3 illustrates a timing chart; and

Fig. 4 illustrates a schematic view of the structure of

an external interface unit {2).

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Embodiments of the present invention will now be
described in detail with reference to the drawings.
(1) Structure of Reader-writer Apparatus

Fig. 1 illustrates the overall view of a reader-writer



Fig. 1 illustrates the overall view of a reader-witer

6 S05P0886 apparatus 1 including an antenna unit 2

for performng data comunication with an externa
noncontact |1 C card without contacting the noncontact

I C card, a sem conductor integrated circuit 3

connected with the antenna unit 2, and an externa
menory 4 di sposed outside the sem conductor

integrated circuit 3. The external nenory 4, for

exanple, my be a nonvol ati fe-nenory, such as a flash
menory. In the sem conductor integrated circuit 3,S@P0886
central processing unit (CPU) 5 controlling the
Rpelrbeusel ¢ARTHEIRY ard NiRGhALednetr SUEbr 3pdSforming data
connected to an internal nenory 7, which includes a
domatin@ohyi o nottyh (ROMxtaamnaantdoftantess Ioemydy wikAMr
and an electrically erasable programmable read only
amarecy i (EEPROMoneen e st icemdei acaewigombrdftiogured to
carry out various encryption processes, as described
ipéranRateancextelnal IRRGCFSinYéFRake uaRted orifitggr egnd

to control readiqg nd mwiting o% dq&a in the c
a8y CEFRER2 %, T SLREFGEFaPPbR*ORi TR S eufpngueter
i%%ggggkéﬁlggrggiﬁ §;_&%§ Qx?ggqé& ﬁgﬁ% QU|§Bgo?xgﬁéie,
nd the denodul ati on "uni are cdnnécte 0 e
@t 88NE HBhtoPatd Be Gdnc@)S Ms88h0Rs UAI #1dh ﬁHM%ﬁ%.
reception unit 13, respectively. For exanple, the
nodutratiten deuilcat@iuandu| ahesqgoated tai e isent hocaftral
external noncontact |IC card under the control of the
pERUeEsand usiipplCEY ttheosicgnal indt Bi@eshaisrea segdgbhdtotor
the transm ssion . .
integrated circuit 3 1s connected to an internal memory 7,
which includes a read only memory (ROM), a random access
memory (RAM}, and an electrically erasable programmable read
only memory (EEPROM), an encryption circuit 8 configured to
carry out various encryption processes, as described below,
an external memory interface unit 9 configured to control
reading and writing of data in the external memory 4, a
modulation unit 10, and a demodulation unit 11 via a bus 6.
The modulation unit 10 and the demodulation unit 11 are
connected to the antenna unit 2 via a transmission unit 12
and a reception unit 13, respectively. For example, the
modulation unit 10 modulates data to be sent to an external
noncontact IC card under the control of the CPU 5 and
supplies the signal obtained as a result to the transmission

unit 12. At this time, the transmission unit 12 sends out

the signal supplied from the modulation unit 10 to the

T



unit 12. At this time, the transm ssion unit 12 sends

, out the signal supplied fromthe nodul ation unit 10

to the 7 S05P0886 outside via the antenna unit 2.

The reception unit 13, for exanple, digitizes the

signal received fromthe external noncontact |IC card

via the antenna unit 2 and supplies the digitized

signal to the denodulation unit 11. At this tine, the
denodul ati on unit 11 denodul ates the signal supplied
fromthe reception unit 13-and sends the data obtained

as a result to the CPU 5. The sem conduct or S05P0886
integrated circuit 3 according to an enbodi nent of

ohh@:lﬂéeﬁﬁélttl‘l@veﬁﬁtén@ﬁ hagcf gur f@%cgghoﬁe@a%flglaoutfor
data fromand witing data in the external nenory 4

eStbRPDE LA DH 1Si A4 e $eFNe0NdYE: DFed NG allRd ex€ekall t
3. The processes of witing in data and readi ng out
ngatenfaom Thecand erinakhresnt gnda anel per fagrdmedppy iehethe
CPU 5 of the sem conductor integrated circuit 3 in
déﬁétéf:e@ h%lgrtmlr tqm'@@s deppdphabivanasl thyl k-heAtisehis Thigne,
no be described below. In a first npde,

ﬁed %l%?lctlhélr‘slémléo%ﬁ‘@?‘d?at%t%kger aemadi seppLisd
BBp hgs %%gﬁk é%.%%l%tqgegnd séngé tXtSJQ9|éEEg?n¥H as a

e external  menor erface
rggﬁgtttgﬁthéqﬁﬁ}ges address |nfornat|on i ndi cating a

storage location of the data in the external menory

I Nt erfedGRenifichddce b 1hisSgtite dilewaxt er aako@IMd Yeo an
embodiment of the present invention has four modes for
reading out data from and writing data in the external
memory 4 disposed outside the semiconductor integrated
circuit 3. The processes of writing in data and reading out
data from the external memory 4 are performed by the CPU 5
of the semiconductor integrated circuit 3 in one of the four
modes set in advance by the user. The four modes will be
described below.

In a first mode, the CPU 5 of the semiconductor
integrated circuit 3 supplies data to be stored in the
external memory 4 to the external memory interface unit 9
and, at the same time, supplies address information
indicating a storage location of the data in the external
memory interface unit 9. At this time, the external memory
interface unit 9 writes the supplied data in a storage
location corresponding to the supplied address information

in the storage area of the external memory 4.



interface unit 9 wites the supplied data in a storage
, bocation corresponding to the supplied address
information in the storage area of the externa
menory 4. - 8 S05P0886 When reading out such stored
data fromthe external nenory 4, the CPU 5 supplies
address information indicating the storage |ocation
of the data to the external nmenory interface unit 9.
At this time, the external nmenory interface unit 9
reads out the data stored at8a storage |ocation
corresponding to the supplied address information saaposse
the storage area in the external nenory 4 and supplies

the Wﬁgﬁk¥gad¥%baph9 Eﬂéhcg%béédlﬁbﬂ%.%%%nghgpgﬁgekﬁgl

CPU 5 of the sém conductor integrated circuit

neupRll es €iad acto heugpaied hbatbes ExtenRalieARkY cdting
and address information indicating the storage
thecatooagef lode: idat &t chehdaeactypthorextiamailt m8mory

bef ore supplying these to the external nenory
ipgesEpaeeuyhl t 2. 9AtAELE A| ime mhea Ivetemeny) preoary
circuit 8 calculates the exclusive-OR for the

iBGEPFReE Wit Afdie OBlippPret RIFUIST [k 6r FECFEAC
AR UL S5 LR IB A LA S e F By M s paion
ihheneepesyied dat 3 sent LLeahhe fOcIKpLd %dcisﬁgme§
and the address information corresponding to th
t@BCrypiede dadmn 1t thhkecext ernal nmenory interface unit

> In a second mode, the CPU 5 of the semiconductor
integrated circuit 3 supplies data to be stored in the
external memory 4 and address information indicating the
storage location of the data to the encryption circuit 8
before supplying these to the external memory interface unit
9.

At thig time, the encryption circuit 8 calculates the
exclusive-OR for the supplied data and the supplied address
information and supplies the data obtained as a result as
encrypted data to the CPU 5. The CPU 5 then supplies the
encrypted data sent from the encryption circuit 8 and the
address information corresponding to the encrypted data to
the external memory interface unit 9.

At this time, the external memory interface unit 9
writes in the encrypted data in a storage area in the
external memory 4 corxresponding to the storage location

indicated by the supplied address information.



At this time, the external nmenory interface unit 9
,wites in the encrypted data in a storage area in the
external nmenory 4 corresponding to the storage
| ocation indicated by the supplied address
information. 9 SO05P0886 In this way, the address
information indicating the storage |location in the
external nmenory 4 and the data encrypted by
cal cul ating the exclusive-OR,are stored in the
external menory 4. To read out such encrypted dat
fromthe external nenory 4, the CPU 5 supplies t
address information indicating the storage |ocation
of tHe Qtist éf@YenGWpf"@@rﬁﬁﬁallﬁ TopR ek & &Paﬁé%r‘;/he
interface unit 9, At this ti the exter

StREePRa 8‘3%%?“ ol7 s BEETRAL BREPY Bt AR é’r@&ngta&ﬁed
r e to,t | i

R e e g A
e@ﬁggﬁgglm@@@p%yaﬂ. Subsequently, the external nenory
interface unit 9 cal cul ates the exclusive-OR for the
addras sreddfaitmaticonesupppted daun fideen €BY bxastnihe
readout encrypted data so as to decrypt the data and
menppli és tie CRIEE ypred idst ahe oaddeeGPU S ormataonhi r d
node, the CPU 5 of the sem conductor integrated
igdiearing Sipptiendfatocedipe f obledl $hPusse enexYEFAGI data

4 and fddress |nforgat|on |nd|cat|n? t he

&t 4 P

tSt gBﬁg‘éXF%%%‘i‘ IHEHI % HECFALAB o PhE EncAfptPoh tHPTuithe

e&ternal memory interface unit 9 reads out the encrypted

%05PO886

data stored at a storage location corresponding to the
supplied address information in the storage area in the
external memory 4. Subsequently, the external memory
interface unit 9 calculates the exclusive-OR for the address
information supplied from the CPU 5 and the readout
encrypted data so as to decrypt the data and supplies the
decrypted data to the CPU 5.

In a third mode, the CPU 5 of the semiconductor
integrated circuit 3 supplies data to be stored in the
external memory 4 and address information indicating the
gstorage location of the data to the encryption circuit 8
before supplying these to the external memory interface unit
9.

At this time, the encryption circuit 8 calculates the
exclusive-0OR for the supplied data and the higher-corder bits

of the supplied address information and then performs data
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bef ore supplying these to the external nenory
hnterface unit 9. At this tinme, the encryption
circuit 8 calculates the exclusive-OR for the
supplied data and the higher-order bits of the
suppl i ed address information and then perforns data 10
505P0886 encryption standard (DES) encryption on the
data obtained as a result of the calculation. The
encryption circuit 8 according to this enbodi nent,
for exanple, uses the higher™ 21 bits of the 24-b
address information as higher-order bits used fo
cal cul ating the exclusive-OR Subsequently, the
cBREYPPLPBNS BN @ERUppRrLesPthel datdhobiadieneitriee as
perform ng DES encryption to the CPU 5 as encrypted
adﬁ?ﬁPanogégﬁoﬁéé,C”tylﬁél@U 5L SBIGEE HRE CeRttyptied
data.supplied from.the encryption cirgcuit 8 an he
EBPatBr kD neP LR rERE, YEbF O e usheb e h1Smer

! ¢ o> e g .
HEREREY of N TACE, YNl éi%esét 1£Pb§m£&{]@én éé@%‘}&%%igﬁex

menory I nterface unit ' encry ata

05P0886

wites 1nt
biflsaustar 68 & RAlat ihle thextrenadivenmyy 4
corresponding to the storage |ocation indicated by

t he SulppEduehtdgdr ebs entoymaidromidonitthiss swapli¢dheche
address information indicating the storage |ocation
dpfat fetained nafommerfpraing dDEH cIDRY Py Fot HedePd 5 as
encrypted, by calcul ating the exclusive-OR are stored
epﬁryﬁ ed,q allﬁeﬁﬁﬁyo se, the CPU 5 supplies the

encrypted data supplied from the encryption circuit 8 and
the corresponding address information to the external memory
interface unit 9.

At this time, the external memofy interface unit 9
writes in the encrypted data in a storage area in the
external memory 4 corresponding to the storage location
indicated by the supplied address information.

In this way, the address information indicating the
storage location in the external memory 4 and the DES
encrypted data encrypted by calculating the exclusive-OR are
stored in the external memory 4.

When reading cut encrypted data from the external
memory 4, the CPU 5 supplies address information indicating
the storage location of the encrypted data to the external
memory interface unit 9. At this time, the external memory
interface unit 9 reads out the encrypted data from a storage

area in the external memory 4 corresponding to the storage
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When readi ng out encrypted data fromthe externa
,menory 4, the CPU 5 supplies address infornmation
indicating the storage |ocation of the encrypted data
to the external nenory interface unit 9. At this
time, the external nenory interface unit 9 reads out
the encrypted data froma storage area in the
external nmenory 4 corresponding to the storage - |
S05P0886 | ocation indicated. by the supplied address
i nformation. Subsequently, tfie”ext er nal menory
interface unit 9 perforns DES decryption on the
readout encrypted data and decrypts the data by
legpeipat indiqaiede oyl thpveupRlied addrasssdnfoppatdana
and the higher-order bits of the, address information.
StheraueRel Hedifpesdednna Wémgﬁﬁp%WQQFﬁ%?%I%QléPg Berfprms

f h d h h
o SR IRES on M FealoRt LAG PR WA decivpra
tﬁétﬁéﬁ‘él bgeéﬂﬁ{chlétﬁﬂﬁ @ﬂgr E%%uﬂxoé It i icpdi QQEhﬁEE:Lng

st or ocatio ata to the encrypti
dgk&Cathd 1§he hefdies -seaBkY bRgst BESend Cb.dcfl%s@(tlﬁlifa@}natlon
menory interface unit 9. At this tinme, the encryption
Thencuithe Sdeahyquiledt éathhés expblséed eedOR HeoICPUNG .
supplied data and the higher-order bits of the
supplt ed fagdicbssodaf orlmmt FJh Samf tthen speifordsctey pl e
DES encr%ptlon on _the resulting data. In thls case

SO5P0886

igFegratedh S Wittyipti GHPBILLESI 1282 FRrPeshicd igs&Eet he
eﬁ#%ﬁ%?léﬁﬂgghéitgfdtg %ésglgn g§%§%§%ﬂryh 1ca%&%g %ﬁe

storage location of the data to the encryption circuit 8
before supplying these to the external memory interface unit
9.

At this time, the encryption circuit 8 calculates the
exclusive-OR for the supplied data and the higher-order bits
of the supplied address information and then performs triple
DES encryption on the resulting data. In this case also,
the encryption circuit 8, for example, uses the higher 21
bits of the 24-bit address information as higher-order bits
used for calculating the exclusive-0OR.

Subsequently, the encryption circuit 8 supplies the
data obtained from performing triple DES encryption to the
CPU 5 as encrypted data. In response, the CPU 5 supplies
the encrypted data supplied from the encryption circuit 8
and the corresponding address information to the external

memoryy interface unit 9.



used for cal culating the exclusive-OR Subsequently,

the encryption circuit 8 supplies the data obtained
fromperformng triple DES encryption to the CPUJ5 as
encrypted data. In response, the CPU 5 supplies the
encrypted data supplied fromthe encryption circuit 8

and the correspondi ng address information to the

external nenory interface unit 9. 12 S05P0886 At

this tinme, the external nqu interface unit 9 wites

in the encrypted data in a storage area in the

external nmenory 4 corresponding to the storage S05P0886
| ocation indicated by the supplied address

. nf oA rethioh. Eine t fibe GEyerakk RS dNtersARat WBRt 9

ﬁﬁcatln the storage |location in the externa
Fyla ! %%rmﬁ%g dapEsined cFUPTRIE BHSR dfcFt ed

u h | a stored in t
e%%?é’rﬂ%% i e R R A LT S
ihagentbe sgtm@aéu SRR xadéregee &!réaéﬂﬁp.' les
address information 1 ndicating e storage | ocation
of thﬁtﬁﬂﬁiyﬁﬁedt@étédﬁ@eééﬁhﬁﬁﬂﬁﬁdﬁion MREBEYting the
interface unit 9. At this time, the external nenory
sitptregeatecanion 9in ddus eatierhhe wagoypt £crdatthef tohpae DES
storage area in the external nenory 4 correspondi ng
%rmEE@t%%@@nq@@&@ﬂom fdicataeiny thie exgppeivd-OR are
Subsequently, the externa

ss_infornmation.
ﬁg gyl?n? T R Y 608V rms  tripl e DES
decrv\ﬂgd QUL ! h%ul&egzqgﬂtzpteé’]c‘f‘ ré/apctaeq:‘r%?nt %h%ngxternal

memory 4, the CPU 5 supplies address information indicating

-

the storage location of the encrypted data to the external
memory interface unit 9. At this time, the external memory
interface unit 9 reads out the encrypted data from a storage
area in the external memory 4 corresponding to the storage
location indicated by the supplied address information.
Subsequently, the external memory interface unit 9 performs
triple DES decryption on the readout encrypted data and
decrypts the data by calculating the exclusive-OR for the
resulting data and the higher-order bits of the address
information. Then, the decrypted data is supplied to the
CPU 5.

When set to one of the second to fourth modes, the
semiconductor integrated circuit 3 stores the encrypted data
encrypted by the encryption circuit 8 in the external memory

4. When such encrypted data stored in the external memory 4



decrypts the data by cal cul ating the excl usive-OR for
.the resulting data and the higher-order bits of the
address information. Then, the decrypted data is
supplied to the CPU5. Wen set to one of the second

to fourth nodes, the sem conductor integrated circuit

3 stores the encrypted data encrypted by the

encryption circuit 8 in the external nmenory 4. Wen
such encrypted data stored i.g the external nenory 4 13
SO5P0886 is read out fromthe external nenory 4, §4§%0886
external nmenory interface unit 9 perforns decrypti

.of the encrypted data. According to this enbodi nent,
1§n€P98t@théf%mi%?%ﬂﬁ%ﬁ%inaﬂnm?ﬁ@r%x%er?ﬂﬂ SHEREEg Lgmemory

.after. the data is crypt.ed by the ncryption circuyit
LR TCEERET PR T b DFEOENE CRyBHPT bR o e arGHYPEgd data.
and, - le,..t.he - be e tsid

t he %%%?%on ucfb?h%%t%gﬁé %ﬂ@%ETéﬁﬁ%ggxgﬁdgfg%n§%h§tored

18NeH¥PERCe ARL A B RL ShRLed {Rethe £ ernal - JRERN ¥y4the
in advance. (2) External Menory Interface Unit The

efxtr@pBabn neNRryit H.er Haceveni t tike Widsam@Wib@ention is not
described in detail with reference to Fig. 2. For
lapanphe, andn fde ekampflenptbe ddier CRY Dearepcsyppky datzide
gDATA)‘to be stored in the external nenory 4 and

t 8dﬁ§§§cPﬁ$%ﬁ?ﬁﬂi%ﬂ?egFADRF FﬁHF%bfi?mﬁ44K¥hﬁP0¢§§e
eInocati;on éor t he data %DAE@% tg t he ext%rnal menpr
PREEPFESEIT (™Y FEEEREF Tt Pntae disernal memory 4 in
advance.

{2) External Memory Interface Unit

The external memory interface unit 9 will now be
described in detail with reference to Fig. 2. For example,
in the first mode, the CPU 5 may supply data (DATA) to be
. stored in the extermal memory 4 and address information
(ADR) indicating the storage location for the data (DATA) to
the external memory interface unit 9 together with a data-
write command signal (WR) of a write instruction for the
data.

At this time, the address information (ADR) supplied
from the CPU 5 is input to an address decoder 20 included in
the external memory interface unit 9. The address decoder
20 generates a chip select signal (ECS) for assigning a
memory chip among a plurality of memory chips included in

the external memory 4 for writing in the data based on the

input address information (ADR). Then the address decoder
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wite conmand signal (WR) of a wite instruction for
,the data. At this tine, the address information (ADR)
supplied fromthe CPU5 is input to an address
decoder 20 included in the external nmenory interface
unit 9. The address decoder 20 generates a chip
sel ect signal (ECS) for assigning a nenory chip anong
a plurality of menory chips included in the externa
menory 4 for witing in the Qata based on the input
address information (ADR). Tfien the address decodEJ é%
505P0886 20 outputs this chip select signal (ECS)cp 886
the external menory 4 and an OR circuit 21. In
20c9P6REES ERES RN rr@diect 21988hdsEGHe dntdeweternal
command si nalé§¥g? fromthe CPU5 to the externa
TRERGYy 4 423E 3 PEE éomatiy @Wse ( ERR) OR viprFuit

Ahedatacueise: commnd signal, (EWRL T srgutaut, LLORby 5

CI'r cui i'n thi's way C|rcu

aeeﬂé Lheegal A {dHls) 432{@,95' Sgtéf&ﬂ@%oﬁ%gn% \é' i8nd1

data bus to the external nenory 4 as out put

(ERRATA) whém de exbewRak e MesRhdnd Highacerui) t 18, otfigut
address information (ADR) supplied fromthe CPUS5 is

fsemathhedRi¢&xnuﬂﬁ gherinortes Ways arvitmheciocder 22
bits. Then, the higher- order bits are directly output
Sta@dﬁhéh@xq:l@ticchanPrT@gorsypmllaﬁdfr@hetheb\ﬁéiﬂ 6r ¥ée Bi fata bus

are_output to the external nenory_ 4 vi timng
tEOEF?o?QEﬁ¥?a%3“mK§Yé 4 8SuPttPrh @%§$Oﬁ§gﬂ¥ﬂ 't he

datafmmtﬁéaén%ernaq memory interface unit 9, the address
information (ADR) supplied from the CPU 5 is separated into
higher-order bits and lower-order bits. Then, the higher-
order bits are directly output to the external memory 4, and
the lower-order bits are output to the external memory 4 via
a timing control unit 23.

As a result, in response to the data-write command
gsignal (EWR} from the externai memory interface unit 9, the
external memory 4 writeg in the data (EDATA) from the
external memory interface unit 9 in a storage location
determined by the chip select signal (BCS) and address
information (EADR) from the external memory interface unit 9.

For example, in the first mode, the CPU 5 may supply
address information (ADR) indicating the storage location of
data to be read out from the external memory 4 to the
external memory interface unit 9 together with a data-

readout command signal (RD) of a readout instruction for the
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signal (EWR) fromthe external nmenory interface unit
9, the external nenory 4 wites in the data (EDATA)
fromthe external nenory interface unit 9 in a
storage | ocation determ ned by the chip select signal
(ECS) and address information (EADR) fromthe
external nmenory interface unit 9. For exanple, in the
first node, the CPU 5 may supply address information
(ADR) indicating the storqggél ocation of data to be
read out fromthe external nory 4 to the external
menory interface unit 9 together with a data- rea
command signal (RD) of a readout instruction for the
deba.SO6P0886  dat a. At this tinme, the address
information (ADR) supplied fromthe CPUS5 is input to
t he % otrré“sss tdé"teodélljez@dﬁiﬁﬁ%em@&@%n (8RB ysupplied

dd d 20
R A8 GRS T RCL BAReR GRot RO AT 2daarects
i Qﬁgﬁt&&ﬂo%ﬁ%ﬁgcgu HHES t hepgenaraled 8hide: 2o

sel'ect signa e exter nal~ menory

gexbespat aeamiy dditeif aggnini (&8s t}!%eséﬂdfne%ﬁe input
information (ADR) is separated into higher-order bits
adddesowbnifarmaeriorbi (RPR) Thad bhephigheie gretet-abetischtp
directly output to the external nenory 4 and the
sedeet - ot aiedl biRGS)arte thepakteonghemensxtierinal Inedpry 4
via the timng control unit 23. In the external nenory
SKREEPRACRETRNY IRtefecgatait s 2adbit FYHAETd 18 gREpt1on

(&BE} pQéﬁé%Lééé”?ﬂ%%ehgghgr 5§dé£”£lts and lower-order

bits. Then the higher-order bits are directly output to the
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external memory 4 and the lower-order bits are output to the
external memory 4 via the timing control unit 23.

In the external memory interface unit 2, the data-
readout command signal (RD} supplied from the CPU 5 isg input
to the timing control unit 23. The timing control unit 23
ocutputs the input data-readout command signal (RD) to the
external memory 4 as a data-readout command signal {(ERD).

As a result, the external memory 4 reads out data from
a storage location specified by the chip select signal (ECS)
and address information (EADR} from the external memory
interface unit 9 in response to the data-readout command
signal (ERD} from the external memory interface unit 9.

Then the readout data is supplied to the external memory
interface unit 9.

At this time, in the external memory interface unit 9,
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to the timng control unit 23. The timng control unit
» 23 outputs the input data-readout command signal (RD)
to the external nenory 4 as a data-readout conmand
signal (ERD). As a result, the external nmenory 4 reads
out data from a storage |ocation specified by the

chip select signal (ECS) and address infornmation
(EADR) fromthe external nmenory interface unit 9 in
response to the data-readout command signal (ERD)
fromthe external nmenory interface unit 9. Then tglbegpog%
readout data is supplied to the external nenory
interface unit 9. At this time, in the external menory
that érFaceeamiquty freg thgspyBgenat hecwera 4 d&d 19BHtf Fean
the external nmenory 4 is input to a .data processin
dghft PHACE I Y Fa 2GadhC Yy ?M%@?Orae%?pﬂj%na

[ it 24B._1n.this case,.since the r.eado data i.s
d%g%%é&logﬁggﬁ?ufhgé%a ?S tﬁls caseinﬁﬁyc54%ée re?ﬁgut

ncry ta processing Irec

da¥RPL L &5ed e daka o0 the @E&g%rﬁ@gﬁsﬂge Sem %nay%&ely

I ntegrated ci It 3is set to e second node, t

sapbeisal cherine 4oSkbeespensrypted data encrypted by
cal culating the exclusive-OR In this case, for

exarfiles thiee s€ERUcbndaytsuppitegaadregssiricnfior bats oset to

(ADR) indicating a storage |ocation of data to be
theadecend repde hehex eaitaanaheeRyry At earafacacrenbedtdata

conmand Si)ﬂgzal RD) ,of a readout jnstruction for the

Bt @ty i ARAPIEREr PR EE uni t 9.

In this case, for example, the CPU 5 may supply address
information (ADR) indicating a storage location of data to
be readout from the external memory 4 and a data-readout
command signal (RD) of a readout instruction for the data to
the external memory interface unit 9.

At this time, in the external memory interface unit 9,
the address information (ADR) supplied from the CPU 5 is
input to the address decoder 20. The address decoder 20
generates a chip select signal (ECS) based on the input
address information (ADR} and ocutputs the generated chip
select signal (ECS) to the external memory 4. In the
external memory interface unit 9, the address information
(ADR} is separated into higher-order bits and lower-oxrder
bits. Then, the higher-order bits are directly output to
the external memory 4 and the lower-order bits are output to
the external memcry 4 via the timing control unit 23.

In the external memory interface unit 9, the data-
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At this time, in the external nenory interface unit 9,
» the address information (ADR) supplied fromthe CPU 5
is input to the address decoder 20. The address
decoder 20 generates a chip select signal (ECS) based
on the input address information (ADR) and outputs
the generated chip select signal (ECS) to the
external nmenory 4. In the external nenory interface
unit 9, the address |nfornaE|on (ADR) is separated
into higher-order bits and | -order bits. The%
the higher-order bits are dlrectly output to the 05P0886
external nmenory 4 and the | ower-order bits are out put
rteadOtlﬁeC@W@?Chaﬁiqminr WD wiuaplhedt fremdhoMBlols dfi input
In the external nmenory interface unit 9, the

ta
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nmenory 4 at a-readout command si gna

resudd ,a theext ecRal eHeEPAY1 dndn@Rds Dbk a8BCHYUPL @ﬁlcrypted
data froma storage |ocation specified by the chip

deeheftomsa gaabradsCSocand caddpessiiead dryrathicomhipABDR) ect
fromthe external nmenory interface unit 9 in response

sggnehe (BEE a-andadisine ssormindmst jorl (FAERD) frcontbhe
external nmenory interface unit 9. Then the readout
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interface unit 9. Then the readout encrypted data is
supplied to the external wmemory interface unit 9.

At this time, in the external memory interxrface unit 9,
the data read out from the external memory 4 is input to the
data processing unit 24. In this case, since the data read
out from the external memory 4 is encrypted using the
exclusive-0OR, the decryption circuit 24B in the data
processing unit 24 decrypts the encrypted data by
calculating the exclusive-OR for the encrypted data and the
address information (ADR) supplied fxrom the CPU 5. Then the
decryption circuit 24B supplies the decrypted data to the
CPU 5.

When the semiconductor integrated circuit 3 is set to
the third mode, the external memory 4 stores encrypted data
encrypted using the exclusive-OR and DES encryption.

When using DES encryption, data is encrypted in 64-bit



the data read out fromthe external nmenory 4 is input
»t0 the data processing unit 24. In this case, since
the data read out fromthe external nenory 4 is
encrypted using the exclusive-OR, the decryption
circuit 24B in the data processing unit 24 decrypts
the encrypted data by calculating the exclusive-OR
for the encrypted data and the address information
(ADR) supplied fromthe CEU1§._Then the decryption
circuit 24B supplies the deCrypted data to the CP%P%DSBG
When the sem conductor integrated circuit 3 is set’
the third node, the external nmenory 4 stores encrypted
Ugata- SMSERREE ushAgermeYRie] uisitre vORlakhe PESred in the
encr iion. When .using. DES encryption, data is,
CERCTYpt BT Y6 4- Bt ©48P1508P0EB6 AFAPESINFhEr efprrder
e C data will _be stored.in the _external .
thans 0 PR BeRotl 1ePEaiadt dngry U wBRiePIB g ice

o%h&a@ét EroRl e 'é%ft)érhgﬁ.eﬁé%?%“&" in G dpoh88AcBULLE data-

its of data fromthe external nenory 4 1n response
ré8dble dsinamd eadadtl crpRpgdosi gnalcsRE), them t he CPU
5, the sem conductor integrated circuit 3 reads out
sehecSndi¢izomfintedgabacdndiatsbdt t heregtdreoulbi theoB Hata of
encrypted as a unit wth the 8 bits of data. Mre
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CPU 5 may start supplying address information (ADR)
i BB 0biefs g@ﬁ@%ﬁ&%bﬁﬁgﬁ)" i ndi cating storage |ocation of

dat%kﬁ% %%ecifically, for example, as shown in Fig. 3, the

CPU 5 may start supplying address information (ADR) "000006
(hexadecimal)" indicating storage location of data to be
read out from the external memory 4 at a timing Tl and then
start supplying (activate) a data-readout command signal
(RD) to the external memoxy interface unit 9 at a timing T2.

In response, the external memory interface unit 9

starts supplying {(activates) a wait signal (WAIT)

instructing the CPU 5 to wait until data is read out from
the extermnal memory 4 at a subsequent timing T3.

In the external memory interface unit 2, the address
information (ADR) "000006 (hexadecimal)" supplied from the
CPU 5 is input to the address decoder 20. The address
decoder 20 generates a chip select signal (ECS) based on the
input address information (ADR} and outputs the generated
chip select signal (ECS) to the external memory 4. In the

external memory interface unit 9, the address information



read out fromthe external nmenory 4 at a timng Ti and
. then start supplying (activate) a data-readout
command signal (RD) to the external nenory interface
unit 9 at atimng T2. In response, the externa
menory interface unit 9 starts supplying (activates)
a wait signal (WAIT) instructing the CPU5 to wait
until data is read out from the external nenory 4 at
a subsequent timng T3. In Ege external nenory
interface unit 9, the address information (ADR)
11000006 (hexadecinmal)" supplied fromthe CPUJ5
i nput to the address decoder 20. The address decoder
a@Rgeh%r%@mr%i:ecdn|1§Lt§e|hé@h8§r<g1ﬁ%ﬁr (HECES) a@éséaweﬁ PHEET
nput address informati on (ADR) and qutputs th
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|ts er or ts are directly output
to theoreher Ral aHEHﬂJE&dﬂm@m dfaHeOWeEsehdlef nbbdiSi @ e
output to the external nmenory 4 via the timng
thenbddteswmi in23maAdear dRDE) | of an endgdiayedts ef 2¢hkit data,
present invention, the address information (ADR), for
aex@wzeibed}, ap A pj ﬂ?hﬁa]tl?éghelasi‘lﬂ"@'cﬁiﬁéd hbpvexamhke, are
gher-order bits, for exa are the hlﬁher 21
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address information (ADR} .

The timing ceontrol unit 23 moves back the value of the
lower-order bits of the input address information (ADR) by a
predetermined amount using an intermnal counter circuit and
supplies this value to the external memory 4. As a result,
at the timing T2, the external memory interface unit 9
cutputs the value "000000 (hexadecimal)" as address
information (EADR) including both the higher-order bits and
the lower-order bits to the external memory 4.

In the external memory interface unit 9, the data-
readout command signal (RD) supplied from the CPU 5 is input
to the timing control unit 23. For example, during the
period of timing T3 to T4, the timing control unit 23
outputs the input data-readout command signal (RD) as a
data-readout command signal (ERD) to the external memory 4.

As a result, the external memory 4 reads out, for



The tim ng control unit 23 noves back the value of the
» Lbower-order bits of the input address infornmation

(ADR) by a predeternm ned anount using an internal
counter circuit and supplies this value to the
external nenory 4. As a result, at the timng T2, the
external nmenory interface unit 9 outputs the val ue

" 000000 (hexadecimal)" as address information (EADR)

i ncl udi ng both the higher-order bits and the

| ower-order bits to the extérnal nmenory 4. In the
external menory interface unit 9, the data- reado
command signal (RD) supplied fromthe CPU5 is input
ekgamPhe: t1ti 6t EEICTYRIFEA 282 L of T @ @i @ T adigr ﬂﬁ@aFW

f T3 to.T4, th
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data froma storage location specified by the ch
Tsetects signadsddel) tandnkheaaddr&sdout HRkERkI Q!ngﬁe@@R)
"000000 (hexadecimal)" sent fromthe external nenory
(ERDér fage fwpn thederditegnhhemgreorpdirdfertfiamengni39t o Then,
in response to the data-readout command signal (ERD)
té@nFXF?E@ﬁ¥tﬂ@ﬂ@%ﬂ@ﬁnéppﬁéhﬁﬁyt¢%t¥§§499§ & igs Fhen,
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t he ext menory 4 su es the readout 16 bits of
eaﬁmb%ioé%% <6t h&X&?E?haw%r%%ﬁ SEEalBLEndt
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the 16 bits of encrypted data read out from the external
memory 4 is input to the data processing unit 24. The data
processing unit 24 stores the 16 bits of encrypted data in
the internal cash memory 242 included in the data processing
unit 24.

Subsequently, the timing control unit 23 moves back the
value of the lower-order bits of the input address
information (ADR} by a predetermined amount using the
internal counter circuit and supplies this value to the
external memory 4.. As a result, for example, at a timing T5,
the external memory interface unit 9 outputs a value "000002
({hexadecimal}® as address information {(EADR) including both
the higher-order bits and the lower-order bits to the
external memory 4.

Furthermore, the timing control unit 23 outputs the

data-readout command signal (RD) input from the CPU 5 as a



the 16 bits of encrypted data read out fromthe
»external nenory 4 is input to the data processing
unit 24. The data processing unit 24 stores the 16
bits of encrypted data in the internal cash nenory
24A included in the data processing unit 24.
Subsequently, the timng control unit 23 noves back
the value of the lower-order bits of the input
address information (ADR) BX a predeterm ned anount
using the internal counter Circuit and supplies t§H§¥0886
value to the external nenory 4. As a result, for
exanple, at a timng T5, _ the external nenory
dphter pABRUUNFRMRIBL SHIRS la (FBPUete OBppEXternal memory 4,
hexadecjmal )" as a dress,igfornation EADR) _i ncl udi ng
tBot TR ehi%h‘f’e“ﬂl-gort r PEFE89%RE HHE 1D 61 dér bits
to t ternal . 4.  Furthernpre, | n
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control™ unit 3 out pu ata-rea conman
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dat a- readout command si gna ERD) 1o the externa

eHeEPhY] dmemd:8F €X%HAE oudyr EBg Ehemprs, ad oficki BiEng T6
to T7. As a result, in response to the data-readout
eponymbed ditgmarorERDEthrepet hecekier nepemigiimdy by the chip
interface unit 9, the external nenory 4 reads out,
spdeCexahpral EEDi tedoft-hecpedypeadinbranatriom 2080 age

JRGEbhNERREL IR by he Cip, select a3l (ECRl.co
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16 bits of encrypted data to the external memcory interface
unit 9.

At this time, in the external memory interface unit 9,
the 16 bits of encrypted data read out from the external
memory 4 are input to the data processing unit 24. The data
processing unit 24 stores the 16 bits of encrypted data in
the cash memory 24a included in the data processing unit 24.
As a result, a total of 32 bits of encrypted data is stored
in the cash memory Z244.

In a similar manner, the timing control unit 23 moves
forward, in sequence, the values of the lower-order bits of
the input address information (ADR) using the internal
counter circuit and supplies the wvalues to the external
memory 4 in sequence. As a result, the external memory

interface unit 9 outputs a value "000004 {(hexadecimal)" and

"000006 (hexadecimal)" in sequence as address information



unit 9 during the period of timng T6 to T7 and
»supplies the 16 bits of encrypted data to the

external nmenory interface wunit 9. At this tine, in
the external menory interface unit 9, the 16 bits of
encrypted data read out fromthe external nenory 4
are input to the data processing unit 24. The data
processing unit 24 stores the 16 bits of encrypted
data in the cash nenory 24A_included in the data
processing unit 24. As a rééult, a total of 32 bits

of encrypted data is stored in the cash nemory 2§R5P0886
In a simlar nmanner, the timng control unit 23 noves
(E&PRAr theludigan dertde thehbight nesrdir thhid 4 endr tbedkewer-
bits of the input address information (ADR) using the
orfdeBrimbrs tuiteexEerealtmapRES Ubpl i es the values to

t he _ext er,nal [ uence. As a.result

ext AP eHBYy PRl BFFEE LD Yok PRS- O%ﬂﬁetblts of

calhriidy (BRE oY brpBlde 1800 SHERREEEN Pl
ab s s NoF ot e “Bbebes - Preesadd {5, gnd atnhe !agwgﬁe same

order bits to the external nenory 4. In this way, the
£ £xé predddTesT W 64 bieadsf osthedPobed Sdafa fear ypbeHedat a
froma storage |ocation specified by the address
st ofageratd @t 10 P4 iChed adecilmal gddmasd iafotret sane
tinme, reads out 16 blts of encrypted data from anot her

"PRP i e hesediecdmadpedi fTRRP e RETAFERASEETPF G rfretuian ies

the two sets of 16 bits of encrypted data to the external
memory interface unit 9 in sequence.

As a result, for example, at a timing T13, 64 bits of
encrypted data will be stored in the cash memory 24A
included in the data processing unit 24.

In response to this, the decryption circult 24B
performs DES decryption on the 64 bits of encrypted data
stored in the cash memocry 2424, for example, during the
period of timing T13 to T17. Then the decryption circuit
24B decrypts the 64 bits of encrypted data by calculating
the exclusive-OR for the data cobtained as a result of the
DES decrypticn and the higher-order bits of the address
information (ADR) supplied from the CPU 5. The decryption
circuit 24B extracts 8 bits of data corresponding to the
address information "000006 (hexadecimal)" sent from the CPU
5 from the 64 bits of decrypted data. Then, the decryption

circuit 24B starts to output the extracted 8 bits of data to



" 000006 (hexadecimal)." Then the external nmenory 4

. supplies the two sets of 16 bits of encrypted data to
the external nenory interface unit 9 in sequence. As
aresult, for exanple, at a timng T13, 64 bits of
encrypted data will be stored in the cash nenory 24A
included in the data processing unit 24. In response
to this, the decryption circuit 24B perforns DES
decryption on the 64 bits_053eqcrypted data stored in
the cash nenory 24A, for exanple, during the peﬂéﬁ% 88E
of timng T13 to T17. Then the decryption circuit 1

decrypts the 64 bits of encrygted data by cal cul ating
thredaka| bist viroRAEA tRethAt BPBbY ai fdd thie gamestiping T17,

he ,DES decryption .and _the higher-order hits of the
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of decrypted data. Then, the decryption circult

ceuast stbPs osligpity itthe (@xheacietde$) bins @ftdatadbat 28ommand
S05P0886 the data bus connected to the CPU 5. At the

sggmelt (RPhgAaTThe etdiernafli mgmooynt oiewifmde 2Rist Gpsnd
supplying (inactivates) the -wait signal (WAIT) to the
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iﬁeggéye£ é§ggfu%%ﬂgyf:4gv§2dthe external memory interface
unit 9.

When the semiconductor integrated circuit 3 is set to
the fourth mode, encrypted data encrypted using an
exclusive-OR and triple DES encryption is stored in the
external memory 4. In this case, data is read ocut from the
external memory 4 in the same manner as the above-described
third mode.

{3) Operation and Advantages

The semiconductor integrated circuit 3 is capable of
performing encryption in accordance with the storage
location of data to be stored in the external memory 4 by
employing the above-described structure.

For example, when the semiconductor integrated circuit
3 is set to the second mode, encryption is performed by

calculating the exclusive-OR for the data to be stored in

the external memory 4 and the address information indicating



| atches the 8 bits of data output to the data bus.

, Accordingly, the CPUS5 is capable of reading out data
stored in the external nmenory 4 via the externa
menory interface wunit 9. Wen the sem conduct or
integrated circuit 3 is set to the fourth node,
encrypted data encrypted using an exclusive-OR and
triple DES encryption is stored in the externa
menory 4. In this case, datg is read out fromthe
external nmenory 4 in the saffé manner as the
above-described third node. (3) Operation and
Advant ages The seni conductor integrated circuit 3 is

tBgapabreast ly&tTisrniodg tégcAppei orfhan 48€oFERAGRNINTLPT
the storage, |ocatiqgn of data to be stored in the

1BXEBF RGP nehioTdt 3b>}s ERp1 69 \a@%ﬂy%w@ede%ﬁ%awn is

tryct u For, exammle. phen the semconduc
oBREIEYE d TS e PR g Fe caca to be

s‘EBE%d Pih Ofhd 5?;&%&]‘ %rlmggm%}é gal Gyl atd &ﬂildx%%s information

excl usi ve- or t ata be store

1081 €5 Dahg AWMt Aagd 1bharaddr 85 sthdf @it by

i ndi cating 24 SO05P0886 the storage |ocation of the
sdhsagquithehy tpe femiogndEst encrypt egr at @tdeni thalit 3 is
set to the third node, encryption is perforned by

seal eonARs Ry tindesieltesi ¢arCRit oa iheglatt® toepshird mode,
stored . in the external nenory and the address

SRAT YR hhPT ot BefdiocdErh gt ﬁ@lg%‘%‘?‘téjg"ég | Geat ST SR VERER for

tgetgagadtQYbe stored in the external memory 4 and the
address information indicating the storage location of the
data and by subsequently performing triple DES encryption.

The semiconductor integrated circuit 3 . writes in the
encrypted data obtained as a result of the encryption
process into the external memory 4.

In this way, the encrypted data stored in the external
memory 4 is encrypted in accordance with the storage
location. Therefore, for example, if the encrypted data is
copied from the external memory 4 onto another storage
medium, it will be difficult to decrypt the encrypted data
without knowing the storage location of the encrypted data
in the external memory 4. As a result, data can be safely
stored in the external memory 4.

When the external memory interface unit 9 in the
semiconductor integrated circuit 3 reads out encrypted data

from the external memory 4 in response to a data-readout

505P0886



subsequently perform ng DES encryption. Wen the

sem conductor integrated circuit 3 is set to the third
node, encryption is perfornmed by calculating the
exclusive-OR for the data to be stored in the
external menory 4 and the address information

i ndicating the storage |ocation of the data and by
subsequently perform ng triple DES encryption. The

sem conductor integrated citguit 3. wites in the
encrypted data obtained as a result of the encryptigrﬂ,0886
process into the external nmenory 4. In this way, i
encrypted data stored in the external nenory 4 is

COREAPPt BHIRHL I FhiscETH Bh thR SXiEpd "epeayi baterface
Therefore, f le, if.t ted data_j
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data can be safely stored in the external nenory 4.

s\ibpDhi édnef 2ot et xRADEY h8heF§ ate difideced uhAtt Bewithout
sem conductor integrated circuit 3 reads out encrypted
deatrwptinonhdchalaha.ernal nenory 4 in response to a

dat a-readout 25 S05P0886 command signal fromthe CPU
5, tHtdOerEersl. HERBr §atat ks Maddtegniin ondéer yiad (e

fencrgﬁteg dat a .and su Bieﬁ the decr c#gp dat a
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command signals, data-readout command signals, and address
information addressed to the internal memory 7 are output
from the CPU 5. According to this embodiment, these signals
and information are not sent outside the semiconductor
integrated circuit 3. By preventing data related to the
internal structure of the semiconductor integrated circuit 3
from being sent outside the semiconductor integrated circuit
3, the security of the data stored inside the semiconductor
integrated circuit 3 1s maintained.

According to the above-described structure, data to be
stored in the external memory 4 is encrypted in accordance
with the storage location of the data. Consequently, for
example, if the encrypted data is copied from the external
memory 4 onto another storage medium, it will be difficult
to decrypt the encrypted data without knowing the storage

location of the encrypted data in the external memory 4. As



supplied fromthe external nmenory interface unit 9

wi thout decrypting the data. Furthernore, when data

is witten in and/or read out fromthe internal

menory 7 in the sem conductor integrated circuit 3

i nstead of the external nmenory 4, data-wite command
signal s, data-readout command signals, and address

i nformati on addressed to the internal nenory 7 are

output fromthe CPU 5. Accarding to this embodinent,
these signals and informati"on are not sent outsi qrﬁe

the sem conductor integrated circuit 3. By preve %ﬁ’&g%
data related to the internal structure of the
asgrbebhdudttor dam &gr AEEYrérycareredl ¥ M EXGTrEent memory
outsi de the sem conductor integrated circuit 3, the
4security of the data stored inside the sem conductor
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external nenory 4 onto another storage nmedium it

swbkbkdbén ditd icotletrnaflomeeorypt  {hetles cimtetrech ldateamory 7.

W t hout knowi ng the storage |ocation of the encrypted
Idathienwahe e eamElcomsivotpr4inpesm sl SOBROIS8E can

rr esul t, dgltla ctan be siecurti,t¥l s%or edhi£agaheite>$ %(Crg%Ied in
RERBRyZeqthe storage location of eac e

the external memory 4 and can easily read out the data from
the external memory 4.

{4) Other Embodiments

In the embodiment described above, as illustrated in
Fig. 2, only the decryption circuit 24B is disposed inside
the external memory interface unit 9. However, the present
invention is not limited, and an encryption circuit 24CX may
also be disposed in the external memory interface unit 9X,
as illustrated in Fig. 4 (components in Fig. 4 that are the
same as those in Fig. 2 are indicated by the same reference
numerals) .

The operation of an external memory interface unit 9%,
as illustrated in Fig. 4, for storing data encrypted only by
an exclusive-OR in an external memory 4 will be described
below.

For example, a CPU 5 may supply data (DATA) to be

stored in the external memory 4 and address information
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The CPU 5 in the sem conductor integrated circuit 3
according to this enbodi nent, for exanple, stores the
address informati on of each item of data (encrypted
data) stored in the external nenory 4 in the interna
menory 7. In this way, the sem conductor integrated
circuit 3 can recognize the storage |ocation of each
data itemstored in the external nenory 4 and can
easily read out the data trgq1_the external nenory 4.
(4) O her Enbodinents In thé enbodi nent descri bed
above, as illustrated in Fig. 2, only the decrypt%%ﬁPOBSG
circuit 24B is disposed inside the external nenory
(PARer {Rdecaning Sheewerage Lheapiesepd thendavs dRATE) to
not limted, and an encryption circuit 24CX nma al so
the 8rEpEERH TEMYNe EHESLRSE HEﬁBr?Xi?ﬁﬁﬁ?QﬁﬁaW££PtaQﬁ?ta'
as.illustrated. in _Fi )4 %congongnts ip Fi.g. 4ftha%
VEF 5 AR R R | REFR YT S A BT HH a8 TRy FRE
reference nunerals). The operation of an
external nmenory interface unit 9X, as illustrated in

Fi 9.ade1fiQy tSher,i AE AL acoNeFyPt bty iP¥er@lce unit 9%,
exclusive-OR in an external nmenory 4 will be described

thel data FOpaexampiml iadCPdoh mRy sPpps vidatwplDAdArot an
be stored in the external nenory 4 and address
enAf P IhoR oPi X1 tSEIPN8EE a( ADR) Preiesting unhs 288 agire
| ocati on of the data (DATA) _to .

encryption circuit 24CX calculates the exclusive-OR for the
supplied data (DATA) and, for example, the address
information (ADR} supplied from the CPU 5 via a timing
control unit 23X. The data obtained as a result is sent to
a switch circuit 22X as encrypted data.

In the external memory interface unit 9X, the address
information (ADR) supplied from the CPU 5 is input to an
address decoder 20X. The address deccoder 20X generates a
chip select signal (ECS) based on the input address
information (ADR) and outputs the generated chip select
signal (BECS) to the external memory 4. In the extermnal
memory interface unit 9%, the address information (ADBR)
supplied from the CPU 5 is separated into higher-order bits
and lower-order bits. Then, the higher-order bits are
directly output to the external memory 4, and the lower-
order bits are ocutput tco the external memory 4 via a timing

control unit 23X.

Furthermore, in the external memory interface unit 9X,



the external nmenory interface unit 9X together with a
data- wite command signal (WR) of a wite instruction
for the data. At this time, in the external nenory
interface unit 9X, the data (DATA) supplied fromthe

CPU 5 is supplied to an encryption circuit 24CX in a
data processing unit 24X _ The encryption circuit 24CX
cal cul ates the exclusive-OR for the supplied data

(DATA) and, for exanple, thegaddress information (ADR)
supplied fromthe CPU 5 viaa timng control uni teosposss
23X. The data obtained as a result is sent to a

switch circuit 22X as encrypted data._In_the external
TRenoRyar HESF R ae@MARY S0ignai hdWRYdFEBR 1¢i5iahtthen CPU 5

( ADR lied fromthe CPUS5 is input _to a addr ess
5 oer 1B STHIS St Sheciad; waaR huher 1hes PANigg: b
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external nenory interface unit 9X, the address
danfemirate ofotrRR) sispRl i(edrf [ onatidie tBRUdathSwrite
separated into higher-order bits and |ower-order
deimmendThégnal heEWR )ghier cortgec bros dhe tihirertdoptgeflpunit
to the external nmenory 4, and the |ower- order bits

e GOEpEYiEeRtHe @dter2?dl ABNBR§PINTE a Hant@ sgnding the
econtrgl ugit 23X. 1Fj;%f erm)rg, in thetexter,nal [Temory
Pt 8P adetant (g0t o8l T5gEppEReeNCTYPEIon Circul °
the external memory 4.

In this way, the external memory 4 writes in the
encrypted data from the external memory interface unit 9X in
a storage location specified by the chip select signal (ECS)
and address information (EADR) from the external memory
interface unit 9X in response to the data-write command
signal (EWR) sent from the external memory interface unit 9X.

Next, the operation of the semiconductor integrated
circuit 3 for updating data encrypted by an exclusive-OR and
DES encryption and already stored in the external memory 4
will be described below.

For example, the CPU 5 may supply data (DATA) for
updating 8 bits of data already stored in the external
memory 4 (hereinafter, this data is referred tc as 'update
data') and address information (ADR) indicating the stocrage

location of 8 bits of data to be updated by the update data

(DATA) (hereinafter, this data is referred to as 'updated



the data-wite conmand signal (WR) supplied fromthe

»CPUS5 is supplied to the timng control unit 23X. The

timng control unit 23X outputs the data-wite

command signal (WR) to the external nenory 4 at a
predetermned timng as a data-wite conmand sigha
(EWR). When the data-wite command signal (EWR) is
output fromthe timng control unit 23X the switch
circuit 22X in response, starts sending the

encrypted data supplied fromthe encryption circuié05P0886
24CX to the external nenory 4. In this way, the

external nenory 4 wites in the encrypted data from

dphe 'dxter Fa® FERIMPY MeECERcAnhATFAaeX WH t P teosgaeT |
l.ocatiqn_specjfied by the . .chi el ect signal (ECS)
W&gg ﬁdg?g ST T O rareeR FE&B@? ?W%h1the ext erna
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of the semconductor integrated circuit 3 for
inpdatitngndative ey ypteed Wy taineX T tisd MgdaR A taDESATA)
encryption and already stored in the external nenory 4
iwi Wiribeedestrilpedxielronl Femoexa#pl e, the CPU 5 may

supply data (DATA) for updating 8 bits of data
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sudBE3heAr 2P, the external memory interface unit 9X modifies
the lower-order bits of the address information (ADR) in
sequence using a counter circult included in the timing
control unit 23X to read out, in seguence, 64 bits of
encrypted data including the updated data from the external
memory 4 and then stores the read out encrypted data in the
cash memory 24AX in the data processing unit 24X.

When the 64 bits of encrypted data including the
updated data is stored in the cash memory 24AX in this way,
a decryption circuit 24BX in the data processing unit 24X,
in response, performs DES decryption on the 64 bits of
encrypted data. The decryption circuit 24BX calculates the
exclusive-OR for the data obtalned after performing DES
decryption and the higher-order bits of the address
information (ADR) supplied from the CPU 5 to decrypt the 64

bits of data.



SO05P0886 data') to the external menory interface unit
. 9X together with a data-wite command signal (WR). At
this time, the external nenory interface unit 9X
starts supplying, to the CPU5, a wait signal (WAIT)
instructing the CPUS5 to wait until the update data
(DATA) is witten in the external nmenory 4. Then the
external nmenory interface unit 9X directly outputs
the higher-order bits of thg address information
(ADR) supplied fromthe CPU 8 fo the external nemor
4. Subsequently, the external nenory interface urii
9X nodi fies the lower-order bits of the address
i nf oF it daTR (DADRESEANT selfbie RAX (sTeryrd tesuhber updaterd t
inclyded in the timng .control unit 23X to read out,
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Subsequently, the external memory interface unit 9X

5P(886

directly outputs the higher-order bits of the address
information (ADR) supplied from the CPU 5 to the external
memory 4 and modifies, in sequence, the lower-order bits of
the address information (ADR) using the counter cirecuit in
the timing control unit 23X. 1In this way, the external
memory interface unit 9X rewrites the 64 bits of encrypted
data in the external memory 4. After rewriting the 64 bits
of encrypted data, the external memory interface unit 92X
stops supplying the wait signal (WAIT) to the CPU 5.

In this way, the encrypted data in the external memory
4 is updated. The readout operation of the external memory
interface unit 9X illustrated in Fig. 4 is the same as the
readout operation of the external memory interface unit 9
described above.

In the embodiments above, the reader-writer apparatus 1



30 505P0886 The data processing unit 24X overwites

» the updated data included in the 64 bits of data

decrypted by the decryption circuit 24BX with the

updat e data supplied from the CPU 5. Subsequently,

the encryption circuit 24CX in the data processing

unit 24X cal cul ates the exclusive-OR for the

overwitten data and the higher-order bits of the

address informati on (ADR) S pplied fromthe CPU S. In
this way, 64 bits of encrypted data are generated b
perform ng DES encryption on the data obtained as g ro8se
result. Subsequently, the external nenory interface
foni pepformitedaty PMPUNS cehéon| et - mEcamitastof t he
.address _information (ADR). supplied fromthe CPUS5 to
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encrypted data, the external nenory interface unit 9X
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In this way, the encrypted data in the external nenory
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assistances (FDAs) .

In the above-described embodiments, combination
processing for calculating an exclugive-OR to combine data
to be stored in the external memory 4 and address
information indicating the storage location of the data is
performed. The present invention, however, is not limited,
and for example, combination preccessing for calculating AND,
OR, NAND, or NOR may be performed instead. Before carrying
out such a process, a transposition process for moving each
bit of the data stored in the external memory 4 to a
different location or moving each bit of the address
information indicating the storage location of the data
stored in the external memory 4 to a different location may
be performed. Furthermore, the transposition processing may
be performed on the data cbtained by the combination

processing.



In the enbodi nents above, the reader-witer apparatus

1 31 805P0886 for performng data conmunication wth
a noncontact integrated circuit (1C) card w thout any
contact is used as an information processing

apparatus including the semnm conductor integrated
circuit 3 and the external nmenory 4 disposed outside
the sem conductor integrated circuit 3. The present

i nvention, however, is not_ljmted, and enbodi nents

of the present invention may be enployed in Var'%%%Posse
ot her information processi ng apparatuses, such as
personal conputers, nobile phones, and persona
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carrying out such a process, a transposition process
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stora e Ioca ion.of the data stored jn the externa
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is not limited, and various other structures may be employed.
Likewige, in the above-desgscribed embodiments, the external
memory interface units 9 and 9X are used as write means for
writing encrypted data in the external memory 4 and readout
means for reading out encrypted data from the external
memory 4. The present invention, however, is not limited,
and various other structures may be employed. In the above-
described embodiments, the decryption circuits 24B and 24BX
are used as decrypting means for decrypting the encrypted
data 1in accordance with the storage location of the
encrypted data. The present invention, however, is not
limited, and various other structures may be employed.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements

and other factors insofar as they are within the scope of



be perforned on the data obtained by the conbination
processing. 32 805P0886 |In the above-descri bed
enbodi ments, nonvolatile nenory is used as the
external nenory 4 di sposed outside the sem conductor
integrated circuit 3. The present invention, however,
is not limted, and various other storage units, such
as a ROM and hard disk drive, may be used to store
data outside the sem condugtor integrated circuit 3.
In the above-descri bed enbodinents, the encryptio%
circuits 8 and 24CX are used as encrypting neans f
t%gnerating encrypted data. The present invention,
weppended schgimg jo¥ tag, eandvyaetoustiaeet -st ruct ures
may be enpl oyed. Likew se, in the above-described
enbodi nents, the external nenory interface units 9
and 9X are used as wite neans for witing encrypted
data in the external nenory 4, and readout neans for
readi ng out encrypted data fromthe external nenory
4. The present invention, however, is not limted,
and various other structures nmay be enployed. In the
above- descri bed enbodi nents, the decryption circuits
24B and 24BX are used as decrypting nmeans for
decrypting the encrypted data in accordance with the
storage location of the encrypted data. The present
i nvention, however, is not |imted, and various other
structures may be enployed. It should be understood by
those skilled in the art
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that various nodifications, conbinations,

sub-conbi nations and alterations may occur dependi ng
on design requirenments and other factors insofar as
they are within the scope of 33 S05P0886 the
appended cl ains or the equivalents thereof. 34
SO05P0886 WHAT IS CLAIMED |IS: 1. A sem conductor
integrated circuit conprising: encrypting means for
generating encrypted data_byB4 encrypting data to be
stored in an external nenory “di sposed outside the
sem conductor integrated circuit; wite neans for S05P0886
witing the encrypted data into the external nenory;
WHaddé Gt ChRRANBD fIoT: readi ng out the encrypted data from

t he external menory; and decrypting neans for

decrypting the readout encrypted data. 2. The

sen1 ongyctor nteggated C|rc i t. accardi

n
1 FeticeaREr O e e BaRghabotobei st
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the readout encrypted data in accordance with the
csiteidgethecagmirpmfudther integrated circuit;
write means for writing the encrypted data into the
external memory;
readout means for reading out the encrypted data from
the external memory; and

decrypting means for decrypting the readout encrypted

data.

2. The semiconductor integrated circuit according to
Claim 1, wherein,

the encrypting means generates the encrypted data by
performing encryption in accordance with a storage location
cof the data to be stored in the external memory, and

the decrypting means decrypts the readout encrypted
data in accordance with the storage location of the

encrypted data.

3. The semiconductor integrated circuit according to
Clazim 2, wherein the encrypting means generates the

encrypted data by carrying out combination processing for




encrypted data. 3. The sem conductor integrated

» ¢ircuit according to Caim2, wherein the encrypting
nmeans generates the encrypted data by carrying out
conbi nation processing for 35 S05P0886 conbining the
data to be stored in the external nenory and address
information indicating the storage |ocation of the
data. 4. The sem conductor integrated circuit
according to Caim 3, mhgrgén_the conbi nat i on
processing i s conputing an xclusive-OR for the data
and the address information. 5. The semi conduct or S05FP0886
integrated according to Claim?2, wherein the

cembEy PRy righaretdtsa fenbeasberedciyptiesl akfteanpy memeryi agd
out data encryption standard encryption after

addre§f nrbrAma theoe o Rat 188 PROcEsradf flecatdrBi af nghe
dtge data to be stored in the external nenory and the
38dress information i ndi cating the storage |ocation
of the data. 6. An information processing apparatus
conprising: a semconductor integrated circuit; and
an ext erpal sERIBENIEH ER0Sed guhskdect Peusen LRUGIOE o
integrated circuit, wherein the sem conductor

Claiegs atwtemd i uitie icoabtidesion epesypdditgy MBardmpating an
generating encrypted data by encrypting data to be
extbvetve rPRNE exttérenalataespdythoraddr ersansi fogmati ohi ng
the encrypted data into the

5. The semiconductor integrated according to Claim 2,
wherein the encrypting means generates encrypted data by
carrying out data encryption standard encryption after
carrying out the combination processing for combining the

data to be stored in the external memory and the address

information indicating the storage location of the data.

6. An information processing apparatus comprising:
a semiconductor integrated circuit; and
an external memory disposed outside the semiconductor
integrated circuit,
wherein the semiconductor integrated circuit includes,
encrypting means for generating encrypted data by
encrypting data to be stored in an external memory;
write means for writing the encrypted data into the
external memory;

readout means for reading out the encrypted data




external nenory; readout neans for reading out the
encrypted data 36 S05P0886 fromthe external nenory;
and decrypting nmeans for decrypting the readout
encrypted data. 7. The information processing
apparatus according to Caim6, wherein, the
encrypti ng neans generates the encrypted data by
perform ng encryption in accordance with a storage

| ocation of the data to be_stored in the externa
menory, and the decrypting méans decrypts the readout
encrypted data in accordance with the storage S05P0886
| ocation of the encrypted data. 8. The information
fpeucebsi eyt eppalr attreracesnding to Cdaim 7, wherein
the encrypting neans generates the  encrypted data by
car ryi ng 96GEYEBBY B R0 CESTYREIREr TR oRBRHP MY t he
dat a hg b@ étored in the external nenory and address
SPRF8Phadi 933 ndi cating the storage | ocation of the
data. 9. The information processing apparatus
according to Caim8, wherein the conbination

pr ocessiphg &ﬁf&@ﬁﬁi’@iéz@%ﬁbes@i@ﬂgu%ﬁﬁr%ﬁ%cédﬂﬁiﬁ@t 2o
and the address information. 10. e information
Cprogessiwigelmapar at us according to 37

the encrypting means generates the encrypted data by
performing encryption in accordance with a storage location
of the data to be stored in the external memory, and

the decrypting means decrypts the readout encrypted

data in accordance with the storage location of the

‘encrypted data.

8. The information processing apparatus according to
Claim 7, wherein the encrypting means generates the
encrypted data by carrying out combination processing for
combining the data to be stored in the external memory and
address information indicating the storage location of the

data.
9, The information processing apparatus according to
Claim 8, wherein the combination processing is computing an

exclusive-0OR for the data and the address information.

10. The information processing apparatus according to



SO05P0886 C aim 7, wherein the encrypting neans

, generates encrypted data by carrying out data

encryption standard encryption after carrying out
combi nation processing for conbining the data to be
stored in the external nmenory and the address
information indicating the storage |ocation of the
data. 11. A seniconductor integrated circuit
conprising: readout neans § r readi ng out encrypted
data froman external nenory disposed outside the
sem conductor integrated circuit, the external n@ﬁé?ﬁaBG
storing encrypted data generated by encrypting data
Claime? stvdraakim thige enexyet e maansy \gengrdtgecenprymged
means for decrypting the readout encrypted data. 12.
dak %%wﬁ%%ﬁﬁﬁﬂﬁ(9Uti%Fé@r%ﬁ%%wﬁﬁ¥Qﬂn%t%ﬁgééﬂdﬁﬁﬁrYBtlon

[ 11, wh in, t dout \ t.th
=EHE i N o SRrRnaE oPE der PRl 267 Chubiifng cne
' _th
aSEE LR 15 Sed L R CELELRAL MIBIRLY e BrEnaaPLEL
1B OFRek 1 dh LR isehBak hEBERS Y2 dd BCCAidRNee Whthaathe

storage | ocation, and the decrypting nmeans decrypts

the readout encrypted data in accordance with the

storage | ocation of the encrypted data. - 38

SO5RQ886A semiconductor integrated circuit comprising:

readout means for reading out encrypted data from an

external memory disposed outside the semiconductor
integrated circuit, the external memory storing encrypted
data generated by encrypting data to be stored in the
external memory; and

decrypting means for decrypting the readout encrypted

data.

12. The semiconductor integrated circuit according to
Claim 11, wherein,

the readout means reads cut the encrypted data from a
storage locatilon of the encrypted data in the external
memory, the encrypted data being generated by encrypting the
data to be stored in the external memory in accordance with
the storage location, and

the decrypting means decrypts the readout encrypted
data in accordance with the storage location of the

encrypted data.




13. An information processing apparatus conprising: a
sem conductor integrated circuit; and an externa
menory di sposed outside the sem conductor integrated
circuit, wherein the sem conductor integrated circuit
i ncl udes, readout nmeans for readi ng out encrypted
data from an external nenory disposed outside the
sem conductor integrated circuit, the external nenory
storing encrypted data generated by encrypting data
to be stored in the external menory; and decryptin
nmeans for decrypting the readout encrypted data.Sﬁ%P0885
The information processing apparatus according to

Cl aim 13, wherein readout neans for readi ng out

encrypted data froman external nenory disposed

out stdle tHie 19ERTFEDREDRBFOCETRIGH APPATELHE TP 1T

ext ernal neno storing encrypted data generated b
oncrYpTTHEGRIEP6 BB SPEPEOt| S ATt e #P8 nal nenor y:

and grlg ee:ﬁ:ee g—éte.t imré%og%aa§ SeLy pé%qéj{l%e rt%%dgg&%conductor

encrypte a I'n acécordance w storag
iheegt-hepaotithge encrypted data. 39 SO05P0886 15. A

sem conductor integrated circuit conprising: an
encrypdiih Whd skafcganaeabi npheneramidked idathatbyncludes,

readout means for reading out encrypted data from
an external memory disposed outside the semiconductor
integrated circuit, the external memory storing encrypted
data generated by encrypting data to be stored in the
external memory; and

decrypting means for decrypting the readout

encrypted data.

14. The information processing apparatus according to
Claim 13, wherein

readout means for reading out encrypted data from an
external memory disposed outside the semiconductor
integrated circuit, the external memory storing encrypted
data generated by encrypting data to be stored in the
external memoxry; and

the decrypting means decrypts the readout encrypted
data in accordance with the storage location of the

encrypted data.



¢ r#

encrypting data to be stored in an external nenory

. di sposed outside the sem conductor integrated

circuit; awite unit for witing the encrypted data
into the external nenory; a readout unit for reading
out the encrypted data from the external nenory; and
a decryption unit for decrypting the readout encrypted
data. 16. An information processing apparatus
conprising: a seniconducgog9igtegrated circuit; and
an external nmenory di sposed outside the senicondu%&%$0886
integrated circuit, wherein the sem conduct or
integrated circuit includes, an _encryption unit for
genérat i AgSEREFYPIEH Watl@URFTaEREr T FRYE APt 13w :
stored in an external %Epnr ;awite unit Wit

t

f .
t he Bh EFFOBE L85 94 e TR HaFTRBNBESS daca By
e{lggﬁé%rég#‘nr%ttg Y, Leading.qui, the J%fgle%eg%tf& b 588 eq

menory; and a decryption unit

ogggia@témg 8 Jerdevth,y SRELYPLE dafa,140 SC6P0886

. A semconductor integrated circuit conprising:. a
readouiriel Lnfior £seat NGy ttiRNehypypdedadacd r DR @the

external nmenory di sposed outside the sem conduct or
external memory;
a readout unit for reading out the encrypted data from
the external memory; and

a decryption unit for decrypting the readout encrypted

data.

16. BAn information processing apparatus comprising:
a semiconductor integrated circuit; and
an external memory disposed outside the semiconductoxr
integrated circuit,
wherein the semiconductor integrated circuit includes,
an encryption unit for generating encrypted data by
encrypting data to be stored in an external memory;
a write unit for writing the encrypted data into
the external memory;
a readout unit for reading out the encrypted data
from the external memory; and
a decryption unit for decrypting the readout

encrypted data.



integrated circuit, the external nenory storing

encrypted data generated by encrypting data to be

stored in the external nmenory; and a decryption unit

for decrypting the readout encrypted data. 18. An

i nformati on processi ng apparatus conpri.sing: a

sem conductor integrated circuit; and an externa

menory di sposed outside the sem conductor integrated
circuit, wherein the sem conductor integrated circuit

i ncludes, a readout unit for reading out encrypte .
data from an external nenory disposed outside th
sem conductor integrated circuit, the external nenory

storthg énéeyprerdughph Pemarted 1 rendfy PP TS
to be stored in .the exterpal nenory; and a decr¥gtion
ni £ 2 FETARRSET Yo OFh5SR BRI GRATRSY. Batd, from an
external memory disposed cutside the semiconductor
integrated circuilt, the external memory storing encrypted
data generated by encrypting data to be stored in the
external memory; and

a decryption unit for decrypting the readout encrypted

data.

18. An information processing apparatus comprising:
a semiconductor integrated circuit; and
an external memory disposed outside ﬁhe semiconductor
integrated circuit,
wherein the semiconductor integrated circuit includes,
a readout unit for reading out encrypted data from
an external memory disposed outside the semiconductor
integrated circuit, the external memory storing encrypted
data generated by encrypting data to be stored in the
external memory; and
a decryption unit for decryption the readout

encrypted data.



