MONI TORI NG AN ENTERPRI SE NETWORK FOR DETERM NI NG

SPECI FI ED COMPUTI NG DEVI CE USAGE CLAIM OF PRI ORI TY
UNDER 35 U. S.C. 119 [0001] The present Application for
Patent clains priority to Provisional Application No.
61/ 164,276 entitled "El ectronic Di scovery Systent
filed March 27, 2009, and assigned to the assignee
her eof and hereby expressly incorporated by reference
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corrput er rogram pr oduct s or electronic I Scovery

and, nore particularly, nmonitoring specific conputers
in an enterprise for the purpose of determ ni ng when
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connected to,the network, so that subsequent. . .
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di scovery, conmonly referred to as e-discovery, refers
assigneehesenf apd bereby expresslitipeciparhied by sefeienepdiesins sought ,

| ocat ed, secured and searched with the intent of using

it as evidence in a Iegalégﬁﬁceeding, an audit, a

securities investigation,F rensi cs investigation or
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particular conputer or it can be acconplished in a
and comgruiew pkogeany prodiete far elgotonis distaeery ands morepartiewarlya mogiprEng
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speciif A FPulets f h iy 1 e FUtbdor bbb G el Bleitibdhcomputer
is acti se@Totiediseicoineciad & theetwaals, sp aipe sutdoquenesd lsctinnsif dataer other
scrytini zed manual ly. Furthernore, digital data is
electropq §ISGOYPRY fB?Ct‘ioﬁi)Efg’s‘%/nB‘Fee to conpletely destroy,
particularly if the data is stored in a network
environnent. This is bpaasEROt®IIata appears on
mul tiple hard _drives, and because digital files, even
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i web sites and conputer
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appears on multiple hard drives, and because digital files, even if deleted, generally can be
undeleted. In fact, the only reliable means of destroying digital data is to physically destroy any
and all hard drives where it is stored.

[0005] In the process of electronic discovery, data of all types can serve as evidence.
This can include text, image, calendar event data, databases, spreadsheets, audio files,

multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an

especially valuable source of evidence in civil or criminal litigation, because people are often



[ 0006] E-discovery is an evolving field that goes far
beyond nere technology. It gives rise to multiple
i ssues, many of which have yet to be resolved. For
exanple, identifying data required to satisfy a given
di scovery request, locating the appropriate set of
data that has been identified, and retrieving the
data once it has been identified and | ocated all pose
less capgfallih eiese exvham@s thah it hateepwasrespdnidence Sudsgsemiittdnl iyemos or
vident if the data that is being identified, |ocated
Sretrieved comes from an evol ving or di sparate
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the request. Such searching is typically acconplished
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meovéﬂﬁeQﬂkbﬁﬁ¥%ﬁ%&§“’ the manner in which the data is
resente I revi ew adds efficiency to the review
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commB§ioRon@alike. OWhilo i @ashigtseid gmbRNg Yuitkddor @EE rdView, the manner
costs. 2 [0010]. Lastly, once the digital data has been

in whighethe dofa ép Preenisdi f%rerﬁflpwlaééﬁ fbcierqydo él?ﬁfeﬁﬁ‘y?’ professpndltypately
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ega pur poses.
presented for review are also desirable as a means of increasing efficiency and reducing costs.
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produced docunents nust be properly identified and
i ncl ude necessary redactions and confidentiality
mar ki ngs. [0011] Up until now, e-discovery managenent
has been conducted on a case-by-case basis, neaning
all tasking and workflow related to the e-discovery is
based at the case level. Such managenent does not
' al | ow,f fi ' ' s
1001013 0" JpsStgronfi e RS bdobel e U AP e Bvant may
need td ¢ probiecef it p camgibdd fohamabatyither dnhbysis-od legaloavédeptianylpatpedes.  The
tQ ,one case t anot her n or .pre-existin ase.
produce] dpeiesnls myst he pEPpesly entitics kRIS RasEspr AR dAeTipgs and
“mﬁd&ﬁhﬁﬂnﬁﬁﬁﬁ%& are managed and, in particular, how
taski'ng and wor kfl ow are managed dependi ng on case
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s, Y LS 10 B ST £ B el kb e v,
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oxistbpfifegn PitpEe b for s RGP 0T HAPHEPE I SSRGS one case to
anothef AP 8f bﬂ%gex@sﬁﬁ% €8O THITBYe, £néHdTRRAKEL YmbrdR6 tHeQdner in which cases
associated wth an identified conputer can_only_ occur
are mappgadrrad cia pptiichlag hewingdng andeworkBer are manpspddepending on case
. [ connection to the enterprise network
requir réé]?sgirdflgggﬁ%éher ein as "online"). In a
[0012wor | dwirtker entdrprigerwide ewlischvary sysbeh thesheaysize ofjthezoteggse in terms
t he gl qbe, conputin evi ces associ ated,w th,.a .
ofthe e 4F ST orio R ST P e RS T P i preyides for
difficutth én WRSKngOndrBiEieVing ata M ehisSegdrl Aol IE@Riofdata F@nt @bidentified
computi ng devices, such as |aptqop _conputers

3 ) 2 : C may, in
compugipgeviereratbers; dissoveny imatians aseristpd with 3R [ igheqruiter can only
e 15 Al eSS chic Sy o s
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day, dPGNBZ deel o thé ik al samflarTekhidie pedtideié@iiputing dBvicds| sueh as laptop
state. [0013]. In a network envjraonnent ?pnputhg )

COmPURI 8% IIbTE s by e e astation angrnlige pthilygluring off-
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an c-disetweny kystenHits nes effiwiet fone uséricediscoveryl Mseethtis Oswait nti a specific
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. _conputing device ig online, can be, sonmewhat

assigngft btgrastdirptecol (Hhjeddress. Jlavyse In eiininsiancey Weh ghemofrape,
Virtual PlivHiONBri Rk PEPIOY uRthd @al18Q, he 1P daNERSs RapRshi® AddrER as opposed

server retaining the | P address even after the
to a statizraddieiss g Indwigh dustdnges, détsrmning othatitheB addriass is, seenwhen be

.. has di.sconnect.ed . and subse t. c :

monitqHg Y APEF URE RIS rBUAREES Pl AN i problematc
This igshise somp §adriddGaiviers rhalereturt i &dse @ampdited B addrass based on the

enterprjse w di scover stemto

server Jelainig %IP\A%@SS% E‘lée%ga%{?gﬂ{eépmpgtmg evice has disconnected from the

network or has disconnected and subsequently reconnected.




online, when the conputer goes offline and when the

conputer changes identity, such as changes in IP

address or the like. In addition to determ ning such

online/offline activity, a need exists to notify the

user/e-di-scovery associate of the online status, so

that the user can commence with collecting data from

the s Lk ' h SCAVery
f00L4]; 0P ¢ BFEleHE A ERTBE o BlioRARAHE hiBloftoP e haiLs
computergin o euerprise elidt @ettonivatisconsy bpstaul todeté¢rminedwelenrthe craaputer is
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in IP adtr€ds @R gRdikeP B Ad¥atidnab deREmBAFRUEILSNIIne/JERINE aQiVityend?H exists to
. to randgmy attenpt to determine that a conputer is )
notify e ppesE-dissonmmrssocatrpfhe opfine sigtusow) the the wsseepncompmence with

collect%? gg{ra %dg?glfég%&écogﬂ gfkg %ﬂ %’J él?@% nogl:iggggdéﬁgiri ﬁélcrﬁed functions or

automagicilbdinitatd the cTinceveay miaed/ funstions tbaged opxtbedrérmdned online status of
overvi.ew of ,all, contenpl ate nbodi t and .|
the coripBOE 45T oA Rieh G RARREICPoRay® B BHER Q) vaiiPrpalaneed
period &r tied dongitie db 6®NE Snlind @F thRhddiiglatietpero SeRARING thaBf YorBputer is
. all enbodinments. Its sole purpose 1s to present sone
online.concepts of one or nmore enbodiments in a sinplified
formas a prelude to the nore detailed description
that is presented |aterguphPAARly Enbodi nents of the
present invention relate to systens, apparatus, ]
[0015] et hodde fellnwving prepmtsar sippligedsvinpeary o€ ere drarore Pmbedipaits in

i Ly - i i i \V7-Yq1 in . .
N g e——
overvigh sCalv@nyeniptateerabddimemsts tany issintindaisto nefthice ddentiB key or critical

e ye cross a diverse enterprise. In rticular,
deme"é%q%é’gieﬁgﬁa’én% B‘?"rfg Beds h sepreaf abeer allpm s Its sole purpose
is to préRRRedortctoncdPRd STHE oRAREr LA Rt PIQACE APNIIIGEME hSa prelude to the

moni toring the online/offline activity of specified
more delghesldaseriptipavhat éspragented dateéthe ent erpri se system [0017]

Thus, ' [ f j ' r
fo016) 512, FRLESE SRR SRAL P B RS byt MBHAR, Bbtiods, and
compuge prograny protiudpfet iefecieahic disguveryramddim\pacteslar,imarovements in

enterpris i.de electroni ¢ discoyery. syste B .
clectropG AR RS gt RS o5 CEGRATU Aty ey D8 ol e eg ArbFoy prstaely
employ20Gcided 4 8ivbmg eerpfiQd UR phitidGlaR dfdb¥ditden - hereddBbSSEd TR to

di scovery associ ate taSked with performng a function

systemg,gpparatus,spribodsiaad coramyteraprogrammpremicts fepmenitasing dleq endige/oftline -

activity $ABLLiRGI Qfmhiife lil:vlffe); oifhid B8 ABLIASEAIdAT N St at us.

requesti ng par nows speci fied device
[0017]i s avdhbglprserftembeliaehisgniddaios cousoyng arrothcreiss |'watshiog" the

. as,collecting data fraomthe.conputing deyice or.  the .
ontine 445 OTIRE ap PR EE RGOS o8 P igre g lgeronie
discové&r) Bpkinh "By detéiriifinoSvieA lal cofipiEye diRIBbhIRRIJ Fink hh DS Tying a

initiation of one or 4 nore e-discovery-rel ated )
requestngrRAty §he, relegenigeliscecry swesialgdastied witk sprfermingmivgption on the
speciﬁé videK&ich 20 Sata afﬁcti@ﬁh&%’d &Qh@ﬂl&lg g? @E'oﬁﬂlhé?éﬁlmestatus, the

present I nvention elimnates the ne or the
requestirepaeiytkinogs phet thetspecified device is available for electronic discovery functions,
such as collecting data from the computing device or the like, In alternate embodiments,

determining when a computing device is online may automatically trigger initiation of one or



wait for prolonged periods of tinme for a conputing

device to cone online or to randomy attenpt to find

a computing device online. [0018] A nethod for

nonitoring online/offline network status of a

conmputing device in an enterprise-w de comuni cation

net wor k defi nes enbodi nents of the present invention.
more e/di§cov -ljaﬁi%dli{ﬁ%tl{éqggn ﬂllé%'éyi'c&giucﬁ/%sadgﬁi AR I | G8us, the

processor, on a predetermned schedule, a plurality
monita@ingepplivapion sEtheiphecrs éaveation ¢loninates themkedsfoathegegfestang party to

.. »CONMQUt i device in the enterprise The net ho
wait £ GF A PR L SmigRbE GG RV ER 9 SoBMOUTRG: Begndogily atempt
to find QafHERE devicailliwer k status response to the query
fromone or nore of the B_I urality of servers. Further,

[0018]one orA msthodder mpritorigopsrKoLling ietvorkshbrl 8 comppiRgedevice in
m o0 1 R PSR 48 T on. 1

methodl ire vtdee queoyipgitving calemiting devise BB esspr, bhatprealeteroined schedule, a

AR Tt e S
The m&@6¢ fifriher RRAE feRaliag ig thivrbipdiinedeviosprévessor,nolatderk status

automatically comunicating, Vvia_,a conputjng device,
responggtohe Aeery froBrner mass ef e eBElEY Af setere FepbsTopReor more of the

netwofd &ﬁ&svx‘égﬁbn%‘ciﬁ&h%%%ﬁ iRRSHn 8P GkivdrE &hiu Br @k cbRButing device.
network 'status of the conputing device. The alert
Additinaliyf thesnetlivel in¢leddsrverifying] iviactbe eomputingsieiiae progésser, that at least one

cutrent twork status of t.he.co tin devi. c In
of the fiigicafiens ¢t dpeenyo R natspyter STREY, it 0 Ui ke,
[0019] Ni t i ahéddeding tospacifio BbbdifgnEehd methodiag Gater inchide aotomatically
nore_ el ectronic discovery functions at tge co,ngijti q{g )
commywgating, Hadcampntingdayics an dert jq neHr gyqre gredgtgpmined electronic

disc0v%¢f£§cfc%és%a%c§&9¥&ﬂﬁ¥atﬁﬁ%@ﬁ&wo@b@ﬁu@f thd &rkputiah dEVieS The
the el ectronic discovery associate that the conputing

alert ndigfi¢sahe elsctomia dptovgryaissaciate efrn quirgnietwenkistagsdlithotomiuding

. th | ' ' . tii. .
i "y BB oS SR S SR WA ol v
procesSti) ok srENGIS eldbRorie tisaslcrnfiintiiles agthiccompitirgy deyice based on receipt

initiating, via_.a conputing device, one. .or nore . ..
of the alees byt IS OV 7Y R0 S fien it (9 g tronie discovery

associtg il theRBRPAIANdMARI i E&%ﬂﬂ?r&c@‘ﬁe drh@e REWORK dndShalbdks t8d one or
t he cocgutl ng device. [0021] In other specific

more eledteodicrdisvogery ffunchiensietbiedeitiatee query incl udes a

twor k _ Basi ( i ne:
002014251 Ko 54 o R YL B A L g
initiatiﬁlﬁ,r tih e copinig deeiet sonefor }n’ﬁge et troondk; (flitdiﬁetiyrfdimth)hh eirthe fomputing
. the petwork stat i ncl udes o of inclusi.on or
devwf‘dmsgds%wre?a%% FibensEpraabs eighe qURULOg §PUCE
[002 lfﬁ : OIC | RtRRErWhdcifid f8bodBABMR bf e neodCBe quaSlitghde8 a®fetwork Basic

P address denotes that the conputing device is
Input/Oitpat Fystesm (NetBIO$)manhirte namsde idatifrsthe geppytingigvice a

[0022f ';g fgﬁgsggifﬂﬁhg%}ﬁibsgm{%%%%}?e&ﬁgtgé%@e ﬁaigh@aﬁf t?ﬂlget&&k%tatus

resses 1's current ate
includepomudfiindusi@vorcenisdion dflamt Internot RiootiolrdR) sddoéss asdoeiated with the

compieeHse. e bE Dy HEea e B R i SR ety

online. In such embodiments, verifying, via the computing device processor, that at least one of




for conmputing device identity and receiving a
conputing device identifier response fromone of the
| P addresses that matches a known identifier of the
computi ng device. [0023] An apparatus for nonitoring
online/offline network status of a conputing device
in an enterprise-w de conmuni cati on network provides
the TP E&Efr«rs@%ﬁ@ Euf R ARl \fﬁh tg.@ €oth tdg_%e. InHiRhGRAMopRits of
I ncludes a cofmputing plattorminc I ng a menory an
the meghtod| eadying mltpie@qmg each‘liﬁeldatpgﬁapm 1fi thetdetsyork status responses

in [ nonitori I.cat,l st ored
forcorp i 485 <R bk el b B BBt P i omeof
the IP amiwsmhmdnm@lea alkfbwo tdenﬁﬁatdfﬂqdi@h@nﬁngl@éw&n routine
configured to ery,. on a predeterm ned schedul e, the

[0023]ent er gt RPaFREL B ROH NGO s RITACctROTs Siaps o gorgputing device

in an cRFRis6- WM EdntHurtl E3ioh SetwRE ?rd'vﬁﬁg Fot Bthek me)@cﬁﬂ@ﬁ@ gf 1@ invention.
the query, network status responses that i1nclude an

The appeardive anclusies @ﬁomp@ingeﬂ&tﬁrrm lettladlug a gfemoiearshas st onepeocessor.

The ap?grqﬁlllé g%‘?%o ﬂ]%y S% 3 Ic% C]i:u%%renéloné ormg V\g}:ﬁ%ﬁh tno%t%rgg in the memory,
executytsle by ileai le@ﬂ ohe pidcesocadiihgudifg a hetwoviesththy déthradinaion routine
st one of the indi atlonslgf the network status . is

|l e
Conﬁg‘érﬁgﬁq quepy op ¢ reedetremaicd gehprlils, 1B enterprisg prEwerkdopnetyypiketatus of a
one or GNP rhfing %WlE@sS anc{ 12024, 1ﬂ fésﬁln%@for’tﬁé GuetRREA IR Bhfis thiBonses
apparatus may further include a conmputer’’ nonitoring
that ingliéy an indipationaf itlrnetwenk stitisof thecongonoioye @umplmng dentieds| Bhe
compupéf ﬁo?ﬁo%@&p%ﬁgét{o%rﬁ?so%c &3 %ﬁlre%orlé :}ﬁ & (\)/ca Hics %?n routine configured to
verify that sirfessi @el df yheciadivativing af ’fhe astvaklesthtus tsGpedificablly asdociated with one
ﬁéfdetern1ned users based on verification of the
of the one QFgRare LQMPHSEHEVISSS pr edet er mi ned conput i ng devi ce of

[0024]t e ONE aREmATE ERLSAMRHE NSNS Bty fJI*&ﬁer%{cﬁIde at@bplitees
the wuser of a current network status of

monitqsing @t teppiieatign é‘f@!ﬁﬂutl thegueraery @ad quf}‘u‘fab]letbbféhe ¢té¢aat @ Processor.
The coﬁ‘FpJ[&%? HBBRI)I‘T’H 1@9&0?} Fgoﬂfﬁﬁteldqg ? t8ﬂ1§t1&aﬁlyr$ﬁ1rngmmcate an alert
elec Ica t ry

ronic sco on store

to one annloexealstcainined hlyert h:seét)n veréfidatiomef the actesdostatud bita

el ect.roni c.di cover application ar.e 0 ured to
predel iined PIRHGTE AR P05 e e PL TSI 08T Bhingiiocs; Bt i the
user oft GERME eYwdrkd Reabis D thedredei@mired @b &Y d20ke C RMRRhiMBlated

devi ce based on receipt of the alert by the user. In
embodinertts, Eeronaraua inpludes pre orineere elseirorie élgcervnrér appliention sioged in the

t t

memo aﬁfri g%et% %/éb%n I(%fri]éé & lgars]‘%(l;}% C{)Jz-:gs ‘folz‘fﬁlﬁécﬂgmg %}écg\%ér gpphcatlon(s) are
configwke tt beamempldm&d\te inftidtel uod drancre elzctbenic distavatyefilnetjcdd ﬂl&he

Accor.di n t al.t er nat odi ments the a
proder e oMUV Dett ORTECE R LS AFL T bt o Sk entbodiinents,
the aleft Mofifi@tthOfleaRrmid (ﬁ@olvéi'? aSdoelaRthhtihd SR Bé’w@cnlg currently online
executable by the at [east one processor.

and inelydeg theqme or morcdeaiopicrdisseyeny ﬁ'*mCﬁpms tapbp emtl@tpcbl | cation
[0025]I S €O 'Acc&ld o bihePild 91#9%&% Iﬁ%dﬁ%@ﬂt? thte %gﬁ&%? mtgg fhefilde gﬂ efectronic

el ectronic ISCOVGFy I ONS a pred rmne
discoveryfymetipm gn‘ﬂﬁmn applratedstoed ivthe nfdnpay mohexefutbble by dtevap idast one

T T I TN T L

st at us detern1nat|on routine is



further configured to query, on the predeterm ned

schedul e, the enterprise network for network status

of the one or nore conputing devices. The query

i ncl udes one or nore Network Basic | nput/Qutput

System (Net Bl OS) machi ne nanes, each nane associ at ed

Wth a respective one of the one or nore conputing
— i . il ' . .
nitiar SR e PRl Pt 3he SERACTRE! b fevice based
on veriffigatidneof theomdiwgilrseadust of theegredatermined qoeyppting device. t he

guery,. networ tatus.responses.that jnclude an .. ..
100261 ngi &4 PO Gbod S B ERPERaLS e etk S UG RRigption routine s
furtherGOARErEN S ERM}, 68 $he prEdtdrithcdathedile, Bt chit€oriRe ok for network

status conprises one_of inclusion or omssion of an )
status ofrthe preser Pere compting doyicss die guery dadwles sneer MpterNghyark Basic
Input/@t?rg{&@s{égl AeYBIes) rhddhAl B ETRAG DR Ssoct A& Wl YMRisKective one of

S us verificatron routine 1s further configured to
the onwermérg coimptitingg ddveast one of the | P addresses is

t i ith. th ting device. o
oozt ot A bk AR BB YefiGgminato
routind/i8 Tirite€ 8 fdredrio wdeNR, inSedpohdene theaquafy, getveek staus rssponses that
) each | P_address returned |n the network status, e
include ansindicgiien offthe netyRPuLItRY OB PR 1BUR @Pwyufa}aﬁew@% i [jpg ingication

of the ﬁ%@gﬂé dgtzﬂﬂs &%rﬁ@s Sl indhdn SRR Lo dilqmeﬁ{égPllgnftoacBhﬁP) address

resses ‘that matches a known identifier o S
associatebwil thewempotipg dévige. densuckesmpatimgiits,Ahe nefparkestatpy vayigation

. praduct that includ ut er ~.reagabl e nmedi y .
routndfs Bt ol 6 KA el BERE OF BT B0 Fo i bty ggsocicd
with tHRQIBIpuGHg dEaba M EretRel) it wtteh einbsttimentsf the Bétwea el staths verification

codes for causjng a conmputer to g

uery, n a
routings Serdics PORIFEREFLE R ach TP e FOATPedin e et et aptys rosponses

for coﬁigﬁt' CleVRE lﬁiegﬁﬁtdﬂﬁ 18%eiR LRERihS GevilRUUGRified RBponse from one of the
Cc l'e med d

nput er - r eada iumadditionally includes a

IP addsmens tinht swtche$ a kueves idkutifiar 2fi g resgediive epmpnetens deyiceecei ve
netwprk status res to. T .

002807 oF ORBYBL SR EPLRE e sk Bt Bt B i dctines

yet andthéH eitoldinien® bf thBénveatinnr The t@hpiserakadablemedianutdlidgs a first set of

evice. Additionally, the c uter-r bl e medi.um .
codes fof T SRR GUAFS i SR BRI Caa g" SMEBHpTATe notwork

for netwdr &hiuf ¥r 4 Sihpiaing lde@ss. TRRoRbufeRfeallilé ARbIuATEIdRfonbileincludes
network status is associated with the conputing

a seconkbssit 0Bcodes (2 gpusing mconpntertie Fecgive aincBvask stays sesperesg to the query.

The ont%:eclr%rg 3f th2 éﬁg‘gv&%’ﬁ? ?taf?l@ pe%gn&]isgf nc quﬁdi% thn, brk status of
program proddcts Tor automatically nonitoring the

the comphiinpadenfck) Additiaedlyyiht gomputenrspddablemedidenindedeswi thind set of codes

for ca%ﬁyg?&q%éﬁié zqe y%é?fgly%mﬁﬁgg% ﬁ}lilei S{Eﬁ% l&l%&af:ﬁltiglpﬁgo%td’lg etwarkStatus is
associtfl Wi hief ddnigd@ing iakiss, such that the notified party
can conmmence with 7 conducting el ectronic

[00291di scovBirg, festher detaileses pevidedrbloy for syt @ppargtus, methods and
compt%é;rﬁgoﬁ&h'})go fs foF{uﬁ%%&t?%Q? nghﬁ‘&&\!@n‘ﬁ?}é bﬁﬁﬁﬁéfﬁ%efaléﬁﬁw HRmputing

on-contirmatl a Co I Ng vice IS
devices vithia. an [eDG3fjse Toystdne aadcauhatsdatiy motidying he pady egquesgng such

I ST NN Y ——

particularly pointed out in the




clainms. The follow ng description and the annexed

drawi ngs set forth in detail certain illustrative

features of the one or nore enbodi ments. These

features are indicative, however, of but a few of the

vari ous ways in which the principles of various

enbodi nents may be enployed, and this description is

e j S o2 PN =IegeleTe 1 ' hej :

condue kS S e e B P iR g peims the
electrohimviisegvarirue atdd SmctitmsdassdomdionBrmationfthat heompuiang deviteiinonline.

(00301305 B bie! BRopb BRI eF neironep BOY 38 REG by IR jpug, gr more

embodnﬁrerﬁszain@nsaﬂcé femhiRs ﬁbﬂémaﬁa(ﬁﬁi( dEslcﬁaecﬂandqaaﬁLchfaﬂI@tpbﬁlted out in the
gr.am of %g appar at ys configured for network statu
C:

ClalmsﬂE ¢ fq%hor%g Tg8iop ahe the anpexed devriagsel Lathvn desaih esriont 4&1ustrat1ve
featurel Bf HEGAE HARGR: éﬁlﬂd&lrﬁém&@ @f'hgéérfkétm%ﬁ afehﬁdwﬁfv%s ever, of but a few of
Invention; [0033] FIG 2 is a block diagramof an
the vazgisawayisus viueif ﬂ‘@mrmllﬂ@rofn@m_ms kmbedimgsts manbe emplogedyfand this
descripfiofl Bs mrFi%Bﬁ%i 9 ftlude? a§1 o éégordg"%rﬁ arll&n e kﬂ gﬁerﬁgggaf ance
FIG 3 is a flom1d|agran1of a method for nonitoring
computers for network status in an enterprise-w de
el ectronic discovery system in accordance with

embodi ment s BRIEMBESCRESEACN OPYEHE DRAWINGSS] FIG 4
is a block diagramof an enterprise-w de electronic

[0031]di sc O\erwylg@u@mnmd gbpditentsgf teripeenting umcnabtenns reference
will nonol;]elsﬁé% Q?I}Ievaésg?rfal}ga%%n%%%%%fémﬁz}w@c%néog gétrﬂ%g%ssarky graga t% ﬁ%ale, and
whmmﬂf an el ectronic discovery manager server, in

accor c epbqdi nents of the nventi on;
[0032] 0037?’?& is %ﬁ?rgatg rzsen ﬁﬁwpa%ﬁ%%rcoag %%%W@ék galps
monitokifg BPcERAdrE fUrCentlrST@UGIIY nStHtIE T accbﬂiaﬂééc‘%lgéﬁ&ﬁmﬁ%kﬁ‘ of the

an enmbodi ment of the present invention; 8 [0038] FI
PmﬁmeY@ﬂ@nblock di agram of a collection server in an

el ect [ Vot
100331¢, 20 R i SHCK Bhta TR Mot SRFRHERTG ook sl
monitobihg oRcathpudgrain danl dntesprisatwidg netweek, iroaicorddhcomiteergbodiments of the
managenment structure, in accordance wth an
presentd Plent of the invention; [0040] FIG 9 is a flow
[00341di agr 3MGOS ia MR BRGrahP6r 4 Mbthbd@fdr RtbnRoRAS SontutdFBildr %Etwork
including creating search ternms, creating and sendi ng
status ip ;s saleaise-pAdeRiedtioais dissevry Axptemein Aerordanes Witk smberiments of the
4 ng and sendi ng surveys to custodians, in
pnmemgégﬁ%agnce wi th enbodi nents of the present
[0035] FIG. 4 is a block diagram of an enterprise-wide electronic discovery system

highlighting computing device monitoring, in accordance with embodiments of the present
invention;

[0036] FIG. 5 is a block diagram of an electronic discovery manager server, in
accordance with embodiments of the present invention;

[0037] FIG. 6 is a block diagram of a database server in an electronic discovery system,

in accordance with an embodiment of the present invention,



invention; [0041] FIG 10 is a flow diagramof a

nmet hod for custodi an managenent in an el ectronic

di scovery system in accordance with an enbodi nent of

the present invention; and [0042] FIGS. 11 and 12 are

fl ow di agrans of nethods for harvesting different data
types in an electronic discovery system in

accor W toh . enbo of the present . ..
100381 ny et P faBeReed o B st S RaBBRRERE dspopsysn.
maccdr&MEB%tQ&n[e%é@ﬁneﬁﬂ&Qﬁéﬁﬁ@élﬁ iblentidte present invention

&Y‘&?e descrl bed nmore ful lé her inafter wth
[0039]r ef er BtigbloplediagramiHuriiAting Clr BRI GECOVEY MpAgHMEY sEucture, in
o b dlﬁapgg{hgmeﬁtgg the i nvent| on are shown.
accorinlt% g{ma%weol hventl on nmay 1be enbodi ed i n many
[00401di f f erlfk Yfine ﬂewalmgrm ofis thethot! forcinitioting # casd oamattenineluding
creatmgﬁ%ad'gi? en%:)gtldelg. Nt S (%]Ilf o¥etsQrvht%¥ ex#(ﬂlces H’T Orgr&?d@l%r?‘gotlces and
creating ahd Sén)dn‘@ml'\}eéjﬁw @sﬂoegﬁi in h@Qtianewhk Smbthd1k1€n1ﬁ loﬁﬂﬁrp%esent
refer to like elements throughout. [0044] As may be
mVCn“QBprem ated by one of skill in the art, the present
[0041] NVENtETeN 10%Ya A6 dRERAdbEImefod féﬁh&@@lan 4k ent in an electronic
conput er program product, or a conbination o
discovényrsygioinnig. accordanse tithginyembotiangnt e5tha prasent emtentm, rfm@ -
t ake t m
002y, Py G T M1 P8 LR Gake SE rHARLCIoF HRO R R erent data ypes
in an elktonic dfsc@ftryemfwh', e adconiands with gn sabddimes of éhrecbresent invention.
har dwar e aspects that may generally be referred to
herein as a "system" Furthernore, enbodinents of the
present invention may take the formof a conputer
program product on a conputer-readabl e nedi um havi ng
co nDEtFQJILEB THSCRIPTYDN O EMB GDIENTS ORTHRENVENTION
[O Any sui tabl e conmput er - readabl e rredl u.glﬁcgay egtfl
[0043 T 1 z%a oditpents Shihe PEFent iR RN BOHERY bRdmebamorgully
heremﬁl@ RIS efibinc AR the hibohBan}ife AR IRICRIWIAEH SomdTBONRS b,
‘ optical, electromagnétic, infrared, or sem conductor
embodsmsntsnf tha Wantatme siepevti. dadeads theinysatien meyberpribedied i many

e oS BEF 3, BEOTRIEH S SO oA L P

rather, eh@e tsﬁ]ibﬁdihleﬁ@ RreRbiided Sethandisalielouremayesatisfiy@appliable legal

stora e medj.um such ortabl e conputer
requ‘“?ﬂ’ Bt Ee Ef?:ﬂt% bﬁ glemspy ?HPE}@'&?EES nemory (RAM), a

[0044] €ad- ORY YaPVBERY ﬁfecuft&%v‘ﬁ)neaﬁ SRIER AR &1, IOGERATRARERIon may be
read- onl éomermr or Fl ash mermry), a conpact

embodgidsas armethiod nysfermopippict oreRTVprodyet, ok m@mlbmtw@a)lf therforegoing.
Accorc?gglgz tthI ére%énq ﬁu&%‘ﬁ' i?&kFﬂ% A ne{& éﬂ} érgdrl]'&? g r Wl gt%nﬁ)ﬁblﬁlnent

hos
(includliil@ﬁrrhha‘emﬁlﬁeﬁt ebﬁwaaﬂamlr@codna elic)) or e eriblodiment dombpapgsoﬁware

of anot her suitable i um.upqn ich the ogr
and hafiyaat tpects St e SERURA e &0 LGS Grre g Fihesore,
embodt@Biits beMe pMsént idwhtibHbd e thefbh &8k cHRARB ;ﬁ@g@fn prb&uct on a
paper or other nedium then conpiled, Interpreted, or

compugertreadapleangsliee dewae compuessableiresan sAds embadied in the medium.
[0045] Any suitable computer-readable medium may be utilized. The computer-

readable medium may be, for example but not limited to, an electronic, magnetic, optical,

electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.



necessary, and then stored in a conputer nenory.

[ 0046] Conputer program code for carrying out

operations of enbodi nents of the present invention

may be witten in an object oriented, scripted or

unscri pted programm ng | anguage such as Java, Perl,

Smal | tal k, C++, or the |ike. However, the conputer

cod 0 i el i ..

More sJE.08¢ BILEPEL 1l QonfiRlr Kol P o BRERALIGHSL B notJimited o, the
following1 drt edevtiical comostemthiaoinglonp bomertuwiads; o tangib&nstorage medium such as

nguages,. such as the "C' programm ng | age qr
a portabfZ ERIgHE i e 7 RS S GOR PO RO e <ghy memory
(ROMY, B eRESRERbgianRibld 1RiH-8819 ntl@si Y (IO DERIr ®lysWintdhory), a compact
reference to flowhart illustrations and/or bl ock

disc regfl-en)y mesnosy (RIS or aihsnenticakor(eagmetihyragadryicCoHPRftAnSRIssion
mecia 0G40, PEAHELE Y oD, MDSRE SR Ml Ll

medium rovld evadidypapet eransthed suithide kedium tgva WwHichwihb @rdgram is printed, as
i llustrations .and/ or bl ock .diagrans, _.can be

the progiag ARy CE BHRBLERL ol AREPRG P FRSRGInE Shibgaeper o

othor nSANRA R @RREEAThtchRGEd, UE biheRFisdrcRSedIh QWLBRL: hihmr, if
processor of a general purpose conputer, special

necessgly g dleen sSIphin asomppter MIRIEY-pr ogr ammabl e dat a

procegs) t oAl :
00417 2 AL EFRAE A Loy RN 0o BERL OPenBlAL1 e
presentt ieentiompuay de vaittentihar oleas griemtnd steptahomumsgippakbegmmming

anguaf 520 oS CEGUERE PR, e B BB ol froeram coa
for carfirCdit dp@aticRiob baBkdiMentd bOtk presbGrkEhtidNBE R a6 BRWHGEN in

programinstructions may al so be stored in a

convengighg presedyralptagaemipglapguages sechag thed (G gregramadia lgngyage or
s 3 gégmabl e data processing apparatus to
Snm}ar%o c%lﬁgl%ngq?%’g% particul ar manner, such that the
[0047]i nst r liptbodmsenss afiteeipresent ineerdtmmper dascrited delovewitleratiergnce to
roduce. an artigl f manufacture includin
Aowehl SRS a8t o e R REhels sl ey ang computer
progra@esdulise O thay beedbts@oa Mgt tachrdodrof i cOtdivcthiaA @ihREhtions and/or

bl ock(s). 10 [0Q049] The conputer pr%?,ram i nstructions
block diggyargy, 4Bd/proqrepipriigns ok Rjogks iy Mg ftosichyt ilystrions and/or block

diagraré, QO BETRHIL Beria By Mn%get?g d¥darft E}%ﬁ'ﬁ@&dﬂ : ’i‘ﬁ’esg @b&gﬁutt@r program |

series of operati‘onal ps to be perforne
instructomspoaydre ovidedhtora poesgion ofra péneral ppaose eomputermpedal gairmpse

onput,er - i | e t rocess such that,the . |
compufef I SHEF proBRAER S BOERETE odtls Ikt & machipp,speh that the
insmcﬁ%ﬂg?vﬁm_bécﬁte?ﬁ@ﬂk@i’db‘éss_o]?@ﬂgé d@nplﬁap?lotm ﬁi‘dg”ﬂinﬁﬁ?}lkt dag)
t_ e uncti ons/ acts Specit) e In the owchart an or .
procesing,nparafisagfpairinsriasms)for innleapening (ha fynctiogspts grecified in the

flowchRtt Q80/aBIb i SIRA LR L S BRIKOT acts may be conbi ned
wi th operator  or human inplenmented steps or acts in
[0048]or der Thesecampytepprogeam mstyedionemeay also bhstored iy @ pempirter-readable
0] . Thu a ratu systens thods_ and _conput er .
memo%?lgag Ig%l nﬁ;;lbercg% a%rggu ook oﬁiéﬂr' Io%rammablé'%aata processing apparatus 16 function
in a particular mannér, such that the instructions stored in the computer readable memory

produce an article of manufacture including instruction means which implement the function/act

specified in the flowchart and/or block diagram block(s).

10



di scl osed that provide for nonitoring the online
and/or offline activity of specified conputing

devices in an enterprise w de el ectronic discovery
system In specific enbodi nents, automatically

determ ning when a conputing device is online/offline
and automatically notifying a requesting party of the

onlineloffline status, the requesti r knows en
(00491 he o pREPTBHer FEPTELIETioh PABASO PelRarts BRpEpUeror oher
prografinfBRVEEYprbetisihg Aftaratis e Rawme aGetié BigtiS@d Stehd ©Mctpeformed
conputing device or the like. In other specific
on the eprapii Pl PESTAARLYLE APRAALERIOATAUGP AGOMPIA -inplemented process
st GBI DBl P S AP OB bt o
provide brepsafoe fmplv@entingeahie functionstkis eperifidddo theofiivechditswdoeblpck

. associate. in determ ni ng when a ¢o t] device | .
dingraG ek a MUY PR ER O BAEL CHOHT il SeRS VAo Fiay Be gambined
with opd#t6F brif¥enan tMSlefRiel QichH 8r &Rinicedd: kdEarBf out BE embo@ERA of the
. Invention elimnates the need for the requesting party
inventod. wait for prol onged periods of tinme for a conputing

devi c ' r ' :
(0001 T R byl Bhoth B0ty B prbfhchs € et
discloseil thao prowtderfor weniiarmg thaoiline asdibeofflinesstivignoiapacified computing

., accurate and ..tinely.harvesting of files.fram.such

devieg AT LeTOI Y uf PTG AEsesoe Ee e 1 S s slipactts,
autom&RAIY aétkMInink hdlen Gicoputitd\@vitks bBRlofDihe bild &nbmaially notifying

W th oldugg, hlding, alteration, destruction, etc., of
a requestipgpartepiheanling/adflg sefus, tha reupgine SRS AneREnYacrgbe sppsified
device S YRhBI0 Porl e Ohic Hide GGY kldoAdts, QRhaE c@ltﬁéﬁh{@a{ta from the computing

l'ocation Is |nparte§ ' addi tion to net work stat us, _
deviceton therlikek Iasthocspatifid ewbodinwetsi asemiginally detogninimg when @lcemputing

doiesS SR Ao BP0 A RSB ARG, gimes
need td RbIVeRS]EOMEI&EoVEre sdsbate[if) Q&tedmifdngwhbn prcomiptigse device is
~ schematjc diagram of an appargtus,lo nfi gured fo[ :
online gaq yifiatng dhcaslerdromsiliscay Frigelated feprhione e migntpring application of the
presen‘?%&g | iRt lan O RLNIDKthe FQuBSRG PAAP &PwHlk Fd? prolonged periods of
enbodi ments of the present invention. The apparatus ]
time f&@, comtputing devjcedio wpmi salinmardo ravdambnasteswhiuiindhgcanmputing device
devi ce, includes a conputing platform 12 havi ng at
1 east one processor 14 and a nmenory 16. In specific
[0051embodi Faehes nwhitbhey ofvoaiputing déiessdpprreatensisoryn 4idkeaccurate and
i the formof an el ectyronic discqvery nmanager server .
timely haryesinesH ke 1FOm AYh AFEIER UBAITHING Le SDIRBATSE 5 SRRaEire o spoliation
risk (7.N e TRPREN dGintcRfiod RANBSIHMe 10 b OdIRSatBARME&tion, efc., of data
moni toring application 18 which i's configured to )
relatedhonicasy). Tthethereembedpnéngeofitbe nyentionon pdudhadentiicaiéon efghysical
.online .Of f.l i [ . .
ot A B b DR e O S ing ot o
stolen 8@k fetlGoed N dingi peattivehotifivatibmyaiotaially fead tcenmpueieof a
npnitqrigg ag$lication,is i npl emented in conjunction
compufjng deyife ALY ey EAPEEddNS¥Bgery system in whi ch
[0052F! €Ct 1Pt q (#8¥idesSt ROSHARY diASEAGH ah Afparthi] Redh@iFitel ifdithetwork
device in the enterprise network requires collection.
status Meaiteringftcemprists ineniepigrmalpWidaRIEark; i apsprdanes with embodiments

of the %}éts&meﬁ%d ¥The apparatus 10, which may comprise more than one computing

online

11



determine and verify that a specified conputing device

is online and/or offline and, thus, accessible to the

el ectroni c di scovery systemfor the purpose of

conducting el ectronic discovery functions, such as

data collection or the |ike. By automating conputer

nDn|tor|ng t he present |nvent|on el imnates the
s L csFRAERR B SHE 2 PR B3Rl SaBlSBRIER pemgry 16
specific enipodimants @Eﬂiedﬂvdnﬁoﬁ)ﬂﬂe Iapﬁaratﬁﬁﬁldﬁ tﬁké diecforh 084 electhic

, t he network tatu a onpu g devi ce
discovery MATPEY seryerd i %ﬂﬁfi ed helatie fo lrb%(?v%n?ﬁ%memory 16

of appWatd§ 10 SBAR @bﬁﬁuﬁhﬁoﬁ@ﬁﬁ@%ﬁﬁﬁ&fmﬁ 'l%h?cﬁ@?&)rﬁ%gred to monitor the
I ncor por at es nobi | e devices, such a top

enterpgissmetivask 20 thdetermanaithe onngt and@r @ﬂhne:eetworlq sﬁ?éus dflagknown

compu%%e&é{léﬁx tll?e ?q%%%%GHOrE %O. gr[]%ﬁea?% Sglgf&%relﬂg gﬂé 1nvérﬂlon the

computm Iﬁtcﬁlﬂbmma@ﬂlﬁiuoﬁai inepleriéntédhial wmﬁﬁctmnnﬁtwéiecsmaicuﬁscovery
natlon routipe 22 th s confi red tp send a

systemdag&l,c AGCHGHICéIaBTSgH ‘érr%f’(f’féaé&tma ﬁ?‘@pﬂt dewige § entgrprise

networ%@ecid"res E(leecﬁGH eTRE b&ﬁpﬂﬁ&trﬁ\ﬁﬁtﬁnhg aﬂﬂfc@t‘idﬁ i9eble I‘P@atﬁ@rhéftﬂfaﬂy

us of predeterm ned co i'ng device

detem@p@@dﬂﬁ@fyéhﬁ@cﬁpﬁeﬁ@clscqmpwg dﬁ‘ﬁ‘afelﬁ onlre andeor qftbﬁgzmrﬁayhub,e

r
acceSSIt%gent%) tlﬁ@%gcﬁrg)%ﬂgzscﬂsaeﬁgﬂ@ g%s@éll{é fcfr thez#{ﬁ'Eos@%f c%&xr%e?{%g@%%lscovery
functioms,sutless datdheligeiemyor e Mtel By dutheindting yombhiteofmohiheing, the present

. co utln evices that are currently being noni.tore .

inventipy, DRI MO IPE SPGORS ST Lol lontl Ayt Baatifte og the like, to

randonﬁ?’la@téhﬁﬁe Eha@ﬁ c&rhﬁutidg\(ﬁﬁkb onlile RAPHE dRGMERYibE B5the hetwork
identified in the query by their respective Network

status gfpstomputipgiiy st heaemsyadasniipgvesigmios) tha aterprispactypdyis world-
wide, sf?agl%uﬁ%ﬂ? gfaégﬂ‘%w‘yjoeféfgﬁ%u §§s Aéﬂl %Jg&&g&%%ﬁ&v{bgé WREHas3%top
compuésd, Abddhski dcogpating dedcearn thw lile] eksh mmyme(abmm{l wi didiriehat any point

. .. hetwo for exanple, personal/desktop conputers
ln“m9§§nfgﬂtéﬁ?ﬁﬁ?%b??able comput ers 28-2, handhel d
[0053]CONPUtTHE @oﬁﬁt{tbﬁﬁ§mtor§1%%i3 [2satibe | € FRRAESa ndtRbAMRhs determination
Digital Assistants or the Iike 28-3. 12 [0054]
routmeﬂ?eth#et pRofigusndde sen @el‘lé’?Yrﬁ“n ar p gredelsupinpéschedyle, to the servers 26 in
the entt@%g‘sé ﬁé?&&lléftx deRMhih O HeSdrd i 'ét?ﬁl@ oY § e@eﬂé{?ﬁﬁ&{‘éof’}nﬁ’h%nlg Qevice 28.

query fromone or nore o “Ura
In specific erebalimdiieof the pomesteon the tumhe mag rbe sem dnmmfewhnmh'es, such as

net wor stat of ,t.he conputing device. .In specific .
once ety B sfich 11 PRSP GRCE YRR TOHeR BT nl Rsrdup R4 will
1c1enuf9 an WPk c& Vﬁﬁtﬂfg deRizbsiigsart Bardnily ®EME imdBiteled @ ctéridhe

dress, ich indicates that the conputing device

onhne/ﬁﬁt}m%a%r Ingne specifia emodgpent REthg davgation ténrb cemputmﬂ dewigys are
L Ak T i S O o A

As show@Gb&¢onputiog dedca2d mshaenteprischetwark 20 mepysnciade anysomputing
. in c fI'c . bet ween indicati on of
device sfircot baghifiind A VST R SR o Sinay ML B DEbeeRh, for ramoe,
persondl deBktbﬁﬂ Sorﬁﬁﬁ@rb QBHQIa@WHhMS corlputbrs 28-2| Rarldhslti aB@Gstingdevices,
whi ch | P addresses chang such as Virtual Private

such apfetepbimes,Reraqnal et aicrRisEai BOAP T ahekke b | | ke, a

false I P address nay result froma server or service
retaining
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an | P address after the conputing device permanently

di sconnects or tenporarily disconnects. Even in the

instance in which, the indication of network status

does not result in a conflict (i.e., only one IP

address is returned), a need still exists to verify

that the |nd|cat|on of the network status is

ssoci.gt ed MA e I.C ' .
[0054]fl equi r’@%e nﬁ: A rSF(:I $ defep (I) fg)}lm ér%qs aﬁ&t@ﬁ%ﬁg/ cl%gﬁ'gﬁrg@ to receive
a respdi€ 30 &ethe odry Eoandesyr nhore Oétht: Ppluralitp of surcars  Thewedponse includes an
. .. VPN the like, t | P address y dypam cal.ly
indicaiopypighe BRiFPHos IS AEe eomPying Sy icanBrerie: bt of the
1nventﬁ)9nﬂ% iRicaBA bf Bk By AP RS dchils 42 ARt PRARbI gP) address, which

i ncl udes network status verification routine 32 that
indicaies thabthe icgmpeting devicg midyybetagerentihastive gn eettebyprl (V. eacanfivek If a

e i HE Bk S B, RS b

[0055% he  slpeeitdih dthtanoesie rersgordea/nnaﬁresﬂlhm aemflit betstead inglication of

verjfication rout i confi gur.ed to nd a uery ..
the netjyprk yeficsaghes G diBFeni 1B AaGTEs eRoCirEd ik dle Setisd Chuing
device Qﬁ WMt c&liR WhkchdPladdiFbRa thPiBe, snéngsesﬁmmlﬁ«%td WatwoHatvPN)

that one of the | P addresses is currently assigned to

network-onsersiony ?mﬁldh%bhfp atfplprylP addyase may resylt fioghasaryer of pavice retaining
an IP J@%@‘é’? éﬂger\fﬁé; ‘l'e I pog.@gg 9%8599 . Oﬁ]ﬁ%nné dﬁs?. ﬁiﬁgtfs Iog'tgng[% dlsconnects.

Even ihhtiad mvtmnoefm edidhhthermdivatiok of hettvosk titug dees aotmesili 3 m91 conﬂict (i.e.,

oy oS5 e bl ST Bl ik 5 ik BE Ferwon

status fs%&iéldté&wﬂl@ﬁa\éls]ﬁ&)ﬁec{ Reilingedetd Wiigh tquirtsaet@orkshomn
is a nore detailed bl ock diagram of apparatus 10,

determipations Thigis 960@119@@@@&41@191@ i3 CBNAR Jsiaprtgich 8 VIPIEST the like, the IP
di scovery enterprise

mkk&§%9@4h§%8%ﬁﬁ€§%% |ng Q$§gﬂ%%dlnents of the present

[0056] nvent TloeneforEhthe ebmptlﬁeomomtordlﬁpph@itlpn 8 nddjeonadlyrinadudes network

s S SRS 2B G R R LB AR s

such ak thedPtali@@sd orehdiaieH ITERA F5ct, the Qirfenfly Coi@éce !Ilmadtﬁ‘dss ussdtiated Wath the
such as el ectronic dlscovery associ ates of fhe petwork

specifigfl somautingrdevics. Jhe peiwertortatiny erilicatipfroulingdd isgapligured to send a
query 34 REBYBhY of HBLITP AldressB!Fihud it thOhdr6H ity Oltdrlination

Ition to providing (greater detaill, _
procesia itcgmrifg hag thagoneonfshalRt :aidmses 1@¢mtantlyre$sagled Thibe SPeclﬁed Computmg

deviee (SR 4B RSHR Ve PERRRSLABCIS Potpond pietRefHBsponse 36
from dﬁé% ERUIP adiessedthasvetifids fetdeadsk GRRusat car dibmmtmg bevice (i.e., the
formed on any form of conputing, devic é % The
response 56 ddicpigs thay e eddresiis &Wﬂﬁlymsaicf%fmvlﬂzth@ﬁ goificghpomputing
danm%gcelve and execute routines and applications.
nputing platform 12 includes nenory 16, which may
[0057]:onpr i Re“en‘ingltaFilGeZ,ahdwn@ramoteatetaﬂed g’@nbdwgragueﬁapasratus 10,

-0 .and/lor randomacce
spemﬂé%}ﬁ OVEny Ignager s rversﬁo gﬁlsggé%é%vﬁ@%c%%%cn O discovery
enterpEiSPdicai 100, adcbatingto enﬁhbﬂtrﬁiﬁlts oﬁthérpn’eyenl ﬁwﬂﬁt}t)ni e witetronic
fl 1 nqy
dlscovgg'g@%gﬂgggsreg‘fer 1?3 Ps cr(gggo ured %:Oepl'O\Sf’lde networ. status corzputer monitoring

across the entire enterprise network and, in optional embodiments, alert predetermined users,
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tertiary storage device, such as magnetic nedi a,
optical nedia, tape, or soft or hard disk. [0059]
Further, conputing platform 12 al so i ncludes processor
14, which may be an application-specific integrated
circuit ("ASIC'), or other chipset, processor, logic
circuit, or other data processing device. Processor
such as ecifonft dilov i ACETRG oFHE e BRy Sl PR otk b tinine
electronivtdischearg funetidis, suvh as dstadelitctipn ogthahiks. Bumlditioasgo providing

C u nitqring. application 40, conputer . ..
reatei TR B ARG S Vol RuoridiBhodimruly Thhe Eetrogidtisousry
managbthasiter 010 indy irichide @Ae aPRblecTahPtypé Of edmpuliétie Wevisd. OTRPresent

in the nenory 16 of the electronic discovery manager
apparagis ajd pethpds canggeorpinghdeassiormadion a1y foge ef ¢ompugigg device.

proce @t%oﬂ QM@% .

[0058]f ir m/vz[;cﬂ g @&ggngl%@gﬁ&%é r? él%g 0 n‘lg[?‘?{)d nfs2 l?ﬁ{er eo Cféwte ﬁ%c% execute
routings pad hpplichitons u Aotipotied platforaf 1 Simcludes dBoryrid, whigh may comprise

ot BEL 801t B OF a5 PR S PR AR Fravt o
ROM)NEPROR, BERR 0N, HARK b &as, iof By RBloBXx0RNg 16 Gomphier phaffdims.

ot her networked devices. For the disclosed aspects,
Furthey, myaosy il 6 gay inrdydeanger poroilaspmsaosy eflls] o maybe any|seepgdary or
o 0 U S! S 95510 00 Y o, I Sl
[0059]appl i darthemc@putimkebtioonil2 atib suiwdes pracessort 149 which may be an

. initiation. application Ol subc onents or,Sub-. .
applicalonspedlic W&?gg%?‘i. ““[%‘68 ﬂ‘g%o EP@FT %Fnlgﬁep BFagespor, logic circuit, or
other datiGirédegdidyd doviden Protdedr CHONBINErGREIcEIdS sUBhdY |AST@4nay execute an

enmbodied 1 n _har irmvare, software, and

. dware. f re, |
applicaSioRBrogamBme interesdt AP )40 thenmbirfasescwithny resitleny programs, such
IRPShonfidifppliQiien 90 R fhoff ﬁ'ﬂhlea] Y i
I scoggry r%aa%géer ger’\r?g?@?lo, ORS e I%ﬁ%ﬁ?ﬁgg’ %Iﬁ%tmmc
discovenylfenctige wiitaniapplidation 7@ ot the hike stdied dothemyensyrs {16 of the@lectronic
discovThus C‘%”gunrifél tion nodule 44 may 14 include the
?Igdlb’:‘lﬂggfi YR &Y re, firmvare, software and/or

[0060]conDi rPaddesas 14 hehgled vdrivis pRkeddingShbsigtems 4P eﬁl‘lhﬁdlikd in hdardware,
co ni cati on connection. [0062 revi ousl y not ed,
firmware SOHERTSr 3P rEmBMatBRpaETHy [*1@} ?ﬁ%ﬁﬁe ﬁlzcgqna}lafsof EgfpUtdrand the
operablTRY bf B k&Ferai Af@bikO For SaMMIE BrdesssERRib IR 45 Qllow for
noni tor the enterprise network 20 to detérmne the
initiating#rideaiglading copfrhyriepioneeandorxkhangingataotittaotbprawtwarked devices.
C Lk vice i.n the elec ic discover
For tGATERKY A GG o MRS BB PO NG Yooy st
used inl Gonfumefiorgwitle corhyguterandromiing applicyticied(e compeeranchioeing hiert
. that a specj fd', ed conput.i n&, device |s.online and/or
applicaliop 60 flectrapty discRyRY Tunchies Hittian ppplicRikons( (et sprpmyponents or sub-
moduléli tR&eyery system for the purpose of conducting

el ectronic discovery functions, such as data o
[0061]col Cempiterplatfonhi2 pddieonallp dwbideT pemmunipiions mednietddrenmhpdied in
P i LO i . a.net t efernm natio
B el M5 5B 08 Bl 8 LGB amons
the vains detopomdntesk the bledmdac discovichemaetpeessvarrl 10, as well as between the

other devices in the electronic discovery system 100. Thus, communication module 44 may
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ot her apparatus in the enterprise network to determ ne

the network status of one or nore, and typically a

plurality of predeterm ned conputing devices. The

query 24 will identify all of the conputing devices

that are currently being nonitored to determ ne

online/offline network status. In one specific
. e A A ‘4.
ntod RSty S 45 L, Uy ML B PR Uibtting o
networkiebwbiunidataen connagian/ Out put System (Net Bl OS) nane 50

[ 0064], The .network, status determ natjon .rquti 22 1S
(006215 i ¢ PRI RF G RRemens; oacomouts e F sfep pomputer

monitdrjﬂ? appIRfarord £3 Wﬁ’i@&ﬁlﬂ%ﬁr@ﬂ% thofftor the citbrpFisd hdtWorkf20 to determine
networ k apparatus, such as servers, The re%%gnse 30

the onlinecind e offtine netwpikatateroigrspesific pamping devige insthe elogenic

. i i i fi.c. N t:
o L SRILE e OGRS APIGAATE 8l
automativally desmiiheand veridy thet a freoified cbmptitiR)g dedltte ésonli2 andibhi offiine

i ndi cat, that . the c utin evi.ce. may be currentl| .
and, iy e GRn R 1 PR Ry Sy e precs of firdilneetectronic
discovbiyauadiRng fsudi e dafiaoukdtiie cleh 1a@. S network status, the

response may indicate such. [0065] As previousl

[0063]di scuskhsgompaier meaitprifgrpplicasion & indlyden g netwark $iAs dpfgrmination

: : adi cati f (£
i R B0 O 91 8 s SR, JSBAN f ercror
other apparaivf iretie ectorpist hetgrodetoi deerminedhawatwortkestatweoefione oi mgre, and

) ljcation 18 addit.ional].y includ net k.stat
ypicafEF ploFty P festie SBPpfe dPdeetofbr Biba o yEpliBim or e
compultil@Hedifi® thaldicCatidently Bing flonhérsd & @dtéimineseitine/asliné Aawbik status.
address or_the like is, in fact, .the currently correct

In one specifipprabogdiment of theraveniip Hherempaigdevicss arcddesified iythe query 24
A _ PSPOTT T .
by thefg géé?c?cgwe igﬁn&ﬁtsa@lg Iinaﬁfa/?e%t\gggt%ﬁg' (ﬂtegm@@) hakd she 32 is

ured to sen e o_n_e or nore IP .
[0064]addr esBesicBfork status et rdinatiorgroutive 2diswdditiosal it agsfigured to receive

aresp i 0 B e 28 G i rdnarf 5T s o BB Gl fgn

servers; QP tdshiige 36 isldudes an inditchtibh 6Ntk htworlh statne bibe komputing device.
verifjcation routine 32 js configured to receive

In spegiie phadiments of g ATBRECR the MdicRiomeliheadwericsiatysigplides the

Tnternd{ Prdtbd 2 $1pY Q@dr@s%tﬂw&hicﬁQﬁiéﬁeﬁﬁatttﬁ@c&xﬁﬁHH% HBdcHeYY 6&8currently
(i.e., the response 36 Indicates that the |P address
active ps theuretveork i(ive. agdine). df & dervgntib undveare plibi Poraputigsuice's getwork

vice). [006 n ti onal enbodi nents, the conputer
“m“&3@%??%#?%%@%Bg$F%%¥$%n 18 includes |I|ocation

[0065]det er mgypegionNutlistess&d forvthé plirpose of wafifying that thoone or more of the
. .. determne the location of, the co tin devj ce heing.
indicatigpiiof EE@Tl Hatup e guoihk [ pddrsses) gis 1H4Yrﬂ%ﬁ§1¥?€fewat%@ﬁtsp ed

compu%ﬁl% ABALE HEDnRER Wdnitering Syl SfonYadaRion M bRBEY Rkwrk status
 ocating a device that has 'been | ost, stolen or

verificatiarpiontes32 thetis aenfigueediotvietifycthat thpindicatioreof netwierk gtatuss such as
such devi s .can nti . . .

e 1 R 08 0 30 BT R0 AABERRN i e pcive

compugiilp delvio® Tl netiwark| setat vetificat@navnine 32gs canfigured tb4end a query 34 to
relies on netmnsg infrastructure transl ation .t 56

| e
the ong WO%Bg’IdﬂI@ES&? ﬁetulgE@ uring ﬁygtiweg? stafysy ggtgmna%%n process to
verify that that one of the IP addresses 52 is currently assigned to the specified computing
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site/building, floor, etc. to the |IP address. Thus,
once the I P address has been verified as the device
associated with the conmputing device being nonitored,
| ocati on can be determ ned by applying the |IP address
to the network infrastructure translation table 56.
[0067] In accordance with specific enbodi nents of the
device! ﬁﬁ&iﬁ%ﬁzﬁ@ﬂ th%l?lgtmfggéﬂﬁ{aﬁ dﬁ)foutlﬁé g¢ Is Rk g(!l RGBYRT a[resp[onse 36
manager serve I'nc es conputer nirtoring a
from oppfl the Bt adolres6 RHbat venﬁesdbﬂﬁetg’urkeniatm)ofeth@ omegutingldeyice (i.e., the

eonEER TR AL B TR e i bR

dewggstatus (e g., | P address) is associated with the
conputlng device. The alert is

[0066] p r ec o rlﬁt P@Lﬂnéb%lgpdilﬁ@t% dlesy compyten meitaEnganpliedtion; L€ includes

locatiofl| 'dét@lql‘ﬁﬁfn rodieG% #hith %Icoﬁlhgmj .l K detiiitne Jﬁg lb%ﬁcﬁxdof the computing
moni tori g of the specified conputing device. Pre

device bang imgunitared dor rmtwctrh staaise Detﬁmylmgwhb lmtetlmrd@nmmtpredg:otﬂpatmg

cevies Gy Bt u RS BTh Rl 1 4@ Pl B for GG P st

Proacuaa dotifitationef the lc%htﬁiﬁi ¢fROLICdevilics CaVRItdhtialf iaill @NRc®ArY 6f the
performed based on the alert. In addition the

device H@éw@m@eﬁt?dowst%mgdpﬁm gmbadiments the laggfion SRErgining ropEne 54
relies 0%91!3{%}1( sk the@ rtl'%glﬁ)c[onachlﬁé 5’? tHaPhafXRERIR; st B %hyswﬂ address,

Short  Message Service text hessage, voic
site/buidding, Hevot, ielce Jo the P addrésse inwid rm@rths Ip @hicdss hasdreen Wrﬁiﬂél aptthe

deice I SABAE G b gt b BhE et e ehinca

applyifpahETMaddadst anthé actmorkpdasthrase ﬂansta‘uoh mleectee rt by the
user/ el ectronic di scovery.  associate,

[0067}yser / &1 acprdansecvith %W@FV@QWF%@?%W‘WHMtP%\F]@mBWel6 of

electroﬁ?i'é d@&\%rfhﬁﬁgepﬁr%rq'lé %‘I‘Lﬁfey corﬁﬁlﬁ&‘td'lﬁﬁ%nﬁgﬁl%ﬁ abﬁhcfaﬁ@n 60 that
alert or” otherw se known y t he user to be assocl ated

is configured to hefombiégally g?fmate en@nmtrabmmnmurs@amew aff glag baggd on the

verific o¥1tf1at %lel‘ifxl(%{:% %f %8 .‘n Ogg% lfP[% %st‘ﬂd‘{ ec%ﬁ%cqugﬂm?%geciﬁed

O

o

evi ce or
compuiitiy ddviver Tha aIeﬁncp@c@ifgnteﬂ byale ter, eoel dsQinrebdtrbyic dheovery
user_ to generated and conmuni c d based ,on the
associatePhihe lﬂﬁg Wg-@w?%lss BeRiteHg of &WW? %ff SARUtIng Jeyicey Sre-
configirhtiont ST CAPHIaG 'incmfé'laé?ﬂh ﬁﬁ’% #RRhE 5AhbRMsAS dush Eeél&gromc
used to nonitor a user's network activity, such as
discovefyi pssoriaies At whom geaildrt shouidrhe cefnrrwecate[d@@é e ana opelietronic
discovesrﬁ %&ricﬁol‘i:s 6%!F8 %g g&&ﬁneﬁ aéelaeonl Y ﬁnllt ok df&[r}:% tﬁ?&%f/&e&%nﬂ:
€ roni c covery nanager Server
discov@t/ assbmaialmaychosﬁgne the cfouﬁlﬁ:lim@ltlon forinl fat alem (fap prtangdd, iemail, Short

t hat confiqgured.to OVId for. automatic
Messaserﬁewaff GS )aext awég%grs YRiedn ﬁgﬁgﬁ ikglsrla gueh e@tqdaﬂ%s each alert

recelpt%eﬁz%\éﬁﬁ %urédlﬁ%éew&hgaeﬁ %?%?ffe@&t‘é@rhinﬁ;h&@ﬁdn%nﬁsf arffor more
onl"i ne network status for fthe specified conputing

than ongepmaminiceors foet. dlpon dsosivt pEthe pled hydbejuser/eleetrpnig dipqovery
assocza?eb}fl{e%}s?rgel LGR. dIIJE a{z g%%%g{é'n‘fa h#GRY ﬁé?éemto%”e‘iéckr%ﬂl% dcGvery

i cal "y ini hout user
functiods seted/ artite slssoc ot&b@vma’itmm@ytth@usar toTheeaseicetddrwoirti the alert. The
electro%lf: S&fsﬁéveg% ! u&%tggg%(s}ﬂéﬁ%n%a coqgal:tyo%eat %:I%Cs%lemﬁg(i éo%:ptlftlgg dgv%ce or
the like.
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device or any other function 76 associated wth

el ectronic discovery. [0070] Referring to FIG 3 a
flow diagramis depicted of a nethod 80 for nonitoring
the network status of conputing devices in an

el ectronic di scovery system in accordance with

enbodi ments of the present invention. At Event 82, a

I I f d
00681 B0 5 NS P O o

be genéiated agd e@Ihfnluﬁﬁlate@ bt on the @enpiuting devitdseoffinearetwaris etatub.t Such as
shoul d be naoted that ﬁ t he nethod. herein descr %
if, the compyiraqitonpg TR L GERETIBIRTIRT 8 g 2etppricactvity
such a§&ﬁ}9t|1<§1 SRR ishdcpisk H8Y bege, | N practice the method
typically entails querying the servers or other )
[0069]net worlk othspspresifigembodigeant pith énvehigon ghosaemory tlgtof slegtronic

dlSCOVng/ énarﬁger SERn/EIS glfd s%i‘teg 8%&1&&%&%@3&%&?&@@2&8?tgdnrb%gtu%xlhg% 70 that is

confi gﬁl@ﬁ&) provide €oraamhdtic élﬁitlﬁlitﬂmﬂdna gr thew recaafigu@d elequerdt discovery
for he SerVQE.l tor tur lcati.on, o

functicgp 42 856 B0 e skOn o) Sh PR Rev Tl s B oL Prre T SR

devicel ‘Pn LA B Hinents, RGREY ﬁ‘ﬁd ah BRAiOHIS/iREd §REShe Blkctidifc discovery
plurality of servers or other network apparatus. The

functione aorukonsatisalls initiatgsowishout Resrglesisonin discaygricassecdite yeryension.
mho o AFHR. 5 85 0T PEn D BRI RS FATRY G A e gomping
devicene amwpothesfuadtith Toamgsdeintddreith elettusiiodsafvenn | P addr ess,

T SR T T —
netwot‘kfsfta{tué'k% coﬁ@hbﬁ% devidedinish eléUOAR] diovry 8iterBOn addordRa8 vith

one of the indications of network status is verified
embodimgeniepTige arese inventioni Al vsnt 82, aphwralilyof sperprise-Wedaeervers or

o R g B QRO 0t SRS st copputin
devicedn ttmﬂmanmséew sheulfide nbibe ritat Wulb dsedetbod hﬂanﬂiswizbbdj rsrepekific to
dress i f. the, co devi ce .ret.urns, the .
actermiging tameluptF Sl TG PRat s ffvicss ot P dnod Spjeatty
entaﬂst Brya Y kdrirs Be¥thEEnchSorii@ppRetut & deriteid tht 8étwollOfatad of
optional Event 88, a network status alert is

multlpmpeﬁﬁfsql eamPyfingdeeicas epcarting OdRrily erbodiments thy ayeppincludes
o B 0 ALy R FOLR! BB, srvort retuman
indicagemeli retwark swtust he netmork status alert is based on t he

10071, o et oh*ieaebrie S areo R dhik nt s ekl B o o more
of the Fﬁ?d]i’t\ﬁbﬁser%& Alser BRI Irk afpdbltiie XThe necw(sm stﬁﬁlshe@bnsteh@cludes an

i ke, In addition, the network status alert
indicatiop:¢f, fhe neWerkoviatbeiehe FRecHicd spEwBtag dayisey Arording R lyspecific

embodifhts N Hld{cg‘u%?of M&Iﬁgﬁ%s Ao 11&%1011‘2)?'1@1‘15 hdl‘ﬂess indicating
evi ce elng etermned to bé online. [0074]
possibleptrilion abtwieviestatug Oy the reclusiomoft aa 18| addresn mridicating p@ﬁﬁéﬂfyofﬂme
functions, such as local <collection or the |like, are
netwofkrﬁt{bf‘sat ed based on at |east one of receipt of the

[0072n€et wor Kt Bicit B6, able@sttonbWf the indications of network status is verified as being a

valid indicator of the current network status of the computing device. For example, in certain

embodiments, verification includes query the computing device for identity based on the
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the el ectronic discovery associate(s) or verification

of the network status. As such, in certain

enbodi ments in which the electronic discovery

functions are preconfigured to be initiated

automatically upon verification of the network status,

the need to generate and communicate an alert to an

I

retume D B S A A A o i B bl e online
networﬁlsmtw:élﬂ;e @syotingteigriodpiscdthdeaesiai ate to initiate

007315 B 350 A 9 b5 o

commgfiéBopnd aaha\méle 1s€ihﬂﬁteﬂ@@b1€e ordh 616 PYeIEfineaeddcRBhic \Wtc6very
may be inplenented in _conjunction with the conputer

associaigm s ePREals sencaatinn ok themetwark glatie plasids bassd oa theperBication of

e netyghE D o 0 BRSPS s cnion

channel% badhi as emad, W%extmmcemauhorahb likenaln adﬂ1t1oe,>¢hmmtwo¢rslta;tus alert
cr.i be

may i o g s B ERE Bt SRR CBE RGF BPE S fooed on e

compudng d@d@fbenﬁgld?dt@ﬂﬁleﬁﬁo b@bmmenpl ement sel ect portions of
| ectroonic discovery system herein descrjbed.
[00741[ oo76]Atmp@naA Event 98+ ongrqs snosh clestenmin dipspvetydungtigns, such as local
collectﬂinso(f' %’eﬁﬂéé ¥ ?ﬁlﬁﬂbé-g&edl On e Qﬁé‘éﬁeee‘é}itto@ Eh%rheﬁﬁ?? diLfi% gfert by
| nvent| on. In sone enbodi nent e envi ronnment
the electfommésceivemasmnate(S)dnr genfietipn of i @ptwbdiOstatss.t Aesuch, in certain

i nf natl n hno 0 latformof an e
embodlybl BRIk A fibodicRt uR{RnS et Bl Pl nifeq
automati&ﬁlﬂjdﬁjﬁﬁl warifitdtiontof de metwaR sMaisSthe Aealtb Igeﬁarataﬁﬁid communicate an
networ k storage devices in_copmmunication wt

alert topg Rlgrlpnig Pieoverk BtRTIME dath Vet dp whiek embwlmsraﬁ,trg%mt &f the alert

by an éiébtt%hi%%é’c@%rf afb &SGR PRI PSR AGRRBRL to?ﬁﬁé{t% theletQtrofifc discovery
| east one abase server 120, a collections server

function8)., enterprise personal conputers 140, enterprise
file serv cI east, on ers
10075T ot vor s nspsaEPioy i s aR Dol corfi@Rlts RERRERGcctronic
discovatyayagn, wiiielRmay éa irﬁlblbﬂhemed ﬂimmjunsﬁmé\eiﬂsthkﬁﬁmp&er momtorlng of
onverS|on ervic erver 170, a short-ter agin
nemor%ﬂ% degggibed g aﬁ%ﬁﬁd lzraﬁ? ]i‘F‘é?IMF%’“g@t @ﬁ&g@ﬂh@é fgtefail. It
should baQofel %ha@ 'tﬂe shzﬁetﬁ%l%Wﬂi‘ hlﬁ?déséﬁbeﬁ‘ﬁ?feleﬁloﬁ@ms Qﬁ-t ipzﬂfe by way of
net wor k . "The communi cati on network 102

examplgj agdy %ndeas weh,\mﬂznﬂy mmhmmglbpﬂ@entsmf éhenetfentlan nwéale embodied

within ﬁﬁ%@@leﬁd}Wwﬁgeﬂgg%ﬁH? br (_{n%é %1 §n§ gelzlgcgt 1on§ ﬁt%l&ele%tromc
discovéryeysém btredindescriiedcovery managenment  server 110

provi r interface mana for via us
1007617 ¢ o $38e4 TRbtatn LD ER Bs e %COV?%Y@FI@&?P ghpecordance

with alléRERNBREN FBRIVRIBES. RI6MS rem%é&{meﬁts%%&/@%fﬁéﬁ{orttﬁ@électmmc
can be accessed via a web browser. In one particular

discovrispeisrd A is thhimfarmatien walinolatiypdaipemyp! apariggpeiae dor example a

national of Ml%{tl-%&% 51 r:ltf?ﬁl,r ﬁl‘&%clﬁ@e@%llﬁlﬁtl&lﬁé Xﬂ’er&e?sagna%x Snd
accesse uP|I| I'ng a web thih

network B®ragideviped ia eomnaifin wiieosd aotheoova adbsnmizagon network. In

. nagenent. ..
partlcui]a?, ange?ectronlc discovery management server 110, at least one database server 120, a

collections server 130, enterprise personal computers 140, enterprise file servers 150, including
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server 110, the user interface 118 may be presented to

a user for the purposes of managing the electronic

di scovery process and all processes described herein

that are inherent thereto. For illustrative purposes,

it may be assuned herein that the primary user

interacting wwth the user interface 118 is an

enpl oyee .or. coptractor I
ot easCR <G g1 Bt RR O BES Wen g SR BEP B Mt bR
enterpiise dhefilelerveth 160, Asorvigionaserlics esteeryl 70pnstmetrtetm Aaging drive 180,

di scussed iE great er d?ggil el ow, the e-discover .
and & i SR S1OFAZE PEYOR | QLEF ol f GYRRBRICAER Vg fEqTapunication
networkA92S The CHAMAGCATH nebPbk Q0D iy De adiide 6@k heosk ittdidng the

I't should be appreciated, however, that any
Interndtefiovdl decalnetvouk @r ingrangthewirsless nofverks gdbe I8 t o perform

t he I L ] ' I .1
0077 oAt By R0 AR RLGL U At SR pyasmens
server PI @ p@sRles 0selr thtgeick aanmgdnasie fdr wirciseninterfaes 1 Ve In sofn@078]

Referring again,.to FIG 4, the ele oni ¢ di scovery
embodait AW B A0t aY TSR ST D4t 4 B BFEHT (b on be
accessEPiaRand OV MS! A} RRtkuld embodinRaL, HRtechOhi¢é RiscdAdy Vi a

the comunication network 102. The dat abase server
manage@ent sgeves hidhig ah intranet wehsik say e dhal maytbe pregssed, utilizing a web

onf i 3 . A t ' - f
brows gl e iR B UGR, HARGN B C-B6fp dileokctf management
server N0 Shagset Ingertdoe 1 1 2ohapbe ersarted wustsadionthegatmisersd niddaging the

whi ¢h includes data rel ati t. i ndi vi dual.
clectroif G STORERRD A o Ao RoheTiin e & heiens dhegeip o For
illustrdtRb dlipdskst @ nRg b iasduhRE heASLHat RO Brim@RdBENgteeRtihg dithaRsuser
) dat abase 126, "which includes data relating to o
interfage | ] &isan smplayes prcostraeey eficbpcomgany fdhosgrveaat elgeftonic discovery

manag%a%gtgl%lelé% he?@a%a%%efeﬁgd{ Ofs@RO&) s&ﬁgﬁg‘tﬂgﬁgeﬂéﬁefﬂg’c\l}i‘sc{ﬁ{%@d in

ase server I's discussed In _
greatesdtail b:1dve, the deisst oy niahager maly utipzethd asaaeracedl § ¢ manage cases,

coul d. be. enpl.oyed, inste of si ngl e, dat abase
custodgireolectonsy o Pl irdas ThsrGulEh SR BANGRRE ot
individudl ckidd iidel thS tidep tritdtfacan U8 fOpRAhENCAanial AnsHsnstidtem atbributed to

exanple, the Unified Directory 122 could be stored in .
the e-dissoverymasasss. andy pdeeda gt amatongsd prpcesicredmedaan Higpg functions
aswd%ZG could be stored in another database server

0079] Regardl ess of the nunber of database servers o

[0078enp| oyReferring agsin amFUB; 4 dhe eéctropivbstionery meanagendng server 110 is in

resent i.nyention that ta. relati tQ cu di and
commEERN 5 b iRy (i Bedfhod fetgloitle
commuRidaraRanirk 102 Wihd @atsbasé aaivan 2daisghéwn inthe block diagram of FIG. 6,
) Directory 122 and case data in the case database 124
is configiredyio Mpvidedatahase saryigriotheilacHPRIC dfeo sy MRadgemeny spaver 110,

includi %ougiﬁé theQ AR Bire DS usidaiaA U@BScane viSish BRMe] @ata relating to

particurar cases, custodi ans nay be nana?e
individimpeusaidedny, the orse dabase [Thevkith msludehdata e

dnitialized and cust.odi | $..aS88l4n .
O T —
by the'clﬁlléﬂtiioﬁ@&nfrdgﬂ 30.h@aclke ofthe dbragying datalesesssititn tl’myda’td;]mese server 120 is

t ' ' 110 | {
discusggg e oelogt A PUKIS YHCIROd dhgt Aidale database Servels could be

employed instead of a single database server, and reference to a single database server is for

d
atigdo particular cases, and
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server 120 and linked to the particul ar case, rather

than manual |y i nput by the e-discovery nmanager into

the case. [0080] Furthernore, in addition to

separating (but allow ng Iinkage of) custodian

managenent and case nmanagenent processes, and as

di scussed further below, data managenent processes
1llustragﬁ%) ?Igdg v%rg%r%c!a %@%g%sfo?ﬂ qfeﬁr gféatlr?%% Iadéé Ugméagov e%ba{‘zz could be
stored &l @ datpaseatwer dmdcghe mgmﬂagwe déta ARGl cauid be)stbad in another
dmﬁmqygﬁggnent processes. In this regard, the data
Toif'ett ed from a particul ar custodian is stored

[0079]separ Reghivilehs SN lMbErE datgbist 06/ @s emPlogtdrad ik @ oBjest of
any relevant case information (as discussed bel ow, it

embodfrge%% ribepiesent m@nthnéh%qa@trﬁlem orcyptadiansand sgsas be gtoyed in the
databa@’sren)e? 120 ﬁh%n&éht eQ%E@Hran\ﬂgﬂg%‘tHe%ﬂlfeé ﬁ{g&t(ljﬁejriﬁf And case
to one or ses. I'S I's advant ageous beca
data inttheecase datebage p2¢ may bé hmkedws touklatad ivsthmgbe datatshse server 120, for
| tiple cases, data cted from cust di_an
exampff B Big AR Fre RO BE P ERUE o Pl Ty RE ool
separateblSk@ifl c&as.i Theasbic)Whch a Eﬁise hiciniiatized 4@ a\6REtb @S is assigned to the
processes and conponents of the electronic discovery

case, l%fg)%l@aélml f@rdhﬁﬁysta@a% Euelya dasetionps lrsions ordhat ¢psgedian) is daccessed
by the @E&?{Qﬁ&ﬁﬁgwe dgLAkht s&@&aﬂ & He Uifie d(fjﬂ P«:[tg?trlgg H'BRGatabase

even though cases, custo i ans, dat a
senmrﬁaymmdhmﬁ®eﬂhapagedmgagamamahvmunhemﬁyanmxhﬁﬂmsshmova
Immaerm# hbetmeen the various datastores to allow
S gaéﬁéﬁ of the overall electronic discovery

[0080]pr OC e Farth¢rB8 in 4ddBicalb Abpak ARG 2but WibWing &gk dfPcustodian
cust odi an managenent, accordjng.to sone enbodi nents of
managgtent aﬁql €356 MANAZRRSHE pl’@ﬁ&SSQSh@l(Uﬁgd‘lchﬁed further below, data management

procesdds E’(ﬁ&tﬁ%" ¥ /t%il@@ﬂoﬁrbf dah M&s&%&n@%@%ﬁoéaﬁgﬂg J[ﬁfng @fkctronic

relating to all potential custodians wthin
dlscovqma@rqém separafied ﬁphecais@managgmnwmé rcestoch@tsmanmmm pocsses. In

ta 0 sto int
i o 2 Y 20T, BT PFE lyBE  Pche
custodian Iinfommi laed aﬁyh@le@htﬁtc@&él 1ﬁfdmﬁathﬁhr’(as d1@@ﬁ$eﬁl‘tﬂmw lugeored in long-
resqQurces |de |f|er (a.uni gue number for, ea
term net Ay SRy o 190 R #lggsd% @ﬁﬁ?‘fg@ﬂ% Aehigte tualhhnked to one or

more cBREBITHs iMhhta RAHE BRA8R in BRIBK PafRUlar bE&Ridd ik G&idneA o
ersonal conputer(s) name, paths of network storage

multipleseseaaista pllectsy fromahe cistdisairmay, bc shesed OHRGh el which
the cusgdia\fzﬁ S as%[é%cr:m N C%%Peeﬁle V\Qﬁgul% rpgbcetss%g Xnd [ e at gn ] EF the eﬂac
discovan yysiénh €00 maf bé nategomiaed h&hmrmy obease ﬁiaﬁa/@ﬁient @udtd)‘tﬁan

dlscover rocess nce e human resqQurces
manage e Qe 4@8%1?%@% RY O?%rca%ﬁécqﬁls@a@%&}“éﬁd@ﬁd data may

all be BABedIEPAHIeIVE Mefo ark REcebdatily 18ks BtwRed MleWadidis DBY%ORS to fo allow

organi zed around the human resources identifier.
managerhent hethe averthalerioonie diseaviengoreesshow t he Uni fi ed

Direc OfiAaN S generated is a nulti-step process
NOSUth at Eggﬂ%zesi%ultlple appl i cati ons and net hods of
[0082]i dent Wiy regarded enstoatian hnfagem@it) @bording to some embodiments of the
present invention, the Unified Directory/custodian database 122 houses information relating to

all potential custodians within the enterprise and the locations where those custodians store data.
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[ 0083] For exanple, the electronic discovery
managenent server 110 or the database server 120 may
interface with the conputer databases of the human
resources conputer systens of the enterprise to copy
the information fromthe human resources dat abases
into the Unified Drectory 122. In sone enbodi nents, .
he el e r :
The m%‘ tlonr g%rg% ﬂ'{ t% %jtngffe;ﬁ\iﬁﬁ%&&? ?{rlgc Cg?(%’fgle£ %%&‘ggépc}ﬁstodlan, for
examplél ﬂﬂ@u&odiﬁﬁ’ls ‘nEmE) posttivn) umadnaedodeses ideytifert(avonikue number for each
res es re% ted to pa{tlcul r cust odj

d
employse(ol e ErIC) CPIQSTHE 106HIO PR EiRee TRl Rss: R prkgiser

1dennﬂcaﬁ$ril dbRnal B&nﬁﬁ@ﬂ(@dlaﬂle %srcﬁfslewcme §totd%fa QEVTBsiuREd by the
Information for the Unified Directory 122 may al so be

custodigbt iarludigg Shared Dy esrandaigemeSrares, werk h#ﬁ‘f@mﬁql?t%pemns (such as

manag&% C@% lrﬁ) Pf&"g@t; nhteg and Xl’%@qﬁlﬂ' 1%%{3&9}1{@#& may be relevant to the
responsi bl e Tor se up ermail accounts for

discovagrq:ﬁ-@ﬂssa réinaittle hmﬁagres@xrtdsedamﬁiemﬁ alwdys hgigse foreach @ftodian, in

e enterprise rt her i.n addi.ti,on t trievi n
some GRGRARICD B Db D RaRREE My P e (o ity g Potrocs
identifREDAHIoTeH i formBd r’éﬁhhg’fb Tdw theedinéd Dﬁé&t&lﬁrrlgg iDFenerkted is a

I's generated_  through applications initialized and/or
multi-sieppiprogass) they utilives muétmlfr igatiging aer methodnefddendying sdevaat
mﬁnn%#%é I'n particular, in sone enbodinents, as shown in

"4, a profile scanning application 112, and a
[0083]Jmappi ripr am:lhple,ethé: dactiichde dis@vpryonarggeimeift 8084y 11‘Dh:e the database

v DS S DB 3 BRSSP bt

of the 6R8blSoREpY ﬂleqmmaﬁdﬁe&cﬁ@ (e 8 résdRrcae Emaaseshiid, the Unified
scan each of the enterprise personal conmputers 140
Directofiyd 22+ Ansomiq rbpdiinenty sheslepdwoniclissoyery senpgrnanf pfyerd 10 may also

1§ heRARE
e P4 B4R oL, RO 13, SOROM
resourcks m:igned phparticulafustodiniomd lﬁmgratﬂhmnformm into the custodian entries

ntifi on) associ ated..w t
el 5% P R PR g RSB G Ao R g Directory 122
may alS6 BObbtaRe@ B thekiafapelslad tﬂ@h‘lftﬁ'ﬁlaﬁ&l fe)dlihcﬂkﬁgytdbavork ie., those
el ectronic di scovery managenent_ server 110, the
individugls|repepgple derspiing ¥pmal aceqypiser custadiaps and mapagdng the various
file selvBROH mecfﬂér@% el ﬁﬁ‘fﬁ&ﬁm}@ 2 addtiORRBiERAg iﬂﬁ%a@lon @i manners
profile scanning application 112 is fufther
descnlzzedrabogm iresbnycoerlehalitherfty, inflormaticaris thet Unifed Racearyaldddegenerated
througﬁ gpﬁ)/l?cglﬂfl)riﬁgmﬁllagﬁgagd/v% ge 515 netd bd atfqe elfecrﬂ:(rj ée&?n%)?%ryvigén%%ﬁent server
110. Thph@icoRt,ii®foretabidigeiits, a8 shkﬁwﬁ inCE]I(}l 14, & profild exmiisg application
recei ved by the database server 120, the database
112, auchp V@PPIEQGPR%%%OI% ki 358 BYovidedi nf or mati on, whi ch may
nclu Heittoh 1l aly BB FeplbPed B reaeo di
008 4]|par ti gﬁlle;?é‘%%%ﬁgga}pg ‘fe‘{qle cust ggl angp [ %e t h)gﬁﬁﬁl fi mc seovery
managBinericteorey 1 10andds s@cﬁm@dommﬁ thexwpsemupiegtion network 102 scan each of
the entreg)ceglg% ngrlsﬁna elag nSI.glejré[iggb jand "illtséngn’iltt 8- thé ﬁatta%ég ﬂ%%{ ﬁgﬁgentlfymg

mfomiahme gt Yach23mipher,|sadt ad dofgputdn aame mndﬂl?e:tddms, and adissefthll
y. the custodi an, cordln to t

DrofileR P g AREBOB Ehie LB DY oHE G Pradeispion) associsted with

each 09191 ht'eP ah bR %% diffBas e:ﬁﬁt%lnﬁ&% '%@pr%ﬁﬁ:@@hrﬁﬂlg a%pphcatlon 112 may
lication 112 ultimately generates a list o

personal conmput ers used by each custodian, and this
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list may be presented to the e-di scovery manager when
a collection of a custodian's local nachine(s) is
initialized, as discussed in detail below. [0085] In
accordance with sone enbodi nents of the invention, the
mappi ng application 114 is configured to craw the
comruni cati on network 102 and exam ne the enterprlse

v on GO SN 0 B D SRTMALERRR 3. or ot

server methe omaﬂnumeatwmﬂetmhrk il age Iresoas: cnrtbod madntss éTe\pemﬁle Asannmg d

spplicalh 15 A SRBv Pt ly FPLBRy T B B soF bl e most

recent 8k and fiREBOKHIGK 'a'p@@mﬁil@i ProfiR wis-logdlde lof @ e nikRhiver When
storaggl ar eas @-ﬁ be in the formof network stora
a@f

informggéap relaking fo # pardeday compeich @rrecw‘@é@mﬂafe@atwaﬁerﬁeﬁwa 12 the database

server M$ hw?ﬁt?ﬂl@gﬁ" AoV ewlﬁ@l‘flmqgﬁmhﬂe 5 g& il Ghtifications, to link
ereafte or e arity pur pos as ms paces.

the parficdaraimpgter @ die Cogodints ie tieddnifrehDarectoryd 2@mpspriaged with those user

. . i 114 ma ont e electro .

identit s, 3he, Sl st 2 oo Foord s e Sl bt g Unitied

Directok$ @22 tHe 120 €l le coRGIUNER Fwds Rcdeid B9 lB isoaiah Ot cordings ke profile
102. In some enbodinents, the mappi ngda plicatign 114

informptionsranpmitsddyds ppfle serming appieaiendi 2d Tihys. dheprofils scanning
.l
spplics B8 19 5801 Lo e DRSO mBRRS: wehS by £ PR hnd i
list majy be pesendett noghrr edisccn)/eemamager whachcdiletteonsd avcestodianl s local
.transmt,.t dat ver 120 the path of any
macmi’?@\’/%lpﬁlagfglr ‘gscélﬁsgg a?e"?@ﬁ Whe plurality of servers
[0085]134 t fhahcdofdaﬁ@cﬂvﬁh v@hy ethbl@ittiits 85tha tnventidyeepadPinglaBplication

enbodi nents, the mapping_ap Ilcatlon 114 i s
114 is %‘E’rﬁﬁ}”@é rt‘é'éFaWbﬂ’é%BW‘@lan‘éﬂ B $ad pxquang thepaicrprisg Gy
i ¢
server e AL Ehe AP RKaFfh R 031 RE R b eI ARt of any
persongltnetvagle steraga atdaenehach server Adiusag Hel:dlld arpsrsanal notwoek storage area is

e devjces d..r esour ces Wth rd, .
a netwirk YR R RSN FRRHE SSH e R ath bl EE i i
PersonbiQﬂSBﬁﬂR SRrage At idly g irl the $oriPofkbASH: RIS detibes oraglders Or other
plication 114 is config (ﬂred to utilize conventional

resourﬁ?a Fﬁ“ﬁﬁl 3 pEReRcgtseecrdsyic aidymay e refarddmbeisplbsipigiarty purposes
as ‘Hoﬁl%gﬁ\ﬁ&k” 102 ofdthd tg%ménfnﬁ ehiBO&henRahE ﬁlaﬁpmg ShMRGfon 114 quay be
torage areas Wwithin the enterprise e servers
run on thoaﬂectrnnﬂc digheovaty inaudgenicot servep ést @hmllcﬁmn@omlem moﬂler
server 1r111 e c Elg’lga 10; neRY rf(hai fnhem% 1%"@% 8 t %aa 1% ar 1a 114
Asdoci ated Wwen chose pat'nhs are accesSea g8 Cﬁ§/°n
is a Winodws smecmew is s¢hiedulad ® dxbmefmtghmmswms Skheduled Task. As

accordance wi.th sone enbodi ments of the |nvent| on,
the o e UGS | RN e AP GHOT BATWBR 02455 glighned to examine

each fiIRSSHINEM Rs@lc 16 BRUaBRL sHFEF 120480 bdth bEAl RAvAR @m&d@e Ra
user identifications are the indicators “that the

within thebirality b piriverat 3othatlit posiitedyngiestifies ab @H@mswcph msome
embodﬁnn%lltqs thve\:'hn?e{f)gindgea?)}) 1ca¥1|{)n g 1 {Igs nc\c/ngp au(%gdS toterx]g{c])rfi tﬁle entelipﬁse ﬁ]{a Servers
150 bymma@mﬁememﬂgeh@dmubﬂee ah leauh sefvet deallthan the batleof each
user's user, identificati On the, ot her hand,
networ, ator:rg%e ree PP BoinFBRRS ldeTs flwf offer sipragrdaisen, %Rdh PP Gite
user identifications. Therefore, the nmapping
application 114 may
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explore the directories of each server within the
plurality of servers, evaluate each path in turn, and
nmake a determ nation as to whether or not the path
includes a user identification. [0087] If it is
determ ned that the path includes the designated

i ndicator, for exanple, a wuser identification, the

mappi ng. lication.114 is.cqnfigured . to positivel
(0086 Gent Vi PRt iPRaRSs = PRV Ik Pigydeel i o HonleSpace,
accordin}@Bkbrhé eglbsdimeia! thpfilappiag applidatierSpeIGe caiftiutddao aitilize t 0
t he dat abase server 20 the particyl ar user . .
conventipaaknapmiagkier RAUEA doraens i thy cemwapﬂhﬁ%}yagﬂ 02,4 ientify those
paths dfiHetwdrR §BFFB b within tﬁ@&ﬁérgﬁ% B1% sERErs 436 aPaRRI1IRIE AN Hdicator,
120, the database server 120 uses the user . _
based pmithacoiventienad naming|t¢chRiqued; éhap thetpagishlar sthrage Sysasassewated with
t.he cust odi j i fi |.I I i.atgd
those gy REBSLER Bed B pp i ot BERePEROBRSRERT B
accordafic® vwitpuintgntiadinasd ofahe ihléntich, edch as@@f thegiohashnication network
. recogni ze and transnit, and the database server 120 js.
102 s asYaRPY i B PIRGRS SO icRhen B4R oF lf?fﬁlé%c g af fgindicators
that thé PRpHAFERNRGSNAS AEMPEIE tocade wilkn Bahd WhtH REntUSRE HdnSpaces.
exanpl e, the last tine any data was read from and/or ~
In suclyeribediments it i éhagoneditiao dhat frpchathsed dlomeSpaags en the communication
. h - ol . .
netwoff SO TR e wler S usBRRBLACHARP CuifL LG A, b of spageq pepwork
storagSae®s donet weiude skaridaeifiastems. Therefond, lleahappingsaplieatiohd@4 may
cqnpar es .paths for the_ sa ser tp deternmine if .
explorg ?ﬂ&! Prediorbeoteach jeper &hin the ?ﬁ@ﬁaa STy SUUET carhapiieg tum,
and m&REQ HanBehalbn BHotiHRR: 6£Phdt8RS pRRTcRided H8ser RRABHEHbA.
Thus, the profile scanning application 112 ultimtely
[0087]gener df #4s determineddhat tlampatip ineawles the designpteddngicator, for example, a

user i%@g%@g}% ol ﬁ%ﬁep}h\%ﬁg(%l 12%{% gﬁﬁ%&%ﬁgﬁb@?ﬁ‘}gg fd@ﬁify the particular

networkussdragh cacH idertidiod By alee pathsas iarH dnepa@ehd tassmit scths slaidbasa server

det ai |, bel ow. .0088] .1 n addi.tion to stqring.a st . .
120 héFaerlucinar Men e er Seapup b Spdbiefedy hHR ikiaton i
receivéPbyt the dhtabasé W&t &di2aNthe WaBdde lsbrs €151 208165 18608k aic@tifibition to link
the profile scanning application 112 and the

mappi n
the parsglns Hemervea tofhe guierbtn ipdhy Unified S5tssions Hass e it that user
. - | . r + | a - ;
densiRRGE RS cibolientt 88 Wlppiy WBAAiGN1 14 R0 R08EE 1o
recognideaand drananiyand thetdatabgee senree 820 issenfidyed todovses i tidamtion of the
. As_used herein, a shared, network storage area,|i .
st Gef R eBts s ~Cossid b3 ANOBREr Pt oot e Ty any data
was reddMomead/of diidteh (Ol MdEHeSpaddl iAdditthabidy, i®sdrhc erffbstlifehts, the
network storage areas may al so be in the form of

mappipgeRpbieaiont [ dgyeondiguicd da respeniah Warrsmpliplngs mapde reeme
w0, 6L LR 0B SRR (1 GERLEA i
duplicdthe ensies exist difisatyaitigously coatflesayostin¢eofmad Bple eolecpandof the

same '%E?d algfs.lgﬁéee g’ﬁg[e:c%fe"?{hﬁézg tﬂkiggt@tﬁllhﬁgg%ﬁr%t?@?’gtég%te% ggl%ﬁr}lomeSpaces

used bl @hdhi duetddiag, MAehie list B Ebe Hrdsnadite (i e-dibuTREryIRERPECHE a
Identifier(s). Mre particularly, in some enbodi nents,
collectinnd agustgdian’s dameSpaess is ptialiggl, apdisensseddn defail Selowor k
102 is chosen for the collection process, the e-
di scovery manager nmay undertake to identify the
particul ar shared network resources that that
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i ndi vidual is using, and eventually, the paths
associated wth those shared network resources. This
may be acconplished through conversations with the
particul ar individual, by utilizing data returned
fromthe local collection application 132 executed on
coll ection server 130 (shown in the block di agram of

1008816y oo, A AT rhE o S i3 i1 FREDES 168y o

particuldr lcestbdianysihih sl ére gencoated Bipthe pedfile scinning epcatiam] k2 and the
.di scaver manager server shown. in FIG :

mappigEARRRY R d A GG B S B EBa A DB SPopfimeps of Blpresent

inventiof Vtﬁ@&dt%se diferfinb & éPsfoQSfﬁﬁEﬂ'ed aPRbre Galst &Ming dRark@network storage
configured to be utilized t he e-di scovery manager

areas us¢d g cesiediys ehs ysed el @ sharadnetwrk starpge a5pagag inplgrork storage

C. e
area as@&’c?z{qté&@{th H&ltf;%@u&k t\ﬁIZo {:eg%% ?ng} @w&w{f@ gﬁf if oSt Jsr?-a&‘&f ffwork
storageareB3Inay alsﬂ) i hithd ford ofrastwerk stérage davices pr folderst orIOtPher resources

servers 150, withi atl etwork 102.
within gock i@y fovscesadain be SRt RS BTSN uibosis ag oshared
Drives®C JBE Sisdrontbiffead d tdonfibhiRs tSite0ifsla pith 664 BRArdd Diiv@input by the e-
servers, it allows the e-discovery manager to browse

discovenymeargeerane stara the peh itre%le &»fmﬁérdemﬁqt@%é% {fcielation tp one or more
custodiaﬁ%%g&ag #ssgrﬁ%ﬂgér%tgrﬁy ). Mt e&g&?gﬁ ; kiﬁnﬂe?ﬁ:lbodlmeflts once a

particudar mssr dd theeowintumicat ore natwbkdi (e m timser foe the-cotled oo pesogss, the e-

discon TR e P 80 e Bod piele St CR Pt rquress that

md1v1di1ﬁf ¥ @fifig, ha@ et dndlally B patht SEbdMed a5th Wi shated ﬂb@w@ﬂt&ésources
or exanple, the custodian may comunicate to th
This m@y a¢ g@@v@h@eﬁﬂmw convesptiong wilithe prrdaylarindig afﬂob)blfrtﬂlzmg data

returne% 3} P RO QJllel f %ﬁe&ﬁ{ nghgz %fe%u&a%%guéaug&émr 130 (shown in

I ments he e-di scovery
the blonk dmgmm arﬁ,IGz 7) teplayedito ‘é]adrynunldeusteak eracking Casaikscussed in detail

below)y Rty iioR AR Brosting hep feaRbr 6 SusBu b Rt Eh vl

managelfsehféﬂﬂﬁ@ab\@lidwfﬁ&ﬂw sps that the user of that machine
has used. |In that event, the e-discovery manager may
[0089]he amﬁ%m@m&tﬁ sopa pmpedimapts 9f {hyaretian vin theo’@fleﬂaﬁéﬂsmg

appllc 2116 W% l{d’bé O] OPHPER - IR YvdrD ‘ﬁﬂmﬁ%&é 'tlit?%lééhr}ﬁe fideh aterface

romsln Ication 116 To browse” out o
118. Thadid bmWamg dpplicationehit6i givesdhe & damwenernatcdgalewlsvatadrauﬁlwty within

oSN P B AT PR B 5
within @Hoaimataass eetwolkky1 (2h eVhikethe ﬁtﬁireﬁrﬁhgl eppliatici & mdy not allow

such files, and retrieve the path of any folder (or
access & e agfugfilGasiored gp Pmﬁuhgle&alfvarsuéﬂ {E,‘ FCOYEY HgRger to

browse[t ﬁg%%h g&gﬂgrgg%héé &"tﬁ&gﬁﬁ%teﬁérs% 0! 1BEatSRRS ﬁﬁt PhieRsn AR¥ssed by the

elther manually or automatically, to
custodtaheaﬂdrdetetmhhe ﬂmrmemf ithye iilzsz Inracedrdanda wath ssme smbv@memzothe e-

t he Uni d Dire
discovrgaebt SN AT e P e (ot vkl tin e
enterpig filt be@tiert 053 that the tistiikinctins ﬁséﬁll,iﬂﬁﬂ: pastS ok e)eﬁnple the custodian
identifier) a list of the pers_& onput er
may cqpiEale kshe grifcovsiumarreer  pudcuaishldes a06¢ 14 dfg pame on

which SIS %red@ﬁ@g‘ AaitiHa8e ih 0GRt ERPSihnentd tROL-8RENRlY manager may

source
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data stored by the custodian, and once an

i nvestigation or collection of a custodian is
initiated, the location information stored in the
Unified Directory 122 may be accessed to determ ne the
particul ar storage | ocations that need to be addressed
during the investigation/collection. This is

dvant u s jt allows a conpletely gutonated
have ajrPRAgSRAEHARF] alcza ot BrPrRest e e cpsipdiap S FRGRAC, WegRin (e local
collectﬂﬂl dppBcafiod 138 YEHYd ARG debvdR @é’s%{ulcﬁs {hePME usdpef that machine
targeted machines and file servers at the tine of
has usesh | In dlent ievant, thoedisovery mhmagetmpe bp avag of Rtpattivalapdiiy wéerenced
by the @sé&aﬁé\g Eéés%ﬁ\éew er [r{%,? %e%lrelsrﬁ%(%[ t'l}g é(}gga\gglﬁg %{)}%ﬁlcatlon 116 to
browsam:lltd) tetpanivalad d6ed inbetibnkd rseamthe foldere fpany faldérdraking atriame

| ectroni c di scovery mapagement ser 110 be
reseriligeihal AiE B0 PR UAGIREY RN ATY GecHlAE Tl emale bynapgr accessed
by the ﬁlkﬁ?%té’rﬁﬁ:&'&ith@ 6iSc HR4RR ERRSarANSriAeE the Pafhl JTARY RIder JHBHARM Drive)

ot her rel evant sources, such as information t echnol ogy
includigg detetbslaneingde theiusers, as wel | as deploy the profile

scanni Q
[0090]1 14, at r gtglﬁ*' I?dgﬁssdglt]e u agegﬁ)l nt éﬁ%&p ér[‘&ep?ﬂ gérl r? g?‘lyve ually or
automﬂita:hhgrto thedinified Dirdétond 122 in dterdatbasegedat B2(F. r"x"ims,ttheUmﬁed

.. variqQus data. sour ce as the human r ur.ce
Directiy 2D FRSOnE HecRpe Brmibor vy b BHATD af BRTE G R pjon o the
custodidnes HtaReRArces RlckBficr] 2 Ostl oF tifOitrdonbIcnipyiterd) HRfe8pideg and
With the data sources such that the Unlfled Directory

SharediDrivesjagsagjsésh ith that qusterdian; Fechyaf thers lepatians i ampientialgotrce of
h

data stﬁ%ﬁ%g%ﬂ%’&%ﬁ)?oa?lh%&%%ﬁe ﬁ%ngk%tﬁgﬁ &Séoﬂg rogg?gsrtg&aﬁ Ethlated

the locaiguinforinatiopsiated dn the WEmBert Bu‘ecnaiy IQB enaj(d:tea.ccerssedtth determme the

parteqfhsitardAvaions et a8t Sp S EhaurpB e BV Bhy P lon. Thisis

advantagéoils bR GG a cdth@ERly AdimAal Avesdteaid@Ib@ich poess) Githd than
is stored in relation to that custodi an's human

relying ers g echiseovery Snpgr & mapuallydnppitys taggetsd ﬂl@e@aﬁwﬂz’ée servers at
theUn%PH%oﬂ&ﬁi R the feeds of information into the Unified
ectory 122 are updated, in the event data relating
[0091 ]t o th eItcsheuld e aotch dwit tedhubet] Dtrmiord'alﬂa aayebe regiarbror1 20
tore' d Di,r ect or

h
contm}l?,}lé: on I%gfi%n%%gl t]roglls %lhee r?él%ga Sta%phcatﬁ% 3 scn%ed herein.

More ﬁa@ﬁc@éﬁ}"ﬂie&lechbﬁmﬁhﬁ&v@? chalgtetnent seiie 100 aRYde caﬁ‘lgwéd to
as maintain a record of the old data so that it 1Is

automafially rejrigygrdatadyor e humangasonrpes dypbases andi Artive Dirgpiory @yl any
other rge(rﬁﬁtsﬁ’ﬁr)feslgl?ch ab HfornBXidARlcBnolbBy &R 18 Of 11t &s Weﬁfab iploy the
scanni ng application 114 identifies a new personal
proﬁlersompmgappha@mdu 12 tand thmmappalgcﬂpsvhmoari 14radi r@ubtrl@fs‘:helduled
mterv%sr Saltet agﬁw};?y”?aﬁe(g 361333%?)810 eyn g(fa efrc():rgﬁ{ §§s data sources
such a$ ge\tRmah 260l ecAdbages! te syﬂerﬁHOO eénalybelcbefidunéd suell that the database

Directory 122 the infor for each co er., .as
server {3 1 98ISR E 0 POAENE IR I ATGHHORRSS e ﬁ%gﬁfg‘f&%@ﬁ Pigtory 122
is updcgtbd Srehld8RL i thedad quthm@ dhBQobé &QHQ‘:U R kitN@Snsifhice, each of the

onger identified. In this wa the custodian profile

feeds ovﬁmfmrmattdmenwﬁhtﬁ Veifietdizastosy 1223 rcmgﬁrlmda@é t(aenﬁ’u@ttlwyhe data in
the Umttletf IBII'GCR 5139 is current,

(—-
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conmput ers used by the custodian. Such information may
be relevant at the tinme of investigation or
col l ection of the custodian. [0093] One feed of
information into the Unified Directory 122 which is
particularly relevant to electronic discovery is

enpl oynent status. According to sone enbodi nents, when

the feed of information.fr.omthe n.resou
10092131 2t st s Po@ B PG IRRLdPFer 1B oh A SER ot
histori€nding gglﬁ&?ngttﬁ ;Qﬁﬁ})ﬁmﬂﬁmtorsd %trﬁl&ti@f todhfi@nétodit’ @ human resources
. _custodian, the electronic djscover agenent seryer
identifiey g1 the Ungfisdifescisay { & rﬂ&tsgwil%t_ﬁ? et iangenain pisdEs biyicd
Direct&ﬁ'g rl&?%f@ngﬁﬁt%ﬂ,% R evedtURGRIERAS 101hé SRRANMGas MnSed, the database
specifically, in the event it is recorded in the
server U2 isicenfigirediotsbirg imithe UnifledtDitdstore i3 thy mevitdatgtand @y refevant
ar.ti.cul ar. cu [ y f LV .
metac PR € for"tpinBIY, B (EROE B o O i) 5.l s pgintain  recond of
the oldsdkavs@rthak 10is sl & pat bfthe eastddiardep@fite inehebigifibé Direltery 122. For
custodi an is signed to an tter, and, if

; case. or,
exampleyin the cYaia e pratie shiBe ARRINGHER LY IHERt{eR noY PeBRpcpmputer

associdt@] with§ cudéfish Ad JRLF ffe RACEA 6MpRRIsGis&RIEBANiGPthE @fktodian
~notifying the manager of the term nated status and _
previoushyyisinoi lergen slentifiedh BretdetabadeseryanBgdp comdigueed) th Rlore indhe Unified
. terglnpat.e t odi. an; I okt
D5, SRR RN B0 SR SLABL Al wRUARL v
compudr @@k figs identfieCmderhenthneld eompiitesensar loddd iddnsified. In this way,

e oG o e A DUBLL e LA S AL W e

compuld?€h Rl B The LBRIRMHS BAGH BIorMatilcH RayBY reRFaMdy BRUBSLFUBI Htigation
collectéed prior to any destruction or unavailability

or collediign of thglcustbéiazaused by the term nation

Nt ! A ermn . .
[0093]: <ot r@&e‘yf‘é% o éréig)ﬂn%%@g{étﬁg%’f@{fgﬁ %%ctﬁb{‘ﬁﬁ%@ﬂl E?;aftgmaﬁy

i scover conmuni
relevamtitd bletthemindinagery iaadpsmentatihomadcoalingyto istne embediments, when

ol_l ecti on on, recogni zin change | n_enpl.qvnent
tho feed L 6 SR (oA BTSSR orgg e LGTeLLRoeRry 122
includ B\ @aRgEBAtto %gﬁ?ﬁ@ﬁt_sstamrﬁhnﬁlak QusieHi®h, ¥Rt BBiD dfscoery
case may be initialized by the e-discovery_ manager )
managgmitisgivig! k0hie configurddrie sqcpaies the ghangs andpessibly n perigular
iy ASRYSEMERIAOSR IR L lnd Rl A DSy 12
that the ermploymenatistanss of agastulaa estaiic/ dhanges iver actie gheminated, the

desgcription of the ma [t/ case, | egal .identifier ..
clectropizeisabery dupaerieBtrats 41§ s optsurgdy Flfmiperaieten I shggdian i
assignédProldBy @R hatter, BR) AUHO! & tRihsHER Y e Hési%r@iedtlﬂzﬁlag&tdr @bntact for the
i.e., individuals involved in the substance of the

case ofmatfesian clealronie comamnieationgolBrathe mapeger REthe ieminasplsiaus and
inquirigg Q%%ﬂethe? ﬁﬁetrﬁgiagﬁﬁoﬁ& fike t]i? Berfl BRI QNbGiats A6Q ¥6lidkted. In the

nagenent server I's configured to store this
event tha iranagt rasporids in the affasetidg tlabdetrof R 4iscovarh mangiimebbsever 110

s confg e b G AR LERR R FoSRR Mgt menton.
Therefof, fleici&oditn’e dixaitaybelady bty Qlle€1as BribrSto Y adstiction or
within the case database 124 and a user can use the

unavailpbility fhet euidibecapsal Rydthg feapingtion. ohlteraatiely Heotheriepbedigpents, the

case including all the
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information. [0096] Once the matter and/or case has
been initialized, the e-discovery manager nay add
custodians to the matter or case. In sone enbodi nents,
the el ectronic discovery managenent server 110 is
configured to add nunerous custodians to a single
matter or case at one tine. In this regard, the

electroghct c\ésco%gr()efr aélggn a v %%rga’?/ll%po 1 |¥{a ?oﬁﬁjg%%lué}g 1tfh6{ﬁ§m%&§gel' &hd may

autom&titatl P ehieds collbton aemtredogniving adhangaini empl(f)m'(ene statns.

custod:gg does not have to be of the sane type. For
Umg{bxanpl nane may be entered for one custodi an, an
oo9semai | wsidr foQbaseriat ﬁlent r&%&é@@ ra‘écdi‘&ﬁ@ to some embodiments, a
[

identification for another, "and human resources
case mjapt évn initialiged by theamdisdowery Hrﬁ@g@rsléﬂlzmﬁttbfr wsgeimterfige 1 £8. In this
regardc& g“?%;?g?’%&ﬂ%&g?% @nf gﬁlé[lb’l gﬁzq}sé{l Mfgﬁg%iﬂ%(yeﬁgiy Igf'annét{bn about a
partlculﬁﬁﬂ:ittcf‘ i cxge, Isnéloaisrmtase)mm@mr@orrrmﬁfbm; adhorT. h&cnptlon of the

matterag fUGALe Gl PHOCTHGIoP AT GrAmat PR i et to i gpencd),
manag%ﬁ' dr 'c@ﬁica@b R Ql‘i@fhﬁttelf 1Ze. | divhiRaR3tDARTEn SR sVBtankd Of tHe matter

det erm ne which custodians are associated with the
rather fhap the pra¢ess, dike thae-disepvenamenmgen) glustedispsngre- ridsslactragic discovery

manaéﬁ%%ﬁt élé%jegﬁ 1 (P S 'cggf écg{oﬁsgo)}'e g:gmgf‘onrg]trﬁgﬁr? H%&)Q ?éhsg Hgi{aﬁaes% I'i§4 in the

Fector
databaMMverIIBOt ke cas databdse 424 Brmnﬁg.lrmgtod[m&r ik, infoninbligl sch that all
custo ans ma a mat ch. 009 electro
informgigh BUALT 1% A RAIC R ALE A G 1y e VS UE s i base, 124 and a

user cadisk itIRChsePintRREOT I8 th3Zewh oINS the ﬁk&teﬂ diehdd ihyludigg all the
information, is configured to present through the user

IHﬁHH@MOmnterface 118 a list of all custodians matching the
put

0056, G Y SpPLOSERLL 18 o 0 it

add culs‘(d!dmhs foythe glattafcmrcaat ilorom¢ bsbediments,ahe clecttinse dvevyry

erv configured t.o utona
mana 8B 8! L RSP BOAF oo § et ooyl e ARl spatler Yr casea
one tifi@&t nfthis régard, Hige @Hi@&fvcﬂ&ﬁdnagbﬂnﬁiﬂ Bseai€tder Mdreact a8 toodiker in
mat ch was | ocated for a particular se

identifymgrinformating qbﬁFUP%‘ﬁtQﬁﬁa“St Hép idendlving 191%05%“'%5& Fsh cpgfgdian
does nlaﬁheﬁr'é %iﬁ@ﬁﬁﬂe SM%Q eF?liéialtn £nsthe £AY BE ¥nt€1%93}&ed'ne cgstochan,

e user terface 8 and maf ked so t
email addrekis £mcaueﬁrjtr e trgek usnnsdentlévattm fohanothet, taing Iaétuman resources

e 3R P b PuBRo L B A B G tormation
in différent iButGeSe defentiti tupbn tHeﬂyldﬂbﬂ’i@erﬁl@ymg hﬂ'ormatldn peiay escyived. The
manager may consider the other |nfornat|on in_ the

clectrgmicfipqovsry BRECRSt SeV Fot 19 e contigueed to e fhe ngwih infypation to search
the Urﬁﬁ«?(fﬁiré{!tﬁrg 19554 i @ABasc &b &er BULD d'eféf’lﬁﬁlWHqurbu@t%ﬂlans are

e-dl scovery manager as to whether the
associhted atitbdhecimptidufoamatian. thhéheorase die mardresophess ededliBerdweéngentered,

oty ERFRRHTR 150 SEPh LB T By e

of anaﬁhkéslbéiﬁig éfisred Sﬁhlﬁplbedstﬁ&andlﬁaﬁﬁdﬁﬂlatch the case or
matter. Accordj gﬁ to sonme enbodi nent.s fF\ddl
[0097E st odThérFlcromtecisevey mAveEERert sEAL, feh Roaighing the Unificd

Direct68) 121l 8 ifgheidetEhy R idforRERd, istonf gt td-reddnBhrough the user

27



Directory 122 to the case or matter in the Case
dat abase 124. [0098] According to sone enbodi nents,
upon addi ng custodians to a matter, the electronic
di scovery managenent server 110 is configured to
initiate the transm ssion of preservation notices and
surveys to the custodians. In this regard,
1nterfa&r ﬁ%edr 1Ys%f AN ARNHE ﬁlaf’dﬂﬂllg tﬁéjfn\ﬁﬁylﬁel{t@nﬁ% ﬂ%m{la(?lo{} gl the event
ticular case or matter are "store or to
only ortehfeatclawas phwhed r i pattivear shefingatidbmifeng Bormation, the electronic

discovgry HERR AR A SR RSy erd s At Rt e sdded
to the R¥ESIh&ter.t DAME: XA HAR, B BRQFveitHEdrE tahioBe Sawhtvis Todakd for a
case profile _that cause the electronic discovery

particulas sef @ Pt idsetitying infopnatipn; them thejmultipls smathes gy be presented

togethéi’ rtc?ﬁl% &édo@é}g n%%é&‘%hr@ﬁ% 1?11:‘ NG Ynt@lac? 1R86hd &H}k@& s&lﬁlhfathe e-
or time or upon a particular triggering event as

discovery nrnsger divahrepemwtge anhligde ¢ustadima prefiles associqtbbwith the matches 1o

determie I OE] SRR Pl TG Lo B4 s oime so e o

discov&9 RRmegeh atiyrndider thd@heliefolthatiunGn tit [H6fs rsucﬂm%gﬁ@@ﬁﬂe
server 110 is configured to transmt the preservation

work loggtipn, @gsogigted systodipns, exgi such iformatencanaform g diseyery manager

as to wﬁ@tﬁeﬁﬁilﬁ%iﬁ% BRYod2 i kiRbnk %tEﬁk%gP RS Ela¥Rb{ PP riaRidef By then
such that t are transmtted to custodians

select m@g@tdmust@m fonaldstmnvteyhmye trenatiee dnd @oniom ¢hat B qusborkans

B I T R Y R

custodiah @£4 £R8 b matitrdtwleskYinkidg 20 clatitg he civwsdidnlftoARdn SHedlBled
inrelation to the rel evant cust od| an in the case

Directqgy 4¢3 fodhs pase qemalierdn st Cass datahasa 124 ur t hernore, the

[0098]€! ect rRRbgirli+s SOME Eﬂﬁb&ﬁﬁh@ﬁ@ BB adfihy @Jst&d}é?ls %ﬁa %Merb&e
configured to store or a portioh of the

electronie clesicoresty managqaelesmem@y 1 teis monﬁmedwtoumaateUm ‘dranenhsswn of

s SRS e O AR BB 0Bt

surveyprobsaiita thequartivalar ¢ gse @i thatterury eyreldon ar inket oslihe Iaaseqmﬁle in the
ch correspondi ng response is tracked in th

case daigbpee, 2t Teapsmissiraf e preservahen Rasss et Wewye tostodippgadded o
the cas€ hﬁ?‘b& QiomaftliSHP Leintpl SRNFIRAT BE pRSE R rudddhs WhhiIhe RaddProfile
con ured to transm't rem nder notices if responses
that cagss th@eatonicaljssouers nmagmméw‘eﬂﬂ 1w tcmrmlsmltmmm:fan ertservatlon

' T e age
notice &%gﬁy%ﬁﬁﬁ&nggulaﬁ Agige etl%g Aul f g na g)g&lt%gl\ér ﬁ'}éﬁer&% e%et'l"i:e such asa
custodiag being eddedad thee:asd; or fhe eskwbvdry mausgeo ehiagmeantidlly cause the
eri odi cal | refresh t he cu di ans' nepor of their
Preser‘)ga?lynqtﬁ% fitsie it PmeEMbadimeis. fhe elgghonic

discovél@hlaBhgenicit $PVR 1@@1&@%@&&&0 PGBt Fhe RERPRABA LSRR and surveys
noti ce has been sent to a custodian, the el ectronic

via a steidachbemall funelieny ehhssurvery may ba tigl to rﬂaq/pram‘eatlpa ketiqes such that they

oo e AEHTD CARNLR! RO ol SLLEAREE 8L 150rc B I Bl Svation

sonal ~conput I'ng an al
notice. pth:ea visstodian regiondetotasuies, thatwawey tesonse is mécxemasaby e electronic

. t echnol o nment grou I n addition

dlscovwgﬁa?gfg% ST | S0 PREE HLIelAoR HEthe aslgnt ﬁlsrq%faaem ecase

profile i@ ¢Rel dfEbARN 28 PEARSmOFOthe RIRFBLIE disORRrPMAYBY¥mB®¥erver 110
inquire as to what network storage devices
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the custodi an uses when storing data. The answer that

the custodian gives to the survey may informthe

addi tion of Shared Drives to the custodian profile in

the Unified Database 122 that my be used later in

col l ection. [00100] According to sonme enbodi nents of

the present invention, the e-discovery nmanager may

util.dze the user interf . ﬂ?ﬂﬁﬁ@ :
may b eqnfighred ;% f%gl:e and 3 é’gtgoc?% Cf?}éerlérraga {egelggﬁg%% or N t% Ao in the
Unified DirseioB; Etindiemstodiantshpeoftlont act s/ managers for a case

may al so agcess theﬁ&a&e rofjle in the case da%abase d
(00991124 udRGAPEIRBOBF SBETTEA F7eh VARSI LR BRTT 2 ion notice an
survey'1Q b 88stodi&s ¥ad e LorrePRhGiNg t@pHEC 9 tricked PR el iR €dsB profile in

Thus, the e-discovery nanager nmay not be the only
the casedtabasgil2h Theeleetronicdisdoreryaanageraent seraemid A appymbye be configured

| . b . .
o van 0P 308 RS M s LR PR TRt
period @ftig. The cleatsditc diocdveryneamgymbitsgrver] dvamt alsmbe ¢dnfigured to

ase.of matter., In sone enbodi ment he,t s are.
sohed] UM AU 4 PLTRL CBEOUGER BTenISeLy T e siigns’ memory
of theif H\ﬁw{ o peterAfiey dbSBRYA PArAMIBAE BRI thatfee! keyomkldhbodiments, once a
configured to transmt a notice to the custodians
preseryatian nptigsthas heent sgaido geustedian thecledrpicdisgyerydpaapgnent server 110
' t (s o f ' of WLt

vy o 5 AP SOl G g o W et computrts
transmitting ac hlerref thgqresefvatibrenotza sethematernrst s acformdtendedhnology

files to Qe g&tachﬁd to the case rofile.]%g 101 vv%p R
managerigl goYR, 1p Addian, i sUrisy RESPORRE TRected HOTLTH 58%}’6 pinform
the colldd B PoBest O PbAGlafpRy, ond ARG ahSy Higtﬁr@ﬁio Getat AdtRoikedtdtBge devices

to the case profile to be applied when searching the
the custedipseses wherpsforiag date. o Thowmawer Bat the pustqsiasgives te the survey may
informtr tﬁ!e A AT %f%htaﬂa% DEAS i He Qgﬁb(ﬁﬁﬁ' fi'leninttﬁlﬂIeUﬁﬁiég Dabde! 179 that

e searc terns wthin the case profile is
may badsediftagecaectioni t creates a record of the searching
hat to,.be undertaken wth respect tq.the data and
rootody s i RecRipinie AmeameBrrmE ol pe e rrbliho e “Rte Rl
manageEmayiutiliZA8Odder HE&ecd il 18t RldsRaEhnesti) HotoF Ndsks,hd bduech terms to a
present invention, when a decision is made that it is
case of makert & sammq @pRodnENT g ontastsAnaNagess £ors? GaRe mayasp agcess the case

I - dl : t j f
profild sl SRAUEL Y (RRAY ol P st i, ARRadH RS, AR tasks, and
searchuerdertd e sigreddbareinT Mhas, thed-disgeny ingapgesmahrot be the only entry with

0 ncemgnt of collection of t cust.odi apns' t
s S TR TS bt SR BTAC0a  pghn
server §€0.VERe subfbct Mmag@dfidgiatRchhentghbewasd faslaidtkidicansgthing relevant to

assigned to the matter to be rel eased to .the case, at
the cageifs ngifse Injspc cmodigents; B faskhare 5 L RATighlare iptadiags must
complgt'eﬁ‘tﬁ@ fYecHBRRURCOTRS niAh S)hRHBdYv s | 801sQRYnBEREPR tBinsmit a notice

custodians wthin the case, the electronic” discovery
to the cnestralipmsintt theie the dask needsite be omhplgtedeppraps abing wandagd ewpil
functicg{{s. Sﬁ@ rs%glw'@qg Fﬁ%h%%ﬁ%i%g %—Sd%%?vAérgf %%e%rtﬂ% co%?acﬁm&&z?g%r of the
case, may upload relevant files to be attached to the case profile.

[00101] With regard to the search terms, the e-discovery manager or the case contacts or

managers may add certain terms to the case profile to be applied when searching the collected
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[00104] Once a custodi an has been identified for

coll ection, whether manually by the e- discovery

manager or by being released froma matter to a case,

the el ectronic discovery system 100 is configured to

automatically collect the custodian's data using the

| ocation information stored in the Unified Directory
datn to3B6te ARER SRR of Rap B Wl ST 1TRAR0 TR Mg th scarh
terms witkihdiak Gise profiless ediahtagemd ab it crdates Lalrreo‘ombdf the seaodhingythdid@to be

e 5 G b P 5 R AL 58 S e

belowparticul ar custodi an that nust be collected. There are
different |locations that the system_ 100 can

many
[0010261dd r eAccording to dpmg cpbpdiments of Bepuesertdnveaian | whes @clepision is
e 5L BGPTSR R A A RTESRANED oA oy

use thectwst nthrface 1 teadeate tiwrcusotiaes fromnhe 1innt¢drmmjévs uaﬂerlmctase This

rsonal ci ated. wi,th the .
relenscY} Gporbi S8 Rlcnf RO iR BT R Rl ik 1 s sppbodiments,
the cleStestiedisdolBryTashaparaett séker 110 isedrfighted td Qidvi hIesustitlidnl @5@ened to

machi nes. Therefore, the electronic,  discovery

the mafigiig b6 ieleased iorthepasy aptheagme e hadditics, mémé%‘ﬁ& where the e-
rl

dlscov%ﬁ‘dnﬁgep h%ﬁ%{élfggﬂ? glt'egﬁﬁ %f'cglgg Rg(glhs‘lmglisa{ﬂlg W tlﬁgletﬂ%’ Ee%f: gl;er:%lﬁctromc
discoverfy nzanpgaradnt savérdd o itorpniigymed teadtowongro8e of eustridiags érbe released
from a$ aIee ti | ons tslﬁrvere,[mo (as shown in FIG 7). [00106]

Fdte QS et Hnappl ication 132 is configured to
[00103)e deppaped fromthe collections server 130 or

anot her server within the network 102 to_any of th

[001043 nt er fSics @ cpedigbas beepidentifindier wllealipn, Wh@h@ffé?l@laﬂf by the e-

discovéi'yﬁﬂhﬁgéfl& BY b&HéFéi’éys@J‘froﬁl'&%zlt&FﬁJ a &GRL ligedid mc d1scove system
application 132°is configured to utilize t nd

100 is peidiguretlyo ﬂlgommﬁ@ﬂwmolﬁ@hﬂs@pﬁbdlelds dgta ubing éieeloctatlom mfonnatlon

i . O tQ d to
sored 35 PRI pRERADEE T nelt e Melntds BSe ERlRHR e er 110
access@thodlistadin, préfile of heabstodikh Eﬂiel d@l’lecﬂ@ﬂhﬁlﬁ)@l}hﬁiﬁd Dﬁ%cﬂoﬁy 122 and

dctermig i (s BT S e] Qe s ASRIERocahis gl sorage for the

particuf® chf6diAPMaBRR: bE 8bllerdl &geﬂe%rcf Iﬁﬁﬂ)hﬁffereﬁﬂﬁédtigﬁg ﬁBQt 1.thQ system
generate a snapshot of the data residing o

100 can pdstregeinelfiding peisenat opraputcrsompik aseounts) and mtwenkasmrm artﬁ;
. USi i.ald ai | abl e application such as the
includif3 e Sp QUMY SRl i,

ervice, store the snapshot in a
[001053t or adea afseﬂaanl’prdiﬁie (foes smtadiarcieispseddor cotlaction) n@hsled 4t least one

pies of the.fi]es included in e snapshgt to the
persongl o P’@Eﬁef(%s%&tﬁi;e ith s cufégr? a%rﬂa%tﬂfz@m?glq FONeY nquagiment
server | TBmayaRRRte t@fcoﬂ&@ tHda1es Gt tﬁés%%a%ﬁmt:@ erHad Gredthk ¥Rc@bnic

t he personal n&uter the local collection
discoveyy managerieshsers? 14 mw@tgeww ;ﬁlfananmhtmedm@wu@mauon

such aslccgc 2l 1?1111§mg %p a?ifh%sg]?{] égﬁ& Hll f ?}:Igl Suepn%t Mo colletig)ﬂ

erence trom oca on appt I &t N
application 13Ewmningwheodationd dehver h20 dﬁtshm&t mrlHd; gn the hard

h h h
1001067 S 15 el s} TRG ApelPie § 7.& codiayind 23 deployed fom te

collections server 130 or another server within the network 102 to any of the enterprise personal

30



[00107] In addition to the functions described above,
the local collection application 132 nay al so be
configured to transmt to the database server 120 a
catalog of the files included in the snapshot to be
stored in the ongoing collections database. This

cat al og naybe referenced by the collections server

30, j i
compuﬁes%ﬁ?d; E fg)r egu%r &“a{‘&ls e UEII léc(ﬁi:%qqﬂ%éﬂé%]aghﬁcat}on 1%2 18
configied b utilfze ittt mﬁd}mﬁ 1tlém1fylﬂg ﬁifbmiamh Isypplied ba d:hm—:ﬂei:amnﬁ discovery

with sone nts the | ocal collecti .
managglaﬁqltl seryer biY tgg)g 1f£ edc gﬂfé)lﬂl g0 el;t Afganding to one
embodﬁrﬁeﬂt htﬁe I&MqlE&fUn% 9!1&91@?{ @Bﬁ/ls%ﬁﬁgﬁg@fﬂbﬁaﬁfdﬁﬂ{tlcﬂlmnﬁaﬂed on

net wor k resources the user is usi ng

the targqﬁ cumﬂlmgs pcrmnaémt@ Triil@tlwal ollgpim m{w%m 13Adp further
conss BB L P 1 450, RLORSOSE 880 T ek
compulted Iﬂh,&'oﬁtb&h@dh 335& using & ebmherdiallyt dvailabln bfilieatidnl suele bothy Volume
122. Wth regard to transm ssion of the fil
Shadow Ry SR, SHECDR SRR & SHESERAE AP T RergP g, and

transmit®é i%'é bf)ﬂie d2and108eAlin @R shBsshbOB teddlle@@ink 88vér330i By
configured to conpress, hash, and upload the files

transmitting tm@i@ta fromp Fe soppsbetafithe data slercd omithekard devesefithe personal
compuée%othe o%gll&%]ectlc{l]l a%@ﬂ?au‘éﬂ"f ?ﬁi 5@%@%&%11%% G &@foﬁlan to continue to

i sCovery nanage server l'iTze a
use hecomaghihewithmmn smhmtanngi inptkicoedt fran tlis]Ecal coldetien appimamtﬁz and

to at t a coII on fr custo
even inffrad e GRiashed O R G B B e TasRRy i e A P aPiEg
transolited¥B Ml DlledtitRs séreérBbk 102 and determi ne which of the
enterprise personal conputers 140 are online

[00107fher efI@raédltxpn tq the fengtipms desarihediaboye, tedoesd P@#C%@@hcauon 132
may al|S(9 89% g ¢ s‘?ﬂ‘?to the ?% 150k L&6E890 o cla%bt%gof glg{ﬁelgém ﬁlﬁlélded in

g app I cation I's configure
the snaglskeot to hattomiam ilvengoing solidrtionsdtabasdk 'ﬂlf@szca(calogm,ayhh eaferenced by

the colgetReByeR 1P Hidg APBT B Bree e B R Bkl Mg pome
mtenuiaﬂe@ doNédtiohs atshopdist dfhtbiradtione Addlﬁldn@ﬂﬂhn ﬁ@ioi'c&ﬁtd with some

plication 132 i medi at.e i3 [00109] If a custodla
emboq@memtmtbe PP@rCOHGCé@maEﬂiC&HO# ?e%§§@’élﬁ%‘? esPrpLe ﬁ%sransmlt to the

electrdtnﬂzct!h grygﬁéeﬁc g : oﬁﬁ serv @ 1 10QTROBAGR R oR resoifles theldsbi@ ﬁsmg,

c di scovery nmanagenent server 110
includimgyfor um:lwle aieemrb applidations anddilé sdrvegs thabtle usﬁefshes wsef or accessed.
servers b

ingtial
Tris A FoRoR el B P NG foens el Y Binf st Tl figgc n e
Unifie8 h])li&ltdrjﬂ 13, GVItK)'egaﬂ'd'lﬁ tfank@issioh wE the filed theadelwas, according to one
plication 134 is configured tQ acce

s.the_ fil
embodyeRte fregesmmhe 195d gt %wnﬁ&t)hcaﬁowi% isPmfised 10 qempress,
hash, atdup d'tﬁe ﬁ‘le%’ﬁﬁ% GEHOEnAstt 88 8 chid¥iBns £PARY 1501 dat a

reS| Ing on server, and conpress, hash, and
[00108]r ans rﬁntsonhenﬂ)oélmtSd&Eaﬂelcb'Omh élsc@vdraemanmmeste&ewr 110 may

file. server. col |on a
wilize s ppbist wisiiog T ER s 7 o PP Bt BBt ol Ffon from o
custodﬁ@l’ s MB¢Hne: OThe cf)tﬂpﬁﬁ:r paltomgs gplitaion 1(1 7 id c&mlﬁgureﬂ oF momtor the
nple, files that have certain fi ext ensj ons. ..
nctwopl k@rqaatdﬁvgpw wihich it FeRRESF Peion QIS ﬁ%ﬂﬂfﬁ PRingnt
TherefoR€ i thk @vaf 1S isGubiBaiah WhodPRLAIGRIChRR nd&H to be collected, the
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fromcopying files having certain file extensions or

other attributes. Either of the foregoing is

advant ageous if the e-di scovery manager is not

interested in copying executable files or source

code, for exanple. In sonme enbodi ments, the file

server collection application 134 is also configured

resi

compulcp oUEGEAL e oI el o AN pidc B BB Rl the
network d 0¥ éire. cydkelnetappeerrs apipk computermddtbrimg ppplicatomi 17 ahd inform the

clctro F HBRIFY ritgrariien) Hyer THE0ET T h LT Pliose! sl

applicatibgd82 armkdig@ly. t hreshol d. In addition, in sone
enbodi nents, the file server col I ectj on application

[00109] 34 ; i3 eustrdiagnrelile (for a sestodinnslapprs fesol lgcwa nciidesany paths
for Hofn@é;%@és 6r|'5?1tarédtDﬂV%s O[Héﬂ R EleBBori& @i@%d%e%)) nat a sc];rix/?rels}o may

i ncl udes nor e an a token anopunt o
undertakedo collect the ﬁéssérmn thiaset file hervérs by emitial i the ﬁlewds/esuﬂhction
. pear. ne fi oose to 0 S SO as
applicsiER ] o4 Rinisa sFitoURg Soe e FOwRIE FIGL P, TheflE sitivng
collectioﬁ applidatioe 134 RROABEUIRINSIccdshtheffild erae located @@ihle @bleh @th
plication 134 copies all or _a portion of the fi

Whether &q fie sgvers aﬂome§p%c@rov aShasd Priwg, o9py theedataresidigs va ﬁhq file

server, taﬂ@ c&rﬁﬁﬁ:?ssﬁ CHRALLRALAR 1R co?feﬁfd'a%a% M of1E AR drser 1 BE Mhe file
to the coflections server 00110] It a custodi an

server mlbﬁmrmp@hcﬁﬁoa 134 stay dhic prografmed with fpcasetcm&uembnsdw allow it to

ess t_on the

onty oqgR lSkIFRecRR sFR cuceab Ry AR oBNBbs HER o pfhlon
Alternativeiypthe pyogrirhinad BRRItiof Smd e breldit thele ader dolik&icn@pplication 134

cdlgﬁn the files fromthe enterprise email server 160

from CORYiR iles having W@ta{nﬁge gelensions o ather attibutssy Egher of the foregoing is
advant%ﬁﬁé ¢ el eodﬁsél-)%éryrda!ﬁﬁg&gs /8 119&@}elst%&‘ t %)%n%%&&%‘fabiéﬂes( &Ssource

shown in FIG 7). In sone enb he active
code, femexiampleo |Ih eemé embediprhte.dhé Ble seder ¢oeilectmmppbwneni 134vis also
S tigul e er_ within
contig FEE R nlaf PHL Sl or MR g Y MG RERLFer e i e
emboditnesit,akk file' sSw&C@D@lHﬂtonr@phﬁQSn 1 svhinal antemkitienin bogis et @ilection
the i nfor tlon in n the Unified Directory
Processlggwn%%i}a &}ta% g@ﬁ@@a estiste falls Relowd prgdetsrained.
ﬂueshcﬁ’&' & Slitdn, H’s%me%ﬂio@ﬁ'ﬁe%& s Hl@se@vd%@ﬁ&h@ﬁ %ﬂ]ﬁgtl(ﬁlel%qu
of time prior to the colléction, (for exa seven
configuted to defarinine whethena paisiculexfoldsn jhabii s Ctdlaﬁmm from hlesgpicethcludes
more étl)l? nteagnsotugfo tr%%xlhglg hiegg%dfl% ee Eve]n' ﬁgtctg PoH‘er ogs 1n§:NHde %mh
neatrline ﬁiea, dheodedn ngt @dletisaticfles &5 as tb heo1ﬂ aﬁrérildadingﬁ:hd sep.er OT herefore,

data _hei ng col ] ected he col |l ectjons server_ 130
according tg ditferenfe ]E)OJélflﬁti‘t% tﬁl e sgrypreollestion ap;mqqn@n { picopies all ora
portionCdtheSibd RBiding ohtd filk @V dt 'ﬂletﬂ'&ﬁl SOEH ththSrcBasdirkiBan’s

drive 180 until the particular collection is
profile gpdrisinsméts them wahe eollsaliensgervenli0he set of data

esul n
[001 101 H{P&lg&fﬁ?ﬂ] ({Fﬂ? gf% %c&ﬁ%&ﬁ;‘% rtefééfgér%dg(?% érogectm%?mcfuﬁes an email
addresmt m}e:haﬂlaﬁoflmronpm entetpride ensdiloeagel60; tieh lﬂﬁfem:lttemctdli’tﬁovery
ectlo er 30 t.he bar code,
managons S 0 1 ek et BN B S8 B8 S aniagemahterver 160
by initidiNEthe lé&reteﬁlaﬁ%oﬂéc@foﬁ Applitatibiel %ﬁﬁlﬁé 6n %ﬁ[ééﬁﬁns]sgﬂrer 130 (as
for exanple, 1in the custodian's profile in the
Uni fied Database 122, in relation to the stored
i nformati on about
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the particular collection, whether it was a | ocal
collection, an active email collection, a file server
collection, etc. Therefore, the barcode can be used
for reference at a |later date to determine the origin
of the data. After the data has been copied to the
| ong- tern1storage ar ea netmork 190, the collections
O conp t he of, the data jin.. .
shown JEFG i 75508 BeodErerie e e Al S uPridtcy 136 g
confighed ’btﬁac%&.@ ti$hrtidular tVier 388 Mk Bigank & sdrﬁ@ﬁltlﬁlﬁtb.e chtefgRE einli® server
data fromthe staging drive_  180. OOllé% Once the

160 ongygirieh thgsueedian s aconel PYAy-Bdidhis @y drfgpption included
e i S M 5 e
custodiaefuprea ptedeﬂesnmerhpcrh:dbif éineerptios to thalobkection, (forwkamplbyseven days

pror iy S ECP) s Bt IR St o G Pl et 196

[ooi11gol | eqtegardwagioﬁtﬁektofage&éseuﬁce Illﬂ:aﬁ@’f fromtviliepdatisdring collected, or
network 190. Therefore, accqrding to sone en%pdlnents

the partipaifypechfinye prngepiceiad the slecti B ppmpRl Bhis SeHiEvko siore the
data ﬁé@% rﬂgje? c%éllé@ﬁfn% 1P Shidofri) ™ th‘é%ﬁ&'y E&fn%‘fhgﬂ{gddnve 180 until the

unctions nmay appl toit. After
panlcmdneoﬂmuan isscodgpdete, @ttach mbatcatedn dwrsat ta nesulﬁmg frem thrapeseticular

to | on area etmor
cone i 2 B e 4 04 LS B3 WU MR BR 100 B ermancns
storage{ Qﬁﬁﬂl@ﬂm&é the edifecli@RGErvBOB( tankinGs tHe,bakcobit fbinehitiag etie
orovided that illustrates the .electronic d|3f%y?
electropig i v magpganRant pEver 10 fRbylewd i thedoehtsegprver 120, forexample,

in the &ﬁfbgfaﬂ"s';goﬁlg i B i S AP PRE Y52, ifSelhitdntd ttHeastt(ﬁgd {nforiafon about

, certain processes descri bed ‘herein may be
the partiatlegaicetio, $Bethertihivas @ lnsalofollectin, amandiye mmad coligstion, a file server
S b | ock, 200
conect L ES SR B sl 5eR05ve G5 AR IERIP By Fiemine e
origin 6bE(RE daanAddr thy datadrk bé’eﬁQ;opAﬂ t6l e&dmgaedn s'@bag‘eereatﬂ&@vork 190, the
el ectronj dISCOV ﬁ@systepﬁﬁ 0 i,s arranged such_t
collectiogs g verciOomPaies el tiag &f e P iHAgLd Or%aé%ﬁ&élﬁtnai data
in the Y gifP & ARMHONBA. if tﬂ@qﬁyﬁﬁg istilgtRall furgtd tht daR HRhEIKE BlagiR drive
the Categorization of processes wthin the categorles
180. that is conceptual, and it shoul d be understood that
ert ai 0 r r
con T RO ERER s BF HREE MRS SASpL PR Epo
necessﬁlﬁlytrbmlysfblsﬁc:eraswl Qﬁ)de&tl,l ioisdikebthatahedatamay @pettd befprocessed before it

s s Do PP T ity i Puetors i SR o SR S o B may
be enct Qa8 Iﬂwonh AOWARD tHRard LaIRbteR HAE 8 td thlon ?&éﬂrxﬁstﬂta@@ hida
€ case mnmahag enment categor is creation o a matter

netwoxzkr19@a§éer§§)rg awcad@m someembadimerds,i bhdaiy pay be copied to the
converglg%l &ée/ﬂvgcteﬁger\é&}?a %\é@: d &-:n@é Qf&ec?)%éon A% st 1%2*9‘1‘3 functions may

I scovery manager y enter Iinto the user
be apphétl EJr if, aadiel 8 dataris decnyptedirar stetdaclived bio istremrmedrio ﬂmdblw—term

or ﬁﬁfe such as C Pd/or nunbe%
storazg e petvittis EF ey TomayiBoria b feeh or sYia Hiposes
[001 13f]dent | WitR hefelche: RAV 10 MG. 3 a bRAKARRIM {siprévidedig iRGdtRtks the
or the case to be o ened) managers or contacts for

electropjvedisppy ety management ﬁtﬁ'entw @l HlePressygnyeation meegrding to some
embodiments. As illustrated in FIG. 8, certain processes described herein may be categorized
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substance of the matter rather than the process, |ike
the e-di scovery manager) etc. [00115] It is noted that
custodian information is stored separately fromthe
case information allowing for the same custodian in
mul tiple cases. This provides for the electronic

di scovery system of the present invention to have

it SREL AR b MBSt ARG 0095, Pl P

represeatefddiyrmmlczm scdnemynayemante aerepresaitadary Blbck 3400 r esddséritaed

inforomatjon in the dat abas 4 in the
dbove, i ORI GsorTELY SeRten G0 PAeRE I Dgliates Hiototins and Gota may

be madagécplmaaiehaau oB&i bRt BbweveR tBErBR hifiRnleRinfht HOthé Satéporization
particular matter or case is related within the case

of procgsseailbia tha cetcggnies tetis epncepiyeh angdsit shawhbgjendetstood that certain

e GRS oSS R L RE LG Ay o

architeti@ret ofph@ge&m Wiltdtliows egmestemnapement oficestodiensc cased, andhdad,

preservatjion notices. and surveys eci fi t he
certaini Rt ees OLbe Srgu e dramey St Tore BRY End afdng foréedg
[0o1 14? di SOPUERY prdteRaABATalBYithih eRdSmbli@cMER calcpé9id @6fion of a
18, either generate a new preservation notices or
matter gripasegsa frameyeriox ifigatien panporteplivificss asshown inBlack 202.0As
r [ t
descrit gBO! 85 of sk Uy SPGR iy hfer bl ISe i ract 2 1RRE A
informstibrvabputed pa‘aﬂyarsmameedr dase, tsmm what calyasene sdfov anmﬂzaoa shoort
. the se oflle t [ se or tter
descrintigg g e s gsp i 1Reat 1dbBHin i s e B R Tyl Ui o skecpfor the
case toaﬁ%aﬁbdy Qﬁeﬁﬁ%@@ bt ¢on@idts fhoth ﬂﬁttéﬁ@ @, indBvidhem iaesinddid thy
Bl ock 206. 3 descri bed above, the e- di scovery
substaneg o femaier gathes thandhe Mpcosndikg die er-@fﬁcqm@ BRECHElF- use
he
00115 7, 46 ¥ holeUEE bAGRIMIR IS okl ) e B e
informldomvapac fontheclseme astodidminsmiitple msll fii 13 pr:owdeh forsleagiedironic

. ter may.be |im.ted.to he
discovi SR A S RRFU IO ot Sty BaD s Kgnpssociated with
one cuﬁtM&Et&maSrBeu%aﬁﬁﬂllﬁlﬂééﬁeW Il be saved in the case

dat abase 124 so that they may be readily applied t

[00116har v e sHrarlepironic sisgovRsE ranpeemca hyee e il b stRfes Hiis tnéfmagon in the

case dzIt%b%sé' ﬁﬁluihttlll%tarbgs%%ﬂ%i' Y80, Opletasd Effbh& 12-5%3&'3 @ﬁﬁ‘@rﬁlauon
ntering evant attachments, notes an ates

such that zpihmformahm relamag ¢o opartietlaranatidr socdsals Islatadtmmm thla ease database

ase nmana enent cate as d nstra
124 and §38er, RIS abasG b Gl 6B yeTi g P 1 B Bna et
proﬁmwﬂ{eaﬁgtﬁepbrmager may use the user interface 118 to
| oad documents and enter notes and ot her rel evant
[001 17&1 at a, g @P’EI(HTQF@S%%@HP gascapanagansih thdhe creaipn of preseryatiop notices

and suflvgﬁé_ 4}%;110 eaﬁ%@ Rdekd s Q{?wmﬁ BI&RQ0k4 N1t ﬂafs rEQa?@ tHoL aRERRry

ese attachments, notes Updat es are
manageddad Ihrblir@ythcragcr berfast & & roiibet gah@a@\aemwaara@eratwm petes or

t he cas rof.i t hr ough terface.118., The
surveys S SB35 RPrishrsts o gage” Oihe SRR Tad BR e e
databa®d 9@ opfQeeREAdy, linRatpraes atied AgREIOE Eld'véysalfaa&)estored in the database

rranaqerrent processes, as shown in Bl ock 2iL In this
server ﬂ%tg He casgprofile of the specific case or matter at issue. Also within case

management is the creation of search terms pertinent to the case, as represented by Block 206.
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el ectroni c di scovery managenent server 110 utilizes a
cost estimation application to determne the cost of
harvesting and revi ewi ng data, based on a nunber of
factors including, for exanple, nunber of custodians,
anount of harvested data, data types, etc. Finally,
case managenent also includes a nunber of tasking and
rkflow processes that are repres :
s deshatl oV BB S e eal S SRR HRactfor b i R use the
user inRIACEBINAS idpl iriddgdwsl bdardh thies orGadrely @i soib tebsipplicd o the data
managenent _are shown_in Bl ock 220. Wil e the processes .
harvestefybihgicats- [haavas eRpesliments.t EerTra lml_éecltraat%f ig$5 used with
particub®chabdihns A itPafRIBOREN S Ba GHSL Ote@Barch terms will be saved

managenent, the processes shown in FIG 8 include
in the qaoddalpso tswdbatit ¥y bryreadihaapptiehto hetvesigd dalgiand ysed in
it hi. he 0 matter. In that regard,
connecyﬂlé Wlt?'rsg%mﬁﬁlgec%gtgg%% 1%3@021?%8 i(a'étﬁ1 " managenent i ncluded in
[00118F| G &hieprddassemdthintdring refova attatinents, icesand apdates to a particular

matt er shown in Block 222. As descyibed abagv
case orIpgtes algp Rty }P&ﬁawa%ﬁwﬂgéafﬁﬁ%yﬁéfemﬁftgﬁcg@?lfi‘gﬁ 208
and 2100Thé Q—iﬂisﬁoﬁx‘ghﬂﬂé Posa caRE Bbdth® of hamdehMatnbd thedser interface 118
Directory 122 to the particular case profile in the

to uplogd decuianisrmd entepnotes adgherurplevant detadnelrdipg vpdates and geminders, to

be storéd it ethg ‘r:é)sfe kao%ilgl{)?th% gg{e% ﬂ'lte%%se c?;llga%agbeng [k ﬂ%§§§ﬁa‘%ﬁ1@ﬁ@, notes
8U§]t0 ran* nmanagenent 1S the transm ssion O

and uppétesat vddddpthen atay be sefardcaliwheayser aaiseud¢vediha nase pasfile through

h [ Bl.ock 224, d t tati . th

e s ey s R s i sl PSSt gso processs
that ar€¢RESHREY £ AESHAYAEMABRSESIT Us sEEKY 81 BIbEP2 LB €R thid ecgard, the

contact information in the custodian's profile in the
electropisidiscoverpinamegamant serpertld 0 ptikizes#costiermptiensappligatiop o determine
e cof G ST PSRN/ EL IR bt AR Bog bl i
numbee bRtUstddiane tantruni of hasedted data, ddtatyped etc;) nFipallyp Cawe metnzgament also
i needed from t.he ified Directory, 122 is t
includghror s BRI R B LoS R e 7S Fer BB x PRk 24
[001191€r  eMbing h&® t Bisil¥anWhhdagaRBeaer@in frodBRses #Eng within the

therein, and when she opens that nessage, the surveéf
categogyf ¢fj cupfedign axapgeaent gregaown imdlogk 23\ WhHS thsdresstes yypling

. . fii i - )

s PR 08 1o b3k Ol RSB o bt s,
the prot28ed drowatin F&Ge8 inchida¢hasa pecpsses invelvingdnarlagement of custodians

i t odi ' file. 0120 fall it hi.
T NI T —
includ &URtIad. 80Stheaf@iva oN@istodiant @ Ac389Lmats, sSubwimiimBRBICROR2. As

.228. The e-di scovery manager uses the Pser interface =
describedgbeys, HigrgkdIs¢RY T UBIEFTARSUSSHRR IeeRinigsiach 1S (orfik a custodian’s
JG VG iR baftRiulat Shde@riAIOTh ME cARldtabase 124.
pﬁﬁkﬁﬂﬁéa%g%ﬂggggﬁgé?ﬁﬁ%n thquase datgggse 124 gincqatﬁg _
Thus, thastsiodiampfipr aicage prefileiankedredted. efhe. ne@nprecessdsevithin custodian
custadi.an i s rel eased/ marked, ..t he el ectrqnic.di.scove .
managgg s s e Smiyay O 15 R O Sl oo VB P S GUAL & S in
Block P2A)fahdl eheddebehtatibn aff the suroeyslte ehdtadiabspseshonn in Biock 2p6.0Uke
data storage |locations identified in the profile

electropieigaopery MASSTRH sdusf 14 usse the seniacs Jormation & e crgpdien's
profileh $ePYffikd Uﬁ%&gg,f@% t:284nYi€ the bheRBNoPHURERY hlﬁ?éulr%g(s) stored in

eterm ne the a types and l'ocations of data to be
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harvested by accessing the custodian's profile in the
Unified Directory 122. Alternatively, the e- discovery
manager may manual |y make the same determnmi nation by
accessing and viewing the custodian's profile.
Finally, as with case managenent, custodi an managenent
al so includes a nunber of tasking and workfl ow

the ca#rﬁpocfﬁé fehe LN di ] an &g& gﬁl@&hﬁl@n@ Ya %n &g’a?rl ﬁl[u?%é%%llsed, $0

e l'ast category ata managenent, represented by
that thBbudlg knfadlﬁhtlommeedtd mem the Unifddd ]puremarg 3§23 iswh¢ histvditat cemail

enent are t oce rel ati to t
adresf W HES Thorys B Sk e ST o s S aoosarss S pssage therein, and
when dBE @?@ﬁ,ﬁl@aﬁ meR$igb dBe §lieyowill IRGIréseite@to KR! Thé siRMRyAhAy bd\@nfigured
different _storage areas of a particular custodian,

such thaﬁwh@njm@éilks hteoqg,l}hq sayas sutpwatgally tispspidicd hadkde the database server
n's network storage
120 fop&géggﬂltthe &%EEW% é{?tge é%g?dl;#lsgﬁﬂﬁ%ny ot her areas, as
[001203r e deser faleg wigrie custodddd madagethentdatha provesshod rezleasmglmstodlans
ransmtted to th

from oGt HEL Y GG 8 SV MO T8 QU6 SrARIEY MAGAck sl user ntrface

118 to eaeinthR @0 tbdibth '8 broFid LBkt tBOCARIMAnGhd BctlatddITBE®HSetion of data.
Upon reaching the collections server 130, data

This mag equr wilirs the aasg database déft since e cutedighs peofile is Higkaddhereip. Once

the cus%c?{rﬁg rél@as&bﬁaﬁ&g rtf’l El@étmn?ct Eryq'ﬁ en]f&lQ sé'l'%lj tho access
ection1s co pol t it I's store

the cusitcrdmdﬁepﬂoﬁtagmﬂemtralsmmoﬁgmoa bwd e ttheovakiotddata storage locations

e 6 s T, s, B EBtspteninCont 24 BT ey

managSREi@ sBRYr 11904AY Satorfl@LaNPEitermins the Han @@red addloc&bns of data to be
functions to be applied to it in order for it to be

harvested By apcssting hs¢repdiag s profilg wdhe Yatied Dicggtopyy B22, )dfernatively, the e-
|

discovBYIERATer M fiallP mithl o P LA ARAAOREY Bhodsing B viowing the

custodme fsxmoﬁle 7Bink by, aa maﬂh)cssesmamgem@nvcms‘@dmn nzesiagepoas slaw includes a

as own i ock 246. e the rted, it
mumbef B GO b BTN & iSeus: P fr Seeaged B BIR et dor k. 190
[00121]0 be Th@esht tatedopy is@iata thaagdRdnt Abpresdntdd| by Blosk 240 rOmdatfor sct

managenent is the association of particular data sets
of proggpse Wl%éﬁ%@%@@é@@%&e BEOSEEES rte@flﬁ% tosthg hargesting ehdata, as
shown(if?ﬁﬁacR h@b | Thes0 fpr&c@s%e§ﬁ§ﬁd9@ﬂé @9@&%& éfdatd ﬁoﬁnmsthé &9Rfefs storage

certaln search terns stored in the case pro ile are
areas of a@aémuw utstqdm inaludingithacusfodinei srigC@ pptage enher parsonglai n

ta, an [or certain an S

compuiehRE s OR1eG: s T sfoFlek Ay s gl By gty roas, as
are desgtibeddadréin.c Alllof eHealdtd i@ Ith@vaﬁllaﬁﬁ,tf)ﬂage Sa&sis copledarddtBmsmitted to the

i nst ance, t he el ectronic very rranagerrent server

di
collectiops sgrerd3eas qeﬁrélbe%gbd%%ﬁo'r s % ragicelapeeliestiqnyappigation r process.

Upon Je&&ﬁﬁgt the cQfcARR!eRLr 13 data ?e?,ﬁl%g FlofSa bt S AoALHLE T
he barcode of thé approprfate data sets iIn

tempoﬂaabg:t@red m tbc dmtj@rm stiping drive 8Gedil die aoBearionis ¢dmptese, at which

olint lglﬁ 8] edd éh 1 daﬁ 0% %n deatnhe orﬁﬁ%t Sas\é\ématlo Wl ense r{‘mal

P 55?6% netglégetrmre e g “anat ySi's. Fifi )?

identifing batcbde. olm&bregaﬁggmtls rbpfa@@ﬂkfd BsBlodial4y. nﬁreatgejma@t require
al so incl] udes a_nunber

Kf
decryphpp etandardizatipn &F}@ti?r&ﬁ? ge & 1@5 1y I@rgemvgﬁé@ wf%@é@? and/or

otherwl¥elRat1 € 6 HRNMeRt fBodst fat Alls %ﬂhﬁ&ﬁ%ﬁfaﬁmﬁ&ﬁ GE®S cbBfing of the data
managi ng a case I s provided
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i n accordance with one enbodi nent of the present

invention. As represented by Bl ock 302, a case or

matter is created by the e-di scovery manager and

stored in the case database 124. Next, custodians are

added to the case, as shown in Block 304, by Iinking

the custodian profiles of the Unified Directory 122
to the égglgterglﬁ)ﬁggr%ﬁzg ée%\g%}'lel?() fo’\rIe ét 1%?511% cﬁ rvgl%ﬁ) hag ﬂg‘%\ésaﬂ? lown in
Block 246. n@fwake dag ﬁ&oﬁwfedht fsaensnedao e lap:gaierrﬁ dtotagedﬁda&etwork 190

hayvested for the case, including instructions as to
tObeuﬁﬁbpﬁﬁﬁﬁwthe search terns to particular data types or
[001223 ust odijgd ﬁﬁhr%l @i@ﬂﬁn A4Q ni R \A%&%&Nssthé RRodM AR dFipRAichAN data sets with

at nust be nmade as to ether there is a matter or

partlcqla;'gscts af gearph temis stared i the casg prafile of thp eass dgtabase 124. In this regard,
corain{sief I3 YRR e BoRI<NRE bRl i ion SHATRE Fplicd o
certainf thgesiofi Idtlta ahd/patdrain @sttodﬂiha dacd. | dedrnaively, @ntahheamh leems may be

vt S - APAT s RS et BTl A B g5 B

managbRett seRLs lﬁﬁacéék@whé BasBlpRile, HberminePdé4tardRrms to be applied, and
preservation notice, as shown in Block 314 is

associatesgthe marqhetgrmsowmhﬁleé)mé@p%thg appaelRiEde daia seteindarg-tepm storage.
Thus, ﬁ’l@ ts&?aigte Pﬂl @{%@hg e@lﬁ%@%ﬂ %@eaﬁé vs?lﬁ ?’ﬁ g éézgtga g&%ﬁresented
to revﬂa\ha's farnalgss. Emailﬁ as mﬂuheomelanmngtmerpenﬁegtdias, data management

. rem nder .not di ans. notices b
aiso gl A noNG A G ot i i g Sl oY Bk 250,
[00123)" €Serwah kéferensd tb FIGRI HrdxefmP iy ro6sts FdhaRASInk @ chéd ik provided,
out surveys. Wth regard to surveys, in the event a

in accayggnge yithone epdpdimenter thepiepasy invaptidy dAsTgriegsniddmBlasin302, a
case oPmMrY?é{?ét?d frf §8%&flscovd: I%&t %ég'% tf%yfmg&;e céﬁéé @Vﬁaﬂla%% e Next,

N the case
custodBine ale aﬂdéd toithe cass, ap slswibineBlbck 2iaby &nking theLousteytiat prdfides of the

T TR R N S -

manag8r £idf Mvedare ERRREYBF mbef &ldRIAGRCICUELOQ ‘tﬁl’a?phédt@ Matal@rvested for
matter to the case, which initialized col ectlon of

the casepaclyding dertmigtions aa {oapphang fhe rerethtonps tagertippir dafgdypes or
custodﬁmg' By 8y régﬁﬁ@lgg TheQeteBifafibe bt tﬂﬁé’tq‘)e haiE %’ﬁf Whether there isa

nagement server 122 accesses e custodian profile
matterd)e it atases Ifithere datcamatygy dscannelpiesaradtioo motieesiage not required, ‘for

exampgep Bcrrleagglﬁ? 5 ﬁ@entc%é nlla)tc:%sg :VITIQ gli?ovte Egai ggt{) t§ ltﬁe&%@%ﬁ%ﬁ%lng)zgga ﬁ‘gl ection.

On theigdt hamd, lifdéeds maxﬂerarathw tiad Gudd acaRihel i chadbtn aspiegiedion
to each dataset,K based on the particul ar custodian and
n°t1°e%1l’36‘1‘5%’§r§ 3 ghawn BrBIoeled Zhi ch it origi nated, as shown

[00124]n Bl ol el afl&%naﬁ:%rgsfsha%ﬁlﬂssmcﬁ%wus&aylsﬁft@a%&me%ustodms
the case pro?f e may be assigned to the dataset based

added tmthe netten pemapmmgmmaﬂo n@ shega i Bicgkt?’ﬂmé, a remandchnete mgodule

may by HEP PSR reyPah IR PR ot MBS Bl Roai
reminddn abtycek $o cusdilds] TMY ﬁchlcéﬁfnay basat beerfehfail ahd magremind custodians

exenpl ary process_ for aging a custodian is
aboutﬁélﬁarﬁsaaaﬂoq otise gab erlieind ki oAb Bt HBRYS. oV ifhifeeard to

surveyR!if SR Uveht V&M dyqBreqhirE S br de@rcred', SRIRRRTABIOBY 320, a survey is created.
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Bl ock 402, a custodian is added to a matter or case.

In this regard, the custodian's profile in the

Unified Directory 122 is linked to the rel evant case

or matter profile. In order to locate the custodian's

profile, a custodian search nodul e may be enpl oyed, as

shown in Block 404. Therefore, the e-discovery

, Cf h

The su.E%g%gagr g%)’ dSR R Vagée{‘%rgiriféﬁ{! ttl?eséé%{l@at éﬁécto{; 233 édﬁ%go@B WBlock 322, it
is possibd¢ twomible ﬂ&zrsur\cégm bé attaahé¢doto ané n'amsimmettiwais the ped:servaffdnenotlces

ust odi sear ch ill,.take the i ut .
1001251176 e o S B P 2, et it D 5okl By relsase ppptogjans
from tHEh&ker to the cAR! Rhich afitigned Balicehon 6f tADERIJIREY s ddke ASHown in

interface 118 will present al]l matches and all ow the
Block 326y itheceodiagoy cryanrigerr a shanlesieaictdisowd s srenageanpicstar &% accesses
t
the custtéglrlérjl C?ﬁfg'uﬁsbt‘f%rb{}gen t%&?%lgrﬁ%sc#llﬁel gﬁ%tot 41&0115&‘.%@ aﬂ@)ﬁ;tleﬁll%gs the
apphcdbltt&tolleet&lnm;iphmtmﬁs toi golcetedt thetdata. @Eplthﬁpialt%his beas@llected and a

wnique i b BSOS R AGERBAET JB PGt yplgfan and storage

locatiofl foR{ WhidR itMRi{aeid, &s"sﬂaoﬁ'ﬁ filh Bl‘dék 3038,abksécafbhasinR GeRebuisEy stored in
nmenmber of the enterprise "do-not-call list." In this

the case @gceﬁl@may he pwigeag tiae dpfaschbrsedon 819 ipppt inpgugtings segertingthe
search ‘Pérﬂifs Il"ﬁ Se @e'clra?teyg f g% %ﬁrhg& tPIhY dathéef ad@RE r 5Hﬁs saved to be

part i cul'ar custodi an s be contacted regarding
presenwdltd)aa@ielmrssfprambyswn alter natlve cont act shoul d be

sed, h as a strative assistant of .
ro0126fct odf i FerSEe R ) g ForantEy PR S 2 ol Sprodian i
providéd) 11[1§Hcoﬁlahée Wilti bnesdniiodEindn of {he petatahnsatiGe IFies, a& E@resented by
that nust be accessed and searched to determ
Block ¢five eisustodian isgddedie aguaicher ease- alﬁﬁbla regagh tltewaﬁtoma%ts prqfife in the

Umﬁeggmﬁta?l POLENRR 18 thaGeld %Eé&‘e% ﬂréﬁl@aﬂ?or&?r th Qocate the
et he not the custodian s be di rect
custodizo htlm@ﬂile,ch cuatodiansedrtiemodwle ntaytbh emphlyb«bdts alnpvghmlﬂldcw&4

cont act ed e COo ti0
Theretft s o lery SRS Ty <PiSF o5 ReRTkipa Sioigtoh AR B feodian,
wheth&@ bt ig tHeedstodiBh’S nhib,Glcimdrk @BerWdnkifib@ionsanail aldedss, few The custodlan
transnitting preservatlon noti ces and ﬁ%{veys

search pgodple wilj takedhs Wandalopnaieremg sgarglphe T eRtoT3 2% FPr aémtch

If morérﬁlgﬁ oRYmhig lseéb%ﬁédo MeGserdhSFaMErY mwaﬁ%ntmaa{ey @ﬁd allow the
as to whet her fhe custodi an has been added t

e—dJSCQ‘mtyt eanager ta bravessdhe asodiated grofiles srsdstermpeathe h]éern:lg@ t:@@ndm In

s,verified s sh i ck ppl.e ]
his v ¢St i S AR bl R i AP SR B e
appropﬂafe&ﬁ&d&frynaléﬂ as required, as shown in Block 426, and
t he various coIIectlon % lications are

[001271 In (1 23 IsRgsaiedi Blerketos Bisiclecprie dGervFry managgRRRiserver 110

may dét@x‘hﬁﬁé' wﬁé'tﬂerftﬁ)é' pa?ﬁ’édlﬁ%ﬁét@&laﬁ’ flddeﬁ & ZPM%BQ" ot %csen@@ﬁﬁse “@8-not-call
hown 1 n Bl ock he other hand, if it is a

list.” Inahls eegarct there rpayebfewadnc@tmmotthmlswérae Srpe@ﬁlf: freifie Unified Directory
re or

122 th%tgﬁ 1cfu Far cusst?glan s oulcf1 nql%lb? OI}terl]c%edO regetrm% g Lo St i grtrl] fgx alternative

sent Vvia emnna or “cus
contacBihdild-HeriseddSuchig\ah adminisilatiok asdiblint dfithe eussidomi a’ﬂtemyively, there

t hen be actiyated f e case be for some
may bg @%r@awte% calf Gavstor m%%gﬂtﬁ@s%%e%ﬁ?@%@“i‘ﬂ%ﬁf"ieﬁ%ﬁ and
searchgdjo?jltdeé%{nﬁﬂle Wi tHehSr Ifdt' e Ristoddf BpchrsORANRA 154, TR eftier instance, a
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fromthe custodian, the custodian will be reactivated,
as shown in Block 422. [00129] After a preservation
notice is sent, a determnation is nade by the

el ectronic discovery nmanagenent server 110 as to

whet her a survey is required, as shown in Block 414.
It shoul d be noted that |n al ternate enbodi nents the

a:ietf:nrlﬂjrlwr 118?‘ |1§0 %axgeeq,?gh W&h A xéérg'nlp %Pﬁ?lu ) \sll?%%lllﬁ%d'b eﬂy gﬁgﬁcted and in the

event @b E@ﬁ&ﬁi@sh%ﬁmqwt B’@ﬂﬁ'&:ﬂylcﬁnﬁi&% Sh¢ dciyact Bforifafltih f@@he dstodian’s
becone conponent of the preservation notice and,
assmtaph(\;)g

othswws@a shoui e i | Thipipfermetion, wilbes wed later fgr
transwHhY Blesd:ad fHtib &mdishrybs L ranshi tted in conjunction
Wwth a preservation notice, and the answers are
[00128 0l | ec¥ex, 1byic¢dnd31ne¢ with BokcA08] sdctvmiyatimriagladmw the electronic

disco B R SRR RO T S R g o ded €4 mlferora

case. HIES QlcyRy| 1hen tHQubtogian arigied, w8 ¥Bowmih Bloslo4 DK supplemental data may
transmtted to the custodi an, as shown in_ Bl ock 420.

be addggh i the gpgedian prp§lerip the Wrjligd PirsgiprygkiZes reyired a8 sbeimn Block
426, afécftgg 4ilgﬁelusf %%ﬁm%gpﬁéa%ﬁs e n{lﬁﬁlze@sﬁ theae'fectr%ﬂi@‘ﬁ'&cb%

i ous col [ ection applications are
managiemietti sgivier &0 fmy colkestion eltthe gmttaﬁlaxds éaia\ﬁe ﬁlyovwama@edemfi On the

server..110 collecti,on of. th
other igaﬂgwﬁ It. 1%8. Ba %I‘kthﬁlé gresery?]thnﬁlotw%s r%% mre(? gfo eb%s sslﬁwn in Block
410, a@fe@éﬂvbt@oﬂ ibticB & deht ik edaiDto e tastydidnld duStoaﬁﬁ e&ﬁ@(ih i s shown in
der to determne the various |l ocations mhere t he

Block éb%ttwwdw&yn%b@l b Brdiyatedidzom thercate Rpcause, fonsqppe repson, data
does na 1%5 tc]efﬁepcolfebt%d G e bﬁ’s‘fmﬁarp %Qhé S0l W 1Ra€bme3 %ime to collect

Referring to FIGS d 12,” flow di agrams
from ﬂa&r @smdwethte@dstodlala\vdbbmdct‘s@@df @rShOWalﬂkaICk da2.a from

arioug,data SOU ces cecar |
[0012% f th eﬁ% 2y Spgesterv gy n(’) cle 6?’1 &5 i\% Venfnag‘aéﬁ r?@%g' HEQL&ronic
dzscov@@l ﬂlﬂfalgblﬁ&lt@f:rvétal 1@ £ S wﬁsthaﬂdsur@&y ikvegjnired @4 shdwieintBipek 414. It

Dat k 506 f
should&m%félat@%ép Pft?lﬂ%t? fn% fgmemé&‘?% C?Sf%ﬂ.ﬁna‘w%ﬁ(%%ﬁ‘é aSyEey fpay be

made ﬁﬁor 16 BididghBe prterFURAMORAS ﬁl@ﬁckﬁéﬂ{eﬁ% &ﬂb(ﬁﬁ&héﬁ@ ififBihrvey is
| ection appllcatlon i's inplemented | ect
requlr@hﬁumayfbe@mm a@ﬁmpme@tjoféthapresw@tmgmcmq@ thaﬂs,u asgessed
0 0

snnult%lhetgﬁngg% dgnrs]t’oﬁl%ﬁ gidags&g\fe Wé } mr@d&?ﬁ?ﬁ&l i &glh?é@[mcg%fn with a
preservatioa astck, hnd theméWmhre@nDledtetbbyJﬂe Bleamoma:‘rﬂllsd:ovat}dnmement server

for ap. e account t ent e server
110 an(llsggycp in tga gﬂaltq%seé’yeé'égﬁ,(ﬁsr SROR gb]%@gt( 3? %@H%rrﬂotlces for the
preser@ﬁfoﬁ%btl&el:l 189 sireyysUnseN Ak dRmeadd 18 tle dubBdiah| AShd%@ M Block

he enterprise enmmil” server (160) b initializing the

420. l\é@:ﬁ,u opge dimiime totaliset data tlwystcé@tl |1@¢Yeeae§é§0m thgamatisgtoghe case, as
showncig {él&?{tlf lgn dXfié Y ou% %&Pe)ctloﬁ %kr H¥orls 'Zpeoi%%;?l%d%y ‘&19 Blectronic

rve enh col Icatl
dlscoveqrrﬁmgugemdmttservax:blé)sfar tdibclpmr ofi the bm;todlid:ﬁs dagfas shiowohaR]eck 428.

server th 160
In this et e d paorie ibp blried ety TokR ehesrad R oot o
detern?@SBE vafoustib&itioh WhFB tHeMstotiah Begthavdstbiea duial Fidly, as shown in

Directory 122), copy _all email |ocated there,
BlOCkﬂ?ﬂ%ltb‘?jﬁ:%@dw@nﬁa‘iqtasls(ﬁ@n@i@d up to a designated prior
period, for exanple, seven days prior to the

col | ecti on,
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and transmt the copied emails to the collections
server (130). The email collection application is
al so capabl e of inplenenting bulk requests and for
collecting email on a schedul ed basis, such as daily.
The emai|l collection application is additionally
capabl e of being inplementing enterprise-w de and

[001305 equi ?erHﬁ) @' Ei g{?ﬁii fﬂow (ﬁa émg Eﬁ% éJréslégtcﬁﬁ of £REMEE 500 for

he active @ . In I'S
harvestadakd feat |vemmamata| soatces) i é.cbaﬁl)ancsaamﬁe&nb@hmaﬂm ofths presentt y

. risk, [0 At _Event 0, a barcodin licatig

inventif o ALEER S07 4h¢ SOt o e sodies a1 Scpvane B v Mgl

identifisl 2DfABIEEH 30 stgkBbs ab@vedrhACMads balleRd FronPart HRh&DE sPftem or
email resulting fromthe particular collection. The

the likqy ﬁ%@@w@dhaamtgmﬂh@ ﬁcteff@md cqHertion gaplitation isdmplsmenied to
ot AR BBy 0 0, LU 30 B REE AL i

presemt emﬂmlmmﬁs dfithe haemtaeifiarnhsodian pofild (cﬁondmstaﬂmnirevlensectfor
v manag nt .server 10), to, be  stored.in
collect iy} BELAGEY A pRE U DT 2 Biei gt b Bt Sl o)
then th® E:Kéf:t'rdnﬁ‘c alacdveg itk brféht sEReA0 @%ﬁﬁﬁﬁ])ertakd’to c6lleat ihefildsGrom
the stored infornmation about the particul ar

the entergripeeraibisrver b0 Py indtializingsheative gmaid sellastonapdication (136)
i FLERREG S SHET RS LB ARP gth
application g+ 3¥6¢ ismosfigured)® ®rcesa tlmqiawdml@r Miedyoft Ekehangd deect imiths the
server, (130 co res the,hashing of .th ata in
enterprE Y o T e LG RS IBAPSO G Ty g fgoed on
the inféHria¥i6n inch@6d infhél UniffedDifechap M23)gcdpy all@ﬁfaillhﬁoated tlﬂd#é GRduding
the data fromthe staging drive (180). As such
emails galeted #p g2 Hesignated rivepengds s gkanple seeaidlayppiaside HtGé:OH?Féwn _
and tragﬁﬁ ?ﬁfé'cﬁ o8 BRLACRIAODIRRIE s&’ém‘?ﬁg Tlﬁ:eé' a?lrcoﬁegl @pplication
Uch n uman I ntervention i s needed I'n barcog
is also pmabbsﬁ;‘ 1mplnmamwmbﬂnmquwsmnd fmﬂdatugrmmﬂ@h atshheduled basis, such

.present . tion e bar a er ..
o it Rl OV Eon GRe G 8 M Rl g, B R AL lne
enterprifRivige m@ﬁe@m}es[n@@&ﬁgﬂ i dBiti Ry etithSIR: tolcbRect el ficdinail. In this
emai | dat be associated with a speC|f|i search
regard,tthe ?P‘Fl%lb?(’ll?i?ﬂ@e%li'@h"%&ﬁ 30 eeryesdp spfluce FerBTYBXappl i ed, a

[00131'(] :em @?Eﬂ/tanttﬁﬁ 4 bdr&i UppH oG ONB M nhlorh G 1a ?fng‘Téc%tlon such

search termhit li1st”) are presente
as short-hemrseagingwisive 4 HiP) &) aftack e barsdds to the seeofiemaibesdtingfrom the
prinf 83 O B RS s ST, Byl
storagemreCietwBk (190 Forpkaantdabapei Pathctmorttht cellddtitns server (130)

docunents _within the search %ern1h|t list are nor
transmits fhe byrepde Eormativdhs dectiapindisnovery apagamagt servarfbl0) to be

stored ﬁﬂh& 8ahiRee %ﬂgergﬁf(ﬁ ofglegiaﬁﬁﬂé Yethe @ﬁét!)dl&hag Prolfife 1?1%’6! @ﬁ’if E@

processi ng rive for su sequent anal YSI S. It shoul
Datababe(lﬁé) amirclatian te the sipsgdunprmatiemabolt the partioded eollegiont ITéerefore,

the bara%cf € can g? Bse&t O14e e%%on%\é %{5&3 fa?eﬁ dgtn / getergneu(fer t¥1 bl LR of Ble E]T SAﬂer the

e e actlve enal ata se

data hds @agleebpiaatio tHellengrah y®iazec apal nietairk Or90aNkk callectione sérver (130)
518, the data set .is ex orted to hle .. . : .
compapeé ]Bpg pé@p dafain pgm %p‘g«;gqgg to the original data in the staging drive

(180) and, if the hashing is identical, purges the data from the staging drive (180). As such,
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[00134] Data Bl ock 520 signifies other non-exchange

server based email, such as enmail accessed through a

client-server, collaborative application, such as

Lotus Notes(r) or the like. At Event 522, NSF files

or any other file types associated wth non-exchange

server based email is manually harvested from an
barcod%ggplg BQrf&@n%g%ﬁl% tﬁnﬁg‘léd tg%ﬁ%%%te tﬂ%ofjngtgdlﬁé éé&g?ﬁ(glt dn;/a%l exchange
server erdg (-as sidhGibIunaAtintEwerntion5i? ﬁeedad bethe bakicody prpcﬂss chitdcogrdinge with

ted at ,a stagin tio such short-ter

emb"dé'fl%lﬁ? ¢ Pefg Preset (1o GRS araadt e B GR BE ERi bR type

Emd;mpgﬂmgﬁgh@ﬁgpnﬁﬁ&vg%)enalI resulting fromthe
particul ar collection. The barcoded data is then

[001 3iﬂop| e dAtdErent Hidntheicoleabes! email datempy heasseeipted Fathagecafiegearch
k

com 54 YL AT 0 PTASRS 01205 o RSBkl

mcludlngftlmismn@ ithe Osdatvh tednekit Hat) are gicsamadeo yhamen@genamndt also stored in

rver ( ) 1.0 be stored in.the. database serv
the datayisgerv et 30y HR Tvie it PRRLPINck Gt oD P 9 i elpginic
d1scovlel‘}r' rharRgerett aBaee] 1014 Rich nhdy théd Rkt ddi@ndiki@iof et Bther documents
i nformati on about the particular collection.

withinThegearch term hihkist igegroengdikelyrio be resgensivieor ref erence at a

ater [ fier
10013415 %6 482 fend ARG hndhaflcal L4806 ol aall St Sopiclib &
processiaip \devk fof 8tEquenhanatwsid BEchowdd e neted that the haBiye cloamual daga obviates

e 1 S A TR A 9 R T B v o

data sdd &516hdR ihtd thelBtyskEalppliaube e8d, khBvahe 5 88, fliedatd §e issdxp@ritditto the
drive (180). 41 [00 36] At Event 526, the collected

requesipsficacEerdpaalisisver enmi | data my be associated with

spec
[0013{’] o %érthe f&é%gaj:ﬁg Elg&lﬁf@?}@ﬁ%lf %%H g)?:ﬁﬁtage swpbésgc? e%%"l1 stth as email
accessdd)ﬁmr@htasclnemedemhr rugllawwstareta@phmuon,rsach selartghNotes®hohthe like. At

v 57 A S BRGS0 e By S a0 B2 358

manuzl haR@ite@irbAnntdrpiise-drde dntifl RhREhivail lldbeawetapabilities, such
managenment server 110, which may then nmake a
aSﬂL@@%QPﬁWﬁHﬁP@ﬁOEﬁﬁP-eother docunments within the search

ern1h
[0013% 00137 ﬁ\f EA\{&:'H?E %%%?%%%gﬂlﬁg ablglfclaﬁoﬁ 3 1@216%%%%%3@% %’tﬁgel?g %(iclatlon such

as shortygasstagmg)dmm (elao)mtattacimwbaemamgw selsymparexprggel sasvaiemail

resultlg% ﬁmngg%/ P%'ﬁcuelfrl]rﬁ ro¥1§t go%], I&l}ﬁ g)ec ! %{Elga nLg Cf:n%opllteg ec(g &? L icated to

the lorp-@6R Bordgd ifatneBork T198) Qrgetidnearst@bgdNIrurfhetniere ahie colkections
the user |evel and, therefore only the user has

t
sewerte(lh@) ﬁ&%%tae hreededgfopmation tgdhs glptiog) disaoucry duampgeRenp server
(110) %%I skéz@d in Locﬂe & t%‘é@ er@é'r (ORH! ﬁéPEkrfﬂ{bl@fm {HeeudNSHiahislpfoftly Rethe

out t w edgé’ o t he user/encrypter The
Umﬁedémtqlma @ a2)apmela©a11 rtcoﬁhe Siormlsnfomnﬁﬁume@onh@@ paticuler collection.

thr SRR BRNIETE s REABTDAELERER % GROAIRPu

data. A&@xf the deta Yips Bden@opied sLihs &mgaﬁltnh ytorhge ayepmstutole (198),ahe collections
servery g?toqja' %grlgpapﬁte%t i Sci)fntp% H%e R glo%?l%]? gt%?‘agg % %%ng{fﬁi éata in the

staging drive (180) and, if the hashing is identical, purges the data from the staging drive (180).
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application and, at Event 532, the data set is
exported to the requestor/reviewer for analysis.
[00139] Data Block 534 signifies journal ed data, such
as electronic commerce data stored on a repository
for the purpose of regulation, conpliance to
regul ating bodies, such as the Securities and
[00136F%C h ang g Ry B56S i 95‘116%@?@011%01{39 o Ldrti&-enfill d %‘?ﬁ%{ bi%@ ociated
riteria is extracte rom |np system an f
with a epecHicesdarcin teamdeisirgatat &chen e ssbalph rtetr;ns syesapphied, adistheg af the files
retrieval ... 14 At . Event bar codi
and dofir Bl GO fms o e iery ul BSAEF Pl eggeiver
and alsdStoFeDintthd @itaBasé agveng120h.| The (@Y ertnfuydrédedardinBRBELAAS this to
to the set ofjournaled data resulting from the

the elegipaniq igtoaPrydBmagem s servahid Opuhich uy thpmaakies defrapination that
other do@Rh \Q{iﬁ‘%g@%ﬂf&h?&mﬂt i@ afefork @iﬁ&&y‘t@ﬁé‘}e n3fygd€ area
1 or t

net wor per manent st orage.: nt 540, the
[0013730l | eoﬂttéijreBﬂﬂSb‘daﬁ dNSdiddes qmmynﬂ:leeﬁledapa anwylatad with non-exchange
SS ci S fic search terms or set.s. .
server Bt ik e SoGIEL 5 BT BBl ik TR p ook, in
accordaﬂm Ive edmitRdirthéntd Gbe prefdadinvaritionl ODisentiyipfion ofINSF files occurs at
oper | y formatted in a standardized format. In this

the user éﬁ‘galradl theredhra PRl thoussniasdhpprsswiesd meesssary frs decryRian: Jrhe
decryph&?éﬁ)hf:étkcﬁisall%%@ f%@gﬁﬁ&l bhe NSFW@;&(&)% d@tﬁ‘%thotl the knowledge of

rel evant, stored proper data suc as a
the useﬂStTcryptbxe T deherpllmn@phfrat@nrfblﬂaﬂhf@sm omstaanedhwemhthe leaterprise

sta rdi r.et
sysory SR PLF R SR 7, 4o B Wi TR il anc
subseqaéyeiesiypRshddra. be required on EI\/L for matted files,
M5G formatted files and the |ike. [t00142] At Event
(00138444, K EvenrtodQ themepexeharge spiey "d%%lb@ﬁ 3 it & lpgrled into the analysis

apphca%%ﬁ L} 1P ERR 5B E Akd @e&‘a &0 exp &%ed&ﬁ%re&ﬁfe@tor/}@?e\ﬁe? WahiSs.
ta Set 1S export ed to the requestor/revi ewer for

[001 39én al yd$rata Blook i%?lglﬂéﬁsalonnn@dtdetﬂ@ aaalectdmcapomrmrke &ngstored

ons LB LS B S 4
Secunm:alhé Ekc}gﬁgaﬁffpinhﬁﬁidnC(lEC}laﬂge lik& blNiﬂElver[téBﬁ afitéria is extracted from
input S§§%§§ gy e@%rénedg}gé:dgggiﬁwaﬁﬁgi vty Wéte'%%& drta revgewab
0()140'}’ne el dieAEnk, @f b!ulagdlhé‘ {chifh is ihSlehOfad atadkd lgé’e[ﬂlon such

application ma aut odepl oyed t hus, obviating
as shortréasa stagingadiiye m attagh ﬁﬁaalwydq tedhesetiphiovneled daamesyliing from
e r of e
e po b eliof ol B S TR B LS Lo N
storagd reCadtwerki(1 Qﬂa)tfer }felhﬂﬂﬁdﬁti‘itmgk At Brvemg 840, {R0bAteddindbacsoided

. 55? t he barcoplhnﬂq‘él I|ct|on|3|n%lerrented at a
journalg @?ﬁ‘ﬁ‘yl 5E&rE ¢ SErBTh ter 5 O584%i ng dri ve
[001410180) At®Evait RO Ro@cLay- ﬁ%@@sﬁlg id 1H'Ii)le°n€énté€lfto lni&ﬁé' th&%lgiﬁio@e files

resulting fromthe articular collection.

are prom‘nl)cﬁmmttaﬂlan & Stagdarﬂ@f:d foophte dindhig r@gardmmm:@n&w ang epipediment of

I LIT LB EIAE o FO0D L0 BB A5 o

format| smch bs PEST filewortylitre Bhonetiaddte dssotibthd svithplecca dnitarslealizet files is

. set or, 01 Ey, nt 556
reained i =anaing %ﬂb@ggf‘é?l{?&ﬁﬁé 3 'ﬂﬁeé “PErpGETREelie FaRveRyRnS may
be requiR88 HML €Smatted files, MSG formatted files and the like.
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are properly formatted in a standardi zed format. In

this regard, according to one enbodi nent of the

invention, |oose files are exam ned for rel evancy and,

if relevant, stored in a proper data format, such as

a PST file or the Iike. The netadata associated with

the non-standardi zed files is retained and renains
001428} ¢ (O PERATE S latd P ol G R A 3 fon and
at Eveiftidd46sthe uGhal el daixt Steed: efkportesl, to tHRDequs et ¢vedve |f¢malarﬂd

o041, ik B YR 5 P P

Comptd&“{PEP tsh@asRRIpERIBON40). At ESERISIONGE 1okl d@llemmdippﬁcmhan (132)
present 1nvention. The decryption appl i catiQ

is xmplamram tf @lle@@@ta;fmm SpsiBTRIRRC Sy tRkIng 5 “HRpSho @TBese Rt hard

b
B e e
autodephyet thus, SJbVlaEygthe meed foe anyemaauaii attgbbisthe @fdlscheerly Dmnager or the

. il.es OCi t.he h t he RLE

ike. Ly erBRdaR Bl Bant Re-lial oo Gui oA 52 By be

employ'ia@l% bt Hﬂ@ﬁjom%t\d@k%tcﬁrﬁge is |oaded into the anal ySI s
pplication and, at Event 562, the |ocal PC data

(0014415 ex pirivent 3%, the@wa@sép@wa%wém@kwte &ﬁ%ﬁ%lpgf cation, such
as sho Q%%%g]%l‘gvekﬂl 8o ﬁa 1 e Ricldk &5thd @Et%f ﬁ&:‘ﬁm’@ @Et‘ﬁ@ésjﬁltmg from the

orag as 'a s drive or Hone pace
parthLﬂilrenﬂeCfolﬁﬁ Thébartoded detariy then copicdand Qmmratppttatftdatpltbmlong-tenn

e 3T B s SR8, Ol foces

local PENROLINAR BE askScigkd Wit ol spuEit barch telhle sdtiot setser ver
cation (134) may be autode I ed thus

col l ection i
(001433 by atMtfgy ent 30 PBEGE-19 BFocstNPEia HEBlPENEY {P 1§ tany loose files
are pr efﬂ/ g(g'%\éggd/ 1%%21%%% diRA foiate) Tk ﬁns k@&k%oﬁﬁngﬁﬁ @n¢ cmb&timent of

cation is inplerented at a staging
the 1n\161m<at lamsg fites ate examinsd dort retezanvysnd.gf releviani, steregdige prapgr data

forma’(r %ngﬁlaf, F%gll%rl %%F%g t par ?neett d%{a agg C ec%ﬂ?’?)l]}]&lr %%g-sﬁiﬁ&ﬁdrzed files is

I C U ar Cco
retmndd&hﬂ pelesdnoaita the&‘eiohﬁﬁttddohtaeﬁiean Somosmspiocessing fil®cdnversions may

e e e s RSB 18 g e REHIZReB e i

et wor k¢ i8¢ fmeﬂ{é%@almlbsethaﬁﬁ AR Re AectRREd e
[00146]earch)§tt ere{r‘rlw set or sets. l[0015 ?%At E\%ﬂrﬁ 5‘372&5%ﬂ g 2

decrypsion applicatiorp imaesenianes with prvpodiments of thedresafuneentipat Thay
decryHnglq %ﬁgl{éa{lon ?l];] stefof:J &ec t10¥ OE ﬁ{eggén ?détg “chﬁﬁ ino(urlé@g%fof the

S regar accor 0 one e
user/eddRgptern \H&ﬁtdlea@pudma}@ﬁcafudndhda e ﬁéesalnt RRidt dnywhaml imeremyerprise

AN TEL TS M AT AT

subseReRBLAR Ak bhat he non-standardi zed files is
retdined and remains with the reformatted data files,

[0014Bour ce-AlEvsnb¥¥s tederal PLalatagrie deadedh ity anglysis applicptéqn and, at

mvent 352, MoRf FEY A€ o BRned Bl RAPBIST A O TR bR,

[00148]he neDaablock 564 sigaifics Hats ﬁhhamamm;k sltmragn s:.rcjnpls edhaeddrive or

ST NI I (Y T —

automa_tlihpally collect data from shared drives and/or HomeSpace. According to one embodiment
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decryption application allows for decryption of the
network storage data w thout the know edge of the
user/encrypter. The decryption application finds ID
files that exist anywhere in the enterprise system
creates a database of the ID files, associates the
dat abase with the user/encrypter and subsequently
t
of the ﬂ@éoi{tl}gg etﬁe g{}gseg%% Qollekﬁ %cﬁfom%’%}tmag auida§p18;,‘?éd"’d?ﬁ4< obviating
the needgpi anofanalmnl enémrdby th e—Eisecnterysm&)agBm thehkmr k st or age

atas oth uest or/ revi ewer
0014957 . ity FEDRE badife hotdich 5 T mrRAL & il lopption. suct
as shor¢lédra sfdgingfdifvemm(l) $o atbich EbeRrbd&@Bdhe st Bﬂlﬁ&ﬂ&ﬂkc‘storage data resulting
col | ecggr %pgl ication, such as EnCase( be

from the,pagticpt e Heshacoded flatp iﬁtb%%qplqd@né sPmEwRicsd fo the long-
term st&%g%féa vtk A96) ﬁp’gaﬁaﬁaﬁtsm?et el b!& E'vE‘ﬁ’t%% ' tﬁgcoﬂe%fi pod

forensic coll ctor lcatl o aut omat | ca
barcodefbpitagkcsiayage duta me)ab@wocﬁatcdl wahasspeanﬁct $earch terhueset or sets,
o01seK v 9 SN PSR S 35 By tose e
are propﬁ’hy fobrhateed mﬁpfahd@ﬂizaﬂfdmyt Behis H@aﬁt}ﬁéﬁ(ﬂﬂné fdneh®oliment of

in FIGS. 11 or 12) g“rmnltorsthe network to
the invgdion, lopsecdilppare eawm?f# repvagepands Hirplgranbrstasedhi p reprer data

format ! 46h 5’585 PO KILRFIEAIQN TR WG Hats babUsteld Wf‘ﬂlﬁﬁ’é e SsEaxﬁlHﬁlliked files is
as |ID s/IP addresses returned fromthe networ
retalne{i mwmm\mmﬁm tefgaptted Hasa iidnsc dibiurmg-tagppddessing fdlm comversions may

be e TR, Pty hodiys S0 Tl HRE P D GG YRA PG

(001511 or engit Everdtt5T4 ) ths ttvorigstbragitileh that ddy Patiicrgisbddre decrypted using
cql | ecii lon. The barcoded data is then copied and
2 decrypHam ARl ICaH BN A5CRTHRCP Gt qhodimenisnltbeprareabinyentiggr Khe
decrypﬁéngﬁﬁ)hf:éifonQﬁBWﬁﬁr(‘ltecxﬁ)ﬁgrﬁﬁq}ne ﬁtw&‘kesmrag%&ﬁta ‘Hﬂﬁ)ut the knowledge

'ected and barcoded forensic data Tay
of the @s@mn@t@d The déeryptiopepplidation adsdP files ﬂaalsmst enyvslmrcsm the

Ve S|

enterpr[sgg%s? 1, Cre: ggt o(ﬁliar?gsﬁero 516%315 o‘%ﬁ“’g?‘? cP gdbase "}”éh the
user/enpry@me mhc;/suﬂ)@erqmammedtcryptsahs tamdardi zed format. In this

‘ egard, ccor to one enbodi nent _of. _the_invention
100152) oS 1t BT 7 s et i o b oyl o thephalysis appliation

and, at E9&R\%88) tthe ﬁétﬁbﬁ@td)rﬁg@dﬂ QP Rl exfAHA to ftl%r@&lesto?/%vﬁ:? fcﬁ' analysus
PST file or the |ike. The metadata associ ated w th

[00153hon- sD@tﬁd?é@tdﬁ 5§Qc$la‘nifﬁ6é§lqc§0m¢ dutaifordorensies. A Fuem S8 atﬂnrensw
collecté)ﬂ%?ﬁc%tlg gg!:ﬁ fs%r%%&@ (ﬂakg) exécsf(ﬂ#éd on tflé) og &P 1n‘:etr<%,(te g’a thllect data.

tte 1%,
According tesne blﬁﬁbdmemaif tledn{dities, taa fbréfsiz dollsetor dpPRdLHoh m‘éty be

forens C flles t hat be epcrypt.ed
automagjiilige i%g‘/fsq §Fﬂ§e infrEest VH’E‘?LE%%@BM@&? pohe dhyice user. In
accord @6 St ARGt ABRRP BF 1HE Mv3n@dn, hR6m ?ﬁt@lsﬁﬁﬁtdrﬁl %B}Slidﬁﬁon may
The decryption application al fows for decrypfion of

be implementse (nb plovet oGS, dhonl ithat sipnitotsdhaaeswpéde deterfing the
add1t10}f'f ﬁrgl(b?r?ﬁfo%ﬁ%tf %myt)u Qx§ t%gnéMOrf Pfhs%g Bh %ta; rl?ﬂattlé fﬁQi?éfators such as

exi st any erprise
ID’s/IPmddmt@sraurded Fbaghke mdtwotke | D fil es, assom ates the

[001 54ﬁ :2 ?3 %? E Ve ggﬁé{;%bar u{g( a%r[])ﬁcgg?)tn Fi‘sr m?prl]gmgnlflebds at g%t%@mg%ocatlon such

as short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the
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[00157] At Event 592, the forensic data set is |oaded
into the anal ysis application and, at Event 594, the
network storage data set is exported to the
requestor/reviewer for analysis. [00158] Data bl ock
596 signifies collaborative data, such as data
reS|d|ng at discovery sites, for exanple LiveLink(r)
particuly ctgf" 1€1ibhBhe lioddt Qhta39Gen 8 p%{%%) Rimitlidafed 8l 6h herm
storage&{tpd nelﬁbikﬁ(r]l%mr emeaxat ﬁb@eo At Ekent 386, thesolhtf:ted ahébastded
collect dat ﬁﬁcord&n%F ne enbodj ment of the
forenSIF rﬁ]@té‘r‘ili‘ary  aspqqiatel) Wity Spepils; %m]& Mt FrlSr eser ves at
[001 5§] east 4 M@kt 58@%0&fce1t$1§rdées%§%\4§eﬁupléméxﬁecﬂ@hﬁﬁ@@ﬂ;at ahyt1B6se files
-di scovery database, inclu all files and al
are prqpelsly Eirpadedin arstandandized format. t i1 l&régadwccqrﬁ@gdﬁ) gpQ¢Bpgdiment of
2 S
theinvlhy 98¢ S B ARBLcH R0 B8y B e 2e RAARIC oncl 855 propor dta
formatf fieh aso BS@fﬂdﬁ takeliké. | é’ he hawdtacamobiae:dnaﬂlﬂlhb nowftahdeedized files is
. que es is retained in
rotainet 50 FAT I B AT OB G Saee forpint SpE R B dfred on
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one or nore electronic discovery functions to be
initiated. 4. The nethod of claim11, further
conprising automatically initiating, via a conputing
device, one or nore electronic discovery functions at
the conputing device based on verification of the
network status of the conputing device. 5. The nethod
of claiml1, wherein query a& rther conprises
querying, via the conputer device processor, wherein
the query includes a Network Basic |Input/Qutput System

(.Net BI OS) hi ne nane to identify the conputing .. -
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transl ation table. 11. An appgratug for mp |tgr|n8g),
of the @it b Eegrigctiopis dirspVRY Resepigicu ¥ herindhe Bl el theePronic
discov&g a8dbc Rl RARKE é&ﬂ?‘\ﬁtﬂl@ Je PRI VuERAI PR RE biMdhet AR and includes the
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one or memoelpctammic discaverySfundives priscipitisted; a conput er
nmonitoring application stored in the nenory,
execut able by the at | east one processor and
ig1c] uditegnetRod@tclvimkl, Sirgict somipiisgauahatanlly outidting, via a
configured to query, on a predeterm ne schedul e, .t he
compugipg deYieS. SBC AENGRSrakecHBRIC fEeNGX %%H?Wt CQUPHENGHCY q@sed on

verificH AV 6K EfRSs of the computing device.

5. The method of claim 1, wherein querying further comprises querying, via the
computer device processor, wherein the query includes a Network Basic Input/Output System

(NetBIOS) machine name to identify the computing device.
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and receive, in response to the query, network status
responses that include an indication of the network
status of the one or nore conputing devices, and 48 a
network status verification routine configured to
verify that at |east one of the indications of the
network status is specifically associated with one of
tge o nﬁle%etl';@f;(ﬁ cla%ﬂqp%bxrégl rg@éﬂ/iﬁgﬁle n%?worl-\rgﬁtu@ 9&?51?&% Yirther
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avery g g of BT o TREIARFETRE 4R UEPp bSimgFRriasrof s network stams
compriRéLHRIE TR divefigiddagad [aBmeePrblocslaiP)ddREs asbdigated with the
netmork status of a predeterm ned conputing device of
compufingdeiee- or more conputing devices, wherein the alert
notifies the user of a current network status of the
predet erm ned conputing device. 13. The apparatus of .
cl.ai mThe mdthndtdf@laimdwp'hblsimg:ri@ymg frthapeompeisectarifying, via the

compugﬁ%gﬁv;{(g#gceggp Iy %t ) ea?:sogg Eo?%%jl? Is{l]cg%sggs 1%?:1.115 Iy associated with the
computip@fienges. ed to be wuser-pronpted to initiate one or

nore el ectronic discovery functions at the

predeterm ned conputing device based on receipt of

tdhe al t r r i £
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identifiel efthe osrputthgsieoicery function initiation application
stored in the nenory, executable by the at |east one
processor and configured to automatically initiate

ane OorrhERkehdl Feldiani MEWSMI fdéféﬁhinﬁ{gsthéiocﬁtﬂﬁ of the
predet er m ned conputlng devi ce based on verification

compuing dévecertasedorkthe indiaation o1 th setpioddsiates of the dompisimg deving)
devi ce. 15. The apparatus of claim 11, wherein the
network status determination routine is further

clonf i g eebthiod of bl 9, Whert:iﬁethepfndd:eﬁ@f ol thegkteotkatinhsincludes an
network status of the one
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inanem@qemwamkumnﬁaﬁmnmsenummﬂbﬂuqq@mynmnempﬁﬁkgstatus
res on ses @ﬁ j ncl.ude an |nd|cqtion of the network

g p peluging papemeny At 8% [Fgst BRRATEERESOTwher ei n
tarh%rﬂpﬂf@r eRhitéhgpplication stored in the memory, executable by the at least one

processor and including:
a network status determination routine configured to query, on a predetermined
schedule, the enterprise network for network status of a one or more computing devices,
and receive, in response to the query, network status responses that include an indication

of the network status of the one or more computing devices, and
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the network status conprises one of inclusion or
om ssion of an Internet Protocol (IP) address
associated with the conmputing device. 17. The
apparatus of claim 16, wherein the network status
verification routine is further configured to verify
t hat at Ieast one of the 1P addresses is currently
associ at ed t | '
appar & vk st oA R oGt fy e feast one ofthe
vigdiicitiona bf thie netwotk statuk & spbeifitdibrasseitédgwitiednd o theiereyor more
each I P address returned in the network status
rOEPIHRZEHSS  conputing device identity and receive a
conmputing device identifier response fromone of the
| P addresses that matches a known identifier of a
ri@s pecilievpparaiep of ¢laign bleWigher camprisipga agypRitenTaanitpring alert
[ 1
soplicflgh e in 00 LRV ERRHSAGE oTPARL bR EiteRRa o
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the neRioaFRs O SPTSOTHLC IBOBE RO s TR frgbre SaPying Heviees
where1%Qhe J18@ noPRANRS wr 6f a Glr@nfhekWorkViReiLifithd pfredét@tdihddddmputing
determining routine is further configured to
devicedet ermi ne the | ocation of the one or nmore conputing
devi ces by applying an Internet Protocol (IP) address
associated with a respective one of the one or nore
crput Thegippatetns cédlato]12 fathensompriisifg aist enugera elctronic discovery

trans| at,i.o
apphcatlrons stored in t rhetrfalgnl:lory, ex%cutable by the at least one processor and configured to be

user-prompted to initiate one or more electronic discovery functions at the predetermined
computing device based on receipt of the alert by the user, wherein the alert notifies the
electronic discovery associate that the computing device is currently online and includes the one

or more electronic discovery functions to be initiated.

14.  The apparatus of claim 11, further comprising an electronic discovery function
initiation application stored in the memory, executable by the at least one processor and
configured to automatically initiate one or more electronic discovery functions at the
predetermined computing device based on verification of the network status of the predetermined

computing device.

15.  The apparatus of claim 11, whercin the network status determination routine is
further configured to query, on the predetermined schedule, the enterprise network for network
status of the one or more computing devices, wherein the query includes one or more Network
Basic Input/Cutput System (NetBIOS) machine names, each name associated with a respective

one of the one or more computing devices.
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16.  The apparatus of claim 1 1, wherein the network status determination routine is
further configured to receive, in response to the query, network status responses that include an
indication of the network status of the one or more computing devices, wherein the indication of
the network status comprises one of inclusion or omission of an Internet Protocol (IP) address

associated with the computing device.

17.  The apparatus of claim 16, wherein the network status verification routine is
further configured to verify that at least one of the IP addresses is currently associated with the

computing device.

18.  The apparatus of claim 17, wherein the network status verification routine is
further configured to query each IP address returned in the network status responses for
computing device identity and receive a computing device identifier response from one of the IP

addresses that matches a known identifier of a respective computing device.

19.  The apparatus of claim 11, wherein the computer monitoring application further
comprises a location determining routine configured to determine the location of the one or more
computing devices based on the indication of the network status of the one or more computing

devices.

20.  The apparatus of claim 19, wherein the location determining routine is further
configured to determine the location of the one or more computing devices by applying an
Internet Protocol (IP) address associated with a respective one of the one or more computing

devices to a network infrastructure translation table.
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