CLAIMS

What is claimed is:

1. A blockchain transaction manager that receives blockchain transactions intended for a
node in a blockchain network and manages submission of the blockchain transactions to

the node in the blockchain network, comprising:

a transaction management application that provides an interface to a user
application that generates a blockchain transaction, the transaction management
application receiving necessary information about the blockchain network and identities
submitting transactions, validating a received blockchain transaction and enqueuing the

validated received blockchain transaction in a transaction queue;

a transaction handler that stores the blockchain network and identity information,
prepares at least one transaction attribute of a received blockchain transaction, places the
received blockchain transaction in a persistence queue, digitally signs or certifies the
received blockchain transaction as applicable to the blockchain network using identity
credentials supplied by the user application, and attempts to submit the digitally signed

or certified blockchain transaction to the node in the blockchain network; and

a blockchain poller that polls a blockchain status of the submitted blockchain

transaction.

2. The blockchain transaction manager of claim 1, wherein the transaction management
application assigns a universal unique identifier to the blockchain transaction for tracking

purposes upon receipt.

3. The blockchain transaction manager of claim 1, wherein the transaction handler further
enqueues the attempts to submit the received transaction to the node in the blockchain
network to a tracking queue for tracking and stores status information for a blockchain

transaction successfully submitted to the node in the blockchain network.

4. The blockchain transaction manager of claim 1, further comprising a management
activities scheduler that receives transactions that have been rejected by the node in the

blockchain network and retries the rejected transactions.

5. The blockchain transaction manager of claim 4, wherein, when initial polling of
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submitted blockchain transactions by the blockchain poller has exceeded a configurable
maximum number of attempts, the management activities scheduler schedules further
polling of the blockchain status at a reduced rate by the blockchain poller to continue to

track status of the submitted blockchain transaction.

6. The blockchain transaction manager of claim 1, further comprising a transaction
management console that provides access to the transaction management application by
a human user via an interactive interface, the transaction management console providing
a list of blockchain transactions and their status to the user via the user's interactive

interface.

7. The blockchain transaction manager of claim 6, wherein the transaction management
console further manages identity or transaction certification credentials for use with

blockchain transactions.

8. The blockchain transaction manager of claim 1, further comprising a database that
stores a submitted blockchain transaction that has not been successfully written to the
node in the blockchain network and that stores a reason that the submission was not

successful and a status of the submitted blockchain transaction.

9. A method of managing submission of blockchain transactions to a node in a blockchain

network, comprising:

validating a received blockchain transaction and enqueuing the validated received

blockchain transaction in a transaction queue;

preparing at least one transaction attribute of the received blockchain transaction
and placing the received blockchain transaction in a persistence queue; digitally signing

or certifying the received blockchain transaction as appropriate to the blockchain network;

attempting to submit the digitally signed or certified blockchain transaction to the
node in the blockchain network; and polling a blockchain status of the submitted

blockchain transaction.

10. The method of claim 9, wherein polling the blockchain status comprises polling the

node in the blockchain network for information regarding progress of a submitted
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blockchain transaction toward acceptance in the blockchain network, and retrying the

polling until desired progress information is received.

11. The method of claim 10, wherein the polling decreases in frequency after expiration

of a time period or a maximum number of polling attempts.

12. The method of claim 9, further comprising receiving a response indicating whether the
submission of the submitted blockchain transaction to the node in the blockchain network
resulted in the transaction being accepted by the blockchain network, according to a

criteria appropriate to the blockchain network.

13. The method of claim 12, further comprising writing the submitted blockchain

transaction to a database with a status of the submitted blockchain transaction.

14, The method of claim 13, wherein when the status of the submitted blockchain
transaction indicates that the submission was not successful, further storing in the

database a reason why the submission was not successful.

15. The method of claim 14, wherein when the submitted blockchain transaction has been
rejected by the node in the blockchain network, applying a repair algorithm to at least one
transaction attribute of the rejected blockchain transaction to create a repaired blockchain
transaction, digitally signing or certifying the repaired blockchain transaction, and
attempting to submit the repaired blockchain transaction to the node in the blockchain

network.

16. The method of claim 14, wherein when the submitted blockchain transaction has been
rejected by the node in the blockchain network due to a retriable error, resubmitting the
submitted blockchain transaction to the node in the blockchain network until accepted or

a retry limit is exceeded.

17. The method of claim 16, wherein when the retry limit is exceeded, performing at least
one of: indicating availability of the transaction's nonce by adding a nonce value to a stored
pool of available transaction nonces, writing the submitted blockchain transaction to an

error transaction table in a database, and extracting the originally submitted blockchain
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transaction and causing the originally submitted blockchain transaction to again be

prepared and sent using the same processes as newly received transactions.

18. The method of claim 9, further comprising automatically assigning a nonce to the
received blockchain transaction when the blockchain network includes a transaction nonce

mechanism.

19. The method of claim 18, wherein automatically assigning the nonce to the received

blockchain transaction comprises:

when multiple blockchain transactions for a same account and blockchain network
are being processed concurrently, using a locking mechanism to ensure that a nonce is

calculated for only one blockchain transaction at a time;

when a blockchain transaction is not accepted by the node in the blockchain
network after multiple retries, assigning a nonce of the unaccepted blockchain transaction
to a pool of nonces available for reuse by an account associated with the unaccepted

blockchain transaction;

when assigning a nonce, considering whether the pool of available nonces contains

any nonces for the account associated with the received blockchain transaction; and

when the pool of nonces contains at least one nonce for the account associated
with the received blockchain transaction, selecting a lowest-valued nonce and assign the

lowest-valued nonce to the received blockchain transaction.

20. The method of claim 19, wherein automatically assigning the nonce to the received

blockchain transaction further comprises:

obtaining a nonce from the node in the blockchain network for the account
(N.sub.web3);

obtaining a nonce last automatically assigned for the account (N.sub.red);

subtracting the nonce from the node in the blockchain network for the account
(NN.sub.web3) from the nonce last automatically assigned for the account (N.sub.red);

and
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when N.sub.red-N.sub.web3 is greater than a predefined nonce window, then
picking the nonce from the node in the blockchain network for the account (N.sub.web3);

otherwise select a nonce having a greater value.

21. The method of claim 20, further comprising, prior to digitally signing or certifying the
received blockchain transaction, selecting a lowest available nonce for the account, and
when the pool contains a nonce having a lower value than the selected nonce, exchanging
the selected nonce with a lower-valued nonce from the pool and using the lower-valued

nonce from the pool for the received blockchain transaction.

22. The method of claim 9, wherein when the submitted blockchain transaction is rejected
by the node in the blockchain network, a nonce of the rejected blockchain transaction is
written to a pool of nonces and a lowest numbered nonce in the pool is used by a next
received blockchain transaction prepared for submission to the node in the blockchain

network.

23. The method of claim 22, wherein the rejected blockchain transaction is automatically
assigned a new nonce before again digitally signing or certifying the rejected blockchain

transaction for resubmission to the node in the blockchain network.

24. The method of claim 9, wherein the at least one transaction attribute comprises an
amount a submitter of the blockchain transaction is offering to pay in blockchain
transaction fees per proxy unit of computation and storage costs that will be incurred by
a blockchain network containing the node in the blockchain network for processing of the
blockchain transaction, and wherein the amount is calculated based on an amount

associated with blockchain transactions recently accepted in the blockchain network.

25. The method of claim 9, further comprising automatically calculating a maximum
amount of computation and storage proxy units (G) a transaction sender indicates they
are willing to compensate for processing the blockchain transaction by the blockchain

network containing the node, comprising:

obtaining a limit of previously mined blocks from the blockchain network
(G.sub.mb), wherein the limit includes a maximum of a sum of a maximum amount of

proxy computation and storage units a transaction sender indicates they are willing to
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compensate for processing selected blockchain transactions that are to be mined into a

single block by the blockchain network containing the node;

obtaining an estimate of an actual amount of proxy computation and storage units

required to process the transaction (G.sub.db);

when G.sub.db>=G.sub.mb then assigning G=G.sub.mb*.alpha., where

.alpha.<1;

when G.sub.mb>G.sub.db then calculating a ratio R=G.sub.mb/G.sub.db and
finding G as follows: when (R>=0 and R<=a configurable ratio CR.sub.l, where
CR.sub.1>0) then G=G.sub.db*.beta.;

when (R>CR.sub.1 and R<=a configurable ratio CR.sub.2, where
CR.sub.2>CR.sub.1) then G=G.sub.db*.gamma.;

when (R>CR.sub.2) then G=G.sub.db*.delta., where .delta.>.gamma.>.beta.>1;
and

adding G to the blockchain transaction before digitally signing or certifying the
blockchain transaction as appropriate for the blockchain network and attempting to submit
the digitally signed or certified blockchain transaction to the node in the blockchain

network.

26. The method of claim 9, wherein when the submitted blockchain transaction is rejected
by the node in the blockchain network due to an amount a submitter of the blockchain
transaction is offering to pay in blockchain transaction fees per proxy unit of estimated
computation and storage costs that will be incurred by t blockchain network containing the
node for processing of the blockchain transaction being too low or too high, adjusting up
or down by a predetermined percentage a maximum amount of computation and storage
proxy units a transaction sender indicates they are willing to compensate for processing
the blockchain transaction by t blockchain network containing the node, and resending the

blockchain transaction to the node in the blockchain network after a scheduled delay.

27. A non-transitory computer-readable medium that stores instructions that when
executed by one or more processors cause the one or more processors to implement a
method of managing submission of blockchain transactions to a node in a blockchain

network, comprising:
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validating a received blockchain transaction and enqueuing the validated received

blockchain transaction in a transaction queue;

preparing at least one transaction attribute of the received blockchain transaction
and placing the received blockchain transaction in a persistence queue; digitally signing

or certifying the received blockchain transaction as appropriate to the blockchain network;

attempting to submit the digitally signed or certified blockchain transaction to the

node in the blockchain network; and

polling a blockchain status of the submitted blockchain transaction.

28. The medium of claim 27, further comprising instructions that when executed by the
one or more processors cause the one or more processors to assign a universal unique

identifier to the blockchain transaction for tracking purposes upon receipt.

29. The medium of claim 27, further comprising instructions that when executed by the
one or more processors cause the one or more processors to enqueue the attempts to
submit the received transaction to the node in the blockchain network to a tracking queue
for tracking and to store status information for a blockchain transaction successfully

submitted to the node in the blockchain network.

30. The medium of claim 27, further comprising instructions that when executed by the
one or more processors cause the one or more processors to resubmit the blockchain
transaction when the blockchain transaction has been rejected by the node in the
blockchain network and to determine when initial polling of the submitted blockchain
transaction has timed out and then scheduling further polling of the blockchain status at
a reduced rate to continue to track status of the submitted blockchain transaction after

initial polling of the submitted blockchain transaction has timed out.
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