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When receiving a two-dimensional code generation request sent by a 
two-dimensional code display client, generate static two-dimensional 
code information based on a user ID included in the two-dimensional 

code generation request

Generate a random feature value, where the random feature value is 
used to limit the display feature of dynamic feature information 

displayed by the two-dimensional code display client

Send the static two-dimensional code information and the random 
feature value to the two-dimensional code display client, so that the 
two-dimensional code display client displays a combinational two-

dimensional code, and the displayed combinational two-dimensional 
code includes the static two-dimensional code information and the 

dynamic feature information displayed based on the random feature 
value
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Send a two-dimensional code generation request to a server, where 
the two-dimensional code generation request carries a user identifier

Receive a combinational two-dimensional code returned by the 
server, where the combinational two-dimensional code includes a 

random feature value generated by the server and static two-
dimensional code information generated by the server based on the 

user identifier

Generate dynamic feature information based on the random feature 
value, and display a combinational two-dimensional code that 
combines the dynamic feature information and a static two-

dimensional code
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FIG. 4 

Scan a combinational two-dimensional code displayed on a two-
dimensional code display client

Parse the combinational two-dimensional code to obtain static 
two-dimensional code information generated based on a user 

identifier of the two-dimensional code display client, and obtain 
a random feature value calculated based on dynamic feature 

information

Send the random feature value and the static two-dimensional code 
information to a server to request the server to verify the random 

feature value
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Two-dimensional 
code display client

601. Two-dimensional 
code generation request

Server
Two-dimensional 

code scanning client

602. Generate static two-
dimensional code information 

and a random frame rate

603. Store a mapping 
relationship between the static 

two-dimensional code 
information and the random 

frame rate

604. Send the static 
two-dimensional code 
information and the 
random frame rate

605. Generate dynamic 
feature information based 
on the random frame rate

606. Display a 
combinational two-

dimensional code that 
combines the dynamic 

feature information and the 
static two-dimensional 

code information

607. Scan the 
combinational two-
dimensional code

608. Obtain the random frame 
rate and the static two-

dimensional code information

609. Send the random frame 
rate and the static two-

dimensional code information
610. Search, based on the 
mapping relationship, for 

a random video frame 
rate that corresponds to 

the static two-
dimensional code 

information

611. Compare the two 
random frame rates

612. Two-dimensional 
code scanning success

613. Two-dimensional 
code scanning failure
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