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Receive a read request for target data stored in a 

blockchain 

Acquire read permission index information of the target data from 

the blockchain, and acquire a data read rule corresponding to the 

target data based on the read permission index information, the data 

read rule being used to determine readable content in the target data 

Determine, in a predetermined trusted environment, the 

readable content in the target data based on the data read rule 

Provide the readable content in the target data for a 

sender of the read request 
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Receive an upload request of target data 

Verify, in a predetermined trusted environment, content of the 

target data according to a preset data verification rule to obtain 

a verification result 

Generate, in the predetermined trusted environment, a data read rule 
corresponding to the target data and read permission index 

information of the target data according to a preset compliance rule for 
data reading and the target data if the verification result is the 

verification being passed 

Upload the target data and the read permission index 

information of the target data to a blockchain 

Receive a read request for the target data stored in 

the blockchain 

Acquire read permission index information of the target data from the 

blockchain, and acquire a data read rule corresponding to the target 

data based on the read permission index information, the data read 

rule being used to determine readable content in the target data 

Decrypt, in a predetermined trusted execution 

environment, the encrypted target data to obtain the target 

data 

Determine, in the predetermined trusted environment, the 

readable content in the target data based on the data read 

rule 

Keep the readable content in the target data unchanged, 

and process remaining content in the target data to obtain 

processed target data 

Display the processed target data to the sender of 

the read request 
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