; e3ebDb: :; $>?xD6RDTD&15 SEP 2004 DESCRI PTI ON CONTENT NANAGENE{E@FS&W W TH
USAGE RULE MANAGEMENT SERVER 5 TECHNI CAL FI ELD The present id ORYY

rel ates to content managenent systens and, nore specifically, to a content
managenent systemin which 10 a content and its usage rul es under

managenent of a certain content nmanagenent termnal are tenporarily noved
to an internediate system' and then noved back to the sanme content
managenent term nal or noved to any ot her content nanagenent termnal. 15
BACKGROUND ART In recent years, after the progress of the technol ogy for
digital information conpression an@ESEBIBFEEHr ance of the hi gh-speed
network infrastructure, various content distribution services have becone
avai |l abl e over the network such as the 20 Internet. As exenplary services,
there are a nmusic distribution service for distributing nusic contents from
Wb pages, and a market information distribution service utilizing e-mails.
Ceneral |y, di §P¥ZENTCHANAGRUENTASESERS WITHO wSHEE irvak ersachialr eontment

managenent plays a key role especially in content 25 distribution services
whi ch involve a billing process. 1 15 SEP 2004 Unaut horized duplication
and tdmpering cause a huge |l oss to service providers and copyright hol ders.
Japanese Patent Lai d-Open Publication No. 7-131452 (1995-131452) di scl oses
an exenpl ary copyright nanagenent system considering unauthorized 5
duplication and tanmpering. In the content managenent nethod di scl osed
therein, a termnal receives an ¢penMptRfl popfsnt. its usage rules, and its
decryption key, and after tanpering detection, start verifying the

appropri at enesstRé prl8eHt a0 it £5n a:eQaltésvmephlﬂgﬁ%ﬁAﬁég&Eé&@ sldiRg out
to be conpletely satisfactory, the 10 content 1s decrypted and odt putted.

Lo, e oo | oy . ent g
re, theangagkord!lsgecais dfgy Ml 8%6&&&@;%&(#%@% st%ébgag? ?L;'}l{‘?{g&%:ﬁlea”

specify the nunber of uses, expiration date,

eXPi @ | 08 Rt A ¢8stiea §O1LERE H & hAHELORAR OE G OV H BT £hg+Of F er

rental services, and
management terminal are temporarily moved to an intermediate

system,” and then moved back to the same content ménagement

terminal or moved to any other content management terminal.

15 BACKGROUND ART
In ?ecent years; after the pﬁogress of the technology for
digital information compression and the appearance of the
high-speed network infrastructure, various content distribution
services have become available over the network such as the
20 Intermet. As exemplary'services; there are a music distribution
service for distributing music contents from Web pages, and a
market information distribution se?&ice utilizgﬁg e-mails.
Generally, digital contents are easy to duplicate so that

content management plays a key role especially in content

25 distribution services which involve a billing procesé.




15 setting up the usage rules enables the providers to change the price
setting depending thereon; realizing the wide range of servi &5.85& 200w of
t hese advantages, the content distribution services are often provided
under such usage rules. Further, recording nedia (hereinafter, referred to
as 20 copyright protection nedia), exenplified-by DW and SD cards,

i ncorporating a copyright protection nechani sm have been recently

devel oped, and contents recorded on .such nmedia becone free from

unaut hori zed duplication. Therefore, sone service providers who offer
content di YRarEReFrirededubtisationt ankdl cysintee dirs) rébuséon gﬁgﬁpqggﬂgstgo be
noved.to the copyright protection nedia. Here, 2 ~ ~ SEP 200 "noving the
content” nRRFEleH Popsidersn add MBopig-ianaonhenaeredet gL wnkbiel t s, Hsage
rules fromAto B, and after the conpletion of novenent, Phe content 1S not

| eft avai |Ti@Open Aublhatticn Nde Beryipe p(?é@@'-eﬁ%é%ﬁ{)tdféé%‘éég a

contents to be noved to the 5 copyright protection nedi a because no coht ent

i s dupli cazegnplerekppyHightonbhabsmERE h ' ction gedia
are avail abl e through out put (repréolguct i g%)geﬁﬁi ?%&%%{%%ggge%%%@ﬁjflcﬁ?ag
for thée capplighitipmotacd | eanpedify. Th e ntents obtai ned from
the service providers and then relggordedﬁoﬁﬁét %}?}%F-%%oﬁr“eanuarﬁ%"%engi/d?‘?%‘l"g

al so t hr outilsqiwsedtRe BB LS, c sability for. users is .

i ncreased. Here, the gon%gﬁt%wt@gﬁrr%g%%r??%g%egﬁgqqépégﬁyﬂ’ﬂ%?ntro’t%%ti on

medi a ar e waigeat t reproduyction 15 units

specifically desﬂi‘%i'dHfﬁggﬁgé%%‘ggg%gﬁtke&‘ogggﬁ TEHReTERY ion,

after novedard 3 gAt t nedi a,, .the contents may be used _
PRGOS e st Ppsotah For

again by the stay-at-hone uni

use i n thenpoktg ks .pg myut L ng hour.s and then in personal
conput ers duri ngégﬁgﬁggbﬁogﬁéh? gggt 8 O8nEEMPLeteyTh SARIAERFHAIH 4 Here

st ay-gf - he@BtHAkt $st cQRyrLight protection nedia, and then to the
personal conput ers. ?%Eggﬁgggt rel?g 8328?5:%9% copyri ght protection nedia may -

be used as a ehy for noving _content data between stay-at-hone
units. The coﬁﬁ%‘gﬂg‘%rgé qn%asyagoeerflﬁ'z?ﬁgf—%ﬁ SHEPEmEEReR tgetdmifatixs usr of
copyri ght ' edia. 3. . i 5 SEP 2004 The issue here is that, during
such casegi,%t cglc%ésng;’egsgl WEGHTE e DumBeE P MsgisnafFpisatips dake comdent s
may be | o IS s hecause the copyright protection nedia do not share
the same ﬁé%%eg'rul ég?cﬁﬁymg Eé‘leov@’g%’éﬂi%%ddiaﬁedﬁreﬂﬂlQS hbev e tesdge 5
rul es are Jf%&t,ibE%(e?r?I ified here is_a case where an e-book content

pur chased th} ough- s eSBbokCai BFPVHOEIrSn toerahfar Arertaheseneiteshe amaved.
Assug'Eng éhé,%}.the e-13$ﬁ9k di stribution service A attaches every selling -
e-booR cont ert™Si'th SE g deles esabdas tixd orovdidersl G oYehangeNahkor
printing, Yes or No for _content nmoving) . The users use e-book contents

pur chasePTHFOUYRE +HRS| JePRndiRei Fhpseonderaais aisagethall wsd6 OFhAge of
therewi.th, Assumi ng_that a user purchased an e-book content C whose usage
rul es ar EREENGHIT at TonvHaY ©E=thagei 4dvantages’  thesomtdit Bastphbatibg =
"Yes", Yes or, No for content 15 -noving _ "YES' ) , he/she is entitled to
read the Sih'CirEse =& Kdiec amosnilded atndawy suce bedgserdpesl 21, 2001; and
is at liberty to make printouts thereof. The user is also allowed for

cont ent novi ng Fugiles. hoskcaotirant mEdieac ofttacs O fit 61 he eFoay-udl -HIONMEgUN t
can be noved to his/her own copyright protection nediumMto read 20 the

e- bovk cEPPFRLILE Rrotiglvtaonembddk )i, eastemplitt edHBKE DVDEESHAREbY calBE USage
rul e defined by an e-book storage format F on the copyright protection
medi um MA-pgogRoFatdrg a abbyright @rotddt ok tldchaniaim hB6e f%é@feﬁeﬂ@l%he
copyright protection nediumMis not designed with printing by the e-book

25 readefleunilppeiln ahddcomtests theds®ia AN RRUHRES 17 bRESULS £8h e rom

unauthorized duplication. Therefore , some service providers who

offer content distribution services start allowing distribution

25 contents to be moved to the copyright protection media. Here,




9 5 SEP 2p04 the e-book content Cin the nmedium M by the e- booé< ﬁ?der
unit, but is at liberty toread it at any tinme until April 21, y: 200fner e
occurs a problemif the user tries to nove the e book content Cin the
medium Mto sonme other units (e. g., unit 5 fromwhich the content
originally cane, or other units). This is because the nmedium M i ncl udes no
usage rule concerning Yes or No for printing. Therefore, noving the content
via the nediumMw || resultantly | ose the usage rule concerning Yes or No
for printhg._That is) even if a destination termnal is designed 10 for
printing oFOVRBIeIBBoROBERPENt MEaND AuctoRREYELON| @f cCBAELRE] AgCPRitepitng
cones. fromthe nmedium M Therefore, the destination term nal cannot nake
pri nt out stegether siffdokt e awase ralesuirrmAptoBl emnd afskey ek eomphetioer s
cautious and wary of noving e-book contents to the copyright protection
medi a, an@fimoviEnendsi Hpeanpnpessi bsl noy It tnakiand aplienfouts. bf Thet is,
contents; the users may give up reading those through portabl e e-book
reader unthe. séiisa pyoitidetisystapdi atlowenpardiatdnid toabd msadd [tid yhef t he
contents. This problemal so arises when the copyright protection nedia are
used a&s acepyriglkhi pretéotionvimglidebeoateat nd0 caiteentAsia dapllitatielde
‘portability and usability of the copyright protection nedia are not fully
utilized, tlaedebie users will found those not Worth using. Such a problem
is not peculiar only to the case of noving contents via the copyright
protection nmedithe astthiats gRREIRI 4y D @%&@’t@&ti\&iﬁﬂneﬁiﬁ% aeatents
are noved through a systemin 5 15 5EP 2004 which their usage rules are
not fullyacefisiete THer@igs e, o@bpab) e@ieﬁio&ﬁ_@tﬂbﬁ§en{mli.'ﬁ\é.en%hQBh' Sak@
" provide a content nmanagenent system which avoids | oss of usage rules of a

content evgscihesaihe £6At €AL '&%&?ﬁ QUL B SY ShEFLR. - thi¥PhaRkky @

copyright protection nediun) a.n i fs usage rules
10 contents obtained from the service providers and then recorded

on stay-at-home units available also through portable units,
Whereby content usability for users is increased.

Here, the contents temporarily moved fo the copyright

protection media are not always used by the output (reproduction)

15 units specifically designed for the copyright protection media.

For example, after moved to the copyright protection media, the

contents may be used again by the stay-at-home units, from which

those are originally moved. For use in the portable units during

commuting hours and then in personal computers during office hours,

20 the contents may be movéd fromrthe stay-at-home units to the

copyright protection media, and then to the personal computers.

In some other cases, the copyright ﬁéétection mé&hé.may‘be used

as a mere vehicle for moving content data between stay-at-home

units. The content data may be transferred to other users via

25 the copyright protection media.




are not fully defined. DI SCLOSURE OF THE | NVENTI ON To achiefﬁ $Eeéﬂﬁ§ve
obj ect, the present invention has the 10 foll ow ng aspects. aspect
of the present invention is directed to a content managenent systemin

whi ch a content and usage rul es thereof under nmanagenment of a certain
content managenent termnal are tenporarily noved to an internediate
system and then noved 15 back to the sanme content managenent term nal or
noved to any other content managenent term nal, the content nmanagenent
system conpri sing: the content managenent termi nal; and a usage rule

‘hol di ng regi on &per abbee thetenpothnt!, yahel sy 24 i kagkst, Nenusagssd Whas Mhi ch
are not defined by the internedi ate system wherein the content nmanagenent

term nal iwidichdesve demnbentimBnagesenttoseaki Soh ODeE SRR be TEwage 4fig
content; 25 a right managenent section operable to nmanage t he usage 15

SEP 2004 rusl becefisthehe wUBAtigt G RNLIRY R 15€8b1 98+ 0RRLAD & d @ Dyve
the content under managenent of the content nanagenent section to the

i nt ermedi atsageyst et . anth thebaiBRy 4bsc rulses. .qf; the ent., 5 nove
any of the usage rul es defined by ?he iﬁ#%?%g fggg%gggt%%1?§8tlgphsage

I nt er iedi @@ esyaremMioafd a usage rul e noving section operable to nove, to
the usage rule holding region, fromanong the usage rules of the content to

be moved by thergombenta@Yidie PEG bo0e Abrleast BR0OLoLhE 10 Usage Tl es,

which are not defined by the internediate System "a _ _
Syotam acqur regt the ST BlrsRisE Ik belriol X S o pRe 0 B BOT Bre
nmoved froakbifihGt €L il %-book distribution service A attaches every
selling e-book content with three usage rules (expiration date,
10 Yes or No for printing, Yes or No for content moving). The users
use e-book contents purchased through receiving terminals unde;:
‘the usage rules coming therewith. Assuming that a user purchased
an e-book content C whose usage rules are ('expirai:ion daté = "April
21, 2601", Yes or No for printing = "Yes", Yes or No for content -
15 -moving = "YES")}, he/she is entitled to read the purchased e;book
content C at any time before April 21, 2001, and is at liberty
to make printouts thereof. The user is also allowed for content
moving, the e-book content ¢ recorded on his/her stay-at-homeunit
can be moved to his/her own copyright protection medium M to read
20  the e-~book content C thrc;ugh anre—book reader unit.
Here, Presumably, the usage rule defined by an e-book
‘storage format F on the copyright p;'cstection me:d‘i.um M is only
(expiratidn date). This tells that the format F on the copyright
protection medium M is not designed with printing by the e-book

25 reader units in mind. Thus, the user cannot make printouts of




system and the usage rule held in the usage rule hol ding red'EnSEEQ¥m§
descri bed above, in the first aspect, no usage rule is: lost even it a
content and its usage rul es under nanagenment of a certain content
managenent termnal are tenporarily noved to an internedi ate system and
t hen noved back to the same content nmanagenent term nal or noved to any
ot her content nmanagenent 20 termnal. Here, the "internedi ate
systeni . denotes such a systemthat the usage rules are defined therein
i ndependept | y. from t he cont ent nagengnt termnal, e.qg.. a.portable
recordinga%%éTﬂ)Cﬂgcggﬁﬁﬁﬁtgnbﬂa %SW%EQVE ﬁw'§%€oﬁFBngdF%$??EU??%F'
system AE():cor.di ng IEhQ a second aspect, in the first aspect, the 25
i nt er medi M e ) &ediPETI Yo &P Z5RE LEcBEJIPRY FiuPuHRtHL ARZikppl poR001.
According to a _third aspect, in the first aspect, the usage rule holding
region i s a usageTuI€CTHEFade MEAPIEH it IF9R EolRecieduaye hthdee-~
cont ent manoitgement term nal over a network, and the usage rule noving
section RO ConRemtc & AdndheereidHmsMyEPcAoRe PEBOT deRitdt e s@eurenit
comuni cations function with the usage rul e managenent server. As descri bed
above? i R WiHichd thepeonteasy oniginaddlye sangi, chrapthast uddtsded Byishe
internedi ate system can be securely held by the usage rul e managenent
server. HE RecsrgenthedrediwuiM hngdpdes, nomsdge sadendoaspenting Hesusage
rule holding region is a storage region of the portable recording medi um
As descr iNsedoabprantiimgt.heThevefbras peotringnyhe segetent esiahitvd mediwmat
defined by a portable recording nediumare noved 15: to the portable
recor di ng! mddiluresogtahtily Wwsd it weenientuleACCOCirmgng- Yereori Rot her
content nmanagenent terminal is not connected to a network, no usage rule is
| ost. Ac@odaitdigngt.o Thakfih, aspentifia ddet imwtidn as@atinal s sdosB@eed egi on
of the portable recording nmediumincludes a secret 20 region which is
accel8i blferomtim whem ofut uak -bubRettn e t o 16 shibhQuggairth ot deh @OFH sl e
recording medium and a nornmal region which is accessible wthout the
rr:cjt uﬁJ aptientingaicoms tHRmISBEE naditmhor di nhdreGide | SHQid¥ Il t1&9i on
of the

terminal cannot make printouts of the e-book content C.

Such a problem surely makes the users cautious and wary of 7
moving e-book contents to the copyright protection media, and if
7 15 seeing any possibility of making printouts of the contents, the
users may give up reading those through portable e-book reader
units. This resultantly impairs the portability and usability
of the contents. This problem also arises when the copyright
_protection media are used as a mere vehicle for moving the content
20 data. Asa resu.lt; the portability and usability of the copyright
protection media are not fully utilized, and the users will found
those not worth using. o e
Such a problem is not peculiar only to the case of moving

contents via the copyright protection media, and more generally,

25 becomes apparent when the contents are moved through a system in




portabl e recording medium and 25 the usage rule noving set§ §g{y@q usage-- -
rule data noving 8 15 SEP 2004 section which encrypts at le ; of the
usage rules which are not defined by the portable recording nedium and
noves the encrypted, result to the normal region as usage rule data. As
descri bed above, in the fifth aspect, any usage rules 5 which are not
defined by the internedi ate systemare securely held in the normal region
on the portable recording medium According to a sixth aspect, in the
fourth aspect, the storage region of the portable recording nmedi umincludes
a secret M&dChn thRileh usagec cudeisblaeconioy wadn ymdafalneait hentication is 10
through with the portable recording nmedium and a normal region which is
accessi bl e wi t hBberefermitamobgetchent ithal bbasehbei meaoe snlie POl d£gi on
is the secret region of the portable recording nedium and the usage rule
movi ng sedt Fontest amarsagenent esyftiem RRMICR] a¥sidsS 865508 Wk £he TRYES: the
secret region, at |least any of the usage rules which are not defined by the
portabl e mecwmdiend: nedenmwhAn dgseT bBREeABOVE théHet§h%£ﬂﬁ?SQe sty
usage rules which are not defined by the internedi ate system are Securely
held 20 | (tybecablyai cbpgrogherdtechaiahle: aff ARI-IRUHILA A SEUEN N
aspect of the present invention is directed to a content nmanagerment

term nal asednéd BuTDPt g@tipBRAgenent system in which a content and usage
rul es thereof under nmanagenment of a certain content nmanagenent terminal are

‘tenporarily noved to 25 an internedi ate system and then noved back to the
sanme content 9 15 SEP 200

DISCLOSURE OF THE INVENTION
To achieve the above object, the present invention has the
10 - following aspects.

A first aspect of the.présent invention is directed to a
content management system in which a content and usage rules
thereof under management of a certain content maﬁagement terminal
are temporarily moved to an intermediate system, and then moved

- 15" back to the same content management terminal or moved to any dthér
content management terminal, the content management system
comprising:

the content management terminal; and

4 usage rule holding region operable to temporarily hold

20 any of the usage rules whidh.are ﬁot defined by the intermediate
system, wherein

the content management terminal includes:

.3

a4 content management section operable to manage the

content:

25 a right management section operable to manage the usage




managenment term nal or noved to any ot her content managerre&t termnal; the
content nmanagenent term nal conprising: a content managene t5sg£RQ%q;
operabl e to nanage the content; 5 a right managenent section operable to
manage the' usage rules of the content; a content noving section-operable to
nove the content under nmanagenent of the content managenent section to the
internediate i system and noves- any of the usage rules defined by the 10
internediate systemto the internediate system and a usage rul e noving
section 08&{313'3 to nove, to the-usage rule holding region i.n which the
usage rules 27 Ohet t%%‘b‘?%’?ily, from anong the usage rules of the content
to be noved by the content noving section, at |east any of the usage rules
which are not 15 fefiReENy MONdnOnferkignareespbilentonneve kheheonbantnt
managenent term nal acquires the usage-rules of the content based on the
usage rul BV eBRAGRIERE | of eithedi wertenst awnagemend usagtionl dchetbei n

t he' usage, rul e hol ding regi on. As descri bed above, in the seventh aspect,
no usage tRfeBRAiate systene and fyon amoay thhadsagagailes of thwecontennder
managenent of a certain content managenent termnal are tenporarily noved
to andi ntedntt ©fs idee isaged rufies- defddelabk thet hntemmediateesysten
managenent term nal or noved to any other content managenent termnal. 25
An ei ght Htsphese tingfexnnesd imtes esjtstewerdnidn is directed to 10 15 SEP 200 a
usage rul e managenent server used in a content nmanagenent system in which
a content and usageisagesulbermedingindetionnggarmile 0b e taithswshgat
managenent termnal are tenporarily noved to an internedi ate system and

t hen nmov et lisa dlo 11dd tighereggiiom ,C &mbﬁnnhmsngaﬁageﬁgﬂtr;et £aNbRALEOLHEVYEE: LR any
ot her content managenent terminal, the usage rule nanagenent server being
connect edconbiehmblredc byt eht gBABEAEEALVIAGNLEA3L1OMEr a8 NELYWR! KnyaBf the
conprising: 10 a database registration section operable to receive, under

secute corsagel ralésnidhidh FeaN®D Adfie b BYerid!ligs Aimddie 1508 eRbnt Calg
noved by the content managenent terminal, at |east any of theé usage rules

which are not dBbi cesteyit! henadetiomRditalenisyst 819 G e&'&ét@éﬁé}& upage

rules in a database; and 15 a database retrieval section operable to search

the dat abeseddsRomesRENSAtbomaal 88NCS)sEOR 4 tpRecC t nt
termnal to which the content is rmve{rdsfrom tgﬁéi?gtge?ﬁ%dﬁg%ggsf/s e%ngggﬁd

notifiesthiechRtEh®VBhsEQSHH e vl et 20 8Nho R ﬁgﬁn{hé ?%{@é@.edj?%oif%‘:

descri bed above, in the eighth aspecCt., when a c ent "arid usage r

ther eof wpdeen@AasEUsdle Fuiihald HOUENLIRAAGRIR Y L SLILNAlALE

tenporarily noved to an  internediate system "a

Cormmal: any 35 Geace pof B P hin BB SR R oty PRoOPRPE M atE

system c3fstleven if a content and its usage rules under management of
a certain content management terminal are temporarily moved to
an intermediate system, and then moved back to the same confent
management terminal or moved to any other content management

20 terminal. Here, the “intérmediate system” denotes such a system

that the usage rules are defined therein independently from the
content management terminal, e.g.. a;)-orta_ble regdfding medium,
& content management system, a content distribution system.

According to a second aspect, in the first aspect, the

25 intermediate system is a portable recording medium.




15 SEP 2004 be securely held. A ninth aspect of the present invention is
directed to a content managenent nethod in which a contend SarsEFu?ﬁ@e rul es
t her eof under managenent of a certain content managenent term na ar
tenpoerarily noved to an internediate system and then noved back to the
sanme content managenent term nal or noved to any ot her content managenent
termnal, the content managenent nethod conprising: a content nanagenent
step of managing the content in the 10 content nanagenent termnal; a right
managenent step of managi ng the usage rules of the content in the content
managenent ter fR@PTdingdim enthimdy aspesttepini the ifd reanhepecipnage Medige
termnal, of noving the content nmanaged in the content nmanagenent step to
15 the i nFeteeapldingyreahon ahel & nmagenumg et hansspyentllsesvelr Whe cBORkeNt ,
novi ng any of the usage rules defined by the internediate systemto the

i nt er nedi @@RNagted mith Uy eantien tmmanagesictit Aleridld ovidr bhaeeaBkant
managenment termnal, fromanong the usage rules of the content 20 to be

moved in 2@ tontestgenvaby Bbengt Sed 46RUes I 8| BokhAi BEL18H508ecRl oheast
any of the usage rules which are not defined by the internediate system a

usage 5r ulwhhoh dis@rsteipal wiam eeaiirey chbRhdhiGatidn e uisaden’ Wienehdi ng
regi on, any of the usage rules which are not 25 defined by the internedi ate

system arshde® rulld fbagdfidne $d0pe©f acquiring, in the content nmanagenent
termnal 5 10 to which the content a.s noved fromthe internmediate system

t he : ' As described above, in the third aspect, any usage rules
which are not defined by the intermediate system can be securely
held by the usage ru;.e management server.

10 . According to a fourth aspect, in the second aspect,_ the
usage rule holding region is a storage region of the portable
recording medium.

As described above, in the fourth aspect, any usage rules

‘which are not defined by a portable recofding medium are moved

) 15° "to the portable recording medium together  with the content.

‘Accordingly, even if the content management terminal is not
connected to a network, no usage rule is lost.

According to a fifth aspect, in the fourth aspect, the

storage region of the portable recording medijium includes a secret

20 region which is -accessibie only -when mutual authentication is
through with the portable recording medium, and a normal region

which is accessible without the mutual authentication,
the usage rule holding region is the normal region of the

‘portable recording medium, and

25 the usage rule moving section is a usage rule data moving -




usage rule noved fromthe internedi ate system and the usage rule held in

t he usage rul e hol ding region. As described above, in the rf ntSERIBBEL, no
usage rule is lost even a.f a content and usage rul es thereof under
managenent of a certain content managenent termnal are tenporarily noved
to an internedi ate system and then noved back to the sane content
managenent term nal or noved to any other content managenent term nal.
According to a tenth aspect, in the ninth aspect, the internediate system
is a portablgirecording medi um According to an el eventh aspect, in the

ni nth asp8EPrPRe™IECh eRfFmlis akoleray aryich the usagegeules avhimingaeent
server which i.s connected with the content managenent term nal over a
network, 2RH €RE1BedydY ke o habLe eperovdd noumistiwec uaed 28oves the
comuni cati ons, to the usage rul e managenent server, at |east any of the
usage rul 88CHEPERA sFesndt Hef Fhednbymaheregionnedi asegeysudm daceor di ng to
a twelfth aspect, in the tenth aspect, the usage rule holding region is a
storage regi on % d¢rcpihedinbovecdnditiee fEdtimasheeor diaiy e aget Ralkeent h
aspect, in the twelfth aspect, 25 the usage rule holding region is a nornal
regi of of witheh s@et mdpt definedlby 3ER 200drmednsdengy shsh ue sacitdey Heage

rul e noving step encrypts at | east any of the usage rules which are not

def i ned bint e pootredl eregion domgthedportabhd Favesdihg peaswmtied result as
usage rule data to the normal region. According to a fourteenth aspect, in

the twel fth aspestordiweg usage bikenhhal@edd ' 83 Ofmé SEGuBER' 8Epb8dl ORpaf the
portabl e recordi ng nedium and the usage rule noving step noves, to the

secret regimmgatreyiast ofrheOpothebUs agsditd A%y MalaG it 8cPQled6f kBedRY the
portable 10 recordi ng medi um
region which is accessible only when mutual authentication is
10 through with the portable recording mediuvm, and a normal region
which is accessible without the mutual authentication,
the usage rule holding region is the secret region of the
portable recording medium, and
the usage rule moving section is a usage rule data moving
15 section which moves, to the secret region, at least any of the
usage rules which are not defined by the portable recording
mediuam.
As described above, in the sixth aspect, any usage rules
which are not defined by the intermediate system are securely held
20 in the secret region on ﬁhe porfable recerding. medium.
A seventh aspect of the present invention is directed to
a content management terminal used in é--‘-::ontent man;gfyément system,
in which a content and usagé rules thereof under management of

a certain content management terminal are temporarily moved to

25 an intermediate system, and then moved back to the same content




A fifteenth aspect of the present invention is directed tﬂéfsﬁﬁphﬁﬂF
managenent program executed by a content managenent term ch a

content and usage rul es thereof under nanagenment of a certain content
managenent termnal are 15 tenporarily noved to an internediate system and
t hen noved bank to the same content managenent term nal or noved to any

ot her content nmanagenent termnal, the content nanagenent program ;
conprising: a content management step of managing the content; 20 a right '
nanagenent step of managi ng the usage rules of the content; a content

novi ng st EFPEIFSHSA ¢emmd nadn aan maweshged any tdmumr&camemﬁna@ﬁ@éﬁe@@ ep to
the internedi ate system and from anong the usage rules of the content,

movi ng anyeoTRiRd udhge comten 2 Riadtgemearte tdatiited. yonhei 41igr medi at e
systemto the internedi ate 14 15 SEP 2004 system a usage rul e noving
step of noving) a oc@ltmgemaﬂagelmlmh Ngetegban, opdLABREDRD tﬁgngﬁggeche

rul es. of the content to be noved in the content noving step, at [east any

- of the us&§8tenkes 5 VWich-are not defined by the internediate system and
a step of acquiring the usage rule noved fromthe internediate systen1 and
t he usage rul e hetrilght: mhﬁag&ﬁgﬁtrub@tﬂghdbggrgggbpqx,ﬁ§H4&§§r ve,
a.n the fifteenth aspect, no usage rule 10 i's | ost even 1| content hd
usage rul eslebep€othandentanmagenent of a certain content nanagenent
termnal are tenporarily noved to an internediate system and then noved

back to the sane carteani mERRAGSEAL 1L 0PRAL1Y NG tt?leaggngt h? HTE%]M ent

managenment terminal. Here, the content nanagement program nay

15 to t hemanagentnTRMEERESSN EEATINAla é?nér&esélz%&%l neo%%q@& A a%rdl ng
|

medi um or supplied thereto over a co ni cations

OF THE DRéy¥dNad, Fladaa 1mb$ gk%ﬁyk cture of a
Syst rc% ngﬁtgo a %ulrﬁ) ﬁ§ 8t ®¥e tﬁ’reesent

content 20 nanagenent system acco
| nvenbi onintermediate system to the intermediate system; and

@ usage rule moving section operable to move, to the usage
rule holding region in which the usage rules are held temporafily,
from among the usage rules of the content to be moved by the content
moving section, at least any of the usage rules which are not

- 15 defined by the intermediate system, wherein

the contént-management terminal acquires the usage rules
of the content based on the usage rule moved £rom the intermediate
system and the usage rule held in the usage rule holding region.

As described above, in the seventh aspect, no usage rule

20 is lost even if a content ahd usagé :r:ﬁles thereof-under management
of a certain content management terminal are temporarily moved
to an intermediate system, and then mc;w;éd back to ;I;e same content
management terminal or moved to any other content management

terminal.

25 An eighth aspect of the present invention is directed to

10




FI GS. 2A and 2B are di agrans show ng exenpl ary ticket for|1155$Ep:2894 3is a
di agram showi ng an exenpl ary dat abase of a 25 content managenent secti on.

15 ° 15 SEP 2p0 FIGS. 4A and 4B are di agrans show ng exenpl ary dat abases of
a right managenent section. FIG 5 is a diagram show ng an exenpl ary
conversion table of a content noving section. 5 FIGS: 6A and 6B are
di agrans show ng exenpl ary usage rul e dat abases of a usage rul e nanagenent
server. FIG 7 is a flowhart showi ng the operation at the tine of content
noving to_a %(g)yri ht Brotection medi um of the first enbodinent. 10 FIG 8
i s a schefrdS%9%T SDAPBRERE A EIRDRSHE Héy acongeatmandgsmentkeystBmG 9
is a flomhart showi ng the-operation at the tinme of content noving fromthe
copyri ght THroREch i @ Imasd wsade ryil esnsbeireefit nn@5rFhnGnagémestaohl ock
di agram showi ng the structure of a content managenent 'system according to
a second R dHEhCUTtatHe Manegemenintemmioal Bré téhposazmifiyomotadt to
showi ng the operation at the tine of content noving to a copyright
pr ot ect i o riigtiemestlative sysdemd 20dehbedimevéd Hadk H2 the sahbovshbeht
showi ng the operation at the time of content noving fromthe copyright
pr ot e®t i oremrginenbf tetrisatood mobedi tentany? > iRST M FORSARRYh&E: OUT
THE | NVENTI ON 16 ~ 5 ~P 2004
terminal, the usage rule management server
being connected with the content management terminal over
a network, and

comprising:

10 a database registration section operable to receive,
under secure communications, from among the uSage rules of the
content to be moved by the content management terminal, at least
any of the usage rules which are not defined by the intermediate
system, and register the usage rules in a database; and

15 : a database retrieval section operable to search the
database in response to a request coming from the content
management terminal to which the content is moved from the
intermediate system, and notifies the retrieval result to the
content management terminal.

20 As described above, in the eighth aspect, when a content
and usage rules thereof under management of a certain content
management terminal are temporarily moved to an’ intermediate
system, and then moved back to the same content management

terminal or moved to any other content management terminal, any

25 usage rules which are not defined by the intermediate system can

11




Referring to the acconpanyi ng draw ngs, enbodi ments of the!}sr Sﬁgéﬂﬂ
i nvention are described below (First Enbodinent) FIG 1 iS% 4di agram

showi ng the structure of a content 5 managenent system according to a first
enbodi nent of the present invention. In FIG 1, the content nmanagenent
system i ncl udes an e-book content distribution server 101, an e-book
‘content receiving termnal 102, a copyright protection nedium 103, and a
usage rul e managenent server 104. The e-book content receiving 10 term nal
102 includes a confidential process section 108, and a content managenent
section 10% SN dslddential process section 108 includes a
comuni cati ons section 105, a content noving section 106, and a right
nmanagenent sect foRiRFh aFpectpefathenpresenhosaventsibnt USNESréELed to a
respectively described 15 bel ow. <E-book Content Distribution Server |01>
I n respons®RieH @nnagamendyuesthab Mmgeiiiem dheoateatk &N taRlgd aael i Ng
termnal 102, the e-book content distribution server 101 transmts the
cor r espondileFessneeder mandyerentook a28e £0a1 8 Mo tRaf MbRdgbRERL A 1
Here, to the -e-book content receiving termnal 102, the e-book content
di st ri®dut iagie temperatlynmyved sto a8 tbRRcae BNt vRY o fPaRSa Hhen move
broadcastihr;g:, or over the network such as the Internet. Assum ng here (%hat
di stri but bewkcomtibet sams eontbnt RLREEEHcBY 1CORYTH ' 00Ny
usage 25 rules. Further, those cont e%ts are eac%ﬂ%?%5i@%%e€m%%hgg9c®éen ent 17
15 SEP 20@4nitdent nbhagehehtUtieatenkdentification. <Copyright Protection
Schene in Content Distribution Services> For copyright protection, the
fol | owi ng schenmeha. oatieAP! in8AagEnbSt. b ;@Qt. is encrypted using
symmetric key 5 cryptography- bygg ig{ér%féﬂﬁgskgg\&ﬁ%g%@g"uni quel y assigned  }
thereto, and forwai doagtHedit R ~ LYi termnpal .102. .The '
secret key Kc is referred togggg%ﬁ%gﬁten Egyﬁgﬁ%b%{{%ngggoSSRt@f}ﬁtJelhtthe
receid ngcbﬁtﬁht‘la:ha:lﬂgemén’eu%isﬁiﬁg%.assi-gned thereto is used to decrypt a
content identifier Ic, the content key Kc, and 10 content usage rules Uc

in ri V-4 L T ne. is referr ' :
using asymmel (1 ke igPhadkaRikn: ThECBNSE R £51 85 We 'Sudad Tt L2 2 2

the content in the content management terminal;

a content moving step, in the content management terminal,
of moving the content managaed in the content management step to

15 the intermediate system, and from among the usage rules of the

content, moving any of the usage rules defined by the intermediate
system to the intermediate system;

a usage rule moving step of moving, in the content
management terminal, from among the usage rules of the content

20 to be moved in the content moving step, to a usage rule holding

region, at least any of the usage rules which are not defined by

LY

the intermediate system;

& usage rule holding step of temporarily holding, in the
usage rule holding region, any of the usage rules which are not

25 defined by the intermediate system; and

12




Kc for decrypting the content is included in the ticket Tc spgt’?gp m#ng
the content requires the ticket Tc. The ticket Tc is forwarde t

e-book content receiving termnal 102 after a 15 content purchase process
is conpleted. The e-book content receiving termnal 102 decrypts and stores
the'received ticket Twin the right - managenent section 107 | ocated therein.
The right managenent section 107 is located a.n the confidential process
section 108 which is tanper resistant, and no user is accessible 20 to data

stored therein. As having. been .encrypted t he public key of the e-bgok
content recei Vi ngat%?%?n gy t ilgkgﬁ‘!ﬁ,ori %EWES%\%%F?F‘BE}#M

e- book cont eriﬁgr e% i Vi nﬁ te%n‘i nal 102. Further, its decryption and storage
are done Th B SHEi GRRFERF ¥ JIeRd - dhis Antesmsaiche YBE6R c5heent
receiving termnal 102, thus 18 15 SEP 2004 it remains unavail able for
third partiads THeEATSAERAm iR LhFeamedinteasTshonmRd (Fha 6ate Fujehe
encryptedq using symetric key cryptography. If this is the case, the ticket
Tc is stitgldb Jéhc,trykiﬁpt‘ﬁ?ﬂ?y FHe dk@tngeledionrhe e- book content receiving
termpal 102, restricting decryption only by the e-book content receiving
term fal 102. ASt ASSEKiPRE fbeket e thanvinye asedthedanusseet Tvle Esnt ent
purchase process, the content is freely duplicable as 10 havi ng been
encrypt edosthgyen hE & omiirnt anbruseasessdeis yhebeeaifnedderonanhgenehbok
- content distribution server 101, and may be. transferred anong users. This
i ncr ease®f Ife cepéeadnoftosbantnnadagemendt temmiand axpahdapdierdigt mbbusdi on
area. <Specific Exanple of Ticket Tc> 15 FIG 2A shows an exenpl ary format
of ‘the tilckan ifdegpesiifateabiptén, and diteeninovdadddic ket tHe sanmel ddrsent
i nformati on about the content, i.e., a content identifier 201, a usage rule
set 202, mamdgemewit dermidea 203 ndecdsage anyl otdeir 2hitact udesagenbttal ity
of usage rules selected in advance fromthose 20 predeterm ned. The usage
rul ek0 ar degadmagr.ovi ded, as shown in FIG 2B, with a usage rule identifier.
The usage rul es are designated by each correspondi ng usage rule identifier.

The usage rul eacapbedeagh tassi goefth Hsp@l tin buhe vakhte adp&de] scdefined
by meani ng on a usage rule basis . For exanple, about the 25 usage rule
" expir at intettkea@iater cospemdiiRg & HdNABSRAGRIINE NP medium.
According to an eleventh aspect, in the ninth aspect, the
usage rule holding region is a usage rule management server which
_ _15 is connectied with the content management terminal over a network,
and
the wusage rule moving step moves, under secure
communications, to the usage rule management server, at least any
Oof the usage rules which are not defined by the intermediate
20 system.
According to a twelfth aspect, in the tenth aspect, the
usage rule holding region is a stofaige region of the portable
recording medium.

According to a thirteenth aspect, in the twelfth aspect,

25 the usage rule holding region is a normal region of the portable

13




15 SEP 2004 identifier "0001", an attribute value assigned thereto is in
BCD (Bi nary- Coded Decimal ), indicating Year, Mnth, and Day df5t$EP 2004
expiration date ( in FIG 2A exanple, "20010421" ) . About the usage rule
"Yes or No for printing" corresponding to the usage rule 5 identifier
"0002", its attribute value is Oif No for printing, and if Yes, the

al |l oned nunber of uses is assigned. About the usage rule "Yes or No for
content noving" corresponding to the usage rule identifier "0003", ias
attribute _value.is 0 if the carresponding content is not novable to

recor di ng “PEETS 806 s ando and if VYes, the all owed nunber of content
noving i s assigpned. <Confidential -Process Section 108> The confidenti al
process secti on PEAFAILFHLEMAERGHERD ERaTyRdS At dravstt anyidothemsisye
accessi ble by users. Internal nodules and data to be exchanged thereanong

i s kept sEBLEF Whigh PFe pet rfineas, byphhy ipog tatilanpecondiaganadi up) GRS S
thereto. The confidential process section 108 is exenplified by an LSI as a
resul t of "PREEJMA eRGrYRtedmdsuiddas esage mtdida ot dahexhernal lnegion .
unprovabl e. The confidential process section 108 may be structured by a
pluraldty of noleterdimgdta.d Rmirtdwmsth shopdat ba?@he twelfth aspect,
eavesdr oppi ng-resi stant under secure communi cations. <Comruni cati ons
Section 1bBe UrRge vlienhodtiiegsregton iy H0Bebsed PRIULE GAHIMIERaB1e
network protocol is inplenmented for data exchange over the network, arid is
a part ofreterdomdimedtum|l andcess section |08 of the e-book 25 content
receiving termnal 102. The conmuni cations section 105 20 15 SEP 2p04 is
i npl enent ed wi ttnaqmagmmuevmwm@i§1£bp1&@%sr,ult%3tﬁé%ééﬂéé&%§ﬁr€ apd
retrievable with respect to the usage rul e managenent server 104. The )
pr ot ocol slesed aher of egics bebigedransk Whidhey -8 % dh e a8 Hi8R §%¥t91%1§8|‘
(Secure Socket Layer) 5 popular in the Internet. The SSL protocol a.s known
by the t ecdvvrdindgahediah. titled "The SSL protocol Version 3.0" of

Net Scape. Under the protocol, the e-book content receiving termnal 102 and

the usage rul e AERFILRAL S8HUBE J@‘hﬁ“bﬁ@%h%?‘iﬁv&ﬂfhoﬂt{%giir%'}gcee&(%Qange

data t herebetween through secure 10 conTruni cati ons encryp using a

sessi on keysonwuh o ' i o is..Here, SSL is not
the only o?o(ﬁ on formﬁéé&g?%%%czo %%}g%lﬂteéé?%%oﬁ (g%%t:%ﬁ}_ ?'883991“ﬁ8!t
term nal i t : rul JRqge erver 104, a an rotQcol s
will do z;:s.l oﬁigaiashfﬁulﬁg?%glna#l 3" equa F%gérlet ga\éﬁ'e berte?. q%?r tgﬁger
Manage e fianakfen 1 he t nagepent section | 09 manages the
encrspt ed conter??'g: _rg%:i %edfgrgg%giﬁe (e:-ﬁg%ﬁggoﬂ?’éﬁ?eﬂ?gﬁi %ﬁﬁ"&ﬁgéeﬁE? 101.

Thos C O RleBiHoR-alts e-book content distributiqn server_-101 are
eachﬁ;ssi gned v?n&{lh\gag@gﬁta gir-']% %%dé'ﬁl?faﬁng A& BYSEAT RS RS FovEdcBerbn.

The cont gpt n ection 109 is realized by a database shown in FIG
3, for exarrpt?%. %i n thrggn%ﬁlggmg%&eﬁ"%aé of maYed phe e0Yr ather
content | itier. lc and a content filenanme, using as a retrieval key for
speci fyi !ﬁg’%\%hte;nfzthﬁ\ggn STt R - j

the content management pProgram comprising:

a -content management step of managing the content;

20 a right managemeﬁt si:ep-of managing the usage rules of
the content;

é content moving step of mo;fing the con;éht managed in
the content management step to the intermediate system, and from
among the usage rules of the content, moving any of the usage rules

25 which are defined by the intermediate system to thé intermediate
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25 <Ri ght Managenent Section 107> 21 5 SEP 2004 The right managenent
section Z07 is located in the confidential process sectidﬁ5lSEPqﬁméhe
e-book content receiving term nal 102, and nmanages the content key Kc; the
usage rules Uc, and the content  identifier Ic included in the ticket Tc
received 5- fromthe e-book content distribution server 101. 'Here, the
usage rules Uc are those defined by the content distribution services. The
above data is nanaged by the database a.n the right' nanagenent section 107.
For exanpl e; defined in the database are two schemas shown in'FIGS: 4A and
4B. FIG SYAt&Mows a ticket' schemm for 10 managi ng the set of the content
key, the usage rule' set: and the content 'identifier. FIG 4B is a usage
rol e schema for nand§reg rudeumaydngulsdéep Hef enoving| GGo48 exagpl eultehe
usage rule schema includes three usage rule identifiers corresponding to a
- usage ruheldéngisegiin, Tiren menmy tHe udelgenedlbserofhthe sagetent d tfe a
certain content are three usage rule identifiers of 0001 ( expiration date)
, 0002 (MevedrimNdheocoptentimoyingrcted03t( Yeasdranyo offotheantedt nubdag) .
<Content Moving Section | 06> 20 The content noving section 106_ is -located
in ti¥e cehicleateahopr deessedebyi enclifteirnkhieatebeglstem)t @na recei vi ng
termnal 102, and a function of which is to nove, to the copyright
protection medi uma 188ept e carGeNtikgy the anshdderusagenduwldEsetbmstdeed in
the right nmanagenent section 107, and the encrypted 25 content stored in
the contentennbageiBniyseshi Oand Obhe TiEagONHEId eda ih trER s rulRyi NG
section 106 is provided with a correspondence table between the usage rules
defi ned hyirdaegceagess. di stribution services and those defined by the
copyright protection nedium 103, and discrimnates which usage rules) are
to be noved, amd IR abbeBin GO HiFtUentH FspRctIONS LK FHlATY

conversion table. The conversion table of FIG 5 includes, wmth respect to

eachoof 18adstageehUles éd}l&ﬁ‘nﬁfa&a%ég%é %l(é%o¥ﬁ5895fgﬁrg%%gnhﬁsggg§%inw 1 03,

the usage rule identifier defined by the content distri ces) the

usage rube & m&giﬁrccﬂpéé,#ma%g@aﬁe&@ AN TR Vit 2 118 P03
and conversion functions o
to an intermediate system, and then moved back to the same content
manétgement terminal or moved to any other content management
terminal. Here, the content management program may be supplied

15 to the content management terminal in the state embodied on a

recording medium, or supplied thereto over a communications line.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing the structure of a content
20 management system according to a first embodiment-of the present

invention.

FIGS. 2A and 2B are diagrams showing exerﬁplary ticket
formats.

FIG. 3 is a diagram showing an exemplary database of a

25 content management section.
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attribute data. For exanple, the usage rule "expiration dat 3 %se usage
rule identifier is "0001" in the content distribution servi (55 2804 ned
al so by the copyright protection mediuml03; and shows YES for content

novi ng. The usage rule identifier of 15. the "expiration date" defined by

t he copyright protection medium 103 is "00008000". Further, the content
distribution service and the copyright protection nedium Z03 have each
different data format for the attribute value of the usage rule "expiration

date" , i.e. , the attribute value indicating the expiration date by Year,
20 Month, and DefAGFn 4k dunrd t4B mmgﬁmsdahawﬁgmkeh@qiﬁ? hagaggges
expiration date, i.e., Year, Mnth, and Day, of the content distribution

servi ce t ¥ hatTght eanegsmenyht speeieati on medi um 103, used is a
conversion function "F1". Conversion fromthe copyright protection nmedi um
103 to the cont 6HC disstisi buliagrah SEEWikE 245 Sketk %,'1#‘” ' gt Lop, " F2".
The usage rule "Yes or 23 15 SEP 20~~% for prP(r%tl g'p%\&/\lh(a%g%&&glasgg}ﬁl e

i denti fi eroff & "@OOEnt méhen§oséEPlogi stribution service is defined also by
t he copyright protection medium 103, and shows Yes for content noving. The

usage Bul e i dentHIdsr 6af ahBeeHSABE ditErame No, f rinting” 5.in the

copyright protection nmedium 103 a s " 0%%66%23 63%"1&% 'F%J&r, lfﬁ?ylggﬁﬁetﬁ‘éle

content didttrabasdsobfsey \ﬁ@é‘%i@%&% ay protection nmedium 103 have
0 rl

each different data fornmat the att e valte 6t  t he usage rule "Yes or
No for .printingic.i 7éis & Balouw : .l.bute value jndicating Yes or No
for printing. In order To comverty giégéggf%?ﬁa?p?% AR |3y thestimenef f or
printing eontles tCaikalg HStLi o] rvice to. that of the copyright
protection medi um 103§£gused éi:“sggb%gggléfngﬁg?ﬁﬁ&f’Poﬂ‘edli-ém‘. Hrkhe stErstrom
the copyr eglhbaimehecti on nmedi um 103 to the content distribution service
uses a conversion function "F4". The content noving section 106 is al so
provied with agggncgi 0 e..19o the e-book content receiving term nal
102, the content kech?Euéasggﬁgﬂ?iéécLBm‘?e%?\oﬂt% LR 96ap okl FRPeTA o
stored inatggtggg,};éhgfg protection nmedium 103. In this case as well, the
conversion table of F ‘5 is used. If there needs to convert the data
format of the apfsi byte valuves of -the usage rules Uc', used is the
correspondi ng con%'e%slilosnaf%xﬂ'f’gﬁ?tl shewing theenegiatdinn edcthei bime of
termnal'’ : the caopyright protection nmedium 103 .are different in
crypt ogra%%@?e%gq?%‘guﬁq %%t%ﬂ'gggﬁh OP¥Erighb miiatgigticunwmedicmh by tine fiontent
novi ng se&ﬁ'g . 019 24 ] 5 SEP 2p0 <Copyright Protection Medium 103> The
copyright pro ec?l%h medi um 103 is typically a sem conductor nenory card
suchygs an SD 32#58 1an_cl is a portable recording nediumw th which . a nornal
region and a s 1 Webf 8P 1o Gk 8igermmslvwiig thEhet sect ete 0dUh GoHIRGRNES
accessi blme only after nutual authentication is through between the

copyri ght" PR L YFEEMATEARding toat setomiieaderitinete b fisd prozchie

ot her hand, the normal region is always accessible w thout such an

aut hent i c’ﬁ{‘fed’rf”pﬂ‘bcess. The data in the secret region is not 10 open to the
users, and the _content key Kc and the usage rules Uc' are stored therein.
Here, the usagdl@il dd @6 aakdomebsetushoudhy the operation at the time

of content moving to a copyright protection medium of the second

20 embodiment: .

FIG. 12 is a flowchart showing the operation at the time

o

of content moving from the copyright protection medium of thé

second embodiment.

25 BEST MODE FOR CARRYING OUT THE INVENTION
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provided to the copyright protection nedium 103. Contents are 15 usually
located in the normal region on the copyright protection ngdj SEP1IIRE The
normal region is always open to the users. The contents on the copyright
protection medium 1D3 are each assigned with its own content identifier
lc', while the copyright protection medium 103 itself has an identifier Im
for its unique identification. In order to access the secret region of the
copyright 20 protection nmedium 103, used a.s a protocol which achieves
mut ual aut hentication and secure conmuni cati ons between the e-book content
- recei vi ng t er mikefieTingbe the agopypagiingpdoaeingsn emthdimdi0B8s ofhthei s,
mut ual aut hentication prevents inpersonation, and secure conmuni cations
pr event s RERASHr dppiantizm paewstesatideadkrbedad. and the nedium 25 5 SEP
2pOF <Usage rul e Managenent Server 104> The usage rul e managenent server
104 is a dat abdFdrsdr Emboddowindd on the network, and nanages the usage
rules therein. FIGS. 6A and 6B show exenpl ary usage rul e nanagenent
schemas. The uFi§e b irsubdlrmlageagrtmssiiowindthd Strifgched éH a266€68ntand
is accessible only by the e-book content receiving term nal 102 registered
in the eriuelgediesitr shatemmncesvdiey tastiss At ikat €GHO¥na present
communi cati ons protocol between the communi cations section 105, as
descri bednventieof.or B IG. IThehdotdYeRE riakd JUMRGHS $9% 1€ 1hB18UEEULSd by
t he usage rul e managenent server 104. (1) A set of (rétrieval key, usage
rul es, ardbool esbnterot idilsiiddiPVsdedely iHE, E-aQPO&-B%ke”éoﬂ@&g& ving
termnal, and information relevant thereto is registered in the database
provi ded reltesciing HerRinkar 108t ahas ﬁiﬁh@vﬁmté@@iéﬁoﬂ{gaﬁti@ﬁ,edand

ed by the content

‘retrieval key 15 is used. ( 2 ) Aretriedal key s provi

recei vi ng & €4 Ralle Adtlagahén 8Sdveastbl . Of pRl@alass: LehtbaY A ediSi v, & he

retri,eval ‘key is returned thereto. In the content managenent system a

aboviey desefibad DOW i:ScilifeORET iﬂ'&e?ﬂct:i)%ﬁ?%%tce vi %%t\iiﬁ)gl 4 b8 08{2&%9“

protection 20 nedium 103, separately ( 1 “the co_gyrl 9] protectron
The T Chne s denkaate ORI o9 L 100 Ao R4
content gR¥kREat Q08Ne nCARYLIY RIQLESE L0 Sdi um 193, ?L%-S(,Staepcosgtoé' 20
moving section 106, and a right management séction 107. The
operations of those constituents are respectively described
15  below.
<E~-bock Content Distribution Server 101>
In response to a contem; request coming from the e-book
content receiving terminal 102, the e-book content distribution
server 101 transmits the corresponding content to the e-book
20 content receiving terminél 102. Here, to the e-book content
- receiving terminal 102, the e-book content distribution server
101 may distribute the content by me;ané of broadcgéting, oY over
the network such as the Internet . Assuming here that distribution

contents are all protected by copyright, and accompanying usage

25 rules. Further, those contents are each provided with a content
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15 SEP 2p04 The user selects a content from many of those on the e book
content receiving term nal 102 which he/she wants to nove hg%k&ﬁ,ﬁﬁﬁyright
protection nmedi um 103. The content thus designated by the i*'s
presumably assigned with a content 5 identifier Ic. (Step S702) Then, the

- content noving section 106 noves the designated content to the copyright
protection nmedium 103. Specifically, first, the database in the content
managenent section 109 is 10 searched for the correspondi ng encrypted
content using the content identifier Ic as a key. In the below, the content
assi gned wWioeRtifderofioenunideet iffeart ilfd datiexpedi ently referred to as a
content Ic. Thus retrieved encrypted content is then noved to the copyright
pr ot ect i onCapRirdght0Brokect ioasSbhema gibash tén € M8 /Apt Bislat 1oh IRGWFIdaEY S
required for the content to nove to the copyright protection nedi um 103.
The content Ic Hasd@gyriymmpfﬁﬁéyﬁieﬂ,ﬁmykéhy§w§h§E%méﬁeiB%n%%%f%n
regi on and the normal region of the copyright protection nedium I03 will be
its destiRarsbn. a0 £SbepkSiEteAit et sCamlal) ok OfuSony € H_._{Qg,kehpe '
content noving section 106 acquires a nediai'dentifier "'uniquely assigned to
t he cdpyr cghbtpgoaphtritiNa RGP ; N it - bly a
medi a identifie? Iﬁ]yégﬁ~ {Stepléggﬁflgguﬁgﬁgtég' 0 4g$%ebg%§€§%%§ﬁ%€ﬁng

section 1eﬁdtm5ﬁd@&®thaee%6@%ﬂt%% E[ahgﬁvh.?xg'@@?rggpgl%?‘ The, 5

identifier Imwhich is "acquired fromthe copyrig pro ron nedi
to-the rigbtr&n nept 1 8eehiFaR+a87 thNakh ' ial process section
108. In response, the right ngéaggﬁeﬁ% g‘e%t%?%r?q%gye&'nel;& gzzleaer Z’toﬂ?‘:eval

key Lo, sdontats b dianty HGRLA LD e iB ) SROBIEIRDL SRS 108

The retrieval key is generate at’i’s,

el vaa L S SRR, pEpHERSS B A M BB LY A2 ene
10  content usage rules Uc using asymmetric key cryptography. The
;encrypted result is referred to as a ticket Tc. The secret key
Kc for decrypting the content is included in the ticket Tc so that
using the content requireé the ticket Tc. The ticket Te is
forwa;ded to the e-book content receiving terminal 102 after a
. 15 content purchase process is completed. The e-book content
receiving terminal 102 decrypts and stores the received ticket
Tc in the right management section _107 located therein. The r'ight
management section 107 is located in the confidential process
section 108 which is tamper resistant, and no user is accessible

20 to data stored therein. " |
As having been encrypted by the public key of the e-book
content receiving terminal 102, the t;i.;:ket Te is d;zzi'yptable only
by the e-book content receiving terminal 102. Further, its
decryption and storage are done in the confidential process

25 section 108 of the e-book content receiving terminal 102, thus
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10 the content key Kc is found as a searching result, the c‘brﬂ@{p Kc is
used to encrypt the nedia '"identifier Imunder symetric key cryptg%aphy.
The encrypted result is'presumably Kc(ln), and , Ke(lm is used as a-
retrieval key. FIG 8 shows a schematic process flow di agram of generating
the retrieval key. 15 (Step S705) The communi cations section |05 transmts;
"to the usage rul e managenent server 104; the set of the retrieval key
Kc(lm generated in step S704, the usage roles Uc of the content Ic; and
the content identifier Ic. Prior to transm ssion, a session key 20 Ks is
gener at edt FrIEinhBRaRpidabledeir thirdpariicsawheventing unaattiosdeere
comuni cati ons between the e-book content rece3.ving termnal 102 and the
usage ru‘IiBP%ﬁaﬁéﬁEm server 104. The term nal and the server are both
provided with the sane session key. Then, the comuni cations section 105
encrypts transhesithekdst ddca &g (g endeypaed | asingderymytrstd | Relgey
crypt ography using 28 f 5 SEP 2004 the session key Ks for transm ssion to
t he usageryptegnanhgeneltf serieridO4heHatssse | hEhasagere erc Uesi Brlihe
transm ssion data are presumably not those defined as novable in the

cor r espormienyptedbby (HHeG sérgit wegledft andha-auiientoAb¥h8dreeelivy@Rgl06. 5
(Step S706) Using the session key Ks, the usage rul e managenent server 104
decr ypt stétminal a 0 RCaiest-ifdtdnd BeceoPprdbinCah i NSy S@ed IbobROcHAESh
symmetric key cryptography. Then, the usage rules and the content

i denti fimsceieimg etenginheregza. n the database in 10 the server using the
retrieval key I1Cc(Im as the retrieval key of the database. (Step S707) The

content movinmesign EHE TRURSH e USABROE UbES difcinddIGyEAILEH! che 1O
t he copyright protection medium 103. The 15 content nobving sectlon 6 is

provi dector tdnt heusohs 88 PERGSOSS, tabl ecéﬂ%t o5 ?E&&&ggdkggiaéﬁ%g 35E' es

defined by the e-book format of the copyright protecti I'um and

Lhoso defavieds bhedhicoRubgpked! SUahlll SRSinen. TDSSOTLERLIRYLTY

section 106 refers to the correspondence ta nove on
usage ZQHﬂHﬁ%@E&%\‘}F&ué %% content distribution server 101, and may

be transferred among users. This increases the speed of content
distribution, and expands the distribution area.
<Spe¢ific Example of Ticket Te)

15 FIG. 2A shows an exemplary format of the ticket Tc-
gspecifically for a content. The ticket Tc includes information
about the content, i.e., a content ideﬁtifier 201, a usage rule
set 202, and a content key 203. The usage rule set 202 includes
a plurality of usage rules selected in advance from those

20 predetermined. The usage jsules ai:e each provided, as shown in
FIG. 2B, with a usage rule identifier. The usage rules are
designated by each corresponding usé;je rule idt;ﬁtifier. The
usage rules are each assigned with an attribute value, which is

defined by meaning on a usage' rile basis. For example, about the

25 usage rule “expiration date” corresponding to the usage rule
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As a result, at the tinme of content noving to the copyri ght" 5r8£ﬂa2gﬂ4on
medi um 103, out of many usage rules set to a content, those defined by the
copyright protection nedium 103 are noved to the copyright protection

medi um 103, and those not defined by 25 the copyright protection nmedium]| 03
are transmtted to the usage 29 1 s sEP aoo~ rul e managenent server 104
t hrough the conmuni cations section 10S. Referring to the flowhart of FIG
9, described next is the operation at the tine of content noving fromthe
copyright 5 protection maq'i um 103. (Step 5901) The user selects a content
f rom many lenHgsient 0004 "copyraghti s eeltiveas8dbHEN 103 1OL6 N DehshE,
wants.to npve to the e-book content receiving termnal 102_ The content
thus 10 dedHgimedated Meaiserl)i,s ipiasarabloy vass!, onsd oWt Bnd 539t 88 the
identifier Ic' (Step S902) A nmedia identifier of the copyright proteciion

nmedi um 103AEL gy ddte e BTG URAI dtpTeesubbol§apheJume ia. 15
identifier Im (Step 5903) The cont enégﬁprmvi ng secti on%OG%%‘&gitg%ghgage

content k&yulke "Fed lar d@iwtﬁim@@e’n%ﬁes&g{%nﬁqg A0 T Seaché)nt t
€ Us

novi ng section 106 generates- a retrieval key for acquiri nget Fules

fromthe dsegtifilest rrepagenent s SeFMElnlO4 Hsi g st edi.a Ldentifier I'm
acquired in step 5902 and the content k%/@%ég&l%]rﬁeg%?ﬂgs#%ﬁ R 1oghe

retrieval aey ssygenetabed1uniien SNABELTLE ey: CLyPLogLaRhY Using the
la identi e ng

content 25 key Kc to encrypt the ne I er
30 9 5 6ERg0Qulet FizRKabrkQY £Sr Y 3 rg'ilorviKC 'nlrﬁ%%sgsegoggfg L.

conmuni cati ons section 105 transmts
usage rule identifier "0003", its attribute value is 0 if the
corresponding content is not movable to recording media and others,
10 and if Yes, the allowed number of content. moving is assigned.
: <Confideptial Process Section 108%

The confidentiél processrsection 1068 is structured such
that no information therein is accessible by ‘users. Internal
modules and data to be exchanged thereamong is kept secret from

15 ' the users by applying a tampering-~against pr‘océss thereto. | The 7
confidential process section 108 is exempiified by an LSI as a
- result of integrating internal modules on a chip to be externally
unprovable. The confidential brocess section 108 may be
structured by a Plurality of modules, and if 80, those should be

20 eavesdropping-resistant under secure communications.

<Communications Section 105>

<

The communications section 105 is a medule onto which a
‘network protocol is implemented for data exchange over the network,
and is a part of the confidential process section 108 of the e-book

25 content teceiving terminal 102. The communications section 105

20




Kc(lm generated in step S904 to the usage rul e nmanagenent sér&@ggzw.
Prior to transm ssion, a session key Ks' is generated under the L
protocol for mutual authentication and secure communi cations between the
e- book content receiving termnal 102 and the usage rul e managenment server
104. Then, the communications section 105 encrypts transm ssion data
(Ke(I'm) 10 using the session key Ks' for transm ssion to the usage rule
managenent server 104. (Step S906) Using the session key Ks' , the usage

rul e managg rver J 04. decrypts the datg received fromthe
comuni cat i gﬁglb%%@te;{%r?dwml , aarRF%“é%‘F%e?ng‘r YILCh a5588e TH-9heaZer ver

- using the, i e (o "Q(r-- Then, the usage rul e managenent server |04
returns thééﬁée%%%{)/%gd rglé*éul(rte v oA al%g)e - theT85BE6E dohileR weReevFHde

t erm nal "].%Orgag% L ep S907 2]80The content noving section 106 noves the usage

rules Uc' Tor the contents 1'% r Jhet RECEBFPLSy s 9 Soacregiskediom a0d. At

the tinme 1Qef Sont ent {:mvi n%, the correspondence table (FIG 5) provided
thereto i's Yeferrsd to° HRa9ehduesyanal e §6kt i (Serurandocket atayebit
val ues are canverfed. 25 (Step S908) 31 15 SEP 2004 The commruni cati ons
sect i §n R i Hes thRe 1946 esThe FSieinmetécoh tke kusage byl the
managenent server 104 together wth the usage rules noved in step 5907, and
then in tHFEMIGRAL mntereheht tisdetion The7 SSlegbsbEpsollh&erasidn i g toski ned
usage rules, the 5 content identifier Ic received fromthe usage rule
managenente i$EARS- 1 0indemdthhe pawriioentl k efhdc eabgoikr atbrremt t hecepynyght
protection nmedium 103 in step 5903. (Step S909) Then, the content noving
secti on 166THEPdslehancorremsage rile mroageivendopytirght 0o o Ekéh DDcaedi UM
103 to the content managenent section 109. The noved content is then
regi st er €8°n eHeexat dub eeknhhhgecaidEnt tmnagenEries e ehirotgh09% 4668688 her
with the content identifier le received fromthe usage rule
nanaﬂéneﬁ?m@épﬁ-@ﬁtm.s encrypted using a session key, which is the one

assigned on a session basis. Here, SSL is not the only option

for the protocol between the e-book content receiving terminal

102 and the usage rule management server 104, and any protocols

will do as long as functionally egqgual thereto or better.

- 15 <Content Management Section 109>

The content management Secfion 109 manages the encrypted
contents received from the e-book content distribution server 101.
Those contents provided by the e-book content distribution server
101 are each assigned with a content identifier Ic for unique
20 identification. The content management section 109 is realized
by a database shown in FIG. 3, for example. In the management
schema of FIG. 3, attributes are a content ident_ifier Ic and a
content filename, using as a retrieval key for specifying which

content identifier.

25 <Right Management Section 107>
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As a result, at the tinme of content noving fromthe copyrigﬂﬁ&? %tection
medi um | 03, out'of many usage rules initially set to a cont h P 4
defined by the copyright protection-nedium 103 are noved fromthe copyright
protection nedium 103a and' those not defined by the copyright protection
medi um 103 are provided by the usage rul e managenent server 104 through the

comuni cations 20 section 105. In this manner, no usage rule wll-be | ost
even if the content is noved via the copyright protection nedium]l 03,
whereby all of the usage rules are noved without fail. In the present

embodi nent, usedP@s BLIEE r MeRageRepRt ofechionsal@? r dlse hanajederin sdheer
104 is Ke(Im, which is a result of 25 encrypting the nedia identifier Im
usi ng t he“BBALERRTEBY MeoceF Seprion FOERR A4 psbnok castentireceivamdy any
other will do as long as uniquely identifiable the contents on the

copyri ght tpFBieel i neaidimansges Rdre eoartpnd, kel Kde thepyshghtoyleat eet,i on
medi um 103 never fails to separately generate the content identifier Ic

r espondi ngRectiEe conttemt wieniafierhte risfciwmiad ikeyheayidket ard Medbiiclad s

t he conbination of the content identifier Ic and the nedia identifier Im

| f thé deSrpmdthieon-beokicaiteft Gheteabueibni Sepredaiar.n gede, ik usage ,
rules Uc to be registered in the usage rul e managenent 10 server 104 nay be
encr ypt edrdyes Juubrectkeye afef i1t dl®st tRatdd:d:eF MiRAlri ddt 1L sBE-93 L8l |
enbodi ment, the usage rul e nanagenent server 104 receives only the usage

rul es whi The aoweotiatavad hanaydd 8y CORY b a4 Ol aCtheT- 1M WahdG8ment
Alternatively, every usage 15 rule found in the ticket may be transmtted

to the usagetiot @0nanaperRHaniAle chetedlin thbvid Sadde 6288 wd B%g@@ gess
of step S907 in FIG 9 can be omtted. Further, in the present enbodi nent,

all of thehemimimi Eat5onaasaati aB. 10Fc.harc UHSH A0V 8ot C6ELONL 186, and
20 the right managenent section 107 are included in the sane confidenti al

procass srstadihdthe AbkebPatnd lontd{POKRCORRL Egg%gﬁ'ﬁ%‘é‘{b‘%ﬁ’g dent! v

have their own  confidential process sectirons on a n-such a

case, t ha:mﬂtdmgnaaiﬁan&qesmec&ﬁ%_aaasagappefsggacgrge@%@o\f RUhagEgHre 2°

comuni cations after nutual authentication td stop
the usage rules.

Here, In FIG. 4B example, the usage rule schema includes
three usage rule identifiers corresponding to a USagé rule set
- 15 URI. This means that defined for the usage rules of a certain
content are three usage rule identifiérs of 0001 (expiration date),
0002 (Yes or No for printing), and 0003 (Yes or No for content
moving).

{Content Moving Section 106>

20 The content movilig secfion | 106 is .located in the

confidential process section 108 of the e-book content receiving

terminal 102, and a functioh of which 1s to move, 1:6 fhé copyright

: brotection medium 103, the content key Kc and the usage rules Uc

stored in the right management section 107, and the encrypted

25 content stored in the content management section 109. The content
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15 SEP 2p04 eavesdroppi ng anong nodul es by malicious users. T?e e- book
content distribution server 101 and the usage rule managemeﬂt y S 200804 in
t he present enbodi nent nmay be physically inplenmented on the sanme server: 5
Still further, in the present enbodinent, the e-book content distribution
server 101 is in charge-of content and ticket distribution. Alternatively,
the server nay be independently provided each for content distribution and
ticket distribution The usage rul e managenent section 104 may be provided
with 10 nctjon..of ping the history of the e-book content receiving
t er mi nal H?L{Sgn o thﬁ‘ nciﬁ%é‘ﬁt&%ﬂ?#f‘"é‘%ht%FBEﬁﬁSEBF}F?HFen’fWP%P%Ue?Hat any
unaut_hor%&gd conten usgs can_he nonitored thereby. If so, in an exenplary
case where tlf‘?éa%%ﬁPéﬁF pringd heqeprteperdistretion servpicasmprdy of
times frg t he sanme e-book content 15 receiving termnal 102a the usage
rule man g]%ﬁ%ntde';é'l“\%]r 894 thec oRRRYERBABI PRsttegdiion | mgdinmt  L&hd wadni ng
the user _of the content receiving termnal Still further) is the present
enbodi mefitSCEXRIRRTes athich asagee rWRe( s Jcanecke Pamovesi.candnpagtobmse- book
content receiving 20 termnals 102 via the copyright protection nmedi um 103.
The prestPmah\eanvesiedon suFdty Bpphoealse edegpliaryacoavergione tehde.
contents are noved via any other content nanagenent systens or content
di stribution sikt cnanvgrsion dahle gift FiiCot éctinoiuflesct wdth Feapeics, tbhe
usage rules are often | ost when a content noved through 25 a certain
cont ent €R<h radhdhieonsegst enilles tgdier moxetl tchithet copyB4ghtSpBEPe2pRohhr ough
anot her system (not limted to the copyright protection system in which
usage rUhetiwt 10@, ctheensageerndt fidentidafemerheithal peSENt tbueshikON i S
fully applicable to such cases. Still further, the usage rules are conbined
by the elimiokitatciont ewtrwiess,vithg tieagenah1d (Ridn i #iher @ersiendd by enki on,
but the usage rul e managenent server 104 may do so. Tn this case, the
e- bd0k cuntanitghte geivtagtiei nhediuh0208Sesndhcitsestibikefukstidhs €Ber ypt
the usage rules Uc' noved fromthe copyright protection

attribute data. For example, the usage rule "expiration date”

whose us(age rule identifier is “0001" in the content distribution
services is defined also by the copyright protection medium 103,
and shows YES for content moving. The usage rule identifier of
-15_ - the "expiration date” defined by the copyright protection medium
103 is "00008000". Further, the content distribution service and
the copyright protection medium 103 have each different data _
format for the attribute value of the usage rule "expiration date"”,
i.e., the attribute value indicating the expiration date by Year,
20 Month, and Day. In order to convert the data format indicating
the expiration date, i.e., Year, Month, and Day, of the content
distribution service to that of the cb:tjyright proEédtion medium
103, used is a conversion function “F1". Conversion from the
copyright protection medium 103 to the content distribution

25 service uses a conversion function "F2". The usage rule "Yes or
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medi um 103 together with the retrieval key Kc(lnm , and trag ts 10 the
result to the usage rul e managenent server 104. Then, the u g]eSEPuzm
managenent server 104 searches for the database in the server using the
retrieval key Kc(ln). Assuming that the retrieval result is (Uc, Ic), the
usage rul e managenent server |04 conbines the usage rules Uc together with
the usage rules Uc' 15 received fromthe termnal, and then uses the
session key Ks' to encrypt the conmbi ned usage rules and the content
identifier Ic for sending back to the e-book content receiving term nal
102. Ther &%F ff9x, priatdnigdowhoset asngeearile Mgicndriming 1602 00D S tE Stige N
the right managenent section 107 the conbi ned usage rules 20 received from
t he usage Gomtentadigémibutiony serifse tike dedind a1¢Nty i19e I@opgafggbﬂ@e
content key Kc acquired fromthe portable medium 103. ' (Second Enbodi nent)
Descri bed Dretecition meddnd aotqdiamnisteivd W PreseoRRl VRN 108: 3Me 15
SEP 2004 In the above first enbodi nent, the usage rules which are not

defined, Wbpaghereldoaledirimir off the GoRYEiaite PRAULELI QY f@ﬂ'bdﬁril%f e
noved by neans of the usage rul e managenent server 104, thereby preventing

| oss df- the tBagmpytamhBpridiediivh fkdlns0PbsM s "‘%’dd&od(ﬂzgh% SeiPt

i nvention, the usage rules which are not defined by.the e-book or mat* of

th itpbt bREL & L¥AbH03e268 o th
e copyr itpbt cpnebhre! H08tPRFLEALAO32LE 8n%épgﬁglggg%g@%b@ée%%%e

normal region of the copyright protection nedi um

sanme | evehe@iuaedhbirbYead) FilffedeQ ﬁa@abf Fio%%ﬁ‘é“ é@%\é\gn%%g%&%m

structure of a content nanagenent systemaccording to a se

of he presenthéNYEAGE OPu1dNFTLE 610yo! :@§60895_Sp_ti managenent ﬁ'{egg iﬁq}%udes

the e-book content distribution server 177 an e*BookTebnte

terninal " . ght, L di.um 103. 15 The e-book '
ot ent roserirRad Yo AR S S OR o Bk R g o e s g on

content receiving termnal .- cludes

10081 gandecd e £0 t.section 1 and the confjdential process
section 1008 inclu e?aﬁgﬁggﬁﬁgn}%% ﬁg%ﬁ%n%gg%ﬁ St ¥85§°¥ R TSRSt ieng
section 106n+td {Nelal® enent .sectiqn 107, and a usage rul e noving
section 20 101%1? dlalesggl,l bili;% I%: (fngf%?cgnéo %@ﬁsﬁ PFu@Fﬁ GopFF S Pre et oy
FIG | i éﬁg_jﬁ; e S reference nyneral, and not described again. The
usage r_ulsﬂé VI r:lltg%e'g%lggnlﬁﬁlﬁoPgng&SPe%"‘?ﬂt%% doht 1 d&PMVET S Egom
section j e.e-hook content receiving termnal 1002, and provided
with a fﬁ'%gefiéé’g’y%ggé‘%c%%?ﬁ 1PReMo8IgEAHR3 (st ééleUEOE‘F@P@ddFLﬁtFﬁguﬁi@m
nmanageneng, 1C(;[ei on 107, and 36 = 15 SEP 2pp~ noving the encrypted result to
the copyright pr ottt i PaRetifon function “F4”. |

5 The content moving section 106 is also provided with a 7

- function to move, to the e-book content receiving terminal 102,

- the content key K¢, usage rules Uc ", and the corresponding contént
stored in the copyright protection medium 103. In thisg case as
well, the conversion tdble of FIG. 5 is used. If there needs to

20 convert the data format of Wthe att:-ci.bu.te values of-the usage rules
Uc'; used is the corresponding conversion function.
If the e-book content recei(r.%ng términaiq 102 and the

copyright protection medium 103 are different in cryptography,

the cryptography is accordingly converted by the content moving

25 section 106.
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103. It should be noted that the usage rul es noved here ar?ﬁd'EP gt from
t hose noved fromthe content noving section 106 to the copy i§ Pzﬁ tection
medi um 103. As already described in 5 the first enbodi ment, the content
novi ng section 106 noves only the usage rules defined by the copyright
protection medium 103, and a noving destination thereof is the secret

regi on of the copyright protection nmedium 103. On the other hand, the usage
rul e nmoving section 10l 0 noves the usage rules which are not 10 defined by
t he copyright rotection nmedium|103 to the normal region in the copyright
prot ect i oH AR FEoterin Medbwreh®3ranagement systen) descri bed now
is the operation of content noving via the copyright protection medi um 103,
separately (1) Rt Iﬁ’@Pé’é“&ﬂhtghPrﬁg@FééPpowﬁﬁ@ﬁﬁﬂam11‘3033, ignd tyBic2L1fr o t he
copyright protection medium 1D3. Referring to the flowhart of FIG 11,
descri bedP¥HrENqUCtaR negerst cardasucheasi aw Y ot erndis agpootabee
copyright protection nmedium 103. In FIG 11, any step identical to that of
FI G T i srestaRdidun meidimnt W thawbishep mombal regicdhmeindesesechetd POgagai n.
(Step 51101) The usage rul e noving section 1010 encrypts the usage rules Uc
and the cumt dith demiifdest. | Cheniadirealt erddniose bavmtk s nactepsF0&, onnger
symmetrical key cryptography using the content key 25 Kc, and noves the

resul t tafites mortml ragivenofcabeonopyr itphbudh betwecdERRO0bopyoigREi ON
medi um 103. Here, the resulting encrypted data noved to the nornmal region

i s ref er meteetdon megd vilbfiddahe BontEh HSAEgehehesS tUemihatine bRaggerul e
data Dc are presunmably not those defined as novable by the correspondence

tabl e (FloBhex) hehdl heh® SEMMED re@NoRG S eAka9R 206esThB1eSAgEnbYesdaha De
- nmoved to the' copyright protection nmedium 103 needs to be associated with
t he cont eint abehehBifh€8bn process. The data in the secret region is not
10 open to the users, and the content key Kc énd the usage rules Uc’
~are stored therein. Here, the usage rules Uc’ are those uniguely
provided to the copyright protection medium 103. Contents are
usually located in the normal region on the copyright protection
medium 103. The normal region is always open to the users. The
7 15 . contents on the copyright protection medium 103 are each assigned
with its own content identifier Ic¢’, while the copyright
protection.medium.lOB itself has an identifier Im for its unique
identification.
In order to access the secret region of the copyright
20 protection medium 103, uséd is a protocol which achieves mutual
authentication and secure communications between the e-book
content receiving terminal 102 and_fhe copyriéht protection
medium 103. That is, mutual authentication prevents
impersonation, and .secure communications prevents eavesdropping

25 between the terminal and the medium.
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to establish such an association, for exanple, the data Dc a?g §E€d@ﬁntent
le may be provided with the sane file nanme (with 10 different e ﬁns)
Specifically; rahen the content Ic on the copyright protection nmedium 103
has a filenane of AL SBI", the usage rule data De may have a file nanme of
"A. UR'" As a result of the process shown in FIG 11, at the'-tine of
content noWng-to the copyright protection nedium 103; out of 15 many usage
rules set to a content, those defined by the copyright protection nedium
103 are noved to the secret region of the copyright protection nmedi um 103,
and t hose<N§a98efidedMppaghmendp peryer poadecti on medi um 103 are encrypt ed
and transmtted to the nornmal region of the copyright protection nmedium:
103. 20 Referri fjetesade fulnwiradgederll Gert2r dogcishediaexiash SdriRr
operation at the time of content noving fromthe copyright protection

nedi um 103ochfieflad the peamprdt,epnd drmiagedl thOukhgh af1dd BhePeiis . Previged
wth the sane step nunber, and not described again. 25 (Step 51201) 38 ~
5 SEP 2008ATrel GBafew ekemphirhSasd rale Mikhjonas: bhRemaage Tk esldgfa Dc
corresponding to a content Ic' located in the normal region of the

copyr ight rpletenidgemamdseivé03.0 ARd Teeiddd $nldssdis@9anau € a@@%@s@%l‘éﬂ ng
the content keyKc acquired instep S903. Here, 5 the set of the decrypted

usage rul ealgrisly tiie @B codeBhitl FeEeiFihl retfinal S db ;f‘eg_:l%'sttthegec% I'Ol% ! ght

process shown a.n FIG |2, at the tinme of cOntent noving fr

prot ect i otha®ed-Babk0ds s peft iTRNESAIR FUl@S d Nid i%%ﬁ{eﬁﬂcéﬁ’eg ﬁ?nt ent,

those defined by 10 the copyright protection nedium are nove off t he

secr et 1 eghmulokbeo RO Gl PSR- IEHRILS  Ad: Lhoss ot odef | ned

by the copyright protection nmedium nove He

Loage rul e w1 b oot SoenePFOPRARBont Tht THo- TRy ok b el ey

o]
usage rule will be | ost even | S |eght

P O e e R ot ol B T e oot (LG o2 02"
(retrieval key, usage rules, and content identifier) is provided
by the e-book content receiving terminal, and infdrmation
relevant thereto is registered in the database provided therein.
Here, for database retrieval, the above-mentioned retrieval key

15 - isused. (2) A retrieval key is provided by the content 'receivin'g

: 37 ‘terminal, and data as a result of database retrieval using the

retrieval key is returned thereto.

In the content management system as above, described now

is the operation of content moving via the copyright protection

20 medium 103, separately (1 )"to the éopyright protectionmedium 103,
- and (2) from the copyright protection medium 103.
Referring to the £lowchart of FIG. 7, described £irst is
the operation at the time of content ‘moving to the copyright

protection medium 103.

25 (Step S701)

26




using the content key Kc. Alternatively, if the destination,term nal of the
content is predeterm ned, encryption under 20 asymmetric ké@SbSEPt aphy
using a public keg of the destination termnal is an option: In the present
enbodi ment, the usage rule data Dc is encrypted and noved to the nornma
regi on of the copyright protection nedium 103. This is not restrictive)
and, the noving 25 destination.may be the secret region of the copyright
protection 39 15 SEP 200 nedium 103. Further, in the present " enbodi nent,
t he copyright protection nmedium 103 receives the usage rule data Dc

i ncl udi ng the W& MRS SkRfd s @ eonfiendh fran mannovhibikose emetkepyr i ght
5 protection nedium 103 as they are. Alternatively, every usage 10 15 rule
found i n RIRE [Gaken hgpasd vdner prednahdlfdvelich hadshepyanght termeeet i on
medi um 103 as the usage rule data Dc: Further, in the present enbodinent;
al | of tH&® cbhfumonsyisaht sprotentios; meddwonl @At niltkeng coadeindgn Hi9gs t he
ri ght managenent section 107, and the usage rule noving section 1010 are

i ncl uded desigratedhd orlie deser als ppressmabiyt Bes'ihed wAltteraatdowedyt

t hose constituents may independently' have their own confidential process
secti dns igterd ifdawt echasis™. I n'such a ease, the confidential process
sections are supposed to carry out secure conmmuni cations after nutual

aut henti cati on (iSktext §¥0dgt a eavesdr oppi ng anong nodul es by malici ous users:
Still further, in the present enbodinment , exenplified is a case where
contents are nwnes ,afBBgdcbRteRt MRk P Bt diEAGisVinBgebetAb @ $id02&d a t he
copyright protection nedium 10f: The 20 present invention is surely

appl i cabloonilesr t@- &heasBpyWighe HHEtEEPI6AtmEALuRDYEY. Vigpadr DEdEly,
content managenent' systens or content distribution systems with a copyright

protect i ga.rstCtineN. daidads, i hendlSeget &M CRabGAEheN dRStidh e £ont ent
noved through a certain content daatribution systemis again noved this

tine1@5 Ehaeusldanséhernsy SaPdndidg t ' COPYELGPT W hon- 40
15 SEP p04 system in wﬁich usage fblégioggf%gpggﬁient %%gbngglgﬁff%&@

defined. cbheoRfeREM tiAVERTLAL hxkeiM! | ¥nalRl beabe &% éHﬁtﬁeﬁ%sﬁsigned

with the content identifier Ic is expediently referred to as a
content Ic. Thus retrieved encrypted content is then moved to
the copyright protection medium 103. Here, as having been
, 15 encrypted, no security is required for the content to move to the
copyright protection medium 103. The content Ic has been also
encrypted, and thus either of the secret region and the normal
region of the copyright protection medium 103 will be its
destination.
20 (Step S703)

After completion of content writing, theé content moving
- section 106 acquires a media identifi'e;z.: uniguely ;ésigned to the
copyright protection medium 103. The acquisition result is

presumably a media identifier Im.

25 ’ {Step S704)
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In the first and second enbodi nents, the two manners descri bgd5 above maybe
accordi ngly changed for content noving, 5 depending on one oO#( ﬁEHEﬂ{ﬁt,
the content receiving termnal as the noving destination, noving contents,
types of the noving contents, availability of nmeans for communicating with
t he" usage rul e managenent server, and free space of the copyright
protection nmedium or the conbination of those. 10 Note that, described in
t he above enbodi nments is the system for managi ng e-book contents. The
e-contents are pot.restrictive, and the present invention is surely
applicable to sgg?eﬁﬁnFSFtn‘Hﬂﬁbpﬁgsaﬁ?i@Bh]a% ceprferwvardgs  thesiantent
contents, .videqg contents. 15 | NDUSTRI AL APPLI CABI LI TY As descri bed above,
the contedfREnEdERelft - apd thedtedin ifleaddfid emimmnttiorh iis aogavoed fmsas of
usage rules of a content which often occurs when the content and its usage
rul es- und&?‘em’%’aﬁ&@&ﬁrﬁrqﬁe@tmtmeﬁiumntleﬁt tmantige medightte e mal entiret
moved to an internediate system and then noved back to the sanme content
managenenfeEELATAL7 bn theveeonf bdemiyial peocesst satt hon agaent ntiisfciale ,

t hereby successfully preventing the content usability from being inpaired.
41 Sthe2gbghtl navBgemeAtconttibnmanaggeRRiratyst eMridt Midvwell kegoRiENt
and usage rules of the content under nmanagenent of a content nanagenent 5
term nal Hegistepditer nbpgsoweles dratheniedige dvaleemsiabefeniNde-RER 192V ed
back to the sane content managenment term nal or noved to any ot her content

managenenthe ereliridval ey ast goheFAOAGEIE He 106! €PHE@NRE], SEDY: tid & 1GpAL ent
managenent term nal; and 10 a usage rule holding region operable to
t enpor ar i hgnagement seaft idre 109agar thes A st CePicdeiFbhethd nt
i ntermedi ate system wherein the content managenent term nal i ncludes:
: Ic using the received content identifier JTo. - (2)" Assuming that
10  the content key Kc is found as a searching result, the content
- key Kc is used to encrypt the media idéntifier Im under symmetric
- key cryptography. The encrypted result is presumably Kc(Im), and
"Kc¢(Im) is used as a reftrieval key. FIG. 8 shows a schematic
- Process flow diagram of generating the retrieval key.
15 {Step 5705)
The communications section 105 transmits, to the usage rule
‘management server 104, the set of the retrieval key Kc(Im)
- generated in step S704, the usage rules Uc of the content Ic, and
the content identifier Ic. Prior to transmission, a session key
20 Ks is generated under the SSI protocol for mutual authentication
‘and secure communications between the e-book content receiving
- terminal 102 and the usage rule management server 104. The
terminal and the server are both provided with the same session

key. Then, the communications section 105 encrypts transmission

25 data (Kc(Im), Uc, and Ic) under symmetric key cryptography using
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a content nmanagenent section operable to nanage the 15 contﬁﬁtsE?éwb ht
managenent section operable to manage the usage rules of the con ? a
content noving section operable to nove the content under nanagenent of the
content managenent section to 20 the internmedi ate system and from anong
the usage rules of the content, nove any of the usage rules defined in the
internmedi ate systemto the internedi ate system and a usage rule noving
section operable to nove, to the usage rule holding region, fromanong the

usage rulgs of 25 thg caont ent %o be noved by the content noving section, at
12 15 it SESFIPEEPY G WAT ERECGRASEPE B W PAHS THOE PRFTFRECRh | he
internedhgte S §Fen1 erein the content managenent termnal to which the
content is "0 “ r q e r o]
tent O-ont'BRE i fPEr HEAPS BULHSt B ARqlPPeETRREMASSEHR™ (¢ E] of
30 the content baseg on the usage rules noved fromthe internediate system
and t he fSSyRTPEFREPAE|IRPT Fhose drbiRed AscABRRLEgLR ddicoforpesnprdedp® ent
managenent system according to claiml, wherein the internediate systemis
a port abl'@¥H& dfdiGrg Peduavided fiee Ewhieontenhaentng sostbem ak®ording to
claiml, wherein the usage rule holding region is a usage rul e managenent
serve? which iésﬁéﬁhéﬁﬂﬁg with the content nanagenent terminal 5 over a
network, and the usage rule noving section is a comuni cati ons section
whi ch is provi #edng theasersivr keonkeni the iwssgd uncle oanaigemenlicsesage rul e
managenent server. 4. The content nmanagenent system according to claim 2,
wher ei n t19¢ desgwpitsl dhkolditagreegiivadi framstbeagemmegiocatbbns heepoidmbl e
recordi ng medium 5
105 under symmetric key cryptography. Then, the usage rules Uc
and the content identifiers Ic are registered in the database in
10 the sexver using the retrieval key Kc(Im) as the retrieval key
0of the database.
(Step S707)
The content moving section 106 moves the usage rules Uc of
the content Ic to the copyright protection medium 103. The
. 15 content moving section 106 is provided with the correspondence
table (FIG. 5) between the usage rules defined by the e-book format
of the copyright protection medium 103 and those defined by the
e-book distribution services. The content moving section 106
refers to the correspondence table (FIG. 5) to move only the usage
20 rules allowed to move.
As a result, at the time of content moving to the copyright
‘protection medium 103, out of many us'ége rules se—t‘ to a content,
those defined by the copyright protection medium 103 are moved

to the copyright protection medium 103, and those not defined by

25 the copyright protection medium 103 are transmitted to the usage
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5. The content managenent system according to claim4, 43 $ﬁyﬁ£§mﬁ 04
wherein the storage region of the portable recording nediu% nctu a
secret region which is accessible only when nmutual 5 authentication is
through with the portable recording nmedium and a normal region which is
accessi bl e without the nutual authentication, the usage rule holding region
is the normal region of the portable recording nmedium and 10 the usage
rul e noving section encrypts at |east any of the usage rules which are not
defined | bl e recordinggnediunl and nmoves the encrypted result to

he _porta
t he norma -éggpgﬁagsmﬁ§§g§eFﬁﬁ§ fta thg oughe then cOMmURARAFAPBS
accordinglbg claim4, wherein the storage region of the portable recording
medi um i nCl'tides a secret region which is accessible only when nutual
authentication [s_through with the portable recording nedium 5 and a
normal regi on WRPERTFIRGCkR d&epf bovrkastiiof FEGrUP udlesamifes heati bn thche
usage rule_holding region is the secret region of the portable recording
nedi um afBeFRt1IgRagd rilhe WHPPn@Lseeentenomeyingo fitlve stle etopgrigmiton,
at least any of the usage rules which are not defined in the portable
recor i ngPReleakionsmedigmsSEP32004 7. A content managenent terminal used in
a content nanagenent system in which a content and usage rules of the
content under nt$EeRnNBAOLdf said content managenent term nal
‘The user selects a content from many of those on the
- copyright protection medium 103 which he/ she wants to move to the
e-book content receiving terminal 102. The content thus
10 designated by the user is presumably assigned with a content
identifier Ic’.
{Step S902)
A media identifier of the copyright protéction medium 103
is’ acquired. The acquisition result is presumably a media
15 - identifier Im.
(Step S903)
The content moving section 106 acquires a content key Kc
of the designated content Tc’.
(Step S904)
20 The content moving section 106 generates a retrieval key
for acquiring the usage rules from the usage rule management
server 104 using the media identifier Im acquireé.in'step 5902
and the content key K¢ acquired in step $903. The retrieval key

is generated under symmetric key cryptography using the content

25 key Kc to encrypt the media identifier Im. Here, the resulting
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are tenporarily noved to an internediate system and then 5 noved back to
the same content managerment terminal or noved to any other t&n8ERt2)04
managenent term nal, the content nanagenent term nal conprising: a content
managenent section operable to nanage the content; 10 a right nanagenent
section operable to manage the usage rules of the content; a content noving
section operable to nove the content under nanagenent of the content
managenent section to the internediate system and noves any of the usage

rules 15 i i he, | nt er medi.at e emto the internediate system and
a usage rﬁﬁfﬁ?ing‘%’écﬁ &r%%%?aalg:f‘% ?%F#Bg]e to a usage rul e hol ding

region in which 1%tthf_)’e % rules are held tenporarily, fromanong the usage
rul es of the co% e 10 be 20 noved by the content noving section, at |east

any of the usa%ﬁérules which_are not defined in the internmedi ate system
wherein the co

hEOREREJEREACTSS A haPn AdpuFFeRsIpE s Ehe e etimieyadt kete
cont ent ?s&d on the usage rules noved fromthe 25 internedi ate system and
the usage FUt®s IRBLFatRd He SEERBIPAI 0 KBICIRPRIE &gt o MapRgemeRtSEPrPens 8.
A usage rul e managenent server used in a content managenent system in
whi ch®a it ent 3R te dGansmicsism + Reseesitankeynle’ Fmgegematedtnder
content managenent termnal are tenporarily noved to an internediate
system drif t REFE noREAtecohckieon t hutvaie eorthemtivsrizEgenenind er seoateor
nmoved to any ot her content nmanagenent termnal, the usage rul e nmanagenent
server b&PFEEHHddians hieteehetlo et-Gooknaoagentntederninglteawdmal 102
and the usage rule management server 104. Then, the
communications section 105 encrypts transmission data (Kc(Im))
10 = using the session key Ks' for transmission to the usage rule
management server 104.
(Step S906)
Using the session key Ks ', the usage rule management server
104 decrypts the data received from the communications section
_ is5 105, and searches for the database in the server using the
retrieval key Kc(Im). Then, the usage rule management server 104
returns the retrieved result (Uc, Ic)'to the e-book content
recelilving terminal 102.
(Step S5907)
20 The content moving Sectionrloﬁ moves the usage rules Uc’
for the content Ic’ from the copyright protection medium 103. At
the time of content moving, the correspondence Ehble (FIG. 5)
provided thereto is referred to, and the usage rule identifiers

and the attribute values are converted.

25 (Step S908)
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a network, and 10 conprising: a database registration section operable to
recei ve, under secure conmmunications, from anong the usage rillﬁesSE@fZﬂﬂie
content to be noved by the content managenent termnal, at |east any of the
usage rules which are not defined in the 15 internedi ate system and

regi ster the usage rules in a database; and a database retrieval section
operable to search the database in response to a request comng fromthe
content managenent termnal to which the content is noved fromthe 20
internedi ate system and notifies the retrieval result to the content
managenent ter nfR@lcompunieaiiians seartdgendnt cetiibees thshioshge tuhéemtc and
usage rules of the content under managenent of a content managenent

term nal &peelvaPdizam ithenpvadetube natagensti bteryyst 20% togk dber witrSEP
2004 then noved back to the sanme content managenent terminal or 5 noved to
any ot her themsage mulegsovetl trestiepa3901 han@dteani n MRAGEGRD maiRigeathn t
conprising: a content nmanagenent step of managi ng the content in the

cont ent naeabkoenioOl erregidters rﬁlﬁltré@fﬂgﬁi@r&o;ﬂjm@fug@g@gimgthe:wage
10 rules of the content in the content managenent term nal; a content

novi ng: stepptént t hdewonf Bat TENAGEARGEA! €E-BhNEhe QEa@EV'r%Q_et he Gk
managed, in the content nanagenent step to the internediate system and

f rom anongeiyier UBEQE dnd ahodlcdis PO RSN e FAGNRG A1 Un R 6339 igiles 15
defined in the internmediate systemto the i-nternedi ate systenm a“usage rule

novi Ng St@efoBbécd nﬂadi@“tm_gcgﬂtg@g nggggenment termnal, fromanong the
usage rules of the content to be aned I n the content nDV|ng step, to a
usage rule . . (Step $909)
Then, the content moving section 106 moves the content Ic”
10 from the copyright protection medium 103 to the content management
section 109. The moved content is then registered in the database
in the content management section 109 together with the content
~ identifier Tc received from the usage rule management server 104 .
As aresult, at the time of content moving from the co"pjrright
15 protection medium 103_, ot;t ‘of many usage rules initially set to
a-content, those defined by the copyright protection medium 103
-are moved from the copyright protection medium 103, and those not
defined by the copyright protection medium 103 are provided by
the usage rule management server 104 through the communications
20 section 105. 1In this manﬁer, no ﬁéa'ge rule will -be lost even if
the content is moved via the copyright protection medium 103,
whereby all of the usage rules are '-n;c-)‘ved With()l;‘{‘: fail.
In the present embodiment, used as a retrieval key for the

usage rule management server 104 is Kc(Im), which is a result of

253 encrypting the media identifier Imusing the content key Kc. This
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hol ding region, at |east any of the usage rules which are n$th g?fdﬁﬂ ned in
the internedi ate system a usage rule holding step of tenporari ﬁdi ng,
in the usage rule holding region, any of the usage rules which are not
defined in the intermedi ate system and a step of acquiring, in the content
managenent 25 termnal to which the content is noved fromthe internediate
system the usage rules noved fromthe internedi ate system and the usage
rules held in the usage rule holding region. 10. The content nanagenent

met hod according tq claim9, wherein 47 15 SEP 2004 the internediate
system i s Wor %&5&5% fARheumther vkl dhtehtl e ageddidiet¥od
accordin o claim9, wherein the usage rule holding region is a uiggf rul e

nanagene%t&%féra%ﬁ EReicondsiic PR CRPYRE IBERENECFhan nal 5

over a network, and the usage rule noving step noves, under secure
comuni c&oREIMPLet hef yERY oyl Fhih AFatantinsyy wedivm 108anevanyfatlshe
usage rules which are not defined in the internediate system 10 12. The
cont ent Eh&GPRERLCeIE Benezeder §hagcootendi ieotifkerefa rasposdiegrtde
hol ding region is a storage region of the portable recording nedium 13.
The cent @dnteaiagaridrinawtiiel setoieval keychaynbe2 Tonier einidiheizsistige rul e
hol ding region is a nornmal region of the portable recording nedium and 5
t he usageombligafdeinngf dthepcenteppt ke tifbst Iangnéftidmeddaghdente8iahi ch
are not defined in the portable recording nmedium and noves the encrypted
result admusage rule data to ,
If the destination terminal of the content is predetermined,
the usage rules Uc to be registered in the usage rule management
- 10 server 104 may be encrypted by a public key of the destination
terminal.
In the present embodiment, the usage rule management server
104 receives only the usage rules which are ndt movable to the
copyright protection medium 103. Alternatively, every usage
15 rule found in the ticket may be transmitted to the usage rule
management server 104. If this is the case, the process of step
5907 in FIG. 9 can be omitted.
Further, in the present embodiment, all of the
communications section 105, the coantent moving section 106, and
20 the right management section 107 are included in the same
confidential process section 108. Alternatively, those
constituents may independently have their own confidential
process sections on a module basis. In such a case, the

confidential process sections are supposed to carry out secure

25 communications after mutual authentication to stop data
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the normal region. 14. The content managenent method accor df GOSEP angl m 12,
48 15 SEP 2004 wherein the usage rule holding region is a secret gi on
of the portable recording nmedium and 5 the usage rul e noving step noves,
to the secret region, at |east any of the usage rules which are not defined
in the portable recording nedium 15. A content nanagenent program executed
by a content nmanagenent term nal, said content nmanagenent program
tenporarily noves a content and usage rules of the content to an
i nt er nedi at e Sﬁ%tem the content is then noved back to the 5 sane content
managenenttrEFM-ABPLBP ABPRE Fedddpsobiemaddnions meeaxgenent terninal, the
cont ent managenment program conprising: a centent managenent step of
managi ng t he comt&n?TPeCk| ¢prtembadistnibetipn cfermemdion aik tisageabd
rules of the content; a content noving step of nmoving the content nanaged
in the cor"ﬂlgﬁt MFRASGEREHt seaien ol @heinnttbenpdiesten s yatieod i madl f mag agong
the usage rules of the content, noving any of the usage rules which are
defi ned i Rh¥RécphlEr implement6dsysat thet satibeskntrernedi at e system a usage
rule noving step of noving, to a usage rule holding region, fromanong the
usage T ul es of $hbltofuathero bin mihed preddrer CenbedinER, NS ER-babil east
any of the 49 15 SEP 2004 usage rules which are not defined in the
i nt er medi aedteyt ddmtradbuaidnasstepr afo AL Uin ERGrEBB 118808 h £53 PR r om
the internediate system and the usage rules held in the usage
distribution. Alternatively, the server may be independently

- provided each forr content distribution and ticket distribution.

" The usage rule management section 104 may be provided with

10 a functidn of keeping the history of the e-book content receliving

terminal 102 and the content identifier through content moving,

~ so that any unauthorized content uses can be monitored thereby.

if so, in an exemplary case where the content of the same identifier

is moved for a p-luralitj of times from the same e-book content

15 receiving terminal 102, the usage rmile nanagement 'server' 104 _

‘becomes capable of detecting that, and warning the user of the
content receiving terminal .

Still further, in the present embodiment, exémplified is

a case where contents are moved among the e-book content receiving

.20  terminals 102 via the cépyrighi;. protection medium 103. The

- present invention is surely applicable also to a case where the

contents are moved via any other content ma'nageme;nt systems or
content distribution systems with a copyright protection function.
That is, the usage rules are often lost when a content moved through

25 a certain content distribution system is again moved this time
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rul e holding region. 50 .A<. A AY. AY. A#/ . A . Ay8u. A<. AY. A<. A81\s f?
ALY ATY. A5 Ay8Y. Ay. A&<. AN, A" AY. AyU. A. ABY. A. AUY. AY. A\ 8u. Avu. @ <2"3ﬁ8 u. A
Y. A Y<. A5#. Ay8u. A u. AQ AY. ABY.AC . A |u.A . AC.ACA .A _ACA&
TVF) f*d#Jg M4
zupkfa\ W ca] ca] ca] ca] ca] ca] ca] ca] c' a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] cal] ca] ca] caU] cal] c' a] c"al4 o +k Z no;
=?H X] bdo&f { vpkf a\ W ca] ca] ca] ca] c"alU] c" a] ca] ca] ca] ca] cal] c' a] c' aU] c"a]ca]ca
] ca] ca] ca] c$a] ca] ca] ca]ca] ca]ca]ca]calcalcalcalca]cal fy%' ] 66
"1 =1yl |} XyEearon F@QFB&FC@I]{@’Q@J}IC@}Q@]JG&!]MQ:a]ocal]lea]@w]:c@]lta;]mai]%a]m] calca
] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]cal!!l5"{
#d#t #H#H# S FeIISIS MRIDEEEE 1 1L PE) tha modtz]l]t] aeg ewjicEpddyodqLialenh] cal ca
] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]c"a] ca]ca] ca]ca]ca] ca]ca]ca]ca]calca]ca]calF
)))))) ** ThHe Presgat+inhventiof is fHelfly /pEl/hdableqighb]sddic "edo=d ca] ca] cal ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal cal]c"a]c"a]c
a] ca] ca] ca! // 0s@d000€fhrthét?\ 2hQ A2EBFS ARl oA @44 00mb R EGS DY OB jexusk Z] | | €
aJca] ca] ca]cal ca]c"a] ca]ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca]calca]ca]calca]cal
ca] ca} cajcvalteaitcapeaj ¢oh i HERIXBABBINDM Presenth InFERE@E GEEFLNAAA} X
snid_Z]]]ca]ca]ca]ca]ca]ca]ca]ca]c"a]ca]ca]ca]cal ca] cajca]c"alcalcalcalcalc
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of capability.

10 FIG. 10 is a block diagram showing the structure of a content
management system according to a second embodiment of the present
invention. In FIG. 10, the content 'management system includes
the e-boo_k content distributidn sexrver 101, an e-book content
receiving terminal 1002, and the copyright protection medium 103.

15 The e-book . content receiving termi-nal -1002 * includes a

| confidential process section 1008, and the content management
section 109, and _the.confidential Process section 1008 includes
the communications section 1:05, the content moving section 106,
the right management section 107, and a usage rule moving section

20 1010. Here, in FIG. 10, any constituent identical to that of FIG.
1 is under the same reference numeral, and not described again.

The usage rule moving section 1010 is .“I.c?c‘atéd in the
confidential process section 1008 in the e-book content receiving

terminal 1002, and provided with a function of encrypting the

25 usage rules Uc stored in the right management section 107, and
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and a moving destination thereof is the secret region of the
copyright protection medium 103. On the other hand, the usage
rule moving section 1010 moves the usage rules which are not
10. defined by the copyright protection medium 103 to the normal
region in th_e copyright protection medium 103.

In such a content management system, descyribed now is the
operation of content moving via the copyright protection medium
103, separately (1) to the copyright protection medium 103, and

15 (2) £from the copyright protection medium 103.

Referring to the flowchart of PIG. 11, described first is
the operation at the time of content moving to the copyxright
protection medium 103. In FIG. 11, any step identical to that
of FIG. 7 is provided with the same step number, and not described

20 again.

(Step S1101)

The usage rule moving section 1610 encrypts_the usage rules
Uc and the content identifier Ic, which are those moved in step

§702, under symmetrical key cryptography using the content key

25 Kc, and moves the result to the normal region of the copyright
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copyright protection medium 103 has a file name of “A. SBI" ., the
- usage rule data Dc may have a file name of “A. UR".

As a result of the process shown in FIG. 11, at the“-*-ltime

of content moving to the copyright protection medium 103, out of
- 15 many usage rules set to a content, those defined by t‘he-c’opyfigh't’ _

protection medium 103 are moved to the ‘secret region of the
copyright protection medium 103, and those not defined by the
copyright protection medium 103 are encrypted and transmitted to
the normal region of the copyright protection medium 103,

20 Referring to the £lowchart of FIG. 12, described next is
the operation at the time of content moving f£rom the copyright
protection medium 103. In FIG. 12, 'r;ny strep id;ﬁtiCal to that
of FIG. 9 is provided with the same step number, and not described
again.

25 . (Step $1201)
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As a result of the process shown in FIG. 12, at the time
of content moving from the copyright protection medium 103, out
of many usage rules initially set to a content, those defined by

10- the copyright protection medium 103 are moved from the secret
region of the copyright protection medium 103, and those not
defined by the copyright protection medium 103 are encrypted and
moved from the normal region of the copyright protection medium
103. Inthismanner, nousage rulewill be lost even if the content

_ 15 is moved via the copyright protection medium 103, whereby all of
the usage rules are moved without fail.

In the present embodiment, the usage rule Dc is encrypted
using the content key Kc. Alternatively, if the destination |
terminal of the content is predetermined, encryption under

20 asymmetric key cryptography us ing_. a.public key of the destination
terminal is an option.

In the present embodiment, the usage ru_l‘e_ data Dc is

_ ehcrypted and moved to the normal region of the copyright
protection medium 103. This is not restrictive, and the moving

25 destination may be the secret region of the copyright protection
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- protection medium 103 as the usage rule data Dc.

Further, in the present émbodiment, 'all of the

communications section 105, the content moving section 106, the

10 right management section 107, and the usage rule moving section

1010 are included in the same confidential process section 1008.

Alternatively, those const-itueiitsfmay' independently have their

own confidential process séctions oh a module basis. In such a

case, the confidential process sections are supposed to carry out

- 15 secure communications after mutual authentication to stop data 7

eavesdropping among modules- by malicious users.

Still further, in the present embodiment, exemplified is

'~ a case where contents are moved among the e-book content receiving

terminals 102 via the copyright protection medium 103. The

20 present invention is su:;e‘iy app‘licéble also to-a case where the

content are moved via any other content management systems or

content distribution systems with a copyright proteé:tion function.
That is, the usage rules are often lost when a content moved through
a certainm content distribution system is again moved this time

25  through another system (not limited to the copyright protection
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rule management server, and free space of the copyright protection
medium, or the combination of those.
10 = . Note that, described in the above embodiments is the system
: fpr.mapaging_ e-book contents. The e-contents are not restrictive,
and the present invention is surely applicable to systems for
managing any other contents, e.g., mﬂsic contents, wvideo
contents.
15
INDUSTRIAL APPLICABILITY
As described above, the content management system of the
present invention is to avoid loss of usage rules of a content
which often occurs when the content and its usage rules under
20 _management of a certain content management terminal are moved to
an intermediate system, and then moved back to the same content
management terminal or moved to any other content. management

terminal, thereby successfully preventing the content usability

- . from being impaired.
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moved tod any other content management terminal, the content

management system comprising:
the content management terminal; and
10 a usage rule holding region operable to temporarily hold
any of the usage rules which are not defined in the
intermediate system, wherein
the content management terminal includes:
a content management section operable to manage the
15 content;
a right management section operable to manage the
usage rules of the content;
a content moving section operable to move the
content under management of the content management section to
20 the intermediate system, and from among the usage rules of the
content, move any of the usage rules defined in the
intermediate system to the intermediate system; and
a usage rule moving section operable to move, to
the usage rule holding region, from among the usage rules of

25 the content to be moved by the content moving section, at
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holding region.

2. The content management gystem according to claim 1,
wherein

the intermediate gsystem is a portable recording medium.

3. The content management system according to claim 1,
wherein
the usage rule holding region ig a usage rule management
gerver which ig connected with the content management terminal
5 over a network, and the usage rule moving section is a
communications section which is provided with a secure

communications function with the usage rule management sexver.

4. The content management system according to claim 2,
wherein
the usage rule holding region is a storage region of the

portable recording medium.

5. The content management system according to claim 4,
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the usage rules which are not defined in the portable
recording medium, and moves the encrypted result to the normal

region as usage rule data.

6. The content management system according to claim 4,
wherein the storage region of the portable recording medium
includes a secret region which is accessible only when mutual
authentication is through with the portable recording medium,
5 and a normal region which 1ig accessible without the
mutual authentication,
the usage rule holding regicn is the secret region of the
portable recording medium, and
the usage rule moving gection moves, to the secret
10 region, at least any of the usage rules which are not defined

in the portable recording medium.
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a content management section operable to manage the
content;

10 a right management section operable to manage the usage
rules of the content;

a content moving section operable to move the content
under management of the content management section to the
intermediate system, and moves any of the usage rules

15 defined in the intermediate system to the intexmediate system;
and

a usage rule moving section operable tc move, to a usage
rule holding region in which the usage rules are held
temporarily, from among the usage rules of the content to be

20 moved by the content moving section, at least any of the usage
rqles which are not defined in the intermediate system,
wherein

the content management terminal acquires the usage rules
of the content based on the usage rules moved from the

25 intermediate system and the usage rules held in the usage rule
holding region.
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HHEopy géﬁgﬁ(%oﬁggggfégnagement terminal, the usage rule management

server

being connected with the content management terminal over
a network, and
10 compriging:

a database registration section operable to receive,
under secure communications, from among the usage rules of the
content to be moved by the content management terminal, at
least any of the usage rules which are not defined in the

15 intermediate system, and register the usage rules in a
database; and
a database retrieval section operable to search
the database in response to a reguest coming from the content
management terminal to which the content is moved fxrom the

20  intermediate system, and notifies the retrieval result to the

content management terminal.

9. A contenit management method in which a content and usage
rules of the content under management cof a content management

terminal are temporarily moved to an intermediate system, and
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in the content management terminal;
a right management step of managing the usage
10  rules of the content in the content management terminal;

a content moving step, in the content management
terminal, of moving the content managed, in the content
management step to the intermediate system, and from among the
usage rules of the content, moving any of the usage rules

15 defined in the intermediate system to the intermediate system;

a usage rule moving step of moving, in the content
management terminal, from among the usage rules of the content
to be moved in the content moving step, to a usage rule
holding region, at least any of the usage rules which are not

20 defined in the intermediate system;

a usage rule holding step cof temporarily holding,
in the usage rule holding region, any of the usage rulesg which
are not defined in the intermediate system; and

a step of acquiring, in the content management

25 terminal to which the content ig moved from the intermediate
system, the usage rules moved from the intermediate system and
the usage rules held in the usage rule holding region.

10. The content management method according to claim 9,

wherein
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P 11. The content management method according to claim 9,

wherein
the usage rule holding region is a usage rule management
server which is connected with the content management terminal
5 over a network, and
the wusage rule moving step moves, under secure
communications, to the usage rule management servex, at least
any of the usage rules which are not defined in the
intermediate system.
10
12, The content management method according to claim 10,
wherein the usage rule holding region is a storage region of

the portable recording medium.

13. The content management method according to claim 12,
wherein
the usage rule holding region is a normal region of the
portable recording medium, and
5 the usage rule moving step encrypts at least any of the
usage rules which are not defined in the portable recording
medium, and moves the encrypted result as usage rule data to

the normal region.

14. The content management method according to claim 12,
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portable recording medium, and

5 the usage rule moving step moves, to the secret region,
at least any of the usage rulegs which are not defined in the

portable recording medium.

15. A content management program executed by a content
management terminal, said content management program
temporarily moves a content and usage rules of the content to
an intermediate system, the content is then moved back to the
5 same content management terminal or moved to any other content
management tLerminal,
the content management program comprising:
a content management step of managing the content;
a right management step of managing the usage
10 rules of the content;
a content moving step of moving the content
managed in the content management step to the intermediate
gystem, and from among the usage rules of the content, moving
any of the usage rules which are defined in the intermediate
15 system to the intermediate system,
a usage rule moving step of moving, to a usage
rule holding region, from among the usage rules of the content

to be moved in the content moving step, at least any of the
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