WO 2005/114903 PCT/SG2005/000154 1 Communications network
security certificate revocation Field of the invention This invention relates
to the field of security certificates in communications networks, and
wpantisulaedysto the distribution of security certificate revocatidt¢ THI6RHARGMH 54
Background The Internet has in recént times become an indispensable
communication platform. Enterprises need security to protect
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protocol used by Internet cliedtS¥RERHRM is secure socket layer (SSL)
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Standardization) in 1998, and since has been adopted by IETF’s PKIX working group.

The X.509 certificate is used to bind a public key to an individual or entity, and is
digitally signed by a Certificate Authority (CA), the issuer of the certificate.
However, use of SSL has been limited more or less to server-side authentication that
requires server certificates only. Client certificates are not widely used for reasons

such as mobility of client credentials, revocation support and implementation cost.

One popular mechanism of distributing certificate revocation information has been
periodically issued, digitally signed certificate revocation lists (CRLs). A CRL isa
time-stamped list of serial numbers or other cextificate identifiers for those certificates

that have been revoked by a particular CA. The CRL is signed by the relevant CA

and made freely available in a public repository, Updates need to be issued at regular

intervals, even if the Iist has not changed, to enable users possessing a CRL to check
that the list is cutrent. Any revoked certificates should remain on the list until their

scheduled expiry date.
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standard CRL format 10, as shown in Fig. 1. The X.509 CRL format

consists of., the version of the CRL format 12 the signature algorithm for
wibeo@Rh4msuer's signature 14 the issuer's X.500 name 16 (BSSighadinfe s+

naming authority) "This Update' 18:2he date and time of issuer of the

CRL (r) "Next Update' 20: the date and time by which the next CRL will be
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(prior) base ase CRL is identified using a special extension,
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typically igaiggitesmfiaana Hlldesgelexenydeus) fantkdalisida i more
frequently (e.q, every 15 minytes)..The delta-CRL can be use g{ﬁ e,
the cufreﬁpﬁs%lgft?i\;&m%r | inglite}lse \;8\/|t 8‘6?%?%%%%% oat %{\l/vrﬂé%lgt Zﬁ; the
complete CRL, which can save considerable bandwidth resources
especially in large user populations. The structure of a delta-CRL 30, as

shown in Fig. 2, and is very similar to a base CRL 10. Aﬂi(.509 ddelta-CRL
68isarpedvantageous because they are reasonably cheap and the CRL data structure

is a signed statement from the CA, and hence CRLs can be distributed using
mechanisms similar to certificate disiribution, such as an LDAP server. However, for

large user populations, the CRL size can become large and can consume excessive

bandwidth.

To alleviate some of these problems, a special type of CRL - called delta-CRLs - can
be used. A delta-CRL is a digitally signed list of the changes that occurred since the
issuance of a (prior) base CRL. The base CRL is identified using a special extension,
the “CRL indicator extension’, carried by the delta-CRL. Base CRLs are typically
issued less frequently (e.g. every hour) and delta-CRLs more frequently (e.g. every 15
minutes). The delta-CRL can be used to update the current kst of revoked certificates
without the need to download the complete CRL, which can save considerable

bandwidth resources especially in large user populations.

The structure of a delta-CRL 30, as shown in Fig. 2, and is very similar to a base CRL
10, A X.509 delta-CRL 30 includes:
« aversion identifier 32

« asignature algorithm 34



aversion identifier 32 a signature algorithm 34 WO 2005/1.14903

PCT/SG2005/000154 3 a CRL issuer's name 36 "This Update'

information 38 "Next Update' information 40 the delta-CRL indicator
wextensione? a list 44 of certificates revoked since the base ICRISGH& /100154

issued (each member including a s&rial number, revocation date and CRL

entry extension), and a CA digital signature 46. The packet size of a

dehd-BRisgertypisaiypfs: CRL Header (45 bytes) o Issuer's name: 32

‘by%p[}g&gtgq%gﬁgﬂt% o Algorithm Identifier: | byte Signature bit
string: 128 bytes (1024 RSA) List of revoked Certificates ( 9 bytes per

revow %B?ﬁ?ﬁé?&?nﬁ%‘% s for serial number 0 6 bytes for revocation
Jdatge ASGN-Chbckdiging datand@RRl4Bumber extension Hence the size of a
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ang @Q@ﬁgg@é{@ujfe%evocaﬂon occurs and is made known to the
relevant revocation authority, the users of the public key infrastructure
(PKI) will be unaware of the revocation. For some systems, this might be

‘Hlocpptiaki s gsoltmdelis-TRIUpHBeigadNdd is not very long, although the

QC% %eagtc?e} ;grggm}ight vary depending on the application, and can
vary from 5 minute$ to as much as one week.
o Issuer’s name: 32 bytes

o Two dates: 12 bytes
o Algorithm Identifier: 1 byte
. Signature bit string: 128 bytes ( 1024 RSA)
« List of revoked Certificates { 9 bytes per revoked certificate)
o 3 bytes for serial number
o 6 bytes for revocation date
« ASN.1 packaging data

. CRIL number extension

Hence the size of a delta-CRL is approximately 180 + 9*Number of revoked and

unexpired certificates.

CRL schemes, including delta-CRL schemes, suffer from a time latency problem.
During the interval between a freshly issued CRL and its next update, if a revocation
oceurs and is made known to the relevant revocation authority, the users of the public
key infrastructure (PKI) will be unaware of the revocation. For some systems, this
might be acceptable as long as the update period is not very long, although the CRL
update interval might vary depending on the application, and can vary from 5 minutes

_toasmuchasoneweek.

As a supplement to checking against a petiodic CRL, it may be necessary to obtain
timely information regarding the revocation status of a certificate. The online

certificate  status  protocol (OCSP) mechanism ( see RFC 2560,



As a supplement to checking against a periodic CRL, it may be necessary
to obtain timely information regarding the revocation status of a
certificate. The online certificate status protocol (OCSP) mechanism ( see
RFC 2560, 4 http://www.ietf.org/rfe/rfc2460.txt) enables software
applications to determine the stajgus of a certificate in a timely manner but
with a much higher operational cost. An OCSP client issues a status
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Summétys an issuer node on a communications network for distributing
security certificate revocation information to relying nodes, including
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The invention further broadly provides an issuer node on & communications network
for distributing security certificate revocation informnation to relying nodes, including
processor means for periodically generating data representative of base certificate
revocation lists (CRLs), and periodically generating data representative of incremental
CRLs, said incremental CRL data including attributes for a current list of revoked
certificates and a digital signature of the most-recent base CRI.

The invention yet further broadly provides a relying node on a communications

network for requesting security certificate revocation information from an issuer

node, including processor means for reconstructing the most recent base CRL by

iteratively updating the list of revoked certificates present in the previous base CR}; |
data held by the relying node with the list of revoked certificates held by any
intervening incremental CRL data received {rom said issuer node, said infervening

incremental CRL data includes a digital signature of the most-recent base CRL.



data held by the relying node with the list of revoked certificates held by
any intervening incremental CRL data received from said issuer node,
said intervening incremental CRL data includes a digital signature of the
most-recent base CRL. 5 The invention yet further broadly provides a
computer program product comprgsing a computer program stores by a
storage medium, said computer program providing machine readable
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CRL data structure and an augmented CRL data structure. Fig. 8 shows
a schematic block diagram of a client-server computer architecture upon

WO 2005/114903 PCT/SG2005/000154
BrieP dzescréption of t%e cslrawings

Fig. 1 shows a known X.509 CRL data structure.

Fig. 2 shows a known X.509 CRL data structure and a delta-CRL data structure.

f'ig. 3 shows a X.509 base CRL data me and an incremental-CRL data strocture.
Fig. 4 shows a X.509 milestone CRL data structure.

Fig. 5 shows a timeline of when base, incremental and milestone CRLs are

respectively issued,

Fig. 6 shows a timeline of when incremental-, milestone- and angmented-CRLs are
issued.

Fig. 7 shows an incremental CRL data structure and an augmented CRL data
structure.

Fig. 8 shows a schematic block diagram of a client-server computer architecture upon



6 Fig. 9 shows a schematic block diagram of a computer architecture for

an issuer or relying node. Detailed description A. Introduction The

embodiments described below relates to X.509 certificates, however it is
W0 Bes/andetstood that the invention is not limited to such anPCT/5G2005/000154

implementation. The attributes of thé CRL 10 that change every time a

new periodic CRL is issued are: 1) "This Update' 18 2) "Next Update' 20

3) CRL number (if included) 22 4) the list 24 of revoked certificates, and 5)

the CAnsignatsreRByeldhediiRlzdaif stromperTietistcofreefolaedissuer or

rllflcat s typically doesn't change much, except for additions made

“8 3h48 31‘ fresh revocations during the last revocation time interval and

deletions of revoked certificates because of their expiry. The list of

Rafailesl da8REREORan be present in any order. However this list can

also be an ordered list such as an ascending order using the certificate

Aeriafymkhgionouch an ordered list can be indicated using a special

X.509 CRL extension: the ordered list extension. Consider the following

@?IS Qm%%ﬁ% @de@éh%ﬁf‘ﬁeﬂﬂy%%wlﬁw ORISR LESRIRELQtNRSS be

Ls using the base CRL's CRLNumber the list of revoked certificates is
widrsreapd b ibs maﬁew rotidunded 19 pudbaR RENSTRYET R ed at the

same time (though clients need not download this base CRL)

isUpdate te' fields of ba CRL and delta
The i A D R S e e S R g e
issued at the 'sEhméTpdﬂ@isl&ame the type of CRL (e.g. base, delta) is
distingws? }Q é; qaxgensions, and WO 2005/114903
PCT/SG2005/000154 7
CRIL number (if included) 22
4) the list 24 of revoked certificates, and

5) the CA signature 26 over the CRL data structure

The list of revoked certificates typically doesn’t change much, except for additions
made because of fresh revocations during the last revocation time interval and
deletions of revoked certificates because of their expiry. The list of revoked
certificates can be present in any order. However this list can also be an ordered list
such as an ascending order using the certificate serial number. Such an ordered list

can be indicated using a special X.509 CRL extension: the ordered list extension.

Consider the following set of conditions:

e all CRLs have CRLNumbers

s delta-CRLs refer to base CRLs using the base CRL’s CRLNumber

e the list of revoked certificates is ordered

e when a delta~-CRL is issued, a base CRL is also issued at the same time (though
clients need not dovmload this base CRL)

e ‘“thisUpdate’ and ‘nextUpdate’ fields of base CRL and delta-CRL issued at the

same time are same
s the CRLNumber of base CRL and delta-CRL issued at the same time is same
o the type of CRL (e.g. base, delts) is distinguished by their extensions, and



the CRL extensions do not change with time. If the client possesses the
base CRL that the delta-CRL refers to, then using delta- CRLs 30, it is
clear that a client possesses all attributes of the base CRL 10 (issued at
wiheossimedtine as the delta-CRL 30) except for the digital sidfdiSF2Pa/ 134
CRL issuer over the contents of bage CRL 10. B. Incremental-CRL data
structure Signature extension A modified form of delta-CRL data structure
30the SHFwetATRignsiaaohekrnge HEERfental-CRL 50. Attributes that are

common with a delta-CRL 30 are shown using common reference

Is, A -C elta-
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(sameﬂmenasimethh;lwttem@@m@aa&m@wewé bagrebBlall S fsHsd At
tggR é%gk'z Q@ﬁﬁ:eééi'ﬂam' BEY %Bi%ﬁ!ﬁé— JiBiGRRI COREHIZE bredrdsusuer

that was issued at the same time) since it possesses all
aeribnecnsmisetiase ER: b, which are: CRLNumber 42 (same for base
CRL and delta-CRL issued at the same time) thisUpdate, nextUpdate
i VoS s B forafrasieuCIRE and delta-CRL issued at the same time)
An ordered list 44 of all revoked certificates in the base CRL 10. (This is a
union of the revocation list of the base CRL 10 that the incremental-CRL
SEHEHFLYESI the list 44 contained in the incremental-CRL 50.

ele t {GA1LR PRIty lednel thoe
@ll? I%%gr%;%&lré?z% g%%&%%%\%f mj@eﬁbﬁ% CRL %ﬁ%@e §] co; ained

incremepal SR e e riibBE I & f R BIMER T R LC K B5aReE 50
ﬁ§1ﬁ§a&¥1ﬂk&1ﬁ§ sinadesdthamamiese SR lintmedtileORE Will costdinn the CRL
consideraple handwidt). savings. Aloc A t
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SRrger @%&n%/%?c R3O RR0RHSR) Al chisintcpitheradraRIVEqthat was

exten h will be around 130 bytes.. (using,.1024 bit
mm@bm@gm@wéimﬁxmgﬁwéy EYaT6 00, bape CRL. 10, which

are:

e CRINumber 42 (same for base CRL and delta-CRL issued at the same time)

o thisUpdate, nextUpdate fields 38,40 (same for base CRL and delta-CRI issued at
the same time)

o An ordered list 44 of all revoked certificates in the base CRL 10. (This is a union
of the revocation list of the base CRL 10 that the incremental-CRL 50 refers to
and the list 44 contained in the incremental-CRL 50. Deletions from this list are
ignored due to certificate expiry), and

¢ The digital signature 26 of CRL issuer over the base CRL contents contained in

the private extension 52 of the incremental CRL.

An incremental-CRI, 50 is many times smaller than a base CRL 10 and hence will
result in considerable bandwidth savings. A locally constructed base CRL 10 can be
distributed to other clients since this CRL is identical to the one signed by the CRL
issuer. The size of an incremental-CRL 50 will be slightly larger than a deita-CRL 30
because of inclusion of the extra private extension 52, which will be around 130 bytes
(using 1024 bit RSA + ASN.I packaging).



8 Milestone CRLs Once a revoked certificate has expired, it need not be
present in the CRL. In schemes using delta-CRLS, a client constructs the
latest list of revoked certificates from the list of revoked certificates
woesesit igpdhe newly issued delta-CRL 30 and the list presemam/SEzFAHe154
CRL 10 (that is referenced by the defta-CRL 30). The CRL issuer regularly
removes expired certificates from the base CRL 10. But a client which
dhwmoadSRbnly incremental-CRLs has no information about revoked

certificates that have expired. Use of a special CRL entr)éieﬁ siQn can
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bsisied. certificates that have to be removed from the CRL list. These
‘milestone CRLs' are analogous to base CRLs, except that instead of
containing only a complete list of revoked certificates, they also will

tbntofia sphisabCRIrtfitatesithsion caw auerone this Bt bl R dving fig reason

MilestongLRb G e mplemeniad asacRasith XCROS. XBNaHTes that an
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certjpc%tehserial nu&nber, time of revocation etc. This however is a rather
certiyicaie ase}é%ﬂﬁ . . o
expensive mechanism to handle expired certificate because of a

redundant piece of information: the revocation time. To address this issue

o pirpdhrepiicale ARl Resiobinsieaatalse RbsoareretgetedOn tisicates
the (ordinary) incremental-CRL described}gboé\%gétanqisqtgﬁ ANy 4 certificates
o TRkt TRt E 0 BERRIS i B e e AFOKY carry the
sigRatiscessytesin? diere basec@Rin Ifilssioed &iRhe shahedintain Abeshdish of
Iger@gbéesa ﬁ)ﬁ({rlﬁtr\?e § %tealrlegfél?ﬁ% the CRL list. These ‘milestone CRLs’ are
analogous to base CRLs, except that instead of containing only 2 complete list of
revoked certificates, they also will contain a list of certificates that need to be

removed from the CRL list.

Milestone CRLs can be implemented as a special X.509 extension to indicate that the
CRL is carrying information about the certificates that need to be dropped from the
list of revoked certificates. The ‘reason code’ needs to be included along with other
revocation details such as certificate serial number, time of revocation etc. This
however is a rather expensive mechanism to handle expired certificate because of a

redundant piece of information: the revocation time.

To address this issue of expired certificates, two types of incremental-CRLs are used.
One is the (ordinary) incremental-CRL described above, and other an (incremental)
milestone-CRL 60. Both forms of incremental-CRL carry the signature bytes 52 of a

base CRL 10 issued at the same time. As shown in Fig. 4, an (incremental) milestone-



WO 2005/1.14903 PCT/SG2005/000154 9 CRL 60 carries an additional
X.509 CRL general extension 62 containing the list of the revoked
certificates that have expired and need to be removed when constructing
wa fase1@RL 10. This list consists of all expired revoked certifi¢&ea&§{iga154
the issuance of the previous increngental milestone-CRL. This private
extension 62 also indicates when the next milestone-CRL will be issued.
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e same as |nc u

wuarerse CRL b fob e maditionalidelinif Bleschenr) Siessr ﬁ%ﬁ%‘&f&}%ﬁ"&‘}&

pighhaeResaal e Lo anarakeRe Inxiensigied)rRelddiceriiictme
attributes 38,40 will be the same as that of the base CRL attributes 18,
20

Fig. 5 shows a timeline indicating when the incremental-CRLs 30 and milestone-

CRLs 60 are issued with respect to one another.

Construction of base CRLs

A CRL server will normally issue a base CRL 10 for every issuance of an
incremental-CRI, 50, however clients need not download these base CRLs. Clients
can locally construct the base CRL 10 using only a downloaded most recent

incremental-CRI. 50 and a most recent milestone-CRI.

Consider that:
1) the issuer name 16 is the same as included in the delta-CRL issuer attribute 36

2) the current CRL number 22 is included in the special extension attri_but_e 52 or

might be present in the general CRL extension
3) the date and time attributes 38, 40 will be the same as that of the base CRL
attributes 18, 20



WO 2005/114903 PCT/SG2005/000154 10 4) the list of revoked
certificates can be obtained from the base CRL 10 and the delta-CRL lists
44 issued at the same time as the incremental-CRL 50 or a
wodestones€RL 60, and 5) the digital signature of the base €RI/SEEHES/000154
included in the special extension 5& Hence it is possible to locally

construct the base signed CRL 10. Assume that a client system currentl
posseitedisbaba@tebsetiflaties sradbeliaiom i el SRITHS a@%é?ée

distribylionservesis acised by dhesglientihitl teldaohaseGRICRL Bior o
CRL distribution server sends the client system the milestone-CRLs
issuediesienar@ 1E¥h#8€n baseCRLio and baseCRL20. The client
systenhéhapiiterativalconstebise IiRe CRiLntydadty Sunspegisirytension
baseCRLIii, then baseCRLtz, and so on. To construct completely the base
CRLs16cally, the client needs the base CRL signature over the contents
of the base CRLs. This signature is present in the incremental-CRLs

1AM R4 &5&%@%@% mﬂg%gﬁsw?alﬁmﬁaas@ sy &{Enﬁom}(ﬁﬁéﬂd’ﬂ%ﬁ a client
process IS further explaine oliows, Sle > lIst evoKe tific
S SR PPSSHREGR BAH 'é%af‘\gofgsét@%ﬁ‘ﬁsi @é‘\%ésg?%sﬁ(rfgtté °3
ORle SiemeGRn BarJisti ofdvipitdey cbetificatabanit imlds tase CRLiT TISERD:
onstruct baseCRL Ti#] | vely: i I nibehasafeRinE ta
e Sl e e o

BetertnbaseE R buurand feaselrB Ts o e dighi sy R B SEAHBRY (Lo e,

%Q@ﬁﬁfggﬁ%ﬁ%ﬁ%ﬁ@ﬁ@mgmgﬁhﬁﬂﬁommeddrscsbap ToThis

ist is an ordered list. The 's signature over,the e %10

SR SR BT B R b M o PR R et

siee stdoaumisaseiind (R Ehib aignare Fipresent inithetivaremeatadieils
d 2..to fir t I Lhis dst AR iiekative process and

ég%g:%%%a?ﬁ%}}é%%%E%%eﬁﬁiﬁﬁe%fggébase CRL using its last used

base CRL 10 and all the milestone-CRLs 50 issued between the last

R RRse GRuhe- baihrclienipassesses and the latest base CRL 10
issued by the CA).
Step 1: list of revoked certificates of baseCRLmivi = revocation list of

baseCRL; + revocation list of milestoneCRLti: g - list of expired certificates in

milestoneCRL i

Step 2: construct baseCRLxyix iteratively: The issuer name for the baseCRLyix
and the milestoneCRI g are the same. The “thisUpdate” and “nextUpdate”
attributes are also the same. The CRL number is the same. The list of revoked
certificate of baseCRLy;4 is obtained in step 1. This list is an ordered list. The
CA’s signature over the baseCRLrys is present as an extension 52 in the
milestoneCRLyis1. (If the client system doesn’t have baseCRLyi but has
baseCRLy;., the client can use Step 1 and 2 to first construct baseCRLy; This is
_an iterative process and hence the client can construct the latest base CRL using
its last used base CRL 10 and all the milestone~-CRLs 50 issued between the last
used base CRL 10 that the client possesses and the latest base CRL 10 issued by

the CA).



WO 2005/114903 PCT/SG2005/000154 11 Step 3: list of revoked
certificates of baseCRLT;+i + nkT = revocation list of baseCRLTi+i+
revocation list of incremental CRLTi+i +nkT Step 4: construct

wWhasesDRIST3+i + nkT. The issuer name for the baseCRLT;+iPREPSGRAR/000154
ineremental CRLTI+1+nkT are the sbime. The "thisUpdate" and
"nextUpdate” attributes are also the same. The CRL number is the same.
The SstpodrévbaErvobediictifiwteaideRC ik s SHRNAEHIR RT3,

The GASRIONAILISBURIINRsIRASREEAIBITKLIS pragent as an extension

52 in the incremental CRLTi+i+nkT, hence the client system has all the
attributes of the BaseCRLTi+i+nlIC. Missed Base CRLs Clients can
becasag imm&mmdawmmams@mmmue@mh@@weem

the traditional deI L schemeqa, cligat ﬁ%%d‘i‘tf@l‘f’;?ﬁ%( Leéqi@%gm@aten
basea‘E,gF\;E i%"an ﬁiﬁ+8ﬁ?30 to generate the la est Ilst of rev ked

certlﬂwiegqfegar‘dﬁe)s@%ﬂmﬁ/v Ton G RnaenRE siths \Rﬁﬁ’?lfﬁ%

presentincienepRLER L Schame Wiskient meg@s tmdmnm@hanm isgadhe
milestone-CRL5 60. Otherwise, the client \% t be ablet truct the

latesbasESR L 10 IDRERTSHR AR IR Halk S Tidh okT>

ave the comp e e listo
revokeskeahitfidzinspsemdihasl e itrivitespifdberBesRiLoenificates.
Unless the client has been inactive for a long time, the total size of

ilesiongzezs 60 to be downloaded will be small. A CRL distribution
server stores all milestone- CRLs 60 that were issued by the CRL issuer

Mithes @mbesmﬁemmm GR s drembradipthis iscsesmitdsiansotRdes Pedn
ORI eRNSis ApleRanddIn RRMNGSdbakiale SHEBMBse CRL 10

ach|eve hen a client receives a set of incremental-CRLs 50 from a

R dimibRIoAsErgercriTite Eetlis\ senakeA oo aralesspf bow
Qﬁé-ﬂsh\é@l%&fl %‘%Usﬁdv?@vgﬁe\xﬂ@ nREUpecStgOiibramsigaadRE scheme, a

verification is relatiye |f a w ex tis, u

eligabssdscre %{l 3 prlga e ext@sgﬁgt%] g’[heth anc %‘?ﬁé"' il
the B@ubmltesmnazﬁd?klﬁaa&ssm ABSintPtivsalivsilsines iheviliernt drpigidhe
(‘:’gxg ot/ Egdo‘#% nedbal milesiangGiL ok &B%éﬂ'?é%mrbemﬁcatcs

iter vely constructs all base CRLs 10 that have bee ISsu Pﬁdﬂ’rﬂﬁ aa{{L

Ehinkese thecaliont sl hrsadranive £ond@oliBen e FPf Stk S&?—‘iﬁ 5
gisty wdtigrnsesuesdariniaiging the lBrestdGkibution server stores all milestone-
CRLs 60 that were issued by the CRL issuer in the past. Since milestone CRLs are
small, this is a small resource price to pay for the considerable bandwidth savings that

are otherwise achieved.

When a client receives a set of incremental-CRLs 50 from a CRL distribution server,
it first checks whether the signature over each CRL is valid (if RSA is used as the
signature algorithm, signature verification is relatively cheap, if a low exponent is
used). Fach milestone-CRL 60 also contains in its private extension the date and time
the next milestone-CRL 60 is issued. Using this attribute, the client should verify
whether it bas obtained all milestone-CRLs. The chent then 1terat1ve1y constructs all
base CRLs 10 that have been issued in thc past tﬂl the iatest issued base CRL. A
protocol between the client and CRL distribution server for obtaining the latest CRL.

information is:



information is: WO 2005/114903 PCT/SG2005/000154 12 Client sends
the CRLNumber of the last base CRL 10 it retrieved (or possesses). The
server sends all milestone-CRLs 60 and the latest incremental-CRL 50
wihawsreidcessary for client to compute the latest base CRICTHGAH&/000154
client then iteratively constructs ba3@ CRLs 10 until it constructs the latest
base CRL 10. If client sends -1 (instead of a CRLNumber), then the latest
shaSH@REend sbrtR L Munberndithplagi hesioRTbk d0varrialusdiiqe possesses).

Jncfemental- GRESpNGMeRAs MRNY §6lvaatagenevelndenk@mivCRL 50 that
delta-CRL scheme, The size of the jnre enta(l:-ﬁJRh? (with the signature
exfERBRSTREN RS AISA SR RE %gsgé%e significant band-width,

«spheialiyrin tang eterstvehoperstiors bise tERAto b it dt CRissusfe idgslatest
th%g)s%%ﬁrl? iIssuance needs to be kept quite infrequent. This however
means that the size of the delta-CRL will grow. In the incrementaI-CRlBy

sschbehienthendssi dinseahalaCRINanbrca et basp (R sert

fregientlygnsuring that the size of incremental-CRLs remain really small.
The user need not download the base CRL at any time. The relying user

ﬁzagusg?oe ??g GH,B}(;} fn and reconstructing the current complete CRL. A

relying party need fiot maintain a secure storage since it can construct a

Bomplste GRYising dheaBone sehemadmadtiaescomplate GRdwis delta-CRL

protected by the certificate authority's signature. The list of revoked
Ehftifcates is also ordered and facilitates easier processing for the relying
pasty Thektzis sfothetedmaitar GRLiotwitt SicineCRIre Tixécnseryf cimrafin

extra ex{gﬁnsi &"ﬁ@ﬁcéig&%@rggﬁﬁ%&o%Aﬁ(ﬁ%!ﬁiﬁnEsé\é'&ﬁ@l?V% large user

applic%??onsg at use the traditional delta-CRL scheme can continue doing
so. Thespjlgtiaghore the extra signature extension. Hence it is backward
e In traditional delta-CRL schemes, the base CRL issuance needs to be kept

quite infrequent. This however means that the size of the delta-CRL will grow.
Tn the incremental-CRL scheme, this issue doesn’t arise at all. Milestone CRLs
can be issued frequently ensuring that the size of incremental-CRLs remain
really small.

e The user need not download the base CRL at any time. The relying user can
keep on updating and reconstructing the current complete CRL.

s A relying party need not maintain a secure storage since it can construct a
complete CRL using the above scheme and the complete CRL is protected by
the certificate authority’s signature. The list of revoked certificates is also
ordered and facilitates easier processing for the relying party

o There is no need to alter the format of the CRL. The use of a simple exira
extension, the signature extension is sufficient.

s Moreover applications that use the traditional delta-CRL scheme can continue
doing so. They just ignore the extra signature extension. Hence it is backward
compatible.

C.  Augmented-CRL scheme

The augmented-CRL scheme is an extension of the incremental-CRL scheme, and

may be thought of as a ‘delta-delta CRL scheme’. Referring now to the timeline of



compatible. C. Augmented-CRL scheme The augmented-CRL scheme is

an extension of the incremental-CRL scheme, and may be thought of as

a delta-delta CRL scheme'. Referring now to the timeline of WO
WR00&114993 PCT/SG2005/000154 13 Fig. 6, incremental-CERISGSP 154

milestone CRLs 60 are issued regularly, as before. In addition,

augmented-CRLs 70 are issued much more frequently, typically ever

Tignbiténoreverne(Bls 30 sadontsstert Coheh #re instet 6@%??65@%3%‘5@“
Wemeoked Afigktee lastimestiaranbios amR R GRUROypRslissuedy
There is thus'a hierarchy: an a gmentetdqa-f%EL 70 Isin r%latjigr]( %)egenrevoked
BV 9B RYARCTELYSY) SESnSnahd R et R EtROR T 5
Jmiestone: GRIst6o:dhtpiteasonatil€ R dsswasd sheedthEleiie rstwilladdermschy:
the most base CRL 10. e Istected using the-Mmesial-
Fad ?f‘)?njfga\%% oa(?gdl%’ﬁlelfs%}oa%é%aéﬁ ir%{}:%m}{%%%aﬁ:%%?_g 60, 50. The

ERAsHhifon edimipatprmeitswesiidiébecause their sizes will be smaller
than incremental- CRLs and hence provide more bandwidth savings to

the revocation authority. Referting now;, to Fig..7, the data struc f

I OTRER R ESTETE i TG bR R R B e o ot
leftar@RL exismsion 7 2dagndieatentisit @RuINUAyerlofded milestone- and
Incremen/aLGRI B0 S SR GIR R IpabIRMAYSE BEES 1§ BBchlci

extension, which should be marked non-critical. This extension is the

sosepilihe smallge hpaineemspial SRlenuoBRRS PERIAG FififeRanghdth

gg{gnrg%vtgqgg%%g@ﬁ natgbtinet be synchronized, relying parties should
reject augmented-CRLs which do not fall into an acceptable time range.

Time relying party - A accept Time revoc server :S Time relying party + A
ReaniFmvexaRipld, dssdatesthatuteofovovmoaiuhfersd0ds vasy similar to

ugmented-GRl 7 rdingto HS iR el o eaPieiRlilcaR: 3AVRL
%ﬁggtﬁlwe% %J%ﬂ(fate pe%)'(?%%%he aqg‘nl%%h&}ed;CI?eE&%O is 30 seconds. If the
Vioohker afdtsinerenymtrGRIRY Moy isthehingraEeB s, then it is possible

for the relying party not to obtain the latest CRL. Hence the time

T ence Should b WU 33ERRR R e QMR RGP SUiRRERER s
extension is the acceptable time delay factor. Since system clocks of relying parties
and the revocation server might not be synchronized, relying parties should reject
augmented-CRLs which do not fall into an acceptable time range.

Time refying party - & accept < TIME reyoosever < LM relying party '+ A accept

For example, assume that the revocation server issues an augmented-CRL 70
according to its time at, for example, at 11:30:30 AM and the update period of the
augmented-CRL 70 is 30 seconds. If the clocks are out of synchrony by more than 30
seconds, then it is possible for the relying party not to obtain the latest CRL. Hence
the time difference should be within acceptable limits. Otherwise, the client needs to

resynchronize. .

Since it is desirable that the size of the augmented-CRL 70 be small, CRL entry
extensions can be avoided in this data structure. They can be included in the next

issued incremental-CR1I, 50,



Since it is desirable that the size of the augmented-CRL 70 be small, CRL
entry extensions can be avoided in this data structure. They can be
included in the next issued incremental-CRL 50. WO 2005/114903
WRQTBG2095/000154 14 Moreover, in most cases, the revdédtitfr St s4
at T and T + A (A being the time intérval between two augmented-CRIB)
will most probably be the same. Hence augmented-CRLs 70 can be
pre-created and released at the appropriate time. As discussed above,

| l\lg?(_:{ %%?”Eﬁ"i%@é—&?&,a{ﬁe%%gc%&m%&%{ar theiclient gide)déiagbdsaime
_ ['s'10 issued at thé same time. Augmented-CR!i_%?Oéef r to e. Hence
iereshEAtEReE TS SUEFFRIE GG the Bh B ERDST ISP FE

€ same
HNBASERNGEManted-prRieat)l Aifterdlese R he Bpssyeiitatitne. same
time as the augmented-CRL 70 is constructed using the same process as
for incremental-CRLs described above, if the augmented-CRLs_70 alsq

Aadigasedighenar vbyreensd-GRie Home ©rd te 9a8see Gt thaclispisitmdhe
padhesignatius exiensionse- dhibe AugmentadcRRL 57 cta contaisrtital-
MWQ bytes 26 of the bagse CF&@ Lssu%ﬂl ?t théa same, ether:[;!\;thlenc]r mental-
Hélgtéﬁé i the BB AL direee g?)emf)%?e PASECRY Without _
bRV tewklead:RLAB e dhat thaseBR imegas thre HigmeBRE-{SBled) is
at the same.time as the e ; ; sntedERbJederrta
The %g%dﬁﬂﬁr:?re i%%n&%g%ﬁ%e%ﬁrﬁkgk% fmhg:%%;? incremel% k?[ff.a{l-C’:R(li )
degrcotnisGRER A abuligansinbe stepruradHeSiFOrPABRR SRSt dfLjsed at
theslishqfreekedstatiticatatptibase CRLaug = revocation list of

baseCRLincr+ revocation list of augmented-CRL Step 2: The issuer name
for the baseCRLaug and augmentedCRL re the same. The "thisUEdate"

Aek Rexitipeth ER htTib dtesarsrafsosigaasamby tThaéoR thp brap &R fhwed at
ame. The list,of ifi f is phtangpidsiendrL
hiedia eeiry} ggo@‘?&%% %%Sg %%ﬁ%%u%%%gméfe %?F;L 1éilis éjredse ntil

wishovekpoingdn fotmioad dindvrmerial PRRER e Sitt7 Y fasued ot the

alfsibutes £f theaBareGRIcRI. Berthie elighkasr CRRsteet thehe base CRLi

R R raug WOt 1IN 3 ARBlaRI CHIPREh DS ISMENF o8R8 using

steps 1 to 4 given above). Thus:

Step 1: the list of revoked certificates of baseCRLaug = revocation list of baseCRLiner+
revocation list of augmented-CRL

Step 2: The issuer name for the baseCRLag and augmentedCRL re the same. The
“thisUpdate” and “nextUpdate” attributes are also the same. The CRL number is the
same. The lst of revoked certificate of baseCRLayg is obtained in step 1
(immediately above). The CA’s signature over the baseCRLay, is present as a
extension in the angmentedCRL. Hence the client has all the attributes of the
BaseCRLag. So the client can construct the BaseCRL,yg without having to download
it.

Skipped incremental- and milestone-CRLs

There will be instances where when a user requests revocation information, the latest

incremental-CRL 50 might not have been downloaded. Hence the server needs to send



There will be instances where when a user requests revocation

information, the latest incremental-CRL 50 might not have been

downloaded. Hence the server needs to send WO 2005/114903
WRCHSG2005/000154 15 back not only the relevant augmeR{SSCRPSHGO154

but also all the previous incrementdls CRLs 50 that are necessary to

construct the latest base CRL 10. The following protocol is used between
thek alignimn the RicvistrivgtiontsdrORLIGP diitatin gHba swesionripcremental-

FHermatian: Glenaends hesRkhiympenrtthadastheserC REROMIlowing
retrieved (or possesses). The server sends all milestone-CRLs 60 a{]dlatest
faboeeted permmr Rt te i i e el e

rg latesthasa: CRL 10. The server also sends the latest augmented CRL
70. The client then iteratively constructs base CRLs 10 until it constructs
the latest base CRL 10. The client then uses the augmented-CRL 70 as a
elelClioreends dontRiNomborpEthatast bassCRRILO B refriened (Seprpsesses):
liﬂsﬁﬁ@‘éeﬁi’&é Qeﬁ&é\%mﬁﬂf gh&ﬁ@@%td@aﬁm%zét@sﬁ' SeetRy e ISEryerhat
There are a number, of advantages. of augmented- S Qver existi

o TR O SR CEFBNDR HE N SEOCpt 0y e el sends
OGhPIsehementhesiORIDFKkey need not be present on an online server

or gn & machine ¢ d g SeRes eI QAR O Natest
Authofized %s%%gr%?é]fg%&%g&%%%ge%?e system more secure.

The .
crybreg GRFid dnfrEbershianetheeuis OF AReBeREHE R mcrs st G L
The Snmhssobdigitalsianstiures. it the revocation server needs to

create Is also, quite small. As ing that.if an a ente&?-g IS i
Lvahrient ssadhidsUnsis ﬁ%ﬁmﬂ orlfﬁ/r)\%é% é‘i‘ﬁﬁ%ﬁ &igna urgg rlmgeée% {th the
cresgedrat all user request loads. If, on the other hand, OCSP is and

assuming 3 million requests a day, the server will need to create 3 million
signatures a day. iii) This system is highly scalable, compared to the

Tespasemnies s aBaaRersq b HeBESr iR b Qghe fEggorad time
Megaaverdbisdpssdneianlastodspial of service attacks compared to
OCSP servers.

i)  Unlike in the OCSP scheme, the signing key need not be present on an online
server or on a machine connected to an online server. There is no need for an
authorized signer. This .makes the entire system more secure. The
cryptographic infrastructure needed for this scheme is much simpler.

i) The number of digital signatures that the revocation server needs to create is
also quite small. Assuming that if an augmented-CRL is issued every 10
seconds, then in one hour only 360 digital signatures need to be created at all
user request loads. If, on the other hand, OCSP is and assuming 3 million
requests a day, the server will need to create 3 million signatures a day.

iti)  This system is highly scalable, compared to the OCSP scheme because each
request doesn’t need a signed response. Moreover it is less vulnerable to denial

of service attacks compared to OCSP servers.

iv)  Using the augmented-CRL scheme, a relying user can obtain revocation status
of all the certificates in that PKI environment. In OCSP, you get a response for

cach certificate whose status is requested.



iv) Using the augmented-CRL scheme, a relying user can obtain
revocation status of all the certificates in that PKI environment. In OCSP,
you get a response for each certificate whose status is requested. WO
WADOBE 14963 PCT/SG2005/000154 16 v) The CRLs are int&ghityG2005/000154
protected by the CA's signature. Hehge they can be easily distributed
and/or cached by intermediate nodes/users vi) The entire system is
bazkwaie dvhpatiblategxistingpepstdrhy thatGARs siseRre Heees Notshrakebe
any change Jvikthe CAGGL RIS Shiadeskieyesaliongervice. Users

requesting for real- time information can be provided the see%ice gaan RL
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user regdi agenicchsngangelients that do not need real-time revocation
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prohibiime, trfertmtony can e ritpviliad dheeirmice mLan st sGhntivever the
reduce%?ﬁgnm passiile yanthigeuringdhiynthesspakgsRmpracitahge.
sense. Moreover the augmented- CRLs can even be pre:generated and, .
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Fig. 8 shawssdfabneisdisatkeatigntsaay (RIcedhgubsr architecture 80, having

a.singlg. seryer computer Pl ri or, :
ol R e
network BWlariE ebrnarentedVRE pedaisstean diadafursd ssaurb stRessible

clients,8619RqiRiteicaniaxt phke REepRREHIVRAIOIAeSRV B G iiibnted-
usuall)é%ﬁ as the |si,uer node and,the leiifms 6-90 will .atct as relying
ate time

nodes it RS S P SR h P R E PR PTG

€ 1SSUér node. It
is possible, however, that the roles can be reversed. Fig. 9 is a schematic

FepresgRiation shiac AP B SYSiemoh00 suitable for executing computer
software programs that unplement the methods described above, acting

25 an Jssuer node or.an f&%ﬁ}%&%&eo N asommunicationsinetwark. The .1
|Issuer nogfe caﬁ rbe elt%er aclientoras 'ver In a client-server .

saviitectoputenSdisvusstad Vet peblicatprivgiFisets odobiputerushwpeclient
SURPRERS SXePIte0INEE R MHIRRIAPRI AN SUARNB4. The server 82 serves

requested data in requests from the clients 86-90. In the context of the present

invention, the server 82 will usually act as the issuer node and the clients 86-90 will
act as relying nodes, which download data relating to the CRLs from the issuer node.

It is possible, however, that the roles can be reversed.

Fig. 9 is a schematic representation of a computer system 100 suitable for executing
computer software programs that implement the methods described above, acting as
an issuer node or an relying node on a communications network. The issuer node can
be either a client or a server in a client-server architecture, as discussed with reference
to Fig. 8. Computer software programs execute under a suitable operating system
installed on the computer system 100, and may be thought of as a collection of

‘software instructions for implementing particular'stéps.” 7

The components of the computer system 100 include a computer 120, a keyboard 110
and mouse 115, and a video display 190. The computer 120 includes a processor 140,

a memory 150, input/output (/O) interface 160, communications interface 165, a



installed on the computer system 100, and may be thought of as a
collection of software instructions for implementing particular steps. The
components of the computer system 100 include a computer 120, a
weybeand?910 and mouse. 115, and a video display 190. ThBEIHe3048P00154
120 includes a processor 140, a méfory 150, input/output (1/0) interface
160, communications interface 165, a WO 2005/114903
RGH 5GRO51E004GH . tPrtalyinte faTeAllnsS thas: aeunensatd ewceaesvely
gqllllogvffﬁﬁﬁfﬁ COMAPREN A gﬂ&wmmgpu@l}g%owsmmﬁm@ to

parfticular components of the computer to communicate with
eeRetitate T theadh other iade s5s9mPPidddssor 140 is a central
processing unit (CPU) that executes the operating system and the

mputer software program, executin r ] .
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g&%gals for display on the video display 190. User input to operate the
pited PRPTLIRTINALE ORI REYHard 110 and mouse 115. The

storage device 155 can include a disk drive or any other suitable storage

edium, Tft‘eeréemg%f SYStem 100630, DR EANNRISAILANGIOL RLE signals

otfier Similar computers via a communications interface 165 using a

fondisplaicatofhe Hadere igbyo Wheliverkinpep feseprricatieneommdied 20 is

A9 ENGGRMRARYSOIWRI 6 MMOHSRBRY. T8d 8ERIdedeiicd F6Iagrinclude a
medium, such as the storage device 155. Alternatively, the computer

dishEire eninp o et SUERICHBRED I e Internet 180 by the computer

120. In either case, a user can interact with the computer system 100

Jfﬁiengogrpﬂ?u evhoard 140 and mouse 415 19 GRefats e GRRIRUIATSOIMARrs

progrant executing on the computer 120. During operation, the software

Wi rsenunanifatiens drinstiee KRS FORERT SR 18 088 1R€ tRameiRyork.

ApR:lenereciqnbmdbesprocessor 140. Other configurations or types of
computer systems can be equally well used to execute computer

software that assists in implementing the techniques described herein.
The computer software program may be recorded on a storage medium, such as the

storage device 155. Alternatively, the computer software can be accessed directly
from the Internet 180 by the computer 120. In either case, a user can interact with the
computer system 100 using the keyboard 110 and mouse 115 to operate the computer
software program executing on the computer 120. During operation, the software
instructions of the computer software program are loaded to the memory 150 for

execution by the processor 140.

Other configurations or types of computer systems can be equally well used to
execute computer software that assists in implementing the techniques described

herein.



18 Claims: 1. A method for distributing security certificate revocation
information on a communications network including the steps oft an
issuer node of said network periodically generating data representative of
base certificate revocation lists (CRLS); and said issuer node periodically
generating data representative of incremental CRLs, said incremental
CRL data including attributes for a current list of revoked certificates and
a digital signature of the most-recekt base CRL. 2. A method according to
either one of claim 1, further including a relying node requesting from said"
ipgueRs0de to receive current incremental CRL data. 3. A method as
claimed in claim 2, wherein said relying.node reconstructs said
most-recent base CRL by iteratively updating the list of revoked
qertificntasmmmbﬂmcmumm@mmMmmme:mying
. node with the Ilst of rey ‘lf‘%gﬁ] qus held by any intervening

. |ﬁﬂ?mme°?a?%m_ etho accordlng to any one of the eding
claims afisshe s efﬁﬁ'& W%W&%Pé%&%‘&ﬂ%gﬁ? GRFRSrReH LE ngs °
reRAgsas evemhmieIe)GRL s, said milestone CRL data including

attrlbutes for a cu | E?a%;fge %@gﬁﬂ%@lmre
of the mos‘t receﬁ‘tir a%éﬁ:clgill_y 5. A meéf%d a??:%gro e g@lm 4 fL{rther

e el (TRE frsuinsiuding SHFIFRS fAT & SHIFRSS
. i AignilesionaoRbaatatandm diser@Ring node reconstructing sald
most-recent base CRL by iteratively: (i) updating the list of revoked

certificates present in the previous base CRL data held b th:ﬁagelgfg
rode wimethodisesrdiagsnethecttieb b Wﬁ#tgﬁ’m?

IRGfEARE Bk Rild daier audd Giyeeivovingneinoietrel GBAtB certificates
according to intervening milestone CRL data ENDED SHEET IPEA/Att

19 6. A method as claimedin claim 1, further mcludorzi sald issuer I&Ode
pénod@awihodasclaxmedmc}mmz wherein said relymg n

most-recent base CRL by iteratively updating the list of revoked certificates present in
the previous bagse CRL data held by the relying pode with the list of revoked certificates
held by any intervening incrementsl CRL data.

4, A method ‘according to any one of the preceding claims, further inchuiding said
' jssuer node periodically generating data representative of milestone CRLs, said milestone
' CRL data including attributes for & crent list of expired certificates and said digital
signature of the most-recent base CRL. '

5. Amethod as claimed in claim 4, further incloding & relying node requesting from

said issuer node to receive current milestone CRL data and said relying node
reconstructing said most-recezit base CRL by iteratively:

(i)  updating the list of revoked certificates present in the premous base CRL
data hield by the relying node with the Jist of revoked certificates held by any intervening
mmmenmi CRL data, and '

- (ii} removing expired revocation cm:ﬁcates according fo infervening
- ‘milestone CRL data. '

AMENDED 8M
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generating data representative of augmented CRLs, said augmented CRL
data including attributes for certificates revoked since the most-recent
incremental-CRL data was generated. 7. A method as claimed in claim 6,
further including a relying node requesting from said issuer node to
receive current augmented CRL data and said relying node

reconstructing said most-recent base CRL by iteratively (i) updating the
list of revoked certificates present ig the previous base CRL data held by
the relying node with the list of revoked certificates held by any intervening
incremental CRL data; (ii) updating the list of revoked certificates held by

an incmmkﬁmnﬁw chisk firRepiiglidiapvani ngargriepiesiiciRy
data a”d [SOIONIIM egf@l-.g?g QSR O L %&%’%ﬁ?&gﬁ‘ﬂcﬁm
ata

erv ng m estone An iSsuer node on a communlcatlons
sk frs periifipaienmbed ity fearatcrrenoeremB R R At BRsto
ghdngdodes, including processor means for periodically generating data
representative of base certificate revocation lists (CRCs), and periodically

enerating data representative of incremental CRCs, said incremental
ERL cemethindaunimimatin C fo i iFSHIRE eI RBAI TETHAREE T
wmﬁmum@&emﬁm@mmdmea@wﬁd&ammﬂmde
% Icﬂz%s@t%?%% rg&m@ further periodically

gener ata representatlveo mllestone RLs said milestone CRL
data u@ludlh@dﬁmﬁﬂl&‘fé@t oy lesd exvifictiet RigpRrb it S priotsd s ¢ Blid
" digitmdicignat ey Dithalends! treite of laacieCdatificutd hidd be g digervening

~ accoggn@dg& .9, wherein said processor fuvther periodically
generates ata representative of augmented CRCs, said augmented CRL

* data ifdludingiativetaiisrsfopmkedotificaes bold by minsn ifites
iRuRKEH Eipcadhenmgsigaeral CRIdaenial-CRL data was generated. 11.
An. |sstle5 node accordw)&%m&ag%@ggcgowmmw ina

server
milestone CRIL. data.

8. - Anissuer node on a communications network for distributing security
certificate revocation information to relying nodes, including processor means for
pmﬁodiéaﬂy generating data repmsenfaﬁvc of base certificate revocation lists (CRLs), and
periodically generating data representstive of incremental CRLs, said incremental CRL '
data including attributes for a current list of revoked cestificates and a dlgztal signature of

‘the most-reccnt base CRL.

9. .Anissuernode according to claim 8, wherein said processor farther periodically
N generates data representative of milestone CRLS, said milestone CRL data including
attributes for a current list of expired certificates and said digita] signature of the most-
recent base CRL.

30, Anissuernode amordmg to claim 9, wherein said processor further periodically
generates data representative of augmented CRLs, said augmented CRL data inciuding

AMENDED SHEET
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computer of a distributed client-server computer system. 12. An issuer
node according to any one of claims 8 to 10, embodied in a client
computer of a distributed client-server computer system. 13. A relying
node on a communications network for requesting security certificate
revocation information from an issuer node, including processor means for
reconstructing the most recent base CRL by iteratively updating the list of
revoked certificates present in thefrevious base CRL data held by the

relyjing node with the list o r.evo%xed certificates égtg Vil GRening
iﬂ&%ﬁ%@ﬁﬁ? Eaggaroé%éﬁ% rB%"é%.ﬁ |§§tumecfir}§> e, said Intervening

igeresedntal CRL data Includes a digital signature of the most-recent base
CRL. 14. A relying node according to claim 13, wherein said processor

means further removes, expired revogation gertif 3;&& ASE i
iﬁ{(erve‘?ﬁrfm%s %ﬁm%’aﬁ? ?%%%g\%%nﬁ(g%gshg? ISsuer %%%%,ggggid
irtepneeTieip difobuebc DR serspepae 8 Mgital signature of the
most-recent base CRL. 15. A relying node according to claim 13, wherein
said processor-mgans further removes,expi vV, ' Ificates
o T R 2 R o i e e eer
rocipytsnid 4 distrilatgd glisntrEs B HAWncludes a digital signature
of the most-recent base CRL. 16. A relying node according to any one of
claims 13 tq 15, embodied in a client co t istr :

c*'ént-' POt Enr%gﬁtft%? ‘s’?/s eurﬁlf%f%n%n%%%f&% %éggiin 0 anﬁcgﬁe of
. OlevienasioBindonaatiomfreviaviismer Méﬁc%@%mwmﬁﬁfw g
%@%ﬁ%ﬁmmwww RetifreholRB Edificafes pfdsolt in
computer progr. r omprising a Go r
T A it oL il B Ok BN
Codbbhhenmintemeningdoceanapiat ERi dain aesesisd B snid drruayserisidiing
datavemniereriniug GfihasnrerEtiisaliur ayeaal onnisisLCddc)sa oL .
periodically generating data representative of incremental CRIs, said
incremental CRL data including attributes for a correct list of revoked
cittificated imrhaddigitardng o alriodb (vdersisiaid prresasBce furer A
CRMRHLEL PR hcRie bGtAGAR SIRGdR £laifehdnib tBEcMPREIBgCOde
f?*aceived from said issuer node, said intervening milestone CRL data includes a digital

signature of the most-recent base CRL.

15, Arelying node acco_rdixig o claim 13,. wherein said processor means further
-rémoves expired revocation certificates according to intervening angmented CRL data
received from said issuer node, said intervening augmented CRL data inoludes a digltal ‘
signatura of the mogt-recent base CRL. '

16. A relying node according to any one of claims 13 to 15, embodied in 2 cl_ient
' computer of 2 distributed client-server computer system.

_17.  Arslying node according to eny one of claims 13 to 15, embodied in a server
~ computer of a-distributed client-server computer system.
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periodically generating data representative of milestone CRLs, said
milestone CRL data including attributes for a current list of expired
certificates and said digital signature of the most-recent base CRL. 20. A
computer program product according to claim 18, further comprising code
for generating data representative of augmented CRLs, said augmented
CRL data including attributes for certificates revoked since the
most-recent incremental-CRL datdwas generated. 21. A computer

rogrgm pro uct com rgﬁgﬂ gp%éq, @g@g@c
&edl FOS8I0% n%“fprrprogram prové[dlng machlne r&qﬂ% cod
mddememtﬁﬂ@aﬂtgmmﬂmé“ﬁé@ rBcant base

fefRrh e w@yeaaammaﬁsgdﬁ eplesebintivtiHERssSoprEiRaItt in the
et S e %%W%Ww“y

ta, sal

ntervenmg in en RL data
@H@MW@%@%’B?W% %‘_%‘%computer

frageaR ﬁi@ﬁiﬂjﬁzﬂpﬁ@{ﬂiﬁ@oﬁlwmt&m&mmmpnsmg code for
removing expired revocation certificates according to intervening
milestone CRL data, said intervening mllestone CRL data anludeas

Wgital 4 pmanieeroTame RRAISacconting & dam 18 Ayrter 8 W&F prog%am
Féﬂ&!ﬂl@d@c‘g@ﬁéﬁm H&t@k&p@%s%ﬁtaﬁ?ﬁbénﬁbst@pﬂﬁh@ crifenfibgston hdathe
ohieplstealicales he'drlbAadoamanaloRt daia ERERR dp any

fEiveh ng augmented CRL data, said intervening augmented CRL data
Fhemeaeﬂﬁéﬂfﬁlcglbnature of the most-recent base CRL.
AM'L,aDysEDSHEEt' '

.20, A computer program product according to claim 18, further comprising code for
generating data representative of augmented CRLs, said aupmented CRL data including
attributes for certificates revoked since the most-recent incremental-CRL data was

generated.

21. A computer program product comprising a computer program stores by a storage
medium, said computer program providing machine readable code that when executed
performs the steps of reconstructing & most-recent base _CRL by iteratively updating the
list of revoked certificates present in the previous base CRL data with the list of revoked
certificates held by any intervening incremental CRL data, said intervening incremental

. CRL data includes a dightal signature of the most-recent base CRL, |

22. A computer program pmducf according to claim 21, further comprising code for
removing expired revocation certificates according to intervening milestone CRL dats,
said intervening miestone CRL data includes a digital signature of the most-recent base CRL.

23. A computer program produ& according to claim 22, further comprising code for |
. updating the list of revoked certificates held by an incremental CRL data prwent many
intervening angmented CRL data, said mtemmmg augmented CRL data includes a cﬁgitai

signature of the most-recent base CRL. '
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