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o 

WJS&* 

±ra^wi:ffl, ns&mn&mm (&mmmmm^Mvjm&mmm)° 

i^AiRW^Wif, Sifc, 

«Ao %$t, 

ismm \mp^m%m$To 

@ iij, ifST" PON Jl^TW^i^N^SirMifirLAN J2^TWII?JEIN^> 

sitL nmmmmm^mmp±mn^^m^^Mmmmm.^, 
m^kt^UMo 
RWtote 

p±mnmmr^m-. 
AIO> %mmp±m§fcM, 

'WfcmfM^, % csv jt#±#sij FTP m$r 
3&; 

A2o, m^mm-. mmn=£mmmm PPPOE W%, ±^a 
j& TCP> DNS> HTTP R FTP CSV 
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Ij FTP 

A30> CSV jt#, 7% 

AIO m#m A20 f^ csv 
fi CSV FTP 

^IIA30^, ^^if^lifiiaWEB 

AIO ^, linux fttJCW Netfilter 

NF_PREROUTING_HOOK 

Netlink fefrMBMPfi 

T&fM£nT: 
A101 > M l3i ir ii linux f*J frt , ^ Netfilter ^11 fit) $3 71 ^ 

NF_PREROUTING_HOOK 8l»lifM^W IP Jttlt> ^P port 

protocol; 

A102> protocol IPPROTO_TCP, A103, ^ 

5J A104; 

A103> QQ If|Jf, IM@^PJI^ 80, A105, 

50 A106; 

A104> IPPROTO.ICMP, icmp 1, 

^3\ A116; 

A105> Ml HTTPtMlfliT; 

A106> ^IJHTSW^P^^ 25, A107, ^Wi3\ A108; 

A107> 

A108> #lJiT«P^^ 110, A109, A110; 

A109> 

A110> #IJI|T«P^^; 1863, ^«$f|ljAlll, A112; 

Alll> M MSNH^^ffflif; 

A112> 1863, ^«$f|ljA113, A114-, 

A113> M MSN liftMWt; 

A114> ^IJHTSW^P^^ 16000, ^«$f|ljA115, A102 
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A115> XfflfiBBfMiSUf; 

A116> protocol IPPROTOJJDP, A117, 

0 A102 

A117> mf QQ If life 

QQ tftWIW, UDP 0x02 

mm&mnm, mm QQ HI^PM^ mvt&Rmp 

MSN tMdsiw, 1863 mmM&mfM^, M 

HMBiBitMifiifHt, leooo Mmm&mnm, m 

£|-^> HTTP/FTP 

mmw&n^mwT= 
A201> Mii^XffiS5C# config, SN ping J»Mtlh DNS 

gWJttih FTP 
A202 x fi'Jili net_monitor 

A203> £P^net_monitor^fMfrM)tljj, Mf A204, A205; 

A204> Mf net_monitor it net_monitor 

t^T«, @fejtiltpingim> FTP®^BjfflMi^> HTTP IK 

DNS 

A205> H5S! net_monitor 

A206> #lJ®Tnet_monitor^fM^lE#iIft, A202, 

AlO^R/^If A20 

lft#T&±PW% CSV CSV W FTP J» 

i§±, % csv csv xmm* 
&±&3?Mr¥, A30 

^rWs^ya :Ml^5fcii?Xffi85C# beh.conf ^ WW 

collect_data net_monitor 1^10^t, ^PlP^PJTfc kill 
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in MJn > SAHCH N 41 ; 15JU'J, collect_data net_monitor ±>J 

hU^i collect_data net_monitor jH'J kill ^ 

uun%.mt*¥, 

I®] frtio itms_control JxM—ISH^J > itms_control 

PJ in o 

jftkwj-wmmmx, , 

% CSV Xi*±mIJ FTP %mZ; 

JCW4»Jt® PPPOE ±3fr2b& TCP> DNS> HTTP R FTP 

CSV jt#±#5U FTP %mZo 

mmnm 

ffl 3 M&RW ^ HTTP mxm; 
m 4 
m 5 
m 6 HTTP 
ffl 7 DNS 
ffl 8 
ffl 9 
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itms_control 

jsllfflj^ m±.mj% CSV Xmm^Jkrn. CSV £#, #UWi ITMS 
(Integrated Terminal Management System, _h#5l| 

FTP WEB FTP J»^±iftffijSLtPW % CSV 5C^R 

pmmmm. csv 

m&mmm\mmmmm^) mmmnmir, mmm 
% csv jt#±#sij FTP m^-, 

A20> PPPOE 

j& TCP> DNS> HTTP R FTP CSV 

jt#±#5IJ FTP M&3§; 

A30> CSV jt#^i&N^M*CSV jt#, 

(—) 

a l S2^r*^W± 

linux fttJCW Netfilter 

Netlink 

MBISillM?!, U3\J%P=k'b$iWM, csv jt#±# 
SljFTPM^c 

( I ) p w i^ e«w URL ft st m, HTTP mxmIJT (%u±±t 
45), It®. HTTP 1WH, ^Mi: (google > baidu> youdao^) 

i (ALL taobao^p); 

mirM; 
(3) X4 QQ> MSN> 



WO 2013/163852 PCT/CN2012/079768 
6 

A101 x ifc m hH £5 ii linux f*J St , ^ Netfilter H I? ^ ^ 7 ̂  

NF_PREROUTING_HOOK IP ittt, port &.RWX 

protocol Jl>; 

packet W protocol IPPROTCLTCP, A103, 

mmmm AIO4; 
A103, iMf QQ 0tif, M^IJIITSW^P distport 80, A105, 

A106; 

A104, packet tfl protocol IPPROTO_ICMP, icmppkg++ 

icmp i), mmm\ AH6; 

A105> Miwnvmxtm, 
A106> ^JUTSW^P distport 25, A107, ^\M3\ A108; 
A107, 

A108> #IJHT«P srcport^^/110, A109, 31 A110; 

A109> 

A110, ^JUT^^P srcport^^j 1863, &WM^3\ Alll, A112; 

A11K M MSN 

A112> distport 1863, A113, ^WM^3\ A114-, 

A113> MSNalftiMSfiT; 

A114. #IJHTSW^P distport &£%} 16000, A115, A102 ffl 

#TT— 
A115> 

A116, nW\Mh& packet W protocol IPPROTO_UDP, MiWM¥?3\ A117, 

mm® A102 

A117 > M QQlflffo 

QQ MXMW, UDP 0x02 mWiM& 
mnm, mm QQ 

MSN mxmm\, PU@MP^/ i863 mwm&mnm, urn 

HM0l0f (ALI) 16000 mm^wn 
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in ® 3 pffTT,, HTTP mxf®= 

A1051> #lJ»TM^f5C^^WGET, A1052, A1055; 

A1052> A1053, A1055; 

A1053> #IJHTM^M:^^WHC>ST, A1054, A1055; 

A1054> ijW^fMC^httpfMC, M0 0; 

A1055> ijW^fM^httpfMC, 101. 

( —) 

© TCP DNS HTTP FTP ® 4 

^ibr±^»T= 
A201> Mii^XffiS5C# config, SN ping J»Mtlh DNS 

gWJttih FTP 
A202 x fi'Jili net_monitor 

A203> £n^net_monitor^fM^M)tljj, MlA204, ^MtAfi1A205; 

A204> tAfT net_monitor net_monitor 

t^T«, @fejtiltpingim> FTP®^BjfflMi^> HTTP® 

DNS 

A205> H5S! net_monitor 

A206> #lJ®Tnet_monitor^fM^lE#iIft, A202, 

h W l^£&)ifr II^jjgl^l#Pi W SN ^Ljp> 

net_monitor, net_monitor 

@ Wilt ping FTPJU^I 

HTTP DNS &?mn 

net_monitor ^tA^f T fMj^WtAfr ° 

ik?Xffl/^36Afs get_user3asicJnfo(), $Sii#tl|I| 5 

^WxML5C#^iira^#it IjsMIIMitiiSWti, #M0t|e]$f^ 

®IMX^£§ffM£, CSV FTP M&3§„ 

A20411 > /A^WXML^#^lfXffl^#It »JiT^Wi»±%0tfs]^, 

A20416, A20412; 
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A20412> m±^, A20416, A20413; 

A20413> A20416, A20414; 

A20414> A20416, A20415; 

A20415> A20416, 

A20416> 

HTTP http_service_test_entry(), 6 jjf/K, 

config 

n url HTTP ^ |RJM® 

^{HE, CSV jt#±#5lj FTP M&3§„ 

t#T url Rmf HTTP %: 

A20421, Titlj] URL B, Stf HTTP 

A20422^lJ»T^/J^i&^Wi*^AIt A20423, A20427; 

A20423> 5&M^MI?!J±#MHJ., A20424, 

A20424> 5&J®T^rg3£g^3fr, A20425, 

A20425> ^IJUT HTTP state 302, A20427, A20426; 

A20426> ^IJUT HTTP state 200, A20422, A20417; 

A20427> 5, A20423o 

TCP ping_test_entry() o 

DNS dns_test_entry(), 7 jjf/K, 

jt# config Wi (MS DNS UTOAIt MR DNS «W g @ W 

IP), popen Ht^X traceroute W^IP:, traceroute W^^SfT^fJT^P 

^if, ^cCSVjt#, SB^CSV jt#±#5ljFTPM^c 

FTPlg^Bjfflfi (FTP±#Tfu$$) FTP_service_test(), ffi 

a^xiiJ FTP ±#iftBtTO:£#;*:/N ;£ft±#Btfs]^n± 

% csv csv FTP inT-. 
£^£±#±^3/ CSV Xmm^Jkrn. CSV TS^iPitiA^S, 

0ifc£/& FTP ±#IWWSn7S^^M^ijjt£: »IAiA£§i* 
3/ifc, TM^^P: 

DIMIP. gS^ilTMS 
raFTPffi^WiP> 
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3/1, tr069 WIW, shell; 

S^JO, 
2) ±#in: ingj&jft, in 

U#—In^iilkdiftilfcikj&Jb, i&®fe&®3/ I, M^^x tr069 
ftmwiw, K©T±#IW, 

?'J&# tr60 wan IP #TM, 30s„ #R 

mMaitn, ^J&Mt FTP ±#0t, umf-lktlttilkm 

miagi#config 
% csv csv jcmtm±.iwnMf& FTP M^±, 

% CSV CSV jt#if^, 

(H) £ WEB % CSV CSV ^if ̂ vlif» 

ITMS ^PiCEN^f0]3lftW$5ft^^To 

BP0tra> 
itms_control ^H^jf ^/n^R^®ffl^±I^T3j^vfJT^te:, 3J^VUT 

BP0tfflfs itms_control ^P^Cj^N^^fSJilfH o 

ITMS %WMUP\=kZWM.it W^LfM^P® 8 ^f^: 

5fel^^lSfiJt# behavior_analysis.conf ^ 3j 

> m[JY3rfSTJM; I^PJ, collect_data 

net_monitor |W( 0^t, ^RlP^PJTfc kill JlJn , 

S AHCH N ̂ ^Eis^T 41 0J, ttt^z collect_data ^R net_monitor , 0J Jn zjft 

SM^hSfM; $tl JH collect_data ^R net_monitor 0J kill WSfM, # 

agent j£fM (agent 

W) , tAfrlW^j^bSilil^o 

ITMS 9 #f^, ITMS iE-ffiS# 
T2t2Jn, ^TcZfnlS: 
fi—|B] 0^pTji£fM itms_control itms_control 
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ITMS 
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ft fJ W M =B 

AIO> 
% CSV jt#±#?0 FTP m$r 

3&; 
A2o> mmn=£mmmmm PPPOE 

j& TCP> DNS> HTTP R FTP CSV 

jt#±#5IJ FTP M&3§; 

A30> CSV jt#^i&N^M*CSV jt#, 

A10 A20 3J CSV CSV 
FTP M&3§„ 

^IfA30^, ^^if^lifiiaWEB 

Aio ^, linux fttlcw Netfilter *g ^ W 
NF_PREROUTING_HOOK m^M^i 

Netlink 

A101 > M l3i ir ii linux ft Sf , ^E Netfilter tS fit) $3 ^ 

NF_PREROUTING_HOOK 8l»lifM^W IP Jttlt> port 

protocol; 

A102> protocol IPPROTO_TCP, A103, ^ 

10 A104; 

A103> Mf QQ If|Jf, IljPlJiS^Pjl^ 80, ^«$f!0 A105, 

50 A106; 

A104> IPPROTO.ICMP, MLW\M icmp 1, 

$fiO A116; 

A105> Mf HTTPfMCMiT; 

A106> #lJI|T@W^P^3j 25, ^«$f!0 A107, ^$f!0 A108; 

A107> 

A108> #0UT«P^3J 110, ^«$f!0 A109, ^PJ^SO A110; 
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A109> 

A110, 1863, ^«$f|ljAlll, A112; 

Alll, M 

A112, 1863, ^«$f|ljA113, A114-, 

A113, M 

A114, 16000, A115, A102 

mmu 
A115, 

A116, protocol IPPROTO_UDP, A117, 

0 A102 

A117, mf QQ If life 

QQ tftWIW, UDP 0x02 mkWi&mjB 

IJT> mm QQ m&RmPinM,-, 
MSN tMdsiw, 1863 M 

HMBiBitMifiifHt, leooo Mmm&mnm, m 

t4^> HTTP/FTP 

T= 
A201 > MiiTOS5C# config, SN ping I»Mtlh DNS 

gwitiit, FTP 
A202 x ft'Jil! net_monitor 

A203> $n^net_monitor^^»J^?&, MlA204, A205; 

A204> tAfT net_monitor it net_monitor 

t^T«, @fejtiltpingim> FTP®^BjfflMi^> HTTP IK 

DNS 

A205> UrntS net_monitor 
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A206> #lJ®Tnet_monitor^fM^lE#iIft, A202, 

Aiom^m A20 ^ 

/&I&#T&±PW3/ csv csv jcmtm ±#Mtitsw FTP 
±, % csv csv ##lll&o 

io> l 

it/vUt A30 ^ 

fB %} B^R^CE M ^ , 

iCEN^z^Bt, beh.conf ^ WW 

3/WJF^f, 0, 

collect_data ^RN^Mml&SiS^i net_monitor 1^10^tkill 

SfMMin StJn, , tttIP; collect_data ^P net_monitor ±>J 

JSOin^SM^hSfM; tttW: collect_data ^R net_monitor ^W—J^'J kill 

^EW»fM, MB^^agentafMaa^wfir^, mm^mm 
o 

1^ SfM itms_control Still—ISH^J , itms_control 

PJ in o 

n> mmw=£, MS: 

3/ CSV jt#±#5|J FTP M&3§; 

JCWMtM PPPOE TCP> DNS> HTTP 

R FTP CSV jt#±#5U FTP m$r 


