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USER PROVI SI ONI NG W TH MULTI - FACTORAUTHENTI CATI ON

TECHNI CAL FI ELD The present invention relates to
woetsosssstonnectivity. Mre particularly, the PCESEN4/000328

invention relates to a user authentication process in

a network. BACKGROUND An ever;_i ncreasi ng nunber of

conputer users demand connectivity to the Internet, or

t 0 YSER PROMISEONINGUMIITEL MAFET RFAGTTARIA UVHENEIGATION

ubi qui tous nature of portable conmputers, |aptops and

PDAs or other networked conputing devices, wired or

W rel ess connectivity yWtANICREIMPIP IS desirable.
Furthernore, nore and nore conputer or electronic

app| Thapresms inzemiopeclotes troneawerk cabhestivity. | Maee pagiicubgrly, the present
.required to be accessed.via a_conpu net wor k. These
0 1%91.3{613 hYyeseh ?‘étg {eaton QIGeesy glsrgs)ne(%‘?(g%{ fobl ems in many

i ndustries and situations. Usually, users require sone

form of authentication or authorization process to

al l ow the network to veBAGKGRMEDs jdentity and

det erm ne .what .netwark re
e A e LYY o FHMES S SR SERERRY B e,
ofRlspBlcksiviler putiicaRatin setwstke Withatheybiquiteys nafureraypdrtable
useful to nonitor or control he access ,tqQ respurces.
f/‘L%F wireless

cemmputerst lABiORs &shies PRATES IRTWSKRS COREPG AGVIERSpIVE
cc:);n(}{égt!i\gw \glttl# ? Hetw%ﬁfﬁ AbdiableY FRAKGAR I RYord asERdrel dghputer or
et wor ut wth T t

o ) mtations, SUCﬁ as a tine
elebtbrtiabppiicatidng ne ecominguseilablesor-limd, peateresuirtd fo be accessed via a

exanple, 1 l hut es d t t t |
camPURr s ekor 1S4 e eyt e were o B By
i QL PERafiggNtities to differentiate themfrom

other users. The differentiating identities my
i ncl Wiseally, usces ieduiny somet fokm of rushentisation; o ayiogzation preess t© allow

OSSR o el 565 e St Y g e

280G S G ohufectiliey ipIflis Sldvaxd. Bedl inlopat ndttvorks mheretascess is

to be. Sonetines, %J’hysi cal" possession of a token

eseatidlyoites, itonaythe upefykioapanitgnesesiPbie agcess iRagsopgses apd network

lock,. is suffici t '
B P bl B RGBS O e
noavaRk biBwith Bmaeidrisnath ada tihe tinrtioheheroinethe yye isdimited to, for

userid or token _used together (e. gﬁ . multiple factor
caemplent B nd Fg BetodeBnst BRI AR SIS N ur | y

requ 'ée%g}:éﬂgl,s‘users may be assigned one or more identities to differentiate them from
other users. The differentiating identities may include a userid or a token key that is unique,
and a password or piece of information that would allow the system to assume that the
owner of the userid/token and password is the particular user that it purports to be.
Sometimes, “physical” possession of a token, analogous to the physical possession of a key
for a lock, is sufficient to gain access to the network or access to information and/or an
application. Sometimes, a combination of more than one type of userid or token used
together (e.g., multiple factor authentication) may be desired for stricter security
requirements.

Additionally, connectivity conditions exist where the network must provide

connectivity to new users whose identities are not known beforehand, in addition to those

users (if any) who are known or already registered to the network system. A mechanism or
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Addi tionally, connectivity conditions exist where the
networ k nmust provide connectivity to new users whose
W0 d@ensgsses are not known beforehand, in addi t PONSGZH04/000328

those users (if any) who are known or already

registered to the network system A nmechani sm ornet hod

for allowing the systemto identify each specific
metkod fon abloviing the spistem, to adedtifyoeach spacific wmkdows oLk wruser, and to
ne rk resources and connectjvity is inportant for .
BB B R IB R R Fesb BT G dsvotalvin s pbren dersptiry reason,
A RISOGAEHONS tha gpﬂﬁ@k%ﬁﬁtef SppRdAttdnR afld ﬁet%_%@éjre &ﬁ)&@ bleYused
Conventional | ogin mechani sns using userid an
Iﬁ@%@hbrd suffer from operational overhead of user

acco L and .expi r.y. An.extension t )
conven nl‘/[(;a;lzlgl Phiﬁggéiﬁ %lrﬁsc gﬁlg?{flgﬁ%xg H‘??FS&B PassyQpl Slugfﬁli fspm operational
evatheaddl asdriactounbimatht@Racd 861 expRY] AndREnH8S Wnentional login

st eal i ng _.does not conpron1se.securlyé. Al'l these
na SPF dBelidss admealaeterarbenticaian whink eesisisnigerislandipessieord

ki | CAR LD | S increases both the

.sc apu?% a Selil(dgé: hfsh%g ang S%Cglgl%té% F}haegg]éelﬁx}béél Heation epfigncements, mcur
@edsmyl agithedds advalecesinakease statitgablis idteeasdtbottSheE capital expenses
bgrden.to | ogi n agg gégess a service. Furthernore
0 BRIPIORYSTETFS- a8 U itassr Hghvolagieal svangewdlso inprsase the end user
buffeh @ RRSNn hAE aQJR8S AbdroRa! F& %t, ghé)k)gﬁ cbAS6ERSStidgthese end users
security basically sacrificing the user ease
alsggngicases e dperationakeshaith de indrease imsdcoriyrbagicalyesasrifiving the end

S iS. used to access paid services, security is of

ugécgrneéageﬁg_r?]togmavoi d fraudul ent usage. Additionally,

bal arieaigy,lihecepatiosGRere@NPEhipatess 3PstEAIEuRl 1d'RRess paid services,
whi | e mai nt ai ni ng adequat e securlaé:[s al so of

SpRAILY 8 eifronesade pypid fisuddensusage; rdditianeldy balocingthe end user

Ky Jls inportant to ensuyre the .

BBl and 858 of usC SIC FolREE Wt R BURR b pticnter

cGioeye ' Betrgforain drsainfigiasleatelivdild Sdagd® use ARpo AR 0 WAsute the
i ncur hi gher support cost and mght result in custoner

cpgager EEUREL apgess IUBRIPRIGRCIXIAGS Sonperesly,oh ansatigiaeiorshcustomer
- PRVIERITS ! |
g R T

authenticating a user in a network is provided. A
.network software cli uting device
requests network sokﬁ§§t98§83v5§§BVﬁP839 a service
gat ewayserréabibnig WRERUR-HSBF ARG aARds Bfbvi

I nteracti ?e Voi cegRespoﬁse (FVaR) p o%tgﬁl %g{bxldgii/'s%neorﬁlei S

emnhpdimgne @f the presspoingention, a ethod dor quithenticating atube in a network is
in a coverage area of the

Pgog’?a\%?g Ig‘f gg é)xra;s:/&ﬂvggrlﬁ ng?rw ;QEESS?BP'&? eVICE requests network software
service through a service gateway. A call between a user phone and an Interactive Voice
Response (I'VR) phone login system is initiated in response to the user phone and the
computing device being within a coverage area of the service gateway. A user associated
with a location within the coverage area is identified. A first information is received by the
network software service from the computing device before asynchronously collecting a
second information received from the IVR phone login system and correlating the first and
second information. When the first and second information match, access by the computing

device to sexvices of the service gateway is allowed.
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with a location wthin the coverage area is

identified. Afirst information is received by the
woeiosnsdssxof t ware service fromthe conputing deeT/6€2004/000328

bef ore asynchronously collecting a second information

received fromthe I VR phone |@gin system and

correlating the first and second information. Wen the

f i r Sin A0thes enbodimient of thetpresantiayationsaceienigatioh gystem 1s

conmputing device to services, of the service.gateway. ] .
PRV B HURSERIS BRSRITBRES b eopRuTE i R d nétdiork
sdfﬂxyaﬁé] LI P cor@iEuftd th 8REh G AR RBrISITRRR $cvibsO VI8 gstent Higrther

authenticati on systemincludes a conputing device
irichcdbsmgatgway crefigareld todfostthe aetwvorle prrvicendridgedieagt the request for the

reqyest, networ.k software services. T f :
netwy ﬂgﬁﬂ) are ifgflg%&t he sypte ﬁgodmtcgl%lﬁso a Pseetr F?e{ 1ot vvoa# E{/R%one login
systnY L&EzuRado k&shores kall Hah fieaues phdnerwlichehanesenplidae and the
softwar€ services. The system al so includes a user

cphputmgaleuice arel lyRtgsh Bdin @@cpwr@g@rﬁfé]aﬁﬁewgﬁ gleway as uniquely

su t,a call.wth. sel.:
SSHRRR sl Db B BRSO kR
aﬂf&ﬁh@fcom:f@ne@?\cbmwa$ﬁ1naynfaﬁpaﬁdmfﬂiyedaisﬁegref\domagﬁware
e CO uti n evi ce. ., e _servi ce alt eway an e
sehisaeiye ghFIyRER %V@efaafltaﬁaonédﬂﬁ’ﬁaaﬁl%%w%@o‘?% fhk{TyR phone
1@31; %,Js?e&n Ax@f&ﬁém & 8RR ASMRE ihfdrh Mo BhNR K e stalleied by the

I'ces Tromthe conputing device and a second
compatingedeivizn to sweicee df thesenvidesgalvRyphone | ogi n system

and when the fi and. second. i nf or tionrrqc . .

acc e$sCqmPULEY Frﬁi’régf%?‘eg’ﬁ‘én PSHSTE ngpglg TEEYS esgl? {pyetions thereon is
afh gf’&\fgdeﬁ%l"f)éifbnﬁﬁ@ WRYstepd of H¥RHERG for agdbhiiatiBela User in a network.

I ncl udi

ng conput er-executable instructions thereon is
al so provided for performng the steps of the nethod

for authenticat,j j

DESCRI PT1 ON rPHIEF BRI RELTPR OF JHE bralieGs

i || ugh BRt@Ravenat, Wi cB iiluseatel what nQirdatle dorsaletrd to be thedstt mode

mode for carrying out the invention: FIG 1 is a block

foii cagyy g oot the imeent@Pk configured for a two-factor |ogin

proc | | g?aﬁin | SHADLL WI-FtoR bgi ess

enmbo iﬁég?sao O?ﬁ%ﬂl resgﬁgﬂgﬁv\?gggl om, FIG 2 is a flg.g\llx})roc

wing@rwirsdgfhode, i hédorfiamdeorittpart érabedimant afithqprossetigivention;

including. an_| VR system conf.igured jn .an. out bound , ..

arr arfg}@rrgiﬁt% flow diggzam ﬁé%awfgﬁoﬁﬂﬁfﬂqﬁ@?ag’%’&%‘ieﬁ%wlugwg an [VR
g ' th0Mhd ditdFeeBehtSinthclbradh@ivatl @t erdbodiment of

S&% rf"%ﬁg t%drin;alﬁls}r%en?"ﬁ:at iaoﬁﬁep?oclgssc i ncl udi ng an FVR

thy pilest owaditicgyir ed i n an i nbound arrangenent, in

acco rﬂ?}n ?s a E)\Q diiang%grtr]lec{f aergl?l?lgfla%p gutﬁe]:cntication process including an IVR

system configured in an inbound arrangement, in accordance with another embodiment of
the present invention;

FIG. 4 is a block diagram of a network configured for a multi-factor authentication
process using a wireless phone, in accordance with a further embodiment of the present
invention;

FIG. 5 is a flow diagram of a multi-factor authentication process using an outbound
IVR system and a web-based cookie, in accordance with yet a further embodiment of the

present invention;
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the present invention; FIG 4 is a block diagramof a
network configured for a nulti-factor authentication

WEer@em3sssisi ng a W rel ess phone, in accor dancerP@i/s¢20a4/000328

further enbodi ment of the present invention; FIG 5 is

a flow diagramof a nulti-fagtor authentication

process using an outbound | VR system and a web-based
COOKFES. 6iifa flooatisiaanef aintulti-fetor authentidat ongmbeeds neng awputbound

t he present .i.n tion; FIG 6 i fl ow di .
IR, prbert R Pt aesHER B roncs (D Sueonfiions Srrebegsgayth o
ethi¥ &r?%ﬁtto? M ]]S}Eseﬂwn%ﬁtféﬁ,eindo_r deni al of service (DoS)

conditions, in accordance with an enbodi nent of the
pr esEBIG. 7 inwdiick clggram df #heBvork dogfigurd tackestric geeass tratdeast a

network configured to.restrjct acces
PP Pl BT s esparieasn 6pelats BEE ST FmbSeBheh ST R desen
iRBniipodi ment of the present invention. BEST MODE(S)
FOR CARRYI NG QUT THE INVENTION In one formof a

two-factor |login process, a single authentication

mechani s ' B i i t
aut hent | cpaT MEDRLTOR CARIEARRYPIA PHIPIIVERTEON 10
nor e Ir["i!taﬁé forrh @?h @\Kfo-lfe&%irfllo diti poesss, esibgie hmrehtcafontrthechanism such
resen i i i
afj vead ¢e pgy\;g}?ﬁ il_s g&gpiteg;ta ;;qthgtilnc%’;qc ! élq%gl_r&%? & elnflgg ﬂrﬁ{h% one or
esc ' . i .
e

n’(&ﬁzﬁﬁdﬂmm im¢rdepentian dEpreaxdapte, ine thorfrtardogigidesaribgd in accordance
nmechanism i.e. .th L .
TR S B P AL, L0 DUECALE o o i

n’fég i 46 irﬁyxgépe*ﬂ@erﬁ W RrBleshdreloginemédhenesng denthefbe unable to

g. password) or user association (e.gV. userid) is
opastdndapendenty.oSpreificaliyl the loginpepesss inmaafaciss ausybe ¢qrapleted

bgg)tfe\hl\@s% ;{e@glgtfaisi(egg%sgyrvngr%ﬁrgrl l?%f %,gﬁk)) 1531/’(?({538.%'2 él% vvodr) l}s %a(l:sgeedstg the other
A8 Hlc Neds Al dBYiohdIE), A nbenil sat&dnetian chaplagakissondif the

resources avai | abl'e after |ogin. Furthernor S u§$d°
abthenticatiomfrsiorsid dormalydhe pefwprkragcess @@Wdﬁﬁ%@ﬂa}e&u enticated

rqvide resourc , ' i
S
aﬁéirtiioﬁél $?&dsﬁ@aﬂa ifeodgedfo frovddpressrns adcessenintoh the Jogin mechanism is
application in various types of systems, one specific
terppsdiacayliidactonamhen{icatioe- hospitality industry, is

desc rWBﬁ’che various embodiments of the present invention find application in various
types of systems, one specific application, namely the hospitality industry, is described
herein for exemplary and illustrative purposes. Such a specific example is not to be
considered as limiting. It should be noted that beyond the general basis, the various
embodiments of the present invention covers various specific business applications for a
login system, where a user calls an Interactive Voice Responise (IVR) system and the IVR
system is used as a user provisioning system to create an access code, userid and password
or any other authentication credential(s), and the IVR systema operator is able to identify the
user from the call for billing purposes. The use of an IVR system to provide login
credential(s) without requiring prior authentication is considered within the scope of'the

present invention.
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herein for exenplary and illustrative purposes. Such a
specific exanple is not to be considered as |imting.

WO 2oosksssBzl be noted that beyond the general baRtEHSG200€000328
vari ous enbodi nents of the present invention covers
various specific business applications for a login
system where a user calls an Interactive Voice
Res o aserdaivRvith yiet e andnitodindAR sfithé presés im&ﬁgorﬁlﬂleﬂvarious

ser oVvi Si,oni ng systemto create an access code

e“f?ggﬁeg‘{sﬂavlﬁ%%%g?e&%&ﬁhaﬂW&‘F?ﬁe‘f/hlslaPmrﬂeﬁ benafiggsuch as:
cr edent | &) () TaNhct AR GRIRATLORAIRLAr 1 able to
identify the user fromthe call for billinhg purposes.
The use 6f) an Bastdfoysst fonthtecendrusen; de | ogi n

denti al. i t hout irin rior, aut hentication
< Cons! U} ot i ek aeFEmL pisy et fid Bruisanes cous ahd
i nventiofiv) N AeMAdBIRE BqbiBnl iAfeskAitebst, enbodi ment s

of the present invention, the various enbodi nents
pr oitg ¥asgsguthedimanta pf the nressoeisvention etilips purtidesof a telephone or

& (1) Two-factor,.aut henti cat.i t .
col Ichidh elh 87 nbbladtP i B8t RhyS rd s e iocaion
(telephonesieextasivpauinbpHOMdo SR (rAsts e Fhiohd e TR SE&weaS §l8ments such
equi pnent investnent cost. The

d (i Lo api tal
as %ﬁbgé)%%v%&ﬁ@ﬂ% Tisely wamgp aad aut fanshversnuser pcoyrt
iv . . i '
B R TG U AL R
changngtuserbage evephcativelyekor datationn Botbexanpds) dleaypiaal uppkoach of

assi %mﬂﬂb%l Hl Sgllig Qlitocqlgz%s'swgrgg ft{; gltg{e\@ é&@%ﬁl?}ﬁge&zalse%gpgqsaﬁgggl tcgrkr)%)?exity.
net Watile it 4 $BEsikI6 O the hAMIISIeARNb R PR % fa%htgﬁgfm@ﬁ‘s%{% ;hé

a _mpj or operational challenge due'to the constant

poRitiariy Phyiralsss ndbwierk aneess ia dininishingghey baietit bothlim edsi aml
- the. typical . a ach of assigning userid

cory el AN ik ol s OBl SRS ceBigins Fen S5€ wireless
acoefgfoiiticai sérvice, Ml éxtrhple, MltipR dobmis vithAARS bR g RS eing

the wired network point to identify the user, th. e
esspiftlly sHminatedh. wi r el ess network access is dim ni shing

t he ' ' venie of installin

i r SRS S e P Qe i AT ERTR Blerdol Bl dn IR
systeint mhg bs ireorpesgedioi providen tsekfattoLauthdticka@iftbsss under the

. ) ; o v
assBBRT 1S PRSI PiieHiatclly M e 08 GRS PAPAGHS BrraIgndtior
accORIaBc SRR SUEBRY Secttitl ?Sli&%& 58 Essh&}‘)ggﬁ Is ne@p%%(%ég?table.

system may be incorpofated to provide a two-
aut heaecordandeonittpthe cesisusiemboditrieats and with an illustrative example

specific to the hospitality examxple, the hotel operator is considered the trusted party, and the
hotel guest accepts the bill generated by the hotel from third parties as well (e.g. . restaurant,
ISP etc). Extending this trust relationship, the IVR system deployed by the hotel is
considered a trusted resource (€.g., you can request room service, laundry etc. from the
IVR). Note, although the above example uses the hotel industry as an example, it does not
preclude the use of the same approach for other industries, e.g., service apartments, wireless
hotspots where the same solution statement concerns are valid.

FIG. 1 is a block diagram of an access point network utilizing a two-factor login, in
accordance with an embodiment of the present invention. A network 10 is configured to

provide a two-factor authentication login process/system for network access, an. example of
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assunption the physical access to the nobile or
fi xed-wi red phone is secured. In accordance with
wW@ewepssssd security policies, this assunption iBCT/SG2004/000328
generally acceptable. In accordance with the various
enbodi ments and with an illugtrative exanple specific
to the hospitality exanple, the hotel operator is
WEieR s [dRFREadchs. Netwbkd Ofiacltides oaadr mbee ihditvislualgwiest phones 12-16

_accepts the bill generated t.he hot el hi
inpéar e ARl onReT O[S FEsPonEDedgrRLES ey $9 EibRgrs 1S
1n%lﬂh§%at lgnli'(fl}e. fh@bh ﬁgﬁgéxgassc;cﬁ?edl NEeIUR! TR HRMeAPE® 1¢s are
e hotel is considered a trusted resource (e.g., you
agpidpated gy dstexnaple) & eentriat Brivatadnomptie Beanch Fzahange (RA)?%() phone
Not e, al though the above exanple uses the hotel
SFWHU%%ry as an exanple, it does not preclude the use

of tREWIAE) ARMELAETAECSne W Bfdfre AdtedtSIolitE6 canfigured to facilitate an
service apartnents, w rel ess hotspots where the sane

acsedsistivine (s.galmeraet), fooprowiding aardeterngt ¢aaneqtiog to png Qr rYOIe USers.

bl ock .dj .DOI i Lizi .
RS AR RSP D R o DR

1dcB9e Ble8ERRMgnb iy RiNds Q7 ovér d@iverapkartd 11.s Aitemhiigily, edecspoint 26
provi de a two-factor authenticatiqn | ogi

: n . .
mpy be esfimyeskasmvriend ageasappikt eridigusd t%F’tﬂ%é%ﬁ?& rgcefefignaly across
i s _lnternet. . i,AGI1ydesg;
o B SRS BB e A5 B 1 may
PRI cBorh@sandiiplg récneats-2ther cven paidiverds.- Mahe &gets service is
phone 12-16 includes a uni que .extensi nunber .
BN b cre v RS ST AR smaomen) may
oSSR ST o BATRLE SR ot g fr a0
ek Idhobldrtemetedithat ithedegindastoranashls alteratinely p}ggy,iciﬁdsthrough a

26 configured to facilitat i . .
R SORL S0 L 8 6, BERER A8 ey v
RehdRSs HSIGHS anyMebRSTk sBRivade cBEntiiRY n® pediidd guweecredantial such as

wi rel ess access point configured to radiate and .
ali faéla $62.&% surphioamt ghk‘ll@@SQﬁan@@OW Logiayclignt éf/%i"g&% aligraafive
. ternativel acc ' . [
ngiog s Fie SisbEao pRFRESLpRRIAla &yt TR pnERA LY the
QTR ¢RtAR ipERaded, M6 1 may bt fgpdredde Brdmpleimentating ef thisgevention.
29 over a coverage area 11. A ?in l.e access Point 26
Fonpurppess o eoryeiencgde np@tion: Seg f@@%%‘?r%utli@él-“% ogmeshapsms are
hg{l“jlzgrly LAl Rfnin'dle §CB§? AERE TSR aMif o S the®hh 68 tbdi®systemn™ as
uests or paying custoners, a service gateway 28 or
ul‘éédll!lérah. Sitde anggamte{sg)oimaﬁ niwy coserdnultpleracas seshtas oangspl 8-22, it is
ogi n system 30 and seryj ce.access C | S, f
AT S R e R SR B e
ﬂgqgé D.itfnk 9bce oiﬁt@@r&ﬁaﬁgtcbﬂlﬁhﬁcﬁﬁ&ym thetahsoeiagdd c@mputing
el'Tvery chani sm ot'her than a conventional web |ogin
deygtem Such alternative delivery

Network 10 further includes an IVR phone login system 34 coupled to the central
PABX 24 to provide the additional login factor. The IVR phone login system 34 is
configured to identify the user’s room 18, 20 or 22 based on the unique phone extensiomn
number of each room 18-22. The IVR phone login system 34 communicates with the
wireless service gateway 28 to provide an integrated two-factor authentication login system.
It should also be noted that the additional login factor may be alternatively provided through

a delivery mechanism other than a conventional IVR system. One such alternative delivery
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mechani sns i ncl ude any network software client that
may provide a user credential su h as an | EEE 802. 1Ix

wae applsssant or M crosoft Wndows Login client.PCT/S6200000328
an alternative network software client also provides a
password or piece of information to confirmthe user
credential provided, the latter may be ignored in the
henbheimprindudasan efectrdniis dita delbvetyomecHaaismpue as@Baibér text
convenlqgce i n notation, such alternative

SRR | I PMEe S TV eRirRcendofitipe, sych Aléqraatve dglivery mechanisms
air@ﬁerélﬁ(iﬂﬁu&fd wibfin HelsE&gRlof ARl dufehid RBnRfon ol En FRE ggfstem as used

"web- | ogin systent as used herein. Since an acce
hsetimt 26 nay cover mul tiple areas such as roons 18 22,

28
| oo oyt 88Ty gl GupSloth o Pl B8R ippaion  owo-tactor

aithent@iKivh ptddassaﬁa‘y%ﬁbeﬁ@hﬁd #Bordfr2Ub @'hl‘ikﬁls%%ﬂ&’s@é C@Edo?cﬂng to the
with the associated conputing device. Netwo

apghtertare qf metvpale 40 aleIICVIiR shhé\ﬁerfacwuanﬂsytsqaeam Eﬁbcm mmlyén@

RS R el R BTGt A B s
“inbentdTor “bhiousEIVR phoaeokfh sy8@morwBe has ghbreNodif eystem 34is

nunber of each roon118 22.
c AT UoH Sy SC PR g dbaseqiniliiseis phone cal o the

TVRIB088 BoghfdyeR 34 aﬁ@"&ﬁﬁﬁ%ﬁra{l&h Ql\f sqﬁe 3%3:{ 'tor]#g)ngl’tgé F?%guntmg

two-factor authenticatlon ogln
lipe extonsion nuraber theallzandithd BRaphdne Q;mgnn ﬁmﬁno B4 needs bigidentify the

A PP, SISt
“ahtbeudda T/ Resystehi 18 'IVK%B&@]O%IH SJY%IIH%Q&UQQS ﬂle‘%ﬁfl tPBE Gser. The

dat a delivery mechani smsuch aS enmmil|l or text
flﬁfé Jadien avghentieatiop mqyés;ﬂe@nnallycpmwdm thaoen (8020 et 320 mumber to call

h e her
R Bl RPN ek e RS BRART T RiE T Ritntcpsiop pumber,
i. amheims ay atahfons hmam@ line FRily td Supp6t ALEBNE @oﬂeantréhﬂldg@ns
i ous enbodi nents of the present invention,

erfdé’E% e T¥Bheng 1085&%3’ diced b Wﬁpofbeall@el& t@ﬂd@dfy the room

ngi‘rhgéhilr ?{edg’?eaf%lg s10?é élg){{'\%o r o‘%ﬂ}ﬁﬁrﬁ? %‘1& lér&%{lﬁfg to\% )r%‘&‘%bSF and trigger
tteucal gnboundtlVBrphone ogissysrins e mb@sasdeptitle aca@nBeos Menial of

the onfi gurati on and usage of the I VR phone | ogin
im 34 as an "inbound" or "outbound" |VR phone

I Ogl PIGYSis %mowﬁg}wﬁ\{ﬁ{ﬁ%’r 8 a:%qﬁq{ gh(ﬁ')é‘ci&%ms;’ﬁeﬂ) §onﬁgufeﬁl as an

configured as an "i nbound " ste
oytbewnd YR systeasintdeeorginon Ml&tahlembodnﬂtmt biMRe presene idvegiion. In the

s RN A SR TIEE EA T A
utcbmlﬂg\ﬁﬁoah edlErolaa@b) Wi B0, 34188Rs ohpdsiBthbMadibe

authentication sequence using an outbound IVR phone login system 34/, there may be many

permutations to this example that does not diverge from the two-factor authentication
described herein and are considered to be within the scope of the present invention.

In accordance with the flow diagram of FIG. 2, a user starts 100 a web browser 102
on a wireless computing device 104. The web browser 102 sends 106 a request for home
page through a service gateway 28'. The service gateway 28' redirects 108 the home page
request to a login page. The web browser 102 fetches 110 the login web page 112 from the

service gateway 28'. The login web page 112 requests the user to enter a room number
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i ncom ng call extension nunber (e.g., caller-id). Wen
I VR system 34 is configured as an "outbound" IVR
WG 5088883 he | VR phone | ogin system 34 initi at BGT/8GH04/000328
call to the user. The first-factor authentication
process nornel |y provides tRe room (18, 20 or 22)
nunber to call and the call trigger. This inplies the
desigﬁﬁhfg Hpetifit oneettobms HBAW dri2e (FMR léxﬂfh@mecmnmfnbh‘\’ a room

e., th f h
i st JOg YD AL LRSI e FRR P ERRP Bobs tere”
con{pg g E%@e @Qjegue%ﬁf BEud4sd1erid 1b8n SHRBRA bF s&lideatatdwhyt 28’ maps

nber. However, since any user
the s kaithe comipaiing desrice tsd‘thCl%ldreZS)anﬁ logationeanssting e first factor

oy 895 55 S5 B4R YR SUPEh R (PR oo

pagIE ictPprb9idés 4l oA aBERE ddelatl8 infBins e aser IEYRadfone phone call.
ogl nh system configured as an out bound | VR system.i
Th%\logmrm\xmge Wil 2 hlsesendsrb bithaenm srmbsrefopeatlins {0 &lﬁé‘gﬁt phope login

L.
systpn o 1E R Phor=IRER el 24 10 c B Ang AN AP AR e
proeﬂbh bY CheduseiSifithe Wil viebfpage 1 2.1 THeusbr afsesrsotze qhesahom eall and
two-factor authentication seguence u3|n
the [VR Rbpg@b)gprbﬁgrptﬁn‘s%ﬂs regnesimi24 the,uses tqﬁ_ﬂpﬁ 1%&{5 ogm request for
exa?rée [%e %e%ts l‘fnt% 1#@% 5 g, (% 'Tﬁls Dk HQRa Mebr SitM&ftligtion. The

t Or aut t| cati on descri bed herein
usef B6hfRirS 106 fiki ldgih ectjubst, fmeemnmiq: hytphessingofoecsamplee1”. The IVR

TR 0 G B BE TSRS S AT B B0
useWs l‘g(glﬁ %gréxﬁ&rip HldeP@dIENL &BvidDdatedRiE2 plbcBisesiRy IVIK Bbgin

a request for hone page t hrough a service
co@'ﬁhﬁmyarﬂfbpenérhmem@ ravtesstodhe wsarly computingdlendes K041 08 t he

ot Elbe Rugthranpht n el Ry g Elins Y indtiod VR

sysidh Gh@YcokBince WHE ah@BériemMalinkag 6f thd Prasen ipsdriionh éNlmMne
to ‘enter a room number desi gnating a specific on

speciforrequBcing®@f mes@ge emh@geﬂy il luﬂﬁ%te@pélé%nYéﬁF@P?tlﬂﬂmathS example
tha ﬁ% not Cﬁ‘{nﬁ?g{ﬂ%@ %Qﬂopad‘%ﬁ&u@?t%% delGinph! gg *@m@mﬁh@ﬁ &R also

€ user s conputi ng VI Cce
cofit@fipREddith ge Mtﬁuﬁﬁ@me offthe pfe@gitm\&:yl’sd)lem of ser VI ce

t 28' h
VAC e dpoebsceni iy SAERBRIESTIORG 1DHet HEF-ob Aag s 2008
WeltlJ)%%\QSer E%%Ill ?%Iﬂ}ad\ﬁ%ﬁ@igg ?(341 2TREFLS BoWWerIG2 §e|ﬂ§s E@@a request for

rOWS er processi ng page whi
a mhﬁ\pageﬂn@tgh@mmatmgééﬁ Thaiserdeeigateriar g8" Iﬂd@reﬁtﬁ gp8 the

home e RS 1k BB RSP T ol o PR E o U [Raon

wébgﬁgé‘zﬁb’ Hfo%s theU@.@f th M5 BB 8sten bRGen 25 ¥4t FoNoRA4ll 218 a particular
gered and calls 120 the room nunber
extension number 230 which is the IVR hunting line number. The call allows the user to

o

get 220 a first access code 232 from the IVR phone login system 34" and enter 216 into the
login web page 212. Alternatively, the call allows the user to enter 218 a second or unique
access code 234 shown on the login web page 212 into the IVR phone login system 34", or
to enter the room number into the login page 212 and confirm the login request via the IVR
phone login system 34". A login system may implement and map the user to the computing

device’s MAC address and location requesting the first-factor login.
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provi ded by the user in the | ogin web page 112. The
user answers 122 the phone call and the | VR phone
WO o388t em 34" requests 124 the user to conPCT/EGHBE000328
the login request, for exanple, press "1" to | ogin,
"2" to cancel. This is the segond factor
aut hentication. The user confirns 126 the |l ogin
r equeGantinfimg, thx asqgoicalls 2y ti BAS extensidromunebeRNPhelVR dystem

.The. .l VR phone | ogi stem 34' _inforns_ 128 the service
15%1‘?‘@\% ez%OmPH@ggft&it NEYRIRE F%‘&E@L&PFB@% pi thgdegin grocess
speqedunber is accepted. The service gateway 28

processes the FVR |l ogin confirmation and opens

| nt er net &blcessReturm hianigeeacesss codqdd2i tn dpgie viadke wepage and
FIG 3 illustrate her two-factor authentication .
sequence usi ng %er‘?af’ %@%ﬁ&cﬁew@ﬁ% T90m RUbet aspefatipudo the service
wi th anot her enggei4aent of the present invention.

Wi |l e one specific sequencing of nmessage exchange is

i |lustratéd, neRyayseripiitheaeassiscode prdvideddydhgiveb pagatio dsociate
not diverge fro -factor. thenticatiaon

descri bed in th{ﬂ]g%%?lﬁleétm)% %ﬁlcgr\%ﬂﬁﬁ%gogﬁ% qu %63d1286 the

be within the sseps cofle folteornmasdBL askeviRivhit®the sbivice gateway, or

accordance with the flow di agram of network 10" of
FIG 3, aQiser duigmaticallygend Jedthe renms aymbeyto the sgrvice gateway.

conpydd,ReHiAeYh ffe 1684 grozgéas S é‘%f DOVE thP go?{f@\;@t\g%@lg ééc.ond-

request for a hone page thtrou a seérvice
father amthenticatiog atasesnyby28" redirects 208 the hone page

request to.a |ogin.web p 12. The web browser 202 i
f et ches 2?1(9 th ?tslg?%f\ﬁéﬁg}i\é‘ggelﬂazeimeﬁbwé? ‘lnFPetge web login
user to use thepfeom phone 12, 14, 16 to call 214 a
particul ar_extension nunber 230 which is the IVR

hunting | {he nufisering thaeveb didin pige@aperaied acrsey cade 2g&into the
220 a first accRﬁ? code 232 fromthe |IVR phone |ogin
system 34" and ‘e *&f 216 into the | ogi n web page 212.

Alternatiy®ly, TdengLad furtBérdQu6n.t he user to enter 218 a
second or_ uni que access code 234 shown on the |ogin

web Pependingon the bogimprorssrspsifind imadintaly shave tha servige gateway
Wil vER ‘?ﬁe%efés?cf- Q{B‘r[kgg@l%é?éspg}g the I'ogin page 212 and
mthe Togin reque

confi ogi n vid the FVR phone | ogin

system 34(1) A |@lgickingyfthe aecesycodepdceived viaahdllopiipaidBatches an
user to the co%uti ng, devi ce' s Q{I‘CAC addr ess and
| ocation requestritg codraetimedibyithe\dk: | ogi n. Cont i nui ng,

the user gglls @ﬂe@kfng?fthé/ REexons irégngt&ﬁ ARG the € nla}éﬁﬁ a

systemidentifies thé room nunber o e I ncomng ca
and dependi ng agmetibesly gaperatadragcess sodpeci fi ed: (1)
in.via,t web

g P b Do S R 5les
associ ation to rbb@ refibét Si8viously received via the web page.

If the second-factor authentication process is successful, the service gateway 28"
will open up Internet access for the user’s computing device 204.

FIG. 4 is a block diagram of an access point network utilizing a wireless phone as
part of an authentication process, in accordance with yet another embodiment of the present
invention. In the previous embodiments described with reference to FIG. 2 and FIG. 3, the
telephone device for facilitating the authentication process is fixed within the location of a

room. Therefore, the IVR system knows specifically where either a call originates or

terminates and can correlate a room and user to the specific room phone. A wireless
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gateway, (2) Request for the access code provi ded by
the web page to associate the conputing device with

W b@60sssss nunber and send 226 the access code POI/S6L0¥/000328
nunber association to the service gateway, or (3)
Automatically send 228 the rpom number to the service
gateway. Depending on the |login process specified

teRBRMR mdy R wiBiekd P elthe ebolintens exordheahant for the wired room
aut hentication process by: (1) Entering 218 t

] | VR
p@?ne Emaﬁbéb@ggcfeﬁ@ 2, PAPEN GEeSURERD POGFSS ‘ggﬂ%ﬁ’ﬁ fﬁ{“ber 72
. o t
o IR HRahe 1 PRIRAFREHS, A scsalor mad
avapsia el the lagin §ysen DT by o1 ssesaionpenide 7dd Theaudieaticatign process

b h i - :
O%afé%é/fsﬂé- 82?%?5%;[?’#95%’%%{% é{ % |;3 ({%@Q}gg gwbeng)fm%yhbee used to
aftfiGRtge BRRer &EEH HRAsKE furiobfe t)/l%ﬂlb (‘70 P& AScEBeGHEE phdhe 12-16

access code returned by the | 2) Checking if the
(RiGc2 aisd EIGH8).r Eoepresuit émborimbiet chyfrestae trs o mitiatelip oy jirst

gener at ed agcess cod r (3) Checking if the room
I%W%EFIPF %‘Eé‘ﬁ?/&?_@?%ﬁf%’ﬁ@' | VR mat ches a room numnber
pr eviagHgib¥al et HMRGtVIfahd fieseneiveapa mdyfinlhde an [VR system
second-factor authentication process is successful

cc}mf%u@elrtv powidganenagtade! soiias, ©BeRONPrIUTRES HHERI0R (ighg computing
or the.user's co i ng. i A .
oo A PR RRHRR AL g B o R glst By
altbtitle@ &S%rpﬁ\mlﬁ)gﬁﬁcr?ﬂﬁ[’matﬁfn. &or auiniyde tdupldatconetplogmasgyests from
i n accordance with yet another e ' t of.t .

therseme Rompyiygfiavish shuld h%dlﬁ?aé%do‘ﬁ%%gtﬁ%ggqn%%f@gq% login

l}g i . _t imi r 1 i | + _ 2
HERGBEFEAE, Sebh St SeEndty B iogh Al B e et
sisudd Bsdisdasded] & gduser tibésmot iresweo tetphone elll. AAddginmelly, to outsource

bgﬂggzg{do;{g%ghhc%ggggni 2 tétg)rgagél ﬁg@ ﬁiﬁ%}? Igéllllg ﬁlej L%e&;}%&éf 190x paid

phiGid £hAleS AR SABIMRNBA 1S RImUnR aliesHABE pilowTdef € DO hgndle the
W rel esst el ephone may be utilized for either

billibpatidnpeymenscollectapl acenent for the wired room

FIG. 5 is a flow diagram of a two-factor authentication process including a

persistent login capability in accordance with a further embodiment of the present
invention. Since the computing device-to-room relationship is established after the two-
factor authentication process of the one or more embodiments described with respect to
FIGS. 1-4, the access code (generated by the IVR system or returned by the web login page)
or a cookie generated (generated by the web login sequence) and stored on the computing
device web browser may be used to provide a persistent login token associated with the
computing device within an allowed usage duration. This persistent login is possible
because the service gateway can use the access code or cookie to correlate the room number
and permitted usage duration.

The user can then use the access code or cookie from locations other than the
specific room, or use, for example, an NIC (network interface card) on the computing
device where the phone to billing relationship or MAC (media access control) address to
billing relationship etc cannot be established. Note if the cookie stored on the computing

device is used as the only login credential for subsequent authentication, the end user does
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phone. Specifically, during, for exanple, a room
regi stration process, the user's nunber 72 of wreless

WEbwne38883 | s associated to a specific one of rPONEG2004/000328

18- 22 and is recorded or made available to the |login
system 34'" by an associ ation 13er vice 74. The
aut hentication process of eit her FIG 2 (outbound IVR
sytsicedrio remebé ang oftien higineledvBaywhigiY tHERYcdE cotidduded for
ayt henticate the user except the user's nobile phone

SEREH DHGREOR.GBRTISRE tﬁf@t 1estriptpd terjust usingthg sgpeongyuting device.
The p I
1S BCEREmiRIRpALAERl SRS 0 IAIRL B AR vt
a;gh@ﬁwti&ah@e@uwnahmwﬂo@ﬂmmﬂw Bfsystha apd asmbtbalsm/@mkiepim

B B TR A S R AT v
§§§&n§éﬁmgﬁ1‘eﬂ ds SeNitbGund AR §y'st‘éﬂﬂhla¥cor<§a{?159m an emboglment of the

transaction tracki ng, each Ogl n request m
Rraseat éﬂlvyntam é@ﬂatpe@emtcendmdmmt Itbglogmcsoqrﬁencermqucms seBard-factor

|cate web e romthe sane
IR0 g o MO e B« BB RIC 3 R D owo-
faetog mithertiiRidna@h iencOBdihg ﬁl’ﬁb&t@&uﬂqw\/}ﬂlon@ldgiﬂ s"}i%ieﬁl 34"" there may
out st andi ng web | ogin requests that "have "ti nmed-
RgipanHPwuEtieRsp dris example thatdenotdiesgefsam éhesmmfa@thre

I I
a8t s A LRl Y LRSRUARAEG B L e s
megit®her ed 190k paid phone servi ce. An est abl i shed

t el mruni.cati qQ vi ce provider coul d then handl e
t ﬁeec 0 3cPQfdang aﬂmﬁﬁéﬂw diagrang of FiGh 5, apser starts 300, pelpfpowser 102

Rk devitdod. ateQhetPBtbRER 08 géddg R0&%4 9&@@& for a home page
|ncIu ing-a persistent 1ogin capabil ity |n accordance
thiaquigh a sényice igatewey B8t Therserade galtquyr%é extlirectn 3081 thedwme page

BfiBoie el A e ai o i eSonar 102 e P drecogkic
Iﬁf)cdsﬁiﬁépﬁlb% B I Bie QBRI ARV 29€STH &%ﬁe‘ﬁr&é@ss‘h?%s@ge 832 queries

to FI the access code (generated by t

Bpshewrb broew;m}oﬂefar dgoakife Iﬁze@valagmkmgsys then processiogeeturns to

TN T p—

fiage phaeks theseaiflibs Bighitie BiicckRil And RiEHs IBEHLoAL sdceé@strlfage The

t he conputi ng device within an allowed usage duration.
logingage$ &) reaussis theygientol entes 344 pppan pamberslesighating @rspecific one of
HehERY205722 Pﬁi tlEeTﬁec&s%Ig r%t&g%% ngo%)gl!frhﬁer i th%%g L2 ee.% 12

the room nu ermt usage dura

wlainh as*.sem'atasﬁae Irdsmn anmbasto dedseds ca:mmng déviesn 04qe@hdsfmﬁ§the

her
a%gesg Tfl Iaogln system of service gateway 28" maps the user to the computing device’s

MAC address and location requesting the first factor login. The web login page 312
redirects 316 the web browser 102 to a call processing page which provides an optional
access code and informs the user to wait for a phone call. The web login page 312 also
sends 318 the room number for calling to the IVR phone login system 34"". The IVR
phone login system 34"" is triggered and calls 320 the room number provided by the user in
the login web page 312. The user answers 322 the phone call and the IVR phone login
system 34"" requests 324 the user to confirm 326 the login request (e.g., press “1” to login,
“2” to cancel). This is the second factor authentication. The user confirms 326 the login

request, for example, by pressing, for example, “1”. The IVR phone login system 34""
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specific room or use, for exanple, an NI C (network
interface card) on the conputing device where the
WEhoee3dses bi | 1ing relationship or MAC (nedi a apCESG2004/000328
control) address to billing relationship etc cannot be
established. Note if the cookijg stored on the
conputing device is used as the only login credenti al
1f1ﬂihél§ 8bs &@lbei:%ceagatdmmi% dtei logln rdscjmstefmdhel 8Er’s dmm number is
need to_renmenber any 0t her dent i MWhile i f
acheptet c“él&fsseé\e%feg%@%?é}j PF%FSS:? éﬁ’ggﬂ@né PR %‘%‘19

I‘i‘l&?ﬂé’&@d'esétg)tﬁgﬁseg §8bf Pﬁﬁr?gddetvﬁellgﬁt using the sane
ting device inuing wiwth respect to FIG 5,
FI G EIG.I6lillatratets esﬂoav alagmnmfagwaffamr authenticatign pesicess with an

at b
oA B OE B ater R BBl S e Bt RS o
SabRdh&BRih Pt ahSiBeSSRAIRhernt DY Batpré8nt ifvdatio In the logln process of
I'lTustrates”an | VR sy sten1conf|gured as an_out bou

FIVR2gisigem dufboand bY R aysenyihe ctdr0 é\f%@dhh’é)ﬂtn saﬁtemrﬂa,f the IVR phone
resent ventlo f,he
Bafe oo b R0l AGe BUPRSHL REBRGIeTRT L, 163y b suscepibl
10IDSEI(IBehidl BE SEavig) @lrad dorgedyl of thU\ﬁfsefaEﬂoﬁdeﬁtlﬁdatlols (ermfresm
one possi bl e twofactor authentication sequ usin
rimbsi). b Bhin Bob R prbandleddry; userd auddletoption toe Hvéesn%?f %@mple
&E %rsép%@etl\yeggﬁ uh ik dslo fﬁa&'ﬁhﬁne&%ﬁtph% @0 qll'lé’l_%gﬂlesystem of
he two-factor aut |cat|on escri bed ereln
BRIl phtbr&: loginsiystemed’, the user wntdlanyn}t: hegis cgpest afid thedogin system can

pre ” nven ccordance with.th d

o VAT ABss S35 Rl b L Y Afeoona
faQ{HP Hﬁﬂh&?lﬂﬁ?fﬁ C@alidid-or $ABHyWBBCKRISRYEE bisd B p&rfdigied 88 %eaﬁrst-factor
request hone page through a service ateme
Ahbersientivrcatripatecogyif 28 Ucoessioin spLeragdirehidl (% g-‘enot reacha

e st to a cooki

b rosG rBee el B TRE M Em%g%lﬁ%éféghléfkﬁa‘%idws gy pxiend
@R phfiGuIsLFObhE ehedAitiBVRtheAB CatiohaGribRO kiteref b9 aesai cﬁgnot be valid,
page 332 queries 330 the web browser 102 for a r
or if agoara Inkioberis Rireadasrlaadylediio by catled the samagemeasthquldis rejected.
t he
car 1 SPuBd f FRS, Ehég Bq s bR 1 3B RS upder DoS,

E&eﬁﬁ@n hdndlihg cdrOigy Iﬁowﬂe@ Mﬁﬁﬁﬁall experde toethe eass 0BR@irm The login
Logi n Success Page. e 312

eold dert T30S SHP o g e s PR Do EeOmPne
g%c&f(er o&%re%l_ﬁMﬁ?@ a&’cfrﬁ%gﬁ )l Ge still actmgr éb'ﬁﬁéct&f%@ﬁénework In

om nu Int ogl n page 31
asdaohditiess, theoptionahancest emdet3c52t1hequus@r Adfter ﬁwpmtlah‘geb login request

N TN S T

gy%\férﬁ hs s%ﬁd-@&%r?ﬁﬁotférlﬁll 1198206 Qthé Bk soim Wl fefjgest B54for the
ctor login. The web | ogin page 312

access code 352 if login is requested. That access code is then sent 356 and used to identify

the correct computing device out of the multiple others requesting login using the same
first-factor attribute. Note, in such situations, the login web page 112 that triggered the
phone call to the user need not be from the actual user’s computing device, e.g. it can be
from a computing device launching the DoS.

If end user Do is a major concern, the process of FIG. 3 of the sample login
process using inbound IVR systems may provide improved performance. In that process,

the user, instead of the login system, initiates the phone call, however, there may be a minor
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redirects 316 the web browser 102 to a call processing
page whi ch provides an optional access code and

W0 nfoensssss he user to wait for a phone call. TheCTe62004/000328

| ogi n page 312 al so sends 3 18 the room nunber for
calling to the IVR phone |oginjgystem 34"". The | VR
phone | ogin system 34"" is triggered and calls 320 the
rcomprornish betweemthecad ubyr’stdase afase versustthepdtagiahendisega e S

3 12. .The er answers 322 the phone, cal] . and | VR . .
SHbiEtrds; DS fon g faytha: Prapane fempgu DT system iseltis
GREEEDIiBTE 82008 Neg | afGhdavaBabIe Blint. 1fhes aR o8& Hied] PréwRnting such DoS is

login, "2" to cancel). This is the second factor
aeletineaty pdugviable asThe user confirms 326 the |ogin

request, f exapple. b ressing,. f exanpl 1T,

The I VR phole | oficRriye el eante irigeitlo S8 Sssilicalipgsse o
gateway 28" the t@@pdtisbedtie hffitar tolrBgritt IS seBvibd@pecific
nunber is accepted. The service gateway 28" processes

the I VR | ogi n cofPPP#iidsHicatid opens | nternet access

to the userss co i [ 4 ey '

a flow di aé%)zm o?@g&{ %{%gg#%?%fﬁeﬂéte%gﬁ% r%é %?%@gglge?

wi th an out boundidewffigly ahdm for nul ti-user and/ or

deni al of sgrvic S), condi t.ions, in_accordance wth

yet anot hef nbo&‘}(lrglﬁ? plygnes.yehigh SRR RlGROmS A Fequired to

the | ogin procesgugh ik Bos? 1 8bMiarRBn, 3k ERMAFink YV ices launchi
system the act 120 wheré)the Io%?% Syst em of %heIF§Rmmc nea
phone | ogi n syst BeS3dight not tveattebng 20 the facilityeneonsdssing the rooms.

th .ph . 14, 16.. b tible t S

(Doni 25O i s otioncaOR Erog s B ey ofatqPia rgpm mumber
eferddith &K@@épmg{rﬁp@ withQREnAsMRR phonel HllextSiof AMBE to verify the
handl ed by useri raud detection techni ques. For

doaineps wsedwmder o ovmilti-wsse eandisipna,ihedegisl wehi nagd maygrovide an
| LRt ' f 1
SRUCL AR RIS B i bR | 90D TYAY Rk e promo e

usgrfesthe el gapeadcogi dods ifhelvpiassteml dtkisinitltiple MegiMAGuests from
3;1 ress of the _ user's conputing device 104 that
Hicgent cemprtiae deaess avithdhe pame FORBAUMbSE | on. Val i dity or

sani ty Gheri o iR BTV R e g&gﬁaﬁlﬁyfe DoS Better than

first-factor authentication attr
autbessd POR systony et bigh leadeandifiofs-therevkysedotse. Wihenrthee s a high

BB Sfep i G PG ChroBe RBOESA!SHEPoRE Do 0 the TVR system i
RRfle tekbRéne’ 18R breldeBupiel, bh Blibaid /K LsR R @kl thBW¥hRtanding
entered by a user cannot be valid, or if a room nunber

phong gadla thyths ebrys whild an inboend BV R exstem Wil gantieg degppimgtphone calls

%oulsoelrbe rejected. Returning to FIG 6, when a user
W Shes Yo | ogin to the system whil e under DoS,

excepiSiailaita it dbdge Siamtibg, WittothE @epuldity df fhe Wifddss medium or
expense to the ease of |ogin. The login system could

aeivesk capputing theps it siptionsiwher accesginresaigied sesourcepimon a
Pérﬁ};o‘?ﬁr?%tasig gfgpa%tdn?@gulated user’s computing device, and when accessing such
resources, due to confidentially or security reason etc, access to other independent resources
normally available to the user must be denied. For example, when the resource to be access
is a secured resource where security is a concern, besides preventing the user from
accessing other unsecured resources (e.g. Internet) concurrently, there is a need to prevent

third parties from using the user’s computing device to a relay attack on the secure resource

or compromise the resource confidentially. Alternatively, there could be multiple groups of



10

15

20

25

30

devices (e.g. different MAC addresses) that are stil
actively connected to the network, hi such conditions,

W b@oopissdnal access code 352 is required. AftBCT/SG204/000328
initial web login request 106-1 16 (the first-factor)
wherein an access code is addjtionally fetched 110
the I VR system (the second- factor) phone call 122- 126

usdr§) shdhethias evhile onerpmiubneedsu astesSbgarficrlart ragrieled epsurcg dather

352 if login is requeﬁt d. That a% ess ¢ de i s.then
BrCpR  5Y AHANCSH EUAFCES (hGBHEY Ty e | R P Degaifp 9 g vent
ENAEP Qb T L OIS 18U Qo0 e
credemtiabst | ons, the Iogln web page 112 that triggered the
52 g :f ecgé;éaagljﬁg Svps ac% eémc% Oél Wlﬁl’{ t?lg gﬁélﬁgﬂaﬁ Ee Fﬂall‘g%)ro%}des a multi-

fack QR htgatiiRVire€esh @Hah’ﬂ ghp1RS tHe fg@ﬁﬁloglrf soRtdn Y& Edccéd Sointirol to
a maj or concern, the process of FIG of the sanple

restrixgé eeﬁme‘s sInmsmlﬂgfa¢tﬂb@wh@tlpwnsymhéﬁ§wé§ﬂtq5ra@meafécatlon the
erf or.rance.
R BT o £ BT rulheb i o QEERBRT HREiel (g password,

acdtay\Ede) coﬁlﬂ&foﬁl baprobRled birone bf:KhH]DW@ factes, hﬁh@@hﬁhﬁ ienot required.
end user's ease of use versus the potentJaI nd ug r}i .
DoS Asidi Hienal spqurity faciqsnmps be Incemsrairhigeludingy ¢4 Hpviding the login

cre:agﬁ)t&?%@tehetgg ah?&?ﬁ%ﬁ on g:g g%l%g&%id i€ 't}fe User e SRRRELRL 0 the

hunting lines are
resodcteuies durcer EuetntogimcradembialDoiyviety idedtifes vhel yseraidli caw ahllyebe used

to @)Fggbé 1)Pe ( ﬁg%n%gg llﬁ}?gehzﬁ%%?sflgle l]f!g%? {1&%5&1&?%{( f Ce%lrs” etaB authorized
ust%r? Sl ldélntiﬂﬁleaﬁﬁéﬂl 6f réc@lv%glﬁé fdgtn &redaahl; (g AdRMh&RRIly logging

Actual source of can be eaS|Iy traced and
out the usesaif thedemputing deviandis¢@neat fiomghe n@mﬂe@cewme,da‘um or the

L T

thdRagttllofat c@&&ﬁab,lﬁloei&d 1Step €a)feren ifltﬁeypeﬂﬁﬁ&ﬂm%g&l thge idienot
roons. Addition if the authentication tprocess of

expird. Stepnéareny (h)wb@m Yhen %ﬁblﬁ@ﬂmevenéﬁlt adeagt minipie thep
opgoﬁ%ur}yp@g %Q/e\é\érultﬂpci/r}ﬁﬁ gkc{}gg ?%d?lgn tllace é%oecgecdeﬁ{]al to another

unfthbrizedbeder gwmgiotriu@é”tsmﬂuhﬂhé @@thmzmdkgrcp@ge may provi de
an access code for the user to e into the |

VR
systidth 7nne blagk dg,%e@remf inFtwark g 1:%9459 rgstiet gesess tpgf leasta
po %"ﬁ? ROY BLRGEERR S OMGcESrditie Wi GleDarR iR @MbHEIREE 51 the
mul't1ple login requests F

-

rom
present inventlon In one particular application, for example, a campus may allow students

to access examination questions online (a restricted resource) 360 and allow therm to
complete the questions using a wireless electronic device. For faimess, all the users are not
allowed to access the network 10" before the examination begins, and access to the
questions (and ability to provide further answers) are cut off once the examination time
period expires. Concurrently, students from different faculties or even members of the
public may also be allowed to access the same campus wireless network non-restricted
resources 362.

By way of example, first-factor authentication can be an authentication rmechanism
(e.g. web-based userid and password login) used to login to the network. This first-factor

login credential identifies:
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di fferent conputing devices with the sanme room nunber.

It should be noted that while inbound I VR systens can
wha0vdiozssBHS Better than outbound | VR systens, BECT/RGI04/000328

| oad conditions, the reverse is true. Wen there is a

hi gh nunber of concurrent |ogins, with the same number

of telephone lines to the IVR'system if all the

t el ephongl) i neSharcempotinpdedee;an out bound | VR system

can queue_the outstandln%% phone calls to the users

whi | e an Phbouhbe et 1dsutts # the peeridispioviigditdppi ng

phone cal fr

e S0P o R M I ek SR AN g provas
or neédtewrr dmmqnpmﬂ:yrﬂg;e uselmelr(er anyi ghersisenidentidyiag whglute) is require d

access to. restricted r urc on a orary, basi s
it e A g a6 Scrop e e AR o ATE GRS (R gRy Sther
logif GRS A¢En %fé‘él&tfai? RH# BRpuirdd &nd Mra ﬁ 8B iddRMAt imklcWrr@it authentication
decurity reason e access to ot | ndependent

mechguiamed semorintll’ ys vevaingdhdsl that Qihqrhleenas euho g0t hred access to the

For en the resource S is
re e frsalrohs 00 FRe AP E oddfip afd b Secsindls AEGSA%:
NG ARSre L8 D62 NGf thB @isétS@éntity BMnAGALHAE ithedusei I8 ¢quired to access
unsecured resources (e.g. Internet) concurrently

the restristadgespurreadfQ 8t hakiimps the Hear angydrerderigd IIIP%W%@FWQ and can omly
1nft1laﬁ HS &lotd-SUP Hlt,ljtl{égtlgﬁlo'n%goéeg a relay attack on the

ecur e resource or conpro Yhe resource
c onflndenduriehnt skamAnbgsmedamise, the infriiletoe omlld bb thersaddnidpthetor

oups of yser such that whil.e ope, group needs,. t ,
uopibadion “des < BFEF 19 L eARHAOR UG B EalopE il diriyethe unicque
IO%%&I@HM@A ér@%@(pfotrcéaeﬁ eLsRinkOeThAL §in Eﬁ&&ﬂffaﬁ%ouﬂ‘ﬁﬁlﬁmally

be a need to prevent (potentially deliberate) user
prb*ddma nbiyué puestimevpesswaond. dihisflist efipasgwondp caxiodrandpenly g@gigrated by

TRl LS8 Ay BB SAALLET e sy
2@BUTRERIER i@y 9¢af thenprbfoaRRhd @rill RepREhaidRalidikpéebks based

solution for access control to restricted resources.
on the additionat fastosx: aut henti cation - unli ke two-factor

aut aﬂchk%%%n%g lﬁSC?SttElg lougs ecre.dglﬁla#s' };r{) 1dec( fo 19%18 (? aJ:c%Ss the restricted

roo r verirtication cr

exa®irthtio §e&VIBhS] ,Sid gle8$dh-610 &ﬂﬁtlmlﬂodldﬂﬁtlﬂtemwﬁrt@medﬁm&k login
one of the two factors,. although this is not (%wred

sy i surly hat th§ éwamey ifentitopal #ﬁ?f b%%nqmwrtb%?maa ion server. Each
exaflfied Qhﬂ‘ & cghgl?fl}:‘g' and Sﬁﬁﬁlt L8 I &F ﬁgﬁ% l%l'e ﬁlﬁg g?ﬂrﬁ? switch

autnorlze ecific
idereities. rE:rﬂannmssdumng the examirranon periagd suhule te. ustiamh ghimgicoess to

credentlal ni ifies the user. and can. onl
(g gosa Restefl QN BERIOTiohSY SIEnAoaesh KR P G TR et find
ankREisNorlalIB® d%ﬁqﬂﬁ’cﬁtﬂ)nﬁ RAH &téthal RHIRQF b&®@en authorized users. After

the examination period, the students can gain normal access to the Internet or other

unrestricted network resources 362. Another applicable use of such multi-factor
authentication process could be in computerized contests.

Continuing the present examination example, Location B 372 could be the
examination hall with the coverage area extending to Location A 370 and Location C 374.
A service gateway 28' implements the login system and access controls to both the Intern et
(unrestricted resources 362 and the restricted resources 360 (e.g. examination server). Tthe

service gateway 28’ provides the only connection to the restricted resources 360, i.e. all
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users wll login immedi ately on receiving the |ogin
credential; (c) Automatically | ogging out the user i f
W0 b@eossspat i ng devi ce di sconnects fromthe netMOF/KG2004/000328
access nediumor the permtted usage tinme period has
expi red; and (d) Not allomﬁqg6jhe user to |l ogin again
using the sane login credential provided in Step (a)
traffiead ahd fibhahPesiicict @ckousaGeimns passthrovigh chepierdek: gateway 28'. In
Steps (a) and (b) above when conbi ned event or at
a nogpdusHgerieerazie. THSSE puke@tiony A fBd qq?@?cgleﬁ sSres e s foismet
wHifR (S RANGLEHSH BRAPORG oL S HRGMrclAdERAL. 1O anot her
Unaut hor i zed user group or users within the authorized
gr ouyithofglGhe Toregoing tésopticati agmtains ofang spesifiesy these are not to be
configured to restri access to at |east .a portion of .
copfued Fiming dhe SOR F1dhe P mU R TRl TigrelK 2y Broviditiz Gerain

exélﬁélttaﬂeé'm&ﬂﬁﬂéﬂtﬂ%&il&fly,toﬂﬁer RISSRIhehts B tHeliBfentibn@ Be devised
pa

I"cul ar application, for exanple, a canpus may
wha¢H donat deprehirem the spotes scopeefi thapiesent danestions nEbegisppaef the

. (a.restricted.resource). 360, and.allow th :
iSRRG T Sl oS0 4 bt M S A A 5 gl
eqhiRhlent8 Sathefthhn b@e lf@t@%éin@ﬂésc_!iﬁitio_ﬁll lAgheditions adetetivas, ahe
network 10'" before the exam nation begins, and access
madifigatiensodks insensiopasdlisisisel ihprain wiely fallgvithip thegpeaning and scope
S f §?Q%nation time period
°f§%6¥§%§%“%%ﬁ%ﬁﬁ%%%?ﬁ?ﬁg@gﬁﬁﬁﬁ?g rom di fferent
faculties or even nenbers of the public may al so be
al l owed to access the sane canpus wrel ess network
non-restricted resources 362. By way of exanple,
first-factor authentication can be an authentication
mechani sm (e. g. web-based userid and password | ogin)
used to login to the network. This first-factor |ogin
credential identifies: (1) The conputing device; (2)
The user identity if the userid is provided; and (3)
The user to conputing device association if the userid
is provided. Note in concept, only the userid (or any
ot her user identifying attribute) is required if it is
not provided for in trie second-factor authentication.
The password (or any other login verification
credential) is not required and may be ignored. The
current authentication nechani smof network 10" ' is
retained so that other users - who do not need access
to the restricted resources 360 - can continue to
| ogin and gain access to the Internet or unrestricted
resources 362. If the user identity is known and the
user is required to access
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the restricted resources 360 at that tinme, the user
may be denied Internet access and can only initiate
W b@eosssend- f act or aut henti cati on process. | n PEESG2004/000328
current exam nation exanple, the invigilator could be
the second-factor authenticatyon "device". Prior to
the exam nation, the invigilator could distribute the
uni que login credentials dlewiei$ for each exam nee.
These login credentials would mininmally provide a
uni que one-tinme password. This list of passwords can
Wﬁﬁigé‘iﬁﬂﬁ’e@ﬁf generated b y the service gateway and
their valid time w ndow can be configured in the
service gateway 28 . The service gateway 28 can then

bon the adunetton g phenGRiRY Bt DAt AEBEiERg
red RSy SERARIWRk SofBv Y cHEH of & dofuling aevies & BstSvotlhsoftware service

restricted exam nation questions. Single sign-on
sol wniageevieeEdavaye i ntegrated to the network | ogin

. System such that the exam nee LtV W S

AT e LBkt b B e e
t herphoeid mdrbewdmehiRingddvise bethy wittde kb cobehge ardeof the gervice
I.e. they cannot swtch identities. Furthernore,
dur ig3§¥ae exami nation period, while the user can gain

idéérgﬁﬁgg t}{e%s&fh%so(lhﬁgectﬁ \jvﬁ)lpé 1RAFAE Q\ﬁ@ﬂb fn %oO@r%%@n)%njéa of 1€ ¥ervice

access t nternet to them answers,
or glatemwary @ommiguely agsigned taviht hoexpputnpdkevipar t i es or

bet ween authori zed users. After the.,exam nation .
COPERF8. g S AL SHRTION FSPIYER DK e o pfare servilce
| Nt e A8 theQonfPullSs ddM IRk G4yask GBI NN BB AL RBII&EEn of a

Anot her applicable use of such nulti-factor
aut heperiddaformatiqurrocsvsl feon it BéR iphonolegin ysiemad
cont.est s. ntinui ng the present. exan natjon exanpl e,
cof SRR B ot iPan s RS BRI T Wi Th t he
WEQMBE ARCaR! ReoRMhRMEbieh farch 088 Wiap abeedd By eetobPutihg @Vice to
C 374. A service gateway 28 inplenents the [ogin
systservicen df hecayiceaisWED! s to both the | nternet
(unrestricted resources 362) and the restricted

resources 360 (e.g. exam nation server). The service
gat epvay 2Bhe maéthvd ofdaitdhE vihiekedinaheinetoloklosoftvaare bigent is a web

restricted resources 360, i.e. alltraffic to and from
brpweerapd theinstveak pefbwaie s vise 6 $ETVShRss t hrough t he
service gateway 28 . In a normal usage scenario, end

users in Location A and C could be accessing the
| nt eh.net T hethod ef daiim?, [fottztd cmBisomrentering saoomssimbeeinto the

restricted resources.. t hough t he foregqoi . .
nehERrsp b e R ARt tvahg PeEes pGucpREEdp e popmpgne dovice.
be construed as limting the scope of the present

i nvention, but merely as providing certain ) )
4. The method of claim 3, wherein initiating a call comprises said IVR phone

login system initiating a call to a user phone in1 response to the room number entered i the

network software service.

5. The method of claim 3, wherein the user phone confirms a login reque st

during the call with the IVR phone login system.
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exenpl ary enbodi nents. Simlarly, other enbodi nents of
the invention nmay be devi sed which do not depart from
W b@oopsssd t or scope of the present invention.PdeG2004/000328
scope of the invention is, therefore, indicated and
limted only by the appendeqlﬁlains and their |ega
equi val ents, rather than by the foregoing description.
Al | @ddi tTlensethokdBdlaiond wherdn oaetelatingtomapsses ohd AR phone login
i nvention, ?é disclo%ed here%ﬁ%ngﬁich fall within the,
SYRHERFORY ALRRIIE £o5R NEDErTEcaLy s IEHO 8 SEy/icE pdth 2
phRhEAGHber B EBihifRte Hhe tbByARIVR eheldBtlsystim to te user phone.
net hod for authenticating a user in a network,
conprising: requesting froma network software client

of conmput i evi,ce et work software,service on a.

ser v oo ouecaiod P o e ik, R Riadnd Biof s§petiatima
lo®Htien @oRPHsed AiviMmPAN fIveh h@flbdt aS¥§i &Mol the ESBP@THLIdv e,

th. e user phone and the conputing device being within

a coverage area of the service gateway; identifying
the gISEer ”ﬂ?e%ﬁ&h?zi ?ﬂcléﬁlnt ﬂ v@leke?ﬁ: ﬁl{el Sl Q)'f&va&@ gelrvice comprises a
coverage area o e service gateway as uniquely
phaas hgnbst desighdtidg clanVR pighe depin SB:temonpl eti ng t he
collection of a first information received by the
network software service fromthe conputing device
befayje a - @i.ald coll ' :
second | iy anRe b b o B, R S sn RSy B uee
pheys tngtmting dhrercallao thed ViRhghohe tegin syst @mn me¢drding dm thetpfhene number.
second i nformation; and when the first and second
i nformati on match, allowi ng access by the conputing
devige t OTIREhMhEEST Qhind 9 SvRA%Y iHe Cindtkiapaleall Furttdd @omprises the
nmet hod of claim1l1, wherein the network software cliéent
IViRsphongdigihsysiesesending anleceseeadstk thofsopphenservice is a
web server. 3. The nethod of claim?2, further
conprising entering a roomnunber into the network
sof tMar e Beyméthed dLclhidely, whereihd aeghutiop device ufteds the access
assigned to the conputing device. 4. The nethod of
code Htorihg netirsk spfvaraservisei ng a cal | conprises said | VR
phone |l ogin systeminitiating a call to a user phone
in response to the room nunber entered in the network
sof ta\@ar e Bermethed of claim 8, wherein the identifying a location comprises the

IVR phone login system correlating a callerID from the call originating from the user

phone.

13. The method of claim 11, wherein correlating comprises the service gateway™
comparing the access code received at the network software service with the access code

originating at the IVR phone login system.

14. The method of claim 1, wherein the user phone is wired within the location

within the coverage area.

15. The method of claim 1, further comporising associating a wireless phone

number with the location and wherein the user phorae is a wireless phone.
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5. The nethod of claim 3, wherein the user phone
confirnms a login reque st during the call with the IVR
W@ bwne34seyi N system 6. The net hod of cl aim4, MES&2004/000328

correlating conprises the I VR phone |ogin system
conparing the room nunber reggived fromthe network
software service with a phoné nunber used to initiate
t he 16al | The rhétRod MRI4iON evherrili thesymmhmning @etite ivseireless
phone. 7. The _nethod of claim1, wherein the
copputing dgpigegopignrgd iy Wil el 1R the sevics galeraR
conprises divulging a roomnunber assigned to the
computing device. 8. The nethod of claim1, wherein
t he 1fet worte ethodwaff @aisel, Virter comprismgpraviping deg imunmtxdentials to
designating the I VR phone | ogin system 9. The nethod
th%FseE?Oaa}cﬁ?Sg?eﬁﬁfz?dle'?eﬁw&%éeﬁomcﬁgati ng a call conprises
the user phone initiating the call to the |IVR phone
| ogin system according to the phone nunber. 10. The
met H8d ofAmwr huthenti@atianrsysteinncarhprisangt i at i ng a cal |
further conprises the |V one l.ogin St sendi.n
e ¢ e D R IR S orf BT RO Ahetmork
cl aighfrwie sédeg N the conputing device enters the
access code into the network software service. 12, The

a gy sonfigerdioniost thapeerinsafiere gerviqes pnd girther eerndiguend to
coO . i .
cal TEREF ik BedolfSHARP APl THE SR AL, Bl frvices from
phonke setdce dhewayet hod of claim 11, wherein correlating
conprises the service gateway conparing the access
A ysgHRhoPEcei ved at the network software service with the
€ et QAR supbrt LVEIPRRR thel (REE Shonk HHRHY
anil4. T él %ﬁh%eof C lgiﬁl% 1,S ereln the user phone is el
Wi r gudtom 4ridl the tdreputingaleivion isdbeabddn withen T oweraggerexadhe service

15. T thod of claim1, furth i Sj
2 s el Ay U auely ared i B comBBae 9618 e ocat i on
th@5vivE 8418 Ay Afiiahé FER mﬁﬁ&fé‘l@gih%ys?eﬂi fuethesSonFldana td Gorrd A€ a first

met hod of claim 1, wherein the conputing device is a .

wi r éhfosmatéaprmpedi vedgn devicbrork saftvgis seviees Nipmdheepsmpguting device
couple t o the.servic 1 T,

cl ar g sepp e RS R TR T BT s and when the
Cr ediEitandlsécond irifbEnatda imdich, Al dcesdsibyahe ompitiMprdevice to

resources. 18. An authentication system conprising:
services of the service gateway.

19. The authentication system of claima 18, wherein the network software client

is a browser and the network software services is & web network software service.

20. The authentication system of claima 19, further comprising an access point

coupled to the service gateway, the access point configured to generate the coverage area.

21. The authentication system of claima 20, wherein the access point is further
configured as a wireless access point and the computing device is further configured as a

wireless computing device.
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a conmputing device including a network software client

configured to request a network software services; a
w@aaemssgsonfi gured to host the network softwaP@&r/SG2004/000328

services and further configured to redirect the

network software client to ggguest t he network

software services fromthe service gateway; a user

phore, anTh\RtliRaaagioh Qghtdin 9 Sl ¢,0iHdrét ERITVR phofPRiEin system
_call with the user phone when the_ user phone and the
is EgHhst eaniiguesd e HBtigte a pybigtadiseriphone i IspassRicathe rapaugiber

en‘é%ﬁ%ﬁlﬁﬁyivgﬁn&%w% %g%@éje' y assigned to the

uting devic service gateway and the FVR
phone | ogin system further configured to correlate a
first infgQrmation received i.n fhe netwark software .
servilces HioeREcatighsyisR gt € Viiederm thex s ghone s further
InREQCIR dRirth GA64N Bubst AMihd e MRWARGREVTO PhBnS YopkiE§stem.
Cang when t he fi%%t aud sec&%defnfornation g%tgh¥ﬁ§ stem
al l owi ng access by the conputing device to services of

t he servi.ce te . 19. The authent.i cati,on st em pf.

cl'a To. W ERIO TR YR £ SBHE ardbecii i [V R ghghe Bein system
is BirfheB EdnfR0fdtd Boripirviick oS MitBELre&8Ted B8 the n¥W®RIk software

network software service. 20. The authentication

sesyjent With @ pPherlegiumbenusefl tg inffiate o st by thed VRplhaanedsginsystam to the
usEP 0Ingd to the service gateway, the access point

C I'gured to generate the coverage area. 2 1. The

aut henti cati on system of claim 20, wherein the access

point is further configured_ as, a wreless access pojnt

and ¥ne chifvthentcalionsidem of ¢lgin hdrwhearin thet veh nglavosk software

. . . Vi co. 2 . .
R ety BRI,
is further configured to initiate a call to a user
phong i n respanse to the room nupgper, entered in the
eb et woTIE LA on SEah SECeB8 2o, b it Blpegh frther
coﬁﬁéﬁ@m&frﬁt&ke&hgbﬁlzto tHOBITE bﬁbﬂeh@giﬂ St B&U&?din% th i ﬁlﬁ)‘he
configured to confirma login request during the call
nupilieh t he | VR phone | ogin system 24. The

aut henti cati on system of claim 23, wherein the IVR
phone | ogin systemis further configured to conpare

t he 2700M ThHEHenti@f®h ¥Psterh bOETaInD €9, REHerEHh ﬂqeﬁWR\gﬂb@e loFin system
service with a phone nunber used to initiate the cal

is jhyrthep eonfigreegd tie prnd|ag g eess Gastedorthegrserrghone.

28. The authentication system of claim 27, wherein the computing device is

further configured to enter the access code into the network software service.

29. The authentication system of claim 26, wherein the TVR phone login system
is further configured to correlate a callerID from the call when originating from the user

phone.

30. The authentication system of claim 19, wherein the user phone is configured

as a wired phone within the location within the coverage area.
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user phone. 25. The authentication systemof claim19,

wherein the web network software service conprises a
w@bwne3sssber designating the | VR phone | ogi n ByES&@mM04/000328

26. The authentication systemof claim25, wherein the

user phone is further configured to initiate the call

to the | VR phone | ogin systefmaccording to the phone

numgr .  2ihe alil@nAeHde @?sitéiﬁb'f 618ins VS tviier&h thehsiefpAédhe is configured

wherein the | VR phone login systemis further
as@otifdlefaPen® o send an access code to the user phone.

28. The authentication systemof claim27, wherein the

computing device is further configured to enter the

acce®s coAeompiter-fteadableinatink Iswidgwaimpuieendditabld tstriibions

aut henticatjon system of cl ai %26, wher ei n Ltie, | VR .
thﬁﬁ@fh T BRGrRLcaag ahser & & RETTVATE ¢ SAFPYIGFE¥EHEOLH IS EPCHs for

I mthe call when originating fromthe

pegfsc@?ingﬁ%én%g%. The aut hentication system of claim 19,
regiiestind flomheaetizak spftome clisntebd atomgputeg; desica awetwdr e service

within the location within the coverage area.31. The

aut R TEALS SV st em of claim 19, wherein the user

inRRAGAEa A1 KANEHNLEpIRBe Andvhrk PV IR PRor! 658 systedn ift response to the user
conput er - r eadabl e medi um havi ng conput er - execut abl e

i nstphooe ashibe corepaing device heing snthincaedverpge aigs eof theysegvice
netvvogek t he conputer-executabl e instructions for
perf‘%1 Pﬁaﬁg the acts of: requesting froma network

ideRifyina e (ki £BdciAéd Witk @ Mavdtibrigithia\the e varage bl & the service
software service on_a service gateway; initiating a

cal |gafstaxes Higuely apsigned e thecamBRinaARVifone 1 ogin®
cogtéﬁétﬁlg @chl%étP&t & & ﬁﬁﬁnmrrewi%a%ﬁﬂgﬂ&agrﬁ Qb RYAeNBrvice
Vi € efng Wthin a coverage area of the service
gat efray the cdemutihy devicd Yefore agmcheaodciyainéthting tHie eollection of a
| ocation W, thin the.coverage eg of the service
gat eRe’Pdd %ﬁ%@ﬁgﬁl%&;ﬁ%g@@e Be FHAIRY devi ce;
co‘ﬁ%mﬁhgEe}igqgrsttiﬁﬁ)nﬁgtlidn%ﬁ'tﬁ’ense%ndainfdﬁﬁﬁodg Rh@r mation

recel y the network software service fromthe_
wharntpe firsh gndiseomtinfematien metchcilowvig askgssibyithd @ompytingwevice to

col | ect.i on %11‘ a .
services of the service gateway.

33. The computer-readable medium of claim 32, wherein the network software
client is configured as a web browser and the network software service is configured as a

web server.

34. The computer-readable medium of claim 33, further comprising
computer-executable instructions for entering a room number into the network software

service to identify the location uniquely assigned to the computing device.

35. The computer-readable medium of claim 34, comprising
computer-executable instructions wherein initiating a call comprises the IVR phone login
system initiating a call to a user phone in response to the room number entered in the

network software service.
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second information received fromthe FVR phone | ogin

system correlating the first information and the
w@emonsBssnf or mati on; and when the first and sePOM8G2004/000328

informati on match, allow ng access by the conputing

device to services of the sg%¥ice gateway. 33. The

conput er - r eadabl e nmedi um of aim 32, wherein the

net war k SDid svMitedréfiable infedA@NbT Q4HE3H, 36mP br owser
and the network software service is configured as a

copiiytes ek gaatablespsiruptiansowhgsein dre ysenphopE soRfaR S A QBN FqHestduring
b Sk ut er - execut abl e
th?%&‘%ﬁ%tl?gygcé or%"%ﬁ]eig’isﬁg{@ room nunber into the
network software service to identify the |ocation

uni quel y assigned to the copput | dervice., 35. The
conplft er - Hesrpamuiereade iy of ﬂf%gu,? > EHRRTISEiEng

I G G R R s A
systail cohpateing therro@h anmbénrecerapldime themetwiek sofimwanuisereice with a
entered in the network. sof ervice. 36. Th
OB e e Ete e o L5 PRIS40SE SiglerLfore user phone.
conmput er - execut abl e i nstructi ons wherein the user
phone confirns a | ogin request durjng the call with
t he 38VR pRareonimigrneasipble arpdiugy of dipien $hepurwEisingeadabl e

medi um of . ¢l aim 3 CONMI.i Si N ; r- . .
co P on BAR L TR SRR R B LA vt a location

coptippiRés divd@iihg S MusbeRakighdl thhike dopgiting d&eicer ecei ved
fromthe network software service with a phone nunber
used to initiate the call by the |IVR phone |ogin
Systgm t oy, S‘on&q‘ifgef -PRAPE medfim IP&ajﬁPf@J%ﬁ;ﬁfs abl e
medi um of “clarn é, conprising conputér-executabl e

contysitariegdutaide inktewctions whereindienmdthyikrsgfitviie seseice comprises a phone
associ ated w t |.ocati on conprises divulging a room

DURRES ?SIW%H@QV%WH%IO@%%&GM device. 39. The
conput er - r eadabl e nedi um of claim 33, conprising
conput er - execut abl e i nstructions wherein the network
sof t4ar e Tley ecangeitaraegplableasediimp hbelaimiisempssigynat i ng

e R TR S A
initti%ﬁhg thetch hEbSthMVRthBné Jogini sPstbmakédiging tek | plRBRuhbes
e user pnone

41. The computer-readable medium of claim 40, comprising
computer-executable instructions wherein the initiating a call further comprises the IVR

phone login system sending an access code to the user phone.

42, The computer-readable medium of claim 41, com prising
computer-executable instructions wherein the computing device enters the access code into

the network software service.

43. The computer-readable medium of claim 39, comprising
computer-executable instructions wherein the identifying a location comprises the IVR

phone login system correlating a caller]D from the call originatin g from the user phone.
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initiating the call to the I VR phone | ogin system
according to the phone nunber. 41. The
W@ o09p38883 r eadabl e medi um of cl ai m 40, conpri SPEISG2004/000328
conmput er - execut abl e i nstructions wherein the
initiating a call further cggprises t he 1 VR phone
| ogi n system sendi ng an acc€ss code to the user phone.
42. 4hhe copRehPutct-fRAdAE feiRE] 68BlaMm 42, Bbhprisin _
conpri sing conputer-executable instructions erein
computet-oxgsutablegnsimwtions vderan sondldingeoapsisesdliesqrivies gakavay
net wor k softwar ' [<
cof it s PCCe LRI sSENE e Uno MO ARARER B RERIRP A Focss code
orighitiigettheNeR pheiedbgintigerhdent i fyi ng a | ocation
conprises the I VR phone |l ogin systemcorrelating a
callerID fromthe call originating fromthe user

phong. 44-Th£fb%ﬁqg)9{zp.yéaamé GREAN & dRM PahpSlifm 42,
ute

conprising co r-executabl e instruétions erein
conputeekadcutahlednsmiciiaasvlicnen gerusergghogatseviagd withiethe hepation within
the access code received at the network software
the;gq%eiage aifAt h t he access code originating at the I VR
phone | ogin system 45. The conputer-readabl e medi um
of claim 32, conprising conputer-executable
i nst46uct i Breconipeteeiadatie medam pfadaim 335 thei comgudirtdxiequtable
o R Rat O AL AR 558 e T e focaron ana
WIRSSR WeAlseEpRas isabhReledphbntct i ons further conprising
associating a wirel ess phone nunber with the | ocation
and wherein the user phone is a wireless phone. 47.
The ,gonp r- | ' -] : rising
conéﬁter?§§é€§§§%?§&@ﬁ§§?ﬁ@#&gﬁgﬁ%gﬁﬂ%?@%P@?ﬂ%  ogin

cofifpatterk¢cutadld istiuedonssor providiapdesia creelsttidlcloalhie wednto mkcess

resources.
restricted network resources.



