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PERFORMING TWO FACTOR AUTHENTICATION IN MAIL ORDER
WRNDY/TEBEPHONE ORDER TRANSACTIONS 5REFERENCECH/S2007/063239
RELATED APPLICATIONS The application claims priority to U.S.
Applicationsral Np $PTBMSPorntittger Hielpd@ R
Performing Two Factor Authentication in Mail Order and Telephone Order
Trageagdens1 Tiad MaciNgy20A0 JRBAR ARPRIND: PHOREOGIRIERG
a transaction using a transaction card, such as a credit card, a debit card,
a stored value card, a bank gagd, RJayaity(sRKl, a smart card and/or the
like, it is important to verify a cardholder's ownership of an account to
avoid a variety of problems, such as unauthorized use. Cardholder
authentication is the process of verifying such 15ownership by the
cardholder. ForRaxEERIR CRIU0ddEr TR ntieRtion doyings: “card
present” transaction is performed when a merchant's representative
vdlitiepphattion slgmatymeoonya orbinSasiph caich rBatehdBtte/Gafibeldenstled
signature on a receipt. [0002] Technological improvements have
“Methaliowd & puisindss Esrapmhingilivudis tmeAgdga it transadtiansOnlar pludtality
of environments. For example, cardholders can engage 90in traditional "in
Teleplymsbhteralvastionssiiankalchbmshvia 2h8Anternet, transactions over the
telephone and transactions through mail systems. In many cases,
cardholders desire the convenience of performing transactions without
having to directly visit a service provider. In doing so, the cardholder may
seek to eliminate driving timeBAEFEHREIME hassle associated with, for

hoppln in a retail environment or waiting in line at a bank b
o A BB PR BAD Ao BT HBhird. & debi

card, a stored value card, a bank card, a loyalty card, a smart card and/or the like, it is

important to verify a cardholder’s ownership of an account to avoid a variety of problems,
such as unauthorized use. Cardholder authentication is the process of verifying such
ownership by the cardholder. For example, cardholder authentication during a “card present”
transaction is performed when a merchant’s representative verifies that the signature on a
transaction card matches the cardholder’s signature on a receipt.

[0002] Technological improvements have allowed businesses and individuals to
engage in transactions in a plurality of environments. For example, cardholders can engage
in traditional “in person” transactions, transactions via the Internet, transactions over the
telephone and transactions through mail systems. In many cases, cardholders desire the
convenience of performing transactions without having to directly visit a service provider. In
doing so, the cardholder may seek to eliminate driving time and reduce the hassle associated
with, for example, shopping in a retail environment or waiting in line at a bank by performing

these transactions from the privacy of their own home.
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[0003] "Card not present" ("CNP") transaction volumes are increasing at

least in part because of such convenience provided to cardholders and
WerReE9a83hles provided to merchants. However, as CNP tra$alli§007/063239

volumes increase, fraudulent transactions and the monetary losses due to

SpRiDE pNSaGHons @R IRsreasingras el GIBAOA Matioms SRIMIORS haves: in

been proposed to make ecommerce and/or online banking transactions

part bEPAIR-SFCULS: QUER AefWOsfactar AIheniication (@dhbYERYMERFRed to

Ltd.), dynamic passcodes (e.g., by Barclay PLC) and token authentication

mercht@d:, R¥WAasterCandpntersational dexletawexs!, thessiteehnalogicals and the

solutions have not been implemented for mail order and telephone order

monetbiVRIEs liansactiona duedonuniauslochallangesipresented by such
transactions. [0005] For example, security weaknesses can arise

Wine04YIOT Qi ansaatiens Mee SlalicRassseresmAi: woakherzesh thiifonline

party can obtain the static passcode by intercepting a transaction and

bankif8 YRRSQRNGINRRNIDSethedrangmiltedodaiade Aetermiag dhe-accoytPayment Pty.
information and passcode. The unauthorized third party can be, for

Ltd.), ayamtzp@smr(étggwgﬁmmwm@km&m@ﬁ«sﬁm@g., by

cardholder and a merchant or between a merchant and an issuer.

MasteAdtatnativelys shelunaythaszeddninekRay RN e dneisiiantandiobdts

representative. [0006] Solutions used to increase security include the

impletsBied Statigatlainicsupl agdpfempatian starerhr theaqakdi Mey dicationique
Value 2 ("CVV2") field of a transaction card, 20 information from an

challefaidlr pRSMRBACtIRIS GRS RRINY dates, authorization controls and the
like. The CVV2 field demonstrates that a cardholder is in possession of

tedoansawion sagle \Wheni i e, carahgiderpravidesieNay Y3 thfpsreatan use
to the merchant, the merchant includes the CVV2 in an authorization

static pacKeeseso hessugiorand the @pihgr zation fespensaiodusesdb®y intercepting a
merchant whether the CVV2 information provided is valid. [0007]

transa&dio gispvaniaes-afsuiy shaticaasithaplicalio i MaasHIes tsthaldhe information
authentication value does not change for each transaction. Accordingly, a

and pdficgdearthihaididsonceashitd faergars oy, eveskanshlertnesiash ohdireepiay

be able to copy the information and use it without the cardholder's
inform¢tiowlpgged bIARES) Avsthies disagvaniagernhsiatisceautbantigationant and an

measures is that such measures
issuer. Alternatively, the unauthorized third party can be the merchant and/or its
representative.

[0006] Solutions used to increase security include the use of static data, such as
information stored in the Card Verification Value 2 (“CVV2”) field of a transaction card,
information from an address verification service, expiry dates, authorization controls and the
like. The CVV2 field demonstrates that a cardholder is in possession of the transaction card.
When the cardholder provides the CVV2 information to the merchant, the merchant includes

the CVV2 in an authorization request to the issuer, and the authorization response advises the

merchant whether the CVV2 information provided is valid.
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typically verify only the transaction card's presence as opposed to
authenticating the cardholder. However, cardholder authentication

Wo280Td383tronger security than transaction card verification. PETEXEH)31863239
cardholder authentication provides card issuers with sufficient

nasbsepUdiationsYidanss 1 WRNankRIvising desshankeharaehacke

protection, 10while transaction card authentication does not. [0009]

autherfdYRGHRIC ARNERUGRHORIRE NGlegiss RAVR 8P Deeo daised @ifaciii@di@hat has

cardholder authentication in MOTO environments. Such technologies

access iCtHER MQics- YEHENticai9RsuBH AHEha NI CRtIMN(IEcoll ARRARHORERIES and use
that generate dynamic sounds) and dynamic passcodes. One

it withdisadvantagsi@fsyehgdyiramic authentication technologies is 15that they
only represent one piece of the required solution needed to implement a

MEVDE) authernticationisahuian. Sush-teceRIRAesSHdadot QNeSENt @& h measures

solution to the infrastructure layer whereby merchants receive

typicaBythecationiiatafiam arrdneldsrsand Uanspyiaieh.daléni fansagtion

card issuers. Merchants would need to implement systems to accept and

cardhdRIvaighedynamird e matian Mg Qvevi Rcawpieuline@dransaction
implement systems to 90pass dynamic information to the transaction card

card vissiel {80 kl-Aeninrdrardboldarsnangbe rianis il CREcENRs hat
fraudulent MOTO transactions occur frequently and that information in

sufficiBRMBALEMISNHEANSAGHRRSIE AhRErstHIe 0 ok SrRU AR PUrROSRT: Mdiattdn,
needed is a method and system for inhibiting unauthorized accesses to

while M@ ibARSACHAMEticatidPBBRSBEEd exists for a method and system
that permits a MOTO transaction to be performed securely. 00121 A

fyubeyInepdexistsafonanmathackens Sysiennhal perdominaibvRdaetoncilitate
authentication in a MOTO environment to inhibit fraudulent access to

cardhdMiTQHangaetions HOTTBE ML present disglastiadmgiceetethie solving
one or more of the above-listed

authentication, sound authentication (i.e., transaction cards that generate dynamic sounds)
and dynamic passcodes. One disadvantage of such dynamic authentication technologies is
that they only represent one piece of the required solution needed to implement a MOTO
authentication solution. Such technologies do not represent a solution to the infrastructure
layer whereby merchants receive authentication data from cardholders and transmit such data
to transaction card issuers. Merchants would need to implement systems to accept and
forward the dynamic information. Moreover, acquirers would need to implement systems to
pass dynamic information to the transaction card issuer.

[0010] Accordingly, cardholders and merchants are concerned that fraudulent
MOTO transactions occur frequently and that information in non-fraudulent transactions can

be stolen for fraudulent purposes. What is needed is a method and system for inhibiting

unauthorized accesses to MOTO transactions.
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problems. SUMMARY [0014] Before the present methods, systems and
materials are described, it is to be 10understood that this invention is not

WGHitéd ®$#he particular methodologies, systems and materialB@EESAHER63239
as these may vary. It is also to be understood that the terminology used in
theode _CW%Q&%{%N&%W%@%{W5@8@9@1’3&%‘ 'ﬁfO’?{ﬁ%_ﬁtion 10
embodiments only, and is not intended to limit the scope of the invention

be perfhighiwil e imited only by the appended claims. 15[_0015] It must also

be noted that'as used herein and in the appended claims, the singular

f?ﬁﬂ‘ﬁz]'ag"ﬁi'%{h@xnn‘i’eéﬁ‘_gﬁiﬂmﬁé(#% Hlefﬁéd%ﬁ?d%'?%%ﬂﬁﬁ%éﬁf&%i%‘gmﬁ&factor
clearly dictates otherwise. Thus, for example, reference to a "cardholder"

authen§cAdEHGIEAGRAT ONG QLRGP gS bRviPhved i e exchaNae POVEIRactions.
data and/or information. Unless expressly stated otherwise, all undefined

teghnigal ﬁﬁ@p?@&%ﬂﬁﬁfséﬁfmﬁa%%@é&é&ifb QQMEJQ%W%%QHM@&hsted
commonly understood by one of ordinary skill in the art, while all defined

problefgghnical and scientific terms shall be deemed to include the same

meaning as commonly understood by one of ordinary skill in the art with

the stated definition. Although any methods, materials and devices similar

or equivalent to those described herein can be used, the preferred

methods, materials and devices ardmvRyescribed. All publications

mentioned WO 2007/103831PCT/US2007/063239 herein are

in@0igdrabeddoy theferesd. Mivtividy $steinsisnd eteonlstrnedeasrared, it is to be

admission that the invention is not entitled to antedate such disclosure by
understirtdehof griomimerintiors not limited to the particular methodologies, systems and
materials described, as these may vary. It is also to be understood that the terminology used
in the description is for the purpose of describing the particular versions or embodiments
only, and is not intended to limit the scope of the invention which will be limited only by the
appended claims.

[0015] 1t must also be noted that as used herein and in the appended claims, the
singular forms “a,” “an,” and “the” include plural references unless the context clearly
dictates otherwise. Thus, for example, reference to a “cardholder” is a reference to one or
more parties involved in an exchange of value, data and/or information. Unless expressly
stated otherwise, all undefined technical and scientific terms used herein have the same
meanings as commonly understood by one of ordinary skill in the art, while all defined
technical and scientific terms shall be deemed to include the same meaning as commonly
understood by one of ordinary skill in the art with the stated definition. Although any

methods, materials and devices similar or equivalent to those described herein can be used,

the preferred methods, materials and devices are now described. All publications mentioned
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[0016] In an embodiment, a method for authenticating a mail order or
telephone order transaction may include receiving authentication

WO MAESH by a merchant from a Scardholder, providing autrREAtESABY/063239
information to an issuer, and determining, by the issuer, whether the

herein BHIREDISANARI MOrMatioRds Malidnlf theautbenticatianrniarmationsivalid tat

the issuer may inform the merchant that the transaction is valid.

the invEREAYISG DG igsYEs Masaiarmrthemarchant hatdhe gutheplication

information is invalid. In an embodiment, the authentication information

v iclude inigmaatiapRushas sahinalitRASSERIE ndaitdteer or telephone
10passcode, biometrics, or any other information that may be used to

order (RHNENNGAIE A HaRsR AN Gatd AR-AGCQHBE KB Raidholdes RO RXANIS a

such information may include a sound, sound biometrics, a business

cardholdEPfiER1iAN . A GALMYIA GO En 1 GREH ACEPMNIRMNDEI ActakdiR¥RIAHARe issuer,
date, a cardholder name,issuer-specific authentication data specified in

whethdPhePRRHENAURG BINCARIA LR 8-vatharisdnaiden Rame) i iiRgon is valid, the
address, a shipping address, a social 15security number, a telephone

issuer PMPRELANRCARYARRIAACE A EARKARIOR NISIANYARYRIR, AAY§SsBer may
license number. In an embodiment, the issuer may determine whether a

inform & chabh initiatadHbe Athesticatiataspashat s MR d O ansatininiéhanhe

embodiment, the issuer may not supply a personal assurance message

authenBBSMRhH GHISHEAER ST HilQEM AtiRPIeUICHRIN SuRRNadRY higwatdhaldertic
in response to the authentication information if the merchant 20transmitted

passcotl€e BeERation: BRY B S ESERIRTDIONOhal e REAWAMESticate a transaction

card, an account or a cardholder. For example, such information may include a sound, sound
biometrics, a business identification, a country code, a card account number, a card expiration
date, a cardholder name, issuer-specific authentication data specified in the “participating
BIN” data (e.g., mother’s maiden name), a billing address, a shipping address, a social
security number, a telephone number, an account balance, a transaction history and/or a
driver’s license number. In an embodiment, the issuer may determine whether a merchant
initiated the authentication as part of a MOTO transaction. In an embodiment, the issuer may
not supply a personal assurance message and/or other cardholder information previously
supplied by the cardholder in response to the authentication information if the merchant

transmitted the information.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] Aspects, features, benefits and advantages of the embodiments of the present
invention will be apparent with regard to the following description, appended claims and

accompanying drawings where:



10

15

20

25

[0017] Aspects, features, benefits and advantages of the embodiments of

the present  invention will be apparent with regard to the following
WQgerrilsdd#l, appended claims and 25accompanying drawingsP&RarE200A/¢93239

2007/103831PCT/US2007/063239 [0018] FIG. 1 illustrates an

eRTHaBrocasfatdegistering aicardheldenwith; anathentightioe: with an

service according to an embodiment. [0019] FIG. 2 depicts an

authenﬁé@tﬁ‘&ﬂ'@é}’yﬂf@(&@é&ﬁ% aHtheptigatedpayment transaction according to
an embodiment. 5[0020] FIG. 3 depicts a flow diagram of an exemplary

qmﬁﬁs ferutheplicating &MATQ Hr8nsactienAEEMNEted@hyment

embodiment. [0021] FIG. 4 depicts a flow diagram of an exemplary

transaﬁ&?%%i@(@k@%ﬂ%%@rﬁeMQTo transaction according to a preferred
embodiment. 10DETAILED DESCRIPTION [0022] Exemplary methods

fos@Riing 1P, AEthiizing otedisteiRg.AAH SRSHPRLY\IABsAGR!ING MidBnticating a
online environment will now be described. Initially, an authentication

MOTSBMGEMADESEIR0 SELIRG HPHag:authentication service may involve
performing initialization procedures for each participant in a system.

T083¢1PaGIPARED RS Y IMGHdR: 8rARRIBERI Y Gh S BPo@S TR uthenticating a
merchants, financial institutions (i.e., issuers), acquirers and

MOTO transaction according to a preferred embodiment.

DETAILED DESCRIPTION

[0022] Exemplary methods for setting up, authorizing, registering and securely
transacting in an online environment will now be described. Initially, an authentication
service may be set up. Setting up the authentication service may involve performing
initialization procedures for each participant in a system. These participants may include a
plurality of entities, such as merchants, financial institutions (i.e., issuers), acquirers and
cardholders. A merchant who signs up with the authentication service may receive a
merchant plug-in software module for an online environment. In an embodiment, the plug-in
software module may be designed specifically for the merchant’s computing platform and
commerce server software. Issuers participating in the authentication service may provide
bank logos and marketing designs for incorporation into a customized authentication service
enrollment site template. Acquirers may also provide the merchant with a service
organization certification authority (“CA”) root certificate, a service organization certification
authority SSL certificate for client authentication and/or integration support.

[0023] Before an issuer uses the authentication service, the issuer may obtain a copy

of authentication software programs specified in the issuer domain and may install hardware
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cardholders. A merchant who signs up with the authentication service may
receive a merchant plug-in software module for an online environment. In
W RBHBSHiment, the plug-in software module may be designetf-IFeTAfieaAngs239
for the merchant's computing platform and commerce server software.
systeriS AHESPRTHGRAAGIN et theRticatiasaeryiea e previde RiRank
logos and marketing designs for incorporation into a customized

autherRUIRBRICAHQB:SERY ieS /NpRlmE Bh SHe e B R HEAWIREBMEY RIS formation to

provide the merchant with a service organization certification authority

the aulhGMNOtRRL CUtificale cauSaIVIcE AIFaRIZAON LA T pHRRB AN SRIbodiment,
certificate for client authentication and/or integration support.

an 1ssU803) Belore-an dssuarusas thaautantication envieishadsader MaYoading
obtain a copy 250f authentication software programs specified in the

of authSSHEL RS -ARE Maxipsiallinasdwate, Wie support of cardholders. For
2007/103831PCT/US2007/063239 systems and the authentication service

exampiOfWMANE A ISSUESS dBaYaieraProvidaidantibsauthenticationdoisiasand
participating business identification number (BIN) information to the authe

autherRRUABSEIMER [enbesusqdinycad bRl er MeHHCALION PERGEIIASMIBLANPIN™) to
embodiment, an issuer may provide authentication information to the

each chuthentisatinnssarise: Faadrrding pekauthemticatinndafernaliapcesy
facilitate large volume support of cardholders. For example, when an

autherlBSHES IRTHRRIQoACtivAlE SHh TR ShOE S BatehiQeis {ahipde expedited because
authentication service, the issuer may assign a Personal Identification

each chidRIgs(niNnbideasupt scasghppdeisorashearstihRigiesromaysthen use

the assigned PIN to access authentication information. In this manner, the

e[uoigent piesers faaY TeraxprAiledbecaurs 1o eagihaaidhaldaranaymic
not be required to complete a formal enrollment process. [0024]

passcodidthepiicapandofRmaianmayoingiydetsfeffoatian suchasa dynamiao
passcode, a static passcode, biometrics, or any other information that may

autherPR 4isedigautantsated ir8sacion eatihokdeACEo Bk 4hpl€asiditoliiimation
For example, such information may include a sound, sound biometrics, a

may indlsiRessoigentiicationomasunyLeiersaidand A&aregunidudmpesda, earskd
expiration date, a cardholder name, issuer-specific authentication data
account number, a card expiration date, a cardholder name, issuer-specific authentication data
specified in the “participating BIN” data (e.g., mother’s maiden name), a billing address, a
shipping address, a social security number, a telephone number, an account balance, a
transaction history and/or a driver’s license number. Issuers may provide account number
ranges for their card account portfolios and access control server (“ACS”) IP addresses or
Uniform Resource Locators (“URLSs”) to the directory server. In an embodiment, the
authentication service may be offered through bank-branded Web sites, which allow
cardholders to register with the authentication service. In an alternate embodiment,

information may be transmitted via a mail service, over the telephone and/or via any other

communication means.
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specified in the "participating BIN" data (e.g., mother's maiden name), a
billing address, a shipping address, a social security number, a telephone

W 2BE3E account balance, a transaction history and/or a dPiG&{&52007/063239
license number. Issuers may provide account number ranges for their

caygaccaunt pantiriinscand aceepsaeppiRkserverdeifednk! P adtierreSvdh an
20Uniform Resource Locators ("URLS") to the directory server. In an

authenBiMRRAIRReNL Lhecarthenticatiomseavicenmays Reelieredrthroughardholder may
bank-branded Web sites, which allow cardholders to register with the

visit 168theaticatiomsarvicedmamalieraale ambedimantninfermatempahent, a
transmitted via a mail service, over the telephone and/or via any other

cardhFQEPRUDIERTAR MERBSer W20 60383 LREAIUDRACHDER 23 tion [B028] A

FIG. 1 illustrates an exemplary process for registering a cardholder with

cardhcdeAHIRE RtiGation s@nviee aeeariing iosaR RIPEAIMERInASEhemdR ifasaction
1, a cardholder may visit 105 an enrollment Web site maintained by an

card adSSURT nlthdR Bltermate:-pnikodiment:d srRihalgar Mai cQMBCE aRISSHE! sbh as a
telephone, mail and/or other communication means. A 5 cardholder may

primafegisteimmitiniberauthentication sendcR DY SR YiDg @BLPfMA @ate, an address,
transaction card account numbers to the service. The cardholder may

an e-nifangntsk10 infpoatiem:isueh@s alpsmManycaseauiHTuIber (AN dhiholder-
cardholder's name, a card expiration date, an address, an e-mail address,

specifid phappret igentficationvaltion afaesaist. verification value, a
cardholder-specific password and/or authentication information. 10[0026]

Altecd)e eardholeenspoiliiken@aiesteadsialmatanaiothe aktherrieatianon
service, the service may verify that the cardholder's PAN falls within a

servic€atd @ngeeragigtaradybydh@dssuaiioldee apthetitlatoithae nviaedmane registered
further verify a cardholder's identity using, for example, an authentication

by thedadahrasenaictiaineddyn adhirek padty fantéon e yssuadiolan 'sideadimesihg, for
the issuer may verify a cardholder's identity using an issuer-provided file

exampdf, kbapphenachoardialters. naraembodinainy jetissuebmby ey dn an
cardholder's identity by analyzing status check authorizations. In an

embodmbadineRinthenisgverifpaycuriifyl decardiratdensiicke atit duy cpropatiddile of
responses to pre-loaded information in the authentication database

approyydvigetbbiethe lis smermRtlelithkespacifiedh PAN i notmtlibideineidentity by
issuer-enrolled card range, the

analyzing status check authorizations. In an embodiment, the issuer may verify a

cardholder’s identity by comparing responses to pre-loaded information in the authentication
database provided by the issuer.

[0027] If the specified PAN is not within the issuer-enrolled card range, the
enrollment may be rejected, and the enrollment process may terminate. If the PAN is within
an enrolled card range, an authorization for, for example, one dollar may be submitted
through a service organization payment network, such as VisaNet, to the issuer. In an
embodiment, the authorization of the one-dollar transaction may permit the issuer to verify
the card account status, verify the address using the Address Verification Service, and verify

the Card Verification Value 2 (“CVV2”). Alternate or additional information may be verified
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20enrollment may be rejected, and the enrollment process may terminate.
If the PAN is within an enrolled card range, an authorization for, for
WS Pne dollar may be submitted through a service orgdiiZaivi07/063239

payment network, such as VisaNet, to the issuer. In an embodiment, the

during@HthQfigation ef the @re-dallar dransaetion, mRYPEIMIt the desHss toaVery value
the card account status, verify the address using the Address Verification

that is a?umﬁ, ahfvetlyR5the Gard YeplicationValiie 2 ((GYV2"). Alternate or
a

ditional information may be verified WO

2003K40383IALCFAUS 90108323 AAHERG R AUhaUZ AN RERERSH 4NN
embodiment, the CVV2 field may be a 3-digit value that is typically printed

cardho®:HESiaARIbEE] SlitR S e Srangeatian il v QAL 8hf dhecadis identity. The
approved, the authentication service may prompt 115 the cardholder for

cardhoddiditionapaithenticatoniatarmation tguetibhtheicatgbaldepaildentithchheate

5cardholder may provide a password and a "hint question and response”

the cal@@tf| iR AutRapticate dhencaidhelder sinasigdbsequent purchase
transactions. [0029] When the cardholder's identity is verified and the

EREpriateHaspeNsesHIadeiumnad fhe wthenticatine SPNIpAMALGRMdes are
120 an authorization message to the issuer. An enrollment server may

returndDEMPAsH R aasaRelirRe IRfoyatioIP A AGSi Qo AlZe /8 dBaksuer. An
10an account holder file. The account holder file may store information

enrolifEfhsasidinanciakinptitution BINHIMebafforaee@ o wMEsSIexRialitecords in
dates, first and last names, driver's license numbers, billing addresses,

an accSQGIM3ESUAly. NTB betsusardn@id elpasswartsintarsiaaldes easswardncial
questions, cardholder password responses, cardholder email addresses,

institutihdEIarpoidbatity.scarasnansbeihexisitarmatiarns LBIO03Q] Aftaraihes, driver’s
authentication service participants are initialized and a cardholder

license numbers, billing addresses, social security numbers, cardholder passwords, cardholder

password questions, cardholder password responses, cardholder email addresses, third party

identity scores and other information.

[0030] After the authentication service participants are initialized and a cardholder
is registered, a payment transaction may be authenticated utilizing the authentication service.
FIG. 2 depicts an exemplary process for authenticating an online payment transaction
according to an embodiment. As shown in FIG. 2, a cardholder may visit 205 a merchant’s
ecommerce Web site. After the cardholder selects products or services for purchase, the
cardholder may begin a checkout process, complete a checkout form and click on a
“purchase” button 210.

[0031] After the “purchase” button is selected 210, the merchant plug-in software
module may be activated. The merchant plug-in software may perform 215 a verification

process to determine whether the cardholder-specified account is registered with the

authentication service. Verification may be performed 215 using: 1) a process in which a
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is registered, a payment transaction may be authenticated utilizing the

authentication service. FIG. 2 depicts an exemplary process for
WQZHEMiATing an online payment transaction according to anPCT/US2007/063239

embodiment. As shown in FIG. 2, a cardholder may visit 205 a merchant's

directRGQBINELGRIHEMSite Aflan the vardiieldatrslastaRrosuikisdor sanises{an
purchase, the 20 cardholder may begin a checkout process, complete a

which GABEKRUA ST aRELRIEK QR AW EhASE:BUaM2EQhe mdRAIM Afteriherache

“purchase" button is selected 210, the merchant plug-in software module

memofP Y18 AclvaiRemAhenaerehans HUdhiRefwaredmay perform 215 a
verification process to determine whether the cardholder-specified

@3Nt igregisiered withuthe LeauthenteatiomseisritY effiration i dkery a
be performed 215 using: i) a process in which a WO

directo? QQHIA3BILREG T ABRRATABE B4R direstonsRvehanddheafeSated with an

associated with the cardholder are checked, ii) a process in which only the

issuer bR iBeneskadiRNEQLb) seprReasstidiphichthaesehank eheekads not fall

cache memory containing information similar to the directory server.

within[32de BT mREChan-alug-inesafvass modeea mayridentify thadAdiavekd with

query a 5directory server to verify that the PAN falls within a range of

the autRUMREdAsERGIRICthWITE anrdssembaitkibalds nnthenticaties £2048enumber
participant. If the account number does not fall within a range of PANs

is not definedoniberdirgetonnagngrithetardboldanis mal reoistereamitbthe

authentication service. In this case, the merchant may be notified that the

transa@REOWhBURRBETIS RRIrEeRIste gty and tahngsehahplugrichsafwadront
module may return control of the 10 transaction to the merchant storefront

softwas@tansroAéddis pioint thesnarchartsiomitast safivare may papoesd, with
the transaction, refuse further service to the cardholder, or proceed with

procecaliermadivepayid enymethedthods. [0033] If the PAN is within a range of
PANSs accepted by the directory server, the directory may send the PAN to

the0d)S tapelie Nfiawhaniicating theroariheldenda B Wetdirung weptbgithe

the card is enrolled. If the card is not enrolled, the verification process may
directdve termisadatic IP e AQE indisatgsiabiheardiiaeny oledatiisoRleSovia

the directory server, may return its URL to the merchant plug-in software
determithedul@ihEnehmesahantphlgd) sofwaednayonsakéidieiGaBriizdtien process

cardholder client device and its resident browser. A plurality of ACS's may
may bbe:sioractd) tehasuti@Ehiiatiimesseniae: card is enrolled, the ACS, via the directory
server, may return its URL to the merchant plug-in software module. The merchant plug-in
software may invoke the ACS via the cardholder client device and its restdent browser. A
plurality of ACS’s may be stored in the authentication service.

[0034] In an embodiment, the merchant plug-in software may query the ACS to
verify the cardholder’s registration with the authentication service. In an embodiment, the
merchant may access a cache memory containing substantially the same information stored at
the directory server to verify the cardholder’s registration with the authentication service. In

an embodiment, the authentication server may include only one logical directory server,

although more than one physical directory server may reside in the authentication service.
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20[0034] In an embodiment, the merchant plug-in software may query the
ACS to verify the cardholder's registration with the authentication service.
WorRHH/EBddiment, the merchant may access a cache memoRCadRaM ALy 3239
substantially the same information stored at the directory server to verify
tgpsardhglder s:resbsiationvithifiei aMiBeREFALIOD SBLY|RE1 /A CS may

embodiment, the authentication server may include only one logical

displaf R EIany- st 2Ralthoueh morg-dnanianerplysical rariannssaver may
reside in the authentication service. [0035] If the cardholder is an

includ@YRRNSICAEN $RNISE BAHEIRAN: heNCR M HisPiay ardaskri-Rsanded

window to the cardholder. The issuer-branded window may include basic
authenP@YRANhrAsaCioNTRiQrmatina-anth axRrorpk dhe cardholdesdattion for

authentication information. The cardholder may enter the authentication
verificifefirpating AQrverification by the ACS. [0036] The payment
authentication may continue if the correct authentication information is

inynssliatehe gatared o thentRHIRS FRSPeRSEnscRIaMIdeshQ AR AastiN

within an allowed number of attempts. The ACS may digitally sign a

informERRSIRE HBINBIAE IS RN SaNAtUEerkY RBPVAER; SBr¥GRN QY KIBITR §8¥%tion
This receipt may include the merchant 10 name, card account number,

withinRRYANEReamMau Bt AoIchthenpay Mept date Auieseipiiilemay stespihging the

merchant name, merchant URL, card account number, expiration date,

issuer BAYNRSNFARQUNG/RAYMEN Gy RRYES R3Y AR SIgnptwhaandile the merchant
cardholder authentication verification value. The ACS may then redirect

name, edcaiethplogitd e meishenhplug-incaféwaremendute. tixasghphBle may store

cardholder's browser and may pass the digitally signed receipt and its

the megeiRiMinakomas hant Ietbarthe-candholdeshaspneannadhe pigatest tnount,
the merchant. The merchant plug-in software module may use a validation

paymeB€ s, iR NRfifyathecdigiiph sigratds tisadiolaigndie paymenterripoAfialue.
verifying the digital signature, the cardholder may be deemed

The AlBthenticatestirdfiendhainsisRetiothismontleien dha safthoidebandy through

re-register a transaction card account and/or create new authentication

the carilifordeatitiido e aseehigriuiee20ansactinnd. recei ffOMRYV A& REnation as to
cardholder is authenticated, the specific cardholder's account may be

whethauthotizebolBpecificalty, ot eneatahants theough st MekehaatchiigHhug-in

software module, may send 220 an authorization message to a payment
softwaRehnaiilesueh @ Yisalidatiobherver to verify the digital signature used to sign the
payment receipt. After verifying the digital signature, the cardholder may be deemed
“authenticated.” After the transaction is completed, the cardholder may re-register a
transaction card account and/or create new authentication information to be used for future
transactions.

[0037] After the cardholder is authenticated, the specific cardholder’s account may

be authorized. Specifically, the merchant, through the merchant plug-in software module,
may send 220 an authorization message to a payment network, such as VisaNet. The

payment network may forward the authorization message and an electronic commerce

indicator (“ECI”) to an issuer. The issuer may receive the authorization message so that the
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payment network may forward the authorization message and an
electronic commerce 95indicator ("Ed") to an issuer, The issuer may
WOEEBNHIRE authorization message so that the issuer may vePifItE$HIW7/063239

merchant that a specific account is in good standing and has adequate

issuer figditaM3iBhIR fortbe.reaussiegransacinn: the ECumandndicatetRatdequate

the transaction was completed via the Internet so that an appropriate level

credit N MBSSIVL RGN AKeNHRAtAR May Be sk A R38haHehIE&Ion was

issuer processes the authorization transaction, control of the purchase

compléiaasactionmaydedetdingchipihsmenehanssiatasaoniseftyaige YiathRication
payment network. The issuer may return 225 the authorization response

may b¥igtae payment network to the merchant. The authotization response may
either authorize or decline the transaction. [0039] For a MOTO

tran3sFtion:a merchantnayditiate authentieation.atibe.kOeandholsienby

redirecting the cardholder to the issuer for the exchange of authentication

purchdgfermationnIinsethe eardhelder daas ot have adiess fRARECHONIP i Ment
issuer in a MOTO transaction, the cardholder may provide authentication

networRformaiioneicihe iierePRBthENR MGG hARE FagYother suBBPai@ent network to
information on behalf of the cardholder. Accordingly, fora MOTO

the mei@RSACTDE, ANAINLLEbAREPaNsPerigrMfisncliensithaddeanabeldar morldon.
typically 15perform in a "card present” or e-commerce transaction. In an

efpesEimest atheoauthentication, inipenatianmagyfe My aamisalbition of the

generated to prevent the merchant from using the authentication

cardhdiikaT Bladéan-doum i enediirmonaannethansk terathiahwisecRER e If SREHN JEA6h
being compromised. The transaction system may determine whether a

informA@Feh3Mids @etesiapdhedatmainasstaad-ot thecarehaldee Buer in a MOTO
requesting information from the merchant. 20 Accordingly, when a MOTO

transadRNSaRlion d6 h1a#rgrReHR6VIad asansitiveicardifoldertintar i aitrohah. aShe
a personal assurance message, may not be transmitted to the merchant.

merchant may then submit the information on behalf of the cardholder. Accordingly, for a
MOTO transaction, the merchant may perform functions that a cardholder would typically
perform in a “card present” or e-commerce fransaction. In an embodiment, the authentication
information may be dynamically generated to prevent the merchant from using the
authentication information in a fraudulent manner and to otherwise prevent security from
being compromised. The transaction system may determine whether a merchant is entering
the information instead of the cardholder by requesting information from the merchant.
Accordingly, when a MOTO transaction is being performed, sensitive cardholder
information, such as a personal assurance message, may not be transmitted to the merchant.
In an embodiment, an identifier may denote whether a MOTO transaction is performed.

[0040] Certain functions may not be appropriate to use when a merchant is acting on

behalf of the cardholder in a MOTO transaction. For example, functionality that enables a

cardholder to generate authentication information during a transaction to verify the
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In an embodiment, an identifier may denote whether a MOTO transaction
is performed. [0040] Certain functions may not be appropriate to use
WQHERH WikErchant is acting on behalf of the cardholder in a M&GTUS2007/063239
transaction. For example, functionality that enables a 25cardholder to
cardhd@ReE e .aHtheRticRiRRMArMatiaelangRraRsasdiar yrerify thaWon.
2007/103831PCT/US2007/063239 cardholder for future transactions may

Such PR Misabled B@ﬁﬁﬁﬁﬁﬁﬁ@@&%@cﬂ%&@ﬁ%ﬁ%@ﬁ@@&@% be
ala

inappropriate when a merchant is performing entry for a transaction.

transadill6BWISEeh A3 IFSMelstiacksathe tasation:oh e franselionPog AR T risk
risk mitigation purposes, such functionality may be disabled for a MOTO

miti gatiBRSACHOR NG BeMEIshaRt eRters eiauthentoativRniEmAatiRNwhich the
[0041] FIG. 3 depicts a flow diagram of an exemplary process for

merch@stBgRtcaing e M Qdransashiamaccording to an embodiment. As
shown in FIG. 3, a cardholder may select items from a catalog and finalize

3 4upunchiase wdgiderexampigz AtelTRRANR AP RN Brb@8Eviceakhgnticating a
merchant may send 310 an enrollment request for the purchase to, for

MOTEXARIRI kO SHacions sarvaibAliMeht OAkhsactianindicatotma@yoRer may
included with the enrollment request. The indicator may indicate that the

select @MSAEHOT 8180 MONQ HrRNSACHOR pekihaidhe: crydbaldgnavill erRipBBne or a mail
directly providing authentication. If a card number offered by the

servic€amolstat kathe metshemt ead dhasisierne cetptbergirectprsRrabiFoviRimnple,

a participating card range 315, the directory server may transmit 320 the

a direc@brplBreat raoVEST 1 igisexasmplalidhanmappreanaied G e A&rSiImayt
respond 325 to the directory server with an enrollment response that

requesNditrRteriwheihen aitaantcationts availablenfor the@aal vithie €aidind that the
number is not in the participating range, the directory server may create

cardhd3dé aniensobent caspeositignyingiheatiansactieard hengiiolimesd by the
response may be sent 335 to the merchant. [0042] Assuming that

cardhagéhenticatiercismayaildblen sheredachendireaytvassveitis4Qam a participating

20authentication request to the ACS via the merchant's browser. The ACS
card rdangy Jesaive B4R ih® server may transmit 320 the enrollment request to, for example,
an appropriate ACS. The ACS may respond 325 to the directory server with an enrollment
response that indicates whether authentication is available for the card. If the card number is
not in the participating range, the directory server may create 330 an enrollment response
denying the transaction. The enrollment response may be sent 335 to the merchant.

[0042] Assuming that authentication is available, the merchant may transmit 340 an
authentication request to the ACS via the merchant’s browser. The ACS may receive 345 the
authentication request and authenticate 350 the cardholder as appropriate for the card
number. For example, the cardholder may be required to provide authentication information,
a chip cryptogram, a PIN and/or the like. The ACS may determine that the transaction is a

MOTO transaction by comparing the cardholder’s account identifier with the enrollment

request. The ACS may further determine which cardholder information fields are not

-13-



10

15

20

authentication request and authenticate 350 the cardholder as appropriate
for the card number. For example, the cardholder may be required to

W80 Bdthentication information, a chip cryptogram, a PIN BRd/BPiE/063239
like. The ACS may determine that the transaction is a MOTO transaction

confidBM GPBRACIDG-theleardhaldrris@c bigepiifenwith therRnrRiernt. For

25request. The ACS may further determine which cardholder information

exampl€ld$ae Nt Ganfidentialisothe sprdheldgsRpg ke IBHE gRRYABrAEerchant.

display to the merchant. For example, a personal assurance message

The ARYAPGEAPRRARIRIR I9sisnlav it iRe mesahagiodhencanayfremat

and digitally sign an authentication response message before transmitting

transrRR S AUIRNHCRHRRAIBRRONRR {0 D e enaEcha Wia e MaghalkDrowser. In

browser. In 5an embodiment, the ACS may send the authentication

an embEaRANTE IR aTaUthgntisation hiskerysarvariapdutere varfieatianalibs history
merchant may receive 360 the authentication response and validate 365

server 12 RIMRENESALIANESTARSBRIaRATWEy ovalidaled e MerehaddtBAYesponse and
authorize 370 the transaction with its acquirer. [0043] In an embodiment,

validaib8apiicthaldenmay; be erpuided with adynamicmethed Halgenaialinghorize

authentication information. The method by which authentication

370 thifereaiRn wgensr &pay vary and may not be explicitly constrained
herein. For example, the cardholder may be provided with a printed sheet

CRUAN)INtha e QNertimeRassanerE ana{okdiptericiation ppsseedesthod

The cardholder may also be issued a dynamic passcode device, a

of gentiaNHaclidneaatdaniffoanieaser hatgemamisswhinaniendiraseadeformation is

and/or a 15transaction card that utilizes biometrics to generate a dynamic

generdB@baaE0Rry anl0RAY]fonbargpmemsorvarpheviaueimethads ahpryfarning
MOTO transactions may include the enablement of cardholder

cardhcadéhenticatiprowidbe wisignficant aredificatignmio AistBOeilinge passcodes
transaction system used in c-commerce and/or online banking

and/or@iten MeprASSikedethaivpeves ML) HrbsRGEORdastfibed hpisitode

may enhance security without 20substantial modifications to the
devicelR@erlyiog dnfeasdrueditbea reader that generates a dynamic passcode, and/or a
transaction card that utilizes biometrics to generate a dynamic passcode.

[0044] Enhancements over previous methods of performing MOTO transactions
may include the enablement of cardholder authentication without significant modifications to
an underlying transaction system used in e-commerce and/or online banking environments.
As such, the improved MOTO transaction described herein may enhance security without
substantial modifications to the underlying infrastructure.

[0045] In an embodiment, a static passcode may be used. This may provide
additional convenience for the cardholder. In an embodiment, static passcodes may be used

in MOTO transactions for which the cardholder provides the passcode directly to the issuer

instead of the merchant.
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[0045] In an embodiment, a static passcode may be used. This may
provide additional convenience for the cardholder. In an embodiment,

W@ Pa83todes may be used in MOTO transactions for whidi{-#{ES2007/063239
cardholder provides the passcode directly to the issuer instead of the

NEESERNEIW Q 2QAGKLOBBILR G SRR 8B QRI&LE tor Audrpictamhg a

flow diagram of an exemplary process for authenticating a MOTO
MOTO8Rsacion acesidingimd pieiesteshambosime s AscshOWFIG G, #M1@TO

MOTO operator, on behalf of a consumer, may perform 405 one or more

operatSNGHiBBBAUSHTIG @dNAIERANHENPRRINGCANS QRAoMBISRIThWRI SitsinkARerchant
embodiment, the one or more functions may 5include one or more of

shoppif@lesting meichanslise;rdeing: reaing; ara(ofdRAR_IRG DR ehandise may
guantities; and maintaining a running total for selected merchandise. The

includVHAd 6 aRSEatPL MY thandperiaund Ha@cheskh ounprac@ss upase@mple,

the MOTO operator, on behalf of the consumer, may enter shipping

merchifQER@liaRi RRtemRayMeALiNe I akNmcaB e liRalicea Hansasik. The
10[0047] In an embodiment, a verification process may then be initiated.

MOT8p&%RINRISy MEAGHaN U SPRWALRTPRCHRNIVI AL PIY EREMOTO
Enroliment Request ("VEReq") to an issuer ACS. In an embodiment, the

operatMEREsE @Y INGude i el Qudsansactivmpnsicarorthaiols, satdopa MéT O
transaction. The MOTO transaction indicator may indicate that the

inforni&888 261001 % RN T@ drenaastion, and, thus, that the cardholder will not
be directly 15 providing authentication. The ACS may determine 420
woethgr theaMexia draraactiosrinciciaiopisest indhenvic Reaithsal. tifer example,
ACS may respond 425 to the MOTO operator with a Verify Enroliment
merchRe$PONSe oK mRBesnhiailanethiiodd MOQ i alisalititint RegnSNTBVEHRER], to an
the VERes may include information indicating whether authentication is

issuer ACHableatoe it tiansactienv BRIP4 frRliide atid@iDOD isaavadtadiarfdicther that
card, the MOTO operator may transmit 430 a Payer Authentication

is set fREHNVESTORARSG )0 tMasATS Matthesatershaidisabromseindivatd (st thay
receive 435 the PAReq and may authenticate 440 the cardholder as

transa@fafr epaiMeODasedmncthe card, umdet hacaaihbldimantnthe&AGSanay

recognize an account identifier as a MOTO transaction based on the
providiizRetdAnRerprotiess desetibediaboie. AtewhEiSemay RETNHD ganaraien

445 a Payer Authentication Response ("PARes") for transmission to the
indicatdlQd €9t in the VEReq. If so, the ACS may respond 425 to the MOTO operator with a
Verify Enrollment Response (“VERes”) tailored to a MOTO transaction. In an embodiment,
the VERes may include information indicating whether authentication is available for the
transaction.

[0048] If authentication is available for the card, the MOTO operator may transmit

430 a Payer Authentication Request (“PAReq”) to the ACS via the merchant’s browser. The
ACS may receive 435 the PAReq and may authenticate 440 the cardholder as appropriate
based on the card number. In an embodiment, the ACS may recognize an account identifier

as a MOTO transaction based on the VEReq/VERes process described above. The ACS may

then generate 445 a Payer Authentication Response (“PARes”) for transmission to the MOTO
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WO 2007/103831PCT/US2007/063239 operator. In an embodiment, for a
MOTO transaction, the ACS may not transmit sensitive cardholder

WOHHMAESH, such as a personal assurance message, a passWor{E38931063239
the like In an embodiment, for a MOTO transaction, the ACS may disable

operatéf) ActivatigroBuing Rhoppiog teatie: thahtraeks dterdagalinnhanit sensitive

customer's purchases for fraud detection purposes. The MOTO operator

cardhdRRY 6eR4r0the FARRSanE artipialymeisplay IfarmationResaininge. In
to the transaction that authenticates the issuer. The MOTO operator may

an emBdaMRNGIBE dMVOITRNGARL Y SMRRIIZAtOM P REeFIIRAVRIGH RIRRGbYN g
value is transferred to the MOTO operator as usual. [0049] It will be

ShoppaRpPregsiateg ihatvaliows Qg apeuardiselasegaachaibesfaaturasdand
functions, or alternatives thereof, may be desirably combined into many

purpoRthergiffarenosysiems alagnplicatians dhawhase hr annreciatedithaby
various presently unforeseen or unanticipated alternatives, modifications,

informédatIRRGREINRI AveMeRt doarein mayeRacuhseguenidy. madevy Hapsserator
skilled in the art. Claims 1. An authentication method comprising:

may tHBREHIAGe BY AFAREEOARM A A MESENADE S SIehiBHMAdHRIBEr @llue is transferred
telephone order (MOTO) purchase order; and information

to the REDIRMDIRg:EG tiansagtion card of a cardholder that includes a card
number for the transaction card and authentication information provided

bpotd cardhelss, apypereited atafontioad\Ohe purehasel osee bandiHee features

information pertaining to the cardholder's transaction card were both

and fufREQIYVEdVidenaitioedelrphdaiay be WaasibitlingmbipRitheoneeatier different
system, a verify enrollment request to an authentication server, the verify

systen@splpgRbieavest campsishg e et awnbeiriondheciansactianaasd or
and an indicator indicating: that the verify enrollment request pertains to a
unantibgATed AresrsActey) niitifications, variations or improvements therein may be

subsequently made by those skilled in the art.
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that the authentication information provided by the cardholder will not be
directly transmitted by the cardholder; receiving, at the merchant
system, a verify enrollment response from the authentication server,
wherein the verify enrollment response indicates whether authentication is
available for the transaction card at least on the basis of the card number
of the transaction card; and operative if authentication is available for the
.__transaction card: receiving, at the merchant system, an

Ckﬂsauthentication prompt from the authentication server, wherein the

1. An%@ﬂfﬂ&&?@ﬂn‘?&WEMSﬁs’iﬁ& include or request sensitive cardholder
information; entering, at the merchant system, the authentication
indputatoby R eviee ity ithe Larelaplaesisterthe authentication prompt,
wherein the authentication information is generated by the transaction
card; a mail orgefrpsrisiteipiepriecard e éMeEiohantchpsentalth authentication
request to the authentication server, wherein the authentication request

includBLHRRLRRASTREANBAY ARSI FEULRPHRPIE (RbRGIHdes 2rd number for
the tre{r?s(;a}?t\{(!)ﬂgcﬁhtgﬂénﬁ%%ﬂgﬁyﬁemoﬁﬂaWﬁ%C '?Her%aPo“Hb?&ﬁEr%éPﬁ% data for the

authentication server, the authentication response indicating whether

MOoTCOCalHbderdrarthenticatatraalibe peetiae@rdeliopsderSlaimishondie@iy were both

the authentication response is digitally signed by the authentication
receivegm@mad.or heepiethed as defined in Claim 2, further comprising validating
the authentication response. 4. The method as defined in Claim 1,

WHERITERS RS Histe kRN SK b RPTHIOHGBhES@BTHI an authentication server,

the ve%ytheenr%%ﬁr%%%p {Igigcrag#a(tzlc())rg?rgin-rhﬁén gg%%%sfgre tWeegréﬂs%!: éIPrp] ]%ygi.hgrrlgman indicator
the authentication information omprises a dynamic passcode. . The

indicatii§thod as defined in Claim 1, wherein the transaction is not authorized if
the cardholder is not authenticated
that the verify enrollment request pertains to alMCransaction; and

that the authentication information provided by tbardholder will not be directly
transmitted by the cardholder;
receiving, at the merchant system, a verify enretiiresponse from the authentication server,
wherein the verify enroliment response indicategtivbr authentication is available for the transacti
card at least on the basis of the card numbereofrémsaction card; and
operative if authentication is available for thensaction card:
receiving, at the merchant system, an authenticgiompt from the authentication server,
wherein the authentication prompt does not includeequest sensitive cardholder information;
entering, at the merchant system, the authenticétformation provided by the cardholder
into the authentication prompt, wherein the auticatibn information is generated by the transaction
card;
transmitting, from the merchant system, an authatitin request to the authentication
server, wherein the authentication request incluithes authentication information provided by the

cardholder;
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7. The method as defined in Claim 1, wherein the sensitive cardholder
information comprises a personal assurance message. 8. An
authentication method comprising: authenticating a transaction card
for use in conducting a mail order or telephone order (MOTO) transaction
by: receiving, at a network device in communication with a
merchant system, a verify enrollment request from the merchant system,
the verif% enrollment request comprising a card number for the transaction
card of & cardholder and an indicator indicating: that the verify

enrolimep feAusSHRETIARS NG MAT Qir aNFRHRARPShERRHEE the authentication

authentication information provided by the cardholder will not be directly

server{iaBsmibeditytither syl daficating herati@osralsiag: fseaibatiogaiwork
device, a verify enroliment response to the merchant system, the verify
2. Téeronerst pesiriined indidaiing. wiietiesT Hetiaditetatioasgaavaiiaslwisalleaigned by the
on a basis of the card number for the transaction card; and authenticating
authenicalln $66Y8Er to conduct the MOTO transaction by: operative if

3. ﬁ%”ﬂ%?ﬂ& E\%é‘?ir?é@iﬁ"@l%?&}ﬁﬁtﬁ&”c%@ﬁg Qa‘ﬁﬁ%?ihéit%%i e dMon response.

network device, an authentication requestTrom the Terchant system;

4. TrRNSABAGRITeeN1EE RetIpRK deyiegemnt R akcatioNRENHIHRHNE to generate the

merchant system, wherein the authentication prompt does not include or
authemgmiestisensai@ cardholder information; receiving, at the
network device, the authentication information provided by the card holder _
5 Tedesthae@sHietiedrirefim: latther pib foa sAtasiaR Mfppairn comprises a dynamic
passc cgjuethen.tication prompt, wherein the aut.hentication information is
yriamically generated by the transaction card; and

6. THRNREIEIYsHRMMseMk dRirsn acaiisNEGIoN AesRRRSEHR Bfdholder is not
merchant system, the authentication response indicating whether the
authergedbalder is authenticated.
7. The method as defined in Claim 1, wherein the ssascardholder information comprises a
personal assurance message.
8.  An authentication method comprising:
authenticating a transaction card for use in ootidg a mail order or telephone order (MOTO)
transaction by:
receiving, at a network device in communicatigith a merchant system, a verify
enrollment request from the merchant system, thiéenrollment request comprising a card number fo
the transaction card of a cardholder and an inglicaticating:
that the verify enrollment request pertaintheoMOTO transaction; and
that the authentication information providedthg cardholder will not be
directly transmitted by the cardholder;
transmitting, from the network device, a veréprollment response to the merchant

system, the verify enrollment response indicatitgtlver authentication is available at least onsishaf

the card number for the transaction card; and
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9.The method as defined in Claim 8, wherein the authentication response
is digitally signed. 10 The method as defined in Claim 8, wherein the
sensitive cardholder information comprises a personal assurance
message 11. The method as defined in Claim 8, wherein the transaction
card uses biometrics to dynamically generate the authentication
information 12 The method as defined in Claim 9, wherein the
authentication information comprises g dynamic passcode. 13. The
e SR AR SR EAR B SRRHE U RRSENRY authorized. 14.
The methpd-asdefined icGlpimsSwanasiRinhRaHaFaRtGR S not
authorized if the cardholder is not authenticated. 15. A method for
performing autieesiiasgjos ihemelbie payteerintranfatbeiiaitiag &om the merchant
transaction card of a cardholder in a payment network that includes a
systenterchant system and an authentication server, the method comprising:
inputting into the merchant system: a mail order or telephone order

(MOTO) purchieBYHEIE-dlifn the netwars iR RMHEFIAG REARA! to the merchant
systerfl RACHN LAl 8hAE R RIRAILPHSatoAG Fgﬁgg%@a%@@e%éﬁih%ﬁer information

transaction card, erein data for the ase order and the

information pertaigifgytathreCAsaisHd aESidEIsa Clita@BECiIEFRIBOH provided by the
received via mail or telephone; transmitting, from the merchant

card hsigsteandamtisiade by tih¢heeachibehn it diimeesyssra iverifiyecmrtiémigation prompt, winere
request to the authentication server, the verify enroliment request

the aUFH%ﬂEiGﬁ{E”ﬂH@‘Hﬁ?aﬂﬁﬂﬁ%ﬁé’ﬁ%?iﬂﬁ'ﬁﬁ%ﬂéibb??%gﬁ%ﬂ?@%cﬁ‘fgi@d}%r

indicating that the ver{ erflroIIrR]ent re uE:t ertains tg.a MOTO
. . transmitti rglJ I‘Oﬂ e networ ae IC% an auatteaton res(g)l?nse EO the merchant
transaction; recelvirng, at the' merchant system, averll‘?/ enrolimen

systent SHROARRFAEAIHE @Eﬁ&ﬁ&@ GRUICRNRE ReranY BE@IDIdRE IV Sli s talisent

response indicates whether authentication is available for the transaction
9. Tarchathedstoefthedbasitioh thevaardmiha baibeddhedspossctiodigiarsy; sgrekd.
operative if authentication is available for the transaction card:
10. The method as defined in Claim 8, wherein the seascardholder information comprises a
personal assurance message.
11. The method as defined in Claim 8, wherein the tatisn card uses biometrics to dynamically
generate the authentication information.
12. The method as defined in Claim 9, wherein the aniit@tion information comprises a dynamic
passcode.
13. The method as defined in Claim 8, wherein the @atisn is authorized.
14. The method as defined in Claim 8, wherein the &atisn is not authorized if the cardholder is not
authenticated.
15. A method for performing authentication in an onlpeyment transaction using a transaction card
of a cardholder in a payment network that includeserchant system and an authentication server, the
method comprising:

inputting into the merchant system:

a mail order or telephone order (MOTO) purchtasker; and
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transmitting an authentication request from the merchant system for

delivery to the authentication server; receiving an authentication

prompt at the merchant system from the authentication server, wherein

the authentication prompt does not include or request sensitive cardholder

information; transmitting, from the merchant system for delivery to the

cardholder in response to the authentication prompt, a redirection of the

cardnolder to gn issucr of heransaction card Lo dggeive AURENIEaion. ies a carc

informallOR TSN AAFERtcatbA 5t YRS SN0 GEr, receiving, ak
numbeGoMEE N SYRGMHRIM Wi iSRUBL AN R NIBS I GRION UM OSFBLIR the information

received by the issuer from the cardholder; transmitting, from the
pertainingren@etcaysieite staukefit naon eih esidodh iavibie oticagsmoaerver,

receiving, at the merchant system, an authentication response from the

atighemiidadorre@niee, theratanersisteionfoesisivés idicathe igadtiesgiver, a verify

cardholder is authenticated; and operative if the cardholder is

enrollrg?nhé(?&met& the a“the”“Caﬁ?fhﬁ%rﬁfﬁt}ﬁé%%?ﬁoﬂﬁ‘éeﬁﬁé%’f&ﬁi gvg{gw\g gﬁa card nemb
for thee’[l»ﬁﬁgé%ﬂ‘){&(c?‘aHﬁ%%%ﬂQiﬁ?dﬂﬂ&‘ﬁ%%d{‘m&%ﬁﬁ/mﬂ%ﬁwgﬂ&?&%ﬁ?ins M@TO

request pertains to an electronic commerce transaction to the pay

transaB@work; and receiving, at the merchant system, an
authorization response from the payment network, wherein the
agitrivingtiehthrespengeimdigsitss, \@hettify rdamedic ceaponeerirmectihe tauthentication server,

transaction card is authorized. 16 The method as defined in Claim 15, _
whereiy{aeevRteCAIRKBRNERRNPNER IRAUEHRRIMsaHB LHiciRhip@vailable for the transacti

card at least on the basis of the card numbereofréimsaction card; and
operative if authentication is available for thensaction card:

transmitting an authentication request from therchant system for delivery to the
authentication server;

receiving an authentication prompt at the mantkgstem from the authentication server,
wherein the authentication prompt does not includeequest sensitive cardholder information;

transmitting, from the merchant system for deywto the cardholder in response
to the authentication prompt, a redirection of ¢taedholder to an issuer of the transaction carédeive
authentication information for an authenticatiorthaf cardholder;

receiving, at the merchant system from the isgshe authentication information received
by the issuer from the cardholder;

transmitting, from the merchant system, an antibation request to the authentication
server;

receiving, at the merchant system, an authdititaesponse from the authentication
server, the authentication response indicating érehe cardholder is authenticated;

and

operative if the cardholder is authenticated:
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17 The method as defined in Claim 15, wherein the transaction card uses
biometrics to dynamically generate the authentication information 18 The
method as defined in Claim 15, wherein the authentication information
comprises a dynamic passcode. 19. The method as defined in Claim 15,
wherein when the online payment transaction is authorized as indicated
by the authorization response, the authorization request is transmitted

from the mercrtlantsﬁ}/s.tem to an acquirer for a merchant corresépondin

o . .
the merchant s%’fem‘?‘@@'{’ﬁé%&ﬁ“ge Qe USHRE I PEANRUPS. rw%‘éersétir‘%‘%ée""” indlcator

indicaf) Rty ereeLdhRIALkH QHRALQ L ERTBRAIS SR BHRRIS AR ASRW #3f€action to the paymen
message. 21The method as defined in Claim 15, wherein the transaction

netwoil: a@tiauthorized if the cardholder is not authenticated.

receiving, at the merchant system, an authtivizaesponse from the payment
network, wherein the authorization response indsathether an account connected to the transaction
card is authorized.
16. The method as defined in Claim 15, wherein theenttbation request includes the card number.
17. The method as defined in Claim 15, wherein thes@ation card uses biometrics to dynamically
generate the authentication information.
18. The method as defined in Claim 15, wherein the enitbation information comprises a dynamic
passcode.
19. The method as defined in Claim 15, wherein whenothline payment transaction is authorized as
indicated by the authorization response, the aiztéiion request is transmitted from the merchastesy
to an acquirer for a merchant corresponding tarieechant system.
20. The method as defined in Claim 15, wherein the iseascardholder information comprises a
personal assurance message.

21. The method as defined in Claim 15, wherein thestation is not authorized if the cardholder is

not authenticated.
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