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METHOD, APPARATUS, AND SYSTEM FOR CONTROLLING A FLOW ENTRY

TECHNICAL FIELD
The present application relates to the field of Internet technologies, and, more

particularly, to a method, an apparatus, and a system for controlling a flow entry.

BACKGROUND

A virtual switch is a type of software that runs on a host and is responsible for simulating
a physical switch to complete traffic forwarding. The virtual switch can cooperate with a smart
network interface card which assists the virtual switch in handling network load.

The virtual switch and the smart network interface card usually cooperate as follows: 1.
when a message enters the host, it first passes through the smart network interface card which
performs a lookup on a flow table to determine a flow entry hit by the message; 2. if the message
hits a flow entry, it is directly forwarded according to the flow entry, and if the message misses
a flow entry, it is reported to the virtual switch on the host; and 3. the virtual switch will generate
a flow entry corresponding to the message, perform forwarding processing on the message
according to the generated flow entry, and send the flow entry to the smart network interface
card, so that subsequent messages can directly hit the flow entry on the smart network interface
card for forwarding processing. In addition, the virtual switch sets for the smart network
interface card aging time of the flow entry. The aging time refers to the amount of time elapsed
from the moment that the flow entry is last hit to the moment that the flow entry is deleted. If
the flow entry reaches the aging time, the smart network interface card needs to delete the flow
entry.

When the above-mentioned cooperation method is used, however, a problem of

irrational aging of flow entries on the smart network interface card is observed.

SUMMARY
Embodiments of the present application provide a method, an apparatus, and a system
for controlling a flow entry, which are used to solve the problem of irrational aging of flow
entries on smart network interface cards in the prior art.
In a first aspect, an embodiment of the present application provides a method for
controlling a flow entry, applied to a first network device, wherein the method comprises:

controlling a second network device to add the flow entry, so that the second network
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device performs message forwarding according to the flow entry; and

after controlling the second network device to add the flow entry, receiving a message
matching the flow entry and controlling the second network device to delete the flow entry
under a certain condition;

wherein the first network device is responsible for control of time for deleting the flow
entry based on a protocol state of the flow entry.

In a second aspect, an embodiment of the present application provides a method for
controlling a flow entry, applied to a second network device, wherein the method comprises:

in response to control of a first network device, adding the flow entry;

according to the flow entry, performing forwarding processing on a received message
matching the flow entry; and

forwarding the message to the first network device, so that the first network device,
according to the message, controls the second network device to delete the flow entry under a
certain condition;

wherein the first network device is responsible for control of time for deleting the flow
entry based on a protocol state of the flow entry.

In the second aspect, an embodiment of the present application provides an apparatus
for controlling a flow entry, applied to a first network device, wherein the apparatus comprises:

a first control module, configured to control a second network device to add the flow
entry, so that the second network device performs message forwarding according to the flow
entry; and

a second control module, configured to, after controlling the second network device to
add the flow entry, receive a message matching the flow entry and control the second network
device to delete the flow entry under a certain condition;

wherein the first network device is responsible for control of time for deleting the flow
entry based on a protocol state of the flow entry.

In a third aspect, an embodiment of the present application provides an apparatus for
controlling a flow entry, comprising: a memory and a processor; wherein the memory is
configured to store one or more computer instructions, and the one or more computer
instructions, when executed by the processor, implement the method according to any one of
the first aspect.

In a fourth aspect, an embodiment of the present application provides an apparatus for

controlling a flow entry, wherein the apparatus comprises a field-programmable logic device,
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and the field-programmable logic device is configured to:

in response to control of a first network device, add the flow entry;

according to the flow entry, perform forwarding processing on a received message
matching the flow entry; and

forward the message to the first network device, so that the first network device,
according to the message, controls the second network device to delete the flow entry under a
certain condition;

wherein the first network device is responsible for control of time for deleting the flow
entry based on a protocol state of the flow entry.

In a fifth aspect, an embodiment of the present application provides a system for
controlling a flow entry, comprising: the apparatus according to the third aspect and the
apparatus according to the fourth aspect.

Embodiments of the present application further provide a computer-readable storage
medium having a computer program stored thereon, wherein the computer program includes at
least one piece of code, and the at least one piece of code can be executed by a computer to
control the computer to execute the method according to any one of the first aspect.

Embodiments of the present application further provide a computer program, wherein
the computer program is configured to, when executed by a computer, implement the method
according to any one of the first aspect.

According to the method, the apparatus, and the system for controlling a flow entry
provided by the embodiments of the present application, a first network device controls a
second network device to add the flow entry, and the second network device, after receiving a
message matching the flow entry, performs forwarding processing on the message according to
the flow entry; the second network device forwards the message to the first network device, and
the first network device controls the second network device to delete the flow entry under a
certain condition according to the received message matching the flow entry, wherein the first
network device is responsible for control of time for deleting the flow entry based on a protocol
state of the flow entry, so that when the second network device performs message forwarding
according to the flow entry, the first network device can perform aging management on the flow
entry on the second network device according to the protocol state of the flow entry, thus
enabling the aging of the flow entry on the second network device to meet the requirement for
performing aging management on the flow entry based on the protocol state of the flow entry

and avoiding problems caused by irrational aging of the flow entry on the second network
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device in the related art, such as the problem that the message cannot be forwarded normally
due to early deletion of the flow entry on the second network device, or the problem that the
message is forwarded incorrectly due to delayed deletion of the flow entry on the second
network device, thereby improving the rationality of the aging of the flow entry on the second

network device.

BRIEF DESCRIPTION OF DRAWINGS

To describe the technical solutions in the embodiments of the present application or in
the prior art more clearly, the following briefly describes the accompanying drawings needed
for describing the embodiments or the prior art. Apparently, the accompanying drawings in the
following description show some embodiments of the present application, and those of ordinary
skill in the art may further derive other accompanying drawings from these accompanying
drawings without creative efforts.

FIGS. 1-2 are schematic diagrams of application scenarios of the embodiments of the
present application;

FIG. 3 is a schematic flowchart of a method for controlling a flow entry provided by an
embodiment of the present application;

FIG. 4 is a schematic diagram of a TCP connection message interaction process
provided by an embodiment of the present application;

FIG. 5 is a schematic flowchart of a method for controlling a flow entry provided by
another embodiment of the present application;

FIG. 6 is a schematic flowchart of a method for controlling a flow entry provided by
another embodiment of the present application;

FIG. 7 is a schematic structural diagram of an apparatus for controlling a flow entry
provided by an embodiment of the present application;

FIG. 8 is a schematic structural diagram of an apparatus for controlling a flow entry
provided by another embodiment of the present application; and

FIG. 9 is a schematic structural diagram of an apparatus for controlling a flow entry

according to another embodiment of the present application.

DESCRIPTION OF EMBODIMENTS
In order to make the objectives, technical solutions, and advantages of the embodiments

of the present application clearer, the technical solutions in the embodiments of the present
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application will be described clearly and completely hereinafter in conjunction with the
accompanying drawings in the embodiments of the present application. Apparently, the
described embodiments are a part of, rather than all, embodiments of the present application.
Based on the embodiments in the present application, all other embodiments obtained by
ordinary persons skilled in the art without creative efforts shall fall within the protection scope
of the present application.

The terms used in the embodiments of the present application are for the purpose of
describing specific embodiments only and are not intended to limit the present application. The
singular forms “a,” “the,” and “said” used in the embodiments and appended claims of the
present application are also intended to represent the plural forms thereof. Unless otherwise
clearly noted in the context, “a plurality of” generally includes at least two, but including at
least one should not be excluded.

It should be appreciated that the term “and/or” used herein is merely an association
relationship describing associated objects, indicating that there may be three relations. For
example, A and/or B may indicate the following three cases: A exists individually, A and B exist
simultaneously, and B exists individually. In addition, the character “/” herein generally
indicates that the associated objects before and after the character form an “or” relation.

Depending on the context, the term “if” as used herein may be interpreted as “when,”
or “in the case that,” or “in response to a determination,” or “in response to a detection.”
Similarly, depending on the context, the phrase “if determined” or “if detecting (a stated
condition or event)” may be interpreted as “when determined” or “in response to a
determination,” or “when detecting (a stated condition or event)” or “in response to detecting
(a stated condition or event).”

It should also be noted that the term “comprise,” “include,” or any other variant thereof
is intended to encompass a non-exclusive inclusion, so that a product or system that involves a
series of elements comprises not only those elements, but also other elements not explicitly
listed, or elements that are inherent to such a product or system. Without more restrictions, an
element defined by the phrase “comprising a ...” does not exclude the presence of another same
element in the product or system that comprises the element.

In addition, the sequence of steps in the following method embodiments is only an
example and is not to impose a strict limitation.

In order to facilitate those skilled in the art to understand the technical solutions

provided by the embodiments of the present application, the technical environment for
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implementing the technical solutions is first described below.

The commonly used methods of cooperation between a virtual switch and a smart
network interface card in the related art mainly comprise the virtual switch generating a flow
entry and sending it to the smart network interface card, and the smart network interface card
performing message forwarding according to the flow entry and performing aging management
on the flow entry according to aging time configured on the virtual switch. However, fixed
aging time is irrational for flow entries in different protocol states. Therefore, a rational method
for controlling the aging of flow entries on the smart network interface card is urgently needed
in the related art.

Based on the actual technical requirements similar to those described above, the method
for controlling a flow entry provided by the present application can achieve rational control of
the aging of the flow entry on the smart network interface card by technical means.

The methods for controlling a flow entry provided by the embodiments of the present
application are specifically described below in conjunction with exemplary application
scenarios.

As shown in FIG. 1, a network node 11 composed of a first network device and a second
network device can receive a message 1 sent by an upper-level node 12 thereof through the
Internet, and the upper-level node 12 can be a source device of the message 1 or an intermediate
network node on the Internet, wherein the source device may be, for example, a personal
computer, a laptop computer, a cell phone, a personal digital assistant, a server, or the like. As
shown in FIG. 1, the message 1 first passes through the second network device of the network
node 11, and the second network device performs a lookup on the flow table. Supposing the
message 1 misses a flow entry on the flow table, the second network device reports the message
1 to the first network device. When the first network device determines that there is no message
matching the message 1, it may generate a flow entry corresponding to the message 1 and set
the initial protocol state of the flow entry; and when the first network device determines that
there is a message matching the message 1, it may update the protocol state of the flow entry
corresponding to the message 1.

Here, the protocol state of the flow entry refers to the state of the communication
protocol corresponding to the flow entry. The Transmission Control Protocol (TCP) is taken as
an example of the communication protocol for description herein, and the protocol state of the
flow entry may include a SYN SENT state, a SYN RCVD state, an ESTABLISHED state for

connection, or the like.
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The first network device may comprise a virtual switch, or the first network device may
comprise a non-virtual switch. The second network device may comprise a network interface
card, a gateway device, a load balancing device, a router, or the like. It should be noted that a
virtual switch as the first network device and a smart network interface card as the second
network device are only possible embodiments, and in practical application, the first network
device and the second network device may also comprise other forms.

As shown in FIG. 1, after generating the flow entry corresponding to the messagel, the
first network device can control the second network device to add the flow entry, so that the
second network device can perform message forwarding according to the flow entry to improve
forwarding performance. After the first network device controls the second network device to
add the flow entry, as shown in FIG. 2, when the second network device receives a message 2
matching the flow entry, it can not only perform forwarding processing on the message 2
according to the flow entry but also forward the message 2 to the first network device, so that
the first network device can control the second network device to delete the flow entry under a
certain condition according to the message 2.

Here, the first network device is responsible for performing aging management on the
flow entry based on the protocol state of the flow entry. Since the first network device is
responsible for performing aging management on the flow entry based on the protocol state of
the flow entry, and the first network device can control the second network device to delete the
flow entry under a certain condition, it is implemented that when the second network device
performs message forwarding according to the flow entry, the first network device can perform
aging management on the flow entry on the second network device according to the protocol
state of the flow entry, thus enabling aging of the flow entry on the second network device to
meet the requirement for performing aging management on the flow entry based on the protocol
state of the flow entry and avoiding problems caused by irrational aging of the flow entry on
the second network device in the related art, such as the problem that the message cannot be
forwarded normally due to early deletion of the flow entry on the second network device, or the
problem that the message is forwarded incorrectly due to delayed deletion of the flow entry on
the second network device, thereby improving the rationality of the aging of the flow entry on
the second network device.

It should be noted that, for a message that hits the flow entry on the second network
device, the second network device can perform forwarding processing on the message

according to the flow entry; and for a message that misses a flow entry on the second network
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device, the first network device can perform forwarding processing on the message according
to the flow entry, for example, the first network device can perform forwarding processing on
the message 1 according to the flow entry, and the second network device can perform
forwarding processing on the message 2 according to the flow entry.

It should be noted that, when forwarding processing is performed on the message
according to the flow entry, the recipients of the message may be different in different
application scenarios. For example, in a load balancing scenario, performing forwarding
processing on the message according to the flow entry may specifically refer to forwarding the
message to a specific virtual machine in a virtual machine cluster or a specific server in a server
cluster. For another example, in a network forwarding scenario, performing forwarding
processing on the message according to the flow entry may specifically refer to forwarding the
message to a lower-level message forwarding device or a destination device of the message.

Some embodiments of the present application will be described in detail below with
reference to the accompanying drawings. When there is no conflict, the embodiments described
below and the features in the embodiments may be combined with each other.

FIG. 3 is a schematic flowchart of a method for controlling a flow entry provided by an
embodiment of the present application. As shown in FIG. 3, the method provided by this
embodiment may comprise the following steps:

Step 301, a first network device controls a second network device to add the flow entry;

Step 302, in response to control of the first network device, the second network device
adds the flow entry;

Step 303, the second network device, according to the flow entry, performs forwarding
processing on a received message matching the flow entry.

Step 304, the second network device forwards the message to the first network device,
so that the first network device updates a protocol state of the flow entry according to the
message; and

Step 305, the first network device receives the message matching the flow entry and
controls the second network device to delete the flow entry under a certain condition;

wherein the first network device is responsible for control of time for deleting the flow
entry based on the protocol state of the flow entry.

In this embodiment of the present application, the flow entry may be generated by the
first network device according to the received message. For example, as shown in FIG. 1, when

the message 1 received by the second network device misses a flow entry, the second network
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device may report the message 1 to the first network device, and after determining that there is
no flow entry matching the message 1, the first network device may generate a flow entry
corresponding to the message 1. Of course, in other embodiments, the first network device may
also obtain the flow entry in other manners, which is not limited in the present application.

In this embodiment of the present application, after the first network device obtains the
flow entry, the first network device may control the second network device to add the flow entry.
Optionally, the first network device may control the second network device to add the flow
entry in the following Manner I or Manner I1.

Manner [. After receiving a first message matching the flow entry, the first network
device may control the second network device to add the flow entry. The second network device
may forward all messages matching the flow entry to the first network device, and the first
network device updates the protocol state of the flow entry according to the messages matching
the flow entry and performs aging management on the flow entry according to the protocol state
of the flow entry, so as to control the second network device to delete the flow entry when the
flow entry needs to be aged.

Based on this, the control of the time for deleting the flow entry based on the protocol
state of the flow entry may comprise: when aging time corresponding to a current protocol state
of the flow entry is reached, deleting the flow entry thereof; and correspondingly, controlling
the second network device to delete the flow entry under a certain condition may specifically
comprise: when the aging time corresponding to the current protocol state of the flow entry is
reached, controlling the second network device to delete the flow entry.

Manner II. The first network device may control the second network device to add the
flow entry when the protocol state of the flow entry satisfies a certain condition. Satisfying a
certain condition may refer to that the protocol state of the flow entry is the established state.
Since network connection usually needs to switch between multiple protocol states during the
establishment process and the number of messages during the establishment process is small,
by controlling the second network device to add the flow entry when the protocol state of the
flow entry is the established state, it can not only prevent the first network device from having
to frequently delete the flow entry on the second network device due to many connection
establishment failures but also simplify the implementation.

On the basis of Manner II, the second network device may forward all messages
matching the flow entry to the first network device, and the first network device updates the

protocol state of the flow entry according to the messages matching the flow entry and performs
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aging management on the flow entry according to the protocol state of the flow entry, so as to
control the second network device to delete the flow entry when the flow entry needs to be aged.
Similarly, the control of the time for deleting the flow entry based on the protocol state of the
flow entry may comprise: when aging time corresponding to a current protocol state of the flow
entry is reached, deleting the flow entry thereof; and correspondingly, controlling the second
network device to delete the flow entry under a certain condition may specifically comprise:
when the aging time corresponding to the current protocol state of the flow entry is reached,
controlling the second network device to delete the flow entry.

In the above-described embodiment, the second network device is completely passive
in the deletion of the flow entry. In other words, it deletes the flow entry only when the first
network device controls it to do so, and the first network device implements the entire content
of the aging management of the flow entry. Optionally, the second network device may also
actively delete the flow entry, and the first network device may control the aging time of the
flow entry on the second network device, wherein the aging time corresponds to the protocol
state of the flow entry, and when the aging time of the flow entry is reached, the second network
device may actively delete the flow entry. Moreover, considering that service messages are
transmitted in the established state, and the number of service messages is usually larger than
that of non-service messages, the speed of forwarding the service messages is very important
to user experience. As the second network device may perform forwarding processing mainly
on messages in the established state, the aging time configured by the first network device for
the second network device may specifically be the aging time corresponding to the established
state of the flow entry.

Therefore, on the basis of Manner II, in Step 304, before forwarding the message
matching the flow entry to the first network device, the second network device may further
determine whether the message satisfies a preset reporting condition: if so, the message is
forwarded to the first network device; and if not, the message is not forwarded to the first
network device. When the message satisfies the preset reporting condition, it may represent that
the first network device needs to directly manage the aging of the flow entry according to other
protocol states than the established state of the flow entry. When the message fails to satisfy the
preset reporting condition, it may represent that the second network device needs to manage the
flow entry thereof according to the aging time corresponding to the established state controlled
by the first network device, so as to achieve indirect management of the aging of the flow entry

by the first network device according to the protocol state of the flow entry. The preset reporting
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condition may be configured to determine whether it is a message corresponding to a connection
release process, and if it is the message corresponding to the connection release process, it
represents that the preset reporting condition is satisfied. Taking a TCP connection as an
example, the FIN message in the TCP connection release process can be determined based on
whether the FIN field in the message is 1, and the RST message in the TCP connection release
process can be determined based on whether the RST field in the message is 1.

On this basis, the first network device may implement direct management of the aging
of the flow entry in the following Manner A or Manner B according to other protocol states than
the established state of the flow entry, so as to achieve partial content of the first network
device's control of the time for deleting the flow entry based on the protocol state of the flow
entry.

Manner A. When controlling the second network device to add the flow entry, the first
network device may further set for the flow entry a flag sent to the second network device; and
when controlling the second network device to delete the flow entry, the first network device
may further clear the flag of the flow entry sent to the second network device. Correspondingly,
performing aging management on the flow entry based on the protocol state of the flow entry
may comprise: when aging time corresponding to a current protocol state of the flow entry is
reached, determining whether the flow entry is set with a flag sent to the second network device;
and if the flow entry is set with the flag sent to the second network device, retaining the flow
entry. Further, if the flow entry is not set with the flag sent to the second network device, the
flow entry thereof is deleted.

Manner B. Performing aging management on the flow entry based on the protocol state
of the flow entry may comprise: when aging time corresponding to a current protocol state of
the flow entry is reached, determining by the first network device whether the current protocol
state of the flow entry is the established state; and if the current protocol state of the flow entry
is the established state, retaining the flow entry. Further, if the current protocol state of the flow
entry is not the established state, the flow entry thereof is deleted.

In this embodiment of the present application, on the basis of the above-described
Manner A and Manner B, controlling the second network device to delete the flow entry under
a certain condition may specifically comprise: determining by the first network device whether
the message matching the flow entry received from the second network device satisfies a preset
deletion condition; and if the message matching the flow entry received from the second

network device satisfies the preset deletion condition, controlling the second network device to
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delete the flow entry. As an example, the preset deletion condition may be configured to
determine whether it is a message corresponding to a connection release process, and if it is the
message corresponding to the connection release process, it represents that the preset deletion
condition is satisfied.

In this embodiment of the present application, on the basis of the above-described
Manner II, since the second network device can actively delete the flow entry thereof, in order
to enable the flow entry on the first network device to be also deleted when the second network
device actively deletes the flow entry thereof, Manner Il may further comprise: when the first
network device determines that aging time corresponding to a current protocol state of the flow
entry has been reached, and the flow entry on the second network device has been deleted,
deleting the flow entry thereof.

Taking TCP as the communication protocol for example, the following describes how
the first network device controls the second network device to add the flow entry when the
protocol state of the flow entry is the established state.

First, as shown in FIG. 4, for the first message of the three messages in the TCP "three-
way handshake" connection establishment process in FIG. 4, i.e., the SYN J message where J
is the initial sequence number selected by the device 1, as the SYN J message is the first
message in the TCP connection establishment process, the second network device normally
does not have a corresponding flow entry. The second network device thus forwards the SYN
J message to the first network device. After receiving the SYN J message, the first network
device may generate a flow entry corresponding to the SYN J message and set the initial
protocol state of the flow entry as a SYN SENT state. The first network device may perform
forwarding processing on the SYN J message according to the flow entry, and the first network
device may perform aging management on the flow entry thereof according to the aging time
corresponding to the SYN SENT state.

Then, for the second message of the three messages in the TCP "three-way handshake"
connection establishment process in FIG. 4, i.e., the SYN K ACKJ+1 message where ACKJ+1
represents the response to the SYN J message, and K is the initial sequence number selected by
the device 2, as there is still no corresponding flow entry on the second network device, the
second network device forwards the SYN K ACKJ+1 message to the first network device.
Supposing that the first network device receives the SYN K ACK J+1 message before the flow
entry reaches the aging time corresponding to the SYN SENT state, the first network device
may update the protocol state of the flow entry to the SYN RCVD state and further, according

12
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to the aging time corresponding to the SYN RCVD state, continue to perform aging
management on the flow entry thereof. In addition, the first network device may perform
forwarding processing on the SYN K ACKJ+1 message according to the flow entry. Supposing
that the first network device has not received the SYN K ACKJ+1 message when the flow entry
reaches the aging time corresponding to the SYN RCVD state, the first network device deletes
the flow entry thereof.

Next, for the third message of the three messages in the TCP "three-way handshake"
connection establishment process in FIG. 4, i.e., the ACK K+1 message where ACK K+1
represents the response to the SYN K message, as there is still no corresponding flow entry on
the second network device, the second network device forwards the ACK K+1 message to the
first network device. Supposing that the first network device receives the ACK K+1 message
before the flow entry reaches the aging time corresponding to the SYN RCVD state, the first
network device may update the protocol state of the flow entry to the established state, send the
flow entry and the aging time corresponding to the established state of the flow entry to the
second network device, and set for the flow entry a flag sent to the second network device. In
addition, the first network device may perform forwarding processing on the ACK K+1
message according to the flow entry. Supposing that the first network device has not received
the ACK K+1 message when the flow entry reaches the aging time corresponding to the SYN
RCVD state, the first network device deletes the flow entry thereof.

Still next, for the service message X in the established state as shown by the dotted line
in FIG. 4, since the corresponding flow entry already exists on the second network device, the
second network device performs forwarding processing on the X message according to the flow
entry and performs aging management on the flow entry thereof according to the aging time
corresponding to the established state. In addition, the second network device may determine
whether the X message satisfies the preset reporting condition. Since the X message is not a
message corresponding to the TCP connection release process, it does not satisfy the preset
reporting condition. Supposing that the second network device has not received the next X
message when the flow entry reaches the aging time corresponding to the established state, the
second network device deletes the flow entry thereof. Further, when determining that the aging
time corresponding to the established state of the flow entry has been reached, and the flow
entry on the second network device has been deleted, the first network device may delete the
flow entry thereof.

Afterwards, for the first message of the four messages in the TCP "four-way wave"

13
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connection release process in FIG. 4, i.e., the FIN M message, as the corresponding flow entry
already exists on the second network device, the second network device may perform
forwarding processing on the FIN M message according to the flow entry and determine
whether the FIN M message satisfies the preset reporting condition. Because the FIN M
message is a message corresponding to the TCP connection release process, the second network
device may forward the FIN M message to the first network device. Further, after receiving the
FIN M message, the first network device may control the second network device to delete the
flow entry. In addition, the first network device may update the protocol state of the flow entry
to the FIN WAIT1 state according to the FIN M message and perform aging management on
the flow entry thereof according to the aging time corresponding to the FIN WAIT1 state.

Then, for the second message of the four messages in the TCP "four-way wave"
connection release process in FIG. 4, i.e., the ACK M+1 message, as there is no corresponding
flow entry on the second network device, the second network device forwards the ACK M+1
message to the first network device. Supposing that the first network device receives the ACK
M+1 message before the flow entry reaches the aging time corresponding to the FIN WAIT1
state, the first network device may update the protocol state of the flow entry to the CLOSE-
WAIT state and further perform aging management on the flow entry thereof according to the
aging time corresponding to the CLOSE-WAIT state. In addition, the first network device may
perform forwarding processing on the ACK M+1 message according to the flow entry.
Supposing that the first network device has not received the ACK M+1 message when the flow
entry reaches the aging time corresponding to the FIN WAIT1 state, the first network device
deletes the flow entry thereof.

It should be noted that the processing performed by the first network device and the
second network device on the third message in the four messages in the TCP "four-way wave"
connection release process in FIG. 4, i.e., the FIN N message, is similar to that on the ACK
M-+1 messages, and is not elaborated herein again.

Finally, for the fourth message of the four messages in the TCP "four-way wave"
connection release process in FIG. 4, i.e., the ACK N+1 message, as there is no corresponding
flow entry on the second network device, the second network device forwards the ACK N+1
message to the first network device. Supposing that the first network device receives the ACK
N+1 message before the flow entry reaches the aging time corresponding to the LAST ACK
state, the first network device may perform forwarding processing on the ACK N+1 message

according to the flow entry and delete the flow entry thereof after the forwarding processing.
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Supposing that the first network device has not received the ACK N+1 message when the flow
entry reaches the aging time corresponding to the LAST ACK state, the first network device
deletes the flow entry thereof.

It should be noted that the message interaction processes happening in the TCP
connection establishment and release processes in FIG. 4 are for illustration purposes only. In
FIG. 4, the FIN WAIT2, TIME WAIT, and CLOSED states are also TCP states.

According to the method for controlling a flow entry provided by the embodiments of
the present application, a first network device controls a second network device to add the flow
entry, and the second network device, after receiving a message matching the flow entry,
performs forwarding processing on the message according to the flow entry; the second network
device forwards the message to the first network device, and the first network device controls
the second network device to delete the flow entry under a certain condition according to a
received message matching the flow entry, wherein the first network device is responsible for
performing aging management on the flow entry based on a protocol state of the flow entry, so
that when the second network device performs message forwarding according to the flow entry,
the first network device can perform aging management on the flow entry on the second
network device according to the protocol state of the flow entry, thus enabling the aging of the
flow entry on the second network device to meet the requirement for performing aging
management on the flow entry based on the protocol state of the flow entry and avoiding
problems caused by irrational aging of the flow entry on the second network device in the
related art, such as the problem that the message cannot be forwarded normally due to early
deletion of the flow entry on the second network device, or the problem that the message is
forwarded incorrectly due to delayed deletion of the flow entry on the second network device,
thereby improving the rationality of the aging of the flow entry on the second network device.

FIG. 5 is a schematic flowchart of a method for controlling a flow entry provided by
another embodiment of the present application. As shown in FIG. 5, the method provided by
this embodiment may comprise the following steps:

Step 501, control a second network device to add the flow entry, so that the second
network device performs message forwarding according to the flow entry; and

Step 502, after controlling the second network device to add the flow entry, receive a
message matching the flow entry and control the second network device to delete the flow entry
under a certain condition;

wherein the first network device is responsible for control of time for deleting the flow
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entry based on a protocol state of the flow entry.

It should be noted that this embodiment is mainly directed at the technical solution of
the first network device in the embodiment shown in FIG. 3. For the implementation process
and technical effect of the technical solution, reference may be made to the relevant description
in the method embodiment shown in FIG. 3, which is not elaborated herein again.

FIG. 6 is a schematic flowchart of a method for controlling a flow entry provided by
another embodiment of the present application. As shown in FIG. 6, the method provided by
this embodiment may comprise the following steps:

Step 601, in response to control of a first network device, add the flow entry;

Step 602, according to the flow entry, perform forwarding processing on a received
message matching the flow entry; and

Step 603, forward the message to the first network device, so that the first network
device, according to the message, controls the second network device to delete the flow entry
under a certain condition;

wherein the first network device is responsible for control of time for deleting the flow
entry based on a protocol state of the flow entry.

It should be noted that this embodiment is mainly directed at the technical solution of
the second network device in the embodiment shown in FIG. 3. For the implementation process
and technical effect of the technical solution, reference may be made to the relevant description
in the method embodiment shown in FIG. 3, which is not elaborated herein again.

FIG. 7 is a schematic structural diagram of an apparatus for controlling a flow entry
provided by an embodiment of the present application. With reference to FIG. 7, this
embodiment provides an apparatus for controlling a flow entry, which can execute the method
on the first network device side in the above-described method for controlling a flow entry.
Specifically, the apparatus 70 may comprise:

a first control module 71, configured to control a second network device to add the flow
entry, so that the second network device performs message forwarding according to the flow
entry; and

a second control module 72, configured to, after controlling the second network device
to add the flow entry, receive a message matching the flow entry and control the second network
device to delete the flow entry under a certain condition;

wherein the first network device is responsible for control of time for deleting the flow

entry based on a protocol state of the flow entry.
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Optionally, the first control module is specifically configured to control the second
network device to add the flow entry when the protocol state of the flow entry is an established
state.

Optionally, the control of the time for deleting the flow entry based on the protocol state
of the flow entry comprises: controlling aging time of the flow entry of the second network
device, wherein the aging time corresponds to the established state of the flow entry.

Optionally, the apparatus further comprises a flag module configured to, when the
second network device is controlled to add the flow entry, set for the flow entry a flag sent to
the second network device; and when the second network device is controlled to delete the flow
entry, clear the flag of the flow entry sent to the second network device;

the control of the time for deleting the flow entry based on the protocol state of the flow
entry further comprises:

when aging time corresponding to a current protocol state of the flow entry is reached,
determining whether the flow entry is set with the flag sent to the second network device; and

if the flow entry is set with the flag sent to the second network device, retaining the flow
entry.

Optionally, the control of the time for deleting the flow entry based on the protocol state
of the flow entry further comprises:

when aging time corresponding to a current protocol state of the flow entry is reached,
determining whether the current protocol state of the flow entry is the established state; and

if the current protocol state of the flow entry is the established state, retaining the flow
entry.

Optionally, performing aging management on the flow entry based on the protocol state
of the flow entry further comprises:

when it is determined that aging time corresponding to a current protocol state of the
flow entry has been reached, and the flow entry on the second network device has been deleted,
deleting the flow entry thereof.

Optionally, the second control module 72 is specifically configured to:

determine whether the received message matching the flow entry satisfies a preset
deletion condition; and

if the message satisfies the preset deletion condition, control the second network device
to delete the flow entry.

Optionally, the preset deletion condition is configured to determine whether it is a
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message corresponding to a connection release process, and if it is the message corresponding
to the connection release process, it represents that the preset condition is satisfied.

The apparatus shown in FIG. 7 may execute the method on the first network device side
in the above-described method embodiments. For the part not described in detail in this
embodiment, reference may be made to the relevant description of the above-described method
embodiments. For the implementation process and technical effect of the technical solution,
reference may be made to the description of the above-described method embodiments, which
is not elaborated herein again.

FIG. 8 is a schematic structural diagram of an apparatus for controlling a flow entry
provided by another embodiment of the present application. With reference to FIG. 8, this
embodiment provides an apparatus for controlling a flow entry, which can execute the method
on the first network device side in the above-described method for controlling a flow entry.
Specifically, the apparatus may comprise: a processor 81 and a memory 82. Herein, the memory
82 is configured to store a program that supports a terminal to implement the first network
device side provided in the above-described method embodiments, and the processor 81 is
configured to execute the program stored in the memory 82.

The program includes one or more computer instructions which, when executed by the
processor 81, implement the following steps:

control a second network device to add the flow entry, so that the second network device
performs message forwarding according to the flow entry; and

after controlling the second network device to add the flow entry, control the second
network device to delete the flow entry under a certain condition according to a received
message matching the flow entry;

wherein the first network device is responsible for control of time for deleting the flow
entry based on a protocol state of the flow entry.

Optionally, the processor 81 is further configured to perform all or part of the steps on
the first network device side in the above-described method embodiments.

Herein, the structure of the apparatus may further comprise a communication interface
83 for the apparatus to communicate with other devices or a communication network.

FIG. 9 is a schematic structural diagram of an apparatus for controlling a flow entry
provided by another embodiment of the present application. With reference to FIG. 9, this
embodiment provides an apparatus for controlling a flow entry, and the apparatus 90 for

controlling a flow entry comprises a field-programmable logic device 91. The field-
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programmable logic device may be, for example, a field-programmable gate array (FPGA) and
is configured to:

in response to control of a first network device, add the flow entry;

according to the flow entry, perform forwarding processing on a received message
matching the flow entry; and

forward the message to the first network device, so that the first network device,
according to the message, controls the second network device to delete the flow entry under a
certain condition;

wherein the first network device is responsible for control of time for deleting the flow
entry based on a protocol state of the flow entry.

In addition, an embodiment of the present application further provides a system for
controlling a flow entry, comprising: the apparatus for controlling a flow entry according to the
embodiment shown in FIG. 8 and the apparatus according to the embodiment shown in FIG. 9.

Moreover, an embodiment of the present application provides a computer storage
medium, configured to store computer software instructions used by a terminal, which includes
a program involved in the first network device side in the above-described method
embodiments.

An embodiment of the present application provides a computer storage medium,
configured to store computer software instructions used by a network device, which includes a
program involved in the first network device side in the above-described method embodiments.

The apparatus embodiments described above are only examples, wherein the units
described as separate components may or may not be physically separated; and the components
displayed as units may or may not be physical units. In other words, the units may be located
in one place, or may be distributed on a plurality of network units. Some or all of the modules
may be selected according to actual needs to achieve the objectives of the solutions of the
embodiments. Those of ordinary skill in the art may understand and implement the
embodiments without creative efforts.

Through the description of the above embodiments, a person skilled in the art may
clearly understand that each embodiment may be implemented by means of a necessary general
hardware platform, and may certainly be implemented by a combination of hardware and
software. Based on such understanding, the part of the above technical solutions, which is
essential or contributes to the related art, may be embodied in the form of a computer product.

The present application may take the form of a computer program product which is embodied
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on one or more computer-usable storage media (including, but not limited to, disk storage, CD-
ROM, optical storage, and so forth) having computer-usable program code contained therein.

The present application is described with reference to flowcharts and/or block diagrams
of methods, devices (systems), and computer program products according to embodiments of
the present application. It should be understood that computer program instructions may be
used to implement each process and/or each block in the flowcharts and/or the block diagrams
and a combination of a process and/or a block in the flowcharts and/or the block diagrams.
These computer program instructions may be provided for a processor of a general-purpose
computer, a dedicated computer, an embedded processor, or another programmable device to
generate a machine, so that the instructions executed by the processor of the computer or
another programmable generate an apparatus for implementing a specific function in one or
more processes in the flowcharts and/or in one or more blocks in the block diagrams.

These computer program instructions may also be stored in a computer-readable
memory that can instruct the computer or another programmable device to work in a specific
manner, so that the instructions stored in the computer-readable memory generate an artifact
that includes an instruction apparatus. The instruction apparatus implements a function
specified in one or more processes in the flowcharts and/or in one or more blocks in the block
diagrams.

These computer program instructions may also be loaded onto a computer or another
programmable device, so that a series of operation steps are performed on the computer or
another programmable device to generate computer-implemented processing. Therefore, the
instructions executed on the computer or another programmable device are used to provide
steps for implementing a function specified in one or more processes in the flowcharts and/or
in one or more blocks in the block diagrams.

In a typical configuration, a computing device comprises one or more processors (CPU),
an input/output interface, a network interface, and a memory.

The memory may include a volatile memory on a computer-readable medium, a random
access memory (RAM) and/or a non-volatile memory, and the like, such as a read-only memory
(ROM) or a flash random access memory (flash RAM). The memory is an example of the
computer-readable media.

Computer-readable media further include non-volatile and volatile, removable and non-
removable media employing any method or technique to achieve information storage. The

information may be computer-readable instructions, data structures, modules of programs, or
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other data. Examples of computer storage media include, but are not limited to, a phase-change
random access memory (PRAM), a static random access memory (SRAM), a dynamic random
access memory (DRAM)), other types of random access memories (RAM), a read-only memory
(ROM), an electrically erasable programmable read-only memory (EEPROM), a flash memory
or other memory technologies, a compact disc read-only memory (CD-ROM), a digital versatile
disc (DVD) or other optical memories, a magnetic cassette tape, a magnetic tape, a magnetic
disk storage or other magnetic storage devices, or any other non-transmission medium, which
may be used to store information that can be accessed by a computing device. As defined herein,
the computer-readable media do not include transitory media, such as modulated data signals
and carriers.

Finally, it should be noted that the above embodiments are only used to illustrate, rather
than limit, the technical solutions of the present application. Although the present application
has been described in detail with reference to the foregoing embodiments, those of ordinary
skill in the art should understand that the technical solutions recited in the foregoing
embodiments may still be modified, or some or all of the technical features thereof may be
replaced with equivalents. These modifications or replacements do not make the essence of the
corresponding technical solutions deviate from the scope of the technical solutions of the

embodiments of the present application.

21



10

15

20

25

30

CLAIMS

What is claimed is:

1.  Amethod for controlling a flow entry, applied to a first network device, the method
comprising:

controlling a second network device to add the flow entry, so that the second network
device performs message forwarding according to the flow entry; and

after controlling the second network device to add the flow entry, receiving a message
matching the flow entry and controlling the second network device to delete the flow entry
under a preset condition,

wherein the first network device is responsible for controlling time for deleting the flow

entry based on a protocol state of the flow entry.

2. The method according to claim 1, wherein the controlling the second network
device to add the flow entry comprises controlling the second network device to add the flow

entry when the protocol state of the flow entry is an established state for connection.

3. The method according to claim 2, wherein the control of the time for deleting the
flow entry based on the protocol state of the flow entry comprises controlling an aging time of
the flow entry of the second network device, wherein the aging time corresponds to the

established state of the flow entry.

4. The method according to claim 3, wherein the method further comprises:

when controlling the second network device to add the flow entry, setting for the flow
entry a flag sent to the second network device; and

when controlling the second network device to delete the flow entry, clearing the flag
sent to the second network device,

wherein the control of the time for deleting the flow entry based on the protocol state of
the flow entry further comprises:

when an aging time corresponding to a current protocol state of the flow entry is reached,
determining whether the flow entry is set with the flag sent to the second network device; and

in response to determining that the flow entry is set with the flag sent to the second

network device, retaining the flow entry.
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5. The method according to claim 3, wherein the controlling the time for deleting the
flow entry based on the protocol state of the flow entry further comprises:

when an aging time corresponding to a current protocol state of the flow entry is reached,
determining whether the current protocol state of the flow entry is the established state; and

in response to determining that the current protocol state of the flow entry is the

established state, retaining the flow entry.

6.  The method according to claim 3, wherein the controlling the time for deleting the
flow entry based on the protocol state of the flow entry further comprises:

determining that an aging time corresponding to a current protocol state of the flow
entry has been reached, and the flow entry in the second network device has been deleted; and

deleting the flow entry thereof.

7. The method according to any one of claims 1-6, wherein the controlling the second
network device to delete the flow entry under the preset condition according to the received
message matching the flow entry comprises:

determining whether the received message matching the flow entry satisfies a preset
deletion condition; and

in response to determining that the message satisfies the preset deletion condition,

controlling the second network device to delete the flow entry.

8.  The method according to claim 7, wherein:

the preset deletion condition is configured to determine whether the message
corresponds to a connection release process; and

in response to a determination that the message corresponding to the connection release

process, the preset deletion condition is satisfied.

9. A method for controlling a flow entry, applied to a second network device, the
method comprising:

in response to control of a first network device, adding the flow entry;

according to the flow entry, performing forwarding processing on a received message

matching the flow entry; and
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forwarding the message to the first network device, so that the first network device,
according to the message, controls the second network device to delete the flow entry under a
preset condition,

wherein the first network device is responsible for controlling time for deleting the flow

entry based on a protocol state of the flow entry.

10. The method according to claim 9, wherein:

the controlling the time for deleting the flow entry based on the protocol state of the
flow entry comprises controlling an aging time of the flow entry of the second network device,
wherein the aging time corresponds to an established state for connection of the flow entry; and

the method further comprises, in response to the control of the first network device,
determining the aging time of the flow entry and deleting the flow entry when the flow entry

reaches the aging time.

11. The method according to claim 9 or 10, wherein the forwarding the message to
the first network device comprises:

determining whether the message satisfies a preset reporting condition; and

in response to determining that the message satisfies the preset reporting condition,

forwarding the message to the first network device.

12.  The method according to claim 11, wherein:

the preset reporting condition is configured to determine whether it is a message
corresponding to a connection release process; and

in response to a determination that the message corresponds to the connection release

process, the preset reporting condition is satisfied.

13.  An apparatus for controlling a flow entry, applied to a first network device, the
apparatus comprising:

a first control module, configured to control a second network device to add the flow
entry, so that the second network device performs message forwarding according to the flow
entry; and

a second control module, configured to, after controlling the second network device to

add the flow entry, receive a message matching the flow entry and control the second network
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device to delete the flow entry under a preset condition,
wherein the first network device is responsible for controlling time for deleting the flow

entry based on a protocol state of the flow entry.

14. An apparatus for controlling a flow entry, comprising: a memory and a processor,
wherein the memory is configured to store one or more computer instructions, and the one or
more computer instructions, when executed by the processor, implement the method according

to any one of claims 1 to 8.

15. An apparatus for controlling a flow entry, the apparatus comprising a field-
programmable logic device, the field-programmable logic device being configured to:

in response to control of a first network device, add the flow entry;

according to the flow entry, perform forwarding processing on a received message
matching the flow entry; and

forward the message to the first network device, so that the first network device,
according to the message, controls the second network device to delete the flow entry under a
preset condition,

wherein the first network device is responsible for controlling time for deleting the flow

entry based on a protocol state of the flow entry.

16. A system for controlling a flow entry, comprising the apparatus according to claim

14 and the apparatus according to claim 15.
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