"1 METHOD FOR PROTECTI NG THE DECRYPTI NG OF THE CONFI GURATI ON FI LES EOR
PROGRAMVABLE LOG C CIRCUITS AND Cl RCUI T | MPLEMENTING THE METHOD 5
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the 15 VHDL or Veril og CHRQUIDIMPLEMENTINGSIHEMMETHOD: part and it is
consequent|ly necessary to protect it against counterfeiting.

Mor eover, sone circuits enbed secret inplenentations. Such is the case with
t he cont5ent di stribution nmarket segnents such as satellite television or
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currently of the or a nanometr However, the sensitive parts with
hi gh 25'0st PE\P@@’%’W@M@'O%‘F cigWlS: ng/ processi ng confidential data, are still
protected by ad hoc nethods, such as, for exanple: shielding by a
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15 VHDL or Verilog languages, is the most strategic part and it is consequently
necessary to protect it against counterfeiting.

Moreover, some circuits embed secret implementations. Such is the
case. with the content distribution market segments such as satellite
television or the military with confidential algorithms and protocols.

20 Thus, for reasons concerning the fight against piracy, it is necessary to
make the reverse engineering of the circuits impossible, or at least difficult. In
the custom-designed products, such as ASIC circuits, reverse engineering
becomes increasingly difficult with the reducing characteristic dimensions,
currently of the order of a nanometre. However, the sensitive parts with high

25 strategic value, or storing/processing confidential data, are still protected by
ad hoc methods, such as, for example:

- shielding by a metaliization layer preventing direct

microscope observation;

- disposal of the logic complicating the visual identification of

30 the resources; , |

- scrambling of the data buses, which requires light

cryptanalysis means in order to be able to interpret any
identified resources.

Conversely, in the reconfigurable components, such as, for example,

35 FPGAs, the information to be protected is available in the form of a
configuration file, usually qualified by the term “bit stream”. In some FPGA
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"Conversely, in the reconfigurable conmponents, such as, for exanple, 35
FPGAs, the information to be protected is available in the formof a
conflguratlon file, usually qualified by the term"bit stream'. In sone
FPGA 11111111111111111 *G00002* 2 fam,lies, this configuration file is
stored in a non-volatile nenory, a PRO@Ifor exanpl e, which can easily be
extracted because it is soldered and therefore entirely readable. Since
this memory is not on the value chain of the FPGA product designers, it is
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key and th ore en access t’'a cont ai ne figuration
file. In the current implementations, the reading of the configuration files is

made difficult by encrypting them with symmetrical methods, such as, for

example, the 3DES and AES algorithms. Furthermore, eommunication
15 between said memory and the programmable logic circuit is also protected,

because the decryption is usually performed on the chip of said circuit.

The decryption logic operation itself is not protected against attacks on
its physical implementation. Thus, a smart attack can potentially find the
encryption key and therefore then access the data contained in the

20 configuration file.

To find this encryption key, two families of attacks can be
implemented: observation attacks and disturbance or fault-injection attacks.

The first family of attacks, that is to say observation attacks, exploits
the fact that the instantaneous electrical consumption of the circuit handiing

25 the encryption depends notably on the data processed. Several types of
observation attacks are known. SPA (Simple Power Analysis) attempts to
differentiate the operations executed by a central unit based on a
measurement of its electrical consumption measured during a cryptographic
operation. Differential consumption analysis DPA (Differential Power

30 Analysis) uses statistical operations on numerous electrical consumption
measurements, performed during cryptography operations on random
messages and with a constant key to validate or invalidate an assumption
made concerning a limited part of the key. “Template” type attacks use, in a
first phase, a device that is identical to the device being attacked, apart from

35 the fact that this identical device contains no secret, to construct consumption



"To find this encryption key, two families of attacks can be inpl enented:
observation attacks and disturbance or fault-injection attacks. The
first famly of attacks, that is to say observation attacks, exploits the
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30 One aim of the invention is notably to overcome the abovementioned
drawbacks.

To this end, the subject of the invention is a method for protecting a
programmable logic circuit. The data file(s) used for the configuration of the
programmable resources of the circuit are stored in a non-volatile memory

35 after having been encrypted, a decryption module internal to the circuit being



“dravibacks. To this end, the subject of the invention is a nethod for
protecting a programmable logic circuit. The data file(s) used for the
configuration of the programmbl e resources of the circuit are stored in a
non-vol atile nmenory 35 after having beﬁn encrypted, a decryption nodul e
internal to the circuit being 4 respoffsible for decrypting the file(s) by
using a secret key stored in the circuit, the decryption nodul e bei ng
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Another subject of the invention is a programmable logic circuit of

FPGA type, characterized in that it comprises at least one decryption module

internal to the circuit responsible for decrypting the configuration file(s) for the

15 programmable resources of said circuit by using a secret key stored in the

circuit, the decryption module being protected against observation and/or

fault-injection attacks during the decryption operation by using the method
according to one of the preceding claims.

20 Other features and advantages of the invention will become apparent
from the following description given as an illustrative and nonI|m|t|ng
example, in light of the appended drawings in which:

- Figure 1 illustrates an exemplary procedure for configuring a
25 programmable logic circuit of FPGA type;

- Figure 2 illustrates an exemplary procedure for initializing a
programmable logic circuit of FPGA type and the manner in
which the decryption circuit is protected according to the
invention.

30
Figure 1 illustrates an exemplary procedure for configuring a
programmable logic circuit of FPGA type. In this example, the FPGA 100
consists of a programmable resource area 101. Once programmed, said area
can be used to produce the functions required for the application targeted by
35 the designer. The programmable resource area consists notably of



' 20'her features and advantages of the invention will becone apparent from
~the following description given as an illustrative and nonlimting exanple,
in light of the appended draw ngs in which: Figure 1

il lustrates an exenplary procedure for _configuring a 25progranmmbl e | ogic
circuit of FPGA type; Figure 2 illustrates an exenpl ary procedure for
initializing a progranmable logic circuit of FPGA type and the manner in
whi ch the decryption circuit is protected according to the invention. 30
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configuration information |s kept in memory and protected against any
15 attackers.
During the design of the system, the FPGA circuit is programmed so
as to produce one or more functions according to the targeted application.
For this, the designer uses, for example, a computer 108 with computer-
aided design software (CAO). The designer programs said function or
20 functions 110 using a high-level hardware description language, such as the
~ VHDL language. The corresponding programs and data 111 result in a
configuration file stored in the memory of the computer. The designer has the
option to define an encryption key K 109 so as to protect said configuration
data. This key is entered as a parameter 113. The configuration data 111
25 contained in the configuration file are encrypted using an encryption
algorithm 112 such as, for example, AES or 3DES, using the key K 113. The
encrypted configuration file is then plaoed 116 in the non-volatile memory
107. Another method is to place the encrypted configuration file directly 117
in the volatile memory 104 internal to the FPGA via an input port 114, and do
30 soO for system test purposes for example. For the programmable resource
area 101 to be configured, it is necessary for the configuration file to be
decrypted by the FPGA. For this, the key K is stored 102 inside the
component and is transmitted 115 during the design phase via a port 106 of
the FPGA.
35



15 attackers. During the design of the system the FPGA circuit is
programmed so as to produce one or nore functions according.to the targeted
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25 conmon are, “not abl y:
DDL (Wave Dynamlc Dlﬁerentlal Logic) detailed in the

article by K. Tiri and |. Verbauwhede entitled “A Logic Level
Design Methodology for a Secure DPA Resistant ASIC or
FPGA Implementation”, date, ‘04, pages 246-251, February
30 2004, Paris. The decryption module is in this case made up of
two dual logic arrays working by compiementary logic so as to
make the consumption of the module virtually constant;
- SECLIB (Secured Library) described in the article by
S. Guilley, P. Hoogvorst, Y. Mathieu, R. Pacalet, J. Provost



"WDDL' (Wave Dynamic Differential Logic) detailed in the article by K Tiri
and |. Verbauwhede entitled "A Logic Level Desi gn Met hodol ogy for a Secure
DPA Resistant ASIC or FPGA | npl ementation", date, '04, pages 246- 251,
February 302004, Paris. The decryptiongm)dul e is in this case nade up of
two dual logic arrays working by conpl énentary | ogic so as to nmake the
consunption of the nodule virtually constant; SECLIB (‘Secured Library)
described in the article by S. Guilley, P. Hoogvorst, Y. Mthieu, R
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10 Resistance of Cryptographic Functional Units with Application
to CMOS and MCML Technologies”, SAMOS IC, July 2007;
- DyMCL described in the article by M.W.Alam and
M.l. Elmasry entitled “Dynamic Current Mode Logic (DyMCL),
a new low-power/high-performance logic  family”,
15 10.1109/CICC.2000.852699, pages 421-424, 2000;
- TDPL described in the article by M. Burcci, L. Giancane,
R. Luzzi and A. Trifiletti entitled “Three-phase dual-rail pre-
charge logic”, CHESS, volume 4249 of LNCS, pages 232-
241, Springer 2006.
20
Another way of safeguarding against the attacks on hidden channels
is to use a mask on the variables. This mask has random values and can be
used at the level of a function such as a logic gate.
The countermeasure techniques based on differential logic or masking
25 are described notably in the book by Mangard Stefan, Oswald Elisabeth and
Popp Thomas entitled “Power Analysis Attacks : Revealing the Secrets of
Smart Cards”, Springer, 2007.

So as to be protected against fault-injection type disturbance attacks,

30 the decryption circuit may be protected by using the fault detection
technologies described for example in:

- the article by Y. Kim, R. Karri and K. Wu entitled “Concurrent

Error Detection Schemes for Fault Based Side-Channel

Cryptanalysis of Symmetric Block Ciphers”, IEEE
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Trifiletti entitled "Three-phase dual-rail pre-charge logic", CHESS, volune
4249 of LNCS, pages 232- 241, Springer 2006. 20 Anot her way of

saf eguar di'ng agai nst the attacks on hidden channels is to use a mask on the
vari abl es. This mask has random val ues®and can be used at the level of a
function such as a logic gate. The counterneasure techni ques based on
differential logic or masking 25 are described notably in the book by

Mangard Stefan, Oswal ¢ .EhisaBakh o nct(lj’,g?gtg;ﬂ)gg@@ gggigtnl’ egﬂ'@gwagé&al ysis

Attacks : Revealing the Secrets of Snar rrnger,
So as to be protected 1§8§'r1r%1t7vp<ﬁ9ﬁmqq{j2@9ﬁon type di sturbance attacks, 30

the decryption circui theeartieR WByotMaKEpoREkys KIKulikewsidubhddat gatibpn
t echnol ogi es descri bel%pgﬁ%da Karri and

applenin: the article Y. .. Ki R
oW et 1 ed + Concurified ERpBHs Rt deetalh agehsh ESuriceton Atabks 57
Si de- Channel CryptanalSmad ofaSgmbhpliemdsitiogk BiephAdsancddEEENByption
Transacti ons on Conpu - Al ded i 4 . , - 7 enber
2002; the article by }sl%rl‘(%rgdvls%,é ﬁ&%é%é@m%o%goﬁﬁpi@%é%%%nD%ﬁ‘gnriq’tIed
"Robust Protection ag&ilfek @04;nj ection Attacks on 5 Smart Cards
| pl enenting the AdVa'ﬂl‘f@Cbrﬁélér%ﬁ@%e%ﬁ[‘q_@rﬁ?évedl@ﬁ? ITKBRSRCP! RBTstRN
Comput er - Ai ded Desi gn, %1\523 , ){ 2004, . .
and V. Piuri entitled “Error Analysis and Detection Procedures
10 for a Hardware Implementation of the Advanced Encryption
Standard”, IEEE Transactions on Computer-Aided Design,
52(4), April 2003.

By using one or more of the abovementioned techniques, the
15  protection of the decryption module is reinforced and this makes good the
failing observed in the existing FPGAs. The security specification of the
protection mechanism for programmable logic circuits is thus complemented
with securing of the embedded crypto-processor so as to deal with physical
observation or fault-injection attacks.
20



‘the‘article by G Bertoni, L. Breveglieri, |I. Koren, P. Maistri, and V.
Piuri entitled "Error Analysis and Detection Procedures 10 for a Hardware
| mpl enent ati on of the Advanced Encryption Standard", |EEE Transacti ons on
Comput er - Ai ded Design, 52(4), April 2003. By using one or nore of the
abovenentioned techni ques, the 15 protéction of the decryption nmodule is
reinforced and this nakes good the failing observed in the existing FPGAs.
The security specification of the protection nechani smfor progranmabl e
l'ogic circuits is thus conpl enent ed GiAWMSecuri ng of the enbedded
crypto-processor so as to deal w th physical observation or fault-injection
attacks. 20 9 CLAIMS 1- Method for protecting a programmable |ogic circuit
(100, 200), chaMsaibhedifasdprofecting @ hpragiammahle (ogiqseiecuito(19G.e 200),
configuration othahRidizedr ANFRP ke HEEPHIESSUSEd tdiahel ddnfighratioh Sffeed in a .
non-vol atile rrermral &S? 207) after, havin Been encrypt ed rSllZé, F
decrypti on noduPEPITAMERGRIE RESOHFReS: P érﬂﬁtc'%f are §9red dnng IAsMelgtlen e for
decrypting the hidmdy) (107, RO7)@aftersenimy beey €ridigpted0Q) 25t ardutryptidnhe

i it, the d | O | i .ot inst h .ch |
L acks or faut MOie SRRELS B "BUC B0 a0 ) boH, HeERFikSEd0”
decryption oper decrypting theyfileisphyi ugingta Isearst kaye(102r#02) raderedr i@ thechni que
AN gy . e . o . g
brotect i on byt EFpyiEqnPMeEnpt@hiRoifie bARG broRLRd ShaiR MiER aRoR
characteri zed i Attafkd of Hauliissednatidths piing © Pégﬁ”ﬂ theokey zooingi theof FPGA

type. 3- Met hoddaes®tigh shdratiGibyofplendAtirighat et che eban®emensdrd in
that the decrypti on. nodu

I 103, 203).is. a icated logic circuit internal
to the progra Q194! &lfi(j'rngui‘?m? 8" 5¥o &Peﬁ@r?tﬁ?gt W@Hgae@g?m% o any
one of C ai ns 1lmaskihg aichpeteetioreieylfault ddtactiarhe decrypti on nodul e (103,
203) is instantiated by programm ng the configurable resources of the
programuabl e logic circuit (100, 200). 5- Programmable logic circuit (100,
200) of FPGA 4-ypiethetacgerding ie€laim 1,hecharpctecizagin $ha the gregrammable

decryption rmduic@iéeiwm@loot Qo'ore SIFFOAT é]éL.O?” 203) responsi bl e for
decrypting the configuration file(s) for Y e progranmmmabl e resources of said
circuit by using a secret key (102, 202) stored in the circuit, the

decryption mgiuMethed R@coFdMi@ed ethyasid B8 ICIQR%ET \Grt 2, 0gha86tefiked in that
F oy eoLl Oy LGS Bl L S B B R Rl ital 37 et od

according to on

the programmable logic circuit (100, 200).

4- Method according to any one of Claims 1 or 2, characterized in that
the decryption module (103, 203) is instantiated by programming. the
configurable resources of the programmable logic circuit (100, 200).

5- Programmable logic circuit (100, 200) of FPGA type, characterized in
that it comprises at least one decryption module internal to the circuit
(103, 203) responsible for decrypting the configuration file(s) for the
programmable resources of said circuit by using a secret key (102,
202) stored in the circuit, the decryption module being protected
against observation and/or fault-injection attacks during the decryption
operation by using the method according to one of the preceding
claims.



