DESCRI PTI ON : FI ELD OF THE | NVENTI ON [ 0001] The
present invention relates to autonmated neter reading

wayswass7and net hods t hereof. BACKGROUND OF THBCT/IN2006/000302

| NVENTI ON [ 0002] Usage of utility commodities, such

as, electricity, water, gas, steam and the like, is
conventionally determ ned by utility service providers

using utility neters that nmeasure utility usage. A

periodic reading of the utility nmeter is necessary to
determ ne the usage and to bill the consuner for the
DESERHTIONE. Normal |y, such utility neters are

manual |y read by sendi ng service personnel to each

utility meter |ocation. The manual reading of the

FIELDIOR YHEENS/ENEIONen entered into a billing system

for generating a billing statenent for a consuner.

Such manual neter reading by service personnel is

hi ghly | i nt engi ' W i : ;

Very oxpille. Nonesrs e ai bR ek N S Al mAheading systems
of t end nethadds sherepfaddi ti onal costs related to human

error. For exanple, a high bill caused by incorrect

manual reading or estimated reading often notivates

consuners to pay later, resulting in increased working

capital requirenents and correspondi ng expenses for a
BAGKGROUNPOF $EEMNWENEION Al so, i ncorrect nanual

readi ngs or estimated readings |ead to consuner

conpl ai nts, thereby, involving additional costs

(cust oneoeVvi ce dahbe NIty @ofintoditlsds sectnasoelkatieitly, water, gas,
with routing and processing the conplaints fromthe ) )
cal Istegmniangd the likse iyeensteniensdly t datermined, By uhidity jsgiwjce providers using
[ 0003]: t ' . . .
enhantg e, Oy ARRk e R HsallEL O RPROHS TemitlE 87 SRE Rty meter is
I eadiecaysay Stoedstemniaé the iushgee anddb obilotiwucinsamenfier, thendmount used.

the_like, bet the utilit ters, and bile .

e ALl SRt e BT ET Ry it DY Sei aShyigh pepsgnel to cach
MOUREGE, Wetd? 18caiBR! | hel B&RiaY 'rélﬁliﬂ%“bf tHRrutiity Inhdtdt is then entered into a
servi cepersonnel having a hand-hel d nobil e receivi ng

uni thilliag sgsfeibyfon gerarating o billing statesnang &esj a/ eonsumer. Such manual meter

reading by service personnel is highly labor intensive, inefficient, unreliable, and very
expensive. Moreover, manual reading of meters often results in additional costs related
to human error. For example, a high bill caused by incorrect manual reading or
estimated reading often motivates consumers to pay later, resulting in increased working
capital requirements and corresponding expenses for a utility service provider. Also,
incorrect manual readings or estimated readings lead to consumer complaints, thereby,
involving additional costs (customer service call centre costs, costs associated with
routing and processing the complaints from the call centre to the meter department, and
the like).

[0003] - Over the years, manual meter readings have been enhanced with
the introduction of walk-by or drive-by reading systems that utilize radio
communications, and the like, between the utility meters and mobile receiver units. For

example, a utility service vehicle mounted with a mobile receiving unit or utility service



usage data fromthe neter. The usage data is then

stored and later entered into a billing systemfor
w@enenat4rng a billing statement for a consumerPCBIN2006/000302

systens reduce | abor intensive work, usage data

handl i ng, and associ ated costs. However, such systens

SghpérsdxﬁalL&hMgmhmﬂLhe&d siobilé mceianly umit pesses by atrhater, loeatibn to receive

additional tine involved in dqwnloadi ng usa data tq. o1

. DYEF A SR Binmetes ol i Bses 9aie HoRemP RF LT EE SRiggyd into  billing

| nclyde, [P(Sro%nwgfaﬁh & GiBRot RdteRORIBr al coBsumite NS chestems reduce labor

sof tware and hardware requirenents. [0004] Recently, _

aut mtedsod wekeusage datia igndlagRpnd gespeinted isaste. bloavever, such systems still

devel oped for  nor fficient, accurate ng, ;... . . :

costed ‘Fe’_&lfi?'\‘f’é ?‘r’é%efo r 850 mger 1%3%%a%g%n gl time involved in

t eCARRIIBRIRS udpR dikd toalSilfisy sysemt &llyo, reddhfich difficulties may include

plurality of utility meters by installing or utilizing

f i xpuphitdtveorapBalidests, | iclps atpdtvirae and @rgwmrﬁ%wnt&

utility meter to a host conputer having a billing

system w thout human intervention. AMR systens have

SeVﬁr al paboant agﬁSRemﬂyﬂaﬁtUﬁiateﬂemaer reating1 QAMR) systems have been

techni ques. Worth poting anong these_adyant ages are

t hedewelopgdifpr more effieignta aGPuratfy apé @‘Rﬂtﬁffg%%i e} Weﬁi%i?g%fAMR systems

net er i cal lach e - ii8aG . i ;

e S By LBl O a6 RpdBaIRLEY of wilty metr b

hi ghwtallingséronidizingdioedinetwdrkothata bw wage tien thdawsjom aagtility meter to

sati gfaction ccurate.hills); and,reduced cost of

custaﬁ‘r?étr cmlvigrp et P%.&IEP@ éygt%dwgg?’gid@én%ﬁg%v %’gllofl‘s AMR systems

for hawt §dviefdd a8 dnkdgRd odéSRbuRS md&OedinA\MRhaRES "W dielv Boting among

used existing tel ephone |ines and power |ines_to, . .

conthes¢ edvastagenges atreliabiity, asichracy gnd yegudan aypilgpility of metering data,

utili ervi ge ovider. . F S

use oGSt IR g PhosERTR Gt At SR B locations:

fl Uhigdhk# Musf@ﬁ&f%cﬁlﬂ‘yC{h@heéﬂl toesmbdréholriek) ambsasiyfitiéon @ochrate bills); and
ransmt usage data via tel ephone lines., | ener,al., ) i

t he&xlused est®f CAERRBbSAYIES ﬁﬂP SERLeS- @daqervl%g@gsar?éﬁ% for settling billing

rrpd% each neter | ocation to receive interrogation

si gnal's Fromthe tel ephone Iine and to fornul ate and

transmt nmeter readings via the telephone line to the

utility vice provider. These syste record .. .
i nf or mat i@‘ﬁﬁ n util VLGS 3%‘1%3@?‘%5?% ifi(i?li}“’BF Jjpes and power lines
I Nt @y BoffMidi@ke AddeC8ath Qo a billing system of a utility service provider. For

example, AMR systems may use a dial-up modem in a collection unit (attached to a

utility meter) to dial a remote billing system and transmit usage data via telephone lines.
In general, these systems incorporate an auto-dial, auto-answer modem at each meter
location to receive interrogation signals from the telephone line and to formulate and
transmit meter readings via the telephone line to the utility service provider. These
systems record information on utility usage and periodically dial into a central office to
report the ﬁtility usage for recording and billing purposes. This methodology provides
two-way communication and control between the utility meter and the billing system.
The modem shares the telephone line with the consumer’s normal usage, such as,
incoming and outgoing voice communications. However, such sharing requires that the

system be able to recognize when the telephone line is in use, and to delay demanding



report the utility usage for recording and billing
pur poses. This net hodol ogy provi des two-way

w@eoorsa4ciat i on and control between the utilityP@BEIN2006/000302
and the billing system Thel nodem shares the tel ephone

line with the consunmer's normal usage, such as,
i ncasd offha tedephione tingygtibit ¢sefreso Mdditiorslly osieps riiasidbe éaken to prevent the

such sharing.require at the.system be able t

o SRRl ikt SR B RERS b tq prevent other uses
del @ontledhifing dhtsearRinittddedatL! ephone line, until it is

free. Additionally, steps nust be taken to prevent the

data conmuni cations systemfrominterfering with other

uses and revent 0

transmi t 6 at a B‘E’]@ e?&no 1£ r&?e%& (§freﬁbq7gér Ela?a ca%‘ner medium.
powdthid h}b}&&acmsu&meas rthe rutihieyd i lmuner ﬂik’m@hamﬁdrahzﬁes and relays the meter
connects the uéjllty net r t hr ough power <=%lnes

nd . .
rel A5pdiitenio Atiing itith g tao“téhtbilsleF‘fl?Fg PEQViqeE AVEF ¢ e power lines. This
utily %%rl’)ﬁéﬁar %bv%@erpfrﬁymgcﬁﬁre%éﬁf lib4Ed Hﬁ‘i’é@fm&t{lﬁ% ‘be itAled. Power lines
appr however y' requi e conpl i cated
i nf mmftnecmtma dargo ameumtr@trm)lideeﬂb.erdﬁwmprelasmgshenm;smblhty of losing usage
receji ve.a larqge. unt of. n r eby,

* he datgePe Prely i myiRiqeR o s B Oy o MIBRER eARing Siters, that are
| Nt QEAGRIBN GRSy 'eﬁpérﬁﬁfepqw bk 1ﬂ§t§lled5|p9ﬂ§<ﬂlc£ll}ﬁ%IUn@gthe power lines to
filters, that" are generally very expensive, nay

i nstetenus ermosssi ddprepver Bisconnectisosere ofianeat ling voltage resulting in a
atten ections are

of t en%iilg?tléyngnd\}grhé garé%ﬁ%ém?{allatﬁ& l?{E‘B&Q(g:]orrrJl i cated and
time-consunming installation process. [0007] Mre

recentl y, Wi rel ess _technol ggi es have been no

commnl y 9‘%%7& in ADROIE\re¢aHY; W@%W@b@qlweﬁﬁ@q@e@ﬁ@t commonly
of '%%ﬂeﬁﬂ lgfﬁ@ﬁt%nm?ﬂq% & HRNYF %Sﬁ%]lllétﬁiﬁ process, and in

|n|t| ating costs e system
Sy's togay dasaselom iBtidsmdropeating sosthaf thersystesnpi Swhl systems have wireless

installe oint:-t 0l N oop confi gur at

aarers | ety Dbishly PPeBhied J8F ao aPum Rrcthl, fof, gonfiguration or
useqqionaly B6ki- p&ﬁ%gﬁ&bﬁ[};&a&m A0art Qs 16 L8NEA M Brmation from and
information to individual nodes of the network, hi

conve dtssmmatevmfoemats@ tedndividugl nages afths rpbvqu fiwcqnoientional wireless
I oop %I gur.ation t wor k

i nt é]lg: HkicPuye 2 aRSlng'ch‘“H goop ¢ fh qr%]tg n, each IhOdf" V\}[r)l the network is

nei ghlsRbohikttdllp ded eadhifode RBinhihicates @ﬁmwuiﬁelgmrmg&sa& Information

from node to node around the point-to-point |oop,

unt i9F copRands are passed from node to node around the point-to-point loop, until they
arrive at a master node. The master node is used to communicate information that is
gathered, to a central station or to accept and distribute information received from a

central station throughout the network.

[0008] However, such conventional wireless networks, have several
limitations. For example, because the conventional wireless networks generally have a
poiht—to-point loop configuration, the integrity of entire network may be affected, even
when a single node is disabled. Moreover, if the master node of such a conventional

~

wireless network is disabled, the network may become isolated.



arrive at a master node. The master node is used to
communi cate information that is gathered, to a central
wat@uilsea7dr to accept and di stribute informti BEOT/IN2006/000302

received froma central station throughout the
networ k. [0008] However, such conventional wreless
net wor Ks[ootgve sevethat \}airlﬁiubr&t iiwnwirelesy tectanjogies for AMR system
because the_ conventi onal | ess net ks %ﬂera

ss ek

ha\ﬁ@lpée%tﬁtont 1801,51 -rftse |0§515ta arnels inawir one sysl%ms to transmit
' ntlﬁgé Eeﬁ[ta% aexjéﬁl'ogeeb ﬂgfé"ééfs{@d% ap%n@fefssefé‘le%ﬂon@ﬂ@cﬁro&‘l@ &Bch as, PCS,

a sin node i s Mor eover, i f he master
nodeatediites uc lelulen n\Sentel oithalt nwthoellohvgsesnmpmdﬁ,kusesof low earth orbiting

ng?ag%lﬁtgﬁs (}e}’\”ir,]\‘ﬁeﬂtf Vﬁg@g&?i ggqnlgzrgl?lgl a%dﬂkooﬁe%t ogsl«%%ﬁhtes is very

i mpd yation include, use of data channels in

wi rel'ess tel ephone systens to transnmt usage data to a

renote billing systemvia a wireless tel ephone

net wor k, as, I gl 4

ot her Wﬁ’g@& ogi elgg‘% Of&gealbo{'ésgpporg £(ihg§vdesgip ?‘%1 orbi ansgo overeome

sat gk labbesmetiivrededrawbankk dksogiatddawith mister @ading systems. Accordingly,
mai ntaining a fleet of satelllteﬁgis veirm‘ty éggnsv data fr

[ 00wb3t lﬁkméde@f istahmeieh sAdingopstRE FEAWRRH G RasTey Rf usage data from a
nea@t‘f’llg fahoﬁﬁnftghsﬁrsf%ﬁpéf 1 UERY LREG ﬂ{)@i‘ﬁ@?ﬁf‘é‘ fast easy, convenient,

associ readi ng systens.  Accor di ngl ﬁd
vvhatehablen emde mexpermweumnnereaﬂxr neffisient eadf @ccurateohling and other

transfer ofng dat a utility meter to a
bi | RSCABRtEEANG g%lmﬁ'%uolpﬁﬁgg] OR%%rvice provider in a

fast, easy, convenient, reliable, and inexpensive
manner, for efficient and accurate billing, and other
accounting and managenent operati ons. SUMVARY CF THE

SUW%%%@@%&&@M&Q\FWOI htehgrif 8£ eg?it ,ngt he gener al

pur pose of the present invention is to provide a

system and nmethod for automated nete ({ r eadi n H]tEF‘ h
i ncl ude H011f he adimmiengelthgroregaing disd gqt@ge dpbereny in the prior art,

ove‘Eh%"gQ%t L o%g\kl)‘”fcthé \})‘f&@ﬁr BEnd et geﬂonpro{lﬂgjazlsysltéin QN& method for
aspect e ‘present nt1on provides an autonated
net efitomated meter readmg, to include all the advantages of the prior art, and to overcome

the drawbacks inherent therein.

[0012] In one aspect, the present invention provides an automated meter
reading system. The automated meter reading system, comprises: a plurality of
communication nodes configuring an ad-hoc mesh network, the plurality of
communication nodes capable of collecting utility usage data from utility meters; at least
one controller station operably communicating with the ad-hoc mesh network, wherein
the ad-hoc mesh network is capable of dynamically routing the utility usage data to the
controller station; and a central monitoring station operably communicating with the
controller station, the central monitoring station capable of receiving the utility usage

data from the controller station and processing the utility usage data.

[0013] In another aspect, the present invention provides an ad-hoc mesh



readi ng system The automated neter reading system
conprises: a plurality of conmunication nodes
wa@oui7i1sp4r3 ng an ad- hoc mesh network, the pl uraPC1/IN2006/000302
conmuni cati on nodes capabl es of collecting utility
usage data fromutility neters; at |east one
c ondgt@bikesystiafor antonptedainbigr madmgncmpmsm@ i iltratityeof communication

S AP R BRI, i PR, 5L PRY, EHECHEI 14 P PR communication

dat g,de@ chpbl€ BNbEIRIctigE uﬁh%l L@Be @AROFEMCRNEY Rheters, wherein the ad-hoc
monitoring station opérabl’y comunicating with the
contmesl hetwogk &s icapable (o€ do'emmcally rmmﬁltgothengtﬂstv dispgm data to a central

con{nPBﬁPré‘}g é?tgqeri \élﬂg g‘ﬂlgrebl} gfbe {r%l m?ﬁ’ A5t r%laﬁttaﬁ '8 %a}gﬁ(fe of processing

dat e utiBBLithgd Hatd FRtHikihg ASHRR g, aﬁmr@ﬁﬁﬁ@nt | nventi on
provides an ad-hoc meshnetwork system for autonated

meter reading, conprising: a plurality of
communi ¢ node dod £
mesh net %)Ir gﬁ the Q 6tﬁé{r ds &t 4%%?%&1%%’[1%28}69%% a method for

capalibmaet metkt &Iaﬂlrrgg cuinphsmg p&aghngj atglufaliymoficehinupication nodes
nmeters,, wherein the ad- fmash network .i s 2 abl e o(I & h

dy rBPAFELY |PTHBHR VS KR S 160 AR by sage “data from the
centfigl APRE & %1kt oF 'coﬁﬁgnm%f)ﬁ'rﬂdé@ %oﬁﬁ@ﬁﬁ@ an ad-hoc mesh
monitoring station is capabl processin

ut i hctwjbrkmsggﬂmmommuncamommd@, dvn%amkalhgrouang the utility usage data to a

for eca 001 et anot her e

i nv‘é‘?ﬂT i]ﬁ %?8 ?ﬁ‘é‘s fﬁ&?s 8Fm°6]f g‘&“ﬁé% it Whge data from
r eagieN@nteoRBPEthifdE a MIHM% diafign;Aadd piicadssing € utility usage data by the
conmuni cati on _nodes opera comuni cating with

ut i biline steticsy for btlh%éﬁwlfltl&r?@dlf?ﬁe%sﬂyg .usage data from

the utility neters to the plurality of conmunication

nodes; configuring an ad-hoc nesh network using the

conmuni cgl016n nodeFhesdytogetharalitly oﬂﬂuhépegtstdfehmpﬁebértt)invention along
usage_data to contr Il er Sf1 c:h?n vi.a the ad-hoc nes

net MRIRS VTS TR 5t PRRELi e chpragitige IMamEEntioyte Rathted out with

con I his discl F
P oBLBLLREOT AL e Byt by 80k By B of s o, Fors

st abetter mderstanﬂilngmg the inaeitiang jts aperafing edwstagay .anfl dlgel Gecific objects

These to r wi th ot her S t.h r esent

v SPGBV oo RERG SO dl s 0y 6 “Gromeging, drawings and
t haﬂe&ﬁ?ﬁ@&trﬁéﬂe%elnt Réhid fBdE | 80, iIRERatBO1 dXefplRYt etdbddiments of the
particularity in the clainms annexed hereto and form ng

a pavendén.t hi s di scl osure. For a

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The advantages and features of the present invention will become
better understood with reference to the following more detailed description and claims

taken in conjunction with the accompanying drawings, wherein:



better understanding of the invention, its operating

advant ages, and the specific objects attained by its
wais@s/13xef er ence shoul d be made to t he acconpaPgi/mgeoos/000302

drawi ngs and descriptive nadter in which there are

il lustrated exenpl ary enbodi nents of the invention.

BRI EF DES@RI7PTI ON GEGTHESs DRAW deiiamO0fl&] adthmated meter reading system

adv ages and features of ih resent invention wll

bec it BEOHEHE 108 ErSrBB SbHTBHaR SowetRdt Pgnton

followi ng nore detail ed description and clains taken

in conjunction with the acconpanyi ng draw ngs,

wher ei n: [[0018]] FI GFI&. 2ds dblock ditigeagn afre opmannggtiomneded! 20 operably

ge n‘to %é}lr e%?(i) ggltﬁ%ztnge?]eés t a?c;:ﬁ)gcgﬁg :t%%?tg?(algﬁlgff( E}Fxnggcﬁrﬁ%épg of the present
a bliggdatigh:agr am of a communi cati on node 120 operably

coupled to a utility neter 110, according to an
exenpl ary enbodi nent of the present invention; [0019] -

FIG 3 il rates eql: ' . S
communi ¢ ? [ oA node ﬁ{é&#\%ﬁi&féﬁ@&ﬁ@ﬁ@%@%@ﬂ& tﬁ@,ommumcatlon node
accadndiwigh the @ilitgxestgd Bily accobdidp nenh exbmplhey pmdsdintent of the present
invention; [0020] FIG 4 is a block diagramof a

cont!PEPHER: station 150, according to an exenpl ary

enbodi nent of the present invention; [0021] FIG 5

illustrates a data message structure 172 of a utility

usage dat[6920ccor dikl§. #ds mhloek dimgtaam pf @ ntyuhllerstatiaf 150, according to

comRiEoBlEEL G DR B e P ihn dt 5,

according to an exenpl ary enbodi nent of the present
i nvention; and [0023] FIG 7 illustrates a broadcast .
nmessage dP92dt ure TG Sfillastiatespddaia magsacy struelvsy Hihef a utility usage

[ oo EFRR P o FIRRE RN EpSbatith B 85 Prel AR 2"

t hroughout several views of the draw ngs of the
present invention. .
[0022] FIG. 6 illustrates a command message structure 174 of a

command data, according to an exemplary embodiment of the present invention; and

[0023] FIG. 7 illustrates a broadcast message structure 176 of a broadcast

data, according to an exemplary embodiment of the present invention.

[0024] Like reference numerals refer to like parts throughout several

views of the drawings of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0025] The exemplary embodiments described herein detail for

illustrative purposes are sﬁbject to many variations in structure and design. It should be



DETAI LED DESCRI PTI ON OF THE | NVENTI ON [ 0025] The
exenpl ary enbodi nents descri bed herein detail for
WO bdoaasxat i ve purposes are subject to many varPEL/IN2066/000302
in structure and design. [t7 shoul d beenphasi zed,
however, that the present invention is not limted to
a paniphasiteds hewsteethatribe pretdnd dhventiomistrobtitnéidd hes particular system and

readi ng,, as shown and descr.ibed. .1t is der.st pod t hat
Vo AL S e SRR Pot il SRS I s iderstood that
contenplLadBisiots, GhbGHARIng HF QquivE¥nE Yo @&{terﬁ{)l_afe@.@%rcumstances may
expedient, but I's intended to cover the application or

i nplseggsst eit iendervaxpedient, bids intendgdite savartibe spplicetioner implementation

scope,of . the clains..of the prese i pventi.on. [ 0026 .
ne SO At TR el o BB 3P ne B 5 B myf R emton.
forth, herein do not denote any order, quantity, or

i nportance, but rather, are used to distinguish one
el ement from another, and the terns "a" and "an"

herein dg(é(%)%ﬁ denote gehiflidiRtihoferfts ‘gt ‘isteé’c%ndfﬁﬁend so forth, herein

r at her, e the presence Gf at l'east one o

r ef doanc dendt¢ eny ofded) 2MhntEiecorimpeaatce] butenthen arguweditddistinguish one
a system and nethod for autonmted neter reading. The .. . .

or cSlEHent %R?Ehi‘ri%]?fﬂeﬁ‘}ﬂo Gy derms 4d-Adc A BFFeiR QB iegpte  limitation of
COMMBLGATHY RatRQdEShofARE pleBeRl oF 8 lef% Lo thEirbfet¥iced item.

usggg (}a?au?uttl%%l tyorret e? r%adiong) ef romutil irty mce? elresm

and transmtting the utility usage data to a centra

nonitoring station for efficient and accurate billing,
and ot her accounting and nanagenent operations. [0028]

The ad- hggoamsh nettwer lredéntt MgveRfies eptbvidey entdy@R®m and method for
significantly |lowers the cost of the two-way

comsuiameied matepaeaginen The presentiipyentien empleyscan akhoc mesh network of
ety FRAE A1 Sh8bleoBr AMALTHIRS WEBSHLRE (RRRY mete reating

I NV érdm atiliyrmstedend tandhitiicd e aritityd wabs dite tove chsral smmjtoring station
encryption, and conpressi on techni ques for automatic .

t r arf@nifieepandraceyrate bl masaa@@ﬂaea@agqua%mag ffbmanagepigpicoperations.

and reliable manner. [0029] Referring to FIGS. 1-7, an

aut omat ed neter readi ng system 100 (hereinafter

referred to as, system 100) is shown. The system 100

compr TP BRI RSB AR R enton seincanty
lowers the cost of the two-way communication between the utility meters and the central
monitoring station, and further ensures easy installation of the system. The system of
the present invention provides fault tolerant failsafe mechanisms, encryption, and
compression techniques for automatic transmission of utility usage data in a fast, secure,

and reliable manner.

[0029] Referring to FIGS. 1-7, an automated meter reading system 100
(hereinafter referred to as, system 100) is shown. The system 100 comprises: a plurality
of communication nodes 120 configuring at least one ad-hoc mesh network, the
communication node 120 is communicatively coupled to at least one utility meter 110;

at least one controller station 150 capable of communicating with the ad-hoc mesh



conmuni cati on node 120 is communicatively coupled to
at least one utility nmeter 110; at | east one
w@oeownsdsrer station 150 capabl e of conmuni cat i PQT/AN2066/000302
t he ad-hoc nmeshnetwork; and a central nonitoring
station 180 (also referred to as billing station) in
opematwork; emheaentalt inonitmiingwstaﬂilm d&@]t(alscb Ireferred d¢ iaorbilling station) in

150. The copmmuni y take form
of é’%‘é&&%&%@%\?%@% “é’Pﬁa 4 SE‘} or 122, a
menory 124, a storage 126,.- and a transcelver 128 (See

FIG 2). The processor 122 is capable of executing
programmabl e i nstructions for perform ng the

oper at i o:{@q:gg t he @Wo%l%%lc%n({nr ggﬁ?e]ﬁQ may etal%ﬁ,rgfrm of a hardware

processo a mcroc f'or

an idevieg E:aﬂnpﬂsmg arprdsdeeetor ha3, amkmoespnn arstc&agh‘ 1% and a transceiver 128
controller, ., a central processing unit

- andS%h B s The HERcySORARY Is Soomtle Oh YRS pgpgcmwble instructions for
' ngg)%{feﬁggtthé gﬁe?a[tf § 65 the ¥3thniuni®hidn ngaeeiﬁ{] eY}glrgéeggg?r 122 may be a

ran om access nenory
dy nalmx:mcsn’rmlbg,efod emm;ﬁe, emuhfelgmteﬁhcthlp thahhbhgalt bmmponents of a controller,
r anmabl e, ons and data

necessa rO | ruct
o r ace drobaIGRaRETRE I P BT s R B g RAQD. g only memory

st OV(RW)l%ﬁnﬂ%ﬁtﬁuﬂ ﬁ{téi@eﬁzeél dnkBfer3N FrerdbBTANARlefory 124 is a random
st orage, such tape drives, floppy disés, renovable

ME MBLELSE el wry or othplt typaof dmanag stordge dgme,ewlﬁﬁﬂjcm@hold the necessary

the stora udes fl.as

o iBhARGOE R RGOHEE St sRRE IR bR e commupigation node 120.
W T elrhesmlh%@mg@ ehayeinclude ahfigsl atl/sraghdvhble Guaigsy sG8bhs, tape drives,
nodem Preterably, the transceiver 128 is a | ow

powdloppy iscantradrblsoneneryTrads, rginaitisply giprageg Insone embodiment, the
c ap%%& eof21£6t 15@1%51%9 %gé%lgmelﬁggr fof %ﬁr‘nﬂn@%ﬂﬂﬁbﬁn @4ta@ The transceiver 128

di stanc ni cat i on node
120 mmybd amtitesass trandceiver, audPhd, moadid cﬁ‘eql‘h&&yf (BF) modem. Preferably, the

nonitoring the.health of .the pr r . An | .

ext éwﬁaqel‘%éo\gg %mgpwm( lpw ragige ﬁ*ﬁ@m& s eRnSqEhyst §28 is capable of
po""%fanﬁrﬁfttn‘i’é’%ﬁ& | REeilhg %ﬁ‘“f&' CAldi@hndaode IR 1603 heters. The
Each communication nod€ 120 is operatively coupled to

a utqommtynmpe m0911020m frthier inglusietze CPUIBONKOral Hefor gronitoring the

e ek Sb et sl A irBaiat shf pyf g anay be used to supply

wat gjowes @ dperadingl tHeh@nirhisBeatibh@o8d 120.ty meter 110 may
be installed at consunmer prem ses, such as, a hone, or

a busi ness

[0031] Each communication node 120 is operatively coupled to a utility
meter 110. The utility meter 110 is a device capable of measuring utility usage data of
some utility commodity, for example, electricity, gas, water, steam, and the like. The
utility meter 110 may be installed at consumer premises, such as, a home, or a business
location to indicate the utility ﬁsage by such consumer premises through analog or
digital signal. The communication node 120 is capable Qf collecting analog or digital
data of the utility usage from the utility meter 110. The communication node 120 may
be enabled to periodically receive the utility usage data from the utility meter 110, and

store the utility usage data in the memory 124. The communication node 120 may



| ocation to indicate the utility usage by such

consuner prem ses through analog or digital signal.
wab@7asaamini cati on node 120 i s capabl e of col | BCL/iINDG06/000302

analog or digital data of the utility usage fromthe

utility meter 110. The communi cati on node 120 may be

enafbeide tad Reflardiccald of the erbstedayhmduime,i thy uidiggesagatdata has been

fromthe utility neter 110 d store the utjli . .

s shleeiad ThcoomsRGy s 40P RhtHha G AppRsters in various

120 Jmy . L RAE UHLRLER [RER HoRE, thD paiReds iAdlfde all phase

ti rr% t Egetﬁﬁltls’idjl%lrtynfi}@a’gé) gatea has1 Bee’n cgl | ected. The P

convalngeqtduorntsp dewd2 Gnemy vsager poveerpdamandj pywer factor, time of use,
paraneters in.vari Qus conbi nations, for .g,xalngl e,..for
Ol H I u

an Bl FeeoRtiRgT OTt FRETEYr UiRTe PV Ry prigation, power outage

Phag@oritibRAARE thé Hké. € AltSimaedMp the PRQIGIErdIMAY harpRViBS a gas meter, or
demand, power factor, time of use, interval recqrdings

of eteemgyatus sersor.Fosmtheuility pyagerdety seliestsd may brdpstantaneous, or may
outage 4 nf qrnat.ion, .a he like. Alternatively, the
pargegr%‘{ﬂé’f’@gr?ﬁ?ftéggﬁré%$$f3§me§ gas neter, or a

tenperature sensor. Also, the utility usage data

col |l ected may be instantaneous, or may be collected

over the period of tinme. [0032] In one enbodi nent, the

utility 110 bodifleh@ R utiRly HOEPh 86l myt Bt interfaced, or
sensors @gng e ofﬂf)l%‘%é\?l Fﬁ%ﬁlﬁtﬁl ?‘?ylgtgage dat a tg thg )

c onvaiplaiawitio sensogeafdie off previhngrutility asigsrdatroidehd ogmmagyication node
be housed within the utility neter, 110. Alter.nativel

t hel2d CARPYRICAR nfé?) y"Bé %ﬁ%‘&&di ns%‘ﬁa‘%e[g%{% meter 110.
ench@sHhavAPdhERERhAM@LbR AbdR I @ARY thelHRdutdiein édphtaye enclosure and
met er or nearby building structure, and then connected

to mventeti dithey adiscent to1tetwilbugreter ebmasrhy datildgg structure, and then

interface. 112 ( Fl ) ' .

| e Eppeid 13 gy el 10 oo, SRR ERE L Phcrfyge 113 (See FIG. 3.
RS488¢ cBddRinicakioR iberf@dee 5B tnafkhe 4 oviredXlnkplfer exomipleak$232, RS485,
infrared, and the |ike. [0Q33] The control]er station

150 RI4T|on geirelesn diak, fon ppammnle, Qpﬁﬁﬁbln%fa@@ %‘P‘Jotg‘@gi‘?'ng t he

utility usage data received fromthe comuni cation

nodes 120. The host conputer may take form of a server

conput er conprising processor 154, nenory 158, storage

160, a first transceiver 2, and second tr,ansceiver
164 (Seel®el 4). P cERRHeT 18RS aﬁ’ﬁ&rass B HOSE COmpiier capable of

X € Gt cle6h PO YRR RALE dhth 3 deiel RS tHePontdRiriHtidh M@des 120. The host

computer may take form of a server computer comprising processor 154, memory 15 8,

storage 160, a first transceiver 162, and a second transceiver 164 (See FIG. 4).
Processor 154 is capable of executing programmable instructions for performing
operation of the controller station 150. Processor 154 may be a microcontroller, for
example, an integrated chip that has all components of a controller, i.e., a central
processing unit (CPU), random access memory (RAM), read only memory (ROM),
input/output interfaces, and timers. Preferably, the memory 158 is a random access
memory or other type of dynamic storage device, sufficient to hold the necessary
programming and data structures located on the controller station 150. The storage 160
may include a fixed and/or removable storage, such as, tape drives, floppy discs,

removable memory cards, or optical storage. In one embodiment, the storage 160



operation of the controller station 150. Processor 154

may be a mcrocontroller, for exanple, an integrated
wa@hbiog/1833a3 has all conponents of a controll er, PCT/EN2006000302

central processing unit (CRW), random access nenory

(RAM, read only nmenory (ROM, input/output

i nt exdhatee 8 flasin chetriome fag peEnafeatlyn bloying theedatee Mbire/fikb@arnisseiver 162 may

a o%g%&@%sgéﬁ%%ﬁ‘fgr%ﬁ“gﬁf TS Oty kR HRREY gapable of establishing

Pr 0ghAMHNNAISN BeHied (B wﬁtm;ree%tdneﬁ altsedmﬂnthb h®mmunication node 120.
controller station 150. The stor agg may include a

f i xddre segngy transepivelbll 64 snayr bye, G§ lqugm toagPeS?af imasem, or a GPRS
];lt ggfg%aggll ?%pag}]eggfe@ Ya%?lsl%ng%n%ttrﬁm?c% 1%1? gatg\; 128[% A cf%tr ller stat1on 150 and

f | asife caarBljtohieringstARACI30 |u¥1n§TaQ;pbcﬁﬁc plRgoddatiech a'El’TEEIP/IP and the like.
first transceiver 162 may be a w rel ess transceive

suc Hhg dostrcompyter ﬁ@é’u@ﬁb? ipgpgie lenogg%ra]fﬁ%fogmomtormg the health of
est [ t

oL L S R R BENTESn bl p oy
t r anl68 e vseppliGowrryfdbetha opStdtion defnthe drosPEdiputerie @ptimnally, the host

a GPRS npdem bl e of establ[shing, c ni c i n

Dt BRRVEERY T A BBy On 186 Sior A Rangyafe amount of povier
MONigheiliel 90 BletHosOdbmifRerYRint the@xBRA pbiver & IyQﬁﬁ’ﬂ 168UCh

as TC%/VI P, and the I|'i ke. The host cIcI))rrputerpgrmy further

include a CPU nonitor 166 for nonitoring the health of

t he processor 154. The controller station 150 may

i ncl ude an external power supply unit 168 to supply

power fof063ag oper dhewdnabllérh@atiassE apudotlect the utility usage data at
Optional ly, the host conputer may include a power
noniPrstetermoed gniesyalsy flomg Hig Wﬂ@ﬁatt%n%d%d@@ apd sepgsrthe collected

sup t

cup e g Lilg (ORR oAb A0 B ANy B¥Mation 150 may
col luseta plidicuheétiviotly swhges, pabhc atvifohet edlephonaadtwork (PSTN), global
intervals_fro he conmuni cat i odes 0, an

t he SESFRefor oo nh'ﬁ? |‘i°P§¥n‘H§‘?§‘8nﬂ a(?}%]\@o eﬁ?rfeéiﬁ Pa"T‘et radio service

moni GPR'SE%M Fel tﬂ@ Qe TtBeesfégﬂm %Ihﬁﬁn§ﬁt%ﬂ Qfﬁh R0 cdIB¥l monitoring
use a public network, such as, public swtched

tel @‘plhgn d 8hethhe rchm(rqilgr N‘,tatlog 1168 ahaysysst Eramdnoissiom bpritesl protocol/Internet

ggr‘r\}r)llfl% 8cct $ é%?IPS] ?%I%%sﬁﬁ etﬂ}el{g ,Ont%%bﬁf{ a%elnlgrgﬁmomtorlng station

comgoiif atseQite Mdde. tWﬁerﬂﬁi&tdoﬁ{rolmrﬂtitﬁhi 170 ®hatisQhe d&fal monitoring
The controller station 150 may use Transm ssion
contstabion ph& gl (central appriforing Station 180 checks a unique digital key of the

controller station 150 with a set of existing keys at the central monitoring station 180,

and thereafter, authenticates the connection.

[0035] The central monitoring station 180 may be implemented as a
software program capable of processing the utility usage data received from the utility
meters 110, for the purpose of billing, tracking, and forecasting of the utility usage of
consumers across a geographical area. In one embodiment, the central monitoring
station 180 may reside in a high end server computer comprising internet connectivity

having a public IP address for GPRS, telephone connectivity for PSTN, and mobile



protocol (TCP/IP) for establishing comunication with

the central nonitoring station 180 in a secure nobde.
wo\b@r/184ae3 control  er station 150 contacts the BPenmN2m06/000302

nonitoring station 180, thaicentral nonitoring station

180 checks a unique digital key of the controller

st aphdae cdbikctibityfor GSM dafa calli sting keys at the central

nonitoring station 180, and thereafter, authenticates

t he connection. [0035] The central nonitoring station

180 may be inplenented as a software program capabl e

of processing the utility usage data received fromthe )

utility [0886F s 110Thd ecomnhmiqatiopawdenfl2fihay dignction as a recetver, a

L1 ockLa8: 509 LLSHRELEIR Hiud Al HertR8E e  commuications
embad BB tnort BfecHRAlY 8dn 4R MEdHNEtSbA! dapabld 80 dyiinically routing the
reside in a high end server conputer conprising

i nt wtilifpt usegn delet tovihe ycomérollergstatignup.c Wienatpgeivme ¢ gpquest from the

GPRS | eph ivity f. ™, .
conFRTSt P9 o) SN a P Lol iRleriziad ifiudTBRion 8120 may send
CONReNitaRY iveaen@ste Frok2 Qhdraiilifyumeter AN0as whitledieisvassociated, to a next

repeater, and a transmtter of the utility usage data

t hepeppugicatian pryled 20 o hie SPBENNEAEOMBPdRIAY; actpeeas 2 repeater, may store
speglef : 0 and forwards th

Sl Ll Sl TRSIDGS DA RARBRE L, 120 snd v
contdceiveé mtilityatsage dafaleitheiptna mexteiommuypicatioaqueds t120ragrdirectly to the

the controller statiqn 150 or on hedul ed i ntervals

. COHIMEE AEOR 1ildeAsmel: SBRATING He Aot dgtes a path (also
dat gl QMotdRG ol bided dBRhE Ehokikdt deBatiBipaih dl%oritﬁm for routing the utility
assocl ated, to a next conmunication node 120. The . .

c onwsage datei foom patibtylmeter Atk foragcoatroBerrsegsioatlsP at argiyen point of time.
store the utility usage data recei ved from anot her

comuni cati on node 120 and forwards the received

utility psosge dat aTek bd@be hisRnewvork Gayeeliticaling chmravaetistics, i.e., the
120 or directly to the controller statjon 150.

50
Accéd-dpagnssh ndiwoskdisherpahlestl Adapline kisglripniaduis pfhftyleast one of the
(al 20 Fn%lﬁ:ra{lﬁlg g{)&)esalsztor oFl(t)reéX A qiuﬁgg:tﬁgsra{é%ﬁh%tuﬁlity usage data, if

rel ’abl'e pa gorithm for routin Ity usdge
dat @né re@nmareudf ket yornmuaicatid) nbdesal 200 fitil, ohére thes tdthbormesh network

150 at a gjven point of tine. [0037 he ad-hoc. ne .
not RV dEe Gl -qqgﬁnlwga‘ﬂeﬁawé%% g UefpS o ligtiniq pigh for routing the

ad- tﬂlﬂﬁ‘g“ﬁs?@e A& B ke EsntfolBARLEP T 5@ deRdnNEe if4iRAl dondrPunication nodes
failure of "at | east one of the

comes back alive, then the ad-hoc network integrates the failed communication node

back into the ad-hoc mesh network and the other communication nodes 120 may once

again start using the original path for transmission of utility usage data.

[0038] Additionally, the ad-hoc mesh network has self-determining
characteristics, i.e., the ad-hoc mesh network is capable of determining newly added
communication nodes, integrating the newly added communication nodes into the ad-
hoc mesh network, and updating existing paths for transmitting the utility usage data to
the controller station 150. The ad-hoc mesh network may accommodate additional

communication nodes 120, when additional communication nodes 120 are interfaced



conmuni cati on nodes 120. For exanple, during
transm ssion of utility usage data, if one or nore of

wo b@7aseamaini cati on nodes 120 fail, then the adrPtiDIN20€&(v0302
network renoves the fail edizomrmunicati on nodes and
defines an alternate path for routing the utility
us a@h Qeiliey fetetEl 0C dRirttet, | the caifffuraionldGhe Mhboc tdesh network may be
fail ed comuni cat.i on ng,des cones back al.ive,. the

ed ca . the

ad- figided datpermiutalipegfadialy ereanig nedw £t 3 Bt network level, a
nodg bag h?t!thP letzgle afid 5(9 RGeS ML WY &or@AnitRRNAJABE 120 at the first
conmini cation nodés 120 nay once again start using the
or i gétwatk eatlhmbypbe tabEnontamsmumicat with thetoprnusegentivatmwdes 120 at the

0 ol '
Sl techied BERPHT Faclcr Sl HeR e ou Guehton godes, F0'y 8 sogond network level
Meshha P8t Whlk o tommaRRRletVi] cHdhBABAIINDIBE 12/ ataREIBEd network level.
comuhi cati on nodes, integrating the newy added
conmmuni cati on nodes into the adhoc nesh network, and
updating existing paths for transmtting the utility
usage data to the controller station 150. The ad-hoc
mesh net %M)Ba%rmy aThe ALdat Bedd detwopl anabiesnouai afathe otommunication
nodes 120, en addi ti onal conmnuni cation naodes 120 .are

i nt BpdesdaBuip transfer theryiligppenes detrgo apgihen et therqqgmunication node 120.
con ' -

ST AR sty 1, LB IEER PO Kl oy computrof
| evélescantreller statidn 530 nehgvarrklatieslgllower mego nfl fieguanoy.kfor example, at

| evel nd so forth, . such that, ,the c ni cati.on
nousinde” AlReEvED, we il e 14 S0 MR HBEnalsIol 368 MEz, or at 900
co jcate with the communi cati on nodes 120 at the

second network level. Simlarly, comunication nodes o
120 at t [(@946kcond Hetausr kmbedistenhmy bentgles stefion 150 may directly

communi cat e w t.h conmmuni ¢ati on des .. LI -1

et AP RO M g TR oS Shibes AR Solle e witty usage
one dgth dafiRredomNibei stftbi®ling) 06k@fol k2 Gtationd 1 300 Skethe tekeént of the failure of
utility usage data to another of the communi cation

nodend pHthemoatreBermtiztionatlPBnaneds conioliss statin sRiis cpabled to send the
util .t T
cong il WPBS ' Bl e 187 B igith, £50R0 the contral monitoring
of kr.dguedey, for exanple, at 433MHz. Alternatively,

the utility usage data nay be transmtted at 868 Mz,

or at 900 MHz. [0040] In one enbodinent, a controller

station 150 may directly
[0041] The transmission of utility usage data is packet based. Such

packets are referred to as data packets, for the purpose of description. During
transmission process, before sending an actual packet, a first communication node 120
may send a preamble comprising a sequence of 1°s and 0’s denoting the arrival of the
actual packet. A second communication node 120, upon receiving the preamble, waits
for the actual packet to be received. After the preamble is sent, the first communication
node 120 sends data packets to the second communication node 120. Periodical}y, the
second communication node 120 may also receive data packets from other
communication nodes 120. The second communication node 120 accepts the data
packets received from other communication nodes 120, and stores it in the memory 124.
At predetermined time intervals, the second communication node 120 takes the data

packets stored in the memory 124, and forwards it to a next communication node 120



communi cate with the surrounding controller stations
150, and collect the utility usage data gat hered by
wo b@74asrdundi ng control | er stations 150. |In tPET/EN2001/000302
of the failure of one of the controller stations 150,
anot her controller station 150 is enabled to send the
ut i thhtt % ugiable ciata wotheeddsadatinn. t Mhef ddth qﬁcload) ritaps| between different
station 150 to the central ni.toring stat 188. " .
[ 00wmmyHeationa ARdRss §3 &b nugil the pata yp%g?}gée Sqttieg destination, i.c. the
pacé)hﬂﬁgﬁﬁgm 234eh packets are referred to as data
packets, for the purpose of description. During
transm ssion process, before sending an actual packet,
a first communication node 120 may send a preanbl e
conprising a sequence of |'s and O s denoting the
arrival gbashe actpgd irp@edi®ion 6f 828 PacketPFFMNbRA¢InGAUNication node
node 120, upon receiving the preanble, waits for the
act 14 tcpawktét:r p@mwnrceb@m wede 180t eyt bre gpywEngh b m%thodologles that
sent first [
pacioelter B drE noE B o BR e 25R8ic RhRow availability for
Per ir@gh@idny and heqeaephehpiggmmuni cati on node 120 may
al so receive data packets from ot her comruni cation
nodes 120. The second communi cati on node 120 accepts
the dat ag)%ﬂgtet S r@rﬁﬁjaﬂt%gd de 9%Hﬁﬁe§ﬂﬁf'%i%'e&§fd‘ &Mmmunication node
nodes 12 d stores It t he” nenory
pr et éremdina@dedmmenicaticer nedes sendlusalseicbmjvlcdgmm’mtoaﬁmwh data packet

node 120 takes the_ data packets d t he

R oda: bR s £ BRGES Selh 3 oL o amicatin node
120'1@(?&11% $o §e@1|d'tﬁ$’£dkn6lv%$1%ﬁleh@dﬁeht8 i8S the abh-aftivall BEthe data packet, or
dat a packet hops between different comuni cati on nodes

120arr1yal of thelearopecus grie kecket, sherhdhe dafa naelst iin siragpmitted by the first
t ; Zﬁ%th{rﬁglgﬁ%othng%godgg?g%% g{ekse%on]dfc%mliugn(%éa@onﬂaﬁe 120 The acknowledgment

rom one conmuni

nodgf ﬂ%%rﬂi@l N e Rita paKBLIARY BE liDtherfode of BQyﬂI&yreﬁ‘&ndancy code (CRC)
gover ned met hodol ogi es_ t hat |nclude t are no

I'i nrhash Qfot¥le Jeesieask 6¥a raekstyaleng vk eﬁdvévpytes of data received
avaj ééilthx s{;r?a{l égégg | SRR, ﬂﬁ@refciﬁg&&ﬁ& adl@PPTRYeommunication

[ 00 ran Ivery ensures that a second _
conpudy Tt maynstedeept 2 Aatarpackst vithe avaitablei roates for folake ransmission are

sends a %cknow{ edgnent to every data packet
unreachable.

[0044] Dynamic window availability for data packet transmission
ensures that during the course of stabilization of ad-hoc mesh network, every
communication node 120 receives a unique ‘time window’ (a transmission window) for
transmitting the data packets to a communication node 120 at a higher network level,
thereby, preventing the interference of transmission of utility usage data from nearest
range of communication nodes 120. The transmission windows may be shifted to a next
available communication node 120 during busy time .i.e., high traffic. The availability
of transmission windows for a specific communication node 120 depends on the density
(number of communication nodes 120) of the ad-hoc mesh network. The amount of
traffic in each communication node 120 of the ad-hoc mesh network is constantly

monitored, and the transmission windows are shifted from a communication node 120



recei ved by the second communi cation node 120. If the

second comuni cation node 120 fails to send the
waednasdsexignent due to either the non-arrival BET/INDS06/000302

data packet, or arrival of 18he erroneous data packet,

then, the data packet is retransmtted by the first

c onmanaliag thigh traffidetol? Qomemunlvatiow model 120 witinlesa tiaffic, i.e., after every

node 12Q. The acknow edgnent of the. arriv of the

) | .
dat BagsEHk excle Hijansmit tervad) ke Frmymission, Mindovisaale Aefshyey to a specific
\C/:\Aptd ontgﬁ@@rc]ﬂt? Bfde O ol Bt €. aE R dratldhft iRBR#4PEor 8l1 @Bfimunication nodes

er of bytes of data received including
t hel2kisi I m{misguthencthe dyireniy vihdowevaibbdity edsules that all transmissions

packet. The co ni cation node.120 .not. accept . a

dat 1t t&}g eg-élpc in*es{l Hg‘mg\?]é }1@3)8}1 éNlﬁ‘B]& ﬁ‘gslrgﬁl\é}n@%ﬁr?rﬁg)ﬂﬁmewal and the same
U apeib&RliPrepdsted HEe3Ghmbtes. [ 0044] Dynam ¢ w ndow

aval lability for data packet transm ssion ensures that

during the course of stabilization of ad-hoc nesh

net wor k, {(ﬁ)\ég]’ y co eni(cél%ﬁﬂlﬂ@caHSH Goted 156 312%/ ﬁ?eo ?requency hopping to

uni que ' tl w ndo ransm ssion W n
t r apgdth trhilfglet fignsehadstong atkeits phckets dorimglitieC sdnie transmiesion window.

120 at a higher. network | evel, thereby, preventing the .

i nt Soee tmeentplles stahenmil A& resaives defepaelefs E%%Og‘éc %t Be analysis of data

fr ogﬁ&%ﬁr £3kts @E g;gnt%lle‘f% ' 5 tﬂoo%té}ﬁ'ﬁ'ﬁes the2&act’B€e hierarchy of the

transm ssion wndows nay be shifted to a next

avacombiuaicatiommmoidesatfomnngotie m2ch detwarly, hesytheieamtroller station 150
h traff

N E T A
on §B&0He 8l Y mlulMEPL Fould infHRbA GRIUEL paBkeEkdn’®) thefdata packets to

the ad-hoc nmesh network. The amount of traffic in each
comauiviecatthe onfrsdier satowfl59-hdVhen ecatreraskpist(@empmand data).are to be

const ant | ni tored, ,and tr 1 SSi WM

Cor SO R T-LH A0 L3P R TOMRRRARL 28! e oot
tr afsfa’ti§rf1 ?ﬁy@ts@ﬂi@wﬂb Gbiaationad l@edc?&htal\bddkeﬂseas first@bfainmynication node
i.e., after every transmt cycle (transmt jint ral ).,

t he 120 améhei mpih.o RheufiFd GRBEICA g é‘g’@"e 14 may t@%e%%?% dita packets and
COMEURCAL 12z oga%ketg% 2P Em caﬁ&?g&:l[egﬂﬁigétta next lower network

i nterva for a conmuni cat1 on nodes 12
m nidvebas pdraie roukeeinfiynativn deiiletbin thy padkahiahd sy f@tls guadsthat, the data

hapBERKeia eHe: A EBO SRBUEF RS oRe 17 GROSCaRN ¢ he
same sequence is repeated after 15 m nutes. :

[0046] The data packet may comprise a utility usage data (meter reading
data) or a command data. For the utility usage data, the destination is always the
controller station 150. As shown in FIG. 5, data packets used for utility usage data
comprise a data message structure 172 having a source address of 6 bytes, a destination
identifier of 6 bytes, a packet type of 1 byte, a packet subtype of 1 byte, and a payload
of 138 bytes. The command data in data packets represents commands that are sent to
the communication nodes 120. Suitable commands may include, but are not limited to
change of broad cast interval, change of transmission interval, change of meter reading
interval, change of network maturity threshold. As shown in FIG. 6, in one
embodiment, data packets used for command data comprises a command message

structure 174 having a source address field of 6 bytes, a destination identifier field of 6



[ 0045] The communi cation nodes 120 may use frequency
hopping to attain nultiple transm ssions of data
w@aokas=7sluri ng the sane transm ssi on wi ndow. BITI2004/@®0302
controller station 150 recafves data packets
periodically, the analysis of data packets assists the
conbytes, lagracledt aypedield 601 bptede pavket subtypediebkfoctl iyt e route field of 0 to

et foick; Sad o' Goe SEEL St ThE B TGO bl SRy update its
E/thﬁ;ﬁ%ﬁ‘l‘é{er LpSAe APin@ fth e R pEXRTRVi Al dnffarkiOdiea. 120

in the communi cati on network, and fornul ates a
route information including paths taken by the data

packet s rive t he ntrolle i on .
t he dat at(@g‘ﬂet S (ig%ﬁgﬂtﬂoclgegt%a%ogr Lsof%ﬁﬁe&gsetﬁfc@fa P%*lngﬂd a broadeast
t hepgdret Q! theradshat inf’h liddwbek pbeodicdliuni Aatshown N@dEIG. 7, in one

120, the controller station may use the route

i nf embediment, toadeash dakn of thebraatieast packetmay gomprise a broadcast message
co Lcati e ' T iqE St .

CoMRAEL TR 1314 B bt Tt W8 ppponcain
and fildr ofed ths6 bhies,dpkkitypadidt feld of @ bytest hemnomymiana ficlsinof 1 byte, and

F oLBENOR Graty A kBLOr 4 8Y1en MheeeopcRugETioB fdéso30 within range may
fortd ivg lbglg %u@&?'ss tHe o8 @hs PRE&CTBacheReI8I¢dH®n node 120 maintains a

i nt ende nicati on node 120 (destination). [0046]

The tabdet of patek elongawitlc quadity sehigranehi¢al oydens Speregentign of such broadcast
(et er, readi ng dat or ommand_.data. For.the. . .

ut i Pﬁ%lg?{sugg@g 32)1} Rade 20, may perform Looyairen t%ﬁ%l the existing routes,

conkh@® |a1:(§bfrdiﬁ§1?§ updutdsSfhe oASstinp Qwtite i witt-tHe ndw rélag,af the communication
packets used for utility usage data conprise a data )

mes 8ade 130 determines tirt thaengroats sushosten fifmeths exfstigg route, ie, each
byt ' ' i B figr of te : 0
o Syl AL 0L 6 By R glaion e 12
pay e tofthel@htdoyitresatiobhis 0c (Fhembdvalpdoaess nf dataingsibk btandcast packet

represents, commands that .are_sent to the communijcati.o
nodé@sd bptsting e wt@gésm%fma bh P UOmIB o8 g 120 atregular
Li mifiedafso Fob _@ﬂaﬂ%l\@/,; a[f@i %ﬁgﬂ@@%f tilnat &k @bmn&}aA48n Abde 120 may have

transm ssion i nt , nge of neter reading
i nt 8 alternath aogges tf theetontyolernationi 150. t Rreegtmpndnicatgon node 120 never

shown i n Fl i n.agne enbodi ment acke used

For PERhEE CRIEstOh R SEEREEU R Z0SRE "6 Perbg ature tevel of
174 1Havd ROthe coRWSIESR sBRIdhaSH ahtl @lafl taafedtn RS ledt once. The broadcast
destination identifier field of 6bytes, a packet

: ¢ ) : type
fi elieferyl is dojermines o dcemangity ppéhet adkher meph petyiple and, as the ad-hoc
' omn?esflln%lvgorﬁfma(%urteg the broadcast interval keeps reducing. As used herein, ‘ad-hoc

mesh network maturity’ is defined by the number of routes available to each node. This

ensures that the ad-hoc mesh network matures very quickly and broadcast packets do
not overwhelm the ad-hoc mesh network when the communication nodes 120 in the ad-
hoc mesh network are large in number. Over a period of time, all communication nodes
120 within the ad-hoc mesh network may have multiple routes to the controller station
150. The communication node 120 takes the data packet one at a time and sends it to
the communication node 120 at a higher network level, which in turn at its particular
transmission time, sends the data packet further to a next higher network level, and so

forth, until the data packet reaches the controller station 150.



72 bytes, and a data field of 1 byte. The
communi cati on node 120 may update its paraneter upon

WO e@ei1334my) t he dat a packet havi ng command dat apCT/0Q474/000302
The controller station 1501smy construct and send a
broadcast packet to the ad-hoc nesh network
periodically. As showmn in FIG 7, in one enbodi nent,

br oadcas a of e br.oadcas rise
br oadc asi Oﬁgi sage bt"rrﬁ?ﬁlY}P% t%tﬁ ‘ﬁbfrgmstgﬁ Fglzgmumcat?on nodes 120,
add ﬁfes&lﬁiﬂoﬁ&dstzgfonq S@’\Fe?ﬁies dat ?ﬁl’tﬁénﬁ@ﬂﬁ ¥ ﬁfércﬁ&l ﬁeﬂ:kbto Qnd then stores it

data fie bytes, quality of link fiel
byt &8 a thaperyt kﬁspaﬁ ’éntcomrell@t gition by e At am@ﬂqtmmmdktlme mtervals the
mat urit nlcgtlon

o ageiticlisr Siefin o sPushyBest 0 YAC sexlBT AL SBloRis0 via a specified

br opetacll, RAGKREmitEAe recEINPAQAtE Patlesls OMUE cdathl momtorlng station 180.
mai ntains a table of routes al ong vvlthé(a( ality in

hi elhe eantelier stagion . 1 SOmaelsp recsiveodata pagkeh (aupansk data) for time and
pac lagttes’s n@hr%&?é?lj% ga%i ?Q&%’t Jdg%}m%’ﬁyfop gr %ﬁﬁgﬁl% %Oé?lirll}lmcanon node

conparil ext s rou ccor

upd&ito@s theheneAi B bnitoging Q;tlsttlenV‘MSOh Oiheecagvon efithe datefantl igne packet, the
t de 12
,C g m&%};cf gf Isfga(allh’] ?@& may )%ip ﬁ}: %lgen%lagg fsl Eg% é)tf Ttg éxggq\ga{ &gct:ke The controller

COMIURLE 3lsh ABriR: ? tﬂez Qatfﬁia@ﬁé@' H&%m’ghc%n"i’rﬁgﬁc? a§ta Qfest%eﬂefé} a particular

conmmuni cati on no 120 cl'oser to tthe control
st at:ommuflaﬁ:@tloﬁr hedeabmby priretisg thef addeese ifioion gletdw packet, and sends the

Bre(r) e kg‘ry and?#rfﬁ%at Iﬁ@hﬁdﬁpﬁei%én%exf E\ gli the data packet

i nt %a\éﬁésstheﬁgsftmgﬁ@{rpl e, after a period of tine, each
comuni cation node 120 may have 3-5 alternate routes

to the controller station 150. The comruni cati on node
120 never perforns a broadcast, if the comunication
node 120 does not have a mature level of routes to the

control | 004 at i on TheQestrdl nivastotiag statom 1 8®upch @teilivgshe data packet
once. The broadcast |nterval is deterﬂ‘n ned b% t he

mat dirqm {hegrommpgnicion fedeidfy cheekidPk authenticdly dtpm seprpopddress field of
mes by ﬁétwgkﬂfﬁl o E%ont{nlﬂfer Q{agﬂﬂ Cl%@?m ipREREY de {e‘?x?rﬁﬁ monitoring station

r educi ng used herein nef wor
mat W8 topeckssfod etcuracy bf thehdatm qoatimt fmfm roOUREschavlsulm beld of the data

to each no This. ensures that e ad-hoc S

ot VORIt (et PS T PERPY Ay AR JH Aggpeghet, the centeal

not MBIWRE |s‘?ﬁtfohelﬁﬂgf&§ssgﬁ$& pRbMed kaphgickehe The central monitoring

communi catron nodes 120 in the adhoc
station.180 decrypts the data packet encrypted by the communication nodes 120, and
thereafter analyses the data packetlfor accuracy of the data by checking the data ranges
with the previous and historical values. Further, the central monitoring station 180
analyses the data packet, and determines whether the utility meter has been tampered by
the consumer by checking the vector values of data. In one embodiment, the central
monitoring station 180 may check for six different types of tampers in terms of phase
reversals, meter bypass, and the like. Subsequently, the central monitoring station 180
stores the utility usage data into a database. The database may be used for further
analysis such as outage monitoring to monitor areas, where power outage has occurred,

line condition monitoring to check for frequency and voltage aberrations, and power

demand forecast.



mesh network are large in nunber. Over a period of

time, all comuni cation nodes 120 within the ad-hoc
wore®h/1smv3wr k may have multiple routes to the PCT/IN2006/000302

controller station 150. Tha7comruni cati on node 120

takes the data packet one at a tine and sends it to

t he communi cati on node 120 at a hi gher network | evel,

which in turn at its particular transm ssion tine,

sends the data packet further to a next higher network

| evel , o fort stcp'é f e present

controller @t ati onﬂigg%g%%g?cr trog%:el Vi ﬁigcteﬁﬁﬁgifegﬁkﬁ“th P

pacikesntiondavé beenquesenteddat puwposes ¢ dluszatjont and descrlptlon They are not

Cnantrage s B o rioni S i ORich e B8 s o diseosed, and

of SigouzBtha ﬂn%ﬂlfféﬁ@éﬂs%d]vﬁﬁatlo‘ﬂs Ry Bebeib®y ifil 1ipdel of ihe@bove teaching.
intervals, the controller station 150 connects to

t he
cenTlnea¢mhmﬂ1m@ts iwege sheseh end tewriped im oxdse &9 best @xplam the principles of

pr o ggﬁ\.gepg?l? g 4]}’[? fqnh%aﬁ ag)gfclaglﬁﬁ,ifgéﬁ&?ﬁ}gtegglﬁ?%glﬁ?ss sliffed in the art to

St al‘éds@ atikROthetvaltivn dndorirloes dmbadipamtsetvith oxaﬂn‘mlmodlﬁcatlons as are
dat a) for time and date%¥¥nchron|zat|on and

pacRéted desthp Regiqubz wepepnisiaplptad cEnﬁSaHﬂdE’équE} %%8%“0“5 omissions,
fr O%Url])tsthtgn?l%qgf gﬁl%l{m&tg E{(G&l’[é&l btedMs18 GeRt dudBest or render

e an control ler statlon
150exm§hetm that 8 1h1lende:ﬂa1bacoaendthb |ap}ﬂ1ctahon os implementation without departing
cl ock. The controlle tion. 150 forwards the data
pacfen thasRiHEOTSS AR hﬁlﬁ IM{UING RreSCIL VERUA: -+ cul ar
comuni cati on node 120 by extracting the address from
the data packet, and sends the data packet to the

* nearest comuni cation node, i.e., next hop, till the
dat a packet reaches the destination. [0049] The
central nonitoring station 180 upon receiving the data
packet from the conmunication node 120, checks for
authenticity fromsource address field of the data
packet (1D of controller station 150). Further, the
central nonitoring station 180 checks for accuracy of
the data packet froma CRC checksumfield of the data
packet. After verifying the authenticity and accuracy
of the data packet, the central nonitoring station 180
processes the received. data packet. The centra
nonitoring station. 180 decrypts the data packet
encrypted by the comruni cati on nodes 120, and



thereafter anal yses the data packet for accuracy of
the data by checking the data ranges with the previous
wa@ae@7hsx=vdri cal val ues. Further, the central nPEOT/AN2006®0302
station 180 anal yses the dasa packet, and detern nes
whet her the utility neter has been tanpered by the
consuner by checking the veliaiM$al ues of data. In one
enbodi ment, the central nonitoring station 180 nay
Weeldk for six different types of tampers in terns of
phase reversals, nmeter bypass, and the |iKke.
Subsequently, the central nonitoring station 180
1. stores tAeaubatelyneteagadidgsystémtonprigiigabase. The
dat abase may be used for further analysi.s such a
out age noni to"r]i(;zll"H:jﬁ B OhHRgme }Oé‘égo,r&e EUpBRaT a%ll:llf) %fqné:'Sh network,
has occufk e@iuralltl 08 copindlinid-0lon Hodks eifable éf0catleetitg ity usage data
frequency and voltage aberrations, and power demand
f or ecast {rp0®idify Mpigrst or egoi ng descri ptions of specific
enbodi nents of, th resent., i [ ot .
present ed foratplﬁ?‘sgé’gl é:%gtfr‘glflqr%ﬁ%ﬁbaﬁ%{ﬁ’%gc&m&%camg with the ad-hoc
descri ptinegh ndtheyk,awRerdRt tHenidhotethdsh Meevakhiausipable ofrdynamically
tolimt the invention tq the recis? fornms discl osed,

and obvi wusng thearitydes deate 3’(%5‘508’%1_ F QR Bs are
possible in |} gfk, fmotnlilcgriﬁg thﬁoﬁ %?gﬂégl@gtom d icating with ‘Ehe controller

enbodi nents were chosen an escr in order to bes
expl ai n §thigor thenehphlasoniforingstation eapablmofand its

practical applicatiaopn, to thereby, .enagpble others ..
skilled in thicgvingthe BoiLy usigq ‘F%aeﬁ?’ﬂzg‘? %quqqﬂproﬁatgﬁldand
vari ous enbodbﬁgggsﬁlg%g Brilvgukapesdappdi fications as are
suited to the particular uSe contenplated. It is

under st ood that various om ssions, substitutions of

equival ents are cont | gt ed. as. ClyI cUm :

CaUb Y2 SR, S EarOEL GHR 3 b EBRREGH Bt s capable of
the appl jg@iniedllyofoutitp! EBRTIRY ieazaVdatachit defémiag tannglternate path for
fromthe spirit or scope of the clains of the present .

i nvent i oroubngthsatiling usassidaia to thegoniipllshefation. i theevent of failure of at

communi o KSR os R meeBhilaierfich Rdes.

network, the plurality of communicati on nodes capabl e

of %Pl ! ec’lt“lien gyslflérgl | cl)ft %:/layng aﬂew%grtelan ft eo Td- toicI rlnte rrrlg%v%rﬁ; is capable of
dynamically routing the utility usage data by determining newly added
communication nodes, integrating the newly added communication nodes into-
the ad-hoc mesh network, and updating existing routes for transmitting the utility

usage data to the controller station.

4. The system of claim 1, wherein the communication node is disposed outside the
utility meter, and connected to the utility meter through a communication

interface.

5. The system of claim 4, wherein the communication interface is selected from the
group consisting of wired links, wireless links, and combinations comprising at

least one of the foregoing.



at |l east one controller station operably comunicating
with the ad-hoc nmesh network, wherein the ad-hoc nmesh

wmedaonasie7s s capabl e of dynam cally routing thePit/iN2006/000302

usage data to the controllap station; and a central
nmoni toring station operably communicating with the
controller station, the central rmnitoring station

capabl e of receivj rlg t he t|J| usa g[a fromthe. K i
corf-r ol I'Eie sysigm ofnc axghé @8’@3 ﬁantpﬁger g%l 1P {565 B@ﬁlc network for
data. 2...0i Slﬁﬂgc‘tc%m m&itl%h”%vilth el trﬁtﬁnt%ﬁn%‘ Ogfation, the public

nmesh netvvor I'S” capa dynam cal l'y routi g
utility neswork taseedyd cfecim niha ggranp atansistiag eofp SENf petworks, GPRS

routlngthe L dat to, the controll

stati on,?q ‘ﬁo ﬁeGéblﬁ}eg?S‘?‘% a‘i“} pampipations, (é%{gli’nsuﬁ% af deast one of the
t he pl urﬁ}égf)}hgof t he communi cati on nodes. 3. The

syst em of aim1, wherein the ad-hoc mesh network is

capabl e of dynamically routing the utility usage data

by ,;Jet er .egéytg%glnﬁgv\l%m? ngrﬁg%&r% Q'oﬁt%l%e? %ta@igg ?ées a TCP/IP connection

i nt egr at communi catl on no

t he ad- he aERhiGcoRmkuni@ridn withahé ognteXinshitogng s]attcms
for transmtting the utility usage data to the
controller station. 4. The systemof claim1, wherein

thegco 'm'}"lfl}:,l %@% 5‘1; d]% e‘iiélﬁ Fﬂ&lf&ﬁu? Wesdrde cédf)?ed%itﬁ h kdhsor capable

net er, e ut neter throu

communi caft provndnrgt mrlftﬁmeageEdataTtmeatdwt eng of thelmdi TAY Of communication
wherein t d?@ communi cation interface is selected from

the grouPP®dnsisting of wired |inks, wreless |inks,

and conbi nati ons conprising at | east one of the

foregoing. 6. The systemof claim1l, wherein the

confr ol | €he styateinoref uslelsn al,pl%lﬁl‘%n rthe wesnkeak gponitoring station includes

bl i shi
gtsgtai oIns %OE%JIHB%}IU =l %tc 1on %r;ﬁige g agfl# N omn?ﬁééagﬁrgjgf the utility
GSM '

consi st i fgg@Ua®@STN net wor ks GPRS net wor ks, 7
net wor ks, and conbi nati ons conprising at Ieast one of
t he

10.  The system of claim 1, wherein the communication node transmits the utility
usage data to the controller station at a frequency selected from the group

consisting of 433MHz, |868MHZ, and 900 MHz.

11. - The system of claim 1, wherein one of the controller stations operatively
communicates with another of the controller stations, and collects the utility

usage data from another of the controller stations.

12.  The system of claim 1, wherein the utility usage data is re-transmitted from a
sender communication node of the plurality of communication nodes to a
receiver communication node of the plurality of communication nodes, until an
acknowledgment indicating the reception of the utility usage data is received

from the receiver communication node.

13.  The system of claim 1, wherein each of the plurality of communication nodes



foregoing, 7. The systemof claim1, wherein the
controller station uses a TCP/IP connection for
we@saoahBdiszhi ng comruni cation with the central nPEOT/AN2006®H0302
station. 8. The systemof ebaim1l, wherein the utility
meter is coupled with a sensor capable of providing
utility recags daidntisial wirlbst forrnenehittibe thel ehiliy iusygeodata to other

comuni cation nodes. 9. The_ sysiem.of ¢claim1, wherei
t he centCOBIMEREHCBr P sz’gt‘ihﬁnpf“ﬁag}r%d OFEYFUTAYSBI Eoges’ thereby

i nstructj £ ora Di: 1oL hBgissi b®Qaff from other
R A T s
wher ei n dopenmomeationinodds. on node transmits the utility

usage data to the controller station at a frequency

selected fromthe group consisting of 433VHz, 868MHz5

and; 900 M sydbm N Elady SI3¢MRreifl feMtchamwhiest&in node usds frequency
the control l'er stations operatively comunjcates w

h .
anot her lufppirige tac aatteinomwiiplet anssHesionsnal Qiilite ysaeg (eta during the
utility gsage dat a fdr‘ec;m anot her of the controller
stati ons 2% .ISSLﬂQeW@y% emof claim1, wherein the
utility usage data is re-transmtted froma sender

comuni cation node of the pluraljty of comyuni ccalti on . di
nodks tolke pystem i rclagmiumhein dhe Gegaugicatipp node comprises a radio

pluralit | | AdEsni | ivi ili e data for a
acknow e%%cﬂlfgﬁ fﬁﬁg%;ctiﬁ]‘tg@? Ee r eclgg%t %drc}l %?el¥lﬁg ualthit}i lilsiag

usage dadigtah& ofebeutVi®d0tnederst he recei ver comuni cati on

node. 13. The system of claim 1, wherein each of the

plurality of communication nodesreceives a

trapgm S’Pheﬁ&si@npgpc‘ﬂ/ai_fnpl, WhaBsnthd tomeiuhfegtict hddeb Yuridsiag @s a receiver,
data to otheér communi cation nodes of the plurality of

communi cepeaer, autiessmiteradwiliprweendatag t he

interference of transm ssion of utility usage data

from ot her communi cati on nodes. 14. The system of

cl ajn 13ThavhgEtenn of NEaifOMMUwheaihi Gk BOGell¢s esation comprises a radio
frequenc . :
d ¥requency modem capable of establishing communication between the controller

station and the ad-hoc mesh network.

18. The system of claim 1, wherein the controller station comprises a transceiver
capable of establishing communication between the controller station and the
central monitoring station, wherein the transceiver is selected from the group
consisting of GSM modems, PSTN modems, GPRS modems, and combinations

comprising at least one of the foregoing.

19.  The system of claim 1, wherein the controller station constructs and sends a
broadcast packet to the ad-hoc mesh network periodically, the broadcast packet
comprising a broadcast message structure having a source address field, a date-
time synchronization field, a quality of link field, a hops to parent field, and a
network maturity level field.

20.  The system of claim 19, wherein the communication node receives the broadcast



hopping to attain nultiple transm ssions of utility
usage data during the transm ssion wi ndow. 15. The
waeymwasm4es claim1l, wherein the comuni cati on POLEN2006/000302
conprises a radi o frequencyinodem capabl e of
transmtting and receiving utility usage data for a
di st ancepketthaifg kHIGehaiehf hewlutekhend ysdadm @ilstﬁiganomes with the
1, wher e| n the comuni catj on nodes function as
recei ver ey apyies aipon datgrmingngs thet therneyf roitey 3¢ )?h%e&gtgan the existing
data. 17 e systemof claiml1, wherein the
controller station conprises a radio frequency nodem
capabl e of establi shi ng comuni cati on between the

I t at th d-.h
The2byst The Svtemaphfiaim gy erei e om ASHa808dta chfippses @ message

conpri segmanik 3! &/ SsurbARARLS REIALE (RBiHaEBA Adentifier field, a packet
conmuni cati on between the controller station and the

central typaifielh 2 packst sutitype, fislheandiarpayloed fielhscei ver is
selected fromthe group consisting of GSM nodens, PSTN
nodens, GPRS nodens, and conbi nations conprising at

| eagh On‘i“h@fsysﬁéiﬁ off@[aﬁﬁoll Reherel® theltsntoylet aatic sepdgi ohmand data to
wherein the controller station constructs and sends a

br oadcasthepmgpnlquloph@od@g_ﬁg&omwdn@thpmprlsmg a message structure
peri odi Cﬁiﬂhﬁ%sgﬁgrcgtr ?g%g@ﬁéldpgﬁ&%haﬁ&m%ﬁﬁé? gii a §acket type field, a

br oadcas ure having a source a

field, apdﬂkeﬁﬂmﬁmékhhhﬁombihkiandﬁdmhdkkh quality of
link field, a hops to parent field, and a network
naturity level field. 20. The system of claim 19,

gin the sis%ﬂ?‘é? Lafth DONWRAER thEE&thMBad HAE includes commands selected
br oadcast packet having information of new routes, and

updat es éoistthaggoont eenswatmg pfiechaage r ofuthseadcagionterval, change of

determ ning t.hat t.he W rout e shoter

exi sting f’g‘ﬂ'ﬂlé%m Zﬁte c@g? e W%Elrg? m%/\,E‘%P ‘t’l&%ge of network
the uti | ifapurity ABEsHORE, and 6GABInGLSnsTofipEiSRgat Fastwik of the foregoing.
having a source address field, a destination

identifier field, a packet
24.  The system of claim 1, wherein the utility meter is selected from the group

consisting of electricity meters, gas meters, water meters, steam meters, and

combinations comprising at least one of the foregoing.

25.  An ad-hoc mesh network system for automated meter reading, comprising:

a plurality of communication nodes configuring at least one ad-hoc mesh
network, the plurality of communication nodes capable of collecting utility usage
data from utility meters,

wherein the ad-hoc mesh network is capable of dynamically routing the
utility usage data to a central monitoring station, and

wherein the central monitoring station is capable of processing the utility

usage data for billing, tracking, and forecasting.

26. The system of claim 25, wherein the ad-hoc mesh network is capable of
dynamically routing the utility usage data by defining an alternate path for



type field, a packet subtype field, and a payl oad
field. 22 The systemof claim 1, wherein the
w@omnsddrer station sends a command data to thBCT/IN2006/000302
conmuni cati on nodes, the cammand data conprising a
nmessage structure having a source address field, a
dest i natioafing thentility evagé deth do tle qoanERdr statioa, initht dyens of failure of at
packet subtype field, a rqute field, and data field.
23. The l§3stoaapbihe plusalify 25 the RBRHHICAIRR NE8Fand dat a
i ncl udes conmands sel ected fromthe group consisting
of change of broadcast interval, change of
tr a2t sdhersystate of alaimc Ainghewin st ed-hoeadeshgnetwork is capable of

interval, change of network .maturit reshoj and
conbi nat ‘iiyéﬁgn‘@glﬁpi“?‘g’inﬁg\a%t Ui, st % C%‘Pa tqﬁ'e%Fgepgﬁlé?%g‘?ery added
24. The &y sheMtA{onChcied) ihteghiBEahS nkh® Bddedi domMBdiedtion nodes into
is selected fromthe group consisting of electricit

. . Y. o
neters, Hasdet aresh nelaodk, and updatingsristing neutes for trappaitting the utility

conbi natjons .co 1.Si ng ,at t one of the foregoing.
25. An aﬁ@ﬁ%gﬁﬁggﬁwﬁ8W%gﬁﬁS%ﬁ%@en1for aut omat ed neter
readi ng, conprising: a plurality of conmunication
nodes configuring at |east one ad-hoc nesh_network

t he2®| ur &hs System ofgisimPearhersimalieastconsadi theggommunication node is
col I'ect | 4 i bbb d iR ot icati
wherein ?«ﬂ)gﬁ'lg -Ph%(%:heﬁlg %Hg@tv\gsra%é ;Hszl%éég%g%]ltde of . commun'lca on
dynami cahddesyamdtitangmittieg the iukilityyusagadega ttatha cemra monitoring station.
central nonitoring station, and wherein the central

nmonitoring station is capable of processing the

uti bigt y  USAGRoS B Aufoatddl thbteP@ading a@iRRingand |
forecasting. 26. The systemof claim 25, wherein the .
ad- hoc nesh nptowtitg A pluakiabéfecopimuyiaainncaddey opergblyrgpmmunicating

the utilit e data by defining an alternate path
forrouti Wb%tuﬁzl%ﬁ?ﬁefsty usage data to the controller
station, in thgn@veitg @flity akdgdra@tofromt the @didity mwrerofo the plurality of

the plurality of the communication nodes. 27. The
system oforemanieation nededr ei n t he ad-hoc nesh network is

g;‘pgg't e of ﬁxg&gﬂéﬁpbg Y AL B Bt i BB aon nodes;
dynamically routing the utility usage data to a controller station via the
ad-hoc mesh network;
transmitting the utility usage data from the controller station to a billing
station; and

processing the utility usage data by the billing station for billing,

tracking, and forecasting.

30. The method of claim 29, wherein the dynamically routing of utility usage data
comprises defining an alternate path for routing the utility usage data to the
controller station, in the event of failure of at least one of the plurality of the

communication nodes.

31. The system of claim 29, wherein the dynamically routing of the utility usage

data comprises determining newly added communication nodes, integrating the



communi cati on nodes, integrating the newy added
communi cati on nodes into the ad-hoc nesh network, and
W@ p@atidaags exi sting routes for transmtting thePOr/iN2006/000302
usage data to the controlles station. 28. The system
of claim 25, wherein at |east one of the comunication
node is gafAgbldeediommihiestidnmgodat intd the atshaemedsit metwork, and updating
associated with other conmmuni cation nodes, aqﬂ )
t ransmi t S¥iFHerRBtes frianymiidngbe whllly ys3eq fata fohe paptroller station.
nmonitoring station. 29. A nethod for automated neter
readi ng, conprising: providing a plurality of
comuni cati on nodes operably comunicating with
utility meters; transmitting utility usage data from
the utility meters to the plurality of conmunication
nodes; configuring an ad-hoc nmesh network using the
comuni cation nodes; dynamically routing the utility
usage data to a controller station via the ad-hoc nesh
network; transmtting the utility usage data fromthe

controller station to a billing station; and
processing the utility usage data by the billing
station for billing, tracking, and forecasting. 30.

The nmet hod of claim29, wherein the dynamcally
routing of utility usage data conprises defining an
alternate path for routing the utility usage data to
the controller station, in the event of failure of at
| east one of the plurality of the comrunication nodes.
31. The systemof claim?29, wherein the dynamcally
routing of the utility usage data conprises

determ ning newl y added communi cati on nodes,
integrating thenew y added communi cati on nodes into

t he ad- hoc nesh network, and updating existing routes
for transmtting the utility usage data to the
control l er station.



