1 8 JUL 2005 WO 02/059803 PCT/ DKO1100060 SYSTEM FOR PROVI DI NG SERVI CES AND
VI RTUAL PROGRAMM NG | NTERFACE 5 Field of the invention The invention
relates to a systemfor providing custoner requested services accord- ,i

to claim 1’w@n§/¥f9§(ﬁm for preparing an automatic execution of a test draoglﬁawm
ac- cording to-clarm 16, a nethod of nonitoring the traffPETRKOYIY phacket s
in a data net- work according to claim19 and a virtual application

programm ng editor according 10 to claim28. Background of the invention

In order to be able to test, control and/or nonitor the integrity, security
and/or quality of a data system e.g. a data processing system a data
processi ng devige and/ or aovdata 15 network, a nunber of tests, e. t est

sof tware appli cAYTT6H,  FafBRENE FEVEEH F° S8 R Fﬁwufhwgét or or

provi der of a data systemw || have to purchase a nunber of differ- ent
tests, e.g. software applications, in order to - for instance - be able to
achieve a 20 certain degree of security including detection and

docunent ati?n’FfeE‘P"ﬁ?‘gg‘E‘gh@ y take action on hacker attacks, cyber
u

vandal i sm ‘unauthori z sing of confiden- tial data on the system

destruction or The iventionaslates talakystens forgretidiag castorfl@tirdqudcRa 8&Sices Bord-
crashing of the da%@.system et (% Different test are nornally dedicated to
different scoff8<&liMie 2 SEste ton PTERSIHE o auiomalie exechBiQRof# te6bprogtam ac-

advant ages andedrhimpSo tRink $6,3rmetRod bﬁﬁoﬁ%rﬁﬁw&dﬁ?&hﬁa@ﬁé&eﬁﬁ&%%w | n

relation to a particul ar security aspect. Further, the devel opment of data
systens, e.g. Wempacsandinge &laimd9sof ewdrteal applicatieisprogragming sditordicenyding
devel opnen{g t o4t diEnigast software application. Simlarly, weaknesses and
security flaws in data systens are di scovered ongoi ng, demandi ng
corresponding 30 updating of current tests. W 02/ 059803 PCT/ DKO1/ 00060 8

JUL 2005 2 In sequ .a proprietor or a provider of a data system
Wi Tl have to i BUCEFOEof the inveRfior

In order to be able to test, control and/or monitor the integrity, security and/or quality
of a data system, e.g. a data processing system, a data processing device and/or a data

15  network, a number of tests, e.g. test software application, have been developed and
utilized.

The proprietor or provider of a data system will have to purchase a number of differ-

ent tests, e.g. software applications, in order to — for instance - be able to achieve a
20  certain degree of security including detection and documentation, and accordingly

take action on hacker attacks, cyber vandalism, unauthorized accessing of confiden-

tial data on the system, destruction or distortion of data, congestion of data process-

ing, crashing of the data system etc. Different test are normally dedicated to different

scopes of the security problem and will have different advantages and flaws in rela-
25  tion to a particular data system and in relation to a particular security aspect.

Further, the development of data systems, e.g. both hardware and software, demands

a corresponding development to the test software application. Similarly, weaknesses

and security flaws in data systems are discovered ongoing, demanding corresponding
30  updating of current tests.



nunber of different test prograns, each facilitating said different

security checks, in order to obtain a certain degree of security in |
relation to the data system Further, the proprietor or provider mﬂhl have
to purchas sions of said tests, updates 5 and/or i 4 dz8p
to be ableafg%?g¥§Pn the sane degree of security. Finallygﬁﬁ%h&%&o éietor ’
or provider will have to allocate | abour resources to the task of

i npl ement- ing the tests, updating tests and/ or i nstalling new versions of
tests. Because of the expenses and efforts involved both in purchasing

test s/ updat es JBGORSEIUENEE, (& FTAPHIRIOTSAT aprowdersof atdata syfsteny will hawedb\imstiin at he

security may | : | i . f.rom. Lmal . Therefqgre, a need
exists to provi ebglg%fﬁdﬁffﬁ%%sg [ fﬁﬁsme%htt%rﬁiﬁ%éﬁ%%fﬁf(ﬁb@ S?@E?r‘i%f’@‘srléll at ed
services to datoadesyesotsain a cettainelogret bfsepuritpin relation e the damisgistem urthed e dat a

systenms nmay obtajn. such tests et in order to be able to check th
sgcuri ty %/evelp?éﬂmf#sof I‘PJPVIéVSWQﬁPa\I“"ntOOP T 5°¥ eV enprns ?tgsaé‘é)rt‘?s@cﬂl ect ed

f1 aws/ weakness and/opdesk fetsiih ofdefl & bel Abld0 réthindhé Gmietdepide dfRiGcutiBs Mirally teeVe!
of the systenisystens and pref _erablgq)aal so_inprove the |evel "of security
Wit hout havi ng PFEPrietor asproxider Wil hays ipllopgie lebousmresongeqa o the task of implement-f or t .

These and ot helingib RlsSufdfingdelts G iINallillndw VeibiUF et 0 SUMTTRry of e
ovi al

i nvention The invention relates to a systemfor pr Nng custoner
requested services relating to - for instance - security, nonitoring

and/ or data acGill.Sjt i i i . rocessin vice angd/or a
dat a net work (%lr:%ﬂg% b’?{-ﬁcfg?%lg%%%? Bﬁmgﬂlgﬁﬁ%t??uﬁﬁgﬁagﬁg%%ﬁ@sﬁ Wore of
a pluralityOof remitessaitt esische effards insolbed inxhe sdcarityl may Radtd 8Reshlp, whitldisdat a
processi ng devie. and/ or ata network, (Target, 1- Target k), said

sel ecti on (20_1;far§_5]f,‘ 0%%?1?5131‘?5?%5“6%@ e@rsé; : P‘g“ﬁdﬁﬁ?"@f %S%WEW% a
test, 30 noni totier Sgurityl relateld iervicde eLdERNEy8lenS) Wwikiieby 198 prdptiedr SLprevid&of! 8
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such data systems may obtain such tests etc. in order to be able to check the security

level of his/her system, in order to be able to correct detected flaws/weaknesses, and
15 in order to be able to retain the security level of the system/systems and preferably
also improve the level of security without having to invest an increased amount of

money, labour and effort.

These and other objects are achieved by the invention.
20 ;
Summary of the invention
The invention relates to a system for providing customer requested services relating
to — for instance - security, monitoring and/or data acquisition in relation to a data
processing device and/or a data network (Target 1 ~ Target k) of a customer, wherein
25
one or more of a plurality of tests are selected to be executed in relation to said data
processing device and/or a data network (Target 1 — Target k),

said selection (201; 202; 203; 210) of one or more tests are executed from a test,
30 monitoring, alerting, documentation and reporting services



server ( TSMADARS-server) which is connectable to said data proceddi mg 74
devices and/or data network (Target 1 - Target k) via a conmunication
network (140), and wherein 5 data representing results of said selection
of tests essed by the customer via a comunicatj Kk

and/ or trgﬁgﬁﬁ??éﬁﬁﬁo sai d custoner. Hereby the custoner E?Rﬂgﬁﬁb@§§| have
the advantage that it wll not be necessary to install/downl oad speci al
testing software on the data processing edui pment in ques- 10 |lion. Thus,
problens in relation to the execution of such testing software as well as

probl ens concesarverd TSMAIARS-sdrvsrpwhich i$ benneetatle te saill datagitboekdify asadeysi s of
It often wil| be advantageously

such results be avqided, Further, a

Lo Uti 1 ze twoNBHor SRR Pfk atast | ryisiast B VigeRceranmgynication inglyvosk f k4Rh aad
appl i cations/ syateis, the need to invest in a nultitude of testing
software applications will be avoided by the invention. Sim 15 larly,
expenses and | abour involved in updating such testing software and/or

purchas- ing ngws sadbRMify R8ulsNE sk LGRS, ' QR Qut dat ed
or obsolete will Dbe saV(_)i dlg%[ Thlﬁ?%i S? e g%ttem ag)gg%’g%c%s%?%yt cg |n\1/ﬁe)°gtion
wi |l provide tWeasgmnymicafionsetwonkagd/op@ansmittedao said tustérherci ent system f or
performng an efficient and contenporary checking of security, quality,
vulnerability, information relating to the security etc., e.g. newy

di scovered weaKaebyér a@stmenadduset will kiveake idvantageithacP Al B0l be Netbhiy@d t O
the data proc-. essj.n | pment of the custqmer. 25 Preferably, as stated
i claim 2, saldRnievBlodtspeial sty R 13,RrOCesFing eQUPBENt i H¥cshasi s
of preferepgestigf This proElEMOT reRlith & the RxddiBioP 88 hiith WstiaP soMry 3k Hvelfas sai d
data processing device and/or data network of the custofrer. Hereby it is

achi eved t hat Pﬂ?@l_eg’élc@é‘te@@ng@ﬁ%“ismﬂﬂafﬂ@dﬁﬁwmjﬁglthembﬁissﬁm,wﬁsre- 30
sponds to i denjhi ihe dyoiddP Ghuiet ﬂ@ﬁ%‘ﬁ%n%ﬁ%%h@&t%ée?@tooﬁ i1 Wb Yl 5nors 21 d

fields identi- fied by neans of the experience 0 custtlomar and/or the
experi ence anddifferegttypes Onakes ©5 $80E ROWRKDICHRES sPtehtd, tH2GBE] todinkesdwl edge

relating to - fQfmifl@f fsing G RHaleafp Aol Fi %vb e By B ibviEudl Siiyder f

15 larly, expenses and labour involved in updating such testing software and/or purchas-

ing new software as the already purchased versions become outdated or obsolete will
be avoided.

Thus, the system according to the invention will provide theé customer/customers
20  with a cost efficient system for performing an efficient and contemporary checking
of security, quality, vulnerability, information relating to the security etc., e.g. newly
discovered weaknesses etc. and similar or related aspects in relation to the data proc-

essing equipment of the customer.

25  Preferably, as stated in claim 2, said one or more selected tests may be selected on
the basis of preferences of the customer and/or on the basis of an analysis of said

data processing device and/or data network of the customer.

Hereby it is achieved that the selected tests, which constitutes a test suite, corre-
30  sponds to identified, expected and/or suspected fields of problems, said fields identi-
fied by means of the experience of the customer and/or the experience and in-depth



the system according to the invention. In a further enbodi ment according to
claim3, said one or nore selected tests may be 5 selected on the basis of
results of one or nore manually, e.g. operator initiated execu- tions}EUUszs
tests on sayg ogpdosysPr 0Cessi ng device and/ or data network. RS

achi eved tﬁggothe gelection of tests, i.e. the test suiterﬂiﬁﬁﬂ%ggh%elected
on the basis of results reached by perform ng a set of tests, whereby the
results may be 10 observed and anal yzed,4gi vi ng val uabl e i nformati on about
which test/ tests to choose in relation to a particular data processing
syst elrr} equi p _rrhmwéadgd/relatingetm/&rfm inEianctehen]:ec:urity haad Oéslﬁﬁg itextls \fﬁl_hld L?&&ndefr gf he
manual ly initigted tests rve ref erence val ues, ich may be
utilized in co 8%??Bﬁmﬁf¥ﬁggﬁ£#ﬁ¥§§§an and/ or analysis of results of
consecutively performed tests by the systemaccording to the invention. 15

Advant ageous, as stated .in,claim4, said one or nore tests nmay be
configured to ﬁé@@&ﬂ@@%%ﬂ%tea&mﬁembwm@m sqleqgted tasteimay ben

predefined 3 nt eltplionhe bdsi¥of restl®f dte Bfmbé_@%@!%&%tg%iﬁﬁa%%ﬁ Lon of

the selected tests constituting the test sui gured to
fulfill a wi detiongof tasts opfsaidalgtai prasessinesdesicd and/ot datoogedwarke under
consideration of a wide variety of constraints. For exanple, certain tests
may advan- tageously be scheduled to be perforned on points of tinme when

t he data pr oceHsretyit ieeghiqves tiat the sklectionlof téstaile dhe ®stGuité,ovifldbefselested on
connection tes}s, denjal -of -seryjce tests, tress Ipad tests etc., while
other tests na@'egﬁ?}%ﬂt'é?&élgﬁfg?@ec\b/ Em%f’eﬁ(ﬁ[ﬁ‘sg‘%ﬁe @Et"? HmaRBe nt s of
time when Henesitesed bhdakiyzRd A6 S udtde REHRTEAAbduS whith test/tedts to LRSUsS

whi ch may cause the data processing, conmunication etc. to be interrupted

and may causecDEANQR © 4 Rarticular date ATseSIESYSRN. cyinmerband/rmevk Jivrthekar e
whi ch - , | fopdyl kd
ich tests pr@f-ob&idl FesilBYolfe .nﬁﬁ@&lﬁgfg%regqg%?ig? s\?\ﬁer@ rEflgﬁ?xcéinﬁgsa own

or a slowdown of ser- vices may be toler en s ed per Sonnel
wi || be readi | yhigh adyshsl wilized goeonngtion aith & procésaing and/or dnalysislef re@lS of WO

02/059803 PCT/ Qﬁgc{lg‘%i? Beéormed tests by the system according to the invention.
15

Advantageous, as stated in claim 4, said one or more tests may be configured to be
executed each on predefined points of time and/or in predefined intervals of time.

Hereby it is achieved that the execution of the selected tests constituting the test suite
20 may be configured to fulfill a wide variety of requirements and/or to operate under
consideration of a wide variety of constraints, For example, certain tests may advan-
tageously be scheduled to be performed on points of time when the data processing
equipment is heavily loaded, e.g. to perform connection tests, denial-of-service tests,
stress load tests etc., while other tests may advantageously be scheduled to be exe-
25  cuted on points of time when demand on the data processing equipment is low, e.g.
tests, which may cause the data processing, communication etc. to be interrupted and
may cause failure to the data processing equipment and/or software, which tests pref-
erably may be located on points of time when a breakdown or a slowdown of ser-
vices may be tolerable and/or when skilled personnel will be readily available to cor-
30 rect the failure.



In a further enbodinent as stated in claim5 said one or nore tests may be
config- ured to be executed each on a regul ar basis and the frequency of

sai d regul ar execu- tions may be specified preferably in accordance Wit UL 2005
customer pr s and/or on the basis of analysislanal ra
ref erence t‘gis)??lﬁ%ﬁ@n said data processing de- 5 vice and/ #ﬁ.@f"g}&g’/&fmrk
Hereby it is achieved that the execution of the selected tests constituting
the test suite may each be configured toSbe repeated with an interval of
time corresponding to an estimation and/ or eval uation of the devel opnents,
whi ch may t akelpa durther embedimtntcas staedtin ddim Saddj end orahoteltests may bk @shifig-i n
question. For ex e,  if it is estimated,that, a.denial -, of-service Is a
very critical g%hﬁ?%%legchf%ﬂﬁ@%fﬁ lsaanaﬂ%ﬁ%%@s%fisﬁ@@?gwc‘het-
wor k equi pment tiedsanay béspacified prefrdblieinyacbbrdinck MetURRGef Prefd@ictPiddldi@nSUCh a
test may be cg)gf iagitég)gd, while a t%ﬁio for a relatively uncritical and/or

rel atively sel B6R poalysisianalyses r ¢rrefepmgs issing ombpig date egessing:@-t o be
executed W §h @ickahdbs d®l detdvgiw fre- 15 quency, e.g. once a week, once a
fortnight etc. Advantageously, as stated in claim6, nmeans may be provided
for performng a com parison between data representing one or nore results

of a test and Gy s R Y. he pbrovid for

t he establi shi ﬁgﬁgﬂtan 6111F egfa mﬁ&gtgglg%%ﬁ%@%%é%t%c@%ﬁ% n"%‘@’%gﬁbsé‘%gmr eby
it is achi evedmzhaach e cafigredieberepeatedwith mn lintergaldhfttinencortespdiglaigednand
where such an abnor.nal ndition copstituytes certain breach of security
and/or reli- aBifiyn apar Eﬁi‘{ag%f’{)@ﬁ(ﬁi}%ﬁuoﬁn ?%H#‘p‘@‘?%@%ﬁ Pg”ﬁ%(‘:‘? f‘ﬁ? Thy t he
custoner nby b tResubljest betlie Gidi/tedt ih questivdl Fortshmple fifl @ 94\sdtivnated that atiénigh-mai |
SMS, FTP, tel eggone, ga er etc, stated in claim7, said one or nore
threshol d val uB%sSege ég‘?ﬁé@?t’f%@ prohable failure fara,data precessine eystem, net-
establ i shing ap@foéquiidnt bte.gtheﬁaeameivﬁg@heﬁsgqgmpﬁgo ﬂfﬂﬁ‘h&égmgo fit

the needs and/or preferences of the custoner, e. custoner nay Specify
a threshol d whbeprnfiguredewbidea test 9E o gelptikedy wnssitical ang/ar refativelyseldoicéccure very
I nportant andf ' 4. r e he
LporLant queslﬁq ﬁa_m%@%r %@Elhg.gg@y% QB Ao Ve ekt NRUETTHRTER, Bl £

15  quency, e.g. once a week, once a fortnight etc.

Advantageously, as stated in claim 6, means may be provided for performing a com-

parison between data representing one or more results of a test and one or more

threshold values and means may be provided for the establishing of an alarm, advice
20  and/or information message.

Hereby it is achieved that in cases where an abnormal condition is observed and
where such an abnormal condition constitutes a certain breach of security and/or reli-
ability, the customer and/or a person/persons specified by the customer may be

25  alerted quickly if not instantaneously, e.g. by e-mail, SMS, FTP, telephone, pager
etc.

As stated in claim 7, said one or more threshold values may be specified by the cus-
tomer, whereby the establishing and/or emitting of possible alarms may be designed
30  to fit the needs and/or preferences of the customer, e.g. the customer may specify a
threshold which lies close to actual values for parameters which are very important

and/or vital to the customer and/or the system/users of the system in question.




WO 02/ 059803 PCT/ DKOL/ 00060 6 Preferably, as stated in claim@8, said one

or nore threshold values nay be specified on the basis of results of

manual |y initiated executions of one or nore tests per- formed on ﬁ&hl ﬂ.lLdfhhgj‘

processi ng Qﬁ\()%ﬁscﬁnd/ or network. 5 Hereby it is achieved that the

threshol d val ués and thus the alarmiadvice initiating cofdita¥9e%6® || be

specified on realistic terns and whereby it is achieved that the emtting

of alarms/advices will be of considerabl esadvantage to the user/users. 10

As stated in claim9, said manually initiated executions of one or nore

tests, e.g. ref- erence tests, perforned on said data processing device
formed wth regular intervals of tine. Hereby it

and/ or net wor k y .Qe per- : . )
i's achieved t hgﬁw@%ﬂéfs@ﬂe@d&@%ﬁu&dm pr merehrephold) valyes may bosercifiedns 15
changing with b MR bfisdef RSulkNE hahas) nﬁﬁét@d X hBHs S Undest nﬁaé:@ttgs:me gﬁrg | oad

on said target systemchanges. Cbviously, sone or all of t | d

val ues need t ofds@med ameaididaia precessing defdesanding networkhese changes. |f not, the
al arms/ adviges may | oose their inportance, either because al arns/advices
will be established with a larger fre- quency, whereby a tendency to ignore
these will resHeteby drishekiavedehat! the thréshdldi vabises 20d deaus \the slaghidwicd inithing

establ i shed because the threshold val ues now ar o far away. from the
actual val ues ?‘Wgﬁmgf §‘P]rlntb8 c?ﬂ%ﬂl%dg?fé rqafshcaterpg g,ndﬁg@gpb)b;t ‘\?Y@%ﬂé@l il
occur. By thi emiidpostialemi/adices il bevLEInkiderable A8 antizd WMe kSeriisds, be avoi ded
as the threshold values regularly wll be checked and anended, if

necessary. 25 Advantageously, as stated in claim 10, said conmunication

network, by MeAR SRl in ¥WRIntY, s8Rl Baru8lY inditidEexcsiRidhs OF drd%r n?dr?feﬁs,r@ . ref-

docunentation and reporting system ‘server (ISMADARS-server) 1s connectable
to sai d data prreesdsstnperfermedeonasail data prigessingalewoe knd/Junegworkimay bapeet k)

ener ypt 1 on. 3o RaRL Wi e kel bR 20, O, T2 ae stated i claim 11 said
comuni cati on net -
Hereby it is achieved that the reference values will be adapted to the conditions
15  changing with time, e.g. as the target data system evolves and as the load on said
target system changes. Obviously, some or all of the threshold values need to be
amended in consideration of these changes. If not, the alarms/advices may loose their
importance, either because alarms/advices will be established with a larger fre-
quency, whereby a tendency to ignore these will result, or because alarms/advices
20  very rarely will be established because the threshold values now are so far away from
the actual values that alarm conditions in reality never or very seldom will occur. By
this embodiment of the invention these drawbacks will be avoided as the threshold
values regularly will be checked and amended, if necessary.

25  Advantageously, as stated in claim 10, said communication network, by means of
which said test suite, monitoring, alerting, documentation and reporting system
server (TSMADARS-server) is connectable to said data processing device and/or
data network (Target 1 — Target k) may be a secure network facilitating use of said
authentication and/or encryption.

30
According to a further embodiment as stated in claim 11 said communication net-

work (140), by means of which said data representing results may be accessed, be




wor k (140), by nmeans of which said data representing results may ﬁi
accessed, be 1 8 JUL 2005 WD 02/ 059803 PCT/ DKO1/ 00060 7 downl oatedUbd¥bor
transmtted by/to the customer may be a secure network facilitat- ing use

of aut henti | nd/ or encryption. Advantageously as st ﬂ)'n | aim 12
said pl ural‘?tﬁtyo 8‘fllest applications may conprise 5 testsq’?g‘ 5{0?’3@6‘?0
security testing, quality testing, tel econunication security testing,
security information collecting service, decurity auditing, conmunication
line testing and/or test |aboratory services. Wen as stated in claim13

sai d one or nodewslordagtand/or bensmitedby/torthé gustontr inay de aasdure htwork facilifat-l €
dedi cated to eqﬁig f r none custoners, said test suite file
conprising for agﬁfglé@{ﬁ%lc?c‘h%lraﬂgﬁfwwpg’f)ﬁti ng to a target data system and
relating to the execution of said test, an advantageous manner of

configuring th elected tests are achieved, facilitating the execution of
the test sui te?d%fga&ﬂﬂ agstated, iRrality of fegt anplicatings may tpmpriseay
conprise ong OtestiGeRitihg BKechAGRestihd, FaliQUBdtRSe teREGRALAL] &Em—@y ihyer e
application, said pre gar ati %ﬂ?or’ p;ge%laa];@fli opg’%corrpr P@F’%‘g&‘. npu %ﬁ%ﬁs
and/ or oper at i 8¢t pian eplectingrsapyinecsecunity enditing, eoinaumjcation linestestingi eved

that tests etcgidy wﬁ%ﬁg#aitérﬁg%ﬁéﬁ?r interface demandi ng a nunber of man-
or e. g

ual operations to be per g. by conputer nouse, cursor, keyboard
etc, before 20 the test can be executed, may advantageously be prepared for
ted simlar to other test software

an automatic e ti and, be ec

application in the 3 g'%{eds ictlaémﬂ%rsé‘.ldjWe?f mre Selagted testy are spnAsieedsiniadesine or
nore recordéd puitrfie dédicinsl tofeath FOf dne@F Mol usBneSasdi@sd i@ Fe &ﬁﬂ;nﬁﬁged to
a particular t?qrr%g%%@fﬁ m a, further preferred enbodi ment 25 i s obt ai ned.

According to a SpRation relating {0 @ farget datasysemand eelating to thawxgention
characterized bfisaidtes, Hh @vanfigedtisGRAMESE (%ﬁﬁ%#;ngrfﬁé blle A fes 'R achlevEl, { €St
|

software application, said test software ap at1on conprising I npat
means for oper fciliging therxeeution of thetest suiteppl i ca 30 |ion and/or for
speci fying and/or selecting paraneters relevant for the execution of

15  When as stated in claim 14 said test suite file may comprise one or more links each
to a recorded preparation of a software application, said preparation or preparations
comprising input actions and/or operations performed on a graphical user interface, it
is achieved that tests etc that comprise a user interface demanding a number of man-
ual operations to be performed e.g. by computer mouse, cursor, keyboard etc, before

20  the test can be executed, may advantageously be prepared for an automatic execution
and be executed similar to other test software application in the test suite file.

When as stz_ated in claim 15 said one or more recorded preparations of a software ap-

plication is/are dedicated to a particular target system a further preferred embodiment
25  is obtained. |

According to a further aspect the invention relates to a system as characterized in
claim 16 for preparing an automatic execution of a test software application, said test
software application comprising input means for operating said test software applica-
30 tion and/or for specifying and/or selecting parameters relevant for the execution of
said test software application and wherein said input means may be operated by



said test software application and wherein said i nput neans nay be operated
by 1 8 JUL 2005 WD 02/059803 PCT/ DKO1/ 00060 8 neans of conputer i nput
means such as a keyboard and/or a conputer nouse, wherein said systgny 200

conprises -whBdhssds0r storing 5 - data indicative of oper%%:h,ﬁ)% r[1; or med
on said test sortware applica- tion by neans of said conp Hﬁ nmeans,
and - paraneter data specified and/or selected by neans of said conputer

i nput neans, and 10 - neans for indicatin§ a sequential relation between
said data. Hereby it is achieved that manual |y performed operations such as

sel ection of amegnsmaphicomputiruinponneat suchukse kefivardagid/oak i @plér anouse,
nouse-click or gt%lébl e;:click, an, 15 activation of a roll-down-nenu and
subsequent sel SOPTEYLST SYSIRMCOMBIISESy activation of a data input field and
specification in this field of an input by neans of a keyboard etc. nay be
"recorded” and later_sinulated for an automatic execution of the sane
operations, whePEBRs fanstesiagcut i on of for exanpl e a nunmber of

nouse/ cur so¢/ keyboard op ' ' : ' : 2 ] e _of. a
; CAERARIE 0 RSN ERLY Yot Ll BIMARE Rl

software appli 20 cation may be perf pon an
initial start-up commantin byfeas of saidscqmmusridpnt meansy myiar e t ests and ot her
security related software applications for an automatic execution
involving a test suite file wherein the selected tests are listed in a
relatively sinple manner parametendiit gpedified aad/ep bélsdedebyn RighhsC6Et dalNGorfipiedi 1 i Ng
a 25 nore conplex preparation in ‘grder to have it running nmay be inserted.
The system according tUPRREN%8”4+ of the i nvention therefore constitutes
an inportapd feature in relation to the systemfor providing custoner
rel ated services. Aci_vant,ag_eousl y, as stated in claim 17, said neans for
i ndi cating a seFg§RsIPEndcEmg:s ssiuentiy) rplatiqplstwesaisaiddlataa may conpri se a
sequential listing of data stored by said storing

Hereby it is achieved that manually performed operations such as selection of a

graphical button and a subsequent activation by a mouse-click or double-click, an

15 activation of a roll-down-menu and subsequent selection of an item, an activation of

a data input field and specification in this field of an input by means of a keyboard

etc. may be “recorded” and later simulated for an automatic execution of the same

operations, whereby an execution of for example a number of

mouse/cursor/keyboard operations in the graphical user interface of a software appli-

20 cation may be performed in an automatic manner upon an initial start-up command.

Thus it is possible to prepare tests and other security related software applications for
an automatic execution involving a test suite file wherein the selected tests are listed
in a relatively simple manner, and wherein also software applications requiring a
25  more complex preparation in order to have it running may be inserted. The system
according to this aspect of the invention therefore constitutes an important feature in

relation to the system for providing customer related services.

Advantageously, as stated in claim 17, said means for indicating a sequential relation
30  between said data may comprise a sequential listing of data stored by said storing
means.



means. 1 8 JUL 2005 WO 02/059803 PCT/ DKO1/ 00060 9 Further as st at&dUL 005
claim 18 said data indicative of operations perforned on said test
software application by nmeans of said conputer input nmeans may conprise
data in- di f a reference | ocation of a graphical ' ace of
said test s‘g??agbr%e@ap plication and possibly data indi ca??@é’ﬂg?’h@m

di mensi onal rel ationship between said 5 graphical user interface and said
conmput er input neans. The invention relat®s to a method of nonitoring the
traffic of data packets in a data network (800) according to claim19
conpri sing a nEvther apftated indaitn IBrsaidsdagindicativ@of pperations pacfornadenckidsest d

network units rising access .contrao sts 10 2 824,

825, 826) def|£r1°§ﬁ”%’%ﬁﬂpii %t}°&r0°rg’p’%°%Pgéa‘g&%'&ﬁ‘i“%rt%“"t%@“. ﬁ&s%emns (814

- 817), the damaatt‘xeanfffaurefemhcdmwlda@ipmu&pmt eﬂsed@teacm%@ta@»(%l),
risin | east, one, destjnation (802) and at

sai d data packets 80
| east one gourEe]l!,‘:’aH b o6 P&gg)data & c@%“t"a‘kﬁ 3 dimengionyl relatiopship, between paithc e
list (832) g4 ef ?&bﬂ%&lﬁ}mﬁn@gm&l%rﬁ%&éﬂ dtgﬂegﬂgl es associated to the

said network unit (814 - 817) establishing at number of "nonitoring points"
(827 - 830) in the said netvvork (800), 20 neasuring the data traffic in

the said nmonit e ' re data
traffic with tﬁ[éé fg‘g"“g‘%h%ﬁe{ﬁ‘f ‘?ﬂé‘ﬁfﬁ &‘9@@%%‘% Ef%or%%}avggeﬁlﬁngﬂlf t he
conpari ng reve@dtwonldfafm)raeasdmgeﬂ: a]atml&croafphsmgamumbbrscﬁ‘meﬁedrhum&:(ﬁﬁs 25
conflictin | sai_d rence |i.s 8 . The, at | east ref erence
"oot (65000 ot §nat fesS bR R ARG (4P AT oofhBisl abias conBRLiA , °t h
sai d net work uqam 8281925, 886} Qpfiitay ddie trefficatiles S86datbd BdUBE hotwbik 1hitd (814%PI NG,

or the Ilist 132}5,6 est abli shed as a common | og-file automatically reading
all the rules of units of the network into one file.

the data traffic of the said network comprising data packets (801), said data packets
(801) comprising at least one destination (802) and at least one source address (803),

15
establishing at least one reference list (832) reflecting & number of data traffic rules
associated to the said network unit (814 - 817)
establishing at number of “monitoring points™ (827 - 830) in the said network (800),
20

measuring the data traffic in the said monitoring points (827 - 830)

comparing the said measured data traffic with the said data traffic rules, establishing
a warning if the comparing reveals that measured data traffic comprises data packets
25  conflicting with the said reference list (832).

The at least one reference list (832) reflecting a number of data traffic rules associ-
ated to the said network unit (814 - 817) may be established manually by e.g. typing,

or the list may be established as a common log-file automatically reading all the rules
30  of units of the network into one file.



18 JUL 2005 WD 02/059803 PCT/ DKO1/ 00060 10 The nonitoring point sl drelifl, @005.
be established by a physical connection to a segnent of the network to be
nonitored. A warning may e.g. be an alarmor sinple a text-indication of

the status,wWhbedisd¥®Y 5 easily be conceived by a skilled m
operator. When, as stated in claim?20, at |east one referé’%}égﬁ??’)s@k(&SZ)

conprises data traffic rules copied fromat |east one of the access
control lists (821, 824, 825, 826) associifated to the said network units
(814 - 817), a further advantageous enbodi nent of the 10 invention has
been obt ai ned. Thrmmditenidgapénts tnagergybegstablished b9 @ physie comlectibbibo sbgthédt a rul e

list RL is that ,all estab- lished rules or filter functions are conpared to
the actual dat é’f&’f’&F °€E?fbet'ﬂ‘émf?é?‘£\ork, t hereby reducing the risk of

over | ooki ng non-intended data traffic. 15 Wien, as stated in claimthe said
destination address, (802) conprises an |P-address or generally, addresses
rel ated to ot héx WEpgdnaye.g beap lsrm onsimpleracex-indication; of tepyiates; whichdnays s

conprises ag | BaAdade eSS ceRled B ot her types of protocols,
a further advaesrllt ggeous eeﬁgogia%eﬂﬂ%ggfa%ﬁgﬁ%%'on has been obtai ned. 20
Dat a packet traffic of traditional data networks may thus be nonitored and
controlled by I ' .Said | ddresses,,. | nation d/ or. source
addr esses, of twﬁae/cﬂb%?' gdtéH&g%Lﬂg?' ?.0’ ﬂf%gaeﬁoenﬁ ,reetgrgn%et]%fgggétz} ﬁo%li’réﬁeﬁ?%?%ﬁe sai d
traffic rul es cwegopddroi tfleaseote afthdrcoas bentdl hits (§20[ 814 des) s36)Hs6Ri-and

odi nent of the invention

destinati on add ses, . further, n equs, e 1

has been obt ai ﬁé’g.%o '@Pé?‘@:“&%‘m‘;‘ “‘E‘ﬁzgﬁtéﬁgﬁg\‘q‘mﬁa YAntageans, crahodpneatofihe se
di fferent donbimehticiiss béenf sbtdthel 30 den source and destination addresses
conbined with data content descriptions of the forbidden data packets.

An advantage of merging the access control lists into a rule list RL is that all estab-
lished rules or fiiter functions are compared to the actual data traffic of the network,
‘thereby reducing the risk of overlooking non-intended data traffic.
15
When, as stated in claim the said destination address {(802) comprises an [P-address
or generally, addresses related to other types of protocols and where the said source
address comprises an IP-address or an address related to other types of protocols, a
further advantageous embodiment of the invention has been obtained.
20
Data packet traffic of traditional data networks may thus be monitored and controlled

by evaluation of said IP addresses, destination and/or source addresses, of the data
packets,

25  When, as stated in claim 22, the said traffic rules comprises different combinations of
forbidden source and destination addresses, a further advantageous embodiment of
the invention has been obtained.

Preferably, the data traffic rules may also comprise different combinations of forbid-
30 den source and destination addresses combined with data content descriptions of the
forbidden data packets.



1 8 JUL 2005 WO 02/059803 PCTI DKO1/ 00060 11 When, as stated in claim 23,
at |l east one of the said network units (814 - 817) com prising access
control lists (821, 824, 825, 826) defining data traffic rules assogcy afedgs
to the netwpplpddkdss (814 - 817) - for instance - conprisegs. afirenal
and/or a network router and/or a network bridge, a further advantageous
enbodi nent of the invention 5 has been obtained. A typical network unit of
the above kind is a firewal |, enabling di¥lferent kinds of protection

agai nst unwanted data traffic. Thus, a firewall often represents the
connec- tion oWhan,asistataskinelaim@3.mt leastont of the said nétivorlienits (84 <R13) emm+i n cl ai m

24, the said .t Of | Qi nt.s lShed A f erabl all.

i dentified seg g%ﬁ”%ﬁ@“‘h@t%iéﬁc g%‘%?%*ﬁhf?ﬁﬁ%‘%ﬁ\%ﬁ%ﬂ%%é“&%Sdi ment
of dt hefi nventt'olcﬂ_ie bawgﬂaﬁﬁtsSZ s @BL4od mg{k_ foiﬁgmf ,coﬁ@risésatmdwal' Maﬁflcﬁ'ia_rﬁe&[ﬁorkf[ he
said reference |jst i s.established for the pur- pose of sinu]ating
Che data traf f TOBIeF AY/AA RESRRUEICES, “afk‘&%&%‘faﬂ@ﬁ@‘ﬁfeﬂ{bﬁ@%&%@%e wHeRtiop)

i sts (821, 5 82khs Reobifiabd. of the network units (814 - 817) are changed, a
further ad- vantageous enbodi nent of the invention has been obtained. 20
The invention relates to a nmethod of nonitoring the traffic of data packets

in a data net d : ' | o, i S of

netvor k. uni te {aricA SRy GECL ROk Brhlud TN RN, ARetWIRTE *' 5 1)

conpri si ng accpetectiomagadst inwanted daBadaftic® Thys, 8 FisewadDdjendegresents ghedammnaectr af f i ¢

rul es associ at ‘;’q}e networkt units (814 - 817), 25 the data traffic of
fip TG

the sai d networ onpr g’fgn%é%%’ts (801), said data packets (801)
conprisingl@ét | east one destinati.on (802) and at | east one source address

(803), establishing at |east | ing file jn a database (819) reflecting
| 0og- messages egﬁ’ﬁ’ﬂr-a%%‘tqdi @ﬁ%ﬂ“?gﬂg‘i s"?%‘&%‘?‘% PRES P Rsﬁséed(% preferally 7)

all identified segment of the network (800} , a further advantageous embodiment of

the invention has been obtained.

15  When, as stated in claim 23, the said reference list (832) is established for the pur-
pose of simulating the data traffic in the network if at least one of the access control
lists (821, 824, 825, 826) of the network units (814 - 817) are changed, a further ad-

vantageous embodiment of the invention has been obtained.

20  The invention relates to a method of monitoring the traffic of data packets in a data
network (800) according to claim 26 comprising a number of network units (814 -
817), at least one of said network units (814 - 817) comprising access control lists
(821, 824, 825, 826) defining data traffic rules associated to the network units (814 -
817),

25
the data traffic of the said network comprising data packets (801), said data packets
(801) comprising at least one destination (802) and at least one source address (803),

establishing at least logging file in a database (819) reflecting log-messages estab-
30 lished in at least one network unit (814 - 817}

comparing the said log messages to pre-established log-patterns,



conparing the said | og nessages to pre-established | og-patterns, WO

02/ 059803 0 JUL 2005 PCT/ DKOL/ 00060 12 establishing a warning if

pre-established patterns or variations of the pre-established patte nsUare

i dentified as stated in claim27, the said | og-nessages ar JUL 2005
B8R

establ i she rent net- works units (814 - 817) of FRIDKNMAWFL, a
further advantageous enbodi nent of the invention has been obtai ned.
Moreover, the invention relates to a Virtyal APl editor (606) according to
claim?28 10 conprising neans for selecting an application, said
application being operated by means of a graphical user interface (605) on
data processing neans (602) and at |east one associated input device (603,
604) 15 means £H# 1t§h1§9Iaa?%migg {fana-pstatiishegpatitrne o vagistionsi aftherfraresal(lishsd) of a
sel ected appli ﬁ# g ﬁkdm splay area (601) neans for establishing at

| east one virt |npu evice script (303), 20 said virtual input device
script (303) deflnlng t he sequentlal operation of at |east one input

devi ce (603 Acc h ntion a user ish a virtual
oput devi b o0y ss Bl Bitsi 2, Ge el R peSihets e opished by Mkl st ect e
appl i cation. Swolksemita(814sieed) ofithid nbdbork 2DfultAetHdvalRNgdes s &R¥ddRhentBYtht hen be
applied for a patch- runn| ng .of, t he sel ect ed appl i ca tion, i.e. a chosen
sof tware appl i BWERHAR hagheenQbtaingd ¢ application may then, so to speak, be
operated on a batch basis by virtual input devices. Accordi ng to the

i nvention, a batch running of a software application may be estab- 30

| i shed on al moMoreayey, fhe invemkian relatextp aWarteal A0 leilitert(504) avtrirding trechaitie28oper at ed
on a conpllléercmpﬁ'g%?gns of e.g. a nouse and a keyboard. 18 JUL 2005

means for selecting an application,
said application being operated by means of a graphical user interface (605) on data
processing means (602) and at least one associated input device (603, 604)

15
means for displaying (601) the graphical user interface (605) of a selected applica-
tion in a display area (601)

means for establishing at least one virtual input device script (303),
20  said virtual input device script (303) defining the sequential operation of at least one
input device (603, 604)

According to the invention a user may establish a virtual input device sctipt reflect-
ing a human realtime operation of a selected application. Such established virtual

25  input device script may then be applied for a batch-running of the selected applica-
tion, i.e. a chosen software application. The software application may then, so to
speak, be operated on a batch basis by virtual input devices.

According to the invention, a batch running of a software application may be estab-
30  lished on almost every thinkable software application which may be operated on a
computer by means of e.g. a mouse and a keyboard.



WO 02/ 059803 PCT/ DKO /00060 13 Hence, software applications may run
according to somewhat primtive virtual input device script in a batch
node even if the software applications contains suitable API. (APl:g 2005
Appl i catlor\P,Br giym ng Interface). 5 Further advant ageou§,ctm'tﬂ OB tf‘thn
the scope o |nvent|on Is that the virtual in- put deviCé scCrip
function as a user input device |og, describing thé operation of the
conputer on a macro-level. Hence, the logt¥ile may be used for tracking
faults in the recorded nmanual operation 10 of the selected software
appl i cation, oHenge, ncst’gwgvepplicatéonkniay mmcardingrtcﬁ semewhmtl primitive viraabinght ons of

o | ot aci | 11 PRACKREPER R B v ndBoftre Hip ool cobfim sl AR "

executing the WIdAppﬁédﬁahPmiﬁmﬁgm&@osprl pt 15 (303) in such a way the
said virtual input device script (303) results in an execution of the said
sel ected application via the said graphical user interface (605) associated

to the sai dsseFﬁx‘Eﬁe@dd%Hgb&ﬁtd 86ns ittt he 38dpe JEHRNARARONS BT AR in-Of the

i nventi on has been obt ai ned 20 Mor eover, the invention relates to a
met hod of est amltldgmcngcrmtmamfumOnm a wsef wpwt devioe Jog, deseribia thy operatiomefn 30

conprising rev program code of a selected software
@f %gqu[}&# Bf& Ha&% IE{%

appl i cation, ying a rel evant input fields in the code
of the softvvare appl i catlon provi d| ng a gr aph| cal user interface (701)

havi ng i nput fi.el ds I n npyt, fiel
i nserting data By ﬁ Iﬁ?y '%54 %Bhgwﬁ'? ffggifb’y%@ﬂ(@&\%onao@
into the ree veftaesﬂemmﬁﬂimfb FpUCHtion) & didBay dveh rack Hamint pérfmhali@wedt

fields via the said h| cal _ user {nt erface (701), i 0 WD 02/059803
PCT/ DKO1/ 00060°PaI#t ogggg € software applications even if the soffware applications contains

no log-facilities whatsoever,

When, as stated in claim 29, means for executing the said virtual input device script
15 (303) in such a way the said virtual input device script (303) results in an exectltion

of the said selected application via the said graphical user interface (605) associated

to the said selected application, a further advantageous embodiment of the invention

has been obtained.

20  Moreover, the invention relates to 2 method of establishing a virtual API editor (702)
according to claim 30 comprising

reverse engineering the program code of a selected software application,
25  identifying a number of relevant input fields in the code of the software application,

providing a graphical user interface (701) having input fields corresponding to the
relevant input fields,

30  inserting data by means of at least one computer input device (603, 604) into the re-

verse engineered program code in the identified relevant fields via the said graphical
user interface (701),



conpiling the established program code conprising the inserted data into
one in- stances of an executable application of the selected application. 5
The figures The invention will be described in further detail with

reference tyolllgsoptzawi ngs, of which fig. 1 shows a gener ?ET&X&WJG?&LB&ULJ&M
system for providing custonmer requested 10 services in accordance with a

preferred enbodi nent of the invention, fig. 2 illustrates a nunber of
custoner test suite configuration files a#d their content, fig.3-fig. 7
illustrates different aspects of a Virtual APl according to one preferred
enbodi mrent of the invention. 15 fig. 8 illustrates the operation of a User

Behavi or Agent on.a ta netwoyk according to gne enbodi nent of the

i nventi on. Det":i’mpélﬁlggﬂ%ﬁtm‘iﬁ{?r"WF 0 %psx&g ta e, 0nedfing user
request ed ser Vi£ie8s dfaniekbdiSdbldppHedtion of the BQ8Mdd appiiadtion, manner . The system
which is in the formof an application service provider (ASP) system

conprises a test suite, nonitoring, alerting, docunentation and report- ing
system (TSMADARS) general ly designated 101. This system e.g. ASP-system
25 whi ch operates continuously, i.e. 24 hours a day seven days a week,
conprises a csHrellgures a nunber of servers generally named TSMVADARS-server

means and gen-mgr: . | ; o ok MADARS- ser.ver ans
Conpri ses a mEdnvenbel Gt ) alled A0 vl SRR lo e intls, BF T
sof t war e appl iwldth ons, supervisory software applications etc. Wich

software appligcations ipn the follow n be re 30 ferred to as sinply
test software ti‘igpél i cat isg?]\gs %E@Pgmg\vgﬁ%ﬁﬁ?nf E@%‘B‘F PREIFBITBEE | ons
concerned My have a sgefives id dcesrditde With M phréferreS@hbodanént IPME ifBhticH)S Of
have a w der tscope thap test software applications as such taken in a
literal sense.li®&26 juL lbwsdeates a number of customer test suite configuration files and their
content,
fig.3-fig. 7 illustrates different aspects of a Virtual API according to one preferred
embodiment of the invention.
15 fig. 8 illustrates the operation of a User Behavior Agent on a data network

according to one embodiment of the invention.

Detailed description
20
In fig 1 a system for providing user requested services is illustrated in a schemati-
cally manner. The system, which is in the form of an application service provider
(ASP) system, comprises a test suite, monitoring, alerting, documentation and report-
ing system (TSMADARS) generally designated 101. This system, e.g. ASP-system,
25  which operates continuously, i.e. 24 hours a day seven days a week, comprises a
server or a number of servers generally named TSMADARS-server means and gen-
erally designated 102. Further, the TSMADARS-server means comprises a number
of different test software applications, monitoring software applications, supervisory
software applications etc. which software applications in the following may be re-
30  ferred to as simply test software applications or tests, although the software applica-
tions concerned may have a scope differing from test software applications or have &

wider scope than test software applications as such taken in a literal sense.



WO 02/ 059803 PCT/ DKO1/ 00060 15 The system for providing user requested
services according to an enbodi nent of the invention will be in the form
of a supervisory control and data acquisition system (SCADA). 5 -meJUL 7005

i nvol ved t general ly designated 103 and are for r
si npli ci ty,e‘%% feggﬁosshal | be explained |ater, grouped in a(?’ﬁ%g@ "J 0 groups

103a-103h in fig. 1. The TSMADARS-server neans is able to facilitate a
number of different services, 10 e.g. catlégories of tests in order to
fulfill requirenents of a user or custoner request- ing a particular
service or services 110 - 119, e.g. categories of tests. Such tests may as

Il lustrated b £, SEC ual ity test 11,

t el ecommuni caﬁ%n ec%r %f@@%é?s? ‘FEL%?S s %:gf‘gn% %’raglgg@ﬁ&t‘q?t pf thg

i nformation (iinveltiohgeilltbd inf the el 6fa supetvisoe) cogrot ahd ideR)acqBEEbAE¥dend 13,
security audi t&éﬁg@gﬂ 118, communication 15 line tests ( 119,

al t hough ot her ries of test may be utilized, e.g. test |[|aboratory

(LAB) etc. $onme of the test software applications 103 nmay be utilized in
connection with two or nore services, . a particular test may be

grouped i n bot Regginyalyed dests am @enally, desggat%,lp@ anéh grenfor l‘ﬁﬂ§9nﬂ)@f ﬂgmohfpb’d in
groups 103b, e, fid Yaus S rate on
t he basis of %%We%?l%n}?%é%bﬁﬁ%om P%@??@gg i@e& per r'rgdl

purely external test nethods, e.g. tests, wherein an infl uence an attack,
a scanni ng, a nd. an.e n etc 25 rected
t owar d thg target %@A\A%@gge %rﬁfagﬁfs %/m? %891%&3?3%39’ fgﬁ%%?ﬂt;tﬁﬁf“ﬁ?

operate al0 | eagtcapgotiésyofltests Hicorddieo FARY edquirees bf © ise? 6 beiome? rquesther e an

i nternal | oggi rforned, wher | owabl e dat g packe request
conmand etcgg ‘Eg@ E}faﬁé‘?ré’(fwf?i’glﬁeéeltlﬁe ?érr"’g%tca'i%‘f% t FS 3 t%‘%ﬁ‘i%ﬁyorder

to check the igtiusbatedbRRebutritPREs (B‘EG)h@O @an@&&sw@jmm Rleceimbiitation- 9
whet her i nternal ports ar e un| nt ent i onal éé’l-si)( fﬁ 30 certain data
ap

packets, whet HEFUEy tosty GELERD 112, dests fagsegnri W&W@%s@@a@n
whet her cer t ai gbBRSsePicd ASRCRARYLE 13, BB nklits (RUDITY 198" doftnidafin t a7 96t

system
15 line tests (COMM) 119, although other categories of test may be utilized, e.g, test
laboratory (LAB) etc.

Some of the test software applications 103 may be utilized in connection with two or
more services, €.g. a particular test may be grouped in both group 103a and 103g,
20  while another may be grouped in groups 103b, 103¢ and 103h.

The test software applications may operate on the basis of two different principles.
Some tests may be performed as purely external test methods, e.g. tests, wherein an
influence, an attack, a scanning, a request, a demand, an external logging etc. is di-

25  rected toward the target network or system, while others may be arranged to operate
at least partly inside the target network or system, e.g. where an interpal logging is
performed, where an allowable data packet, request, command etc. is communicated
inside the target network or system in order fo check the internal conditions of the
target network or system, e.g. whether internal ports are unintentionally open for

30  certain data packets, whether an intemal blocking of certain ports are possible,
whether certain types of data packets may enter certain parts of the target system
unintentionally etc.



unintentionally etc. 1 8 JUL 2005 WD 02/059803 PCT/ DK01/ 00060 16 TigejuL 2005
catal ogue of tests is designed to conprise both such types of tests and
tests oper- ating on both principles sinultaneously. The system for

provi di ng Lﬁ?qmﬁ?gﬂested services according to the invent&g&#offg@ws al so
acl Vi

designed to Itate such types of 5 testing in order top opti mal
testing, nonitoring, auditing etc. facilities to cus- toners. An exanple of
a listing of some of the test in the testlécatal ogue and their relation to
the services provided is shown in the following table: 10 1 0 WO 02/ 059803
PCT/ DKOL1/ 00060 JUL 2005 17 SERVI CE DESCRI PTI ON TESTS SEC Security tests

| nventory sca M bBrowsi.ng .Porfscan Mulnargbiljty test D.0.S. tests
Br ut eFor ce/ i nm;sqagﬂfogugggte_%tsa% 128 \?P’BBFS%Q“"%‘BW pf tegls ynd tegipoperyser
behavi our  agendtingBh GoGsHnkighd sidudtahbonsll CPlieSsyReMTor froMaRBUkr righestE T
requests Connection test p(gt%r ess | oa_tdslt est Y o ridhes
services according to the invention is thus also designed to facilitate such types of
5 testing in order to provide optimal testing, monitoring, auditing etc. facilities to cus-
tomers.

An example of a listing of some of the test in the test catalogue and their relation to
the services provided is shown in the following table:
10



Broken |inks Bottlenecks (network traffic analyzer)

tests War dialing BnteForce/intrusion
AUDI T Security audits Auditprogram COMW Communi cation |ine Accessi bil

UBA- user

tests LAB g ratory Test environnment Education SE INFO I ntel I
I nformation gtga’lr)\%?dr%g collecting service Reports Alerts CLDEOI005) ;
descriptions of these tests supplenented with a few exanples w I I be
in the following: 1 8 JUL 2005 WO 02/ 059803 PCT/ DKOL/ 00060 18 SEC:
I nventory scan: 5 Mapping of active network units, which responds to
(1CWP) re- quests or which can be identified by nmeans of reverse DNS
Iookup (Exa 'sr Aehi-re—23-2 4on'xy Z—i HEL ENA_NS. NT4 -V AVZ-Y P
M bBr owsi ng (l\/i%’b @;t n Bas T3wsi ng) Requests on t he
confi gurati ons[gHC net Wi Kkeudty fests VI @ act M@n@gm-'m TO (SImpre NetwWorK
Managenment Protocol) agents. (Exanple: {SysUpTi ne 0 days, 3 mn, 45
Por t scan ibBrowsing
Portscan
Vulnarability test
D.o.S. tests
BruteForce/intrusion
UBA — user behaviour agent (LOG files)
UBA - user behaviour agent (Protocol)
QA Quality tests Ping
TraceRouting
GET requests
Connection test
Stress load test
Broken links
Bottlenecks (network traffic analyzer)
TELE Tele security tests War dialing
BruteForce/intrusion
UBA-user behaviour agent (LOG files)
AUDIT Security audits Auditprogram
COMM Communication line | Accessibility
tests
LAB Test laboratory Test environment
Education
SECINFO |Intelligent information |Scanning
coliecting service Reports
Alerts
etc.

Brief descriptions of these tests supplemented with a few examples will be given in

the following:

).

TELE Tel e security
behavi our agent (LOG files)

It
| el 2005

ef
gi ven

Pi ng

see)



Search of active TCP (Transm ssion Control Protocol) and UDP (user

dat agram protocol ) ports of network units. 15 (Exanple: TCP port 8b8i%IL 2005
http, i.e. browser access to the Internet) Vulnarability test Systematic
search of pRHbHdeGeaveaknesses in the operative systens ofpcggﬁwgyh&gnlts by
means of conplex algorithnms and informational data- bases

Machi ne 212.130.xy.z has 1 high risk, 3 nmediumrisks and 1 |ow risk

vul nerabilities) D.o.S. (Denial of Servid& tests Systenmatic search of

possi ble "hot in service" weaknesses in the opera- tive systens of network
units by neans of conplex algorithms and in- 25 formational databases.
(Exanpl e: Machine 212.130.xy.z has 0 high risk, 1 nediumrisk and 1 | ow
risk vulnerabilities) BruteForce/intrusion Systematic (initially with

di ctionary/ di cgg@naries, then by nmeans of 30 conbi nations) attenpts of

| ogi ns througg active Eorts of network units. (Exanple: Port 23, WNWWET,
i s open on nacHHSEO 30.xy.z: Try wuser OL and all conbinations of

passwords f§om aaa t0 Magpin aéﬁ‘u'en%%kum% ? QédsPtS:ﬁ;g%ﬁ':Mf 60 19

UBA - user behavi our ageﬁp files) Systenatc?c%corre ationa I%earch for

abnor mal behaviour in I%@W?ﬂ‘é@cbmhqeﬂlmﬁmmmms of Fvarsp NS labkip. be gi ven

| ater in the follow ng lﬁEﬁ%gt t ocol eal -tinme

search of traffic on ngﬁv%lrl for %?ﬁg(r%zser RM&RF[Q épﬁ
MibBrowsing (Management Informatlon Base Brows ing)

Requests on the configurations of network units via active SNMP
10 (Simple Network Management Protocol) agents.
(Example: SysUpTime = 0 days, 3 min, 45 sec)
Portscan
Search of active TCP (Transmission Control Protocol) and UDP (user
datagram protocol) ports of network units.
15 (Example: TCP port 80 is hitp, i.e. browser access to the Internet)
Vulnarability test

Systematic search of possible weaknesses in the operative systems of
network units by means of complex algorithms and informational data-
bases.
20 (Example: Machine 212.130.xy.z has 1 high risk, 3 medium risks and 1
low risk vulnerabilities)
D.o.S. (Denial of Service tests
Systematic search of possible “not in service” weaknesses in the opera-
tive systems of network units by means of complex algorithms and in-
25 formational databases.
(Example: Machine 212.130.xy.z has 0 high risk, 1 medium risk and 1
low risk vulnerabilities)
BruteForce/intrusion
Systematic (initially with dictionary/dictionaries, then by means of
30 combinations) attempts of logins through active ports of network units.
(Example: Port 23, WWWNET, is open on machine 2 12.130.xy.z: Try

user OL and all combinations of passwords from aaa to zzz).



tern/patterns. (Exanples will be given later in the followi ng) 10 m%b
Col l ecting of response tines for network units by neans of Ping (I ) 5
(Exanpl e: Response from 212.130. xy. z: Bytes=32, average tine > 15 10ns)
TraceRout i 05@5& o§Cting of response tinmes for network unptspR¥idie ns of

Ping (I anal ysis of route for data packets through networ

(Exarrpl e: Traces route to machine 212. 130, xy. z through xx-router, yy 20
firewall, zz-gateway etc) GET requests cé?l ecti ng of response tines for
servi ces of netvvork unlts by actlve oorts (Exanpl e: GET

ht t n: / / www. abdéeBA g usky bana e < 25 Connection test Collectlng

L DAYILS o Seos @ce%é‘?{l%ﬂ°§%&%sﬁ)§°§ﬁﬁ%%9%ﬂ§w@@?%ss /oad

test 30 Exerting | oad metweekwnitses of network units with an increasing
nunber of virtual users_si t aneously unti systemis overl oaded and
crashes. 1 0 JUL 2005 M ‘3@3’6 t 9"(#8@%‘5‘ (Exanpl e: Wb system
M5 HS 5.0 o agiBA —alsekhdvivir dog|(PlefRby at the

Real-time search of traffic on network for abnormal user pat-

tern/patterns.
(Examples will be given later in the following)

10 QA:
Ping
Collecting of response times for network units by means of Ping
{(ICMP)
(Example: Response from 212.130.xy.z: Bytes=32, average time >
15 10ms)
TraceRouting
Collecting of response times for network units by means of Ping
(ICMP) and analysis of route for data packets through networks,
(Example: Traces route to machine 212,130.xy.z through xx-router, yy-
20 firewall, zz-gateway etc)
GET requests '
Collecting of response times for services of network units by active
ports.

(Example: GET http://www.abcdefg.dk/index.html = 644 ms).
25  Connection test

Collecting and analysis of services of network units by active ports.
(Example: WWWNET 212.130.xy.z gives “Welcome to AAA server
v6.5.4 ESTMP).
Stress load test
30 Exerting load on services of network units with an increasing number
of virtual users simultaneously until the system is overloaded and

crashes.



sanme time; X hereof perfornmed this and YY hereof performed that etc.).
Broken links 5 Search of web system of network unit for references not
active. (Exanple: htty://ww. abcdefg. dk/index. htm has 1 broken ref eirﬂenlﬁ_ezﬂ
i e. http: Aowdsalasdef 0. dk/pricelist.html). Bottlenecks (pelwRbboobial Tl Lok 2009
anal yzer) Measurenents of performance through network for "bottl enecks"” and
10 causal analysis hereof. (Exanple: Congestion at router 212.130.xy.z: TCP
peak=5000 bit/s at 4:15 PM. TELE 15 r dialing Systenmatic search of
active nunbers in operative systens of PBX, for which nunbers a carrier
detecti on (answering t {Bxdmple YWebesystam MS XS 6101 ccashddP@ $9447 GirtGakusemat e 300
Baud). D.o.S. (Denial of Servi test. 20 st e ¢ _search of  possible
"not in service" makné?gggmfhﬁs%f@%é@gpe%@nw gjﬁgeog?erfggae%@a ans of
conpl ex al gorithnms andetdlf,orma- tional databases. (Exanple: simlar to
exanple for D.o.S test for SEC). BruteForce/intrusion 25 Systemati c,

conbi nat i onal ﬁ@gﬁ%@ﬁtemts t hrough active nunbers of PBX (Tel ephone

swi tching eentral): (BEgRERherweb st oftretvetR IR for kereBbed nBFRMGE/ | Nt rusi on
for SEC). UBA-user behaviour agent (LOG files) Systematic search of |og
files of PBX for abnor rxamele;diitpdupw.abndefordiindaxdimhhas| 1 hyekepirofreneat er i n

the follow ng) AUDIT: ;e httpy/www.abedefe.dk/pricelist html).
Bottlenecks (network traffic analyzer)
Measurements of performance through network for “bottlenecks” and

10 causal analysis hereof.
(Example: Congestion at router 212.130.xy.z: TCP peak=5000 bit/s at
4:15 PM).
TELE:
15  War dialing

Systematic search of active numbers in operative systems of PBX, for
which numbers a carrier detection (answering tone) is present.
Example: 12345678 Carrier at 300 Baud).

D.o.S. (Denial of Service) test

20 Systematic search of possible *“not in service” weaknesses in the opera-
tive systems of PBX by means of complex algorithms and informa-
tional databases.

(Example: similar to example for D.o.S test for SEC).
BruteForce/intrusion

25 Systematic, combinational login attempts through active numbers of
PBX (Telephone switching central):

(Example: similar to example for BruteForce/intrusion for SEC).
UBA-user behaviour agent (LOG files)
Systematic search of log files of PBX for abnormal behaviour.

30 (Examples will be given later in the following)



18 JUL 2005 WD 02/059803 PCT/ DKO1/ 00060 21 Auditprogram Scheduling of
execution of security and quality audits. COW Accessibility 5 Ongoing
measurenents and anal ysis of on-tinme and bandw dth on conmuni cati ory é ilnfiﬂﬂﬁ

SECI NFO ' 10 Surveying of newly discovered

vul ner abi | ?f(?gggdls\i\’ggknesses on particular network units anﬁcgggzméqs"fm

(Exanpl e: 190101: ABCD M X Dos vulnerability on versions with 10Y 12.2.3.
See www. abcdef.com Reports 15 Coll ecti ﬁé} of technical security and
quality information concerning "best buy" (conparisons) concerning network
units and PBX Awditpragramongoi ng surveying with regard to rel evant updati ngs.

(Exanpl e: An updated b rs..qui . 1S ' of newy

di scover ed hacker tool #ﬁ@@gPoﬁéc%ngggfgcﬁﬁ&@gyﬁ%ﬁ%1&%{" updat ed

dat abase). LABRCOMM: Test environnent Access to test |aboratory with
possibility of testi,ﬂ software on a large selection of hardware
platfornms. ( biliysor XX can log into the Bridicumtest environnent and

ey access sanmong ot her ok rdasuréméAits ¥ndeihriykia BFBMtimelaRd bidAdth b

communication lines
SECINFO:
Scanning
10 Surveying of newly discovered vulnerabilities/weaknesses on particular
network units and PBX’es.
(Example: 190101: ABCD MIX Dos vulnerability on versions with
I0Y 12.2.3. See www.abcdef.com)
Reports
15 Collecting of technical security and quality information concerning
“best buy” (comparisons) concerning network units and PBX’es with
ongoing surveying with regard to relevant updatings.
(Example: An updated buyers guide).
20 Alerts
Surveying of newly discovered hacker tools, malicious code etc
(Example: An updated database).
LAB:

25  Test environment
Access to test laboratory with possibility of testing software on a large
selection of hardware platforms.
(Example: User XX can log into the Bridicum test environment and
may access among others a NT and a Unix environment, in which the
30 users own software may be tested).
Education

Virtual security school (E-learning) with theory and examination.



30 users own software nmay be tested). Education Virtual security school
(E-learning) with theory and exam nati on. WO 02/ 059803 PCT/ DKO1/ 00060 8 JUL
1005 22 (Exanple: 3 day Hacker CGuardi ng course as distance educatiorjtﬂi ncl

hands-on e . The TSMADARS server means 102 is as ec tledLt 205
pr ef er abl y@%@gﬁ’étor- 5 age neans 121 for storing data rgf lzég?’ﬂ@o t he
custoners, e.g. services requested, test suites, test results, persons

and/ or addresses to whom or which advi c@ should be direct ed, rules (e.qg.
thresholds) relating to al arns/advices etc. Further, central control neans
(CO 122 is provided toiExt:m;nlc:ciIdag}gckdrlﬁhlmmwltsarasdfstahbnaedueﬁonﬁnﬂll es, the
storing of test suites and test.results etc. 10 Means for anal yzing test
results and identifyi n} ATt RS fsﬁ and/ or suggesting anend- nents to the
test suites in order to achieve inprovenents in the test suites may op-

tionally be prgqvi the formof a test suite optimzer (TSO 123, which
shal | be desc Mswrw 102 4 perihpan canngsted i prgterablp sacuresiginect ed

to a conmumi Caige gikale ] NOfK stbifly datPfeddtRp O the (ﬁstﬁﬁﬁfér@g %lfeqﬁ t&i, tédt

networ k on whi ch an encsgf/ pted and aut hénticated conmnuni cat

facilitated, fiyitcsetephpe t%)PeFF@&?n@déﬁf @Q@S%&Sef@uv@@oc fvbichl adyisey slmuld PN

(Virtual Privajige tr\M}F ke STRY ﬁ% eigﬂ f
optionally 20 sec%? g%)%\ltmr%bélﬁ.\%s h as ch éetpn E{n‘;&tuﬁg gPlrr1 of
radi o |inked tmens (ﬁ3(§)5122ns prwidmét«mpﬁ@&ﬂxl,theﬁﬁlbtuﬁd‘ﬁmﬂmttmt suites, thégtofimg m
wired transm sgi n d/or in the formof |eased lines etc. O
course, the co%rﬁ%&ﬁ%ﬁai%%&t%ﬂt?% the TSMADARS server neans 102 may

conpri se cdnbi natlons of such comuni cation nmeans and the TSMADARS server

means 102 may nnec} bg 6} %f .0r nopre commu- 25 nicatiagn
networks in p 84ng 4ot analyzing test results an, identifying, initiating and/or suggesting amend-

ments to the test suites in order to achieve improvements in the test suites may op-
tionally be provided in the form of a test suite optimizer (TSO) 123, which shall be
described later.

15
The t TSMADARS server means 102 is connected to a communication network 140,
preferably a secure network, e.g. a network on which an encrypted and authenticated
communication is facilitated, for example by means of SSL (Secure Socket Layer) or
VPN (Virtual Private Network), which network may be in the form of an optionally

20  secure global network such as the Internet, in the form of radio linked transmission
networks, PSTN, GSM, UTMS etc., in the form wired transmission means and/or in
the form of leased lines etc. Of course, the connection 140 to/from the TSMADARS
server means 102 may comprise combinations of such communication means and the
TSMADARS server means 102 may be connected by means of two or more commu-

25  nication networks in parallel.

Users or customers (User 1 — User m) are generally designated 150, and the data
processing networks, equipment, systems etc, which may be monitored, tested, au-
dited etc. by the system according to the invention, are generally designated 160.

30
A potential user 150, e.g. User m, who has a need to perform some sort of testing of
a data processing system 160 (e.g. Target k), can submit a request to the provider of



Users or custoners (User 1 - User m are generally designated 150, and the
data processing networks, equipnent, systens etc, which may be nonitored,

tested, au- dited etc. by the systemaccording to the invention, arz
general |y hoRalsd 160. 30 A potential user 150, e.g. Usgfpl 1/00\9@ Bhik 2805
need to pertformsone sort of testing of a data processing system 160 (e.g.

Target k), can submt a request to the provider of W 02/059803

PCT/ DKO1/ 000601 0 JUL 2005 23 the servi @gs, for exanple via the
transm ssion network 140, to the TSMADARS server neats-102. In the
request, the pbt eevicas, fosexampla vipthe transinizeioki metvark BIGr W de TSMADARI,

€e.g. a security service and ot her specifications rel.ati.n 0 said ser-
Vies oog rERREMERS 167 Jb et te SUSRRLLST SRR REREY 1 BHECLHTORS ng o
al arms and/ or re§uestedPe.8f a kétutitydderaets110] aed Bikey kpteificefiodshelatisgVRDARDs&er Vi ce
will then be ahle to suggest a suite of tests _ select ed anong the avail abl e

tests 130, whi'afest & Eeaupnqy, dresholis 6.2 valuesselating toythe emitting of gnd/ap,

operat or cagnt righd §tlnitatibdal test run may then be perforned on the 10 data
processi ng system 160 in question, e.g. Target k. The operator may execute
the relevant tests on the point in time suggested and/or requested by the

custoner, - and g LERSa, SOUANATA Lecibe bFREn b bolk 8 S a ot B b8

suggest ed and/ or ‘reques re- quencl es. e resu Served and
anal yzed, and sslebedcumonigl the payaitdbld st ulp0, gvhidhi tests willr gise tthe adquestad ser-

concerning test. suite cqnfiquration Q.. sel ection and/or se 1 ygnce of
Coste " and ovarr s AR EHE cRmeled sl @eiTan i fBPL bY edun Attty -
poi nt of tiome daed protudsing Gysiéth 460 BiSduestidnl €8UEMIEM ko The opértoP B ek&itte tHbese
results are presented to the custoner, e.a. the custonmer may access_ these,
using | ogin néﬁ’évﬁ’ﬁd“%%mt%aml%&ﬁs@ M@%[ﬂ%‘%sﬁdobﬁﬁécﬂ%tem%ﬂ%@m
systemvia a Sﬁweﬁeétrsaﬁamﬁbpmesepﬁfrwdﬁs g Widfihe Hﬁg@%&efﬁ%/&f}é?m%t%&%ﬁb' y

aut henti cati on and encryption , or the results may

preferably vi aﬂlﬁn@@seaﬂ:er@srahwﬂf g@@qtﬁﬁ%pémdoml batialyzed, gnd swhsagpentyipossibld gt i on
i 1 et o, arkeesd o stk bonddfidd BRI bBhdutbende £ ISR nfloker 5,
15  quence of tests - and even suggestions to use specific testing tools accordingly -,
point of time for running said tests, frequency etc. are prepared. These results are
presented to the customer, e.g. the customer may access these, using login name and
password, download the results to the user’s own system via a secure transmission
network, e.g. using FTP and preferably authentication and encryption (e.g. SSL,
20 VPN), or the results may preferably via a secure transmission network, e.g. using
authentication and encryption (e.g. SSL, VPN), be transmitted to the customer, e.g.

as e-mail etc. and conclusively a test suite configuration may be agreed upon.

The test suite approved by the customer will then be configured in the form of a cus-
25  tomer test suite file dedicated to said customer and said data processing system. If the
customer requests test suites to be operated on more than one independent data proc-
essing system, a customer test suite file dedicated to each of said data processing

systems may of course be made.

30  Sucha customer test suite file dedicated to a particular customer and a particular data
processing system is illustrated in fig. 2. Herein, a test suite file 210 relating to Cus-



The test suite approved by the customer will then be configured in the form
of a cus- 25 toner test suite file dedicated to said custoner and said data
processing system |If the customer requests test suites to be operated on
nore than ' endent data proc- essing system a cus suite
file dedi c&?ggiﬂ{ggﬁ)gach of said data processing systens rr%% O%’@Eéose]laejm_ 2005
made. 30 Such a custoner test suite file dedicated to a particul ar custoner
and a particular data processing systendds illustrated in fig. 2. Herein,

a test suite file 210 relating to Cus WO 02/ 059803 PCT/ DKO1/ 00060 O JUL
2005 24 t onekorierirSisiilthstitadadsasle fite aMengf 4 proupd gt suigrfilep20if 202,203sui t e
files 201, 202, 203, ... 210 relating to Custoner 1- Custonmer n. The test
suite files ard0glatingde Gugsgmer h-{HYUOWER nanner as illustrated for file

210, 5 which essentially contains a listing of operations 211 - 219 to be
performed by the systemaccording to the invention. The file 210 y
further conprilhe test suitd &ifesgrre aﬂil@gd’é‘t it theemgmannoy as il Fﬂte%ﬁﬁraélﬁiﬁﬁ-

different &or Wid esbeiliRy donie ﬁﬂg"&@&ﬁ%ﬁoﬁé o1y, — 399 APBE berformea sy Bgadi ng

i dentifying the custoner” and/ or the dat rocessing system (t?lr@get) to be
noni tored, tesysen aacwtiing do dhecinvention.f Thesfile P4 ftmayf further gampsise aomumber 6f ns a

moni tor ¢ : . ik her 99 B S
Sof tvare appl el o OGRS 22k ifhst ol St <i? lomE Bl Nl o1
e.g

"Perform', a ftoal d 222 identi- fying the software application,
"BBscan.exe", a field 223 identifying the time, 15 the software application
shall be run for the first tine, e.g. "11 January 2001 at 09.00", a field

224 i ndi cafyi gy JanerbCA HEIE jdbhtifPingthe bustdigersfilorae datp procassingosysteahal | be

repeated, e.g. "Every week" and a freld 225 identi f¥i ng@}eﬁ% ta'ira%gt,_ e.g. an
addr ess or t hdtargeetoibgaanitpred,igsteds audited stcothe disy art gt e Hiags a st wor k,

for exam ple &&pggﬁg%d@?@ngwm &sb'indaﬁtoﬁﬁg,?ﬂﬂiﬁtﬁ%%td Sofal6l appilicat her

types of protoc . I st1 ng concerni n% e“softvvare. .
appl i cati ons dfons.lRach ef theseewbntainsta comimaad finld 22| eg. ‘Pedomyne fpld222 ideatiber of

commands 219 rl%n%tt{lep goilmcl)arg gf’)‘pl?craggn? %%' nﬁBQJan.tng’, ra%ell'& 593 ﬂ{entifying the time,
15 the software application shall be run for the first time, e.g. “11 January 2001 at
09.00”, a field 224 indicating the frequency, with which the software application
shall be repeated, e.g. “Every week” and a field 225 identifying the target, e.g. an
address or the like identifying the data processing system and/or network, for exam-
ple an [P-address “abc.def.g.h” or an address related to other types of protocols.

20
After the listing concerning the software applications of the selected test suite the file
210 cc;ntains a number of commands 219 relating to the processing of the results of
the executions of the software applications, e.g. collecting the results, storing the
results, updating the test result files of the customer in question etc.

25

The test suite files 201 — 210 stored on the storing means 121 will be run under con-
trol of the TSMADARS, e.g. controlled by the central control means (CC) 122, as
the control system will cause a sequential scanning of the suite files, identify soft-
ware applications which at the given point of time must be performed, cause such

30  software applications to be executed and cause subsequent operations such as stor-
ing, analyzing of test results and/or updating of the result database/databases to be
performed.



t he executions of the software applications, e.g. collecting the :nt.ﬁu‘MnSm%
storing the results, updating the test result files of the custo

guestion etc. 25 The test suite files 201- 210 stored on the storing neans
121 wi Il beyé bsesader con- trol of the TSMADARS, e.g. CO”FF‘P)DR@HM@%MG
central control nmeans (CC) 122, as the control systemw cause a
sequential scanning of the sui te files, identify soft- ware applications
whi ch at the given point of tine nust bezéerformad cause such 30 software
applications to be executed and cause subsequent operations such as stor-
ing, analyzing of test results and/or updating of the result

dat abase/ dat a es .t erforned. 1 8 L 2005 WO 02/.05980

PCTI DKOr | 000600 BEs T RRTS e BresGHTY Sia gt Erur S, merns 28 AERFE PAREHF s on
means az / (cjies c lrUrdmﬂhataddau ﬁldetoirlﬁﬁﬂfﬁifﬂrtab&;isddﬁiownﬂwaduﬁ eghirthe Iﬂﬁ-hﬂﬁfde/ -mails, ]
accessed/ down ed, in the omo ma ETP, tc gnd/ or  t he
test results »pEic 'ré%t‘gfni calrah res L%“F”@r g‘?/l %d‘lﬂga"&ﬁ%m%r OF, ViRViAE gadichg vi a
a preferably s@siHlGada Wik Al ;ﬁ@f&iaﬁl} fReUdQblambAfatich ﬂetwaikeldmw BR! Intepfdt 2
website. Further, special nessages in the formof alarm nessages,

I nformation ne@‘sh‘gé@sﬂ&d vi ce nmessages, alert nessages etc. may be
forwarded/transmtted to the custonmer (or 10 persons/addresses/tel ephone

nunbers specified by the customer), when certain refer ence val ues and/ or
limts, e.g. nExiheyrspegial/messagesimthenforal ofbalarmninesshges ainfemation niessagésddl- owi ng

al so shall be [. r hr eshol ar gue been
reached and/ or g%(%g%’aggﬁ &T‘[ﬁ Sagﬁre(-{fcé ﬁ‘gﬂ% efgﬁg%%grglfﬂi%ﬁie 8511?5 b

and/ or mayl0 orpeysunsf’hddrassbdvimleplmm|nah1bbls$pediﬁudsbyr1he Eustonted), Wheh céiftn teft suite
has been configure 15 | ar m nes es, etc, be forwarded to, user
speci fi ed addr%ﬁ “esem’ﬂ;or 798 %Hlfllggggtg’or ‘I“é valups ﬁi?ﬁﬁ’etpg et c,
and the nmessagRflowny o tslia?lDEé”nréfEﬁéﬂ b as Meshold3adt @RShdIE VaRiRh AR Seen

possi bly in a hierarchical stem The above described nanuall y initiated

test runs may ¥5&ched gadioeex - Flagge thresholk values may be user specified and/or may
origin from the initial test runs performed when the test suite has been configured.

15 The alarm messages etc. may be forwarded to user specified addresses, e.g. e-mail
addresses, mobile telephone numbers etc, and the messages may be transmitted to

more than one person/address, possibly in a hierarchical system.

The above described manually initiated test runs may be repeated with regular inter-
20 vals in agreement with the customer in order to detect and/or evaluate the need to
modify the test suite. Accordingly, the test suite may be modified on the basis of
such reference tests and/or on the basis of an analysis of the target system. Similarly,
such reference test results may lead to modifications of reference values serving o
cause forwarding of alarm/information messages.
25
Secure storing of reference test results as well as reference values, e.g. threghold val-
ues, serving to define a basis for forwarding of alarm/information/advice/alert mes-
sages may be conirolled by the central control means 122. Further, the central control
means 122 may serve to control the preferably secure transmission of such messages
30 on the basis of customer related and/or specified rules, which may also be stored,
preferably in a secure manner, on the storage means 121. As specified above, the

secure transmission may be in the form of an encrypted and authenticated communi-



20 vals in agreenent with the customer in order to detect and/or ?H%‘UH%[}%
the need to nodify the test suite. Accordingly, the test suite may be '
nodi fied on the basis of such reference tests and/or on the basis of an

anal ysi s of sh@pget system Simlarly, such reference ﬁ]ﬁg]l S may
|l ead to m%@?@oat%ns of reference values serving to cauls,éﬁ)g?{f\'/ar I ng of

alarnmii nformati on nessages. 25 Secure storing of reference test results as
wel | as reference values, e.g. threshold2fal- ues, serving to define a
basis for forwarding of alarm information/advice/alert nes- sages nay be
control | ed by tdtienclenexagiplecipnineais of S3h{Secate. SobketLlager) ot WENo@ttuah Prigaait r ol
nmeans 122 may 1gervelgto control the preferably secure transm ssion of such
nmessages 30 on PROTHLFIEF cust omer rel ated and/ or specified rules, which
may al so be stored, preferably in a secure nmanner, on the storage neans

121. As specified above, th? secyre transm ssion may be in the formof an
encrypted and SRUFGMET sst LD MR AR 2 pequre mannep s despipesbaleyg geegss the test
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Layer) or VPN (Virtual Private Network) ‘or simlar. ‘A customer
may in a securwebfitphested by daosapnlisatipnagseXies providess as fee eustamerthap deerl pre- at t he

service provi . f'naﬂm@ ' | eyl r.ovi : a
websi t e host egﬁg‘;’;{ t%tg aa%% | ca!tqllIl gn dé%?@'ef%ér %‘%Fsge@iw g‘?‘%‘ﬁ‘g@c"ﬁs"s tgﬁ%srh g[;1as
been pro- vi deesing ¢riptagrapler seremthenticatiop 45 g weing digitad signatere3, exnwsing afSer abl y

b t abl i shed ' dyaut hent i cat di gi t al
o gnat ure) . g erhly CA¥RIST RN B vt BN Rep PR (RS b Bt o
Private NetGworér the/Ré Sihitarlyhinfdrfadsmeinsiiitedfrontie servize pRbviddrasdtyata etc.

i nf ormati on transgktted &(r]dgfn;rthe Servij ceetBrovi der, test data .etc. as well
as result data®t PEHSHIEE BaRsTted tpmdhe taseetie the service PPHYTIBY Bay be

transmtted Usirdi@mitRAMNSingW@hniglestd B4R thdchSy W& iking @riptogtfihyd
cryptography. In addition to being able to acCesS teSst Tesults via a
comuni cation network, e.g. the 15 Internet or simlar neans, the

customer s/ user g, JiaioR % BRLE 2610 1d ARPRGhst tddftd HFh communication network, e. g. the

15 Internet or similar means, the customers/users may be able to inspect the test
suite/suites in accordance with the agreement with the service provider and possibly
be able to change certain parameters in the test suite/suites, for example the fre-
quency of tests, threshold values, host addresses, telephone numbers, in case these
have been changed, etc.

20
The test software applications 103 used for providing the requested services may be
standard test software applications and/or specially developed software applications,
which may be developed for use in relation to a particular data processing system
and/or network and/or in order to fulfill certain particular requests submitted by a

25  customer or a potential customer.

A number of available standard test software applications may be configured rela-
tively straightforward in the listing constituting a test suite 210 of a customer, as in
relation to these software applications only few pieces of information, for example an
30 IP address or addresses, other types of addresses, telephone number/numbers, initial
starting points of time and possibly a frequency or frequencies of repetition need to

be specified in order to have the software application running. As this information



suite/suites in accordance with the agreenent with the service proVijdgjl A5
possibly be able to change certain paraneters in the test suite/suites,
for exanple the fre- quency of tests, threshold val ues, host addresses,
t el ephone RypyRHdsssoai N case these have been changed, etc. p@Ppkbfodost
software applications 103 used for providing the requested services may be
standard test software applications and/or specially devel oped software
applications, which may be devel oped fo27use in relation to a particul ar
data processing system and/or network and/or inh order to fulfill certain
particul ar recgrodespesifiadiin tledcdmymand fRddscostaimes in e liatingtseck sofiwaceepptiner . A
nunber of avai e st.andard.test sof re applicatio may b opfigured
rela- tively s%arﬁgl!img‘ﬁ]tﬁflg%v{%agew e%eguﬁe{i\é%eﬁgs tHOFEtOPﬁﬂ’edxfeé&"ﬁs f¥e 210
of a custoner, evesbefore staetig 4 RBtiigot H@ORitEDE sofkere applidatiah | IORTheKed, HEW
pi eces of informatlcl{l, for exanple an | P _address gor addresses,  other
types of addrc&emple bydhe ontrpbeeans +22 that the gpplicationdp gapestomisimat s of
time and possihhiing ikl BAUS REYfirBihell t6 F10106 S cfon ?R@édn&hp&n&azgeat&:ﬁu?e
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specified in order to have the software application running.

i nf or mati on 1 Willpophibiys expeytipn/ afshaanpliratipn bx ychoBeB oY thecapplitation baci f i ed
I n the conmandg.f:i | 4.0 b St ng. s ft Li-

cati ons w111 Saet B ufi HeBcarol id T B o B e PR b
reached. How switefildddfore starting a testing or a nonitoring software
application, it is checked, for exanple by the central control neans (CC
122 that the application in question is not 5 running, i.e. that is has
finished iXs phther sufivaexemplicativhs nidyereqeird 4 adore odthplex af®an detdilod inpit! ih-
prohi bit the execuiion of fyhe %glicati n i.n such cases until the_ .

appl i cati on haSTM§HoR; Shecipllyn Gates Whefgsu @zk apglications eoraprise & granbicak

initiated agaiweAffafadé Motht @agtical oBiitbol nidahd Suchi dsestt Buttdd3, AphemeRfhvar e

applications may require a nore conplex and/or detailed input in-
formation, esp®etifng coriaincalies syFhegselon exampleotft addrassespfor iselaetingresrteioppr i se a
gr aphi cal rameters etc. by use of keyboard, cursor and mouse. In order to be able to execute

15 such software applications automatically, the operations performed on the user inter-
faces of such software applications in order to achieve an execution of such a soft-
ware application, the operations, e.g. manually and sequentially performed opera-
tions, have to be transformed to a script or the like, which directly may be executed
by a computer controlled system. Such a script may then be inserted in or preferably

20 referred to in the customer test suite files 201 — 210 (fig. 2). For example, instead of
indicating a tag in the field 222 identifying the test software application, a reference
to such a script may be inserted instead.

An advantageous feature of the invention and a important part of the system accord-
25  ing to the invention, by means of which it is possible to create such customer dedi-
cated scripts, will be described in further detail in the following.

Fig 3 illustrates the basic principle of one preferred embodiment of the invention.
30  When dealing with e.g. security monitoring or quality monitoring of data networks,

both with respect to internal monitoring and external monitoring, a basic problem is

that no monitoring applications are actually complete enough to perform the test



user interface with graphical control means such as start buttons, 1hpit 2005
means for specifying certain values such as for exanple I P addresses, for
selecting certain pa- ranmeters etc. by use of keyboard, cursor and nouse.

In order tGQydey@oss t0 execute 15 such software applicati gpspiisegtically,
the operations perforned on the user inter- faces of such software

applications in order to achieve an execution of such a soft- ware
application, the operations, e.g. nanual I2§ and sequentially perforned
opera- tions, have to be transformed to a script or the |ike, which

directly may bdonexdentodle faphthat intorsiomasd cyhenvandhalisse may e penforBied ln wu-scr i pt
may then be i ' I . f ' cust oner test
Surte f11es 2oReronEyys NPl RUEEIE Y g of B Skl Blech far ohriuiit REE" o' {2
in the field 2fanitotiagshduld bgpdrfremed qiitedien wid the apnitoxisg shoald ke upddtet tonce to
such a script ma%hg% ifgsertgd inst(fa . .An advant ageous feature of the

i nvention and B Pehayior of ppwayte 'r‘?gu‘l%tem accord- 25 ing to the

i nvention, %y nmeans of which it is possible to create such custoner dedi-
cated scripts, _wl| be described in further detai| in the following. Fig 3

i Il ustrates thEhepefereseysTsligres ot etuatipr sqipnarcanphications shvidbprefcsbly pyeap-
invention.  30586mefl GivebthatiNg iHe sBouBity YA drk. M&%&é}rihgﬂu@faerfﬂf el
moni toring of data networks, ~both wth respect to Internal nonitoring and

ext ernal noni t ®ftiwiate appliessionsmpy eferevary with thesliffevent tasks awt diffigreatyersionat i ons
are actually c&;@é %ﬁﬁwg&&ngogﬁrt{&rmthe test 1 0 JUL 2005 WD 02/059803
on€,” due to

PCT/ DKO / 00060 he fact that intrusion and cyber
vandal i sm By be performed in nu- nerous ways. New net hods see the |ight of

t he day every day. Consequent|. o nmoni.t oring shoul d be formed quite
of ten and. the CONTEERIAG RS ore B e PRt Sray oy et mson Aifesst of
unwant ed i nt r ugb@mare applidutiond Drbarfyeliffifradt sénppend e @riblittdioh @ the @bfwas e
appl i cations Shoﬂflé?((ijji\t)&t eferably by ap- plied when investigating the security

of a network. 0B I,na-‘(ﬁgyﬁﬁﬂﬁﬁf of applied software applications may
often vary with the different tasks and different versions

15 A problem of many of the applicable monitoring software applications is that they
lack an API (API: Application Progremming Interface). Therefore, the security
monitoring tasks has to be performed manually in time-consuming operations requir-

ing manually insertion of for example IP-addresses etc.

20 According to one aspect of the invention, the monitoring of the data security should
be performed regular and at a well-defined time of the day in order to satisfy the
needs of a user requiring a data security test.

In order to meet such need the invention involves the establishing of a Virtual API,
25  VAPI, allowing batch-mode running of security monitoring software applications in
certain intervals.

With reference to fig, 3 the establishing of a virtual API may imply an initial step of
pseudo-running an API-less security monitoring software application. The software
30  application is operated by input devices 301, such as a computer keyboard and a

computer mouse.



of the applied applications over time. 10 Consequently, a nonitoring pfjyt g5
data security may inply use of many different software applications in

many different setups and the conbination of the software applications may
vary as welweo odldsogdapr obl em of many of the applicabl e noni pefipRespid War e
applications is that they |ack an APl (API: Application Programm ng
Interface). Therefore, the security nonitoring tasks has to be perforned
manual |y in time-consun ng operations re(%?i r- ing manually insertion of for
exanpl e | P-addresses etc. 20 According to one aspect of the invention, the
noni tori ng of Thﬁeommt@n@éﬂmauyd@mmnaen b@ni;ngraqurtﬂiadpplé:gtjibmis “gavordad” a

vveII-deflnedt of a r
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initial step oViruflSERIGit6VARTI32 artithe tedifled Bfdtitidn)is MRHYEd Hido A% ihaM t vvar e
application. The software 30 apﬁl ication is operated by input devices 301,

such as a conpﬁ?\étrdeﬂé’?ﬁ conputer nouse. 1 8 JUL 2005 WD
02/ 059803 PCT/ DKOL/ 00060 29 The operation of the input devices when
running a certain application is "recorded” thereby facilitating a

subsequent runhieigrtedl inpwe dsmqmt@%ﬂm estehlishod lmgaanmaﬁ‘srenﬁwaysmthumﬁner ded

beh ft th f t
dovi ces. associ Sreatibe BRUAGESe ¢ U splbalfcteshiothe e cherBBE hEby BPe8 o by
means of al( vinamuadly sﬂfﬁkaredpplmau((n\p%)mﬁﬂ& ofaMVIB&303erfdslﬂy,Qﬂemhlon i s

Gevice scr i pt HebPdBr sbRBRMURER Shoiof b 4 Feridine sl penipibynierehiomt

devices operations.

Subsequently, the virtual input device script, VIDS 303 may run the associated soft-
15 ware application (APP) 304 at a given time or if certain predefined criteria are ful-
filled, and the software application may generate an output (APPO) 305 accordingly.

Typically, a virtual input device script, VIDS 303, capable of running one software
application may be combined with virtual input device seript, VIDS 303 running

20  other software applications. Moreover, they may be combined with API code estab-
lished for running software applications already having an API. Hence, software ap-
plications or bundles of software applications may be run in batch mode without the

need manually typing and maintenance.

25  Turning now to fig, 4, the above operation is illustrated by a VAPI 302 capable of
running a selected application (SA) 401, e.g. a war dialing software application, via
the software application user interface 402 by means of a VIDS script 303.

As illustrated in fig. 5, a VAPI 302 may run a bundle of software applications (SA1-
30  SAn) 501 - 507 by means of different individual scripts as a traditional API scripts

running of one or several software applications.



scope of the invention, e.g. by a specific recording of the operation or by
nmeans of 10 manual |y software application programm ng of the VIDS 303.
Preferably, the virtual APl editor should facilitate a conbination Idf Ji#§. 2005

recordi ng EloiReeea! |y inserted input devices operationspeppRegRbeNt! Y,
the virtual input device script, VIDS 303 may run the associated soft- 15

ware application (APP) 304 at a given tine or if certain predefined
criteria are ful- filled, and the softwar8 application nay generate an
out put (APPO 305 accordingly. Typically, a virtual input device script,

VI DS 303, capabhesesit afihmbatedy roede rawriegefithe sofpyysrs anplicationmeay bsexportaditoed wit h
virtual input ' | I | twar e
applicati oﬁs. %&g@e@%ﬁégﬁ ngﬁégggwg%ﬂv#%k%?%o € estab- |ished

for running software applications already having an API. Hence, software
ap- plication I ndl es .of sof. re.applj.cati be .r I n_bat¢h node
o hout the  rERREn IR et SRRl PGl RBrmPe 5 oty BesE 6T 1
4, the aboe ofhensbiiated AP bt dnstablisied virluabinp@evid® scrip PADS) 308 as wellni ng a

sel ected application (SA) 401, e.g. a war dialing software application, via
the software application user interface 402 by nmeans of a VIDS script 303.

As illustrat edARBssiHlQest&"—blis]ﬂn OFd vidla iR dEHEE RrpUVIDS) 303 KBENRE one
applications (SA - 30 SAn) 1 - 507 by neans of different individual

scripts as a tembpdimentaf thamvenigon willgow badeseripedin dotail with sedferenceito §gf 6. war e
applications. 1 6 JUL 2005 WD 02/059803 PCT/ DKO1/ 00060 30 The result of
the batch node running of the software application my be exported to one
common dat HbaskigH llusteatesad stindgrdipisrsonal epmpiterg egi a BQ, 602 compeising asnonifor dent | vy,

sel ected appligatiQn _enabli.ng tradition Pl _may .be n.both b ans of
5 the associ at@'k&coﬁpugeﬁ U “&%ﬁé‘&“@ﬂlﬁwaﬂsﬁ&ﬁ“@?ﬂ%& @fﬁ}'g‘ﬂ?fng(w DS)
303 as wel . AsQ3amdiabhanse6d4ib b abdr gerfce 8050 rt ual i nput device script

(VIDS) 303 according to one enbodinment of the invention will now be
described in detail with reference to fig. 6. 10 Fig. 6 illustrates a

standard per sofR@ordifgtheliusteaté endbodimer? ¢ desirddIvisdial thpit de¥ielsefipt,
15 (VIDS) 303, is established by means of a Virtual API editor (VAPIE) 606.

The illustrated VAPIE 606, which obviously may be established in several other
ways within the scope of the invention, monitors the graphical user interface of a
selected application 401.

20
The illustrated VAPIE 606, here in tile mode, comprises a control bar 607, adapted
for recording the operation of the input devices 603 and 604. The control bar facili-
tates both recordjng' and playing of the recorded/manually inputted VIDS 303. More-
over, the control bar 607 comprises an APPSEL button (not shown) enabling the

25  selection of a software application, e.g. the illustrated software application 401.

The graphical user interface of the illustrated VAPIE 606 is operated by means of
traditional input devices, such as a mouse 604 and/or keyboard 603, input pens, etc..
A cursor 608 reflects the operations of the input devices.

30
Moreover, the control bar 607 comprises a number of programming buttons 609 fa-
cilitating manually insertion of different commands, such as click, double-click, text



601. The conputer is operated traditionally by neans of input device$f HL 2005
keyboard 603 and a nouse 604 via a user interface 605. According to the
il lustrated enbodi nent the desired virtual input device script, 15 (VIDS)

303, is estapbigsheg by neans of a Virtual APl editor (VAPhbEDREG0sENE
il lustrated VAPIE 606, which obviously nmay be established in several other

ways within the scope of the invention, nonitors the graphical user
interface of a selected application 4013120 The illustrated VAPI E 606,

here in tile node, conprises a control bar 607, adapted for recording the
operation of tihsertianpete. Bwillustrated@antzol i, whick maybe appliddan séveml tiffer-t at es

both recordin =\ t . .ded/.nan WY E t VI DS 303.
More- over, t%g?@%ﬁ’lr{@% B%rsgmgﬁgﬁ%ég% W%A%%gﬁﬁﬁﬁﬁ%ﬂ%%ﬂgtm own)
enabl i ng the 28fesabewtfigd 6b.dnecofsefdralppaitippbpeaimiognbuteong mayleg. by h Xt-r at ed
sof tware appli,cation 401. h aphi cal user .interface_of the llystrated
VAP E 606 i %@P&f’@&éﬁwﬂé&ﬁﬁ’gﬂd&% PuPt A sblhipa theRefrense posiRnptas o
mouse 604 and/thé plaphibud aket iftOrdacei60D UF a Rdddted aPplioation Hith Wespeét 168 ek ects the
operations of the 1 nput devices. 30 Myreover, the control bar 607 conprises

a nunber of prisBedyirial dnnyt devderscrpb SehLestablishmens may baprrfarmed masually opn of
di fferent comBpsticAHNGRiAS el sobde. doubl e-click, text 1 8 JUL 2005 WO

02/ 059803 PCT/ DKO /00060 31 insertion, etc. The illustrated control bar
607, which may be applied in several differ- ent ways within the scope of

t he i nvention . o | ' [ Low W LA f ar to fig. 6b.
One of severalm%%%é&g?p&%g%ﬁdfg%enmgg%? ?Ag(n@slﬁaygg%.leaggl&gwéﬁﬂﬁlﬁon (not
?‘Eown) ag_alﬂt lecﬂcﬁnhg?tﬁeq:op%ﬁbpastléﬂngfsizfesf mblgir@hicﬂglseﬂintlcrfeé?ﬁ(ﬁm&;?gsmei on '?ftS
e graphical user . interface of a.se ed application w respect to
the ostab || SHEded PIRGATSH FFRBIE sl Eaeg o coRhRe BoR i EREay be
perfornmed manusefting, e, scraet REGILEIAWhEn)vhésd idhta hBEhdea @@ABblished, a recording or
establishment of the moving of a cursor on the monitor may be related to the actually

intended operation of the selected application 401, if the size or position of the
15 graphical user interface 605 screen of the selected application has changed the next

time the selected application 401 is opened for execution,

Finally, the editor comprises a virtual input device listing area, (VIDSL) 610, con-
taining the recorded and manually inputted virtual input device script, VIDS 303.

20  The script may be edited on a traditional text-editor basis, and the virtual input de-
vice listing area, (VIDSL) 610, may comprise an associated syntax checking algo-
rithm,

The content of a virtual input device listing area, VIDSL 610 may typically comprise
25  alisting or a representation the established virtual input device script VIDS 303
supplemented by suitable explanations, labeling facilities and syntax checks.

The illustrated control facilitates an advantageous establishment of the desired virtual

input device script VIDS 303. A segment illustrative bar 611 is provided for illustrat-
30  ing what segments of the VIDS 303 are presently listed in the virtual input device

listing area, VIDSL 610, and a pointer 612 illustrates the present position of a time-



A sinple mapping may e.g. be a nouse XY inputting of at |east two borideriyl 2005
points 10 defining the position and the size of the graphical user
interface 605 screen of the selected application, eventually supplenented

by conpute m data or nonitor setting, e.g. screen n. Wen,
t hese dat a%as 52@%\ established, a recording or establi sﬁ@%@%‘?‘oh@he

novi ng of a cursor on the nonitor may be related to the actually intended
operation of the selected application 4032 if the size or position of the
15 graphical user interface 605 screen of the selected application has
changed t he nélite (netishewn)hHenre] ¥H2% 30 5egients present inCthe istuabiaputdiefioe List-

rea (Vi psL) Bagen pflo) Mo AR R b Wi Reath A 615 Mot t e vi 1l
i nput device script, VIDS 303. 20 The script may be edited on a
traditional text-edtor bas't,s, nd the virtual, i nput de vice Ihﬁtﬁlng ar ea,

(VIDSL) 610, n@%ﬁf@ﬁﬁﬁﬁi“éﬁ FEJEnSIogMeUATRANG HEAE FRPOHBH O BE M The
content of $ Vdntibiils thdd Rath se@Mért Pepréstht I\ @qithbSternhMSi b & dediodiccal |y
conprise 25 a listing or a rgﬁéesent ation the_ established virtual jnput

devi ce script tampsicbesa moyssy rightdel elicking, denbleplicking,o forringtanss & keyhgsed i ng

facilities and“rét}iﬁf’%ﬁ&ﬂﬁ&ks' The illustrated control facilitates an
advant ageous establishment of the desired virtual input device script VIDS

303. A segnent illustrative bar 611 is provided for illustrat- 30 ing what

segnents of the VIDS.3 [ r . | | ' Vil (B evi ce
listing area, %‘B@F‘%ﬁ%?a@ﬁ@mgnpglg:&%{l%%sc%ﬁtmjggtéoa ersedt gﬁpvru&%n ll{pj)osi tion
of a tinme ) 8 device2iskig art¥)VIRSDEIB Mizy RETHéWEdde00060 32 |ine (not shown).

Hence, VIDS 303 segnents present in the virtual input device list- ing
area, VIDSL 610, should be highlighted in the illustrative bar 611. The

basi c under st agd} fllloRed By horlBxee@ame AbscRipE@y ektNg t 0 one embodi ment of the
in- 5 vention Is that each segnent represent a sequence termnated by a

i nput device ac- tion, such as a nouse, right/left clicking,

doubl e-clicking or for 4%¢4effife 8f e pPAAG and siz8 bR seleQBABfication SA
15 # by mouse insertion of two opposite corner reference points
# The POS-tag establishes that the next two left-clicks defines
# the area of the selected application.
<POS>
X0Y0=12, 12
20 <L-CLICK>
# End of segment 1
X2Y2=650, 650
<L-CLICK>
# End of segment 2
25 #Now, the input script may begin
#
# Select a pull-down menu by moving the position of a XY defining
X, Y=12, 600
<L-CLICK>
30 # End of segment 3
# The select pull down menu segment is terminated
# Move cursor to input field



An exanple of a virtual input device script VIDS 303 nonitored in the]H Jut 2005
virtual input 10 device listing area, VIDSL 610 may e.g. be a code: (# is
foll owed by non-executabl e descriptive text) # XY defining of the position

and size ofyd pgesssect ed application SA 15 # by nouse i nggtbkeieody t WO
opposite corner reference points # The POS-tag establishes that the next

two left-clicks defines # the area of the selected application. <POS>
XOYO=12,12 20 <L-CLICK> # End of segnenB31 X2Y2=650, 650 <L-CLICK> # End
of segnment 2 25 #Now, the input script nmay begin # Select a pull-down nenu
by noving the positionxgElst, 800 defining X Y=12, 600 <L-CLICK> 30 # End of
segnent 3 # The sel ect %é@l Wwn nenu segnent is termnated # Myve cursor
to input field 1 8 JUL 02/ 059803 PCT/ DKO1/ 00060 33 xy=150, 500
<D-CLI CK> # End of segnent 4 #4#EntefsdghleptHame 5 Heacy. t xt

# Enter file name
5 Heacy.txt
<ENTER>
# Bnd of segment 5
# Move cursor to input field
xy=170, 500
10 <D-CLICK>
# End of segment 6
# Enter IP address
<]pP>
212.127.8.114
15 <ENTER>
# End of segment 7

20  According to the above illustrated VIDS 303, the present play-status is that the <en-
ter> cornmand has just been executed, and that the next action is to move the cursor
to positions 170, 500,

The control bar comprises a record button 613. This button facilitates a recording

25  over the segment of the input device operation. A further record button 614 facilitate
a one segment at a time recording. Rewind 615 and forward buttons 616 are applied
for VIDS 303 scrolling on a continuously basis or segment basis.

Moreover, the control bar comprises means for defining certain standard operations,
30  such as the above listed <POS> or <IP>. These standard “tags” are associated to a

certain predefined meaning, e.g. <IP> defining an IP-address. This defining of input

values associated to the established VIDS 303 facilitates an easy exchange of key



<ENTER> # End of segnment 5 # Move cursor to input field xy=170, 500 810Ul 2005
<D-CLICK> # End of segnent 6 # Enter |P address <IP> 212.127.8.114 15
<ENTER> # End of segnent 7 20 According to the above illustrated VIDS 303,

t he presen akatus is that the <en- ter> conmand hasyj

execut ed, é%(gbzt?%gﬁ%the next action is to nove the cursor P{"ch-)}ﬁipmosmﬁéaons 170,
500. The control bar conprises a record button 613. This button facilitates
a recording 25 over the segment of the iAfut device operation. A further
record button 614 facilitate a one segnent at a tine recording. Rewi nd 615
and forward butahessudhis [Rraddragses, beet a firsk VI3 38D cintaddb kiselgeted saftware

ti |y basi. t ' t he tral b i
moans for def | WP IGROB AR eblARE THHERAR JRS stris S etiairase SPHEa B e
listed <POS> qglicatidiPmaylbeegtsesdfadalDs J03agsly reyiRing 36 @rétabgelot ey aalueer t ai n

g.

predefined neanj ng, e, <| P> defining an | P-address. This defining of

i nput val ues ﬁé@ﬁpm%&h?ﬁ@w areApplicatian toihgssstpf anpther qustomiees an easy
exchange ofs key 1 8 JUL 2005 WD 02/059803 PCT/ DKO / 00060 34 val ues such
as | P-addresses, once a first VIDS 303 associated to a selected software

appl i cati on habreyuemngeftheestaltislpd VRS W3may e wnpigted byyiaptivatiggdhe ated to a
certain ap- plj | BV, : . Li.yNg an
exchange of k IE@ uggls} Whégﬁ %%%??P%%@%a@iﬂgﬁﬁwg%p {lﬂfh:{e? ion to the
t est of anot hegraphicAllysamultaneously in order to illustrate the established VIDS 303 operation
to the user. Moreover, the VIDS 303 illustrated in the virtual input device listing
10 area, VIDSL 610 should be scrolled simultaneously, thereby illustrating the current

position in the virtual input device script VIDS 303.

Fig. 6b illustrates a variant mode of the above-described editor in which the VAPI
editor 606 operates in a cascade mode, thereby facilitating the operator of the editor

15 tocreate a VIDS 303 by recording/generating the input device operation over the
complete area of the monitor. According to the illustrated embodiment, the control
bar 607 acts as a movable task bar.

Fig. 7 illustrates the user interface 701 of a further embodiment of the invention.

20
The user interface 701 is associated to an instance of a software application. The in-
stance of a selected software application may be established by reverse engineering
of a certain software application lacking an API.

25  The reverse engineered code may be mapped together with a roadmap file defining
the necessary input fields e.g. according to a DOM (Document Object Model) —tree
representation of the reverse engineered software application. The input fields
should typically be all the fields needed to be set/filled-in in order to run the applica-
tion. Therefore, such filed may include trivial default settings common for all the

30 needing executions of the program and it may evidently include the fields needed for
the individual executions of the application, e.g. the insertion of for example an IP-
address, test parameters, output-file definitions, etc.



5 The running of the established VIDS 303may be enul ated by activating thelL 2005
pl ay/ pause button 617 and the operation of the input devices nay be

enul ated graphically sinmultaneously in order to illustrate the established

VI DS 303 oR&s fdidsedds tO the user. Moreover, the VIDS 303 ibéHpkbidoss i N the
virtual input device listing 10 area, VIDSL 610 shoul d be scrolled

simul taneously, thereby illustrating the current position in the virtual

i nput device script VIDS 303. Fig. 6b ilPBéstrates a variant node of the
above-descri bed editor in which the VAPI editor 606 operates in a cascade
node, thereby facilitating the operator of the editor 15 to create a VIDS

303 by recordi e the lL,nput device o Qver e _conpl ete

area of the ‘&ﬁ?’%ﬁpnh ﬁ@@ P@s ’Pdh rﬁ‘é”f%“ﬁ’é‘??’g‘?g%ﬁgﬁgﬁﬁﬂfgﬁ?}g He*Eont r ol

bar 607 acts a:mnanmhakdmndrasﬂplhatonﬁugenﬂnmbﬂmi@tbmhﬁﬁwwspémﬁcanﬁrface

701 of a further enbOirreri%Q the invent] 20 The us Interface 701 is
i I disgp,

associ at ed t o BRFHIHIEEY $ (v ro » LS LEYPE St ??Pur"setcﬁ%ée“of a

sel ected sof t vimpilRgihd collk kPdh SRYutile BRlaAR IS ANrd SHpBEARnENTI neering  of
a certain software application |acking an API. 25 The feverse engi neered

code may be mapped toget her with a roadmap file defining the necessary

input fields ey Con
?‘ t he revg%gﬁe:ﬂgngi neer e QWIOV%'EQ&FM% .

representation 0 sof tware applicatiofm. The i nput
fields should typically be all the fields needed to be set/filled inin

et aul 1 st 11 gE AR oot emRERERCUE iR At iR (TRETOR IS Yo

and it maylOeviidgtuthyinvenstionde the fields needed for the individual
executions of the application, e.g. the insertion of for exanple an |P-
address, test paraneters, output-file definitions, etc. 1 8 JUL 2005 WD

02/ 059803 PCT [ THEROAPTB 100 BasiballyWiritiofis/&sh draphlicd] 9428 idtérfiee 70Ntd HeabRyer se
engi neer ed code h% been reveal ed, .an_exe-
described reverse engineered code, The graphical user interface 701 facilitates that
the user may type in the parameters necessary for the execution of the specific appli-

15  cation addressing a specific network.

According to the illustrated graphical user interface 701, an IP-address input field,

703, is provided for inputting for example one or several relevant IP-addresses or

addresses relating to other types of protocols. The [P-addresses or other types of ad-
20  dresses may e.g. be comma-separated.

A telephone number input field 704 is applied for inputting of telephone numbers, if
the test application e.g. is applicable for telephone test, e.g. war dialing tests, etc.

25 A number of function check boxes 705 is provided for checking the applicable func-
tion according to the desired execution of the program. The choosing of desired func-
tions may vary from task to task and from customer to customer.

When the operator of the VAPIE 702 has finished the insertion and checking of the
30 desired function he may activate a compile activation button 706, thereby invoking

the compilation of the selected application 401 with the specific inserted parameters.

Hence, the compilation of the application results in an instance of the program, e.g.



cution of the software application to a certain test nmay be establi dHedli(b3ils
- specifically inputting relevant |P-addresses, test conditions, test types,
etc. in the source code, re 5 conpiling the code to an executabl e instance

of the sof tyghHosadeR! i cation. A user friendly programm ng p8PhkbSoss@sSCr i bed
below with reference to fig. 7. Fig. 7 illustrates a furtﬁer e ogiﬁrrent of

a virtual APl editor (VAPIE) 702 accord-_10 ing to the invention. The VAPIE
702 basically functions as a graphical user interface 701 to the above
descri bed reverse engi neered code. The graphical user interface 701
facilitates traRexeifHe agpopiptedyg a rejqyanticystomer. Amezpaution of the fdsway thed om t he

execution of t : ﬂﬁgﬂum- : ' . I hd1 Cc network.
According to ttﬁgpﬁ%gi usﬁtgte greﬁt) |](I:]g eggg? | 1%?%&3%::%?, ggi'l P- addr ess
input field, 703, is provided for inputting for exanple one or several
The. | b addr eoadi By appior LGRS RS A s dyRenEl bR Bredkl &L 01 =
comma- _separS?t eud}ltaﬁleﬁﬁtammnb s&lenﬂ;qt EpﬁliEmm@ileb@blﬁQﬂtabﬁshw&idﬂﬂpfeQﬁan-l_ o
i nputting of tel ephone n S, i t he e§/t glcatlone.g. | s_applicable
for tel ephone ¥ exgcge&]wgﬁhg; OFtg™ %%'i‘%, Aﬁﬁ 0%8“%%%@%‘?113%&% i on
check boxes 7Gf basistirad f0ctsd Sigiiebiae ool B holol B flflatly kiplling.
n o esire

according to the desired executio t he” program The choosihg o

func- tions nedf Chseerdaeicearh time ¢ teskofarartinspivears epphisatiomhas dsbearer . When
the operat of Gilich1Siderly ~uth fnsihAtes ot M SNl Gndy R Th4drdHY 1% Lng_of

the 30 desired functlorl‘{’ e may activate a conpi trvation button 706,
t her eby i nokinegable test progrpinl dedicated tyfa qetainsask and e derdgiptéstemeérdficer@dn wi t h t he

specific inser a [ ce, .t I ,ation t he application
results in an ﬁaﬁag?égéﬁégg%?%f%ghﬁlﬁgear%%mgf '3&&%?38{1‘3 ﬁfe?@%& PRS2 03
PCT/ DKOL/ 0006 Gné&3tbe disposeccandfa et instane hag to e compiledewitly theichfiged a4teByi-An

execution of the.file may.then run the programw th the paraneters
i nserted and Htﬂﬁ"ls'é'ﬁ‘?ﬂ"é"{aﬁ‘%“ APIel nyanceyprnexyinsiances may be egsed ifhe y ne of

virtual APl edisénly AR ) chifige théreldvadt dARWSTA¢anS f the VAPIE 702 instead of
15  retyping the complete data input.

The illustrated VAPIE graphical user interface 701 comprises other possible buttons
707 or forms (not shown) provided for importing customer records, defining the de-
sired applications, defining an output format, warning outputs, etc.
20
Evidently, the illustrated VAPIE editor 702 may be constructed in several different
ways within the scope of the invention. Preferably, the VAPIE editor 702 should be
somewhat customized to the specific application, thereby reducing the complexity of
the job of the operator using the VAPIE 702. Such customization may e.g. be a one-
25  to one relationship between the relevant input fields of the application and the
graphical user interface 701. An example of such customization may e.g. imply that a
VAPIE graphical user interface 701 associated to a selected application only involves
[P-address input fields and check-boxes, if no telecommunication tests may actually
be performed by the program.,
30



5 ecutabl e instances of a selected application 401 may be established in a
sinple man- ner and executed with little effort, when the VAPIE 702 once
has been established on the basis of the reverse engi neering, there?w 2005
reduci ng t Rep peReseef manual Iy inputting of custonmer datapcfbkofidedd r%
test of a certain software application has to be ap- plied. Evidently, such
I nstances of an application may be regarded as a kind of dis 10 posabl e
test program dedicated to a certain task33dnd a certain custoner. If certain
parameters has to be exchanged, e.g. an |F-address, the executable program
i nstance may Hg. 8A Shskaes admhmmmanmdlagwmhodmtmtotﬁrpmvenhmmﬂ t he

“hot ances. my TrpeasCERuor R AR e 416 € s W erBER BN BSR AL (o
by means of t heideVAPtHe syftemi Tisd spadialdeaturtis refiried togs dlhermaﬁbﬁimﬁml nput .

The illustrated VAPI E graphical user interface 701 conprises other possible
buttons 707 or forns (not shown) provided for inporting custoner records,

defining the d@ser%bﬁa@ﬂar@?&ithBA'sQﬂ@b Hphlidd RExBbha®Sripids &@nﬂﬁgaccwtal ng
outputs, etc. 20 Evidently, the illustrated VAPIE editor

constructed i @%WWCGWF@%QQ“&W*WWN@WB arcihp agepts I’Pﬁ(ebq ilvent i on.

Preferably, thgMARt fRe® ﬂét&ﬁ rs hd&oiil0ul d be somewhat custom zed to the
speci fic application, ere y re8u0| ng the conplexity of the job of the

operator using the VAPIE 702. Such custom zatlon rray e.g. be a one 25 to

the | or aphi cal THRuEll o Meeck fulerkiBRub o e BpflGefork s L, 87O
e. Ig |t rrgl y1k lh_ava?cntIyAﬁb Hhgtraphdaahetwordris bﬂlgremé aﬁavﬁ?]l?rﬂ’eiﬁgcpmhgﬁ sktups

sel ected application i.nvol v ress ut fields an

check- boxes, i# W?é’?ﬁ?ﬁ'ﬂﬂ‘ﬁﬁ?@ﬁ&%ﬁ"@@%gs‘??ﬁ?/"él@?b“&'f’? D he performed by
the program 30 1 6 JUL 2005 WO 02/ 059803 PCT/ DKO1/ 00060 37 Fig. 8A

illustrates a data network accordi ng to one enbaodi nent of the invention and
The data network facilitates data ¢ between the involved units in the form of

data packets 801. The data packets comprise a destination address (DA) 802, a

15  source address (SA) 803 and further packet content (PACO) 804 as illustrated in fig.
8B. The packet content may e.g. be specific data packets, requests-replies, etc. In
typical network both source and destination addresses are IP addresses, but could

—)H

origin from other types of protocols.

20 The illustrated network comprises a number of internal users 810 - 813, e.g. access-
ing the network by means of dedicated PC’s. The illustrated network is traditionally
linked together by means of network cables and network units 814 (NU1), 815
(NUZ), 816 (NU3) and 817 (NU4) and servers (not shown). The network units com-
prises different e.g. routers, firewalls or bridges.

25
The basic elements of the illustrated network a database setup comprising two data-
bases 818 and 819. The latter databases 819 are intended for internal storing of log
files.

30 Moreover, the network comprises a database 818 associated to a network unit (NU2)
815 in the form of a so-called firewall. The firewall 815 is established for providing
access to external users 819 to a database 818, i.e. web-based database which may be



a special feature of the systemdescribed in fig. 1, i.e. a test perforned
fromthe "in- side" of the system The special feature is referred to as a
user behavior agent, UBA. 5 User behavior agents UBA's may be applied @gy; 2005
external sSeygyuH@bdgosequi ri ng access to the custoner conpupefpkbidoso’i a
encrypted VPN tunnels, or the agents may be in- stalled at the custoners
network. The feature vm'II be described with reference to the data network
illustrated in fig. 8A. 10 Evidently, tH8 illustrated data network is only
one of several dlfferent ossi bl e. setups . and types of networks ap | i cabl e
within the scopseessed Yipgh qlﬁm&% W%H-‘tf‘eﬁrn\?% drsgeyre thappeen

Lraffic betviechlt bhiad bitetly Whlehi) bited ifngw 8%9&mm§gﬁksmeﬁal The

dat a packets conprise dest natlon sour ce address

(SA) 803 and fuoxﬂch@yplﬁdbkém database B8 (hankdcb)eascmsl to bothexternabusersrB1Piagd 8B.
The packet con . cific data packets, requests-replies,
etc. In typi ci& ne%@‘go% ﬁ%%ﬁﬁce and destination addresses are |IP
addresses, %ut could origin from ot her types of protocols. 20 The

il lustrated n ri ses unber i nternal users

access- ing th@“’rﬁ.\‘FV@ﬁ%p"d’?ﬁ Qweﬁf&ﬂ?&awasw@ @Qﬁ)g;gtl’r‘giigﬂlgnetmrk
i s traditional gy alldwetkeadiit fRORHERM tlauuﬂiegmzmsn&t&ﬁhlﬁc&a@é&;&oﬁm gpet wor k
units 814 (NU ), 815 (NU2), 816 (NU3) and 817 (NuU4) and servers (not
shown). The nef#b?-g W@@%ﬁhﬁﬁ%é@@@fﬁ%ﬁ%@o e dagabpie 88, Therales| | s or
bridges. 25 ThgrRagids &Lxﬁ‘ﬁ?ﬂééna? B*&anbhée‘iﬁﬁcflﬁhﬁﬂdﬂﬁwﬁ@‘ﬁlérsd&é e setup
conprising two data- bases 819 The latter ases 819

i nt ended 4 |Wﬁﬂféhn®smdwgot3ﬂldwgtymbbé§afﬁw3vbreover t he netvvork
conprises a database 818 associated to a network unit (NU2) 815 in the
formof a so-called firewall. The firewall 815 is established for providing
access to ext eUmiesiredsteaffic &h9 etgoinaplyl arhfiio aieeth8 ddiiterito @ specifie-destimtonlad-abase

whi ch may be 1a%es‘Js,U {'or %:anu?ple V\Ol]’oa2 drcssg %)tﬁerlﬁypcys %Fgg'c{egigo uQaﬁ"i'c? may ¢.g. be defined

as a combination of a destination address and certain types of requests.

15
The front end of the network is comprised by a router (NU4) 817, having an associ-
ated access control list (ACLA4) 826, located between and connected to the Internet
820 and the firewall (NU2) 815,

20  Moreover, the network comprises two users 822 and 823, e.g. coupled to directly to
the network from a remote location. The users 822 and 823 are coupled to the net-
work via routers (NU1) 814 and (INU3) 816, each router comprising an associated
access control list (ACL1) 824 and (ACL3) 825 defining allowed users.

25  The illustrated users 822 and 823 may principally access with the same rights as the
other internal user 810 - 813 or they may facilitate certain operations defined by the
filters or rules established in the access control list 824, 825, respectively.

Finally, the illustrated network comprises a serially operating network switch 831,

30  diving the network into a number of network. Each of the internal users 810 - 813,
the external user 822/router 814 (NU1), the external user 823/router 816 (NU3), the
database 819, and the database 818 forms a segment



accessed via the Internet 820. Mreover, the firewal |l should secure; tﬂhEﬁL 195
one of the Internet based user, e.g. external users 819, may access t
internal part of the net- work. Typically, the database 818 shoul d be
accessi bl e w@ohssbsgasext ernal users 819 and internal usersp8tBKoisodées aS

well. 5 The firewall is configurated by neans of an access control |ist
(ACL2) 821, defining the allowed traffic to and fromthe unit (NU2) 815.
Such an access control list 821 may e.g?gdefi ne that all external data

traffic are routed to the database 818. The rules of an access control
list may al so conprise inbound and outbound filters, defining 10 specified

undesired or r S traff y e.g.
inmply traffi crél)altsgﬂf[l#ie rout\% %gﬁﬁgseé ae(él&;b?rcoﬁg&qr @Eodﬁhgglh&%@es%lsw%r

exanpl e an | P-metiosrk siafficGnldéfferent perts mmmmkrﬂdvm-matbisg practive hes revedbedd def i ned
as a conbi nati n of, a.destina and cer |n t equests. 15
The front end sPT‘Pener'iEP &‘P 8%&@@% &;e‘g ﬂaw ng an
associ - ated apfiemay aeaﬁmlmﬂﬁrsﬂtfio%ﬁbﬁ)oh&?ﬁus-mﬁghﬁdo@%mvm@w@nnect ed
to the Internet 820 and the firewall (NU2) 815. 20 Moreover, the network
conpri ses two W¥&4c.822 and 823, e.g. coupled to directly to the network
froma rempte |ocation. The users 822 and 823 are coupled to the net- work

via routers (NU) 814 and (NU3) 816, each router conprising an associated
access control Thcrefore( th@m)enmrawdes(m@m; teghen iemupwtsrgetavarbietingusers. 25

The "'ustrat%?h @ &%&%ﬁ Wg&&%h%%ﬁﬁ fidk a3 Same

rights as the ernal “user aC|I|tate certain
oper at i onsld enypmﬂlb,ysubln @s tefi shtndd snake the uﬂmﬁce\msicbttssm tathe breneref ﬁ:rcs

control list 824 S el al I i, l.ustr net
conpri ses a serfet‘&?? E)beﬁﬁ{% f%olfl fg i’ﬁpg sehr%)E g%%%sgoﬁ'g et wor k
i nto a nunber \eéakﬂesgmrk Each of the internal users 810 - 813, the

external user 822/router 814 (NU ), the external user 823/router 816 (NU3),
the database 819, and the database 818 forns a segnent 1 8 JUL 2005

Moreover, the invention provides test facilities testing whether something has actu-
15 ally failed, i.e. if non-authorized data traffic has actually passed the firewalls, etc,
Therefore, such test facilities necessitates a testing of the inside traffic of the net-

work, and therefore tests will have to performed by means of security routines estab-
lished in the internal part of the computer network, The tests may be performed by
so-called User Behavior Agents (UBA's). The User Behavior Agents may function

20  in several different ways.

According to a first embodiment of applicable UBA’s within the scope of the inven-

tion, a Watch User Behavior Agent is established for watching illegal data packets

within the computer network, and preferably, the Watch agent should give an advice
25  ifillegal packets are detected.

The Watch agent implies a number of measure points, e.g. 827, 828, 829 and 830,
established within the internal part of the network thought to be secure and free of
undesired traffic of data packets 801.

30
Preferably, 2 measuring point should be established in each or at least as many as

possible segments of the network in order to track unintended traffic on the network.



WO 02/ 059803 PCT/ DKO1/00060 39 Basically, the network conprises a ngnpemnos
of network units controlling the allowed network traffic in different

parts of the network. Neverthel ess, practice has revealed that such

net wor K univig ofosdses 817 (NU - 4) sometimes al | ows uni nt endpggrpkelddosy S This
may be due to different factors such as m s-configuration, bad hardware
struc- tures, etc. Therefore, the inventign provides external test on a
conputer network testing whether intrusi 8n or cyber vandalismis actually
possi bl e to non-authorized users. 10 Typically, such as test should nake

t he specific weaknesses clear to the owner of the network and the test

shoul d result I t

weaknesses. ot botmEpRin@baRAE IO i) 8 'apfith L daRERICI R o

whet her sonet hpany réceefigututhe h8cesd doytrn’alalst 825, ofitheeroutet SDOMNWL) bigrbyznid- dat a
traffic has ac aII assed ilfh rfmael l? . etetcEH Therefore, such test
facilities nec es,'lﬂf PPEME SE NGV D ﬁéef"ﬂg? O?cﬁafflc of the net- work,
and theref@e tests WI|| have to performed by rreans of security routines
estab- |ished méthe i nte nal art of t, nput network. The tests may
be performed bJ§h Breeé‘f"P IB‘é‘W&Wad esag ga FJBA“?) be revealediby thepehavi or
Agents nmay fun\%tbﬁ)ﬂgenzgﬂﬁﬂ }elﬂéﬁt&i otlitd 5 84th pHRYBing AR Bheihg Seviefh] fetl | T St

enbodi ment of applicable UBA's within the scope of the inven- tion, a Watch

User Behavi or png Ber@mﬂstbm&m),fa@daw\amwglmugl ingAhe eptwerkpyiatbet

w thin the conpit g,pshy d give an
advice 25 if 1 I(%%g pac d&rss‘%g@lﬁﬁ et ect %H%ﬁ&%g}gﬁ%eﬁﬂﬁl Jés g
nunber of Heaswme qgidhewudes of thy.ac@27con8aHlist 82D(ATIR) a8Dciated6 talfiravatbB 16 t hi n
the internal part of the network thought to be secure and free of

undesired traffic of data packets 801. 30 Preferably, a neasuring point
shoul d be est akh apiropridteiwamidy shouldbe kd®df as nany as possible segnents of
the network in order to track unintended traffic on the network.

As illustrated in fig. 8C, the tapped data packets 801 are compared to a rule list 831
15 (RL) defining a common description of undesired traffic, i.e. data packets. If the

comparison reveals that undesired traffic within the network are actually present, the

fact should be brought to the attention of a super-user or the like. E.g. by means of a

simple log-file which may be opened from time to time by a super-user or some kind

of warning e.g. in the form of a text message to a system operator or securely sent
20  electronically to the TSMADARS -server as part of the testsuite setup.

The rule list 831 (RL) may e.g. manually typed e.g. for simulation purposes or the
rule list RL may, as illustrated in fig. 8D by copied directly from the access rule lists
824 (ACL1), 826 (ACL2), 825 (ACL3) or 821 (ACLA) of all or some of the network

25 units 814 (NUI), 815 (NU2), 816 (NU3) and 817 (NU4).

The advantage of merging the access rule lists 824 (ACL1), 826 (ACL2), 825
(ACL3) or 821 (ACLA4) into a rule list (RL) 832 is that all established rules or filter
functions are compared to the actual data traffic of the network.,

30
The established monitoring and the comparisons may e.g. be used as internal watch-

software applications, or it may be applied as an agent stored internally in the net-



1 8 JUL 2005 WD 02/059803 PCT/ DKO1/ 00060 40 An exanpl e of unintended data
traffic nmay e.g. appear, if a departnent of the com pany reconfigures t he
access control list 825 of the router 816 (NU3), e.g. by ms- take, Tﬁgﬁ%ﬁﬁ

opening th the exterior networks. 5 Therefore, a
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I nventi on, | egal data packets may be reveal ed by the watch agent UBA
(e.q. Iocat ed on its own data processing unit having several net- cards,
one per nonitoring point), as data packef"g comng into the network via the
m s-configured router 816 (NU3) are neasured and conpared to e.g. the rules
or 10 sone of WOtk reperting tofanexermakesatialized metch|compary g2 £23 heipgjn charggofat ed to

the f |1 ustrat ed
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established r ﬁgoﬁl? CREEL i‘ agé?scﬁ%etd agﬁ%rd%géy@% '%fggg[)eﬁ%&%?féquat a
traffic of theandeheweeirity30onitoingshivald|preftrablydynarhicdliyngositud theiatateaffeof sons
my e.g. be ustﬁgl 1n%esmalrga?tro??hle nvg%&o(l:'lbi-n order to discover if undesired traffic has actually

entered the internal part of the network. When unwanted traffic is discovered by

15  simple pattern match performed by the UBA’s internal algorithm and database sys-
tem, alerts are securely sent electronically, ¢.g. e-mailed, to the local system adminis-

trator or to the TSMADARS -server,

Moreover, according to the first embodiment of the invention, the UBA may be ap-

20 plied for simulation purposes. If a modification of e.g. the access control list 826
(ACL2) of the firewall 815 (NU2) is considered, the modification may be simulated
by modification of the reference list, thereby emulating the traffic occurring if the
considered change is actually performed.

25  According to a second embodiment of applicable UBA’s within the scope of the in-
vention, a Log User Behavior Agent is established. The Log User Behavior Agent is
adapted for checking different log files of the computer network, e.g. firewall logs,
servers events logs, database log files, eic. The UBA should check these log files and
give a warning if user behavior agent detects if activities or users behave different or

30  deviates from normal expected user behavior.



software applications, or it may be applied as an agent stored internally
in the net 1 8 JUL 2005 WO 02/059803 PCT/ DKO1/ 00060 41 work reporti ng to
an external centralized watch conpany e.g. 823 being in charge of QeﬂoéUL 2005

noni t or i Ng v odiikGsesecurity of the conpany network. The aggpf/pEiecdécs
| o- cated externally at the external centralized watch conpany, e.g. in

823, provided that the external connect |‘@n I s secure and obvi ously, that
the watch conpany is reliable. 5 The aboVe described nonitoring of the
internal traff] n at.a network shoulg preferably be supported by
tests on the fi %lﬁ&ﬂls%f FuionAgeRt shapld b able of g tragh By tg@)?b‘%‘f@' weak

points of the bt ssyoniaphieil bbilict i ifimNti bt R adthir i b

network. So to speak areliable security nonitori ng shoul d preferably

dynani cal |y 10usesiqz-auelhiemene.B. e donady racking all the destinationsiddrsssen fudhe ed dat a
traffic out of : ing to
t he above- desc?ﬁ]ggsgb(g%tg {ea%h% o@ﬁléeﬂrilﬁlgﬁvggﬁﬁ\gﬁfg}é}ggﬁh??%i rflﬂ:?i% SHoul d
preferably ﬁlynemﬂledhislyatni)ﬂzmbunﬁmtﬂl(bedstalﬂishedahﬁhe(ﬂatalbasetﬂw ¢.21rmeans ptthe of

the network in _porder t cover if .un iged traffic, has tually entered
the fnternal pARecg peclsbiEincasine noith 857 E0iea e Rety e Pisdp 8B 2y ed by 15
sinpl e pattern mat ch perforned by the UBA's |nternal aI gorithm and dat abase
sys- tem alerts re securel sent electronjcally, e-majled, to the

Uvcal syst em adhs Aeiew cxample jingiratps the peaninp i safles ing Ao diessagps Iy 65 &
accordi ng t o t hgbdshd ek "MHe RnsiB BE thfrodthiqs HEMRRA B exhifle {BOuYBYpIRE fP- 20

plied for sinulation purposes. |f a nodification of e.g. the access control
list 826 AACLEhe pyrpostef explainipg impertent featass ofsheianentioar ed, the nodification
may be sinulated by nodification of the reference |list, thereby enulating
the traffic occurring if the considered change is actually performed. 25
Accordi ng to aTbelogreseagooatie hymtallyfpradupt specifit.e UBA's wit hin the scope of
the in- vention, a Log User Behavior Agent is established. The Lag User
Behavi or Agent is adapted for checking different log files of the conputer
network, e.g. FW:&abdscol ogs,

15 -1. DEST. IP address: ICMP overflow time T
-2. DEST. IP address: ICMP overflow time T+delta
-3 DEST. IP address: ICMP overflow time T+2xdelta

The message log-file indicates that a Ping of death has been initiated at the Tabasco
20  router, as the log-messages reveals that the IP address has invoked an overflow in the
router at three different times T, T+delta, T+ 2xdelta,

The behavior reveals that a denial of service dos has occurred or occurs.

25  According to a third embodiment of applicable UBA’s within the scope of the inven-
tion, a Protocol User Behavior Agent, PUBA, is established.

The Protocol User Behavior Agent, PUBA involves an agent, which may be located
at the customers network collecting network data traffic on a protocol level, The

30  agent may e.g. reside in a dedicated unit comprise several network units. The content
of the data packets are analyzed on a realtime basis , an deviating user behavior may
€.g. be established by applying more or less complicated neural patterns.



servers events | ogs, database log files, etc. The UBA shoul d check these
log files and give a warning if user behavior agent detects if activities
or users behave different or 30 deviates from normal expected user

behavi or. 005 WD 02/059803 PCT/ DKO1/ 00060 42 T - r
behavi or aéve(ﬁ?ﬂdl_gll,JSBo%\, shoul d be able of detecting a track Pﬁ@ﬁgl@ovq-g JUL 2005
mentioned | og-files unusual behavior, and then map the activities of the
user until the wuser log-out. This may e43. be done by tracking all the
destination addresses for the wunit associated to the log-file until it

| eaves the network. The log-file may according 5 to the illustrated

enbodi nent be L | Nathe t S 19 . J. f the

al ready est abl %k %ﬁp{)%&atilggf,gﬁesﬁ%%glﬁg%Beﬁarvgqrﬁ%g@Mu@&ﬁ abl e
}Nays. The bel otaglﬁhamls ﬁcsishbﬂh@ﬁﬁ@ﬁnﬁlb@s;ﬁ&ﬁ?idﬂgre@ées o2ltin @Hopﬁhé:pﬁrgﬁeﬁ sages
rome.g. a Tabasco router. The name of the roufer is tictive and the
exanpl e is onl “éﬁ%q’ﬁ‘ Qﬁﬂ?lﬂltypeiﬁteqeﬁ@%]’%?@r ghould s repotted do thepstworit
features ofs t h@sjonviBlR!and o th?h%M@AKE%P&%&. are typically product specific.
FW Tabasco. 15 -1. DEST. IP address: 1TCW overflowtime T -2. DEST. IP
address: ICWP overflow tine T+delta -3 DEST. |IP address: |CWVP overflow

ti e T+2xdel t s Tiag P BRPsh SlbSdihnt F b5 UL winls e g 1 oS been

initiated at the Tabasco 20 router, a 0g- Messages re at the
| P addr ess hasvenHomladdacio-Logdistl Bahavinr Apent, MbUB, isatstablished. di f ferent tinmes
T, T+delta, T+ 2xdelta. The behavior reveals that a denial of service dos
has occurred or occurs. 25 According to a third enbodi nent of applicable

UBA' s wit hith tBasicalippthe MLWRA s operates in ihersama vyoisaho LUBZES, withhév iedepAgent

PUBA, is established, The Protocol r .Behavi or ent,. PUBA jnyo] ves an
agent, which niQP W& ths ea?%B{s g\ aﬁ@iﬁ%?@ﬁ%ﬁ ‘ﬁ@l‘@gﬂ‘ﬁ“ VL 1B 5VIRER&wor k
data traffic ofior the expeeRl dnty Ring-teHiChasld, THENE MiRYo-Eog UsérCBéHfiot Agent,

dedi cat ed uni tMi%g)ri se se ,eradl network units. The content
A reports if incidents, e.g. detected for example by the Log User Bebavior

Agents, are repeated over a long period for example in certain patterns.
15



of the data packets are analyzed on a realtine basis , an deviating user
behavior may e.g. be established by applying nore or |ess conplicated
neural patterns. WO 02/059803 PCT/ DKO1/ 00060 18 JUL 2005 43 Am)ng%t
several possibilities, the Protocol. User Behavi or Agent, PUBA shoul d H4.2005
tablish statistics showi ng for exanple wy ch | P-addresses visiting who,
when and how often. Certain types of deviating behavior should be reported
to the net 5 sponsi bl e and to the TSMADARS operators. According to a
fourth enb\gﬁ{%ﬁé'gf'g%ppl icable UBA's within the scope of the in- vention,
a Macro-Log User Behavi or Agent, M.UBA, is established. 10 Basically, the
M_LUBA's operates in the sane way as the LUBA's, with the excep- tion that

t hese agent 4. Systemdfappervidiog costoert rsqpesiné s¢rvices selatime trasdcority, snatéigriagi ng

fromthe expecfed on a Jong-term.basis., Thus a Macro:Lo er . Behayi
Aot M UBROIOE BiPraeapis oo dElRtan % 5 gl BREEts dIce ARl eoHog

User Behavi @Targf0f0tSisgedk§ of £BERLAEr, WREeif | ONg period for exanple in
certain patterns. 15 18 JUL 2005 44 Patent Caims 1. System for providing

custonmer requested services relating to security, nonitoring and/or data

acquisition _in relatign to dat a processin evice and/or,_a data.network
5 (Target 1 oneshmngie off riprelinCHhBolel Sridioremeufliprtede & Silliaet )
of tests are:&RL8A asbiwammexsﬁuheﬂvdﬂa(mlgeuorra}gmi%l d data processing
device and/or a daia network (Target 1 - Target k), 10 said selection (201;

202; 203, 210) of one or nore tests are executed froma server (TSMADARS

ich. i ' t i.ng devi / t
mot vor kP TargdRiEBOR T 2o s A SR AR IR A RSB B o™ °
wherein dai@ESHEPDARSNEHriEE) Mafith S cotineSRbR ®eded dh@nprotessiagt devide? and/or

accessi bl e l?iy the custonmer via a . L )
: ata network (Target 1 — Target k) via a communication network (140), and wherein

data representing results of said selection of tests are accessible by the customer via a

15 communication network and/or transmitted to said customer.

2. System according to claim l,characterized in, thatsaid one or more se-
lected tests are selected on the basis of preferences of the customer and/or on the
basis of an analysis of said data processing device and/or data network of the cus-

20  tomer.

3. System according to claim 1 or2,characterized in, thatsaid one or more
selected tests are sclected on the basis of results of one or more manually initiated
executions of tests on said data processing device and/or data network.

25
4. System according to one or more of claims 1 - 3,characterized in, that
said one or more tests is/are configured to be executed each on predefined points of

time and/or in predefined intervals of time.

30 5. System according to one or more of ¢claims 1 —4,characterized in, that
said one or more tests is/are configured to be executed each on a regular basis and

that the frequency of said regular executions is specified preferably in accordance



15 conmuni cation network and/or transmtted to said custonmer. 2. System
according to claiml1, characterized i n, that said one or nore se- |ected
tests are selected on the basis of preferences of the custoner and/or on
the basis of an analysis of said data processing device and/or dat &g JUL 2609
network of the cus- 20 toner. 3. Systemgccording to claiml1l or 2, c har
acter i zedin, that said one or nore selected tests are selected on

the basis of .results of one or re nyal.ly.initiate executions of tests
on e d dat By cstere fEReSheron o BaRHS N eRT SHysr® 838t a FReedt oi ng
to one or Wéﬁn@%p%hi@'dﬁﬁa ﬂrotes%ing%[&%&fdré% efworkt hat ~ said one or nore
tests is/are configured to be executed each on predefined points of tine

and/or in predefined intervals of tine. 30 5. System according to one or
nore of clai 1- 4, c It racte i.Z i .n, that .said one,or nore
Lests is)ard Swipmgietnins uiednembreet aisf b s ThhEr A1 esis el ahl: oha
the freqgengyenf E}Sﬁ' @'215)% Zﬁ}@ﬁdc%ﬁﬁ BeIORSink & cORRatbIEBetveet 8itakiptedeiting
accordance 1 8 JUL 200 5 with custoner preférences and/or on the basis
of anal ysi sbaeat ysee remiis of adestaindronn s mare shrieshpld vakgs dndl thag mrass 6224 ng

devi ce and/qr,d networ.k. . @. stem.according,to one.or re of clains 1
- 5, char acg(g?i %(g ZfrerRmY‘hﬁq §°r5t%¥reeéﬁgllfq'ﬁgi,°?f§%l% 56 ad’ggorfl orﬁgb?%rn‘i ng
a conpari sopdigigseen data representing one or nore results of a test and

one or nore threshold values and that neans (122, 102, 140) are provided
for the establishing of an alarm advice and/or information nessage. 10 7.

System according to claimé6, ,chara rized i h sakd O r

t hresho @ vgfggge?lsa/cﬁ?r lrécpg)c?l ’inég gb%trﬁiec tceullsﬂzo?nléelr ?E‘S "?gsas g%d;bggg?éﬁ{g to
claim6 or fhreshdld Raluedistart sgecifidd By e dudtBmet.hat said one or nore

t hreshol d values is/are specified on the basis of results of manually

initiated execu- 15 tions of one or nore tests performed on said data
‘prOCGSSI ng %?‘é&ﬁgm%gérgfné%tc\{\ﬁﬁ}((ﬁ or7,characterized 1in, thatsaid one or more

threshold values is/are specified on the basis of results of manually initiated execu-

15  tions of one or more tests performed on said data processing device and/or network.

9. System according to claim 6, 7or §,characterized in, that said manually
initiated executions of one or more tests, e.g. reference tests, performed on said data
processing device and/or network is/are performed with regular intervals of time.

20
10. System according to one or more of claims 1 -9, characterized in, that
said communication network (140), by means of which said server (TSMADARS -
server) is connectable to said data processing device and/or data network (Target 1 —
Target k) is a secure network facilitating use of authentication and/or encryption.

25
11. System according to one or more of claims 1 - 10, characterized in,
that said communication network (140), by means of which said data representing
results can be accessed, downloaded and/or transmitted by/to the customer is a secure

network facilitating use of authentication and/or encryption.

12. System according to one or more of claims 1 ~ 11, characterized 1in,

that said plurality of test applications comprises tests relating to securnty testing



9. System according to claim6, 7 or 8 characterized i n, that said
manual ly initiated executions of one or nore tests, e.g. reference tests,
performed on said data processing device and/or network is/are perforned
with regular intervals of tinme. 20 10. System according to one or nor &8allL 2005
claims 1- 9, char act er i zedigyp that said comunication

network (140), by neans of which said server (TSMADARS - server) is

connect abl e .said data pro L ng, devi ce.and/ or data net Target 1 -
Taroet o 1 L1R0ate S Bl KR et Hhen iR, i Cn et
encryption. idk i gl 3 4Qr I 2110
characteri zeld jxﬁl%twl?ﬁg{l@dsﬁgi% g&gﬁ%ﬁ%gts?gkﬁmgéu&[g?% @?ﬁ%’ ?b@n#é%aﬁéoﬁol#nev\m ch
sai d dat a rdpstmgdn{Bmgndfardest dabocatoryizendessessed, downl oaded and/ or

transmtted by/to the custonmer is a secure network facilitating use of
aut henti cati on and/or encryption. 30 12. System according to one or nore of

clainms 15- 1B, Sif@@hﬁﬁ&%[‘diﬁ?%ion@ or mbR3sf Sdinth PlUTAIL hY r(?afcttcexsgze d in,

applications conprises tests relating to security testing 1 8 JUL 2005 46

(103a), qualthatsaidbend eymelOSicted whte aonmanfiguatd e eetsuifet§le t(258)i degicaiei3c)
security informatjion collecting service (103e), .security auditin 1039),
communi bat | OR SPReL & PEEET G ORRREFE 1 T LB IbTaiest el coBPrser S
Syst em accorfgi BecH RsORFoRkatioy @20§ rélh@id B 4 targdPdats Q‘?El@ﬁf‘ ghd Z88kiho fb the T hat
said one or nore selected tests are concflgureé inafest suite file (210)

dedi cat ed texeewitm @83.229nef smdimest.e custoners (User 1 - User m), said test
suite fi?e conprising for each test information (225) relating to a target
data systemand relating to the execution (223, 224) of said test. 10 14.

Syst em accoridi 8gsted dedidind o clafanact Blairzedh é r Nz e dt a1, had hid est setd iR file
conprises one or nore |links each to a recorded preparation of a software
appl i cat i on,comprises one or more links each to a-recorded preparation of a software application,
said preparation or preparations comprising input actions and/or operations per-
formed on a graphical user interface (605).
15
15. System according to claim 14, characterized 1n, that said one or more

recorded preparations of a software application is/are dedicated to a particular target

system.

20 16. System according to one or more of claims 1 — 15, characterized in,
that said system comprises a subsystem for preparing an automatic execution of a test
software application, said test software application comprising input means for oper-
ating said test software application and/or for specifying and/or selecting parameters
relevant for the execution of said test software application and wherein said input

25  means are operated by means of computer input means such as a keyboard and/or a

computer mouse, wherein said subsystem comprises

- means for storing
- data indicative of operations performed on said test software applica-

30 tion by means of said computer input means, and



said preparation or preparations conprising input actions and/ or operations
per- formed on a graphical user interface (605). 15 15. System according to
claim 14, character i z e di n, that said one or nore recorded
preparations of a software application is/are dedicated to a particular
target system 20 16. System according 4o one or nore of clainms 1 - 185JUL 2005
characterized i n, that said systemconprises a subsystemfor preparing an

automati c execution of a test of t e, applicatio sai d test. software
appl i cation conpri si ngpﬁﬁgﬁer@%gp%e%%@gr %fﬁl‘?cﬁed{]@émafl%Q saigk ¢Qppier
application and/or fopaPgehhyiaf® and/or selecting parameters relevant for
the execution of said test software application and wherein said input 25

nmeans are operated by neans of conputer input neans such as a keyboard
and/ or a conputer rnlg‘k{se wherein.s%ai .sug)s%/stem.%o rises - nmeans for
C 618Oper

storing - dat cqnidp [$GHng A Sagusngp BrERedCA'%ai d test software

applica-530 tion by neans of said conputer input neans, and 47 18 JUL 2005
- paraneter data specified and/or sel ected by means of said conputer input
means, and -l7wSastenf agcording tatlai 14, skquertttical i 7 el ai honhdishidemparssafod intat a.

5 17. System.according to,cl.a.m char.gcterized.in, that .said nmeans, for
P i oot i nigitid Eiden FURGR Bt SRR it e sctppradutind el fRent | a
listing of d&drad b tsgid%mygﬁg&,g_stori ng nmeans. 10 18. System according to
claim16 or 17, characterized in , that said data indicative of operations

perfornmed on said test software application by neans of said conputer

i nput ns j.se a_indj;cative o reference | ocatio f a,graphi-
cal usg? 6i nt@(r? é{é’?"o?‘ C%g%hggttgsdtlgglofl Fm%rf_ce‘?’ %plbﬁgﬁt iecfﬁ_zaencg bBSEP%I V“&gf‘%
i ndi cative dhdieativ ofspRraiak pedbahddors bdi@ t43e5oedte 2pplica86a MY hednswFehid
interface and sai d conputer . Lo . .
computer input-means comprises data indicative of a reference location of a graphi-
cal user interface of said test software application and possibly data indicative of a
dimensional relationship between said graphical user interface and said computer

15  input means.
19. Virtual API editor (606) comprising

means for selecting an application,
20 said application being operated by means of a graphical user interface (605) on data

processing means (602) and at least one associated input device (603, 604)

means for displaying (601) the graphical user interface (605) of a selected applica-
tion in a display area (601)

25
means for establishing at least one virtual input device script (303),

said virtual input device script (303) defining the sequential operation of at least one
input device (603, 604).

30 20. Virtual API editor (606) according to claim 19,
means for executing the said virtual input device script (303) in such a way the said

virtual input device script (303) results in an execution of the said selected applica-



15 input neans. 19. Virtual APl editor (606) conprising neans for

sel ecting an application, 20 said application being operated by neans of a
graphi cal user interface (605) on data processing neans (602) and at |east
one associ ated i nput device (603, 604) nmeans for displaying (601) thFJULZMH
graphi cal user interface (605) of a seleaged applica- tion in a display
area (601) 25 neans for establishing at | east one virtual input device

Sequent i al o oty S8 WRiph| AP Her BREAER (BED Borled o S s Btcl Bpoptics-

Virtual APl #sh.tor (606) according to claim19, neans for executing the
said virtual input device script (303) in such a way the said virtual
i nput device script (303) results in an execution of the said sel ected

lica 1 8 U ion via f ' i cal i nterf 605
aStociated 13 MERRon G Ao Ak A BELIR PP Rt REy of oot abli shing a

virtual APl editor (702) conprising 5 reverse engineering the program code
of a selected software application, identifying a nunber of relevant input
fiel ds in tHEVeSEEngNeeTHE thePragieme cagp Pl ¢ ealedied softvgarp eppliatiting, a gr aphi cal
user interface (701) having input fields corresponding to the relevant
input fields, inserting data by neans of at |east one conputer input device

(603, 604) iidemifyhey 2 eamb@rofeclengit igait €idldani ieabde 0f the doftiRe hsiandatibh ed
relevant fields via the said graphical 15 user interface (701), conpiling
t he established program code conprising the inserted data into one in-

stances 1@f afobuegd BRbRIAPNe! GRLERR (P61 HSIRALER Fda ARl ds iR 1o the

relevant input fields,

inserting data by means of at least one computer input device (603, 604) into the re-
verse engineered program code in the identified relevant fields via the said graphical

15  user interface (701),

compiling the established program code comprising the inserted data into one in-

stances of an executable application of the selected application.



