. USER ACCESS METHOD, SYSTEM ACCESS SERVER, AND ACCESS DEVI CE FI ELD OF THE

| NVENTI ON [ 0001] The present invention relates to the field of
. communi cations technol ogies, and in 5particular, to a user access nethod,
system access server, and access devi ce. BACKGROUND OF THE | NVENTI ON
[0002] I n the network managenent, the follow ng conditions usually occur: a
networ Kk manager finds that a user using an Internet Protocol (Internet
Protocol, briefly referred to as IP) address is perform ng nalicious
operations, even attacking the network, but the network 10 rmanager cannot
| ocate the BSER AC€CCESSMEEHOD)SYSTEV, ACCESS S‘ERVE!?%NI')- Wen
nore and nore conpl aints agai nst network service interruption are received
fromusers, the network manager A¢ROESS DEVKCE find out a device on an
access path affecting network services and clear the fault. [0003]In the
prior art, when users access the network by using Internet Protocol over 15
Et hernet (Internet Protocol over Ethernet, briefly referred to as | PoE)
node based on a | ocal area network or Point-to-Point Protocol over Ethernet
(Point-to-Point Protocol over Ethernet, briefly referred to as PPPoE) node
based on a | ocal area netmorkfjtﬂﬁﬁbﬁqﬁﬂz I§RQ can be bound in a part
of access devices. In this manner, the network nanager can | ocate users on
the ports of the access devices. However, the ports of the access devices
access M1 pl eThe presentt invergionarebates tre the2fieltihe cretmonikativan agelmotogivsptnd in
| ocate a_spegif.ic user and npot determ ne infornmati on about the entire
pat h.B V\ﬁ’&ﬁgﬂ 0 gilﬁgrchﬁéén‘%igo‘gﬂ’%@fle?fcestsﬁgwﬁ%laW])P?@eﬁﬁaa%?r needs to log in
to the network devices to learn the informati on about each device and
anal yze the information. As a result, a lot of workload is wasted and the
speed i s slow. SUMVARY OF BAEKIGIVGNNIDWRTHIINVENTIdNTENt s of the present
i nvention provide a user access nethod, system access 1 server, and
access ?&ﬁbie t uickly | ocate a usg&glo ation. [0005] An enbodi ment of the
present nti %t?r 87 eEs managemente the fo 8 eondiiomg disyatly ocour: 2 peweriag
an accesgnhsGURRE thtel Wit Rlny sk rxnﬂeﬂfepf»fmx}sléo? grtnf’é}ﬂetﬁ%éacblniaﬁgﬁ}éfa%d Ang IP)
path i er, i ng

bi ndi ng the user information and the ornmation toge and sav

t he bourddSinfiomedvimong malicious wiperationd)eeyeat hitdckingr thet networlncbutdé® network

| i 3P et A S 0ofe e o BL AP LA RPS et Y Bt Vil R Whgn more

i nf or mathe mcﬂ@QUﬁlBIalﬁﬁs ER4iRsttRARORNR i RtdRHtBh ArdRYERE] iR dees thOnbdRrk
access requested by the internedi ate devices.
manager needs to quickly find out a device on an access path affecting network services and
clear the fault.
[0003] In the prior art, when users access the network by using Internet Protocol over
15 Ethemet (Internet Protocol over Ethernet, briefly referred to as IPoE) mode based on a local area
network or Point-to-Point Protocol over Ethernet (Point-to-Point Protocol over Ethemet, briefly
referred to as PPPoE) mode based on a local area network, location information can be bound in
a part of access devices. In this manner, the network manager can locate users on the ports of the
access devices. However, the ports of the access devices access multiple users at the same time,
20  the network manager cannot locate a specific user and cannot determine information about the
entire path. When user experience is affected, the network manager needs to log in to the

network devices to learn the information about each device and analyze the information. As a

result, a lot of workload is wasted and the speed is slow.

SUMMARY OF THE INVENTION
25 10004] Embodiments of the present invention provide a user access method, system, access
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10 [0006] An enbodi nent of the present invention provides an access server,
i ncl udi ng: a receiving nodule, configured to receive an access
request including user information and path information; and a binding
nodul e, configured to bind the user information and the path information;
and 15a savi ng nodul e, configured to save the bound user information and
path infornmati.on. formation includes information

) wh th th i
about n?f‘ﬂéer’tq{lgﬁc‘é‘?’?édFY‘}?ee?orfﬁld‘fﬁ(gfEoca%\ﬂplggﬁog%}%fnf he user information is added

to the ARESES Uﬁﬂéiﬁ@ddirﬂ)ﬁnt&)ftﬂ%dﬁl’e@t indenticieprotides i 0§ boEk @Bthabotludpe t han
one internmedi ate device is added to the access requested by the

i nt er medi at e deewicbang apacckBUBIYsshinelvd g userinfgmatipe apt path Hiformation ash
o ot oo inel atl o ‘ P _
Ponti gureq 1 o PEtang B¥ASGptoHRE B the path inforthaliGh S off8 g he bound

enaly edin@snidiieny ecei vi ng nodul e; a parsing nodule, configured to
determ ne that the data packet is _anuaccess re,quea%t accor%%ﬁ%o thedd ta
packet havi ng ahsepthsyrats piemmasies; ipludes Hdormation absut Moy djegnediate

conf i guggd. 4 Oangdﬁileq&%%glgfgi_‘ﬂ&wn LARRA'E Hieadtan RyuBRRoyPX ! @ASIHAN dBRaL o Of

t he access tequest. n enbodi ment o present “i nvention provides a
user ach@ssndipsaBont theyvlorlibay one intermediate devicr in alldalictoi tbe acoesnfegestesddt the add
user informatjon to an access request and send the access request; 30nore

t han onBitSrRCElHASVIN® device, configured to add information about the nore

thap O”Rm‘(ﬁ# er %ﬂj%}ﬁf-)&ﬁﬁ@fﬁi §8hd }[S}eééﬁ% iACAEGSprotlee it accfterver, includiag: access

server, configured to receive the access request including the user

i nformation and peteivingfmpdulei configirad tohaeagtier annpenesntredieshriaclidiag prasds
information together, .and save the bound information; where the path

i nf or raffeFRAtR Af B@hﬂﬁﬁnpﬂ?g¥ﬁ% ion about the nore than one internediate

devi ce. [0009] Ackigaidi Mbdute, R QIFEPE PRAtEe Gder iformatment the pehtibimatidie
recei ved access request includes the user information and path infornmation,
and theawder information and the path information are bound and saved. In

thi fS way, a neta"‘s%(zﬁlgqgon(ﬁlge? rc:ogﬁé{uéd)%astase ﬂie%Bﬁﬁc!l {lée? it8fthation and path information.

where the path information includes information about more than one intermediate
device; and the user information is added to the access request by a terminal device, the
information about more than one intermediate device is added to the access requested by the
intermediate devices.
20 [0007] An embodiment of the present invention provides an access device, including:
a receiving module, configured to receive a data packet, where a hop snooping
function is enabled on the receiving module;
a parsing module, configured to determine that the data packet is an access request
according to the data packet having a hop-by-hop extension header; and
25 an adding module, configured to add device information to the hop-by-hop extension
header of the access request.
[0008] An embodiment of the present invention provides a user access system, including:
a terminal device, configured to add user information to an access request and send
the access request;
30 more than one intermediate device, configured to add information about the more
than one intermediate device to the access request; and
an access server, configured to receive the access request including the user
information and path information, bind the user information and the path information together,

and save the bound information; where the path information includes the information about the
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- 5 according to the bound user information and path information, and
determ ne informati on about an entire path. As conpared with the prior art,
_ the workl oad of the network manager is reduced, speed is fast, and it can
be inplenented that a user |ocation can be quickly |ocated. BRI EF

DESCRI PTI ON OF THE DRAWNGS [0010]FIG 1 is a flowhart of a user access

nmet hod according to Enbodinent 1 of the 10 present invention; [O0011]FIG 2
is a scHBsthen Qeipernedptedeyst-am of a user access network according to an

enbodi ”ﬂg??ﬁf tRge tiné Eﬁ@g&l ma'ts &pﬁ%ﬁ;rgsleﬁ Rivktidh, HPNehEd a&ﬁceﬁﬁreﬂﬁ@s'i

access d according to nt 2 of the present invention;
[ 0013] Flifclddéssthe fideovicfoanttiaf and patr irfomestonnand dtle asen imfomuptivo b tei patint

3 of the present invention [0014]FLG5 is a flpwhart of transmttinhg an
acoess. TRURRO, ORI sayeq Ltiis,wa & sk S e Fulostiegr Bt boe
Embodi mepbordif tOttH@bWSI%@; inforRoh @8d phRChRidHatos, dn% r;%te'i’ﬁhfeniﬁfdrﬁlation about

structural diagramof an access server according to odi ment 20 5 of the
present anrepging pash. A$ oonpirrd ®ith the prosahdhewiotklead efcthe matwatk apwagero$ rednced,

access device cordi ng .t o_Enbodi t, 6 of . the present.invention; and
[0017] Friavet B At edmal Pt fip afstp st o8 bl bl o fom
according to Enbodi nent 7 of the present invention. 25DETAI LED DESCRI PTI ON
OF THE EMBODI MENTS [0018] The foll owi ng descri bes the technical solutions of

the present invention i BREEDESGRIPTIEN ORTHE DRAWINGSonpanyi ng draw ngs
and enbodi nents.

[0010] FIG 1 is a flowchart of a user access method according to Embodiment 1 of the
10 present invention;
[0011] FIG. 2 is a schematic structural diagram of a user access network according to an
embodiment of the present invention;
[0012] FIG 3 is a flowchart of a user access method according to Embodiment 2 of the
present invention;
15 [0013] FIG. 4 is a flowchart of a user access method according to Embodiment 3 of the
present invention;
[0014] FIG. 5 is a flowchart of transmitting an access request by a Layer 2 device in a user
access method according to Embodiment 4 of the present invention;
[0015] FIG. 6 is a schematic structural diagram of an access server according to Embodiment
20 5 of the present invention;
[0016] FIG. 7 is a schematic structural diagram of an access device according to Embodiment
6 of the present invention; and
[0017] FIG 8 is a schematic structural diagram of a user access system according to

Embodiment 7 of the present invention.

25 DETAILED DESCRIPTION OF THE EMBODIMENTS

[0018] The following describes the technical solutions of the present invention in detail with

reference to the accompanying drawings and embodiments.

[0019] FIG. 1 is a flowchart of a user access method according to Embodiment 1 of the

present invention. As shown in FIG. 1, this embodiment specifically includes the following steps:
30 [0020] Step 101: An access request including user information and path information is

received.



[0019]FIG 1 is a flowhart of a user access nethod accordi ng to Enbodi nent
1 of the present invention. As shown in FIG 1, this enbodi nent
specifically includes the foll ow ng steps: 30[0020] Step 101: An access
request including user information and path information is received.

[ 0021] The user information is added to the access request by a term nal

devi ce. terp nal device is t L nal device,request.i access .to .t he
ot wor k 08b55) thel g nforhafioh htdbh e Arrecteniie Ao RaTe iR bl
one i nt gEABSisatiBrmHaM defice T&ficktifgdcoBksit® theaRRBMirkt he more than one

internedi ate device is added to the access request by 5 the nore than one

i nt er neti022k delhecrath fermpatioa in¢gludesdniormatier shoyt atase thepjane intgrmediate device.

i ntermedi at e. devi ce.on ne ' LS 1:RasS t.hr Lhal
dovi co AherpREBrRHL e, A Bl SRR RS e a0t WSt gy
users i nfiRrmsdeithdh @itdnichaediatcilcviat OTehbenhar endiatendediagalehiee is andtdnhediareund
informatiaon is saved. 10 {30024] In this enbodi nent, .the user _inf or_rrat' on and
t he pat Revigd on geretwerkpubichds prssed drovgh by Hhedgmpingladsivice when thedgyn gfiewce
relatio I t the user information and the path information may be
est abl i gﬁ%g&f‘%%g@a{bl e. Then the table is saved. [0025]In the enbodinent,
t he rec@iozall acStes$02:efheastr infaimation ahd ¢heugatl infofosativataro hownictopethér, and the

i nformation, and the user, information and the path information are bound

t oget he POUKN Honissayeh ¢ hi s way, a network manager can |ocate a specific
usefgac ﬁﬁfzﬁL NG 1hOhishEnRRSREn USRS udeP fioiBit dBNariNghe RAND id R FR UHAN be Ashten
determ ne i nformation about an entire path. As conpared with the prior art,
t he wor kitoad sahe ttitde,nendvar tnapping gelatipsshife datvedn thpewsdr isfofraation the pethn

be inpl enented that, a r. l.acati.o n jckly l.ocated. [0026]FIG 2 is
a sch_enﬂl%’&n Wd’&qyut?eaffsy%ﬁﬁl_beldd% _ta@eu einqﬁ%%ﬁLesls ﬁ%‘f%rk according to an 20
enbodi mpgi25pf  tAGhPERB&IHnchURN LA ASess MMBstiRcIIdds the uddr trFfbiMdtidh aHeyhibe 1
is connected to an access node 3 through a residential gateway (Residential

Gat eway informastoiny arrdethe pserdnfosmagiorrRad the petheinfrmation asdwurd togetspaed savgdila an
aggregat,j.on switch ((Aggregation Sw t hr ] err A 4 an
2ot SoatibNRet 1P er PRDARREHE e it 8 o ISR RE v hEinf it
server QR patbafemBaom! d dt@stinSaifv@tationrdbeid yn eefierpatltl Ao canpared with the
BRAS) / service router_ (Service 25 Router, brjefly referred to as SR) 5; .and

the BRABFGRS: ithe cemklead &f the aﬂwpﬁ/@%g%ww@ﬁ?%ﬁ@ dodbeand dcan be
pr ot OCOIimBIrEg%ﬁ? %?a%%sé}ﬁ?éiﬁ%ngﬁl%eg@gﬁgﬁo&?&&wk shown in FIG 2, Enbodi nent

2 of the en I nventi on provi user access nethod. The RG 2,
access pe2e] 3, AGS24is astheRRASASRIual diagrdne pffedisat acasy neteo@rivacahdiageao an

assed through b term nal device when, t erm nal . devi ce. 30 accesses
P helPet WR(%%’IGH‘[ %)/f t%e presentr}nventlon. lgs shown in ﬂ% &, a terrm%al evice 1 is connecled to an

access node 3 through a residential gateway (Residential Gateway, briefly referred to as RG) 2;

the access node 3 is connected to an aggregation switch (Aggregation Switch, briefly referred to

as AGS) 4 on an aggregation network; the AGS 4 is connected to a broadband remote access

server (Broadband Remote Access Server, briefly referred to as BRAS)/service router (Service
25  Router, briefly referred to as SR) 5; and the BRAS/SR 5 is connected to an IPv6 network through

a double-stack protocol.

[0027] Based on the user access network shown in FIG. 2, Embodiment 2 of the present

invention provides a user access method. The RG 2, access node 3, AGS 4, and BRAS/SRS5 are

intermediate devices which are passed through by a terminal device when the terminal device
30  accesses the network.

[0028] FIG. 3 is a flowchart of a user access method according to Embodiment 2 of the

present invention. As shown in FIG. 3, this embodiment includes the following steps:

[0029} Step 201: A terminal device sends, to an RG an IPv6 access request including user

information.



[0028]FIG 3 is a flowhart of a user access nethod according to Enbodi nent
2 of the present invention. As shown in FIG 3, this enbodi nent incl udes
the follow ng steps: [0029] Step 201: A term nal device sends, to an RG an
| Pv6 access request including user information. [0030] The user information
I's added to the I Pv6 access request by the term nal device. The | Pv6 access
request may be a PPPoE | Pv6 packet or an_| PoE | Pv6 pac The, user

i nf or matlf lnayTb%u%earmﬁoeaatm 15 afidest Whﬁé%‘f%e&cewsriew%g thertegmingldevigey Ehe
access mwgééess 190t M %e%ﬁﬁpésﬁlmr@afck%rbr WPquJPtﬁiﬁadlééf qrh@%n%ﬂﬂfom%ﬁoés

a term nal device 'nane, "a user eV| ce dware nu
[ 0032] Afrhayrbet ctmexbmeas‘tmpr—le;qhqsextemsusdlrﬂadelaoﬂ?ﬁPHE6$eceserequuest( Dynami ¢ Host

Conf i gur tocol.,. briefly ref red to server nmay add

bt i ed0ptilior 66 Ben PRk RO SRR AL 3 SAEME (AT S, 8 vser
nmappkng I{aﬁ{e%ugraﬁbicghWME@ network identifier and the device hardware
identifier in the user information. If any unauthorized user attacks a

net wor k [8932]or giAfigr 11 adeessnesqwest ks iseatnai FRRaE sqrb@equéwna}mc tHast Goofigeratione

conane T EEHE B e ' S TGRSt S S Sub T heblof Raer b 'S s wsas

an | P adgfoemstist, ahm&aﬁmrma?ﬁlﬁg@htﬁhﬁmp%&weemﬁe Rewark ddentifier 4ddvibie devies s
request including the user ormati on and RG device information to an

a(r:] cess rk@abilvari BleotiBign inftheyser ifor@tioackinne snuiboriznd serctiesks & egwedibyslorgingy
the ber rﬁl@ %et q‘tél ggntlﬂe?%uﬁgﬁgg@éttﬂg 11&@' (g'dgl\[/bg [%8%%?%&:1 al}g tg &1%eh{:>\ﬂ§v1ce

access request an SS requ ccess request

i ncl udi n@grdwige ideatifienf mrembymhamcg fidt@oRGedeniycte somiaxrant.i e noayokddéhificr
PPPoE or. | PoE 1Pv6 g@cket user information and the RG device
i nf or matingHdes A [Bed Fsr‘i’relg"ﬁsﬁ @e%p by- hop extension header of the |IPv6

access 963!#]“ gteéozoongéhd Féhd@@hé’ @&cké&fﬁgﬁ% irﬁ[hdﬂ?@’th'e%kﬁ‘ﬁ?orﬂla%ﬁ '2h&

system ama a ice identl e quantit evi ce ports, an access
port, adt@slsvm intforabationd@hn access mekewor k an I nternet protocol address of an
acccﬁs Fi861§4]0f W8 %G' R&rregft:ibfgsr theriva access request sent by the terminal device, the RG
adds the RG device information to the IPv6 access request and sends the access request.
[0035] The IPv6 access request including the user information and the RG device
information may be the PPPoE or IPoE IPv6 packet. The user information and the RG device
information can be carried in a hop-by-hop extension header of the IPv6 access request.

20  [0036] The RG device information may include a device system name, a device identifier,
the quantity of device ports, an access port, access virtual local area network, an Internet
protocol address of an access port of the RG, or other information.

[0037] Step 203: The access node sends the IPv6 access request including the user
information, RG device information and access node device information to an AGS.

25 [0038] After the access node receives the IPv6 access request that is sent by the RG the
access node adds the access node device information to the IPv6 access request and sends the
access request.

[0039] The IPv6 access request including the user information, RG device information, and
access node device information may be the PPPoE or IPoE IPv6 packet. The user information,

30 RG device information, and access node device information may be carried in a hop-by-hop
extension header of the IPv6 access request.

[0040] The access node device information may include a device system name, a device

identifier, the quantity of device ports, an access port an access virtual local area network, an

Internet protoco! address of the access port of the access node, or other information.
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[ 0037] Step 203: The access node sends the I Pv6 access request including the
user information, RG device information and access node device information
to an AGS. 25 [0038] After the access node receives the I Pv6 access request
that is sent by the R' the access node adds the access node device
information to the | Pv6 access request and sends the access request.

0039] T L Pv6 gcc e t i udi the user, .information,. devi c
0 or red Q) ardes 205 SRS genhdts BB sror ribronagoE ds et BEtop Reoe
| Pv6 pagkate infbleatidR! ackes AR infiinkRiosl 8Yd A6SIRIRE IbhRRAionadd BICASSR.
node device information nmay be carried in a hop-by-hop extension header of

t he | Pvi0M42t essAfierdhe dGS feogixey te & vicaseess remvget sgpittibe pedess padei e Afay adds

i ncl udea i,ce sysiemnane device identifjer he gquantity of device
por t o 1t AGY dEBE TR e TP ¥ockE LI Fhds IR ERblt: Nt er net

pr ot ocoloeadyir eSpheOfPvich Bccrss edme Otludingt e BRE esformals, KRG d¥vierinformation,
i nformati on. 0041] Step 204: The AGS sends the |, Pv6_access request

i ncl udi AgpesheodgsdaviGeripBmation ind B3y device infarmating ay be s BRROK, g B> aFelfivée
e . Rk . . _ o
oo vebhdhts HE IR fnHaG, K6 QEABE hfihoiof, RS e de SO HRAlhR ald RS

AGS devidercé mf@fmtibh emaythe datredEPd hiopdydan axeauieatheadudl of thedBvé haccaaeqgust
request . i t he user, info

5 [0043] The | Pv6 . t | .udi aLion, RG
] OOl e eSS UGS, e ng. L he Usernf fnal Lo, e
| nf gf mhﬁ%@l}ﬂg{ d&fcd be?ts!: e ?o‘rﬂ?ﬁﬁa&d@!ﬁ%&ﬁ%&m alddhelP&rk érpf]ﬁérﬁatﬂr%colRG

device iI'n I on, access no devi ce | ormati on, and AGS devi ce
i nf or matddrassdyan ecassporit eflithieAGS, o piley itfomationensi on header of the 1Pv6

access r st [ 00 The Al i i nf or i i ncl udes a device system
oS AlfBSF e SR 20K Rt e BRASER, ieRtey the Tt PSS Frwe B EEe R WG, |
an acceggoMhdtiond RGOEaYicAT B rRBLNR! Kecedd rddbeitgle RhHHAsHIn afdr aTK Adevitd
access port of the AGS, or other information. [0045] Step 205: After the

BRAS/ SRinfewedtipas theh BRIAS/BR duindss ther wsgn dsformaiiin, R glevive infemation,osasessi ade RG

devigce inf.ormation, ac ode .device information a GS devi ce..

of 4F naPORE M Epn &FERTS MRS e PRRbid By e SR B RSP vt on
access p6udg] 15 Ty iRe® defcer irnfoANdcdde nday | deidenirdbiaitiodNadd PatH edevind
saves the bound information. [0046] The RG device information, access node

devi ce inpnatien; topetheicPonetiuigapic mformasionaln bis sterydimeser égpgrationtanddhe path
I nf or m&ﬂff?]{}?adoﬂ. h{a She Gitfttent ﬂg US Shmb "B TRt in%p%@gdrei Sn8ab DA R L,2G
may be witten in a sanme table, a mappihg re onship tween t he user
i nf or matnformaiod aht ehasdiininfoeition mayrberswblished $i diel talslbeaidithernt the tdbdois 8avednd

then the table |s saved. 20 ,[0047] A function of recording the user |
i nf 8¢ mal9Wd] and® denstion of recerding e W Bfornatien ang ghepath glipREIOn G USSE I8 as

0 E TR, B B U AN Ay
obt ai nedelatcmshigi Pgtatled {riermmdioh abodtenmatermediat® ldevige aat b¢ gbteimed serosding inthet ed
D 2 oD ok e A7 S5 SR o PR S
user information can be obtained through device searching according to the mapping relationship
25  between the user information and the path information, and the load of the intermediate device
can be analyzed according to the user information.
[0048] In the case of finding a certain user is performing a malicious operation, a network
manager can directly find out the user according to a network identifier or hardware identifier in
a data packet, and obtain path information by querying the record according to the user
30  information. In this manner, an access device used by the user can be quickly acquired, and a
control on limiting the user's access is remotely and dynamically added on the access device.
Such quick and effective positioning greatly reduces the workload of the network manager.
[0049] According to the user access method provided in this embodiment, the terminal

device adds the user information to the access request, and each intermediate device on an access
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25 between the user information and the path information, and the | oad of

the internedi ate device can be anal yzed according to the user information.

- 1004811 n the case of finding a certain user is performng a malicious
operation, a network nmanager can directly find out the user according to a

network identifier or hardware identifier in a data packet, and obtain path

informati on uerying the.record according to the user. 30 jnformation. In
this maff ,ag%sn?‘_acﬁég@ga%w@éma%@a 19, he MECESeFedRgty %{M@ﬁb L@&aitﬁiedaseand
a cont r ¢hroRRatidn™dd th phﬂﬁqﬁi&ﬁ_ﬁﬁén FEFESs e BRNRISLARS, dY R We ,:thé/ néddad

on-the access device. Such quick and effective positioning greatly reduces
t he wor lnhamagerafan tdvatamspeoific usenmgerding ©0HObowdarsdi infprinatiom endipah infoueaton,

met hod provided. in. this .embodinment,. the term nal devi ce adds the user

"ot or g HOEG R inatiEn ABG dbentsg it iy e Eth B e Bt Ripad of
access tﬁ@ﬁéiw@ﬂ@ﬁahég%r IRReEdd Ystel R RisRhE canChel ikpHIARERED tha sl uSStlocaios is
BRAS/ SR bi nds the user information and the path information and saves the

bound i muiskisatocaird. Aecording toutlyis embedinesnivorarh inferapdiate devirpeathe accegsamitli pE
; : A o . . "
ot er m 101 Rab bet (A AR ol LIRS A ARHGE AT BF MPRIGle 0BiEs o

art, themplaidnoeduafy onirbeoftat welacem@nager i s reduced, speed is fast, and
it can be inplemented that a user location is quickly ]laqcated. According to

this entl®Mbent Aceosdingitothis ambpdiment hs wser sriormpdiog dg added do the aseess Fraugste po

canjge Qi Gl )ﬁué:ﬁﬁf%?qc@e%&é?ir NeR9of @ &Wﬁte‘rﬁ%&i&féﬁ‘&&% o %ﬁg@ él%h%é’%@ée@é €
device to inpl'enent security contr ol of the user access. f 81 ACcor I'ng to
t hi s entmetvorkrind ihfoematsar sudhf o availbble Haadwiltile df taopdrhearabe asalyzedaresehtained 10

that the &tﬁﬁtity of accessgd user,s of each internedi ate deyice can be .
obt ai ned HBHIUPRObE BENH: HoRFCoHTH YA 0MrellS JRANITE HIYRETS RPIISH MANBRFTRAR dt h
of a porhsfalnRE GNRkbA&E 0P ek @H&%-@&Pdé}ﬂ&ﬁﬁﬁh Rhalify §Gerfica '{'Qhélit?r OF Service,
accessed users. In this manner, dynam c policy nandagenent is I nplenmented on
t he basibsiefly refemed toras-Qab)amahagepbmyand Servieal ¢ ve) AgfeeBent (Seevi¢lavd] tAgredment,

Service, bpief fery.ed to as QoS) managenent and Servi ce-Level Agreenent
(Se:j |cgmfé¥é?fle%§4§’e%§{fg 15 briefly referred to as SLA). [0051] Accordi ng
to this [gees19di MBBEordinBeo URRT ethPddMidRE, 1tB usdtintditalad And the HEmt inBindkien are
bound, so that the network nanager can easily obtain accessS topol og% of the

user, amgubes thutthaaelaori mapegarvar eysibiovlrtaigacesss sepalogyorinthe v, esgot
net vor k dey %%té’li{ g'gg :chgﬁ y&g%pg@@?o%nﬁﬁ&‘{%ddﬁt THIRASTRYicPbP 1S58 'ﬁiﬁﬁi@&e&' R&Svofiet

need to perrorm I on ahd I scovery el ererore, user
servi ce nidna@érhént moeslednd decsi mitaieti e perioag aopolbgy dotcbiorpafid disteckro kithbe

internedi ate device of a path. [0052]FIG 4 is a flowhart of a user_access
met BBd ddetsieren §se sepvisd @rintht and servicgeintrngys inanagewent ean bavedpangd ph the g

4, di ff?ﬁt@ﬂﬁ@diﬁ@ﬁ%‘ﬁ@@ofi‘f)&h?mom ment and Enbodinent 2 lies in that:
[0052] FIG 4 is a flowchart of a user access method according to Embodiment 3 of the
present invention. As shown in FIG. 4, difference between this embodiment and Embodiment 2
lies in that:

25  [0053] Step 205" After the BRAS/SR receives the IPv6 access request including the user
information, RG device information, access node device information, and AGS device
information, the BRAS/SR allocates address information, binds the user information, RG device
information, access node device information, and AGS device information to the address
information, and saves the bound information.

30  [0054] The RG device information, access node device information, and AGS device
mformation together constitute the path information. In this step, the user information, path
information, and address information may be written into a same table, a mapping relationship
between the user information, path information, and address information may be established in

the table, and then the table is saved. The address information indicates an address allocated by
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25[ 0053] Step 205': After the BRAS/ SR receives the | Pv6 access request

i ncluding the user information, RG device information, access node device

i nformati on, and AGS device information, the BRAS/ SR al | ocat es address
infornmation, binds the user information, RG device infornation, access node
device information, and AGS device information to the address information,

and saves d inf ti,on. 30 [0054] The ice dnfornmation,, access
node deglec%ﬁ'lgﬁgg#ﬁ’a? P, J*Eﬁah}&&eﬁ% o ﬁp%iftg? E’E?}Sgﬁ tcglégmaélrm%ngl ?CPWtaen%t he
pat h i ntQbrith @ddressinkdthiatisn 8fordiRg td/tR pathiheriBtion ind B tuler iRfopmaRdn;Ghenand

address information may be witten into a same table, a mapping
rel at i ofhstiser gnes pEbRe, ttheBRASKRS semdeleteitemecesdt h i nf or mati on, and address

i nf or mat may. b bl i.shed . n. t.ahl.e | :
The. adaluB8! {isPfefid B Eheolin R GERIOS ASINAR Hd RS FE AL,
users Wien ihfoematmy, pgheiaf@matiog ant hdJRRAGIGEMatian. Ta policyaprbfilcahby datelcand
record the address i nformation according.to the path_ information and the

user i nfeSmErER schdubng/ sreuiydevehgwd speqifis RrOcCSHE TRPYRS/ RS can del ete the
record. 5] i LS/ I t / Y& fnd a
policy E)éog’? FI e%ﬁ(?ﬁ%lg@%gzsgwi%\ %@n@? 0 ?&ggtsﬁer}aﬁgogﬁi %%,aggrn%a]g%g?gglgg

i nf or matlevdee traiseifsohe aycess odquiest dingi aoden decesapfgossspin somée yeenarios, a Layer 2
schedul i ng/ security | evel nd specjfic praocessing nodes. [ 0056] Enbodi nents
> and STRREIGLE 4ol DY ASORRRraRIG! i ERBIR! (Ry5res TPHESH HEEDE TR ices
trapgm gﬁ)cﬁzg}@ FOF GREPpIcC Y 85 e HeEhdMDs AHSELyeROC ARG RUREL ASvicd BuGPH® a digital
scenari 0s, a Layer 2 internedi ate device ray also be required to transmt

t he accegwscribguestacdess nmgtipleseru@bgital dabsaibeo Lpreosessss Mudtipleseantriadly tefersdne

scenari Qs yer 2.internmed a evice such as, a 4digi-tal, . sub i ber
e aciuasDREAVbsic b Fraatfleh G TEmetipdul Ny ARSI S
bri ef |y op@da®mesebrk QuntS((leAMNetvadtk Ok, Citeflyl R€ertedr @1 DAONIPfrarkalit HeNgocess
Termnal, briefly referred to as OLT), or an optical network unit (Optical
Net wor kréduest, briefly referred to as ONU) transnit the access request. 15
[ 0054] | enbodj ment.  of i 1.0 i . .
e & tedt 8L ael 4L Efbo et 5t ThE BRGue, GRS RpnefiNE Tafler Piffecicaipts dovice
SNoopi N@effbioR BHREORI REsphreAC trivtimisdiyn, kehan afdoptheofHGP RRopIG fuacs niaythee
Layer 2 internedi ate device, so that .an interface which is of the Lag_ergz
i nt er me@nailed o vorae IeidRcsh ohheckaven e insEmedials steviges ionbat Fhinterircs aviicthis o

can add,i : . i Bl I G : at
The net SSLAIES G RRRM eV A VSR U iRp B8, KRl BE pG B RRulIEALRRdad
Layer 2infotrestivadibaintehe enéraedmdd oicevth itlhadcbs rbgpestsat dlopnatgofkuaydri Specrfwpilipe
enabl ed recej ves data packef,.and jt is determned, according to a .
hop2By - K&sn E’F%faﬁﬂ “ﬂ‘é%tﬁ’éro it%e Hgr g &‘ﬂ@t ‘ievf%é‘f’dt%ewﬁﬁg éhegg%(g}oopglgt he

access FFGAWES nayaGnbPbereR Ve @ROMckEthEnd RELANBMHIRLE 1SRYHIAE td & h@ﬁl;&?ql 0 a
hop- by- hop exter¥5| on header of the ‘access request,. Further, a detailed

i npl emewk@bsion hamienér thehdata phcket, dhasrthe datatpacket ds gheeaagessi request, the mifornation

25 . - to ELG 5. TO058]FIG 5 i. f t of
Cranam APPRghe T teRial JSircs rouh &  BPY 2op s @piidn it AR Rh reovsete
access mihad 2 akeRdiingldnenbrdadhamiRt tht Ghe LhgerY aaeMicdidly @B¥it®frandditd Hies
enbodi nent, nore than one internedi ate device includes the Layer 2

i nt &f medreesereduest ean refw tga WP in FIG 5, the following steps are

e . 4 20 _ T | ‘ '
ekt TS ot O AOROREPLP ety ISP R, BT 8 M eaiee
whi ch a dbeipe $Maopengedebnaietivd ayrdde enahibedindnd gest theqaededi hgyehor. Ha thRRv6

dat a packet header of the network | ayer, whether the |IPv6 data packet has a
hop- by- EBYodivieshsneis thenaee intpamedipde dexiee H&l@ebmweﬁa?smf%e%g %‘;ﬂ%&s

ext ensi Qf), DEACRG, 5 ShERIRWng Sep et QpalBtbanifiioMise. step 303 is performed.
30 [0059] Step 301: When receiving an IPv6 data packet, an interface which is of the Layer 2

intermediate device and on which a hop snooping function may be enabled judges, according to
the IPv6 data packet header of the network layer, whether the IPv6 data packet has a hop-by-hop
extension header; if the IPv6 data packet has the hop-by-hop extension header, step 302 is

performed; otherwise, step 303 is performed.



[ 0060] Specifically, the judgnment can be perforned according to a value of a
next header in the | Pv6 data packet header of the network layer. If the

_value is 0, it is judged that the I Pv6 data packet has the hop-by-hop

extension header; if the value is not 0, it is judged that the |IPv6 data
packet has no hop-by-hop extension header. 5[0061]1n this step, it can be

| earned that the | Py6_data.packet received by the Layer 2 internediate .
devi co. IOV | PSpecicalicthe t ca beperiermed 4cergug P Rayalye 3 P76 hgsdes in

packet o1 Re1BPPicRYe RAR I AERLABIRALETE wE QARRHS)PisTAded MEHETEIAR

device information about the Layer 2 intermediate device is
t he hop-paykdidps thethopshyehothedesioroficatlee iff the &aligtia nptad kets, judged thitehe vpd393

is 10 performed. J0063]Step 303:..Layer 2 transparent transm ssion is
per f or rré’&ck%gg?ﬂ%{‘?lbg%' 8B f teﬁﬁﬁlkg?a.ad "0064] I n this enbodi nent, the interface

whi cl i 500611t henl- 8@ ktep, ithéaar BB Wart Shay keeIBBddan pabiict eédieedBP tRN0QRrND
function is not enabled perforns the Layer 2 transparent transm ssion for
t he recdntgrdedige devige i alPwetacelss sequest, afig[ibBa8{ged thatehe I Wy daga packet basi the
of | ocati or i_ﬁlcl; or mat io%ghei&' t he access devi ce depends on DHCPv6. However,

t he DI-lCIbi?g s é%nﬁh 59BN | ayer protocol, a Layer 2 internedi ate device
does not[oged)se Bfep JRPphtediddtite dayies irfbnaivnyaboaetdk Layet Rriarihydiperdedionis
transparent transmission. In this enbodi rent, when the Layer 2 internediate
devi ce péfed torghe hoptbyyhap sxiepsions hwadart of fthen &Bes drtgnpackefe andpthen sism A3 is
fungpi O'be%{lﬂ&f enabl ed on sone interfaces of the Layer 2 20 internediate
devi ce, at the Layer 2 internediate device with the hop snooping
functi orf06Gd] adBtepl363i bfyer Putangraral trabhsrhisgon it per foerd edi for thkelPive elatagpathet.

hop- by- h xtepsion header of the pnetwork |ayer. The _perforjance .of the
Layer 2 [D064lr mef hieerpRATEgt; the jptcres %H’lﬁtlﬁ 0_%‘@@ }@P%ﬁweﬁﬁfg%e ﬁa‘flﬁwn AN
further dgct b &gpésﬂgﬁgﬁxgqﬁn&%% noR R BeRbhfsAtht QRySCOREnipareM #8hsmission

[0066] FIG 6 Is tic structural diagramof an”access server
accor di rfgr the r&aebedilfendat padkebdiredtly. pr esent i nvention. The enbodi ment may

b SR i bed in .t d. enbadi ment s. h in FIG th
orbds NGOy pectt RELPRST M PR ol SRRLE TRRGEE e e st herdhradips
12, and PHERVE. WoWwBdH tRe DBICHWRAS &h BBlida868 1:4ich grotsebi] @Lfg?ﬂer DSneAnédigdidedict 0

recei ve an access request including user inforiation and path information.
30 [ 0o68loehaotscas thy anplitatien laver anc orlyingedsele divectly perferetragspprenhirensmatsion

ond L1 BSLD SANBBAEN, Sl BOTSLInE MRS bSO L P,
i ncl udegranemoxizal e hap ehdopiiy uridian cnebd Bhghlee dh aoted@idréRes of the Layer 2
20 - intermediate device, so that the Layer 2 intermediate device with the hop snooping function can
add the information about the intermediate device to the hop-by-hop extension header of the
network layer. The performance of the Layer 2 intermediate device is at most up to the network
layer rather than further to the application layer, and an application scope is wider.
[0066] FIG. 6 is a schematic structural diagram of an access server according to Embodiment
25 5 of the present invention. The embodiment may be the BRAS/SR described in the method
embodiments. As shown in FIG. 6, the embodiment specifically includes: a receiving module 11,
a binding module 12, and a saving module 13.
[0067] The receiving module 11 is configured to receive an access request including user
information and path information.
30 [0068) The binding module 12 is configured to bind the user information and the path
information.
[0069] The saving module 13 is configured to save the bound user information and path
information.

[0070] The path information includes information about more than one intermediate device;
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and the user information is added to the access request by a term nal
device, the information about the nore than one internedi ate device is
added to the access device by an internedi ate device. [0071] Further, the
enbodi mrent may further include an allocating nodule 14, configured to
5al | ocate address information. [0072] The binding nodule 12 is specifically
configured to bind the. user j.nforpmation at h, infornat i .and, addy ess.

i or RO b Tt e 5 TR Ris RNy b eionf B o Ep & icn
bound ugkgutithd Blof@tHaAbneAatdmbdiherdBRice A8 ad @lidtoauthd 1288 idafies BtdnOftermediate
[0073] Based on the user access network shown in FIG 2, the receiving
modul e d4vigecei ves 10 an | Pv6 access request including the user

i nf or mat j i . j Lce ] gt | AGS
dovt co JOP} et B4 e LDRIITRN A, AGRESRINACH AR WBUAETE, LAt
devise amd@idmidiesinfamei®a. node devi ce i nformation, and AGS device
information: and the_ saving nodul e 13 s?ves t he bound user information, RG

devi ce 10%78} mat Thsrbindipg saeduly, i ieneeidically confrguredip biag dhenpssr dpformation, path
i nf or nat,j The Cerl i : : : i i i.on,
ond AGoT Ot ai s SRR BT He ying InSRAETD 18 ST RANY SOt el LR
bi ndi ngthredebuhé v ifarmatidnt path ikeformmation), midaddatss dafoanationhe pat h i nf or mati on

into a tabl e, ,and establish a ing r tLonshi p. bet we t.he user
0 o e (A1 and b Op A HEh PETTLR I TP & 1 e PG dy receres
saves the 1Pablaeest Q%ﬁb‘ﬁféﬁfdﬂlg’?wt el heroRARRH, TEtdevidSinfRmBIi¥E hREGERe

request includes the user 20 information and path information, "and the user
i nf or matledee amidrmiteonpaand AES derice onfaametipgutie bindingavedulel h2 thinds Weey user

net wor k. ranager l.ocate a specific user . according. to.the bqu ser.

ot or i TBAERE: J6¢ hOPfForRRETBICT aheor Bl GO GRS BhonC Aredifei o
pat h.  AgfeRiRRhEsShdNhE Baife mpaleN 3akles the Bowd icePRordfatibh eR G ek knfommabal

is reduced, speed is fast, and it can be inplenented that a user | ocation

can be gefeakingdg dedcednfopsptony s AGS 7dgviceqindermmtigni dhe th@ deyicg| infiramghiam of
an ce evi r.di .0 E i t o} . i At 1o

oot mr iy 6 R BlPRe S R ARy e Gt BB L S5F M S e, S
enbodi MaiThEnatids. ThobAding niddvle’]2 ¢dreweiehbel s ifospaivnfand ahd yath ifbteieidn ifto
receiving nodul e 31, a parsing nodule 32,. and an addi ng, nodul e 33.

[ 0076] TReamedahlg a1y eatblisk azmapping sHlationshipdratyesnethsi e wigraatiop #at dhe Pafler e
a hop st i i I, Si I iving nodul e. [0077] The
par si ng%%#%nggtqegaﬁgn |gé&?1él @?@uﬁé’}(%&#ﬂ@egﬁﬁ% the data packet is the
access [@fdpst Amcocdidg ng the tembodmtent,pdok etcehadi acress requebty ifndpdes x then sis@n

header. . [0078] The .addi ng nodul e 33, is canfigured to_add _ i nformati on about
an 5% et %&0@ a3d \Raflinfymaian, -tbwﬁ%n%&f%@m il Ve Aat MEITRREN At b

request ang [RQL Hh ks W8T a nithereRRHMBR 10BRY afsHELNE lisdrRELHERg Fo fRMBMBRE LEG
nmodul e 34, configured'to

information and path information, and determine information about an entire path. As compared
with the prior art, the workload of the network manager is reduced, speed is fast, and it can be
implemented that a user location can be quickly located.

25 [0075]  FIG 7 is a schematic structural diagram of an access device according to Embodiment
6 of the present invention. The embodiment may be the Layer 2 intermediate device described in
the method embodiments. As shown in FIG. 7, the embodiment specifically includes: a receiving
module 31, a parsing module 32, and an adding module 33.

[0076] The receiving module 31 is configured to receive a data packet, where a hop snooping

30 function is enabled on the receiving module.

[0077] The parsing module 32 is configured to determine that the data packet is the access
request according to the data packet having a hop-by-hop extension header.
[0078] The adding module 33 is configured to add information about an intermediate device

to the hop-by-hop extension header of the access request.
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perform Layer 2 transparent transm ssion for the access request. [0080]In
this enbodi nent, the hop snooping function is enabled on the interface
corresponding to the receiving nodule 31. After receiving an | Pv6 data
packet, the receiving 5 nodule 31 transmts the | Pv6 data packet to the
par si ng nodul e 32. The parsing nodul e 32 judges whether the I Pv6 data
packet has a hop-hby-hop extension header according tg the | Pv6 data packet

header ¢90%%e nbwilisr.khe gpbpdimant may fursher inglpde 55@%‘@((1@5@?4%6 ¥bropliswsg to
ext enS| fgﬁa t e that the I Pv6 data
packet ﬂ%&?& acc %%arggﬁgggggndﬁ%rgﬁ%ﬁ%%?ﬂt e | Pv6 access request to
t he addl[mmd ulne tﬁa embodilent, Ptheé dap asipapiogt ﬁMOnmsl@ndttdgﬂ bgl} Hbe interface
ext ensi on headg par3|ngng§qFl ﬁ% transnmts t %¥ acket.to
the for RaF&iPRY s df B BeFeRvig iy G- BOAHIng AR liS R derciving

i nf o5 ”atrﬁd?ﬁlé‘?f’ Yhandmlt@ Y 15361 @48 'paBiel ab end pYistR ﬁm@dﬁlgeﬂh qme%gaﬂ@ nfoduRNSH ON

header of the |IPv6 access request and transmts Pv6 access Tequest
after t hredgsl dvheg'lep thoc i dagp. packehbas @ hapibitihog m:mmioe IgaderTavgofdingnir e dgvo

oot dgts BekR b o B Senforkr AT DRLEE Toyd, 802 TR 3 MR namby-hi BxBEsos®

trans pamgmertﬂherlpﬁfaxﬁgstr@aulﬁaqa ddiemlifdSihdatha PR6/data sRRE: B)thé MRy adcRis@quest
nodul e 32 [008 Wien the access device provided in the enbodi nent ?erforns

the Lay@nd frapsmits fur Bne aceesn sequsst torthe pAdingapodibo dpi Mdhe IR dasi paekpt bes no
d T
Fundl; o SRy M LREi R RER e 118, PESREGnGRNE 33, AR b pI8Ral BIBRYy the

hop- by- Hejwdihg t8odule Bealae adlling medwlordd idigeinterrbdiateeddvivenifirenatibn tabeut a
access device Is at_nost up to the network | ayer rather than further to the

appl i catliayer 2 a}t@imedz% dawca@pﬁf:@aprhynh%%@l%@ Dader of thedByq peqesBreauess an
schemat i f e, t

Embod: miap it e ds A0 R arfy MR R S sie S R R I nb e 34, The
speci f i dadwaydizd§ nodoledieman pbeomn hayerdbbmrrsparéﬂj; transméssidnafor BredPvé ae;:remawqaese
device 42 an an .access rve 0083] The deV| 41.1.8
conflB gu el Wahs AI0E BIOORIer o it M a9 PRFONBABR LOYE QUECRRrY BBHitRE ficbess
request IP{r@Qﬁébﬂlét 5 By tiRAathrGRenioaliRrypedi ate device 42 is configured to
add information about ah Internediate device to the access request.

30[ 0085][0fd]ac cﬁ@sngm acgessARvios pwndfrdgmrtb@lembochwei rasfomms seecleayer 2 drgnspswent
i ncl udi rg%guser or,mati on .an 0 i nf orgjatl on

bnd. t ne REPRSFigPoRAEP shoohine ruBeR il ST R i tfacks e’ P85 MBS
i nfor nﬁtHaOiilg'tH@ lhip Bodpih® iRtibA ﬁr}@bﬁﬁﬂ thiehaforaton BBdut ARE inteinasdiee dadiee to a

devi ce. [0036] The access server may be the access server shown in FIG 6
and 20he heprhy-hapaxtensien header of a network layer The performance of the access device is at most
up to the network layer rather than further to the application layer, and an application scope is
wider.
[0082] FIG. 8 is a schematic structural diagram of a user access system according to
Embodiment 7 of the present invention. As shown in FIG. 8, the embodiment specifically

25 includes a terminal device 41, more than one intermediate device 42, and an access server 43.
[0083] The terminal device 41 is configured to add user information to an access request and
send the access request.

[0084] The more than one intermediate device 42 is configured to add information about an
intermediate device to the access request.

30  [0085] The access server 43 is configured to receive an access request including user
information and path information, bind the user information and the path information, and save
the bound information; where the path information includes information about the more than one
intermediate device.

[0086] The access server 43 may be the access server shown in FIG. 6 and the more than one
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i nternedi ate device 42 may be the access device shown in FIG 7.

[ 0087] According to the enbodi nent of the present invention, the received
access request includes the user information and path information, and the
user information and the path informati on are bound and saved. In this way,
a network nanager can | ocate a speC|f|c user 5 according to the bound user

|nfornat|on nforgnﬁ$ and .de ernln ornati on about an entire
path. AS %FB}‘FB drless fevieqshoRa i, (B d*of the network manager
is reduppdy Sp%&oi'(ﬁné @(ﬂhe é}ﬂﬁbdlﬁneﬁtaéf € raRheRehas, ttﬁ@%ec@wh’é %.Ecés??@}deﬁn
can be quickly located. [0088] Persons of ordinary skill in the art

under st astideh dhe abér mrforalapantandf path dpormeider, oﬁnudgthtedlsphenﬂqvenﬁm end) dlaf mhht s
may be | enent ed. b Q structing.relevant hard

bt oar antTa AR 6ot R SEYAD A DR A v S P aech BH IR0 g BE user
Pr o anhdcdrdine dihe bouhd 8set tigfdsmaion 41l pu hﬁ&nﬁﬁbﬁdaﬂmd&@nﬁﬁelmmﬁbﬁdbo&he
storage nedi umincludes various nedi unms, such as a read-only nenory

a rando®® siePsthmAsseyparRANyith thepaign exti te dyarkload O‘éth@cswﬁwk THnaReT I8 & u@ﬂql,y
, it should
e ot et Eh o erh e th S AbRERPIARk B ERCRon PPl Mgty | 1, SO

t echni cCRI088p| utRepsaas of ofdivaresitilhdin thendrismay whdeestpridethaindl] o/ et ofstepsuccadimgnot
intended to limt the_ technical solutions of the present |invention.

AI t hougl® theanethed ambedimentss may be gmg tqdnRde A tProat 1BstEres ag irglevent Jagsvyass. |
r e*rﬁé gmsﬁ%eegi@ﬂzﬁ'lﬁra/c&gp@gf REALSle s%}e Lglg e@bﬂeﬁhﬁeléﬁpe@% is

sho und at varl ous cations can tot ni cal
" sol ut i owsecmfedi thz: !Etﬂ[imodf frenmsthod ceniwdvrablﬁmtaw emwtﬂnﬁ'rlmsstmrage beedimend en¢lodesone

t echni cal . f eat ur.es, g such 20 dificati U|valent repl a ngﬁts
cannot AU TRESIRES HHeR e ¢ PN RO, gt FREm ScsermeBiy 628
from t hgasiitid diskedtth éo%ﬂ)aép&a@re@a oh?f’mteﬁ@mmk(ﬁﬁj u&map&nc&or& peogeaRedidrent s

of the pr ésent I nvention. user access net hod conmpri si ng.

recei vi H98ah adieslly, ﬂ@hguidtbeamﬁqdrﬁhsﬁ hg abeeg embﬂdamtslamordmdlsghtmdescnbe the
i f bi f d
i OF ol BRe BB ofhs SO RGerbr B 48 B RLABhalh Bh: Weqila it e

path i nfeemﬂeélls@mt@ﬁérﬁf thegvedenif DN ERidn0 A1AEGH theRhfotfhddhtOBEthe ﬁb&@éﬂﬁm@fmn
device; and the user information is added to the access request

t er ni naireqdssraked npdetaih pothisfarensedpdhe exerplany empodimentse those ékﬂr]édlllﬁttbe art
d d
e CeontiouRf 388rkand ¥ HG0S AEAMGRLRE Y P Bodd kS HEHANEAIEER ol

addr essembbdifm@atsi @mequivalerit hepllacmhnm cih®eusasde tmfsmneraédhmcahlﬁahunag hand such
information together and saving the bound |nforg§t|on conpri sing binding
t he2ls ePOHICaHAR PBrEqUBAHERT | rﬁpla?%% fannpt Wake dBe §SRINGE nek itk cPBEgwORding

and savjdh €q r to
ol ai m 1 POREICS AR SR ot B e and e R6he R ASEAR SoRERRE Ui g
in a hopnbmhhmpmeiﬂ&nsﬂﬂmth@adam,of t he access request. 4. The user access

nmet hod according to claim1l or 2, wherein
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the nore than one internedi ate device conprises a Layer 2 internedi ate

devi ce; and addi ng, by the Layer 2 internedi ate device, device
information to the access request 20 conpri ses: addi ng the device
information to a hop-by-hop extension header of the access request, when an
interface which is of the Layer 2 internedi ate device and on which a hop
snoopi ng function is enabled receives a data packet and it is determ ned,
according to the data packet having the hop-by-hop extension header, that

t he data packet is the access requestcaéagﬁiThe user access net hod

according to claim1, wherein t he nformati on conprises a term na
devi ce nane, a user nane, a device hardware nunber, or a network identifier
corr espondi NAA higer hbRseRihee, dbaipiaige nunber; and t he device information

conpri ses a device systemnane, a device identifier, the quantity of device
ports, an areeeiyMERBraccess FequeHeempyisIEyser infemation and pash dermation; ad | nt er net

pr ot ocol adﬁ%ﬁﬁg %Qoﬁsfef‘gﬁir%grﬁ&fo% B4 Yhe gyaﬂﬂhf&%a‘?:ﬁ)ﬁ t%géﬂé&r and YL $hd Goufld

receiving con O receive an access reguest conprising user

i nf osmatihformatigtd path information; a binding nodule, configured to bind the
user infornagion and the path information together; and a savi ng nodul g,
confi gured WaegHy e path yginseatian comprisssyomption £hout ﬁlqrﬁftf%ﬁfl? dpfernecdiate

her el ot : ! . , _
erein cﬁtebﬁ‘;ep 8 the u@éﬁ;ﬁ}ﬂt)%{hti%ﬁ”f@récﬁ]?& %%Qri&éés%gg%gﬁzog%ﬁm‘iﬁaﬂeﬁ% the

i nternedi at e’ devi ce; a e user Information Is a t he access
request ihformatier ahoud thedeoiedban odreinteniediatet deyiceab addedt th eheracesst tequestedeby the
internedi ate gevice is added to the access requested by the internediate
devi ces. 1ntermediate dgvicggo access server according to claim6, further

compi si ng: 2.a'ﬁ‘h@hké}cﬁcieé%9m8@1€&!a%coraﬁlgcﬂnnéliaﬂﬂfl?%tﬁbr?édnﬁﬁﬁh%: ANIERADS address
i nformation; wherein the binding nodule is specifically configured to
bi nd t henfesmatiomf or mati on, path information, and address information

together; apd ,. .. the saving. module is specidically confiqured to save the
bound user it bpiak: B Rk Ao abd s Thyafiprrcboihn AatrbR BEdHd;
access dgfirmiior @cﬁﬁﬁﬂis‘iﬁ% Ginding the dse€ Rifyrnid@iocAPSHIh enfoefitfongind @ddieds nfsi@iavien a
dat a packet, wherein a hop snooping function is enabled on the receiving

nodul e; togethey, gk saving thobrund infosmaifured to deternine that the data packet

ie)s( i gﬁs ?gﬁeﬁ%.a'fgge?#‘s%g %%g%gscl%%ﬁixloﬁ %cé&d%n@eto dahid P L BV oA RORYinH e path
information are carried in a hop-by-hop extension header of the access request.
4, The user access method according to claim 1 or 2, wherein
the more than one intermediate device comprises a Layer 2 intermediate device; and
adding, by the Layer 2 intermediate device, device information to the access request
20  comprises:
adding the device information to a hop-by-hop extension header of the access request, when
an interface which is of the Layer 2 intermediate device and on which a hop snooping function is
enabled receives a data packet and it is determined, according to the data packet having the
hop-by-hop extension header, that the data packet is the access request.
25 5. The user access method according to claim 1, wherein
the user information comprises a terminal device name, a user name, a device hardware
number, or a network identifier corresponding to the device hardware number; and
the device information comprises a device system name, a device identifier, the quantity of
device ports, an access port, an access virtual local area network, or an Internet protocol address
30  ofan access port.
6. An access server, comprising:

a receiving module, configured to receive an access request comprising user information
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20an addi ng nodul e, configured to add device information to the hop-by-hop
ext ensi on header of the access request. 9. The access device according to
claim8, further conprising: a forwardi ng nodul e, configured to perform
Layer 2 transparent transm ssion for the access request. 2510. A user
access system conprising: a termnal device, configured to add user
infornatiﬁgﬂboigﬂagccess request and send the access request; nore than
one int & e e e, configured to add i nfornmation about the nore than

one i nt er medijadifg ARVURS corfiduh&l B BaRbthe USSUADIMaRdttardOhe pAh GADIM IO ether;
configured to receive the access request conprising the user information
and pat Bud nf ormation, bind the user information and the path infornmation

Logether S ARG AT B HAFS BBk B AR LB
5 wherein the path information comprises information about more than one intermediate
device; and the user information is added to the access request by a terminal device, the
information about the more than one intermediate device is added to the access requested by the
intermediate devices.
7. The access server according to claim 6, further comprising: an allocating module,
10 configured to allocate address information; wherein
the binding module is specifically configured to bind the user information, path information,
and address information together; and
the saving module is specifically configured to save the bound user information, path
information, and address information.
15 8. An access device, comprising:
a receiving module, configured to receive a data packet, wherein a hop snooping function is
enabled on the receiving module;
a parsing module, configured to determine that the data packet is an access request
according to the data packet having a hop-by-hop extension header; and
20 an adding module, configured to add device information to the hop-by-hop extension header
of the access request.
9. The access device according to claim 8, further comprising:
a forwarding module, configured to perform Layer 2 transparent transmission for the access
request.
25 10. A user access system, comprising:
a terminal device, configured to add user information to an access request and send the
access request;
more than one intermediate device, configured to add information about the more than one
intermediate device to the access request; and
30 an access server, configured to receive the access request comprising the user information
and path information, bind the user information and the path information together, and save the
bound information, wherein the path information comprises the information about the more than

one intermediate device.
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