AND SYSTEM I N A COMPUTER -NETWORK FOR THE RELI ABLE AND i?ﬁﬁﬁT/
ORDERI NG OF CLI ENT REQUESTS BACKGROUND OF THE | NVENTI ON 1. T

Field: The present invention relates to inproved nethods and systens for
reljable information-retrieval and updating. .In particular, the present
i-nvention relates to inproved net hods apd systens for reliable _
information-retrieval and data (or infofmation) updating in distributed
conmput er networks. More partlcularly, t he present invention re:atez éot

| nproved hads d L ak nforoation-retrieval and data
(gP |nfor%§%|u )Aﬁﬁuéggu“ 1 T TOUte k" GBI ABLE nsi st ent
ordering of client eI L% 2 RE : Comput er
net works al |l ow users of data- processing systens tolink with renote

servers, and thus retriev i nformation
SpYReoBH W et RLEGHQPIC

heretofore unavai l abl e in7an roni ¢ ne ter networks are

I ncreasingly di-spl aci ng nore conventi onal neans of information

transm ssilon, Teehnfcalhemiglaner s, nagazi nes, and tel evision. A conputer
network connects a set of nmachines and allows themto comunicate with one

another. In such a conputer network, one machine may act as a gateway that
connects the cgﬁﬁupéFsﬁBFmbPKeFBlﬁ?hé?l?ﬁﬂ%mﬁ%slmﬂﬂﬂyﬁﬁﬂmﬁﬁhpdﬁaﬁﬁves dat a
transfer aydbtehe fonvm]siablwfmrfe&magésnifm&v&&ndnagup@atv\mgk t arpr ot ocol s

utilized Vi conbi ned
to forn1aQ%I%lgg§§g ﬂ%%?%%%g%§ Wﬁvﬁﬁ%gﬁ%e%?gg t%@ﬁhﬁgg%ﬁt&gglfgctly or
% systems for reliable information- retr1eval and data- (or

information) updating in distributed computer networks. More
particularly, the present invention relates to improved methods
and systems for reliable information-retrieval and data (or
information) updating in distributed computer networks via a
consistent ordering of client requests.

2. Description of the Related Art:

Computer networks allow users of data-processing systems
to link with remote servers, and thus retrieve vast amounts of
electronic information heretofore unavailable in an electronic
medium. Computer networks are increasingly displacing more
conventional'..means of information transmission, such as
newspapers, magazines, and television. A computer network
connects a set of machines and allows them to communicate with
one another. In such a computer network, one machine may act
as a gateway that connects the computer network to other
networks. The gateway handles data transfer and the conversion

of messages from a sending network to protocols utilized by a
receiving network.

A set of computer networks can be combined to form a so-

called "Internet" when connected with one other directly or
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2:4'ndifectly via gateways. The term "Internet" 1is an abbreviation
for "Inter-network," and refers commonly to the collection of networks and
gateways that utilize the TCP/IP suite of protocols, which are well-known
in the art of conputer networking. TCP/IP is an acronymfor "Transport
Control Protocol/Internet Protocol," a software protocol devel oped by the
Departnent of Defense for comrunicati @ between conputers. In recent years,
the.Internet has allowed users to interact and share information over the

net wor ks ., 1inR§%aY $ o;vz#gg%av% ﬂﬁy Spr eaq,hl nf oL g‘?tel pﬂlshar |tnq,g, the | nt er net

has thus enera [ "open mThn rs can
design s Véa'ab?ﬂl i kot |"(¥ﬁ‘§e|rofleb@?¥l®r'fnaﬁ§?/§ﬁ§é7-’ﬁl ??@Bpfbherfal |t6!r¢s or
servi cescodisenionl by nétiratis rant datiewaps Tyt C@ilnﬁié/\mﬂﬁect‘@//&tpens
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conput i ngg ? gro ess : ug A _program or
request s tg’BFWE% p&GF/d8d ¥y &Rot FFORMogF e Fﬁénﬁ?’o’ﬂér C°F’f¥€°é-l i ent
process .Paptotolfzetdireetr @goestell, Sex votewatrd pauitokali dgvé opddi®y* t he

wor ki Ng QeleahdSa Almdrieo PIRLE e il 0g5A1Hg %uh*ﬂ@aéf&&‘%%ttggeﬁeéo‘{ﬁ 'rt elf. Ina

client/server archltecture articul net wor k syste |ent S
usual |y a7cbpther sfhat ':z}tecég’é%n%?léﬁaédz}l]éf‘ﬁ?r RSFES & t’é%e’ﬁ?%‘?/lad’@d
anot her cbapet énformatiom cwwdihe nktebrkst / sBecmrserathisuedt uneieacts as a

fr amewor kphaaadi bRkt £5h ARGt 1 s &Haéraétgqmg e ddriaahy
|nformat|on beéween clients and servers. For Seggg?p? I n"a stogk- quot ation

servi ce, SYOLNTENIIER M 1RGTes FYSEE™ He hShe e 93t
i denti fy|sﬂ§tHaEarﬁﬁmwlgngcﬂ@maﬁEform spevializad ppeestiéms desired

i nf or mat isefvi EeR) c8Ss &t AN, F3EA6LAL LEbtAidtaga . devi ces, and sends back an
appropriate reply to the client over the rnetwork. This formof I nteraction

bet ween t he
Typical networked systems utilized widely today follow

a client/server architecture. In network computing, a c¢lient
is a process (i.e., roughly a program or task) that requests a
service provided by another program, the server. The client
process may utilize the requested service without having to
"know" the working details of the other pfogra.m or the
requested service itself. 1In a client/server architecture,
particularly a networked system, a client is usually a computer
that accesses shared network resources provided by another
computer (i.e., a server).

A client/server architecture acts as a frameworkmfor
distributed applications that organize the flow of information
between clients and servers. For example, in a stock-quotation
service, a client sends requests to the server over the
Internet, identifying a particular stock name. The server
retrieves the desired information from one or more associated
storage devices, and sends back an appropriate reply to the
client over the network. This form of interaction between the



3 client and the server is referred to as "information retrieval."
Equi val ently, sone sets of clients may transmt requests to update the
information stored at a server storage devices. For exanple, a conputer
utilized within a stock market environnent may send information to a server
torefresh current stock prices. Alternatively, in the same stock
mar ket environnment, a client may intergct with a server in an-electronic
busi ness franework to update relevant Tnformation stored at the service
storage device (e.g. a stock portfolio account). This formof interaction
bet ween t¢leianiy emndan&hsereervﬁ‘é rid ermed@rredasto| rsr fdmfonmapdane” or

"I nf or mat ;i dat.isng. " - CGeneral ly, the client process may be active in a
first conputer system and the server process may be active in a second
conput er system thereby comunicating with one-another over a conputer
net wor k, whi | EPHFA Ydi SPRE A% Of UPEISRfaMRY Yt BRI AedUrR§Smul ti pl e
clients t@ohﬁkﬁt&d\t/aat ﬂﬁﬁoﬁﬁaﬁi’tﬁh istbeedrdt msga’fréersngracgmpabwhbbses of the
server. ser iLte [ €y on e
i stri buts e st e M T
reliabil |?‘§/V1r%‘tfn%¥“gﬁ send, Apfapratign tod FFFZ?F\dmr epfresh ic¥Frepk such
' systens, seoek alpriicesessozslternamdihebes ray tige utsialiez estdak pmavkde a

service, dhdli-Garthdmeb no f&R | 681 Nockbecs! Hienofa t BErJEEVIGE. ap Such
machi nes are referred to as "server ko‘? s %‘)S/ replicas” A
client mayleSTHRRMTAUE RS Sre0BYRY EF‘ F%%?Y ’ﬂj"qﬂi‘?&llf?nand
updat e i nébored i0n.tisuEeryiscebsebragy - dem.lcadéeagl a seimeck grorgflbitione of the
avai | abl egpephhcps. ThHM&! ES8Ph BBYinteraction between the client and
server is referred to as "information update" or "information
updating." Generally, the client process may be active in a
first computer system, and tle server process may be active in
a second computer system, thereby communicating with one
another over a computer network, while providing distributed
functionality and permitting multiple clients to take advantage
of the information-gathering capabilities of the server.

Such client/server architectures are often configured as -
distributed computer networks in which distributed servers
achieve . reliability and high availability utilizing
replication. -In such systems, several processors or machines
may be utilized to provide a service, with each machine
replicating the state of the service. Such machines are
referred to as "server replicas" or simply "replicas". A
client may communicate with a subset of server replicas to
obtain and update information. Such a subset may include all,
some, or only one of the available replicas. A client may
select the subset randomly or via pre-defined selection
criteria. It is thus necessary that all server replicas

maintain identical states in order to ensure a consistent view



sel ect 't he subset randomy or via pre-defined selection criteria. It is
t hus necessary that .all server replicas nmaintain identical states in order
to ensure a consistent view of the information mani pul ated by the
service, as perceived by the same client or by different clients. If a
server replica fails, the remaining server replicas continue to operate,

t hereby ensuring uninterrupted serviceg for the-clients. A significant
probl em faced by designers in inplenenting replicated services is to ensure
that replicas maintain identical states that reflect client transactions
with the s&fgheeinformasdenmanipyudagerarky Ehe I9uVdces MpParsedyednbYipdat e
request tothéesaeliener dri byadilafebase ddental ned by a replicated
service. |If the two requests are processed in different order by two or
more different replicas, the values:of the record, may be |nconS|stent at -

different replitag SEXYeF tPRAAGE FRdts pr'th%EGF“Elﬂ’a‘%% SarvetpteRlieaaddr ess
t hi s probl eomt {xuketedpaxiatie; astte iyt enshisimgnsnint drirafptatll sesarivey £62pl i cas .
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guar ant eei ggﬂihat the ser er i cas rocess I denti cal  requests and
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replicas r ma bl mi fent i emit stefeedthat refiedtf cljwmtct ramsactbranscwiatiini cat i ng

with only %@L@éﬁhc@f ther@;Ea&ﬁﬂse @Qm{ﬁéﬂenﬂreﬂi@ﬁtgs W23t 1kepefiy from
such protoco ncl u ers, %actlonngr Qcess) n

|
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manner of the record may be inconsistent at different replicas.

Ordered multicast protocols have attempted to address this
problem. Ordered multicast protocols ensure that all server
replicas receive the same messages fromtﬂuanetwork in the same
order, thereby guaranteeing that the server replicas process
identical requests and maintain identical states. A multicast
protocol.guarantees that all server replicas receive all client
requests, even if the clients are communicating with only a
subset of the servers. Commercial products that benefit from
such protocols include "WebJ servers, on-line transaction
processing systems, stock market quotation services, general

purpose file systems, electronic business servers, and so
forth.

Multicast protocols do, however, impose a performance
penalty because such protocols must be processed in a manner
to ensure that clients reguests are delivered in the same order
at all server replicas. An ordering protocol requires server
replicas to exchange special-purpose messages, which in turn
may consume network bandwidth and delay the delivery of a

request to a server program until an agreement is reached



to ensure that clients requests are delivered in the sane order at al

server replicas. An ordering protocol requires server replicas to exchange
speci al - purpose nmessages, which in turn may consune network bandw dth and
delay the delivery of a request to a server programuntil an agreenent is
reached 5 regarding the delivery order. The server program cannot begin
processing the request until the ordeglng protocol conpletes its operation.
The.resulting performance penalty translates into a decline in

conmuni cation throughput and an increase in response tine. A rapid response
time is i nEPERTIRA 3hﬁe%%lsﬂs‘affv PEAegyc PSS FRFVIH PFREFan $antatt beasni ve
client/ serpmca:sshgm:hesnrek:uastthﬁbrw s:,rdelreﬁgrpmu‘odmsbae@;et-_égnsact| on

servi ces, ve v re_increasingly
GriTcut foa @jg;gf stch F%?%%zﬁ??#fﬁ%?@%?%eé%%%eftf&rsﬁs‘i EPPi 2ing-

traditionaf™ Fr?llat 5, Hp Yrumigatign, f%%@ﬁ@@ increggepén
appreci at edespense timed dxrapid frespanse nyimeyts imetrbadingly spseernior
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i nvention @I‘éslé}tiel?féﬁthﬁﬂeie(xVaMSesmmmx‘asminsest:mmer@nmlalreﬁslnglySUM\/ARY
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Based on the foregoing, it can be appreciated that a need
exists for an improved method and system for implementing an
ordering protocol that ensures all replicas of a server receive
client requests in the same order, while offering better
response time than traditional multicast protocols. It is
believed that the invention described herein addresses and
solves these problems. '



information-retrieval ‘and information updating. It is another object of the
I nvention to provide an inproved nethod and systemfor reliable and
consistent information-retrieval and information updating in association

wi th distributed conputer networks. It is still another object of the
invention to provide an i.nproved nethod and systemin a distributed
conputer network for reliable and consigtent information retrieval and

i nformati on updating via an inproved ordering of client requests to a group
of replicated servers. The above and ot her objects are achieved as is now
described. A method and sys$@fARYe Offi SBE oBEENTION he reliable and
consistent delivery of client requests via an ordering protocol in a

SO o ot vOE BRVLRG Sl AR B Lld Rhe CNBRICH (8 SRS DI .
servers anpbng & group Of Servérs. Each server.anmong the group, of -servers
repl i cat estipyeaed; cupthRodetanst kS¥BESN c£oro Epsiakle hand: eopratiant ar

net wor kK seinfdienatada-pet ki Brandtiadornat fvn aipdatiag.a server failures. A
client s request to retrieve information can be directed to any server
replica, which in turn executes the necessary retrieval operations and
responds directity % aRetlkey cfbiethyRlefhe s iBVEBRLOR Feqieovids @hdat e

I nf or mat | dimpstovedd wethod tdrel seystee Soat erabialie dandct @shdicstent .
"di sti ngui A=Y | " n@h t . 0f igated servers
to receive all q?'l;é eréF%%‘tg&s a&%dg‘?g%‘{t&?& E.ﬁdT %i@t?ﬁ%%ﬁ%ﬁger ver

replica, Updif dEETIPHESS CPTRHCL B§G¥SF %0 update the 7 service.state,

defines an order in which all replicated servers shoul d receive and process
the update requgstis gthH8 @hHd€her object of the invention to provide
an improved method and system in a distributed computer network
for reliable and consistent information retrieval and
information updating via an improved ordering of client
requests to a group of replicated servers.

The above  and other objects are achieved as is now
described. A method and system are disclosed for the reliable
and consistent delivery of client requests via an ordering
protocol ‘in a computer network having at least one client -
connected to one or more servers among a group of servers.
Each server among the group of servers replicates a particular
network service to ensure that the particular network service
remains uninterrupted in the event of a server failurei A
client s request to retrieve information can be directed to any
server replica, which in turn executes the necessary retrieval
operations and responds directly to the client.

However, a client’s request to update information stored
within the service state may be directed to a "distinguished
server replica, " chosen from the group of replicated servers to
receive all of the client’s update requests. The distinguished

server replica, upon receiving a client request to update the



Sequences the update request within all -previous and future update
requests, such that all replicated servers can than process all updates in
a consi stent order. The distinguished server replica automatically
transfers the request, along with its sequence order, to the renaining
server replicas. The distinguished server replica. |nned|ately delivers the
client request to the servi.ce program t he machi ne on which the

di stingui shed server replica runs. This' delivery occurs before the sequence
i nformati on may have reached the remaining group of replicas. Del ivery at
t he di stisguvidedtaceyeaiefiigps aa wuiewr tn bbfichaaldl repbptatved segveiree t he

order in g\m&ﬂitPscéi%@éleﬁﬁdSpea&els@et&éeﬁya@@e toqialy, preduconges
terrpor ary _|Lnconsi st.enc

y ng _t ngLgel stafles at .differ n?&? gl i cas.
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perm tted®to" 3r%% %‘13& éjréj%s'stteo% ?ﬁé \ge%b‘a?{: géfem Wg}‘-g‘ utilized
to field AR§ %m%@{ﬁ)rﬂﬁqﬁgrrépr Fb@arewqu@gt §egTeE oreRlsk®fdi ng data itens.
Tentative updates are thus never allowed to affect the results of retrieval
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replica occurs before all replicas receive the order in which
the request should be executed, thereby producing a temporary
inconsistency among the service states at different replicas.
To avoid such inconsistencies from affecting the clienﬁ or the
server s state, the service program at the distinguished server
replica executes operations necessary to carry out the update
request in a "tentative mode." In a tentative mode, the
updates computed by the service program are not permitted to
become permanent. 0ld copies of the updated items are utilized
to field any corresponding retrieval requests of corresponding
data items. Tentative updates are thus never allowed to affect

the results of retrieval requests. .3

When a replicated server receives an update request from
the distinguished feplica, it immediately sends back an
acknowledgment. The replicated server then executes the update
request in a tentative mode according to the order defined by
the distinguished replica. After the service program executes
the update request in the tentative mode at the distinguished
server replica, the service program forms a response to the
client and stores this response in a buffer. The response



8:remai'ns in a buffer until all the other server replicas transmt
acknow edgnents that they did in fact receive the update request and the
order of the update request fromthe distinguished server replica. At this
poi nt, the response can be released fromthe buffer and returned to the
client. The tentative updates becone permanent and affect responses to
future retrieval requests. The di stiqwgui shed replica then sends
confirmation nmessages to the other replicas, which |ikew se convert the
tentati ve dat es,to pe ent updates. 9 BRI EF DESCRI PTI ON OF THE
DRAW NGS ﬁ%@alﬁﬁ/ef‘nf t%gggelbeflf‘g%gd aﬁﬂar% ePFRET cEBFVehe ZERVEARBON are
set fortht¥anamic mpromidedemengs. thhe ithepntdidnint Sekbt, rhowsever thas wel | as
a_pref o [ apddmlerffuddte arkt!thae braBi 6t Scnd A UAAES ! BELAOLneMi || est
e

be unders 5 Jeference to the follow etal l escription of an
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diagramillustrative of interactions between a client and replicated
servers during the ’



execution of an information update request, in accordance with a preferred
enbodi nent of the present invention;-FIG 4 illustrates a timng di agram of
i nteractions between a client and replicated servers during the execution
of an information update request in accordance with a preferred enbodi nent
of the present invention; FIG 5 depicts a flowhart of operations
illusfrating a method for inplenenting an i nproved request ordering
protocol via a distinguished server replica, in accordance with a preferred

enbodi nent of the present in illustrates a

fl owchart of operatroﬁ?qq Inggg#gﬂamg‘ﬁ%ﬁﬁ%ﬁgFg$§$%%lenenting an i nproved
request ordering protocol via a general (non-distinguished) server replica,
i n_accor dance pjet hnaveief Eé&&dr@érbwlaeoédofcﬁaﬁd@reeieeici nyent ¢1e8. 11
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C++), whi EhlysEgatiaep rankadingste vien e‘ifai ip cepmpinnttiops teifitat Chein- ti me
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FIG. 1 depicts a block diagram illustrative of a
client/replicated server architecture in accordance with a
preferred embodiment of the present invention;

FIG. 2 illustrates a block diagram illustrative of
interactions between a client and replicated servers during the
execution of an information retrieval request, in accordance

with a preferred embodiment of the present invention;

FIG. 3 depicts a block diagram illustrative of
interactions between a client and replicated servers during the -
execution of an information update request, in accordance with
a preferred embodiment of the present invention;

FIG. 4 illustrates a timing diagram of interactrions
between a client and replicated servers during the execution
of an information update request in accordance with a preferred
embodiment of the present invention;

FIG. 5 depicts a flowchart of operations illustrating
a method for implementing an improved request ordering protocol
via a distinguished server replica, in accordance with a
preferred embodiment of the present invention; and



that such processes nmay be i-nplenented in a variety of hardware devices,

ei ther programed or dedicated. In the client/replicated architecture
depicted in FIG 1, client 92 is connected to a renpte service via a
conmputer network. Active within client 92 is a first process, browser 72,
whi ch establishes the connections with renpte services, presents
information to users, and carries useg requests to a renote service. Such
browsers are often referred to in the art of conputer networking as "web
browsers. " Any nunber of ‘commercially or publicly available browsers may
be utilized i nFERcEr bhhezcxatas & H@f%&&gmﬁ RBS gL HUeE TRd O8Nt

i nvent i ona fethcX 88 limplehenbbagia: bnprsivddt vegeestavaideabhe fratmcole

Nat i onal te c i -g&g&i j NS ii daaacehanpai gn
[11inois, gggna éggg%?fﬂggé %E?ﬁﬂé&&?e er)rée:%é"éérar:nbgel rrent') 3?%‘#‘; pr esent

i nvent i on?’lélh%rp’iﬁ%ﬁﬁréds,e“@ﬁéhmﬁgtl\ﬁ S PTEERBELIAER T AR browsers, or

t hose avail abl e which provide the functionality specified under HTTP, can
be utilized in accordance with a preferred enbodi nent of the present
invention. In the exanple depicted in FIG 1, a server process executes

servi ce program conponents 94, 96 and 98 to satisfy 12 client requests,
and responds to the client in the formof HTTP responses 90. HTTP responses
90 nmay correspond to so-called "web pages,”. which can be represented

utilizing Hyper-Text Markup Language (HTM.) 94, or the outcone of a Conmon
Gateway Interface (CE) program 96 that permts the client programto
request the execution of a specified programcontained within the
replicated service. This specified programmay include a



search -engi ne which scans received information in the server for
presentation to the .user controlling the client.- This specified program
may alternatively be based on a transaction processing systemthat perforns
- updates in a database according to the client's particular requests.
Utilizing Coomon Gateway Interface (CA@) program 96 in association with
HTTP responses 90, the server nmay notify the client of the results of that

execution upon conpletion. Additionallly, the client may direct the filling
out of certain "forns” fromthe browser. This is provided by the
“fill-in-forns" DPEBRAILEMDEICRIRIIPN OFPREFERRED WHMBORIMEN®i ts a user, via a

client application program to specify terns in which the server causes an
application pr amtio function (e .g.,.terns or keywrds contained in the
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pr ot ocol : he renpte Service executeS applications at different server
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evices, elther programme or e cated.

In the client/replicated architecture depicted in FIG.
1, client 92 is connected to a remote service via a computer
network. Active within client 92 is a first process, browser
72, which establishes the connections with remote services,
presents information to users, and carries user requests to a
remote service. Such browsers are often referred to in the art
of computer networking as "web browsers." Any number of
commercially or publicly available browsers may be utilized in
accordance with a preferred embodiment of the present
invention. For example, the Mosaic-brand browser available
from the National Center for Supercomputing Applications (MCSA)
in Urbana-Champaign, Illinois, can be utilized with a preferred
embodiment of the present invention. Other browsers, such as
Netscape, the Lynx-brand browsers, or those available which
provide the functionality specified under HITP, can be utilized

in accordance with a preferred embodiment of the present
invention.

In the example depicted in FIG. 1, a server process
exXecutes service program components 94, 96 and 98 to satisfy



operati ons can occur, for instance, utilizing the "See O her" status
response of the HITTP protocol (code 303), or a sim/lar conmunication
facility. Browser 72 is responsible for establishing connections to
replicas 84, 86 and 88, as appropriate, via a name resolution protocol,
such as the Internet DNS system well known in the art. Those skilled in
the art can appreci ate that browser 72 utilizes performance metrics (e.g.
network proximty) to choose an avail dBle server with which to interact.

The client_or the users are- not actual Ig aware of the specific replication
aspects r&liew regueREssand EeSPeRes tp Fhe Riieaten thepferk ofHEER am
i |l ustrat respordes rgoer aHrTPNSespdneen S0 mayt cOPresgbrepld eat-editedvers 84,

86, d 88, h t t, :
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user requidfkup &faqﬁwpgﬁnﬁﬁ?% rkr 9%y Ehe RRF R tEWOG GRECUINKi | abl e
replica. Interfacd i (QEIArprégtam Balepatt sexmitis thei chient whioglram tbi ent may
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toreplic r. through nessag tor For i,nfqQrmation
ot oval CBR ey istRbed ABTRTFan; THbRqEPEH CLah FrOv T eRAY 10sdagBes T or
exanpl e, seartie engirestwhiehi Eabhe xeteisred Théopragfeamigethieceeaverhe chosen

server reEbkCBréééﬁ{eﬁ@ﬁar{ hes NEee sesey é&itrﬂoq\mhgl pher patbep, angdpggnds back
an ap Late %?e$ponse icts _a bl ock

di agram i FPUEH \Péfogfaf“n?‘ya%t%eorﬁ’satﬁér?v\%en ?asgﬁt °’§fg nﬁ GFoTD of
repl i cat edreeeseing gystem at Berfemns 8Bjatrs ing datakaee accondbhg an
i nformati es m&i&ueeﬁquqﬁrtlidmaecgé@lﬁm Wit 14 zRhef @snnesh egbedayent of
the pr ese?kté:@f’a?@é %I) pgggram %Jq.%t aggécfg{:%%hem.th HTTP responses
- 90, the server may notify the client of the results of that
execution upon completion. Additionally, the client may direct
the filling out of certain "forms* from the browser. This is
provided by the "fill-in-forms" functionality (e.g., forms 98),
which permits a user, via a client application program, to
specify terms in which the server causes an application program
to function (e.g., terms or keywords contained in the articles
which are of interest to the user).

A client request may retrieve information from the program
service (e.g.-utilizing a GET operation of HTTP protocol 90).
i Additionally, a client request may update information storgd by
the program service (e.g. utilizing a PUT operation of HTTP
protocol 890). The remote service executes applications at
different server replicas 84, 86, and 88 to reduce the
likelihood of service unavailability due to process, machine or
communication failures. Such replicas are identical and run-
the same software required to implement a particular service
program (e.g., components 94, 96 and 98). Client 92 can send
information retrieval requests and information update requests
to any replica among replicas 84, 86, and 88. Replicas 84 and



14 48 i's sent directly to distinguished server replica 88 (e.g. via the
POST operation in the HTTP protocol). Equivalently, a client may send the
request to either replica 84 or 86, which in turn redirects the client to
di stingui shed server replica 88 (e.g. via a "See Ot her™ response of the
standard HTTP protocol ). Upon receiving request 48, distinguished server
replica 88 is synchronized with replicas 84 and 86 utilizing nessages 44,
46, .54, 56, 64,. and 66, which belong #8 the ordering protocol described
herein. Messages 44, 46, 54, 56, 64, and 66 serve to ensure that al
replicas rdfeievevrr umesiaecsqgush anduester tice replinat #®, selmiclorder with
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skilled in Qe art. can appreciate that this arrangenment difters from

traditi ona? i T e

FIG. 2 1illustrates a block diagram illustrative of
interactions between client 92 and replicated servers 84, 86,
and 88 during the execution of an information retrieval
request, in accordanée with a preferred embodiment of the
pPresent invention. In FIG. 2, user requests for information
retrieval may be directed to any available replica. In
particular, FIG. 2 depicts a situation in which a client may
direct its request through message 24 to replica 84, through
a message 26 to replica 86, or through message 28 to replica
88. For information retrieval operations, the .client sends
only one of these messages, for example, to the nearest
available server. The program service at the chosen server
replica executes the necessary retrieval information and sends
back an appropriate response (message 34, 36, or 38).

FIG. 3 depicts a block diagram illustrative of
interactions between client 92 and a group of replicated
servers (i.e., 84, 86, and 88) during the execution of an
information update request, in accordance with a preferred

embodiment of the present invention. A user request for update



or.dering configurations in which the execution is delayed until after the
di stingui shed replica 88 receives both messages 54 and 56, and-replicas 84
and 86 receive nessages 64 and 66, 15 respectively. The purpose of
such a delay in traditional nulticast ordering protocols is to ensure
that the distinguished server replica processes the request in the sane
order as the other replicas. In-the pygesent invention, however, request
42 proceeds in a "tentative node" in which the effects of the update are
stored in tenporary storage. Execution of the "tentative node" does not
result in 4hyipeemtndiregpliytee distimguiahed stqnyerurerdica @8 s g ce.
Executi on efa tchhe P(b@ﬂtc@iéfé&llasadeﬁ t&ieSHTﬂDQﬂrolﬁﬁtoIEf | @qliioalenbbequent

retrieval e tlons tati A
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in the art™t e results of essmgsreu via_the pulticast

orderi ng pFeRbtss &fedér FiiRd ﬁ%’f‘b*?fi AR veP A% 8t4oaf1ﬂe8€|\“é+&1%’cf&ﬁler t han
del ayi ng emessdgesn of, the, r 8quess, urdi | amds $&gesh34hae 168garte rideei ved as

is the Cassra\ééihgt 5%@%1:8@8&&&.@5&@%&::@{& Oﬁl@Esaé;@é"'fdllgUE@t | 985 .56,
Addi ti onal | tradltlona mul % cas protqco confl u tlon repl I cas

84 and 86 g%t at“(? BR15srE ERES 2% L HECRESAPCES T 0 At ter they
recei've neseqgsst Gaﬂndmdxeﬁute espec-tm \tdley . samac cdgirn g ittd tlrﬁ,sqﬁcéisetm
i nvention gdes¢ihbediiera Qrehapeyes , rdRst8p! tka%eRedhiintaining the
consistency of the rep;_Licated server state. After
distinguished server replica 88 executes the ordering protocol
and steps necessary to carry out the client s request (e.g.,
see block 166 ¢f FIG. 5 and FIG. 6 herein), distinguished
server replica 88 sends back a reply 49 containing a response
to the client’s request.

FIG. 4 illustrates a timing diagram illustrating
interactions between client 92 and a group of replicated
servers (i.e., 84, 86, and 88) during the execution of an
information update request in accordance with a preferred
embodiment of. the present invention. In the timing diagram
depicted in FIG. 4, time proceeds from left to right; and
angled arrows represent the messages illustrated previously in
FIG. 3. Two important features of the present invention are
illustrated in FIG. 4. Specifically, the execution of request
42 begins as soon as message 48 is available to distinguished
server replica 88. Those skilled in the art can appreciate
that this arrangement differs from traditional wmulticast
ordering configurations in which the execution is delayed until
after the distinguished replica 88 receives both messages 54

and 56, and replicas 84 and 86 receive messages 64 and 66,



executi‘on of the request in tentative node as soon as nessages.54 and 56
are respectively received. Thus, the results of the update, according to
the present invention described herein, are available sooner than is the
case with traditional multicast protocol configurations, because the method
and system described herein, in accordance with a preferred enbodi nent of
the present invention described, avoi ds such del ays. 16 Thus, according
to the timng diagran1depicted in FIG 4, the service tinme for a client

request 42 s represent ed, as Tlerr nd_the ti it takes he ordering
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request t JLt &%erv Pepr&fr%ﬁ avet H‘?d& 'stithgtit§ r”‘épl%%ﬁl de®sthet result
in any perdigitieduisbedssstwncireplasa & receives both messages 54 and

56. When the "tentative mode" is. finally lifted, the effects
of the update become permanent and henceforth affect future
retrieval operations. '

Thus, it can be appreciated by those skilled in the art
that the results of processing request 42 via the multicast
ordering protocol described herein are available to the client

' . sooner than delaying execution of the request until messages 54
and 56 are received as is the case with traditional multicast -
protocol configurations. Additionally, in traditional
multicast protocol configurations, replicas 84 and 86 act to
deliver the request to the service program only after they
receive messages 64 and 66, respectively. According teo the
pPresent invention described herein, however, the replicas begin
execution of the request in tentative mode as soon as messages
54 and 56 are respectively received. Thus, the results of the
update, according to the present invention described herein,
are available sooner than is the case with traditional
multicast protocol configurations, because the method and
system described herein, in accordance with a preferred

embodiment of the present invention described, avoids such
delays.



as the clients are concerned. The "tentative node" of execution

hi des any tenporary inconsistency that results fromdelivering the request
at the distinguished replica 88 before replicas 84 and 86 acknow edge the
‘receipt of the request and its processing order (i.e., messages 44 and 46).
FIG 5 and FIG 6 illustrate flowharts of operations illustrating a nmethod
for inplementing an inproved ordering gpgotocol, in accordance with a
preterred enbodi nent of the present invention. FIG 5 depicts a flowhart
of operations-illustrating a nmethod for inplenenting an inproved request
ordering prot oBBis.viagcerdingi hgurbaetining «iagepni depi¢redicoorkkihce with a
pr ef er r ed4 endtoslisernt cef tihe ﬂme&eahem%@u@at 42 EsGreer'séhtlé& 4 €s a

1 ovchar trof ARPEALI O 1 LACLLIUA! LERLOG A ISEBOg: ol oL TRLE=t ng 20

i mpr oved r%quest orderin ocol via a d) server
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i nventi onas The Opisten(Tj;orsprtaEintisethé rtimbee fdpnsahpet vedtf theGedeigitd FIG 6
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replica. Sonme of oper ations, descri bed are comon
to both t§pPEEhf ?%Hcéas 883ngegrévehudIdr emeficageand4esstd beif mi t h
i dent i cal respertsived ynuneGivenanthdsebepsrandteran theappteeindwiktaa t hose
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requi ri ng“PMRE% FrIRN £F bhRe Yo yayeeeds 2B8afn |1tn1$§§ad of Ul |y,
al t hough nonhefdém&iSI wypibably duentcateesitlakaadieibasm wilwleeiy i cal or

magneti ¢ si@dedify ¢3BeBLE19T BRikd 8hoffe parameters, those skilled
in the art can appreciate -that up to a 50% reduction in
response time during update operations can be achieved via a
preferred embodiment of the present invention versus
traditional multicast ordering protocols. Note that the
replicas abide by the order defined by the distinguished
replica when serving the client request. The early delivery of
the client request to the server program at the distinguished
replica does not result in any perceived inconsistencies as far
as the clients are concerned. The Y"tentative mode" of
execution hides any temporary inconsistency that results from
delivering the request at the distinguished replica 88 before
replicas 84 and 86 acknowledge the receipt of the request and

its processing order (i.e., messages 44 and 46). N

FIG. 5 and FIG. 6 illustrate flowcharts of operations
illustrating a method for implementing an improved ordering
protocol, in accordance with a preferred embodiment of the
present invention. FIG. 5 depicts a flowchart of operations
illustrating a method for implementing an improved request
ordering protocol via a distinguished server replica, in
accordance with a preferred embodiment of the present
invention. FIG. 6 illustrates a flowchart of operations



transferred, conbined, conpared, and otherw se mani pul ated. It.has proven
convenient at tinmes by those skilled in the art, to refer to these signals
as bits, values, elenents, synbols, characters, terns, nunbers, or the
like. It should be borne in m nd, however, that all of these and simlar
terms _are to be associated with the appropriate physical quantities and are
nmerely convenient |abels applied to t gse quantities. "Further, the
manj pul ations perforned are often referred to in ternms, such as adding or
conparing, which are conmonly associated wi th nental operations per f or med
by a hunehllbpratdng o mewrdiedc fwabi dnplement nduaanivperrdr reguestcessary or

desi rabl otder Rl FHAEITNN ARY aofgéﬂr&agpe&ﬂ;td-qrigtﬂﬁgﬁiém hg& £idie Whi ch
form part_of, the pr esent

vent t he_operati.ons .ar erations.
Usef ul na’é?ﬁ’]ﬂ'e ?fé?‘?%‘f N opera?lgﬁgg redzgrml?odle}f“e&% od&gr%nt of the
present m’v%ﬁﬁnffoﬁnivﬂétu@l@ d&the ppeEatienry depirknd dudiheaslgeabants pur pose
digital ceferiicars afd midles pBotedRindpir£Elel asl 8 fdduestaigsbeis 18

di stinct |Bpo‘pee naEh sel ?QP%‘QFB% %Egg e | Q‘e E%gtl ng?(?m__gog;_ut and the

net hod of |on | or ne n ngor? ant to
not e t hat OPWHJ@Q%éeEF&bﬂ@ ImvERE SnapdsFEerf (aa‘%?d%“F“Pnc‘éﬁ Pkl to be)
descri bedtyped ke &epledis pfarad faulel yhﬁmrﬁﬂe&eabedoafmltderscﬁrQbmr ¥ith hose

skilled in %hel t el L RRRT 8Gh&S £1 dé haly 4hEePLESENt invention is capable of
te

bei ng dlstrl as a program produ in a variety of forms, and that the
present invention applies equally regardl ess of the particular type of
si gnal - bear i ngturechra het idppreditbedcbyathgse agkiy ledt ihhehdi sfti boat on.
Exanpl es piqsignale Peal i b BUR a self-consistent sequence of steps
leading to a desired result. The steps are those requiring
physical manipulation of physical quantities. Usually,
although not necessarily, these quantities take the form of
electrical or magnetic' signals capable of being stored,
transferred, combined, compared, and otherwise manipulated. It
has proven convenient at times by those skilled in the art, to
refer to these signals as bits, wvalues, elements, symbols,
characters, terms, numbers, or the like. It should be borne in
mind, however, that all of these and similar terms are to be ;
associated with the appropriate physical quantities and are
merely convenient labels applied to these gquantities.
Further, the manipulations performed are often refexrred
to in terms, such as adding or comparing, which are commonly
associated with mental operations performed by a human
operator. No such capability of a human operator is necessary
or desirable in most cases in any of the operations described
herein which form part of the present invention; the operations
are machine operations. Useful machines for performing
operations of a preferred embodiment of the present invention
include data-processing systems such as general purpose digital
computers or other similar devices. In all cases the



i nclude: recordabl e-type nedia, such as floppy disks, hard disk drives and

CD ROVs, and transm ssion-type nedia such as digital and analog .

comuni cation |inks. Exanpl es of transnmission-type media include

devi ces such as nodens. A nodemis-a type of conmunications device that

enabl es a conputer to transnmit information over .a standard tel ephone |ine.

Because a conputer is digital (i.e., werks with discrete electrical signals

representative of binary 1 and binary 0) and a tel ephone Iine is anal og
ries a.signal that can hav a,large nunber qof variations),

rmdems ca%l%%l’tﬁqﬁqrteﬁe'f“be%nﬁlé?t i S?gaPpFBaﬁh%’i‘%glﬁn(?Rﬁréé'Wgr s The
t er m " nedeerpetsewitand the hethsid ofscomputidtdoni ieseblf ¢shiowd dt he pbmrse cal
materi al $gchi@s. paper, disk, CD-ROM tape and so forth, utilized for
storing conputer-based information. It is also inportant to note that,
while FIG 1 to FIG 6 depict and describe a configuration in which three
server replicakt dseinpottanty toangte titssy Wiilsekherpresentcinvenyidor al so be
utili tz_ed hasasé‘éafdaﬂaewﬂi f&gﬁtghgléafc{( eﬂ edéwhg:%at iffeHeheocREERENSE Cated
i nvention, s depicted a (o]} a PLACESS |s initiate
for the .réli hJ'tJ)fye fguﬁlgg § RS Pretar™ i‘@ﬂl é’g €l§lof THhf or mati on
accor di ngw%bl aﬂﬁgwlﬁéqu‘e%ﬁfs the pregenf éﬁ’(@%"—’é&n BFO%Q@aM’E Og kiR of

server reaistﬁﬂoutﬁedlra&atae(i:rwg&'b.tnnpﬁomﬂ)wtrera Ratrdetlt. oEatbrf€) vaid anong t he

group of Eﬁét‘!eéhé gﬁ%és%%% rﬁ%hﬁf& 18@"5% Ay gm 4 eéSrXJEC%uéO ensure

t hat t he eTHI NS errug I'n the
event of B3% ‘V&a# &vpgr oF ‘Fh@i‘@aﬁ%‘r{ln&sm?@’r"l':ls‘%trld-tléédaﬁob?"o‘ Wiy g
server rephrep o 'thes8isgtilalidcn’. Examples of signal-bearing media

include: recordable-type media, such as floppy disks, hard
disk drives and CD ROMs, and.transmission-type media such as
digital and analog communication 1links. Examples of
transmission-type media include devices such as modems. A
modem is a type of communications device that enables a
computer to transmit information over a standard telephone
line. Because a computer is digital (i.e., works with discrete
electrical signals representative of binary 1 and binary 0) and
a telephone line is analog (i.e., carries a signal that can
have any of a large number of variations), modems can be
utilized to convert digital to analog and vice-versa. The
term "media" as utilized herein is a collective word for the
physical material such as paper, disk, CD-ROM, tape angd so
forth, utilized for storing computer-based information. It is
also important to note that, while FIG. 1 to FIG. 6 depict and
describe a configuration in which three server replicas are
utilized, any number of server replicas may be also be utilized
in accordance with a preferred embodiment of the present
invention.

Thus, as depicted at block 140 in FIG. 5, a process is
initiated for the reliable and consistent retrieval and



whi ch can respond to client update requests. The conputer network includes
at | east one client connected to the group of servers or a non-enpty subset
thereof. A request by a client to retrieve information can be directed to
any server replica. Next, as described at bl ock 146, when a server replica
receives a request, a test is perforned to determne the type of desired
request. If a client request to 19etrieve information is desired
(e.g., nessage 24, 28, or 26 of FIG 2), then as indicated at block 148,
the client request to retrieve information is executed. Then, as depicted
at bl ock UPgBtingiecfeinEorrapirBa 36C0HGERS BOmEdiant ESALEFRFRg tAR resul t
of g ge ?ﬂﬁﬂ&&hﬁz)@dadlﬁbﬁmsll&F bacgﬁdup bliesetventre igas ssecf@stsagedm 36,
or o] t t r r a ed at

ck 1a8iRinCh, SPIBERY evcbi (Racky aavEk SRR tne®tddl] B 2T B
at bI ocksf%erarépiéﬁﬁsrEﬁBEé‘Fa?%s uﬁdB?Et’r?HJcﬁ?m}'t‘?WP‘%‘t FETIFR hFR a
servi ce snauee( e.that nessage padtiieulahe diestwoniui steadricepl | camabmsel nessages
44 and 4Ghaeekho{Ep!inCafie MrdiloBh sberbPGaiiblbl, dholditatedaun FIG 3)

is acceptec en control processin contlnﬁ ependi ng on the server
replica dreUSErAEESRdr BLPEK. 144,42 BREVRE TFP bﬁ?s’ﬁ%d%ﬁﬂr’éﬁ‘%%’bﬁ"?ca control
processi npicbncrnueespesdi tdi cidttedtaupBhbekré§@sstwher eflve t bemplitsexr ngui shed
replica deiiRes AlcQider altnw@é@fb@ely&d@tc%n&ﬁaueatcé Scr{eogbs Fr&@essed

Wi th respect to previous and at e req ests. g)se skilled in the
e S BeRerS hciah-eT: SUHER: Aot A SR BpR; ShESGL 11 21 ng
a nonot orficc rebyieve dnferivet ioncearmivet éur@cmﬁsi saciny iseavarneeplpdat e request
is desired. Control then bifurcates

Next, as described at block 146, when a server replica
receives a request, a test is performed to determine the type
of desired request. If a client request to retrieve
information is desired (e.g., message 24, 28, or 26 of FIG. 2),
then as indicated at block 148, the client request to retrieve
information is executed. Then, as depicted at block 150, the
server replica produces a message containing the result of the
operation and sends it back to the client (e.g., see message
34, 36, or 38 of FIG. 2). The control is then transferred
back, as indicated at block 146, in order to fetch and serve
the next request.

If, as described at block 146, a client request to ugidate
information stored within a service state (e.g., message 48 for
the distinguished replica, and messages 44 and 46 for the
replicas 84 and 86, respectively, as indicated in FIG. 3) is
accepted, then control processing continues, depending on the
server replica executing operation. At the distinguished
server replica, control processing continues, as indicated at
block 160, wherein the distinguished replica defines an order
in which the update request is to be processed with respect to
previous and future update requests. Those skilled in the art



to two paths that proceed<in parallel. Those who are skilled in the art can
further appreciate that if the server nachine is capable of executing
operations in parallel (e.g. through a nmulti-threaded application
program, then, a faithful inplenmentation of the flowhart descri bed
herein can be readily realized. As illustrated at block 162, the :

di sti ngui shed server replica sends the 28quest and order information to the
other replicas (e.g., messages 44 and 46 to replicas 84 and 86,

respectivel as _depi.cted in FIG 3). Then, in rallel with,operations
descri bed" &t blABRES é?gﬁndttbﬁtocl?ufgaof%eerléllgstf%gui Shed Serdaished | o

begi ns a ubbhizing & madwtoptce SEEULNBR, NTWRPSH ciiramentiefoPneregaching t he
client regugsta n@h&ﬁﬁtﬁﬁ&&eq_ﬁ.&st|%yﬁdsa&'@_d. atcoakeck tiféh biilfergasesngui shed
server repli S Lt nt " ive
node". | gi’t‘ﬁ”?%li’%gg tﬁ%ﬁ%‘#%dg l&pggf%isi%égo&r;ggﬁgﬁsn%dne%ﬁ% s&_‘iz&g%pi es of
cor r espondt ffedarh GareFerEBAR aPPRecHRER Ehats pE s, EesveF Mpehigeatfons. Such
ol d copi eeapaisite e dxecsaing bpkiraevahs r bousstal 1et i(e.ghethreaght ave node”

s |iftednands NGWLALES A58 REFT el aggome ool 4 zalBRelatent of

providing,a "tentative npde" Ls tqQ Inprove perfornmance Ivering the
client redTREEMERFAHHONSRT Fhcet Intgtash des dLRerRL FBR P RRRrAeL¥nsuri ng
that no ckeshizexin perceive the effects of the tenporary inconsistency
exi sting between the states of the distinguished replica and the other

replicas (i.e._the distingujshe eplica has al read erformed an update,
L6 e i s | iRt ST B T R gBEhen B

know edgerabbika igendsx ébet requestdeand orfes dnformafuicrhde sbevetheeplica

thus prepaegsidad esOUSE hdsddtfes 44 and 46 to replicas 84 and 86,
respectively, as depicted in FIG. 3). Then, in parallel with
operations described at block 162 and block 164, the
distinguished server replica begins a "tentative mode" of
execution, in preparation for executing the client request.
Thereafter, as illustrated at block 166, the distinguished
server replica begins execution of the client request in a
"tentative mode". In this mode, none of the updates become
permanent. O0ld copies of corresponding data items remain at
their respective storage locations. Such old copies continue
to serve retrieval requests until the "tentative mode" is
lifted and new values are permitted to become permanent.

-5

The intent of providing a "tentative mode" is to improve
performance by delivering the client request to the service
program as soon as possible, while ensuring that no client can
perceive the effects of the temporary inconsistency existing
between the states of the distinguished replica and the other
replicas (i.e. the distinguished replica has already performed
an update, while the other replicas have yet to receive the
request or obtain knowledge about its execution order). The

distinguished server replica thus prepares a response to the



21 client request and stores it in a buffer, pending the lifting of the
"tentative node" restriction. Those skilled in the art will appreciate that
vari ous techniques can be utilized to inplenent a "tentative node," such as
atom c actions, shadow ng, etc. Follow ng execution of the operations
depicted at block 166, control at the distinguished service replica
proceeds, as illustrated at bl ock 1682Iwherein the replica pauses to wait
for_acknow edgnments fromother replicas that the request and orders have

been eCElyEtk (fedhearS GRATESSAGES O4nARb O &Y, g sy bl lecliggel vi ng

t hese nessa control agarn splits into , as’indicated
at bl ock8E1 r"'r&n}'??l"%s‘“‘?f?s FFSEHlﬁFl‘Eﬂ'ocjk‘h‘i ®, Skt"rjréedli é?l%laéq’ied server
replica wthilsappnéciatd | cimtressnimss ttoedlindquebecaneplel ecadlfzed. torefer to

nmessages; fid) &ich66 Pf fHldGraB:138d Fbéx, 4) sudhf OLB NG ' eRIHiGRS,that their
acknow edgggnts have been received. 1In parallel with the operations

depi ct ed 8RB K B4F - t he di stingui shed server replica lifts the
restrictions inposed by the tentative node, as indicated at bl ock 172

Cubee, u;StOPe?‘??iei“ SRGBithon SENLAEL SR RARLETABLONR I TARAR ond
Thorcartabs! Gdnenil aPRAE i g plll an Sl Bl vife Gl Bhotdsde, Won | ca

rel eases lﬂhESFE@MSﬁé‘- faloeke BE8hufheremdheemeplicat pauses did eiditin a
nNessage @¥er atREowtddiidnt(s fom SE€Re FEESAGR 49 taht Ftke &@m%tFlaﬁd 4).

opora | I R R el A SR
processi &g -ofAfitRr HegeiviemdheseTHeSR2986 | FERLFAL taiﬁéllalr epthEps d@feci at e
that whi Iteot parapeeRt pathslesad i hell catelll atkbldéks i ¢ ales Y7i2at tahe server
pr OcesSeﬁe@@?iﬁga%etsklggkal‘}d,méhel &istinguished server replica sends
confirmation messages to the other replicas (i.e., refer to
messages 64 and 66 of FIG. 3 and FIG. 4), informing the
repli'cas that their acknowledgments have been received. In
parallel with the operations depicted at block 170, the
distinguished server replica lifts the restrictions imposed by
the tentative mode, as indicated at block 172 (i.e., "stop
tentative mode"). Tentative updates become permanent, and
subsequent retrieval operations will show the effects of these
updates.
Thereafter, as indicated at block 174, the distingui_-‘_shed
server replica releases the response from the buffer and sends
it to the client in a message over the network (e.g., see
message 49 of FIG. 3 and FIG. 4). After the operations
described at blocks 170 and 174 are completed, the operation
depicted at block 146 is repeated, awaiting receipt and
processing of the next request. Those skilled in the art can
appreciate that while the operation described at block 146
indicates that the server processes one request at a time, it



22 is p055|ble to contlnue serving retrieval requests whil e the execution
of an update request is in progress. FIG 6 dlffers fromFIG 5 in that the
operation depicted at block 144 in FIG 5 (i.e., "designate one server
replica to process updates and call it distinguished") is not illustrated
in FIG 6. In addition, the operation described at block 164 in FIG 5
(i.e., "define sequence nunber for requzxst”) is also not indicated in FIG
6. Ln addition, operations indicated at bl ocks 162, 168 170, 172, and 174

in FIG 5;ar ngl uded .i.n_Fl ene l.ica

"non- dIStI% Bo %i%# Eﬁflcon;fnugsgéggﬁm% trig 8;t§ oH ﬁigerééﬁlved |
along wit ﬁxFthb‘P%le‘?f (a8 ¢ a§éerﬁ§§§a@el-?44rbpr!¥6r©$s FI G 3 and FIG 4), the
replica begins a parallel path sinmlar to the path taken by the

cisti g shed gegl €3, 5, brEkabad o0 B orko AM1oR0, 106, Jor prarml e, the

mechani cs of executing t te request ITn a
descri bed 2Ptk d8h aRtFLH- zi" disei ngldesignate gng egrver nepldmeakbel with
the oper grboass dgpgiatieadand dalicks d:ﬁ#tm@dﬂsﬁéd")t he ﬁ@@lﬂlqags&%dédbaCk a

nessage tgonut f‘de'§t' &Quhaﬁfgléx?r gglrégf%:{ gie%crlﬁgg a(re e

message 56_of g. , escr ng a é4180 of
FIG 6. ThPsTHésSade- Sckncﬁﬂ%ﬂ’&e?eﬁﬁ%n?ee f’-roﬁOIt Keasese!) n’éisél&g@ (e.qg.
see nessagetMn@xcafk&d)finFFm 36 arih BHGit#Yn, \Aperathenspaidiidaars descri bed

at bl ocksp166xangL8Q 6¥,e1§6PLPS eaﬁiﬁeﬂ{ 5% Wal L Tl a.n%gg&'ea”at hon

nmessage fro i 'stingui-shed serv |1 ca ., hessage

FIG 3 and™ E%g;] Aé)j QE‘ ge%‘fr(‘ﬁ‘%ﬁf‘ P I"Sﬁk Bk s 'o% Ipen- %ISWHllsHFé rressage

arrives, TRBliepli & Isobnsashen rupstatiecrequestf isheeceived along with
its order (e.g., see message 44 or 46 of FIG. 3 and FIG. 4),
the replica begins a parallel" path similar to the path taken by
the distinguished replica. As indicated at blocks 164 and 166,
for example, the mechanics of executing the update request in
a '"tentative mode" is described in the context of a
distinguished replica. In parallel with the operations
depicted at blocks 164 and 166, the replica sends back a
message to the distinguished server. replica (e.g., see message
54 or message 56 of FIG. 3 and FIG. 4), as described beginning
at block 180 of FIG. 6. This message acknowledges the receipt

of the order message (e.g., see message 44 or 46 of FIG. 3 and
FIG. 4).

When the operations described at blocks 166 and 186 are
complete, the replica waits for a confirmation message from the
distinguished server replica (e.g., message 64 or 66 of FIG. 3
and FIG. 4), as depicted at block 182 of FIG. 6. When this
message arrives, the replica 1lifts the restriction of the
tentative mode of operation (e.g., similar to the case of the
distinguished server replica), as illustrated at block 184.
Thereafter, the operation at block 146 is repeated, awaiting

the next request prior continuing processing subsequent logical



tentative node of operation (e.g., simlar to the case of the distinguished

server replica), as illustrated at block 184. Thereafter, the operation at
bl ock 146 is repeated, awaiting the next request prior continuing
processi ng subsequent | ogi cal 23 operations. It can be appreciated by

those skilled in the art that while the aforenenti-oned description is
described in the context of only one ggeration running at a tinme, the
server can execute additional retrieval information while the update
request is in progress. FIG 3 to FIG 6 describes how an ordering protoco
cont i nuesOPerIpn-e Th T3k Ber eBRReRlYe L BimthnsCaskbhlediimuitbe art a client
request 4¥has #iiSle thBeatbr@dntiidrddz @8sciiponuis " dedttied RANEAESSI ONS
(e. g_.' ! TC@H‘lE‘%Xt Icff 8{112%’ eOL g?ééf&??cuﬁﬂﬂé a%Gaacr' e|,0§1r)e éef}%eqj é&hngl‘” shed
replica w | me- out _nélregransnlt ettﬁe or, bot Tessages as

appr opr i ag¥ecyte cpdfitionalk agetriewrl nhutopatden whider theeHPERERer
replica 8#equesepis dm Paoghrkksuse tinme-outs and retransm ssions as
appropriate. The sane treatnent applies if either nessage 64 or 66 are
lost. FIG3 to FIG _6 al so denpnstrates how the ordering protocol _continues
to operate in ¥H&: pPesonder®f HoSesSFuibsR eiovw | anepPrAgFingpPrese8alor 86
fails, theohtihees repiperamtiesinarieypdederora strcompenivcdtiar fadlerss.ef f ect on

?Ieslt ? quggh%d_cs_%ﬁerr&ﬁgétcav&ﬁs Qbst! @Rl cPPend L i pLdNOYI 2R EERVET
pri

server reBF%g%éfgﬁ#ﬁé '%%ggggeﬁgéfgﬁ%ﬁ??nggn§955§§§%63¥gﬁ%%%%%%%?gggfhed
| eader el ert #6nar8hbasd, t blee fdidtirmudsbed deplimp tWidlptdoessiuhganfl an
ordering peeteaShif Withed beNboth WildaGes as appropriate. If either
message 54 or message 56 is -1ost, then either replica 84 or
replica 86 will use time-outs and retransmissions as
appropriate. The same treatment applies if either message 64
or 66 are lost.

FIG 3 to FIG. 6 also demonstrates how the ordering
protocol continues to operate in the presence of host failures.
If either replica 84 or 86 fails, the failed replica is removed
from service with no adverse effect on distinguished server
replica 88 or client 92. If distinguished server replica 88
fails, replicated servers 84 and 86 elect a new distinguished
server replica and resume operation utilizing a standard
protocol for leader election. Should the failure occur diiring
the processing of an ordering protocol for a client s update
request, handling of the client request and its processing
order will depend on where the failure occurs during the
ordering protocol.

If the failure occurs before the distinguished server
replica sends messages 44 and 46, but after delivering the
request to the service program 42, the new distinguished server

simply assigns a new order for request processing and resumes



request, handling of the client request and its processing order wll

depend on where the failure occurs during the ordering protocol. If the
failure occurs before the distinguished. server replica sends nessages 44
and 46, but after delivering the request to the service program 42, the new
di stingui shed server sinply assigns a new order for request processing and
r esumes 24 operati-ons. Not e that né*permanent- damage can occur even

t hough the failed distinguished server replica nay have processed the

client re to f t.ent e _operation. Thi o]
bel:ause t%«g’% %sgigﬁsw she gg;?l\?gr ri}epﬁ | c%hggﬁngo rA g?ﬁrél ?ﬁ‘éuﬁnﬁvéfllf Zcf due
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failure sC&REPFS ’%fiasld-zﬁpﬁi"yg%ﬁﬁet?tt%u*i e Eecss Viimer Bhal Parkdgrdnsd server
replica 8®lignksraduest denihgghenceitosiivg mebsagepedbtass, 4hidmiaddition,

this scengmig 1§f@&p|vih%abkﬁet&xt£&% Sﬁafné‘wi'fers%a éét giih%@%%%}% reP' ' ca

88 fails after gging ssage 44 (i 9 replic
86) fails “artarefeddr ¥t ng"Bhe? nes sk Séﬁa ‘i"oéli1 nbmasricﬁ‘i?éﬁrﬁ‘ﬁss§§§ceAnot her
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per manent “&fFeretF Idilsﬁgng%ﬁlil%‘gls‘iefg&rt’i?pgi’icén?% fajle afeoFepAingse of

and losing messages 44 and 46. In addition, this scenario is
applicable to the case where distinguished server replica 88
fails after sending messagé 44 (i.e., or 46) and replica 84
(i.e., or 86) fails after receiving one message and losing
another message.

Another failure scenario to be considered in accordance
with a preferred embodiment of the present invention, is the
case where distinguished server replica 88 fails prior to
receiving messages 54 and 56. 1In this instance, no permanent
effect will be extefnalized to clients, because of the use of
the tentative mode (i.e., which is only lifted when both
messages are received). The order of executing the update is
available at either 84 or 86 (i.e., if the lost order had been
handled in the previous scenarioc). In this case, both server
replicas can agree on the order and continue execution.

An additional failure scenario to consider is the case
where distinguished server replica 88 fails before sending
messages 64 and 66 (i.e., or equivalently, if both messages are
lost), and after receiving messages 54 and 56. In this case,
the effects of the update become permanent at distinguished
server replica 88 and may be externalized to clients through



the tentative node (i.e., which is only lifted when both nessages are: _
recei.ved). The order of executing the update is available at either 84 or .
86 (i.e., if the |lost order had been handled in the previous scenario). In
this case, both server replicas can agree on the order and continue
execution. An additional failure scenario to consider is the case where

di stingui shed server replica 88 fails Ipsfore sendi ng nessages 64 and 66
(i.e., or equivalently, if both nmessages are lost), and after receiving
messages 54 and 56. In this case, the effects of the update becone

per manenFesrigyal ongupshensseHp¥evesp lesaugs vl ondgr it exeepfandzed to
clients theoygihte idSav£ildraatoafgildicasnss abaves €6, ebeoiisth bbenor der of

execut i ng k0 URGALFe | 2 AYBLLADLE & dhl),Ca2p34o200 80,44 €. Sl ch both
remain active in a téentative no gﬁ, replidas §_ and 86 can agree on the

or der i ng 2GHPE PP Ithedorderary | Y inghilpadel fdisttAgR c ofleh k8 E/MRPERTt he vi ew
t hat any cohséatent ghitthate adew tkat varay sulsequeidhtujdaiee aegaiatdons. Such
a scenari,g,C 'ﬂgg t | f &l r | ds | so fails.
Furt her rmlv(rig, &g:%éi r %rt e‘gﬁ’?%gég%ggr yg%;nécfan%%mngr%{eg%ﬂﬁ%a?%gtp%%%ﬁrrfgssage 49
to the cOPERELRf PERRscdryeifhEle ERPIIGH B4 tRE 1% \RYS° r E@d4Aize the

t wo- phas@urahareoné, tdicherdeephirgBét o @6 des geneedtanthe Idespbnated herein,

in accordanea Wi £§ @ NRf eriedeenpodi fitaQf. the present invention. In the
first phase (T.e., nessages 44 and 46), thé distinguished replica prepares

the other replicas to accept the update request and its order, and then in
a second phas&h¢seeskibbedatestbe and €5}l areengmnizke thehdworpbkiseas to make
the tent dtveeoidtertdodd LGl PLR&TRIMNtdestaseASinkl 8d 1ustrated

herein, in accordance with a preferred embodiment of the
present invention. 1In the first phase (i.e., messages 44 and
46), the distinguished replica prepares the other replicas to
accept the update request and its order, and then in a second
phase (i.e., messages 64 and 66) allows the other replicas to
make the tentative order and effects permanent. Those skilled
in the art can recognize that traditional two-phase ordering
protocols (e.g, such as two-phase multicast protocols) are
subject to blocking if the distinguished server replica fails
prior to confirming the agreement to all surviving replicated

. servers. However, the ordering protocol described herein is
immune from this problem, because the ordering protocol takes
advantage of the fact that all receivers are replicas and:the
new distinguished server adopts the order defined by the failed
distinguished server without affecting service semantics.
Previous protocols did not exploit or take advantage of such
an important feature, preferring instead to offer generalized
ordering facility to entities that may not be necessarily
replicated. Such a generality functions at the expense of a
larger response time, and in the case of a replicated server,
this generality is not relevant.



in therart can recognize that traditional.two-phase ordering protocols
(e.g, such as two-phase nulticast protocols) are subject to blocking if the
di stingui shed server replica fails prior to confirmng the agreenent to al
surviving replicated servers. However, the ordering protocol described
herein is imune fromthis problem because the ordering protocol takes
advant age of the fact that all receiver2 are replicas and the new

di stingui shed server adopts the order defi'ned by the failed distinguished
server. mﬁthouigaffectin servi Previ pus .protocols did not

e semantiGs.
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bei ng suscept | bl ocki ng.” Additi d
descri bed¥ErePRELIYY akbsr dHIRZEOH hpﬁ°iﬁc€fler‘?%%!%‘1?&§di]i‘r%ﬁ?lrb'f ‘tRe present
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invention, also promotes coup_ling of the ordering operation
with the release of output, while effecting permanent changes,
thereby ensuring the safety of the server operations, along
with increased performance. Previous ordering protocols, such
as multicast protocols, did not handle output actions at all.

While the invention has been parti'cularly shown as
described with reference to a preferred embodiment, it will be
understood by those skilled in the art that various changes in
form and detail may be made therein without departing from the
spirit and scope of the invention. It is therefore
contemplated that such modifications can be made without
departing from the spirit or scope of the present inventioE-_ as
defined in the appended claims.



wi th the rel ease of output, while effecting permanent changes, thereby
ensuring the safety of the server operations, along with increased

per f ormance. Previ ous ordering protocols, such as multicast protocols, did
not handl e output actions at all. Wiile the invention has been particularly
shown as described wth reference to a%)’referred enbodi nent, it will be
understood by those skilled in the art t'hat various changes in form and
detail may be nade therein without departing fromthe spirit and scope

of the jnvention. It is therefore contenplated that such
modi i cat Foe*an be made wi t hout departing fromthe spirit or scope of the
present invention as defined in the appended cl ai ns. 27 CLAIMS: 1. A
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pl ural it ycoineetrakdies teplhgat@s BWOPAr EREVRLES /EERGr l& seiurakitd efisure t hat
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server failure. said nethad conprising the ste of ; designating.

parti cul aFe%%lr({"/_ tresa&r%arsé‘lc S‘f)’fu?ﬁ V?glfo?ezé‘%‘rcvé;?cso tec?srlrlﬁ“ﬁ_agglagl F‘gﬁ? requests
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recei pt obfaacCédBRir raduesk, WBatd wetlcl tcomppilaing Sthdl gds ofl:ar net wor k
service state by any renaining servers anong said plurality of servers;
speci fying an executabl e order in which client requests which seek to

updat e sai d pafefianafingePnBREL $8H AL SeVaFreaRpPRI said plurality of

servers to manage client requests which seek to update a
particular network service state, prior to any receipt of a
client request which seeks to update said particular network

service state by any remaining servers among said plurality of
servers;

specifying an executable order in which client requests
which seek to update said particular network service state are
processed among said remaining servers, such that said
executable order, upon execution, sequences said client request
which seeks to update said particular network service state
with respect to all prior and subsequent client requests;

automatically transferring to said remaining servers:from
said particular server, said executable order and said client
request which seeks to update said particular network service
state, in response to initiating said client request; and

processing in a tentative mode at said particular server,
said client request which seeks to update said particular
network service state, without waiting for said executable
order to be executed through to completion among said remaining
servers, thereby promoting a reliable and consistent ordering

L



processed anong said renmaining servers, such that said executabl e order
upon execution, sequences said client request which seeks to update said
particular network service state with respect to all prior and subsequent
client requests; automatically transferring to said remmining servers from
sai d particul ar server, said executable order and said client request which
seeks to update said partlcularluﬂvwwagserV|ce state, in response to
initiating said client request; and processing in a tentative node at said
partlcular server, said client request which seeks to update said

parti cul 2f FRAGBE Kesest ressagiag dplHenian?Rs A ‘f‘fﬁraslé geeReti®Rabl e or der
to be exeimtss-dir @egbohse COifE £t 1 on anong sai d renmai ni ng servers, thereby
pronoting a reliable.and consistent ordering 28 of client request .
nmessagi ng_del i veries_and an overall reductlon i n server response tinme. 2.

The net hoti of THEafRtRoGhef eFlpihe dhegeoP RRiHER AfgdsshIrerii¥a? server
anong saiphydimdlairt weafregeamens saidpphygmldityept seguess stohmahageek to

updat e saifh far tfea%_@esn@ﬂm ks B¢ \e&%paaaeesaﬁ 'ﬂ&rrtt.r.@ui‘a}f heegbPE of a
client request whi'ch seeks to update saj ?rtlc ar networ k SE[VICE state

by any reffer MRy SE8FGer RO ?EVdr‘E)T?Prpﬁ Pty o LY EPEUSEhr YRETE conpri ses
t he step ®feksidsi gwdetngsaiparartidularseeterriamanyicei étpkar hyi ayy of

servers tgem@RgR HdARlrs! ARt s (Hluiﬁﬁ.'k.t%'ooﬁ'pgéiceeﬁéi degaehésul ar
net wor k serV|ce st%&’_8 Fg%loéfto any recei pt a client request which seeks
t€ufafPn

to updat eC¥HIH 5 fork service state by any remaining servers
anong said plurality of servers, wherein said particular servei conprises a

desi gnat ed designating a particular server among said plurality of
servers to manage client reguests which seek to update said
particular network service étate, prior to any receipt of a
client request which seeks to update said particular network
service state by any remaining servers among said plurality of
servers, wherein said particular server comprises a designated
server.

3. The method of claim 2 wherein the step of tentatively
processing in a tentative mode at said particular server, said
client request which seeks to update said particular network
service state, without waiting for said executable order to be
executed through to completion among said remaining servers,
further comprises the steps of: S

forming a tentative response to said client request which
seeks to update said particular server in said tentative mode;
and

storing said tentative response within a buffer at said

designated server, such that during said tentative mode, said

tentative response does not alter the result of any client
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~server. 3. The met hod of claim2 wherein the step of tentatively
processing in a tentative node at sai-d particular server, said client
request which seeks to update said particul ar network service state,

wi thout waiting for said executable order to be executed through to

conpl eti on anong said renai ning server further conprises the steps of:
formng a tentative response to said.client request which seeks to update
said particular server in said tentative node; and storing said tentative

response wthin.,a buffer, at said q%s' nated server, such that during said

t ent ativewlrrbde?“%eaim ts’gﬁt 85{&@&%5 &%&%Eegwﬁl%‘r’t‘-’erthﬁétteé@uﬂf=of any
client requests to retrieve data. 29 4. The nmethod of claim3 further
conprising the t&‘atz?ﬁ.&aefi;&gt @a!ildlaéér{&ttsiaied rﬁcgdét,atdtzliféh {TDQ@h ‘é‘%ﬁxﬁiﬁiﬁ@

remai ni ng m.t.s a_nessage to sai i cul ar server
acknomﬁedd%%éxgécé%%gé%?kgajﬁ e?gggfgﬁleé%rdﬂgﬁgnéﬁ§§ﬂﬁuiFFenFeFEGEést

whi ch seel@ckPWisdgiagsaeeeint ofcardd axecusrkle mmdegeand &add célieasi ng sai d

tentative repponsehichmnssdts dubaatel Sal®HRORSuT O LTI sRGvS Ak
tentative gode:. transferring said tentative response to said at |east one

client, in response to releasing said tentative response fromsaid buffer;
permtting updates to said particular network server resulting from said
tentative respordesisingesaiid penfanewé , rédpimlay fabkekhnd bukkee,r gsponses

to client FEPBRS thPterminating said tentative mode;

transferring said tentative response to said at least one

client, in response to releasing said tentative response from
said buffer; '

permitting updates to said particular network server
resulting from said tentative response to become permanent,

thereby altering future responses to client requests to
retrieve data.

5. The method of claim 4 wherein the step of designating a -
particular server among said plurality of servers to manage
client requests which seek to update said particular network
service state, prior to any receipt of a client request which
seeks to update said particular network service state by any

remaining servers among said plurality of servers, further
comprises the step of:

electing an alternative server among said plurality of
servers to manage client requests which seek to update said

particular network service state, if said particular server
fails.
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retrieve data. 5. The met hod of claim4 wherein the step of designating a
particul ar server anong said plurality of servers to manage client requests
whi ch seek t.o update said particular network service state, prior to any
recei pt of a client request which seeks to update said particul ar network
service state by any renmining servergganong said plurality of servers,
further conprises the step of: electing an alternative server anong said
plurality of servers to manage client requests which seek to update said

particul g ”e&‘ﬂﬁ%ahxeﬁﬁé | 58 éia?:.tn‘? 5 Iy r2akd 9@&5*%&:@ the' ¥€é?f@:§! S- 30 6.

The net hod of urt er conprising the step of: permtting any server
anong said plurality of servers to respond to and process a client request
to retrieve d@eamitting anyrser¥er afbeg netitoglofallty mfbswekheers ntd he step

of speci fyégﬂ;ﬁﬁtsmb%&sgrﬂ@&mm%@i@s@ t&ethreavedat Mt cdnpeek to
updat e sa: articular network service state are processed anong said

renalnlng ‘vers, such that said executable order, upon execution,
sequences said client request which seeks to update sai d particular net wor k

fser vnhce st at e pet ﬂeﬁﬁ&&est tDamhle Wl’#eQ'@lﬁndh§L@t$é%qldﬁE‘Ep§Ei§9in§ %Stﬁ

urt her cQ rls the.step o | [ e .order iC
client requesut sa%\si"ml c’ﬁd%%ell? Llcg lee sa:ﬂ”gq{il ‘?I cul'l‘.IL kmﬁ?ku%%%/l ce state
are proce¥sietparnbhgular dlertéﬁ%‘knﬁ;?@”s%ﬁr fv’§ﬁ§e %IIR:ErPﬁ%S%ChlaB‘OESe%%R%bI e

order, UpRneEXERd | SekvHRfUECBEEE $hhE GdditNt exafitesll ey rseeliSort 0 updat e
sai d par té}?égﬂlo%et !Q&\geégééllsggdséﬂgnt request which seeks to update

said particular network service state with respect to all prior

and subsequent client requests, further comprises the step of:

.specifying an executable order in which client requests
which seek to update said particular network service state are
processed among said remaining servers, such that said
executable order, upon execution, sequences said client request
which seeks to update said particular network service state
with respect to all prior and subsequent client requests,
wherein said executable order comprises an ordering protocol. -

8. The method of claim 7 wherein the step of specifying an
executable order in which client requests which seek to update
said particular network service state are processed among-sald
remaining servers, such that said executable order, upon
execution, sequences said client request which seeks to update
said particular network service state with respect to all prior
and subsequent client requests, wherein said executable order

comprises an ordering protocol, further comprises the step of:
specifying an executable order in which client requests

which seek to update said particular network service state are
processed among said remaining servers, such that said
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W th respect to all prior and subsequent client requests, wherein said
execut abl e order conprises an ordering protocol. 8. The nmethod of claim7’
wherein the step of specifying an executable order in which client requests ’
whi ch seek to update said particular network service state are processed
anong said remmi ning servers, such that said executable order, upon
execution, sequences.said client requéét whi ch seeks to update said
particul ar network service state with respect to all prior and subsequent
client requests, wherejn said executable order conprises an ordering

prot ocol , FXRIEPLE RS TeWPPREXECEHLIR SEFBERFSA gglgﬁeléfé‘&u’f%ﬁees%rder in.
whi ch cl i ewtiiahecieeks tohiupdaseekaid padaieoilsal depaprkcataviomt sloate servi ce

state are pracessgtbA™NY 81 dpkeBRi BhAJ s8BE¥Ghnt SUEheddabeg@éshs, 31 .
execut abl e .order, ‘upqQn executi.on, sequences said_client reguest, which seeks
Lo updat e TP sk PREGFER AN K7SEF vi T SRTRELCIFTH Yl Bt PorRh3at pr i or
and subseqerderigia eprotomplesimnunghefxdm klkdckimgedifi apdid opaeri¢glar

conmuni cat gg-yd@ £ 11W0- phase ordering protocol inmmune fromblocking if said
particul ar server fails. 9. The met hod.of claim8 wherein the step of
designating a particular server anong said plurality of servers to nmanage
client reqglest ThehimethodeRft olapef evhexpdnphie | thfracinderbgratingize state,

prior t:) a@a{rﬁﬂﬁﬂf&t servarChimely Ebegdesiuvdliicly %ﬂfelé&r’ir@rblpﬂ@tﬁaﬁ@ééld
particul ar_network seryice t ny. [ i '

plurality %%E%%$J§¥E§s¥ﬁr?Bg%ﬁc%ﬁgyf§§§9f§g25$%%9&%ﬁkﬂgé?a%ggggﬁsg*

parti cul ar SRE¥iRs siabRg BEICK PlURAN F§CoIPt &fyarelispthEsayest| ¥eighr equest s
whi ch seekséekaiptatpdatiedsaid particular network service state by any

remaining servers among said plurality of servers, further
comprises the step of:

designating a particular server among said plurality of
servers to manage client requests which seek to update said
particular network service state, prior to any receipt of a
client request which seeks to update said particular network
service state by any remaining servers among said plurality of
servers, wherein each server among said plurality of servers
comprises a server replica.

10. The method of claim 9 wherein the step of specifying an
executable order in which client requests which gseek to update
said particular network service state are processed among said
remaining servers, such that said executable order, upon
execution, sequences said client request which seeks to update
said particular network service state with respect to all prior

and subsequent client requests, further comprises the step of:
specifying an executable order in which client requests

which seek to update said particular network service state are
processed among said remaining servers, such that said

A o Im



particul ar network service state, prior to any receipt of a client request
whi ch seeks to update said particular network service state by any
remai ni ng servers anong said plurality of servers, wherein each server
anong said plurality of servers conprises a server replica. 10. The nethod
of claim9 wherein the st.ep of specifg%yg an executabl e order in which
client requests which seek to update d particular network service state
are.processed anong said renmi ni ng servers, such that said executable

order,. UPQxeexweaHik %dQEQHﬁBﬁeézethOﬁl I%Htl‘i’lﬁggeéé %c%goﬁefljf%:l{ 0 update

sai d partlculgr etwork service ste% W th reéespect

subsequent®EPFett rqtRETE G e rFaddis R §’é§hﬁﬁes§ﬂ-€p H}f-lraéﬁéé’l f3f ng an
execut abl eegvges.in which client requests which seek to update said
partlcular netmork service state are processed anong said remai ning
servers, t_s 3 or der pn_execution, continues
to functlon |n&F§ . %kﬁﬁ % < éaéﬁhgﬁ fﬁ?ﬁ1°P§PFﬁ$epﬁv??ﬁr?%ﬁﬂqjﬂﬁ°ural|ty
of servers. 11. The nethod of cIa|n110 further conprising the steps of:
transferring teransedf i G e \temaaﬂpﬁt_g s?eaklv@rphkléﬁél s OfpREfMERS, said

client rque%%fwgkgh ES?ESc&Q Hgda oS4 nn&partlcu net aﬁ|z§£§%f5eftate

tentatively processing ent a
sai d clleﬁPrFéﬁHE§¥ Qﬁﬁ%ﬂ?&xﬁﬁ@?lFé gpdte e said partlcular network service
state, without waiting for said two-phase ordering protocol to be

executed throughe .t 2, oQMPLELEQRs AIPNYnSa d LEPRENNLY SLVeLS. . 4.1Y uding
sai d partlcular server,
remaining server, said client request which seeks to update

said particular network service state, without waiting for said
two-phase ordering protocel to be executed through to
completion among said remaining servers, including said
particular server;

transmitting to said distinguished server from said
remaining server, a message acknowledging receipt of said
executable order and said client request which seeks to update
said particular network service state by said remaining server,

at the end of a first phase of said two-phase ordering
protocol;

transferring a confirmation message from -said
distinguished server to said remaining server upon succe.;sful
transmission to said distinguished server from said remaining
server of said message acknowledging receipt of said executable
order and said client request which seeks to update said
particular network by said remaining server at the end of a
second phase of said two-phase protocol; and

terminating said tentative of mode at said remaining

server following the completion of said second phase of said

U



transmitting to said distinguished server fromsaid réemaining server, a
nmessage- acknowl edgi ng recei pt of said executable order and said client
request which seeks to update said particular network service state by said
remai ni ng server, at the end of a first phase of said two-phase ordering
protocol; transferring . a confir mad? on nmessage from said

di stingui shed server to said remai ning server upon successful transm ssion
to said distinguished server fromsaid renaining server of said nessage

acknomﬂedghggpﬁéggﬂdydéygn%abgoggggy;abIe order and said client request

whi ch seeks to update said particular network by said remai ning server at .

the end of a second phase of said two-phase protocol; and termnating said
tentativeldf ke method ofr edaini by Swrther fompoiding ttbe stepl efion of -said
second phase of said 33 two- phase ordering protocol. 12. The method of
claim1l further_ conprisi the step.of: .recovering . the results of a client
fequest whi ch SeERICTIEY, SHE ETHYP B¢ CHIFHP TaiRerkBETS R8s 8 BPe i n t he
event of upfate saidpanbhfebat aetMgrkuserviiaehshataiiiq pharemsnty off aservers.

13. The nabBeGOEckha@h 1R JrlEADBirs RIBRLS isaddlitirsllaRyd e se@gaysli ng a
client request which seeks to update said particular network service state

in the event of a host or communication failure within said plurality of
servers. 13.34The method of claim 12 further comprising the step of:

recovering a client request which seeks to update said

particular network service state in the event of a host or
communication failure within said plurality of servers.
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14. Asystemfor ordering client requests in a conputer network having at
| east one client connectable to one or nore servers anong a plurality of
servers, wherein each server anong said plurality of servers replicates a
particul ar network service to ensure that said particular network service
remains uninterrupted in the event of g server failure, said system
conprising: means for designating a particul ar server anong said plurality
of servers to nmanage client requests which seek to update a particul ar

network service state, . t t of a client request which seeks
to updat qual P p&YEEER aqr" ne?’r?ﬁg‘? 'gger?/]rc’ceéﬁst’éﬁ%u SamyP r 3amdioMPHGSZer vers
anong sai gdepworklhaying ageieass;onreaidehbr cyprsithplagtarrnx egumalree order

in which glirogts raﬁrﬁiﬁ%%%l‘&ﬂa@.'it?&% skovePEatBebaifl ANt sELYEF aRBhMork .
service statg arerg:p%ﬁe amng sai d reggl ni ng server such that said

execut abl ésaérdé’r cdtTor; Sseqel?rg‘ﬁ ®alfd rtlﬁflia’éqt?eeg‘two i ch seeks
t o updat e S€zVicpLQ engnae WWakdﬁMwlgrm@m%semtr%msl pri or
and subsegu@htesliftdd raquasd SveiRaRE hokeguéONBdixiald,y dai@n shetlenng to

sai d renarcl,ghgg seLyers fromsaid particul ar server, said executable order
and said At re%uest whi ch seeks to update said particular network
service state, in response to initiating said client request; and nmeans for
tentatively prae&ssi figri dezipaatahgve padeiatulsai depast i ambﬁg safider, said

client re Hesh [,Chs S eg}g;ellsotgpg?;lg%raéﬂeq&r %rg&gé%%%t ed_\@_{]roue{]y__l iL,ce state,

wi t hout It1ng r sal xecut a der to
conpl et i ohlpéﬁ'ﬁﬁga PAFHIFRhRT MekyosRrivd oo Heatsyy P OGP ?’ngzferc@lli?&bl e and
consi st entoforaderlimntof rexfueatt wheigihe Sdeakss sagiumglate! isaddi emmridular

network service state by any remaining servers among said

plurality of servers;

means for specifying an executable order in which client
requests which seek to update said particular network service
state are processed among said remaining servers, such that
said executable order, upon execution, sequences said client
request which seeks to update said particuiar network service
state with respect to all prior and subsequent client requests; )

means for automatically transferring to said remaining
servers from said particular server, said executable order and
said client request which seeks to update said partigular
network service state, in response to initiating said client
request; and

means for tentatively processing in a tentative mode at
said particular server, said client request which seeks to
update said particular network service state, without waiting
for said executable order to be executed through to completion
among said remaining servers, thereby promoting a reliable and
consistent ordering of client request messaging deliveries and
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35 an overall reduction in server response tinme. 15. The systemof claim 14
wherein said neans for designating a particular server anong said plurality
of servers to nmanage client requests which seek to update said particular

network service state, prior to any receipt of a cl.ient request which seeks
to update said particular netmork“ser%%ce state by any renai ning servers

anong said plurality of servers, furthér conprises: nmeans for designating a
particul ar server anong said plurality of servers to nanage client requests

whi ch seel; (ReURIA! edRlei BT WAl NSLUPSKsS AL State, prior to any
recei pt of a client request which seeks to update said particul ar network

service state by any renmaining servers anong said plurality of servers,
wherei n skhd (Tnet system oferlaimclohwhiereinssaishs ngans eibsdevagnattdngThe

system ofa YaditDchRaPhe&Bidy SRicfgNBaNE FRIrd19RLALE VEd WP e@SRhAGgeN a
tentati vecfsmq_g__ at salg pa}rlt i.cul ar. erver, . sal .gl | er{ﬁ_ lrﬁg\t%gst : V\:h{:_ h seeks
to updat S5 FEHLERF P HR BT &8 VPEBLE 3T RARHS PFFW@) or said
execut abl fewriger stetbe Rxdeutted anr beghiRt ofoapriiewh raaegtsuhdchenni ni ng
servers, gddidi@jo GRAREESES1d BN dullarf ALEWOEk SsdBAll iseatkeebpoang to said

client re st_.whi ch ks pdat. [ I cul ar er g |.d.
tentati ve%a&él%n erﬁ%e’%%g (E)“(r%r1 t%%lgig%g'éll éggé%t %fqi_ \%grﬁgg%bnsf‘élgvtmﬁ%lﬁi n a
buf f er "atc@RIESRESi gnat ed server, such that during said tentative node,

said tentative response does not alter the result of any future client

requests to r%éaén%vef&at é‘ésighating a particular server among said
plurality of servers to manage client requests which seek to
update said particular network service state, prior to any
receipt of a client requeét which seeks to update said
particular network service state by any remaining servers among
said plurality of servers, wherein éaid particular server
comprises a designated server.

16. The system of claim 15 wherein said means for tentatively
processing in a tentative mode at said particular server, said
client request which seeks to update said particular network
service state, without waiting for said executable order to be

executed through to completion among said remaining servers,
further comprises:

means for forming a tentative response to said client

request which seeks to update said particular server in said
tentative mode; and

means for storing said tentative response within a buffer
at said designated server, such that during said tentative
mode, said tentative response does not alter the result of any
future client requests to retrieve data.
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36 17.: The systemof claim 16 further conprising: neans for termnating
said tentative node, when each renmaining server transmts a nessage to said
particul ar server acknow edgi ng recei pt of said executable order and said
client request which seeks to update said particular network service state;
means _for releasing said tentative response fromsaid buffer, in response
to termnating said tentative node; ns for transferring said tentative
response to said at |least one client, in response to releasing said

tentative;pespppsegfaqi 3 diRvhf €& siBans ' Rhppesihg!ing updates to said
particul ar network server resulting ¥r0n1said Fentatlve response to becone-
permanent, thereby altering future responses to client requests to retrieve

data. 18. The sganznmfot tleamimifindesaid Sentanibemsméde, debegnaibichg a -
particul akeR8ENEhg HERGrSBEShdhil Akl hdsgeS bV bAr FRERNSr JerQal- T equest s
whi ch seek &o ugdﬂ%g saldggartlgular netwg;k service sgate. pri.or to any
recei pt ofCEIRFIEITIREFTESLPIUR & Fad8 e TH AN} Ga0 238 R9 87 1 SdEEPEnet wor k
servi ce statuvedy. wninh seskentogimiatecssid pans isaild rphetredrk seafivicer ver s,
further cegpekses: neans for electing an alternative server anong said

plurality of servers to manage client requests which seek to update said

particular network service state, if said particular server fails. 37
means for releasing said tentative response from said

buffer, in response to terminating said tentative mode;

means for transferring said tentative response to said
at least one client, in response to releasing said tentative
response from said buffer;

means for permitting updates to said particular network
server resulting from said tentative response to become
permanent, thereby altering future responses to client requests
to retrieve data.

18. The system of claim 17 wherein said means for designating
a particular server among said plurality of servers to manage
client requests which seek to update said particular network
service state, prior to any receipt of a client request which
seeks to update said particular network service state by any
remaining servers among said plurality of servers, further
comprises:

means for electing an alternative server among said
plurality of servers to manage client requests which seek to
update said particular network service state, if said
particular server fails.
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19.. The system of claim 18 further conprising: neans for perm.tting any
server anong said plurality of servers to respond to and process a client
request to retrieve data at any tine. 20. The system of claim 19 wherein
said nmeans for specifying an executable order in which client requests
whi'ch seek to update said particular §5mork service state are processed
anong said remaining servers, such that’said executabl e order, upon-
execution, sequences sai d cIient request which seeks to update said
partlcul wor ervr e respect to all prior and subsequent
client %Ue?@’f Ff‘l‘e? c f’ Jegmé‘ﬁfeté’ﬁg FOTPEPEciFyi ng an executable .
order in which client requests which seek to update said particular network
service stat Qne%.n% EBQCﬁéiﬂdtaﬂﬁ@gazﬁﬂiétrﬁrelﬂ‘B&ﬁbﬁm ﬁfd/@l&ra&ﬁﬁﬁ} bpat said

execut abégr‘p ?Qg Ig%(q:cu% rSEAHences s’téﬁ:‘e o %g Jggggggvghl ch seeks

t o updat e sai Servi ce respéct ‘to all prior
and subs@%ﬁﬁnﬁt(ﬁnWéﬁﬂmFequests wherei n sai d execut abl e order conprises an
ordering protocol. 21. The systenrof cl aim 20 wherein said nmeans for

speci fyi ng, anr@%g&am 820 ikm 1 wgeeglﬁlga%t mbEHYEEL,S o ggcagg fgk to

updat e sald parti network service state are rocess g sai d
remai ni nd? sEFYSIEADLY, rdatar 1% VR Sk eThiteRb FegigeFs Hpbrtegeekt Fon,
sequencespd&uels&i@nparﬁipm%ﬂrwﬂeuWaﬁeeﬁsmu@eupdate aabdpp@bbbsaaar net wor k

service 5&@%& Sdilhr RS PEELg ts%x%lelrspréﬁh 2hde SURSEQUER 1 £R-gpeguUest s,
wherei n sai d execut,abl e order co ; an orderin ‘ﬁﬁg&ﬁ00| further

conpr i se¥PORESHREYT P s p EEAPFIAGS a 5| TeBYTR iSeRks| Fent
request supfidtod sadiek peortipudas setwoparssxyilcar shatewriclsgrespest to

all prior and subsequent client requests, further comprises:

means for specifying an executable order in which client
requests which seek to update said particular network service
state are processed among said remaining servers, such that
said executable order, upon execution, sequences said client
request which seeks to update said particular network service
state with respect to all prior and subsequent client requests,
wherein said executable order comprises an ordering protocol.

21. The system of claim 20 wherein said means for specifying
an executable order in which client requests which seek to
update said particular network service state are processed
among said remaining servers, such that said executable order,
upon execution, sequences said client request which seeks to
update said particular network service state with respect to
all prior and subsequent client requests, wherein said
executable order comprises an ordering protocol, further
comprises:

means for specifying an executable order in which client

requests which seek to update said particular network service
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38.state are processed anong said remaining servers, such that said
execut abl e order, upon execution, sequences said client request which seeks
to update said particular network service state with respect to all prior
and subsequent client requests, wherein said executable order is

cormuni cated via a two-phase ordering %&otocol I mmune .from bl ocking if said
particul ar server fails. 22. The systemof claim 21 wherein said neans for
designating a particular server anong said plurality of servers to nanage

client regggg&saggiﬁpo?eese&# Qarﬁéﬁ%f‘tseai%airg\wﬁ%%ﬁiué vetr]_%t'v\osr B YnUce state,
prior to any Feceipt of a client tequest whi ch Seeks to ‘update said A
parti cul afahgt PRUHTAA QFaSrat ¥PRY BRECYHIEIAR nERGUSRT SR rid thud &3 d

pl ural ityretuset wi{ich keekbeto anpaties @aidnearts cudardest wowk iswwdgearti cul ar

server amyRgeadiipLULalit L1 PYML:SLLo oIBOEgSe LEBLaL st dhi ch seek

to update said particular network service stat@, priofi to any receipt of a
client redBeseinfaid sFecytpBlepoEier 48 GOPRMEANeSr Vhdt IO R Ace state
by any repaidariggserveosohnimguseai Exphurkdlockyngf iferrsadks, pastteir@ilmreach
server amgagusai gapjrality of servers conprises a server replica. 23. The
system of claim 22 wherein said neans for specifying an executable order in
whi ch client requests which seek to update said particular network service
state are2@roctheasy=suengfselain @iavherginsenidmeansufhrtdegigmtdngxecut abl e.

order, UPQNpE¥ELilHN scIVBHEARBRg St PLueali teYresbrvbisheSafitmded update
sai-d partlcciul aé networ k seryvice si(a
n

e W respect_to, al riqQr and
subsequent ¢FPEnt STt .,lcf}hrsteﬁ’ rESOH%éﬁmseef:alﬁ’egﬁgq%lfjl‘as’g&qoﬁ%ﬂrr}fg an
execut abl eegvdee $tatthi Eiricr bataprygassistwef ¢h cddehrtt veqprisl avhsighd
particul asedREWob kuS@itd Gid particular network service state by any

remaining servers among said plurality of servers, further

comprises:

means for designating a particular server among said
plurality of servers to manage client requests which seek to
update said particular network service state, prior to any
receipt of a c¢lient request which seeks to update said
particular network service state by any remaining servers among
said plurality of servers, wherein each server among said
plurality of servers comprises a server replica.
23. The syséém of claim 22 wherein said means for specifying
an executable order in which client requests which seek to
update said particular network service state are processed
among said remaining servers, such that said executable order,
upon execution, sequences said client request which seeks to
update said particular network service state with respect to

all prior and subsequent client requests, further comprises:

means for specifying an executable order in which client
requests which seek to update said particular network service
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39. state are processed anong said remai ning servers, such that. said
execut abl e order, upon execution, continues to function in the event of a
comuni cation failure within said plurality of servers. 24. The system of
claim23 further conprising: neans for transferring to a remaining server
anong said plurality of servers, said ¢ljient request which seeks to update
said particular network service state; ans for tentatively processing in
a tentative node at said remaining server, said client request which seeks
to update_said particul ar network seryice stat wi .t hout waifi or said

t wo- phase®Btfertity BF°SE5E6F FB°BE gile%u’f%u(‘)altngirn ugsﬁr?’gggbrrﬁ?% ig%agrmng said
r emai ni ngsaled euecutahple gainy. JWAR PUEEREATHr coRt Vtes Redindtdon Lansmitting
to said ditsd igv@itSBeda SRmiRinikaeibs af i ner@iviit Afin SEIME b ludalBE YAGE

acknomded%é£§ggénuﬂ pt of said executable order and said client request
whi ch seekS t0 uUpdate said particular network service state by said
remai ni ng server, at the end of a first phase of said two-phase ordering
pr ot ocol ; 24parthd Gysteansfeclaiy 28 chnfiheratonprisisgprge from sai d

di stingui shed server to said remai ning server upon successful transm ssion
to said distinguished server _from said renmaining server of said ssage
acknow edgi ng TR EProFr§%?Ee€§%RQHEﬂﬂaerSWBéPlébufﬁﬁﬁqf EWPEHtSFgﬁuest

whi ch seekbutal ipdaf esesavettspasdid wilienhaetequesthyhicli depkadiaiupdaser ver at

the end of, 83 56N IRRSRePhiosiRl btV RRa@eor dering protocol ; and neans
for termnating sald tentative of node at .said renainiqg_serv%r f%IIomAng
t he COI'Tp| etio ?ﬁn%éo&‘ §s86ﬁal‘ﬁﬁ eprocess:Lng in a tentative mode a

said remaining server, said client request which seeks to
.update said particular network service state, without waiting
for said two-phase orciering protocol to be executed through to
completion among said remaining servers, including said
particular server;

means for transmitting to said distinguished server from
said remaining server, a message acknowledging receipt of said
executable order and said client request which seeks to update
said particular network service state by said remaining server, -
at the end of a first phase of said two-phase ordering
protocol; '

means for transferring a confirmation message from -said
distinguished server to said remaining server upon successful
transmission to said distinguished server from said remaining
server of said message acknowledging receipt of said executable
order and said client request which seeks to update said
particular network by said remaining server at the end of a

second phase of said two-phase ordering protocol; and

means for terminating said tentative of mode at said

remaining sexrver following the completion of said second phase
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40 -of sai d two-phase ordering protocol. 25. The system of claim 24 further
conprising: neans for recovering the results of a client request which
seeks to update said particular network service state in the event of a
host or conmmunication failure within said plurality of servers. 26. The
system of claim 25 further conprising: 40eans for recovering a client
request which seeks to update said particular network service state in the

event of a host or conmunication failure within said plurality of servers.
of said two-phase ordering protocol.

25. The system of claim 24 further comprising:

means for recovering the results of a client request which
seeks to update said particular network service state in the
event of a host or communication failure within said plurality
of servers.
26. The system of claim 25 further comprising:

means for recovering a client request which seeks to

update said particular network service state in the event of a

host or communication failure within said plurality of servers.

R



