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a digital conputer or I'on and “usage
control haveCeHyeEght @@}@tl%gﬁjsqcb V\fy,rl@vyﬁlcally, security measures and digital watermarking

20 technologies have been used to protect digital content. Firstly, the digital content is stored
in a cryptographic container before distribution to users. Secondly, a flexible licensing
mechanism is used to control the right of those seeking access to the content. Thirdly,
watermarks are embedded in the content in an imperceptible fashion so that the content
can be identified if the cryptographic container is breached. Whilst security measures and

25 watermarking technologies are effective in protecting digital content to some extent,
distinct problems exist in actual applications. Neither security measures nor digital
watermarking can prevent digital content being illegally duplicated and distributed. In order
to better protect digital content and its usage, the present invention provides copy
protection and usage control for digital multimedia content and their associated players or

30 readers installed in a digital computer or device.

Various methods of copy protection and usage control have been developed to prevent
unauthorized use of software. Compared with these methods, the present invention is

more effective and simpler.
35
The prior art technologies fall into two categories. The first category is hardware-based. In

this first category is U.S. Pat. No. 4,562,306 which discloses a method for protecting
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can run protected software. This nethod provides a trial period durin
whi ch a pot ehbe %ﬁcop@faq;myé\s software-based. In this second category is U.S. Pat. No. 5,199,066

20 which discloses a method and apparatus for protecting software in which the use of
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software is enabled only when a predetermined intermediate code and a predetermined
software code are identical. U.S. Pat. No. 5,109,413 discloses a method that allows
software distributors to control the length of time or the number of times a user can run
protected software. This method provides a trial period during which a potential purchaser
25 can decide whether or not he or she wants to buy the software. After the trial period
expires, either new software without usage control system is provided or instructions are
given to users to disable the usage control system. U.S. Pat. No. 5,293,422 discloses a
usage control system for computer software. The software comprises a set of units, each
of the units being an interactive activity between the software and the user which can be
30 separately completed from the interactive activities of the other units in the set. The
completion of units is monitored by means of a copy-protected region of a recording
medium and when all units have been completed, further access to the software is denied.
Although these approaches have to some extent limited use of computer software, they
cannot provide adequate protection against duplication of the software and are susceptible

35 to being circumvented. o



25 can deci de whether or not he or she wants to buy the software. After the
trial period expires, either new software w thout usage control systemis
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client device prior to each playing/reading of said digital content. The

nmet hod of the present invention may control usage of digital content on a
per sonal The method of the present invention may control usage of digital content on a personal

20 computer or other device. The term “device” will be used herein to describe a PC
(Personal Computer) or other terminal suitable for accessing digital content via the
internet. [n order to further protect the digital content and prevent its illegal use, encryption
and watermarking techniques may be used to code the digital content. Encryption may
ensure that the digital content cannot be used without an encryption key. Each item of

25 digital content may be encrypted with a different key. Watermarking, may provide proof of
copyright of the digital content and may facilitate tracing of illegal distributions of the digital

content in the event that the encryption is breached.

Copy protection according to the present invention may be arranged such that duplicated
30 versions of original digital content cannot be played or read once it is installed in a client
computer or device, The installed digital content also may not be copied from one
cemputer or device to another computer or device, nor may it be renamed. A player or
reader installed in one computer or device may not be used in another computer or deviee.



20 conputer or other device. The term"device" will be used herein to
describe a PC (Personal Conputer) or other term nal suitable for accessing
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content and prevent its illegal use, encryption and watermarking

techni ques may be used to code the digital content. Encryption nmay ensure
that the digital content cannot be use#l w thout an encryption key. -Each
itemof 25 digital content nay be encrypted with a different key.
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be edu%an%r}'espondmg to this item of content must exist in the client computer or device.
‘ Furthermore, a summary file may be created for each client computer or device. The
summary file may contain a name identifying the digital content, details of any encryption
key used to encrypt the digital content, and current usage data relating to the digital
content installed on a particular computer/device. The summary file may be encrypted
25  using the same key as the usage files and may be stored redundantly in locations of the
computer/device identical to the locations of the usage files. The summary file may be
updated after each playing or reading of the item of digital content. If permitted usage of an
item of digital content has expired, usage files corresponding to this item of content may
be deleted from the computer/device. The relevant record in the summary file may also be
30 deleted. Without these files, the expired content cannot be played or read by the player or
reader. If the client wants to replay or reread the digital content, he/she must connect to
the server and request to install the content and relevant files to his computer/device.
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Fig 6 shows a flow chart of a process for creating and updating a summary file; and

Fig 7 shows a flow chart of a process for playing/reading digital content.

DETAILED DESCRIPTION

25  Fig.1 illustrates the general structure of communications between a client computer or
device 10 (PC or other access devices) and a server 11 providing a source of content &
associated services. Server 11 may include one or more sources for storing digital content
and databases for current distribution. The services provided by server 11 include
payment verification, player/reader creation, usage file creation and encryption, and on-

30 line installation.

Fig.2 illustrates a flow chart of a process associated with an online installation transaction,

commencing with the client sending a request (20) to server 11 for digital content fo be

installed on client device 10. The request inciudes the content name, conditions of us'age
35 and payment, and information about the configuration of client device 10. Assuming that



15 Fig 1 shows the general structure of a comuni cations network between a
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Fig.2 il lustrates a flow chart of a process associated with an online
installation transaction, commencing with the client sending a request
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watermarked content is stored in the content source associated with Server 11.
20
When an item of digital content is to be distributed to client device 10, the relevant usage
file is created and installed on client device 10 together with the content. The usage file
includes the content name, its usage data (number of permitted playing/reading times,
expiry date, etc), together with its encryption key. Each item of digital content to be
25  distributed may correspond to a usage file. All usage files on the same device may be
encrypted using an identical key. This key may be embedded into the players or readers
for that device.

If the digital content being installed in client device 10 for the first time, the player/reader
30  used to play/read the digital content is also installed on this device. The encryption key
used to encrypt the usage files, the paths used to store the usage files in clients device 10,
and a usage check and updating module may be embedded into a traditional player/reader
to produce a protection enabled player/reader. The protection enabled player/reader of



watermarking is used to generate a secure digital content format. Fig.3
shows a bl ock diagram of an encryption and wat ermarki ng process. An
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usage files, the paths used to store the usage files in clients device 10,

d hec |
and = USa0s DR 300, SRGRLLAD, TDALE MEYLG, FUBRICEILL g o
pr ot ect i on aeriebi @ digiblapatentradiedevist 10(he(he Beeisgo RGTEEATE QUSsiigns sp thatesent

I nventi ]cgq ISl 19 ﬁérp&;talfl ERShtdd %h?ﬂ\@@éﬂﬁgmaﬁdf?éfltﬁ@aﬂﬁf dévlde 1B Ahssfingan not
only play/read t

e secure conte ngui sh
ori gi nal cdmtdhr cligbidaigs 1Q:§t'%ﬁa""’@dh? Qﬁtta'e?ga\ﬁiétl fer gfe';lfﬁg'fﬂ? (?lé 5§taﬁ?t'°f1he
digital corja@Rtior thé cédﬁ@\t@ﬁcﬂltteﬁﬁage silodl el drezad il ) OThet fathsSarg emhedded ithtaiege  of
t he content has. expired r il | not
be able to Cﬁf’tﬁw P fég /r?%dee rco (f¥%&(d %ggtﬁFl %I{] rdgp @%q?fﬁﬁﬂbﬁ lp%gglrﬂgm of
t he creati alatabhseat server 11.
20
The player/reader is then sent via the internet to client device 10 (54). If client device 10

has already installed the player/reader, the digital content and its usage files will be
installed on this device according to the installation paths and device information
embedded in the player/reader (55). After installation, a content file and multiplé redundant
25 usage files are installed on client device 10. Redundant usage files are installed in different
locations defined by the installation paths to facilitate copy protection. A client who installs
an item of digital content and its usage files on his/her device, may know the location of

the content, but will not know the locations of the usage files.

30 Before an item of digital content can be played/read, it may not be sufficient to produce the
content and its usage files. A summary file for each device may also be required and
information associated with the content may be ‘included in the summary file. The
summary file may be created by the player/reader when the digital content is first



protection enabl ed player/reader. In order to ensure that duplicated
content cannot be played/read by the player/reader and 10 to control usage
of digitavoowsmeet, the digital content and its usage fil RCERGUI/@1T3e
installed on a client's device via an on-line route. Fig.5 illustrates the
flowchart of an on-line installation prqcess. Before the client can install
an itemof digital content on his device 10, he/she needs to answer sone
guestions so that 15 server 11 can obtain information about the

confi gur at i onlagéd/teiad afl & daviceleledafonrationgnd isage vhtat asspeated ivéhtalidiemscel 10
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client deV|ce as a ready |ns
content and ictegtiansangiepdplingprogess- be installed on this devi ce according to
the installation paths and device information enbedded in the

pl ayer/reader_ (55 After installation, a content file and nultip
redundant 25T, U%Q{fzéef’ﬁ iPgentign @ay Eevdq ERPYIHOIEFHoB AN HSRIR SOt CR&P&[LﬁﬁﬁfﬁﬁtO”usage

files areoi nstagldery diplicated Lesiend of drigmat dugntwcdeént m@dcdwc'tyhe bk rp&tyed/}eatjlo@n
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digital cont &Nt 'a I ce
| ocati on of ptaMei/r@éﬂpe the, detyige if @i a pﬁmttqdnt@w ftafi@ fpottlautemr@écmen@ hes explgd

files. 30 Behpdmafleh @mn@?neelwa@.babf ﬂaer&@nar BABNtRe eipe}gﬁdérbeeﬁyea/ﬁeam not
be suff|C|ent t o cont en S us

For *each devine BRg AIBENHoevist G0 SR MRk Y RAL e eLBed e SF TP HO he
content may bempinelithdethsi &1 cofittions wirasagefds| determimed as thentimey of pdrehagayUdage

created by tggﬂtgga\ggrefng 84k 5 W&%P&&@b&%ﬁ@ﬁ%gg&/rew itk | oRhnifd 95%(9 1618

PCT/ SGOO' 001 on a device Bl On &nd Usa ata
associ at ed wiifg hap Pxﬂ"ﬁéms of digital content installed in this deV| ce may
be included in the summry file. The usage data associated with an item of

content in t %7Sh|ustr {eg the fkowcﬁmry oft?\%wuaplqt%Fneo d%];tél%gnter?i%gn be correctly played/read.

20  According to Fig.7 two conditions must be satisfied to play an item of content. Firstly, the
usage files corresponding to the item of content must exist in correct locations in the
associated device as indicated by paths embedded into the player/reader. Secondly, the
summary file must include the information and usage data associated with the item of
content. These two conditions may ensure that duplicated versions of the content cannot

25 be played/read beyond its permitted usage either on the same device or on another
devices. The locations in which the usage files and the summary file are stored will be
different for different devices. These locations are recorded in the players/readers
distributed to the respective devices. The client will only know the location where the digital
content are stored, but will not know where the usage files and summary file are stored.

30
Each item of content is encrypted with a unique key and these keys are recorded in the
usage file and summary file. The usage file and summary file are encrypted using an
identical key and this key is embedded in the player/reader.



5 playing/reading of the item The summary file may include a nane
identifying the content, its encryption key, and its usage data. Fig.6

il lustratve@ozasfehowchart of a summary file creation and updeBSGHHOPTIOCESS.
The present invention may provide copy protection and usage control. Copy
protection 10 may deny duplicated versions of original digital content the
capacity to be played/read on another device. Copy protection may al so
deny the original content the capacity to be played/read on the device if
eg., a permtted tine frame for the itemof content has expired, -and may
deny a renamed version of the original content the capacity to be

pl ayed/read 0 he_.0 |naI [ h e. ge o rol OVI de
for playi ng}frae%{' :htnrgal%e COnt & &t %EE gmenq Kh%t‘?’m err%(sjer&agz [m%ﬁ‘g

usage as detepied merslomtof ttiee contem of ap@th@h@@/@e Uagentent orit nol bﬁm}ayedr'mde t hat
any i tem of bEQRLEE rgém%ség,@ ils BB YMERR i db hét eQ%fGHIh%?&’ev&&%aﬁﬁ\e dikh®e has

expired. Fig.7 illustrates the flowhart 'of how an item of digital content
can be crrB&ys if‘ed}OQVSd’FFSéDéHOf thwor/steeto?ruthﬁgorwama/w RS UBIAdY fileotd beust be
sati sfi eddt Opcidtaanﬁﬁb sm@mm‘fnn@:oaﬁ Bie cliehy sdd Mayddhéad w\sag@mén degent. If the .
correspondin o Lhe item of content rrust Lo cor ect atlon |n t he
Gsoct at ed e} fabilSs ecRel i et bafRlSRubRont IRE ety Pek

Secondl y, tWéh couenpanding u‘a@ermsa If nedoadd etnhleann of digit@tdopienthab axirgd, tlat a
associ at ed. wabdyrbdier i B@le 1h6 AAILERL usabb GRS oL RaRRNGiN RS ER BLoad B t hat

duplicated versions e content cannot rea Its
permittdf uSRYIS aRip e&ﬂﬁ‘eﬂ“ﬁea%ﬁ‘éteﬂéﬁr‘c@eﬁﬁ C‘Hﬁer}ih’é?{%’éii in @@,plg@rgarym% .

| ocations i Bvahitake tiéere disagent tdreBe aéuéntebenﬁsuméafgef hdsLexdired,Sit @aedt Wl | be
di fferent folr gld/ 8géecnt ed Vi CeSH Bave ete s k4L 8g0r ded in the

pl ayers/ r ealléY TFIDUted?Po "th res 8 c% “®The client will
only know the | ocation where the digi taI cont ent are stored, but will not

know where {he tb'st)%g@ndgf'skc%% lﬂijv&Hmrté(raflér{se rr%?tcéro% %Qd/osgdm c{h%jye%()f
content is encrlzcﬁte Wth a unjq 'é\ hese keys are recor in the

usage fi'Pe HWaILHAHHP g F‘Pr@"mqﬂﬁ’@ %‘Qa?d ”Q?W%"é’ﬁﬂ“es fireip jdegeriged Wihetty pt ed
usi ng an | deprtingdlonkigy s@intcbrtahibst okiis inventonbedded in the pl ayer/reader WO
02/ 31618 PCT/ SG00/ 00173 9



If a client makes copies of the digital content and the pl ayer/reader
attenpts to play the copied version of the content on another device, the
content wob2/ssi8 be pl ayed/read because the rel evant usapeT/fsGhe®1znd
summary file do not exist on that device. If the client 5 plays the copied
version of the content on the original device, the summary file will be
updated in the sanme manner as if the client had played/read the original
content. If the client renanmes the copied file, it cannot be played/read
because there will be no match w th ctrrespondi ng usage files. |If usage of
an itemof digital content has expired, the player/reader may del ete the
rel evant us@ggukl! es associated with this itemof content and 10 may al so
del ete el enents associated with these content included in the summary file.
Even if the itemof content can be reserved after its usage has expired, it
cannot be P ayﬂdﬁét@@ﬂof lp&ﬁaﬁiﬁ@ dlgnsn thﬂgﬁtcﬁ ibeiasthitedetobe efiend eleette drobr am t he
devi ce. isto g %%@f Y ar ggﬁ alterations, nodifications

and/ or dﬁdﬂ?“Bﬁ?eﬁﬁysﬁ"“ﬁ H?W%%%@ dPrt'o the construction and
arrangement of treatingar plsyeneresienfodesi¢ digittdotenthout  departing fromthe
spirit or ambit gf/ tghé asagdagﬁygg&emewm%a%l&a@a P_&Téﬁegm Q%g%&ﬂe muudggAl VB:

1. A nmethod of proté&ctin content to be installe ent

devi ce f ronﬁt@rag%P%“é%iﬁf@'”géfP Pns ig gRig chRst Pﬁi’dfelfﬂr(ﬁt‘ﬁﬂﬂ’pr‘f@p'%%f Sé’tdéﬁ@g%*"'
creating a playgmbé t 164K sGdisBradjieGiatalin egiipRiyer/readead piogida aysatgetiohi | e
associated with s ital content, said usage file including storage
pat hs défi nf ePBE%?”Bﬁ in said client device for storing copies of said
usage file; enbedihggaidtigitalashtestand ssidmretgetiop 2natded playesirendpl iayseaid/dlierider t o
provi de a pgq&gctlon 10 enabl ed player/reader installing sald di gi tal
content and sard protection enabl ed er/rquer to sa%d cli devi ce;
instal | i ng sai dinsefing saigfcopigs of lﬁé‘ﬁd’éa% Y'@% i PRI Jcalians g '”etﬁin@’ ?Pé FREPehy
sai d storagﬁﬁhﬁaths 15 and adaptlng said protection enabl ed pl ayer/reader
to verl f1¥ the eXI gap?mg said protectlon enabled player/reader to verify the existence of said
copies of said usage files at said locations in said client device prior to each

playing/reading of said digital content.

2. A method according to claim 1 including the step of disabling said protection
20 enabled player/reader if said protection enabled player/reader is unable to detect said
copies of said usage files at said locations defined by the storage paths embedded therein.

3. A method according to claim 1 including the step of embedding a digital watermark
into said digital content.

25
4, A method according to claim 3 including the step of encrypting the watermarked

digital content by means of a watermark encryption key.



copies of said usage files at said locations in said client device prior to
each playing/reading of said digital content. 2. A nethod according to
claim 1l iwabusliom t he step of disabling said protection POT/&8GeaI0ETS

pl ayer/reader if said protection enabl ed player/reader is unable to detect
said copies of said usage files at said |ocations defined by the storage
pat hs enbedded therein. 3. A nmethod according to claim211 including the
step of enbedding a digital watermark into said digital content. 25 4. A
met hod according to claim3 including ttiee step of encrypting the

wat ermarked digital content by nmeans of a watermark encryption key. WO

02/ 31618 PCT{ SGO), tlnga%k%aacc%l gto Aalikh %@reﬂpﬁa@c{ \%tggn%rf?gﬁér?;% gbﬂem(ﬂn%tug t§a6 A

wat er mar k ench ue to each itemo conte
net hod accor@fchgern of dipi ﬁ@@emncludlng the step of encrypting said usage
file by means of a usage encryption key. 7. A nmet hod according to cIa|n16

including th f enbeddin aid usa tion k to 3

prot ect i g‘rh tﬁa gd“%l‘%%‘?cﬂd&? tgrca"fd '§§] ‘i eooy 5Pl Saﬂ(g“?ﬂgﬁ Pﬁéy
wherein saldnasmgbaeaupymbprxMey.|s identical for each usage file
installed to said client device. 9. A nethod according to claim1l wherein
said client device includes a personal 15 conputer. 10. A nmethod according
to claim1 wher ePnmelpd ageagivafiol eaim g1 ineludingdagy stepapiaembedsingi saie disaoe h

sai d di gi t al ereRPliifey H6 s&lg britdcior hadlddMhybreadt. €NCrypti on key used to
encr ypt iddigital content. 20 11. A nethod according to claiml

i ncluding”the step of enbedding a summary file creation and updating
nodul e i nt o &ai dApnaheicadconiingntabllaad Gowbgrein/salatdage encryption key is identical for

each usage file installed to said client device.

9. A method according to claim 1 wherein said client device includes a personal

15 computer.

10. A method according to claim 1 wherein said usage file includes usage data
associated with said digital content and details relating to any encryption key used to
encrypt said digital content.

20
11. A method according to claim 1 including the step of embedding a summary file
creation and updating module into said protection enabled player/reader.

12. A method according to claim 11 wherein said module is adapted to create a
25 summary file prior to a first playing/reading of said digital content on said client device.

13. A method according to claim 12 wherein said module is adapted to update said
summary file after each playing/reading of said digital content on said client device.

30 14. A method according to claim 12 wherein said summary file includes a name
identifying said digital content, details of any encryption key used to encrypt the digital
content and current usage data.



12. A nmethod according to claim11l wherein said nodule is adapted to create
a 25 summary file prior to a first playing/reading of said digital content
on sai d ovoemnsiedevi ce. 13. A nethod according to clai m 12r@lvecei/e1zai d
nodul e is adapted to update said summary file after each playing/reading
of said digital content on said client device. 30 14.r A nethod according
to claim12 wherein said summary file includes a nane identifying said
digital content, details of any encryption key used to encrypt the digital
content and current usage data. WD 02/ 31618 PCT/ SGOQO 00173 12 15. A nethod
according to claim 13 wherein said digldal content includes any copy of
said digital content. 5 16. A nethod according to claim 14 wherein said
summary fi . i nalnedies] asagingetopiaiy 13i wifeosimabid afigitabtatdént nctudesany tem of
di gital content. . including the step of disabling said protection
enabl ed p|g?§Q%$@£%g%9ﬁf said current usage data indicates that permtted
usage of said itemof digital content has expired. 10 17. A nethod
accordi ng tg cl Al & WSFEd SRk MSRIERCIRBIAT UnrdrP FiBhdIRRs | REHLIBRSIHA
permtted usage expiry date or nunber of ern11te$ | ayi ng/ readi ng tjmes.
18. A met hdﬂfoﬁﬁ%’SPd?’ﬁé‘&@ 1 %%Oié'gkkﬂéf’@?ﬁ i 1geld '@‘g”@fs%‘?gg%l‘ﬂi??'%‘i PAEI udes
'Ejhe st Fp of protdéloatdnaigle @ pRyOYre s & suislaggeritidsege a.?tsmﬁi@te\?ﬁhamip‘ei’miﬁai gfseig]{eem of
igital content. 15.19. A rding to claiml erein said client
device is Gﬁﬁﬁgg?éﬁfé@F%c@ﬁ%ﬁﬂggggﬁ%g'server via a network such as the

internet. 20. A nethod according to claim1l wherein said digital content

i ncl udegy My i MRAh&noP ety Bidindist@leran Shi, uskis 8Rbiry liTBBRIAN theriass TNt -
21. A system for 1 nplenmenting a nmethod accordi n_ﬁ to an¥, one of the
precedi ng qu&qnﬁgc_i usage expiry daté or number of permitted playing/reading times.

18. A method according to claim 16 wherein said step of disabling includes the step of
deleting one or more usage files associated with said item of digital content.

15
19. A method according to claim 1 wherein said client device is connectable to said
remote server via a network such as the internet.

20. A method according to claim 1 wherein said digital content includes multimedia
20 such as digital audio, video, image and document.

21. A system for implementing a method according to any one of the preceding claims.



