METHOD AND APPLI CATI ON FOR LOCATI ON- BASED SERVI CES BACKGROUND 100011 The
present invention relates to providing |ocation based services. The
5services can include a tax refund service for purchase transactions by a
user who nay be eligible to use the service and that nmay be validated for
t he service. [0002] Tax refund systens aLe offered in many countries for
travel lers. Providing tax free shopping can be attractive to visitors to a
country and can help to pronote tourism However, traditionally, the
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verifying the export of the goods at a border. Although regul ations vary
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custonmer is a visiting traveller entitled to a tax refund, and_ then to
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operation of this process and to manage thé paperwork associated therewth.
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system can operate efficiently, "while at the sane tine being secure. [0004]
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clains. 100061 An aspect” of the invention provides a |ocation-based service
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traveller identified on the voucher. The refund can then be made. Tax refund
operators act with merchants and customs to facilitate the operation of this process
and to manage the paperwork assocciated therewith.

20 [0003] However, such a process can be very labour and cost intensive. There are
significant technical difficulties in ensuring that a tax refund system can operate
efficiently, while at the same time being secure.

[0004] The present invention seeks fo provide a technological solution to such
problems.

25
SUMMARY
[8805] Aspects of the invention are defined in the claims.

[0006] An aspect of the invention provides a location-based service using a mobile
communications device registered for the service. The method includes: receiving at

30 alocation, by at least one application on the mobile communications device,
information for connecting the mobile communications device to a wireless network
via a base station at the location; connecting the mobile communications device to the

wireless network at the location; connecting the application via the wireless network



2 and the base station to a system providing the service for which the
nobi | e conmuni cati ons device is registered. [0007] An aspect of the

i nvention provides an application including programcode for providing the
service. 5[0008] A conputer readable nmediumcan carry the application.

[ 00091 An aspect of the invention provides a nobile comunication device
conprising the application. [00101 Al though various aspects of the
invention are set out in the acconpanying clains, other aspects of the
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centrally and securely and to be accessed using the nobile comrunications
devi ce and BREERDPESHRP BONDFJHE PERAWINGS

15 [oo11] Embodiments are described, by way of example only, with reference to the
accompany drawings.
[0012] Figure 1 is a schematic diagram of an example embodiment of a refund
system according to an embodiment of the invention;
[0013] Figure 2 is a schematic system overview;

20  [0014] Figure 3 is a schematic block diagram representing functional elements of a
mobile communications device;

[0015] Figures 4-7 are flow diagrams of example methods of operation.

DETAILED DESCRIPTION

25  [#016] An example embodiment of the invention seeks to provide simplicity of
operation while providing flexibility of use. In example embodiments one or more
devices, apparatus and systems coordinate processing of purchases and refunds
using a mobile communications device that uniquely identifies a user, for example a
traveller and enables communication with the user. The one or more devices

30 apparatus and systems can be operated by merchants and/or Tax Refund Operators
(TROs) and/or customs authorities. An example embodiment enables information
relating to a user and to purchases made by the user to be held centrally and securely
and to be accessed using the mobile communications device and one or more other

devices.



3 10017] As well as providing adm nistration of refund operations, a TRO
can provide education for a user and nerchants throughout the process.
Through the use of information technology systens, the TRO can ensure the
integrity of the system 100181 Figure 1 illustrates an exanple nethod,
apparatus and systemfor nmanaging a 5 refund process. In the exanple
process shoppi ng and receiving of a recel pt (issuing 30) is separated from
further processing (acquiring 32, authorisation 34 and paynent 36). 100191
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support transact
point of exit from a territory and can be used for various operations, including the

automatic recognition of a mobite communications device. Refund payment can be

20 handled by a refund desk {run by the TRO) or by the kiosks for immediate refunds in
cash, or refunds can be provided using automated payments to bank and/or credit
card accounts and/or using back-office processes by the TRO.

[0021] The determination of eligibility of a user can be made in store at a time of a
purchase transaction as will be described later. However, subject to legal

25  requirements in a given territory, the determination of eligibility and identity can be
moved away from a point of sale to the point of exit from the territory.

[0022] An example embodiment can provide simplicity and flexibility of use as
perceived by the users of the system, while aiso providing security and integrity of
operation.

30  [0023] An example embodiment of the invention can employ one or more
technologies to provide communication between a mobile communications device and
other systems to support transactions.

[0024] One such technology is so-called Near Field Communications (NFC)
technology. NFC technology is a short-range wireless communication technology that

35  can enable the exchange of data between devices over about a short distance, for



[ 0024] One such technology is so-called Near Field Comrunications (NFC)
technol ogy. NFC technology is a short-range wreless comuni cation

technol ogy that 35can enabl e the exchange of data between devi ces over
about a short distance, for 4 exanple over a distance of about 0.1 netre.
NFC technol ogy is an extension of the proximty-card standard (contactl ess
card, RFID) that can conbine the interfdce of a smartcard and a reader into
a si ngI e device. It is conpatible with existing contactless infrastructure
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[0026] The MCD application can be installed before or during the first purchase, for
25  example by being downloaded as part of a registration process. This MCD
application can support the user during the whole tax refund process as weil- as
provide other TRO services. Examples of such services can include issuing,
validation, refund and tracking operations, and merchant and other tourist info maps,
promotions, online proactive instructions, marketplace, direct currency conversion
30  support, online services, loyalty programs, etc.
[0027] A wireless communication base station (for example a WiFi base station} can
be used fo interface with a mobile communications device of a user. For example,
base stations can be installed at locations at which a user can be expected to use the
service, and the application installed on the mobile communications device of a user

35 can interact with the base station. The base stations can be provided by a TRO, or a



35can interact with the base station. The base stations can be provided by
a TRO or a 5 by a nerchant or third party and can be connected, for
exanple, via the Internet to a TRO host system |In one exanple, one or nore
standard Service Set Ildentifiers (SSIDs) could be provided for all base
stations provided by or for a TRO service, whereby a nobil e conmuni cations
devi ce can configured, for exanple using the 5aforenentioned application,
automatically to recogni se such a base station as being provided for the
service on | ¥ R ABNRS heliRtehig tdgs e
station \/\/net‘riyalé ﬁ%?%Hr%QEEOﬁ'r?gﬁgabase %fﬁé)?%ﬂdegggr%ééa e u5|{ rtlegQ 3
predet er m n'élaOpkwsEmtmin Inroneraxampienphe or meee stahdard S@Wﬂﬁ?td ntders devi ce
may not be 959 % 85@r a0 Hhicgven if the
base stati O@'sﬁ@%ﬂ%&% g%g%{dﬁé%%ﬁ&ﬁﬂm ' %@F‘Z can‘runl cati [(():ns devi ce
or an MCD awpérebpainmbile commenivetivnsedaviseraaniconfiguwed ferexagwle Find Bganpl e, the
appl i catd on, S tdatds SO

4 én?lgH%dé %{fél}l@gtf%éggtgfr%tl )8% rdddgnisesthiRg a% alié ity

advantageous by en assword usin ocat1on spetcific
i nf or mat i onprofllded é)ralnm‘éeﬁ\npe OR |dmetcyngjﬁle<af$5'd@pﬂf‘draé@l‘b§ﬂ0ﬁ torpgpnea to the

t F Bagg of
gg(ramgpl (1:? ![é)\lo asq%@rqglfﬂ-'oeﬁzm%gg o@t B{gé%t%@qc%gg%g%?g]r écip’gbé&et:aneraoof at he
mobi | e conmpadsgatd. dnsndexawele, [W@liem@mr@;(m\@p@s devigramay §9feﬁ€| YFANE8H be
provided al.\BmaREATLS ek @ SBIEBton ARt the b'é@é@t%ﬂér?aﬁd’g%%%ﬁf&ﬂeo” of a

user's nobi conmu evice to the base station system at the
mer chantO or krawratohe mblle)nommumn@ttqmmem@e 0 ag MR ApRigalionen H’@\m‘é@ec an be

operabl e t oo ANRhELR d@%éaﬁgr mg'gﬁéhcﬁ S REY Fyuir8ird 6368 1é MpGY mati on

for use in connection wt SI on o0 e service. Such information
can i ncl udethef&sIDangithe easaww®@du§nt®@ﬁ%l§b’my artesingdbe SEHP pad pRWadd to a

mer chant sy slifglocAlidrPLdRlic ibindton! Br S BR-MESRASBSpIGRA RGnSRIdbid O the

user's nobi onmuni t1on evi ce put to 't he user. he nmessages
coul d be 25cpnmvhigatinnsfdsyvice xaingINFC thlﬂ@s@a&éIV%&&ﬁ@rﬁg@mé?ﬂééﬁn? RE TRO

host sys{ en}v@d“&*ﬁweblsigﬂﬁ HgPEMQW%%%Qrem%rﬁé‘rﬁw% Rbilehe nobi | e

conmuni cati ons ans of , or email nessages or the
| i ke sent tgomﬁ@nmmﬂﬂséie@@mmm cations device fromthe TRO host system

and/or the [B’B ut t%x%)ﬁ?cﬁ%ﬂ balB&diBA $aq B8 p?cWHedteﬁ thSreHiRs of Quhdtchatt! ude

i nformation ervices that can Oprovi ded, for. exanple steps
that need tanqben feskense i coarectiqnwhALSeEs '@Pb‘iedémé"é\d@)i’%@“ deyisgitafhediasgrs or

the Tike, Ogfbd SPIROUARH 2 at iy mbAdRaAloradVappiadRn @h thgobas vi ce (for
exanple for atax re service, the generation of refund cheques or the

like). 3he revswgsstiaveyicgsan be@pgrabla toflFasg & MessagR & HROTNGST FiSsiemd

usi ng ot herto%%ﬁr\@v@%ﬁoﬁr‘t‘é’h'&n@& ReGY BEHHELSHRILE HRYpr6 A8 E bEtheRehfdeY iSiRh 6
[0029] Exanpl e enbodi nents of the invention use a nobile conmmuni cations
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intel ligent ;iRkRA, fPexdHRBL by & Mdsddecexdhsfigetbetween the TRO host system and/or
the merchant system and an application on the mobile communications device, or by
means of SMS, MMS, or email messages or the like sent to the mobile
communications device from the TRO host system and/or the merchant system. The
messages sent to the user could include information about the services that can be

30 provided, for example steps that need to be taken to take advantage of the service,

special offers or the like, or direct support for taking advantage of the service (for
example for a tax refund service, the generation of refund cheques or the like). The
messages could used to alert the user to the possibility of using other services such

as a dynamic currency conversion service.



vari ous stages during the tax refund process. The nobile comrunications
devi ce can be configured, for exanple using wreless technol ogy and an MCD
application, for comrunicating with other devices and apparatus such as a
merchant POS term nal, a validation kiosk and/or a custons ki osk and TRO
and/ or custons systens and/or 10 web-based systens. In such an exanple, by
presenting the nobile comuni cations del ce when maki ng a purchase, a
nobi | e conmmuni cations device identifier can be provided to a nerchant's
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20 [0030] The determination of eligibility of a user to receive a service, for example a tax
refund service, can be determined by an operator, e.g. a merchant, at the point of
sale. This can be done, for example, by using the communication device identifier to
determine whether the user has already been registered to use the service and/or by
providing information to the merchant to enable the merchant to identify the user.

25 0031} For example the POS terminal can be operable, via intermediate systems, to
interrogate the TRO host system to determine whether the mobile communication
device identifier has been associated with user identification information.

[0032] If the mobile communication device identifier has been associated with user
identification, the TRO host system can be operable to either return information

30 identifying the user (e.g., by transmitting passport information, photographic or other
biometric information, or the like) for the operator to verify the identity of the user.
[0033] [f the mobile communication device identifier has not been associated with
user identification, the TRO host system can be operable to return an appropriate
indication to this effect and the merchant system can be operable to prompt the

35  operator to enter predetermined information identifying the user. The predetermined
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the POS termnal can then be transmtted to the TRO host system for

associ ation with the nobile conmunication device identifier so that this
can then be iSScdh. BB Lid Epdre& h can be
hel d by the"'],#’,lig‘(?ﬂgthos(tJ st%génmﬁltf? EE’ FL%JES tnﬁl%‘?;rdﬁﬁ% gsegg#%u%m cations

i dent i f i er lamm@cwrttm o@thedwassmrbramaderﬁw ¢ard nusanior thegiser's [entity #aet her
tokens) th%n&é}?g @gﬁ ﬁiﬁﬂéhL Y chridCa Eﬁ&b?%rl|ceﬂ&q;’iﬂ4be?|f6r§ﬁé‘ﬂ§ér‘ée' Y,

i nformati on nmay ow rom mobi 'e communi cations device in a
secure and/drweeahqaeme@admmmgfwnw rEthasisvers lisener: By vy #¥amBRi ce to

| dent 1 T35 ¢ herdifhBlion EREre@ R IR SosABRliAR5h Bk Ao lfle PROVAYY Cal | Ons
devi ce and t e nerchant’s termnal coul d be use exchange veri |abI e

i nf or mat i ongystesn for Beseaigtion withithe nmbll%n@ﬂmpmcatlprhqleydﬂeu ideriificosa/ Bpt this eanat

bi omet ri ¢ 't%ﬂrbg%hﬁ’g? SRR Re t.@mﬁ, SBOIN Guef MBEESRbL RS bY@ CC
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oper abl e to conmmuni ate purchase I nformation associated with 20the mobile
comuni Yht i eses. device identifier and/or another token related to the user
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conmuni cations device 1dentifier can t used 25subsequently to access,
ei t her dire2nd w\e@eroh@tﬁh@wuﬁﬁowé@@med ﬁm@théﬁgﬁ veriieblerieformaliodator i on(s) on
exit 1o t Beseh e (sihg o eh@ry}ﬁﬁ’ér{ slgb@nihe vé@fgw bRIMetAs %forﬁa‘éf|§ﬁ1@|§§|§¥1atflé’

exanpl e for one or ndre subsequent tri 00361 A s?/stem and
exanpl e enb@ath@éﬁ@bl@fcoquﬁewﬁ@"@@t&n@ plptograpi of thegieer disPlryahigobe

descri bed WreiméskorMMidaBond 8IS |slgé%ﬂLﬂ1e23ddrhdﬁﬁlérﬁ|Bat@Be or mor e 30TRGs
affiliate nerchants, and then prow tax refunds to users. ure 1 is a

schemati c dlO8 ahs MEESEPLIYSHRY, tel‘fBerdi‘i'@CHX o Hiadhe &?P"é’)(ﬁ?f‘ﬁﬂeé’om ri¢atiognd

Figure 2 isgévigs Bﬁmn%etﬂﬁé%@ioa&fn%ﬁhﬂ&até%u%ﬁg@lnﬁ)rﬁﬁéﬁéﬁ‘H%ééfél&fcécgmrﬁt on,
wher e var| ous functions elenments are interconnected via a network 15 (e.g.,

the | nt&} nethp mobile commmmiqationsdenits identfishangipcanatiaidokssveteledis “&%\Hs%e set

as a token fpiHdgBhtidnof NBmbetsEccdl ofthadRind&tiond hEscitafraRgaction fedarf ore or

at a point of entry to the territory or at a
can includé an association between the mobile communications device identifier

of an

and/or the other token and a transaction identifier for a purchase transaction for one
or more purchases. The mobile communications device identifier can then be used
25  subsequently to access, either directly or via the user record, the record of the
transaction(s) on exit from the territory to validate the refund on later purchases, for
example for one or more subsequent trips.
[0036] A system and method of an example embodiment of a tax refund system for a
territory will now be described with reference to Figures 1 and 2 in which one or more
30  TROs affiliate merchants, and then provide tax refunds to users. Figure 1is a
schematic diagram illustrating the operation of an example system, and Figure 2 is a
schematic block diagram of an example system configuration, where various functions
elements are interconnected via a network 15 (e.g., the Internat).
[0037] The mobile communications device 40 can be set as a token to identify the

35  user at stage 102. This can be done before or at a point of entry to the territory or at a
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prl or to arrival In a terrltory at a o] 0] nt " of entry to the terrltor OI’
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[0041] The TRO can then provide information to the user about refund opportunities

and processes. In addition, the user could be issued with a specific token (for

example a visitor or TRO-issued card).



be used as the input termnal on connection via a browser or other
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5keyboar d, anrnatmeﬁ. whers the 1ebiie p@@mun@aamde\@@d@pnﬁf@r @@aﬁh%rdefaas of the

voi ce-activ ’ér’deétﬂh%mdéyséys?erﬁrzb%@rare fecBRicH iNFdal fifne. @ Speaker, and
an NFC or ot D intertace 4 6] A WFi base station 54 can be

provi ded at IODHé tmnﬁ Sesn, the mﬁrdﬁaqaﬂ g, Pusahasad ah! Q4nforiegaimele st acan be
connect ed, Fr%?c:r%?mle?e th‘é%&lﬂ% coRiiGhiohPbeic8iLded 9888HnON, Tor exanpl e

to TRO host system 2 Al'ternatively, or in addition, the base 10station 54
coul d be com&itwemnfwt%ﬂ with ihedioraalshgp receipt, the uger Hecanheaskedi a o a

mer chant Syﬁatxﬁg?éﬁé is &Glraﬁﬁﬁ i @ée'r@ﬂn GR0FP 8 18t IhGRh O s eddiiralned SSI D

for the TRO an [ication on the nobil e conmmuni cati ons device 40 can
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when inmg¢ a”%efibtl nhﬂﬁel@%g valualos 82 dd@%\dﬂihaséﬂ he oMl doniasMcations | ons
for di fferent S5mer chant's may be etected by a nobile comuni cations device
in a given Pedes idgptifier. Inthis exampte information including two or three items (receipt

identifier, value of purchase, and mobile communications device identifier) can then
be electronically transmitted by a merchant system 14 to the host system 20. The
merchant system 14 can comprise one or more computers, each comprising one or

30 more processors (CPU) and memory (MEM), located in a single place orin a
distributed system. The functionality can be integrated into a point of sale (POS)
terminal where purchase details are directly retrieved from an electronic cash register
(ECR) 44 and therefore there is no need to enter this information again. Alternatively,
the information could be entered in a stand alone terminal such as a web based

35  issuing application, a card payment terminal not linked to an ECR, other applications



(for exanple respective base stations for respective shops in a shopping
mal | ). Accordingly, in various exanple enbodi nents, the connection to a
particul ar base station and/or nerchant can be achi eved under the control
of a MCD application that detects a particular |ocation using proximty
I nformation that can nore accurately ZOkgcate the position of the nobile
communi cati on devi ce and enabl es autonmatic connection to an appropriate
base station. [0047] In one exanple, the entrance to a merchant prem ses
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[0047] In one example, the entrance to a merchant premises could inciude a RFID
detector zone (for example an RFID loop) that can be detecied by the mobile
communication device as the user enters the premises and can cause activation of a

25  MCD application on the mobile communications device. The MCD application can be
operable to read an SSID, password and merchant identifier from the RFID loop for
connection of the mobile communications device to a wireless network formed by one
or more base stations. The MCD application could be configured automatically to
connect to the wireless network using the SSID and the password and/or to connect

30 to the merchant systems using the merchant identifier. Alternatively, or for example
on a first occasion of use, the MCD application could optionally be configured to
provide a visual and/or audible prompt to the user before connection is effected to
invite the user to confirm approval for the connection by, for example, touching a

displayed or hardware button on the mobile communications device.



stations and/or to connect to the merchant system As for the exanples
descri bed above, the MCD application could be configured automatically to
connect to the wireless network or to pronpt the user to confirm approval
for the connection. 10050] Various conbi nati ons of the exanpl es described
above can be provided, 20whereby the no ile communi cati ons device can be
used to capture information locally to mer chant prem ses to enable a
secure connection to a wireless conmuni cati ons network in the nerchant
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system Altehahama m/grtolcommﬁcamihelnmcmr(f)ﬁtﬁi@”ag%f@éheﬁéa@@'ﬁﬁ degrribp@ user' s

mobi |e COmTHBé\Fea{HeQ}WCBEaEJ'pﬁ@atlfoﬂrcoQthb%Lgonf]%rE@Quﬂdﬁ‘%’hcalﬂ;h@ cHmRLARaRe cOUl d be

provi ded, for message exc between't he TRO host system
and the MCDwipies$ oatwodnordn p!'¢f@P’£ri’@%U$Q§ t@@ﬁmﬁmmqvah@rél@ﬁ%@ed@ﬁ by means of

SM5, MV, O t
or ovi de go by oﬁgﬂ%lkd)é@w&t onk ﬁi’%ﬁgﬁe&‘ﬁﬁ’r‘ﬁb@%@&lb‘%ﬁ%w@aﬁ’bé‘pﬁbv‘@%@s' e

whereby the mobile communlcations device can be used to capture information locally
to a merchant premises to enable a secure connection to a wireless communications
network in the merchant premises. Using one of the mechanisms above to retrieve,
for example, an SSID and/or password and/or merchant identifier and/or other
information can also be used automatically to activate the MCD application on the
25  mobile communications device to take the information to connect o the wireless
network and/or to connect to the merchant system. After connection to the wireless
network, the MCD application could be operable to download updates free of roaming
charges via the wireless connection, for example to update current exchange rates
from the currency local to the merchant to the preferred currency of the user provided
30 atregistration. The traveller could tweet or “facebook” his/her where-about right away
too!
[0051] While shopping, the traveller could use his/her mobile phone to read RFID
tags on goods to check on the price and, using the preferred currency and the current
currency conversion rate downloaded to the MCD application, convert it into amount

35  in preferred currency using the TRO’s reference rate. The MCD application could



15nmessages sent to the user could include information about the services
that can be provided, for exanple steps that need to be taken to take
advant age of the service, special offers or the like, or direct support for
t aki ng advantage of the service (for exanple for a tax refund service, the
generation of refund cheques or the |I§E 100531 There may be only one TRO
in a market. However, where there are tiple 20TRGs in a market, there
can be multiple acquiring systen1hosts 20. The rel ationship bet ween a

a1/ debi S ame eyt ARG AR M ifles OB Rl ¢

r esponsi bl erefjoestt he point of sale (POS) devices and integrated software

that create Rﬁﬁﬁ can,
for exanpl e'%“%é ﬁ( 'ﬁg% &’é’ﬁﬁ' %gﬁﬁj h%%%mc%&%oﬁéﬂplééﬂ %‘g&d\;\ﬁg?fgﬁé rther
processi ng em:hcatmnpmthemmde cimenunicatisrsodavise, mssaﬁg@nffor exgmpetheeen t he POS
and t he host stem n r t S;

ot opr i etary e RX BRI iE Part iR e BB R, S B BereolnBheREe o1 1 e
mer chant  syitcenmdetioarndthelmeolilestonsyticationd deves mths baseestatidy, tesend a

conmmuni cat i [ Iy i pt
unber) . r e Ereas teo RREREHaleRh 20 RyfcBTe rolniigh o R i Sorteoliod " b
identifi er tha prwmoranfdhdaﬂenc&t @mh irdonhagios se irictugie hias hxa(mﬁﬂdhforrsamled to
prevent tanper a tour

gui de, pro ?dg)ﬁ%uset fe@ygkﬁgﬁ@%%g&aﬁg&%rﬁ ﬁﬂ%n‘ﬁ%ﬁ\?eyo&qn %Eg@&t‘ o collect.
13 100581 Ameegmgeatcan hestentspsmaausai’e nechile lsemprumidatient déice oachtpTROthe o t hat
conmmerci al | e f 6 c€ach TRO is
only able t%seiegﬁ Hﬁf\éga %%%%ﬁ@?@?@&%@@@ a? %a]f"l at gg%xmlﬁhant S.

tax refund betamemitits TR hgetrsystenedndiped €D applicationen theamebileccan be stor ed in
the databasg &uap&.&g%tevﬁg%remﬁ&%s W@W@%%@%@éggeé ot o etk
menory of t oS for ni-que transactl on
identifier baﬂedtdxehamn&mewebaﬁe provigke by rdweTROfanéfor(@ erchagtbiTihe

;Omg: g ti ?@ s%ﬁt tb‘i’ﬁé‘ﬁéefr c%ld%cl@detlﬁftf?ﬁﬂ f:d?ﬁﬁ%du? g\%zsggﬁ(%ég‘{t% éahgﬁge‘;r om,
pur chased, aromled,ffanexand@ﬂsiebﬁ éTataﬁ@d to bog Wﬁefamaﬁ%lﬁ@\f%"taﬂﬁﬁf thmwweet system
20 can al l o e irgpe

Cr ansact | on Rt hrs o0 e Kol dRRE ARpoRo! R Lhydtfadfortine sBONELE

avai | abl e wexmnmtatfm@ tey safand seyvice.dbk generation @M@&@dlcbﬁqldﬁ?rqf%@f Wedcessi ng.

The t ransack)dogg; 'Fq@retlﬁefg) (% ofi?Bnd $ROGh WS Het HoRePBIHR Hers ¥otRItiged can

be printed purchase recelpt given to a user, using clear text and/or a
vi si bl e2@ncdROsdn suaikelstharenean keoreltiple acaeiring rRYsterndogs91 Therrelsiansbip

| nterface, Bétw% ﬁﬂer Réht akg&'@@r@ﬂhgt & MELrSR N GBqRAS %8 UsBlsd face using

an industry sta over 1 P), can provide an
interface f gwedrh@eblaged e@@mn@)f Ba%m@oaf%lﬁtﬂsots awsuhaghants and isiggpensivle

{ransact | on/RASAARCAR (POR) WHRCANEPhpE: BinidIE 11 aRSREID B elRat 1 er

(e.g. a transaction nunber), "the en | fier bi |
comuni cat i AssagéYn.ce | dentl fier or a token identi f| er derl ved

20t here%ﬁs Thoos ﬂhﬂ t@%gsﬁeh nhééeagé Eé@rfor(e%(a&puélb@%ﬁsm&teau@h%)hevmﬁeances to

t he goo ase e nerch i'dentifier, TRO identifier, the tine
and date stayraptemamdwheﬁeftg@eupropysmww%wfwmgduéfa@ltrﬁasaﬁie!wwsq‘%rper| ng) .

The nessagedpLepdtaesn 8 POS and the host system 20 can take any appropriate form as
this can be proprietary. In one example the fransaction message transmitted between
the merchant system 14 and the host system 20 contains the mobile communications

30 device identifier, a receipt identifier (e.g. a receipt number), references to the goods
purchased, a merchant identifier, a TRO identifier, a time and date stamp, and a
security hash (which is used to prevent tampering). It may in addition contain
information about a tour guide, promotional codes, or any other data that the TRO

wishes to collect.



may be a separate system or conbined with a validation system (for exanple

a custom approval systen) 26 according to a particular inplenmentation.

25[ 0057] In one exanpl e enbodi ment the nmessage interface 24 could be

i npl emented as a server systemthat conprises processing and storage

capacity and is operable to act as a cen%ral repository for data to be

accessed by the host systen(s) 20 and thé val i dati on system(e.g., a

cust ons approval syster’r) 26 as well as providing for nmessage formatting and

f orwar di ng [ held in the

TROs host S@E%%Eﬁg%é% can gge)gg%n?:gggg@b\%g&t' Jgercr)r'gé;ésdg e m%gp ace by the

val i dati on sysmersialip selﬁ&liﬁ@SﬂfOMIOmaiandEtHe@hS%Qtem gt eachviRf@ & enly able

author i sat | @ SYShERRAoAL oBirIk Iy e Bl HiSrondHiY. AR fluiErint frai¥adhofidSt o
Pend y a‘thir e va

aut hority, or on party ation system 26 is
capabl e of ggnErated by affiliatedjmarchants ca{xbe etbtﬂﬁfdnth%\dﬁdéﬁsﬁmﬁﬂlﬂwﬁﬁ!ﬁﬁﬂl cal ly

based ory ruﬁ@SA%PaEs#ﬁoﬁ oﬁ/ ?/é%tg}a |gﬁ@ﬁﬁgﬁop}%sf’ SstdiRbb @8n MERIIBMoRS 14

can al so be accesse mnua I cer rom a custons service
station 28.ef=paB@]a uniquesisansacivrnpdeniisetdr the tansectins, 8 dokenddgnlifierdegal | dat i on

stations (%Gsmaﬁqmexv@{]%ev.eé lo%ﬁhﬁé?%rE\%I-{Hngé‘érﬁlf@rrdéﬂv@é fifkeffomph eXit

points froma ter an alrport) that are
connect ed t eceiptidnotiier gt arecsipt rz@nberbrref@mtm@thmoad%wﬁmeal ged web

servi ce or %@Féﬁ‘éﬁhd&&ﬁlewggﬁle' dﬁhedaft@&‘irgﬁﬂ TheHiobt sk na?éi ghd QibcaferhéOn 22

can be configure vite a user ent a pe Identifrer (e.g.,
an identQt yumqummﬂacﬁmneatﬁlea(qa@sgponu? trapsantion éamberﬂmweéranaw@atm on

station 22 8:%@; Pet QURKLE Sdmpbi i a?glfab wﬁﬁ?ﬁ g'lé é;@t(é%t eﬁ:gftﬁ’é:t‘fx%n!;ébtlbhe form

for exanple one or nore of a touch sensitive
screen, a cdwrmgrma@@smgaT@@érﬁneactloa ldﬂﬁ"’fl cgetbﬁ\ratuétedutﬁﬁm mMgreiaByYstem nor e

output intepfac ruJitQ@oiq ng'ck Q& r@dé?d@lv%n t@h u ?é‘reuém BREFte gﬂcarﬂi/@asm ay, a

printer, a car NFC I nterface can be provided. The
val i dati on ¥sible QWOQIBQ@‘GGH asmbgbcq;@e prislikded with a finger print reading

and/ or fﬁm@asd@bl fmisagé/mi acgecsrswt ng4b'fd?'£%ﬁ1 @dﬂé&%@ﬁkb%s@@ln@er&@e

nmachi ne 15r e use ntifier docunent such as a
passport). pe0oGen indyaksy standarg (90deP Po‘%\fﬁf é%-{“emtetﬁ’@séa%ﬂ@ﬁ'da apdntetags ons

ki osk as prx%\“n@&%?’eisﬁl%%@%ﬁ%ﬁeﬁ b,.ﬁdhs%%uté@SFar%th%ttear@a@l.o%srﬁeésageé%&sk

100611 Where e comuni cations device is registered wwth a host
server for clugs opefonmyreeithe tansaptipnidentifer deger trroRcien DWaLY).ARE HKEY of

the nobile cRAMREILE! Hbile ESmARMIcERorseRicBHdH:ifig or@dbker! igRRfRr Hefivelt Ory can
be used to cause an invitation to use the tax refund service can be

present 2 t therefeonisthe raegiptddernifientsiy. PdeeiphIReR) IeSNeRSIPERe 9998sdi f f er ent
exanpl es, Phr%h&% BR RGRhENSEMiNediHel BEE MentifdtSthe MAROZAH dfle SRR ¥AADI e, a

MCD appl i cation on' the mobile comunications device 40
the security hash (which is used to prevent fampering). The message interface 24
may be a separate system, or combined with a validation system (for example a
custom approval system) 26 according to a particular implementation.

25  {0057] In one example embodiment the message interface 24 could be implemented
as a server system that comprises processing and storage capacity and is operable to
act as a central repository for data to be accessed by the host system(s) 20 and the
validation system (e.g., a customs approval system) 26 as well as providing for
message formatting and forwarding. However, in another embodiment the data can

30  be held in the TROs host systems and can be accessed via the message interface by
the validation system 26.

[0058] The validation system 26 provides an authorisation system for authorising
refunds, and can be run by a customs authority, or on its behalf by a third party. The
validation system 26 is capable of approving or rejecting tax refund transactions

35 automatically based on rules set in the system by customs. The validation system 26



can be responsive to detecting that the nobile conmunication device is
connected to 25 a nobile network cell (represented by nobile

comuni cations aerial 52) that is |located at or proxinmate to the exit

poi nt. The MCD application may be running as a foreground task on the
nobi | e communi cati ons device, or may be %onfigured to run as a background
task. In such an exanple, the applicati can contain a file or other
record of nobile network cells that correspond to exit points froma
territory a niQPdthfornet wor k
cell to mhigﬂjﬁggb%§g€$ke%§%ﬁgﬂﬁt I%%%&ﬁ%&ﬁ%%%hﬂﬂg&??%ﬁ%ﬁ% congected is a
cell in the28ile to cause the dlsplay of a pronpt to the user to nmake use
of the tax r e

nst ract | onlah Ry BeqEprobBec T Rrofie b et BHEMREstatbiP (AMpdbe, o
nobi | e conmigmdvenes valislatien tegminatstariipsis) 2hat e«ntmmtaﬁqmca)tﬁmnwdmnaxgmm h the
15 validati V. S i or a
web. based saruine: A sRsfha el etecElto B Ris ) TR R PR e
mobi | e conmstandardised svelesereiee 40 taraugibéhe mqséam v‘éerfmer%’coéhpfs |an‘galltihteﬁn t he
mobi | e net Wokaliof 89 lcar be! Antilrel d [NGite o TRBH Lo QUL EBIAR Rfertifes! (52 i4h
currently connected Is a ce e and can cause the sen of a
message to tdestity slotumentenck es aipeesost) tobe smaske Juss W"ﬂ@imnlﬁﬁ'@e?r?\m@ebe% to
eturn eSS BRiReHMBbR @RI Shuk b it iPhe BRI SArRE fbnd BPrigf beal ] on
service n anot her exa e conmmuni cati ons network 50 can
be oper Hbl eatkeypa, reekiprprse at lpueh aen‘ﬁﬂb’ﬁl @rmf@é@ﬁdﬁﬂsa §eannes agoice-
currently conpalAfpdihm, dﬁébérl rﬁon%e&déﬂfti?ntgﬁé&esﬁg thd'@mi for lLQ&ApRI oPbndbr

proxi mate to the ex ? point Is a e conmuni catl ons device regi stered
for a tax reommdf aalistlave agprinteran aaed woiteTi gpeekaro AmNBEnnteNach ddtcagylg em 20
or the vall gahida. SHeWafisatiel Sin'2 EAMPAsS BE pROAdecWM 8'hdér Bint ding
validations service to transmt a nessage to th bi I'e communi cation 15
devi ce for andoprcerera &dhonlogy fehyetifyin lypmahici wfnrmaﬂ%me!cb o0s@ mainex
refund ger vré-‘a%gmb%@ﬁ.aeﬁmeﬁge gl g@rm%émmgum@@ ph&ofpbi I € network cel |l
52, or as an additional neasu | e conmuni cati1 ons devi ce can
respond to 868 Howevefeir owler &@Pt@%ﬁ%g‘sﬁ rfiush Pavalisations. oslces AreNigshat i on)
detected by,a3aleflihd uﬁrlhgg@gbgﬁe%g%gg{e kiSsild-, a GPS unit) of the nobile
connunlcatlons device 40 as indicative that the 20nmobile communi cations
devi ce 40 i ¥0gMo¥Yhese @ mePileremyaynicaions fevieR i egistered viBa RSt SFVEr fUrdhat i ve

to using t heyRRindesRatdfontaic! dedbR of tie Srakitityi dr endlRiobHe doRRrinichfeH NY
i nformation, the nobile comunications device can be responsive to | ocation

based w9 el B9¥CE bnaseint BhOLIFAT @derritary c2B PaHSEd tQSAYRE W FfﬁV'tatEPJQt‘@%t”F? or

al ternati veidhefni %i@é)caﬂeéeeﬁlte%gntgb{ th e MREF LGng M HILRA oRMSURYbEE 40
as 25 indicative that the nobil e communi cati ons device i s pr oxi mate to the

val i dati on @eYieR-. Inehiferantaxgmelest fis GaRthe achieyRimAEaienb@Ylevi ce 40 can be

responsi ve {Qgssleif6hd eﬂarﬁplw Fimd2Bpifidadéh 0A 1R niddlé BEmmuBRBTidbrsUdevicensd Wor k
name and/ or si ggature as being proximate to a point of exit, In one

particul ar EXARBIFESPORSIYE 19 deisetijgdhaidfemahila cBPmuNeRtPD AeWeR SorReneerd ite can

be usedys Fop gx%8iInRividik Ricll Wr&préserfed Wbyl mBBRE coinplunfaticts 2ériaissAseReiiat ed
with a TRO refund system 56 at a TRO sérvice desk. In such a case, the

val i dation icatessat & groxmate toehe sxitineinkd The MiP aPRiicetion By e IUSRING @St e

mobi | e CO”WbQ@Dh@fh%k@ﬁ%&ﬁmblle c&rﬂﬁ@mams@%srééld?eﬁlap@@u@m@a toeHpast to
the base station 54 at a nmerchant's prem ses, the base statio

associ at ed i Raskgiound tasks eingush ae@ene.dha @ppiication sap seNtagt @r}l'ebof RE®poi nt

of exit, caRed¥dePrRsld ﬁ&wofl@éell@tﬁﬂmo@resé&ldﬂ&%ﬂitrﬁcﬁ‘fté\\%mf@Eerntbﬁy anyvaarel
connectl on, for exanple to the TRO host system 20 hi s base stati OEP54 can

al so be34l | H8afeSAOSIG &Qdeeadnisingd that) the amabils Setisry qurtOt waichRae @by an

appl i cati on cgmniunaliBhy d&iceOBRURLARL dPRECEE Y & et f tBatiled @askiuby thedisplay

programed automatically to recognise and connect to the base stati 01;1 when

in range of of RPreARkto the user to make use of the tax refund service. This can involve, for
example, displaying instructions as to the location of validation kiosks, or can involve

the mobile communications device acting as the kiosk and communicating with the



5station and to connect to the TRO host via the wirel ess connection. [0068]
I ndeed, in a simlar manner to that described above wth respect to the use
of the nobile communication device in association with a nerchant's

prem ses, various areas in an airport can be provided with WFi network
base stations in different |ocations, 8 that the connection of the nobile
communi cations device to a particular 1 Base station can be indicative of
the user being in a particular part of an airport whereby this can be used

to verify t f el flofS vih-BAKEHO S
and inmm gr a@gnlj em%ﬁ%@ df{)%tigtug[nﬁéwwgﬁ g&? @esc h{an 0assom atiron with
mer chant prearviees, in various exanple enbodl ment s, the connection to a

particul ar ﬂa@%gt mgagt%{eh%pgggﬂqggggmg%ggicgn&?fn thé%&ﬂgeaﬁhuﬂrcaaomv.ce

application c l'ocat 1 on usi ng( proxi mt
i nf or mat i on4Q lcan bearesposiveetot tesoprising iibﬁ!t tbe mokilenpriwvpek exlnbite d‘é‘!quﬂi'edew ce

Pnd oan o o HARRhIcdGRNRRL Rllodir) BRREALS 1€ oS | 1. cah00P0)

I n one exanp rom IrSI N an alrpor cou I ncl ude
a RFI D det ecduse tn@nenc(lmg)pf @)xeasshgs mwthawabdatwpgemh@%dmaw et \v@ddatipnpy t he

nobi | e ZOCO%%R*Qé %D{ app (égsaﬁés ttgﬁ]eléﬁ%gﬁga%sthé' dsek 96 ﬁ;é’l’Bﬂ gGie GBhet

activation Icatl o e comuni catT ons device. The
MCD appl i cavdlidatiareseryiee. operabl e to read an SSID and password fromthe RFID

I oop for ?O@E?%Et up%om rteQSmEEbbln‘?okﬁIQ L GRLORS nQﬁ%HPQO k& ﬁeWpEde?esi%

network air or nore pbase stations. pp | catl on
coul d bH) corecpgnise thah mnmta eehinynications riayice 40 comeiy qmnmte%éo aenokilek .

Alternativepgyoff cEfPrsﬂﬁafms 680teB b 0P piBGAAR Q9 M B3E polkGs Mlnabile

application cou opti1ona e configured to provide a visual and/or
audi bl e pr ommumcaﬁmswwcetreweeeob@n relex irefind sepfdeciiceenn be caRfidueed e user

to confirm fﬁﬂﬂ ﬁélhogp%ys‘iéﬁ‘? 26%?@ %If@i@g&?’ serlviRE Z8%EHIPloSoauk Wid1hed sfstem

di spl ayed or ware button on e conmuni cati ons devi ce.  30[ 0070]
I n one exan®d eor thﬁefal@lpn%@ameb@ rarampt admessngectaliigl moble sorsinynicaliam an

| ntegr aifd dEed 3t ﬁ{ef;ﬁ&&nftéc]%h tS Y &r Bh&n ﬁakﬁoﬁwuémeﬁiaﬁw&her&@e pl ace

t he nobile conmmuni cati ons device on the NFC interface, whereby a MCD
appl i cat i onl08s] t Ae amoaitaraativenieuvsing the mebievisduork 5ellbe2, ofernBNeaddfionahd t he

SSID and thg Bagswghd %&Iébocdﬁﬁﬁuﬁlgﬁéﬁst Qe\ﬁ&ml%@lt rééboﬁd"\’td edaﬁlﬁe—@léh\yw k
formed by the one or nore base 3bstations. for the exa descri bed

above, the MSHieqiE infeamaten @@IQF%@fOFW“@@rﬁth%BV aﬁﬁwn})oéﬁ‘l'qrydqt%de*bnnect
to the wref f’% 5 an?b O kit) Wt the rﬁé&l@p&oﬁm&nlﬁﬁﬁfnst&mnm 43) iAiRaRNAhat @i t he

connecti on. I'n an exanple suitable for a npbile communication device
not pro¥¢ detnohile gemmunications dewce 40 is proximate to the validation location.
[0066] As an alternative to using the mobile network cell and/or to sateliite-derived
positioning information, the mobile communications device can be responsive to
location based wireless connection services (for example using WiFi, Bluetooth or
alternative iechnologies) detected by the mobile communications device 40 as
25  indicative that the mobile communications device is proximate to the validation point.
For example, the mobile communications device 40 can be responsive to detecting a
WiFi base station 54 having a particular network name and/or signature as being
proximate to a point of exit. In one particular example, a WiFi hotspot operated by a
TRO or customs service can be used. For example in Figure 2, a WiFi base station
30 54 is associated with a TRO refund system 58 at a TRO service desk. In such a
case, the validation process can then be conducted using a WiFi connection to the
mobile communications device.
[0067] As described above with respect to the base station 54 at a merchant's
premises, the base station 54 associated with the TRO service desk or otherwise

35 proximate to the point of exit, can be connected, for example, to the Internet for



NFC or RFID technol ogy, the user could be pronpted, for exanple by a sign
wth 5 visual code such as readable bar code or a so-called QR code that
encode the SSID and password to capture an i mage of the bar code or QR code
using a canera of the nobile conmunications device and for the MCD
application to decode the bar code or QR code and to use the SSID and
password to connect to a wireless net wolR f or med by the one or nore base
stations. As for the exanples described above, the MCD 10application could
be confi gur Lcal i . - Qre 4.0 pronpt
the. user -t ooyt BN (oY oy IS T nbot Syt 93y Gt ¥itiohlad &an

conbi nat i onslsofbet dilcatednd Inpadedersindd 8812 mod epasawotse fayrtbe i TRE, whkrebelap t he

nobil e co iscati o | Ge C . t PLAITE i :npgi ly to
a wrel es%"&%ﬁ? {}@ t@%éﬁ@ea%ﬁﬁ?[gg@gﬁn%g I oénéltconar%\%'wEﬁr e espg&rbﬂlﬁ?éd
communi cat i sutsmaticallg taweckghise and aonrsct trothie basé station whemdn rangetdishe baseon| y
avai l able a i : | . I | oint to confirm
fhat the usspfin gt R SHRTRIREAR Bk 8hndioR™! T ' Ve

appl i cati on[0aesh lndegd,dya simitd meinner igdbatatpginitgdiabve with ireapecidiodiog useefi cal |y

recogni se t - on. of. ; i heatd i 0,48 glven
base st at i ool Blioh HEMSER' asSoRRlBR Mo Hean{ F Hepifce vy 7
mobi | e 20coaneasircan digest chebecprovidecwito Wipirmstivenktbase statiansipsiifterert val i dati on
| ocati on. tlV I 0adde g ol | AR Ssti@iaren
above, t he%c@%ﬁn&ﬂ%ﬁhg%@%ﬁhgﬁt@ t{hlfgﬁodb ;I?&gﬁ?ﬁnﬁ%&?rﬁ%ﬁeﬁnf or |[‘%’lr}1é{-t hat

t he | ocHl i obassfstatioe qapibiel iedicativenof theatses heind éva particglagparbef airafiotat e t o an
approved vajl, i, O j On, MR, i i ] ; iJce
comuni cat ?%’h%%hg\% cl\éaﬂﬁ%é !(J:éa)lér%j tlgjqugé%eraetggg(;trjm vé%ﬁaﬁ@iédg‘%hg%%gﬁ%ﬁgtdﬁat it
i s proxi mat eustems hed iprhiggdionemigretien at the@irpert.t As desnsibpd indssaciptiaswie i n
response to 1 nat : a | i i for
Vel | dat i on SErERnCERIek AL A el BRGkieRs” rifonf gl o aeKicter 2
confi gured basecstationticanthe apbiaved uhder thecortead ptaMGE applicalier thel deigstdn to the
user tojyse | Q. Ik - Lyl ce can be
b ovi det - TREVGHERELER BAG KRy (ol h BEERLBERE . poe T el

and/ or audi Blobileresrsmyricaticnodeyice Bid Gan ehable jaoterialigicanpretian 4¢ apPePepRate at i on
to use a vajjdatib@p station 22 as nentioned earlier, and may not need an

active response fromthe user. 100751 In one exanple, the nobile
communi cat i BA69] dBAneeexa0piea MyigLfEwe Iangside i aissdein ansiportsard ipgludena

functional i F#lL?E%tgc%?%c%rféa(?dr%Qar%b%tdrPﬁF%?too yiBat kR Mo la i £BPHRIRobilkhe MCD

application on the nobile communi cations device can be operable interact
with a 3l eemingpicaiandeyicess the uprraenes drrideoandeancaupaasietinnsa MGD
sel ection b¥g6l#ﬂ§tidﬂ§c§ﬁch§%cﬁﬂeF&B%ﬁﬁﬁ&%ﬂm@é’déﬁ% SEMNED: apBlichtipARaRBe eSPONSI Ve

to user input to sen nessage to the validation service 26 and/or the
host syst enPp@abletateadnt$IP ! rasswerddresna e RADeprfor santsetiomel tiger to be

processed byhiecsmihieionk Yeeich 1S GAeltisB fetort Afdde fRABE bPBRELEmot1e user
may be required to provide further identification. This could be done using
bi onetri c sbasgoftations. {The MifBiapelication could be configured automatically to connect to

25  the wireless network. Alternatively, or for example on a first occasion of use, the
MCD application could optionally be configured to provide a visual and/or audible
prompt to the user before connection is effected to invite the user to confirm approval
for the connection by, for example, touching a displayed or hardware button on the
mobile communications device.

30 [00670] In one example, the user could be prompted, for example by a sign with an
integrated NFC interface that stores the SSID and the password, to place the mobile
communications device on the NFC interface, whereby a MCD application on the
mobile communications device can be operable to read the SSID and the password
and to use these to connect to a wireless network formed by the one or more base

35  stations. As for the example described above, the MCD application could be



comuni cations device 40, if present, such as a fingerprint read by a
fingerprint reader, an imge taken using a canera of the nobile
conmmruni cat i ons device, and 10 then processed by the nobil e comunications
device and/or transmtted to the validation service for conparison to
stored records. 10078] Were the nobile 9ormun_i cations device is not
provided with such bionetric sensors, r1 where a |l ocal regulation requires
separate processes, in one exanple a validation station 22 can be
configured r | J~gl e ke 1 targbpid by
machi ne reaé f[§8'158 a&@%&%?&@edﬁﬁ b%t('g?&x}égﬁ E%I&SE%EL%B? Ft@pd%n |1ty calulg'
driver's nwvfﬁn"eapgttoual)forothetcnenenben The val i dation station 22 can be

oper abl e to dlntsnm eﬂaﬁ'rp% i@t’ak%ﬁo?é orﬂfﬁruﬁfagl%n dlé;!ﬁ'détdoft EF‘vad'éB%lrho

det er mi ne e ecking t ormatlon agai nst an I nternal or
ext er nal daNEﬁaE BFﬂ[haachcdngmuth@ uwmmm rFamategiutor esampleiby/a®ign with gi bl e
users. 19 Tkl 883 sudn 2 rd8GEIE BE Qe fﬁ?%'&%dc(aﬂéd SR Riel thatUr2bfiehhe SSID

20nat i onal |¥y or St atus 1's. not negat i ve approva

Al t er nat i vehyd paaswiord teddptuire an image ofdhe bar ¢agle o3 QR Fesle Lzsm&@ﬁameradﬁ&r&abl e to
determ ne ChoBidddhhinibilich8 8eHESAnd 1 I MRTBINiRY8 BESacARe bl f‘ddé%b or
external data contains rnformation out non-domest | c

users. |n t@Rsodaswd te hee hedFSIDandmassiveridel C@mﬁegtlﬂ%wlfﬂe?ﬁ REtIeIK fﬁ'e’i'ﬁf?donal ity
or status ig, g Jnléeorlnﬁo?%gégé)ét}a{léﬁée ﬁQBﬁgW@Qamﬁ%{ 9&%ﬁbe&§b5@”ﬂﬁb%@g above,

the validation statl on d al so rovi I ngerprint scanner
and/ or B caamhaatmmpwmkbeo@omg@@dmtmtloa& forrennerd i theywitsless nﬁwrk @&thg

bi onetric i |5'rf wsl%%h{beé&ﬂgﬂ aEQﬁ’ §Wh§\%8{“¢&%bl e identifier (e.g., an

identity docu as a pa I scussi on about such bionetric
i nf or mat i on[0D%] t Yatiaust ermkinatians @fxﬁ'tﬁpﬂéam@lﬁs tdeschiksid] abpveg camther previdpdnk :

30http:// V‘”Whir;'l‘egvme%&ﬁ AR &iti%gé BHﬂP@E&LH% BsdY &l captut PRI matBloBally

eligibility of a user iIs et erm ne e comuni cati ons device 40
and/ or a vald aatitetass JEewersrio enablgea @swramoen@@logéﬁda wielesy camrmeinigationtat i on

request 157135@&%?!( in9n i ti'ougﬁ'gj |ﬂfbrﬁ¥§6rﬁma?§ orf[g?'éwé?PéBlépéteor‘ﬁrékth@ fgessage

interface 24. In respons - recei pt he token, the validation system 26
will returnamrpprﬂa’cgnalw@tlor@ngmtmm!rr@ﬂ@téhﬂ yseplseaties praxipateto (aa yaideish. 19

[0081] In o &ntexml Qoo BppiFaRA %aﬁ%ﬂ%%g@%h@ﬂ%lﬂ'ﬁ\ébﬁﬂ?gﬁgQ%rrhﬁt!on to

confi gured pronpt a user to initiate validation and ass a
val i dati on ﬁ@@@@ﬁ@a”m@g‘%ﬁj‘éﬁ% they peNngslion &f it mabde Semprinicatigns da\"%é@ &m

approval syg{efMbasd %n@%ﬁm' ev.l 18cdtidR d¥BSHARationt tBET AE Sockion loP tHePRBBIRE
approval baSed on both the igibility of the user for 5which the npbile

comuni 24t | BpramuAEAligNs| éf—‘wr-% i5 odfi Of et?re&ma?im 10 1 ah SAPIPVEAs Valisiation decatign.
associ at i onaWbhBiVEE oHFREIRHH, 3 tHEDRIroBs GRAMHIRE GhlehQibove, dﬂetmém%um[t@w]

The val i dation approval system 26 can be operable to respond t
val i dati on PRRjElISt teretandgddedifipation; é@féfrﬁ@tlo"t Heat; rta%sl&&@ﬁ'%hsoff é'?e t'ﬁ'eb'l?ser

(for exanpl €orﬁh|unicé@6h%%§/ic@r§aiadrrp‘?@ﬁ%a@%%ﬁ' bRfeWvhItatibe dcatie)) fromits
own dat abase and/or fromthe 10host system 20 via the nessage interface 24,

and can appl®73ulles MeP eppligatien A éhe srkiie aroramupigrlicns; davics 48 £an e
descri bgsgl | adBhnsive to the determination that it is proximate to the validation point, and/or to

receipt of a message in response to such a determination to connect to a validation
service for validation of transactions for tax refunds. The MCD application can be
configured to effect the connection automatically, or an invitation to the user to use
the service andfor to confirm acceptance of the service can be provided. The
30  presentation can, for example, be by means of a visual and/or audible message. |

[0074] The invitation could be a simple invitation to use a validation station 22 as
mentioned earlier, and may not need an active response from the user.

100751 In one example, the mobile communications device 40 can be used to replace

at least part of the functionality of a validation station 22.



[0083] In one exanple, the validation system 26 could be set to either
automatically approve one or nore of the transactions based on rul es that
have been set, ("green channel") or automatically to reject a transaction
("red channel "), again based on rules 15set within the validation system
26. |l oon] Wen the validation system 261 kes a deci sion about a
transaction (approve/reject), an authori‘Sation nessage (validation request
response nessage) is automatically routed through the nmessage i nterface 24
‘back to the ronr MY he
formof a \Aggﬁgel%rl %:%‘n%é%q@énse atral' m&éﬁorﬁﬁﬁ dﬁtoh e@’t(EI rn%%ﬁ:rgl l{Pé?“dg{)btf‘;‘?’oved
transacti onse @perabladnhegﬁcamutbIeemlldaimrcsemse @E‘rﬂo @t%@py oneTpemiptsstransastians 20
updat es an [ t W th
t he aut hori @gtsfgfgn masgufher S%elmg g V&Flé?%%gé.d& thg%ghﬁ]ce) %Pocggﬁél nﬁgﬁswexarrpl e
enbodi nent  tdes inv@lt rc@laerncba nme,ssa@ertoemed@e@atwotseame s andfer fheyimshsystem 20

aut hori sat i record.
25 00867 EalA Hadires it} il hn sHECRATY (5 Bt B plckenct (RS SBRe T EOOT
requestor (BoYl, Aocanlrdlwtq local sequtitecrenty ther user melyibiegegwiratiinipcvidedigheievi ce
40) |nd|cat ne een channel "
automatic pggg/ﬁn%f h&m %@@ﬂg#bﬂg%g%ﬁgbﬁﬁﬁéﬁh ca88§%9ﬂfé\3@n I rst position on
t he val i dat cmmsmaatmm deslicel 40h®pre¥msmm&m99®wmta¢@ ki 3 fihgeyrrint 30100871
o b el on ilfod Bhh GYRE AdaRA6H Mo YomRRANGT dRftEPand e Leer
coul d be gi Ven© green” channe service rove transactlons and
coul d b® asthed plmnrsaedb)fthlndﬂqilsletcomwrmtldns wlcegarmiéqr temamitiedto dwr vice i s
meant t hat té]%aﬁ&t%ﬁ?@icé?or%gm 3&{% tW'srtJ?Q&'Fecfo g her action being needed. If
any of the {7 5RSACTT One Are proved, e user |s@$| ven "red channel "
servi ce for[oats]| Bhete thhass@llercamamnqabn@s @@Qq&osgpbmrewd wiih pueh Bipatici ons)
and i s aske r

processing. Q%ts%rr,eg@ﬁﬁrtenehnlgﬁﬁ%%rlétﬂ)gg’eﬁ@%ﬁ %ft%tbl% szeg m oﬁggg%%?ﬁose
transacti onsal(dptb@sﬁbll@ 2Dearpbe confignessidp idetesminetibe a@bllitméawéerp‘p%% text

N eel 1140, RrGHFEPHBCAR tdeing' Pherbiid tb%rntnﬁlafr?&ef?bé‘% ?p.deht@'cardaem&ga'

100881 | ce of to a paynent a cfredit card),
t he refund tmmcatﬁctraﬂéeasaeror?ﬁtel\@éﬁatgﬂm&bat@nr%gta@tt@rmr eged & d. 1f no

payment car fled 5 K&0HSherEH rst)h'&l q&ttlfsgaé dd d%te?ﬁwln%réilglglllﬂf by &Hekckifg the

conmuni cati ons evil ce Can e con ure eclf ere the ref und
shoul d be niaflgmation amegﬁnumtem@éomﬁemabdﬁt@as@ t%atéagtalr@qrofpv&at@ﬁtabpét und and

the user haaoMéétftnﬁmf@.gtdleeuge@ rth@%fasmﬁed@étlc%ﬁ 4 QeliealdNgbleliPHighef t oken

that can store a cash anount the refund anmount can be credited to
t he t ok&h. nationality or status is not on the Ilst (negatwe approval). Alternatively, or in addition,

the validation station 22 can be operable to determine eligibility by checking the

- information against an internal or external database that contains information about
non-domestic/eligible users. In this case, the user can be deemed eligible if histher
nationality or status is on the list (positive approval).

25  [0079] As mentioned above, the validation station 22 could also be provided with a
fingerprint scanner and/or a camera and can be used to verify the identity of a user
using biometric information held on the machine readable identifier (e.g., an identity
document such as a passport). A discussion about such biometric information is to be
found, for example, at the following Internet link:

30  http./fiwww highprogrammer.com/alan/numbers/mrp.html.

[0080] Where eligibility of a user is determined, the mobile communications device 40
and/or a validation station can be operable to send one or more validation request
messages to the validation system 26, for example via the message interface 24. in
response to receipt of the token, the validation system 26 will return all transactions

35  that are suitable for export validation.



100901 In the event that red channel processing is indicated, then the
val i dation station 22 or the nobile conmunications device 40 is operable to
pronpt the user to proceed to a custons officer, who can then use the
nobi | e conmuni cations device identifier to begin processing. A custons
official can be provided with an approvalholSstati on 28 that is linked to or
forms part of the validation system 26. wever, in other exanples, the
approval stations can be separate fromand/or renmote fromthe validation
system 26 a e J e
htertace oR0st] oD PRAPCRE v D unicAlon€ HBAR 0 Yoo BonERRIAS
t ransact i onprohmpat awskr dnitiate vamqlmlooaséltm@ totplaes mwblidation ezaveal ressagado devi ce
can be operghl t 26 e
val i dation @%s\%géﬁﬂ?é S?é\%m %6 (?;tﬁ %{ eértlarﬁeé fb\yépélygwgs%gﬁge aenr#%stég e
i dent i fyi ngmepsageveigriacal24.dp eeuest appaershbasesimn bo;t.h)cmzqhgrnrl@ efiibe UW fof fi cer
can thenc ap .val ue
Can LTS SDREN Bufobl SAmBALA AL € ool 3R BBRAREHC holilg 2!
usi ng i nput askeciaiert wjth te wses angor owhlle scnramuunatm.s lderliélﬂ@result of hi s/ her
deci sions i nﬁﬁg i i ssage
interface 2@0@8 t eb%%%ﬁ% ?g%émﬁﬁg%hﬁ%agﬁez%ﬁ%#ﬂé %ﬁgégr@;{g? e\;r%h tgﬁow
cont ai ns t arequestunessaga iseetidverad the transasiiensval thesses(ferappmoleedl, rej ect ed,
changed val y 9 Qnf ednd @
operate in Oﬁr)ésag%;&gs %{?agpg?y&kdé%ﬁvéﬁ {hestﬁérggap gn? }Sgﬁ% %a%neé é ©
oper at i th, hesteystam Zhvia the mesaagadntedane 24 apd saraPRIN rulweserté@g@t@tmm host
systens 20. éﬂ'o%]eor &fon%‘%%ﬂ QQdQ&‘fﬁoéﬁ'laQ& the validation system26 is

n

operable to retri Ve ransac ron rnformation fromthe respective host
system 20 f (9083} aln ehetéxample thanvalidativnesystany R6 codld brsehigtaiber ademaiially s

communi cat edoffe ohd hOER difife ERSRAG S8l bATRIeS th ﬂa%é"l?e&%%ﬁ QRjrét € host

syst em 20. St 35system now contal ns tax refund transactions with
approval codrannelipprateraticady toieinst airaneasdiag Ededeianes!), again haseseuiesnode

of operpti 0Qq il 'Eﬁ@l\)aﬁt?étfoﬂ%gé)éﬁtﬁn 26 retains a copy of each transaction

within I'ts own dat abase, associated not only with the rel evant token
(obi | e conif#dl c ¥{heorke d@@iaﬂ@) systrrn 20 miakes atsigcisigingaboyt @ Hassagtiel system

i dentifier. (Ejéjbrg /@EE z@a%uhﬁo \é%h%a@%keb%é(%ﬂo%ﬂb@Féq%b%e@@o?w%@%és@é’ge is

transacti on to the host system 20 concerned. The
di ff erence Betomsésal H@utﬁwrﬁm&ew@,easna@ Iﬁterfa0ﬁ84§@§bfﬂjthﬁ@@eropflﬁ@ hogst ons

approval syg{&amBl &k aareﬁg}\fbée %ulé'de ifl tefFofh 81 deb sBR%e réé!é&r@@%na‘éan 10094]

The nobi |l e conmuni cati ons can be operable to enploy nessagi ng
usi ng a#y applddpe plgetsonieatiy POy tr@ﬂ:%aﬁt'a@s (@ ARG A g PRERNIE qm%ﬁta@m

web- based 1Qﬁ§rh¥§t%‘§rsteﬁpﬁ QB Sh SRS thY rdid RaRbStGABHE fosRE T or
communi cating i nformation using existing software, equi pment, and processes

for handl i nfjaseastipwith Hmtﬁ¢rfsﬁF'%§@§%QQ9@P@§V%ﬁ6mﬁt £RNgs)-ect r oni ¢
paynents. A (ﬁﬁ;ﬁnq{i‘érgéxé?ﬂﬁg@n%éﬁ%?tﬁeWaﬂ@étioﬁ%Qstbh% A&esdctf Rrthe

transmtti ng refund transactions. The use of Standard nessage
payment authorisation host, but rather the host system 20 is the systen of record.

25  [0086] Each host system 20 formats and transmits a refund message to the requestor
(e.g., validation station 22 or a mobile communications device 40) indicating which
transactions have been approved for “green channel” automatic payment. A TRO that
issued a token can be given first position on the validation station, and that TROs
transactions are displayed.

30 [oo87] If one or more of the retrieved transactions have approved codes, the user
could be given "green channel" service for the approved transactions and could be
asked how a refund is to be paid. By "green channel” service is meant that the refund
is approved without further action being needed. If any of the transactions are not
approved, the user is given "red channel” service for at least those transactions

35  (possible for all transactions) and is asked to present himself fo a customs officer for



format can allow for nultiple TRO providers, while ensuring that custons
and tax l15authorities only have to deal with a single system for approvals.
[ 0095] By recording transactions on the host system 20 and/or on a

val idation system 26 using at |least a transaction identifier and a val ue of
purchase, and then associ ating user det 3h| records linked to a nobile
communi cations device identifier in the“host system 20, a validation system
26 can be operable to retrieve refund transactions 20 fromthe host system
ndi cate o P0e doPdkellt S Rq AT BER' RRant IRl B at B cEE P g, “and to
transmt thansastiens (possibie éortadisltansqcetrpewtz@ usqrcr@%c}’ prasentidmpelfl 9 r at ed

exanpl e cor’rmﬁu 20 and the validation
system 26 can 'ﬁé% grcftgg%l v?gbrgpgrﬁgghgzggﬁl nt%%g\)cael 24. The nessage

25interf ace[OES’B] cﬁman@mecnf refunie: i$i to atpement oard ke.bepvaeedit aand. thalrefvnd cam
system a r r TEQ% ssage

i nt erfagi CE.% rr[)a@%a@%a&@ﬁ@tg égtefrg& serr\glcglrea[s) hg?o ot he%n-{gﬁrldlqﬁe or offline
connection eagmergérmﬁusuda[uomem}tom az anmekismedremunibalitingsisvice gan berat ed

val i dati on : [ Weaut omati c pre-screening

of refund t?%'ﬁ@g%{aﬁgﬁée@g%gﬁgﬁtﬁé r%ﬁﬂd%%%ﬁéhﬁnne” reen channel "
response wi [0A8 It If theneser irWL@StﬁemaSbrﬁqUWH@nhf@ftmﬁmﬂddh@ﬂ%@dﬁé@ﬁﬁ%g mpdeess
poi nt. 1 om EAarEHedTecS uoRKREy R M hoRBn SRt HtBsR ydltihe

appr oval0 syearfund a@oumh@arvm crsdne teg tokem 26) in commn! cation with the
channol » r el ANE Svpithatad Endint hOpSeotld S el BRTLAL Pllcdith for 22
pur chases ostatiopa? of tmlmbllew@mwtlem%¢M@Iopewblﬁatmmﬁptdb@:uaerti@ to
require a u reTel t he
goods purchgﬂcgéq)g&%eg@?%gngk%(% 8gr§'nat aﬁ%l}éfgﬁ%wi?%rﬁﬁigrﬁlleg{&r}soo%og?provaI
[0099] The igghiifigate begis peacessing 2A cystomsoffigiad cay he PEyiiedyithen approva

communi gat i giyuh bl trLa@%A BY L PGHTLARL S4rBbHRE vamubﬁsﬁ@erﬁ@evm@vw Hbtﬁéu es
defining a "green c anne situation providing autonatic éq)rova accordi ng
to certain @xam@leas dhe aeprowal st&tl@rm@awb@)ﬁeﬁﬁf@f@fwrfbaanwemoéﬁ/ méhe |tem

val ue, tran%@fafah&m g@éme ahalcdR ceﬁmﬁlnlcakermeﬁemw P Exarfibl@ Val thyl nfelss

mer chant, etc. | ogi cal conbination of such criteria. Also white and

bl ack Ii stslf‘ﬁQi'facéé’&ntrl es or origin, retailers, travellers and so on can be
used. 1010040l |ve8PorR%agRbE IERAGH BRSHo orlriiseMaRs aBhe f7LaRMAGSR L he nobi | e
comuni cat i (iﬁdra\s dewe%@ol S operable to pr oev?rde ?UI’IC'[SI olns of the IvaI i dation

st at i ond0 ( kPEsRESiNG 2hapipopiecarmuHgCations dewre gar be gperaRie tadapsmibthebt ai n

automatic p@ﬁm@%ﬁ?é&iu@& RbssagE Withe lVafdiRA sy QB 160 WBRARAA 1S Precsifin
channel / green channe response W thout hupman intervention. The automatic

pre- scr eeni FRFPEPELREESERAA 'éie'ﬂiéy'@@ pRROVSbanthEircted HansacipiBer mi ned that the
mobi |'e CO"“‘}lh’db atrhO BosteRY oBRet Sarl theh BBpRVEBF MlidcY eéh traR a8l oP@idbgef rom the
territory 00101] The nobile communi cations devi ce application, or a
val i dati on gygy@htq%v@ue gmount. The customs officer can enter the result of his/her
25 decisions using input device(s) of the approval station 28. The result of histher
decisions is communicated by the validation system 26 through the message interface
24 to the appropriate host systermn 20. The host system 20 now contains tax refund
transactions with approval codes (approved, rejected, changed value).
[0093] The validation system 26 can be configured to operate in one or both of two
30  modes of operation. In one mode of operation, information for transactions is stored
on the respective host systems 20. In the first mode of operation, the validation
system 26 is operable to retrieve transaction information from the respective host
system 20 for validating refunds. The result of the authorisations is communicated
back through the message interface 24 to the appropriate host system 20. The host

35  system 20 now contains tax refund transactions with approval codes (approved,



custons approval system 26 in communication with t he nobil e comunications
device 40, could be provided with rules defining a "red channel"

requi renent, for 20exanple for high-value purchases and/or for purchases of
a particular type. The "red channel " behavi our could be to require a user
to present a token, shopping receipt, p?zsport, and the goods purchased to
a custons officer at a custons station for approval. [00102] The nobile
comuni cati ons device application, or a validation system (e.g. a 25custons
approval sy n araatiny devi ce,
could be pro &g&ed%ﬁaﬁ#d%fugg Iqﬁ%ﬁ?ﬁbﬁgarha%ér eerﬁ)@ﬂﬁghﬁt@%% Sl tggt été)rﬂEraow di ng
aut omatic apﬁbatowalcomccf@ad:hrhr@nsaﬁtloeWtalnnismwrtdﬁimﬂs@uawoa@teddmﬁtﬂw\" f origin
of the travgll r@l%vaﬁttt&@nv(mo'ﬁﬁ’e c@hmﬁ@s@q@rae\mgﬁaenﬂf 5t 850 Alth alfdgpsact i ons,
quantity of |na Ion of suc

criteria. AS)SibemArdetnéfleandh ml%@ﬂselth%v@ldfamn a@maﬁraisesaa@seaﬁhagransaqtlen ailers,
travel | &S aRdlatioldl 680 tU%ﬁ@hoét@g&&%Jzo%o%érﬂgg. hoQiretdiisbealees 2
reservatl on Sys an i nmm 1on system 60. e reservation system
58 can be atheﬂwwnmees@hahmltbmsmﬁ@mdermemm appaevahBysitem eetBios i ng
system Suc I pically conprise |arge networked
conput er syg Jfa:uﬁ%abfﬁﬁ}ﬁ'al‘ %tys?gﬁ%gﬁpztrogcessors (CPU) and 35nenories/storage
syst ens ( MEWP24] AThe eppbile wsr@umaatiqmn deyise éfhcas b opatsibe toeniey messagi?g t he
status of t [ M<m he
travel |l er ap Sin %gﬁ%g@’ro?iatggé ﬁ(}’{l?#y %hﬁh aé1§ur negg%hﬁ %Q’gﬂ Ef élF"}élﬁnb%fgte irst
stage, the sm@eVépbmnnetyﬁemtmrqtomm%@sqdﬁam cqnmnumg@tmgwafgrnﬁﬂi@é a
reservation A I [{;ﬁé eMfddiying the
user. Thus, ug'%ﬁ?ﬁﬁ% regég% u’tplfng\ral& sair/]glpgérhlnetgﬁé‘srf'oFIitl sE, arlétﬁraveI record

t hat identi tra@e:acpma asduriomn fposleeteanic payments. fA E@nder}i*‘:tb@smsm@aw fpynathe

user, and i i ng the
user can ci FHorUBeeRar %%SF‘%Q%%‘%”ﬁ*‘%ﬁfﬁ%‘ﬁ&@ﬁ%‘é’é%?dé'@“*%a*"éﬁ“ﬁgﬁgéo Ve a
link to a u@ématwﬂewfommawp@xd?@p@vw dvile epsuringdbatyansionis angdeem 58 i s
confi guped LanghRR oHiyidie!th Bl S siRlic ShBelSBF aifirbitg egar d to the use of a
service, for exanp t ax re ser ormatlon about the

regi strati off08 Bhéeqoéidng Eﬁfﬂﬁﬁﬁflmﬁr@ﬂ be h@é"rﬁVﬁ@m A2 po@fedon p yalidafignpysdemi n g
field of thoeaghyal Ichby FhndaBRSTMBHITRR anE@E Satle BPpureREld] she bl dbshilathgf I el d
of separate user records |inked travel reservation record. For
exanpl e, t hesereigtaireearishinkegito a m%&le@mmw'@épm devigedderfiiiseinibe Bods part of
a loyalty pewérﬁrﬁbrseardéuwéyété\ﬁ z@lcrahlb@eoperébuét%r@{rme RIRhPRERECdL the

traveller records Wwthin the host system 20 15can include a link to a

travel PesefromttheRostisysen %Eh@f c} T%Qéqasefégeﬁhﬁdmplale P HERENS §81Ga4] By

interli nk| ngiehhﬁ‘erttB@Ncﬁéaté BIPEYRY Ir&dhoP¥S IR aeBestTer ;Sé}ﬁusf}.ib‘-httofié‘rﬁh&fﬂna%
records (i.e ¥ i ncluding appropriate links in fields in respective

records in RS hpblespib g doBYsiR2@m 58 and the host system 20), the
user travel @gb@t Hsine dlshSel SREMBILIQIRLIG@HbY bbeaAURehéd 8y deMmed) 2biapa of
nmessages to be send to the user and/or to

the validation system 26 can be effected via a message interface 24. The message

25  interface 24 can provide a dedicated network between the validation system 26 and

the host systems 20 for one or more TROs. The message interface can be

implemented using web services or other online or offline connection arrangements.

[6097] In an example embodiment, automated validation stations 22 ¢an be provided

that allow automatic pre-screening of refund transactions to generate a “red
30 channel/green channel” response without human intervention. The automatic pre-
screening process could be effected using, for example a validation station 22 at an
exit point from the territory.
[0098] The validation station 22, or an approval system (e.g. the validation system 26)
in communication with the validation station 22, could be provided with rules defining

35 a‘“red channel’ requirement, for example for high-value purchases and/or for



20aut omatically determ ne when a user has actually departed to provide
final authorisation for a tax refund to be nade. 1001051 The sane
functionality can be provided, for exanple, using an inmgration system 60
that conprises one or nore processors and appropriate nenory, and includes
records relating to individual travellehg that enter and | eave a country.
This 25imm gration system 60 could be ifitegrated wth the travel
reservation system 58 and/or the tax refund host system 20 to enabl e the

automati c ggheh Q)'f‘ &S The -4 cﬁSHﬁel’?@eéhgyftdgle?mﬂ’dqgé Ef rebiife @Ut omatic

aut horisation o when the user romthe territory in
questi on. 1M%Preﬁﬁnttmk%@hepmmtﬁcﬁw¢ iP@RsRA, Fn@ﬂ]e@@dsipﬁ@hﬁ%@bﬁo\ﬂatl on

system 58 | ey Libpkasinid ot BeuSONESIalBH 63 dldral 1 network 15, Hovever, it

is to be not t hat e reservation s can al so be functionally
| i nked to t989% aThelealidatiprsstatiand2 er the am@\@hmtemﬂﬂm cmmyeisationyéth theove.

'n this geg |ﬂanarrstm.dn' ggﬁ gtp?:ﬂllaé?jaxfwtl'ﬂ%és%ﬁ ih %n@é&h%haﬁﬁelsmmrpet ween

he reservation sys em nmessage | nt er 1n ki gure . 24
[00107] Fi gprowid@gi astematicrrnpenvatadsiording t eegiebnariteriassch 281 eryniny ot enigimal

conponent s gf 1A, ORR it GATTURINSALHo lAYBufe ewnﬁ@o %IHFar%é@ﬁH?l's %Lf"anﬁﬂftﬂflggods

t el ephone such as a snart phone. ustrated | ur é
mobi | e conmingrahant, stes étﬂld\}ﬁlgl@i49mblﬁ1ét|%@f§®h§”®”@rAlﬁﬁrv@'tﬁr@éé?é%r{@’fs‘i@’ and

Teory 72 | urkl SRR Alerd YMIRDarh B3k pdBLdpUS [ npULs and out put s

are provided includin audio 1'n outputs 76 (for exanple, a speaker
and m cHbph9ay] Ingman m@m@ed@mwlm@tg thg d‘dﬁ@r agppligation \arpr tej gRobile

mechani Sm 78qd niRks 44 eVISbBEérEBM @l Solide fandtRHE NorSRBSRAidARMNaBtiGE 80
for user input, the touch sensor being arranged to overlie the display 74,

and one or fhm%snmbx/@ros@lng\mintmr@ce&rﬁmMﬁ%rttp@htalm@@tpmaéﬁr%%ﬁﬁewwow ded
i ncluding adsgdi & H’f%ﬂﬂbﬁs §4 Jeﬂéraﬁé‘fg @reaoéﬂéhﬂb@&ér?r&h%ﬁé? PedpBhée! vathout

network, a NFC m) interacting wth near field cormunications
t echnol ogy, hamgw Fiternentione 1@@ ayemalimpRgriceeaninenPefess omuid be gfective yhepdls, a

Bl uet oof &1 npdyigrnfifed fHat FATHBIIE %hﬁﬂm&b’éhé\% Bvied RohRhé epbmalP gy RNk CPS

nodul e 92 for 05|t| on | ocation of the nobil e comuni cati ons 15device. It
wi || be apppetifaraghetgiitoryhe i nteraction of the various functional

conmponent s E’ﬂﬂiﬂ‘Thé‘n%bﬂ%’&@‘m%uh@aﬂ%‘s@e%cé labpirdatioh, o a'v@h@at@ﬁ @?ﬁ@ﬁn’ ©.granner,

and that any appropriate conventi onal conF guration of individual
conponent s P%St?iﬁ%@PlHPéal\ﬁWtﬁm2?’Héc%'ﬁpﬂ'éa%‘rm'ﬂhﬁhéé‘“ﬂqqgﬁ@ﬁl‘gm”!f@“oﬂ% exanpl e

embodi nMent sy&i& 4B FBLY bEZprEAded Rt ndeSQHMrRAIRE endvinl 2 Rlirefht, @6t 75 t hat

is operable to control the operation of 20processes for carrying out
oper at i Hhs axarar's fgrinighyvales pyrghases and/or for purchases of a particular type. The “red

channel” behaviour could be to require a user to present a token, shopping receipt,
passport, and the goods purchased to a customs officer at a customs station 16 for
approval.
[60102] The mobile communications device application, or a validation system (e.g. a
25  customs approval system) 26 in communication with the mobile communications
device, could be provided with rules defining a “green channel” situation providing
automatic approval according to certain criteria such as: country of origin of the
traveller, item value, transaction value, value of all fransactions, quantity of goods,
merchant, etc., and logical combination of such criteria. Also white and black lists for
30  countries or origin, retailers, travellers and so on can be used.
[00103] Figure 2 also illustrates a reservation system 58 and an immigration system
60. The reservation system 58 can be a travel reservation system, for example an
airline booking system. Such airline booking systems typically comprise large
networked computer systems including multiple processors (CPU) and

35 memories/storage systems (MEM). A travel reservation system 58 is able to monitor



1001091 Figures 4-7 provide a flow diagramgiving an overview of exanple
operations of a systemas illustrated in Figures 1-3. [00110] It is assumed
in the flow diagrans that the user has already registered for the service
as discussed earlier, has recorded the nobile comunications device
25identifier as a token and has downl oa gd the MCD application to the
nobi | e conmuni cati ons device. [00111] Frgure 4 illustrates exanpl e of
processes that can be performed at a point of sale where a user nakes a
Pormnal NP SpEBrngRER o JNHar et chlBlerie lonl Corlhd proifr A5
f:pri:rrunic cat i earpudetagee dsmag]thasmansyrahr ROk, ira first siBtatthe mepnatien or the

i ke, for c n user can
using hi's ol WERehaRRERG! iR Re!Yosindic 8 Rsopldio irk SSIAEPLA 1t
mer chant sy iickts informatidh idgntifyingtee vsere Thys cuthinithe resrevationsysiem thareswlt i on,
heque, o t REA BelRbST I diihés DRt 6B 0 o b ke hE 21 on
devi ce. 25u§éroaﬂ§2hfo¢mamuentﬁ}adg thiet user.eThe @mr@atl@w Fegifyiag the usaficpR| ess
netviork Can it bR @t matlgg%sm%or& &' teeah%ﬁ,%wef@ﬁnk%%énl%rbgre\ebﬁﬂcgﬁebgr
connect ed, Boexarplasystemt metrheeﬂ«'m@?&yétenféﬁ lScﬂWmlﬂe@tﬂﬂé%?ﬁo%the%séﬁtu%ﬂfanpl e
ey SRR e ha Pt APk g i i nL i
on L hehh(bbl Inforoatinn abew theregistretior o tbaﬁaweftmgéeameecm@eegﬁla@ﬁq & a |ink
with the w t S l gh one
of the w i CuTEB R & th oy R ERAke R ARE of (U B R e D)
exanpl e, uspeppraisaisef rechesstisiserhioghe favrl seserntatian ipaord.r Berepampte. the 10Fi gur e
2. In one eﬁé;d‘%}a%oﬁ'fﬁb‘?aetg% F&Wﬁ{ﬁ&@ﬁ%&%@ﬁ@ﬁ & &I %Io%'dﬂo@rﬁﬁﬁ' dgsraa RFEID

detector zo for exanpl e an that can be detécted by the nobile
comuni cat i &or tekesirlive. dds alse envisagashthatt ettrﬁéelbr eaepsdsviititheiost sigtgam 20

act1vation ghn ﬁmMGQa%R'téa%b@r}egamtfaﬁ ATERR] the 1EOSTRIE Iy srettend ce. The

MCD applicatron can be operable to rea d password fromthe RFID
| oop for coifyeeH |Bamtg|ﬂ|nlslh@thﬁrﬁy§f neéewgmmwsm ﬁ%ﬁ@d Hhamesbsysser i r el ess

network forngd-fy g! E¥ ﬂ{cldﬁm é)t& iafd Iﬁ{kb‘?rpﬁeldé iR rag| RS reRYRBTH thelthivelser

coul d be pronpted, a sig an integrated NFC interface
that stor es resesvagien @y%tﬁm &Brf@dgag O\EirSNStethZQ)J Txﬁ@é's?htéa" sialus ceBRfMSPEat i ons

devi ce on tl&ﬁtoM: cél tS%E@é@the‘H@ﬁér%ﬁUn@%Ma@@ﬂd B@&ér@lo@tﬁb L& aBlr ke
communi cat i ons e can be oOperable to read t SSID and the 20 password

and to @8e Bh@@@tﬁdlvﬁﬂﬁme Wberha%ﬂ!ﬁ?fe’laé@frt%@!(%Pﬂ{teﬂdiarﬁ‘ﬁ‘b"%/ﬂﬂaﬁe one or nore

base stati O%thohé‘atﬁ ffblrré ggrreﬁﬁgvggalg@n@%t able for a nobile comunication
devi ce not provide or RFID technol ogy, the user could be

pronpted, f mol%taﬁgﬁérrwwapﬂ@ngiﬁy gan be Pess] for BamrisdEingraniniygEditt ed OR
gfd‘a?t Eggeeﬁgﬁgﬁu %d‘t@gﬁ:nﬁpgbrgegoﬁéléuswfe@brb@e&aﬁtéﬁdea;@?omﬁ&%e%rﬁ hAdbar code
mc!udes records relating to individual travellers that enter and leave a country. This
25  immigration system 60 could be integrated with the travel reservation system 58
and/or the tax refund host system 20 to enable the automatic generation of messages
to be sent to a user and/or the automatic authorisation of a tax refund when the user
departs from the territory in question.
[00106] In the above description of Figure 2, the reservation system 58 is linked to the
30  host system 20 via the network 15. However, it is to be noted that the reservation
system 58 can also be functionally linked to the validation system 26 in the same
manner as described above. In this regard, it will be noted that dotted line links are

shown between the reservation system 58 and the message interface 24 in Figure 2.



25mobi | e conmuni cations device and for the MCD application to decode the
bar code or OR code and to use the SSID and password to connect to a

wirel ess network formed by the one or nore base stations. The MCD
application could be configured automatically to connect to the wireless
network or alternatively to pronpt the gfer to confirm approval for the
connection. Conbinations of the exanpl e§'descri bed above 30can be provided,
wher eby the nobile comuni cations device can be used to capture information
locally to T rel ess
conmuni cat i ns Aﬁgﬂg%kgfn%bﬁﬁgﬁigg ?&%Fgwﬁﬁ&Mﬁfﬂﬁe OOI%Q?EEééEﬁEf% t he MCD
appl i cat i onmobitel eoimroamicdlions deyite, éor ewrm)llﬂea TROle telenhene suends 2smertest abl i sh -
a secure cgﬂﬂﬁ%tlon to a merchant application on the merchant 35systens,

for exanple”on"a nerchant termnal via the wireless network. The nmerchant
26 appl i cat jetesicasillusiratedipl Figute By thetreobliROoMEIUNCAoN S RFARINsHfesane

oper abi & « o UBFRAE CeoP S IR gy S GRea Rl 40 RAL e
travel | er ciaputesed outputscare pobided fpﬂ%@ audie innuis ancseiyts JBI(OE EXAIAPIBF 3 goods,
for exanpl ee‘%%ké'em rﬂﬂrd?ﬁép?)tgﬂﬁn t cur@cbn%% n77t B&ighddne and, using

the preferr carrency he cur con ersion rate domnloaded
to the MCD mpehanisan 7 for pearinieg vibragory @leirst @tm@ﬁﬂsqrmﬂhéﬂlém%ﬂfowﬁiqrency

using the Tﬁgltztnﬂg%ﬁéhe&%gorr i ar Q‘&eﬁ(@oﬁ&% ‘d‘%adlépﬁe 5 FAUNE dRbIP mipRé Cul ate an

applicable anount a 'tax refund request.
10[ 001181 Akeys B2, \taﬂeummmantpamni@g‘eces@mmwﬁed trslugingza radip weddeict a

purchase t rg{'ﬁ)?%dlg B %ﬁﬁnfe%r}‘\ﬁiﬁ{ a cdifardRhitirk Sa R?Ct%%'égmwe@@fhd) €

captured by e et Ch system usi ng any conventional technique, for
exanpl e by wlﬂenwrf@hbmmm@racﬁﬂongt@hbdpgwdéh%ﬁwdtu}ees&rf@f EPARLNIILQNiEh

t t
;gsg'cf;'t ng %ﬁf[?a%ﬁsﬁ or‘iéﬂ% aléts&ﬂ%%ofureé;@ar ﬁatre{;ﬁeﬁm|clan6m§s.ﬂ§|h§}§?d% fyingaW .

a web- basedtephraiogy al’sba @E’ﬁi rn@dqjagaforlmaﬁemlocmlpra@f tb&m?ﬁI‘%CQWPéﬁﬁmr'étl on,
the sel fliaCt | 0. i} B b%ra%gl:l&ﬁatgr?&%‘t e lﬁt@ cquSf RE V8 RFUNGIORE! RnYRPehise. The

ner chant™ can use t t term nal initiating or confirmng payment
for the gooshawr in Fpmyﬁﬁm me&lselﬂlﬂgtqt@uln@sqtﬁg‘ﬁtigrna@ﬁ%@@d thad@nyrer chant can

record this, it éarhéﬁe g Rbndl 85MHgBRdtion %@%@ﬁ/muap&’orﬁﬁ&@hfs i§ ?B%HSiéﬂnthfh thade

usi ng a COI’I onal pay nment term nal associated wt he ner bhant
term nal . Ampbﬂmmmmenlyatmﬁ@em@fﬁ cHaﬁtanmﬁﬁméaélmﬁt%heW%F@ﬁaﬂhopé‘r ni nal

can be Opefamrgoédwémn%ﬁ@&pﬁc ohhrstthst aé’@?e@ﬁﬁ'tb%@ﬁﬁ&%@&bér%n@m le

comuni cati on device to pass detail he paynment to be effected. In one
exanpl e24 hepnvws&mimr@amnsm%awrﬁm gpedespdhashieseino pronpt the user to

effect the QL7 BAIR! £ RP diBgMRPIRG B RBNARNGS drationgi a t he
25ner chant @giédgfitﬂ@u% ng 6t he nobi | eI %OHTT%II’]I gatl on devi cea he %ser coul d,

for exanpl eof @gles’(@’ﬂ@ﬁétﬂlstfﬁtéél"t Figuteg %r#f or mati on to perform paynent with a

preferred i BN & 5R6REEGh ﬂﬂérf!owdlé@@mrsqgét&ﬁé abdromas RIres@pRgRlerad for tHE
subsequent ti e paynent termnal will retrieve | atest exchange rate

and convert @@V@ﬁ@g,ﬂscpﬁeﬁir@r@rr% recorded the mobile communications device
25  identifier as a token and has downloaded the MCD application to the mobile

communications device.
(00111] Figure 4 illustrates example of processes that can be performed at a point of
sale where a user makes a purchase. A merchant operator may use as a merchant
terminal, a POS terminal that interfaces with a merchant website, or a mobile

30 communications device such as a smart phone or a tablet computer, or the like, for
conducting transactions with a user. In this example the user can using his or her
mobile communications device to interface with the merchant systems including the
website to conduct the purpose transaction, and, where appropriate, to additionally
cause the issue of a tax free cheque, either by the merchant system or the user’s

35  mobile communication device.



currency for paynent authorization. The merchant application on the

mer chant 30term nal can be operable to nonitor the nerchant website for
successful conpletion of the paynent transaction to record conpletion of

t he paynent transaction. During the paynent transaction, the MCD
application and the merchant applicatioascan comuni cate via the wirel ess
connection (e.g., the WFi connection). 1001171 At 420, the nerchant
t erm nal application or the MCD application can pronpt 35the user to

i ndi cate Wh A@d{e@&fibé&%ﬂ‘i’ef&(e%@é?&# b é,%_\ﬁFét s;%rk%gn be%m\»ﬂcg&]aw] | f

t he user ax pe nd transaction usin Lr l'e co ni cati ons
devi ce, t hean rrmrchamzs prefmisaedCior gpampleatia ome eramorepdithbase statignsddi (Figure 2)

i nformationgtp aggﬁoﬂﬁfncﬁg{x\rg 7) 9%!.?1 ékz@%{écﬁ&:{ We%t‘n lePd the Ynt@inel Q?OH\E% to

receive a tax refund ser app |cat|o tan confain
i nf or mat i oncardentiang inrwgarmn@ ta RO hort systemi 29candés direstlysesindigstit (efg e¥iathat is

recordeds Onth-gw,en%ﬁtto a‘l;n Bl ation can, for exanple include securely
stored information ‘for entl ggng the user that can incl ude, for exanple a

passport nuiéhus] &Wmﬂ%lad\ﬁ@Drap@h%’ﬂDmOndm mebile evmewaieplicns devien 6eBEe aph,
for identi f%’Pé?’ﬁb[& Iﬂ?%é{?wsh o Ik 5 AFRleSs hbwork & jﬁ@?&hbﬁ&h&‘émlﬁsbﬁr

di spl ayed o e conmuni cat1 ons device an r chant
term nal al eRypke tiowgsy orfe Q,fél'ﬂe WiFi hgise Biatingg. | HBSCUTe CoRNGSHPM 6ambsecurity code

that is prog gggqe@fo} Eﬁa or%oaﬁ&&@écpﬁfau@édm.be@amﬁ Redht to

appllcatlon O contirm au ent | rst occasl on use, t he
mer chant0 cobigdreb mam@sctamlettbeadmamqedm m9r0b@?tmr«}rmsﬁ§f:owlwcb@§§p%ﬁlp number

and_phot ogr 4Rl AL RSRY Ml e AABAGGS) RATAR boAMedPbPBERbIEN a Passport

or identity docunent. After verificatidon on thi rst ‘occasion, the
passpor t nummualﬁ@thmﬂvwﬁ@grthﬁhsﬁrenﬁéthﬂﬁfﬁmeseé(ﬂ?ﬁﬁﬁﬂ@ﬁWQﬁ@'V@F&?’lQf@ coul d

be identifige Efa?cp(ﬁ( Ltidh! heWﬂﬁ:"l@SMm UnicdlisHSdRfceaSinRMc BlapBR&@tibh can be

i nformati on cou e used I nstea a passport to confirmthe identity of
the carri eropgraplgéo Fﬁﬁ@‘l&@%‘@@ﬁsﬂrﬂ%&\ﬂpf@[ﬁ@f@&ﬂ RED lpowfor gannestiereaidth®s havi ng

the infpy mag,gik éd?ﬁmhﬁ#@ dnE ¥elide thhg V\h’r%%rss %Eﬂfoﬁgfo‘ﬁ'ﬂe& BG oRBBI h@re base

communi cati ons eV|ce IS can sol el Yy In user records in the TRO
host 20syst 8@HigE. aman@taﬁr @@r@qﬁ);ﬂe. t@er @@J!@ ke PrRmmRAGer ©@MaleRY 2fiMHtthe host

system 20. L§ mtég{?QteHWC |'ni%r%Eé ‘EHJPE%réﬁhé%@@éﬁd%@pé%%f&%bh@fhet he

mer chant application on mer chant term nal and pplication on
the nobile ﬁ@hﬁlﬁmr&ratmléai@na&@w&@ opfe NECInerass wheesby2aMShi %ppacqt!roaﬁgact i on

message to {agnhiRlcomhfiridBtidhs ddid raRsasdrhng tmaag@ssmahmeude a
receipt _identifier (e.g. a receipt nunber), the valu
20 password and to use these to connect to a wireless network formed by the one or
more base stations. In a further example suitablie for a mobile communication device
not provided with NFC or RFID technology, the user could be prompted, for example
by a sign with readable bar code or a so-called QR code that encode the SSID and
password to capture an image of the bar code or QR code using a camera of the
25  mobile communications device and for the MCD application to decode the bar code or
QR code and to use the SSID and password to connect {0 a wireless network formed
by the one or more base stations. The MCD application could be configured
automatically to connect to the wireless network or alternatively to prompt the user to
confirm approval for the connection. Combinations of the examples described above
30  can be provided, whereby the mobile communications device can be used to capture
information locally to a merchant premises to enable a secure connection to a
wireless communications network in the merchant premises.
[00114] At 414, the MCD application, which can be supplied by the TRO can be
operable to establish a secure connection to a merchant application on the merchant

35 systems, for example on a merchant terminal via the wireless network. The merchant



25 of the goods purchased, and the nobile communi cations device identifier.
Further information can also be included in the nessage, for exanple
details of the goods purchased. [00120] The host system 20 can be operable
to allocate a transaction identifier (e.g. a transaction nunber or string)
the transaction and creates a transactizg record 30i ncluding the
transaction identifier, the receipt identifier, the value of purchase, and
t he nobil e comruni cations device identifier). Further information can al so

be [ ol Udedabiichlth dah ARELIAYY FEYED, drin FEAIF AR heribe e _000ds

pur chased. wor'ds, an exanple transaction record entry held
at the host cayerian toanlRAdMosd elhedCPaEpplicatiag can glsade apgradlete c@nnedto whi ch
may be popu{hgg% h?st.r esponse to 35the above described steps: 28
Transaction identitier; Receipt identifier; Value of purchase; Token

i denti fi er; [0BR&pAMAE; whild shappimDeths trayeligr aapaigs hisfiar snabie phone pbpeit; A

oo sk oo, e B0 e DA el | Qur o
i dentifier prirgtanskausine therprafesgd srrrenry angribe suentSCEEREY GaNVersion ralg t he
mer chant  syghemaddbddb thid Mgt tichl EGVERMYGt ihrdMdudt in preferred currency

using the TRO’s reference rate. The MCD application could also calculate an

applicable refund amount if the user wishes to make a tax refund request.

10  [o0116] At 418, the merchant can use the merchant terminal to conduct a purchase
transaction for the user. The details of the purchase can be captured by the merchant
system using any conventional technique, for example by the merchant scanning a

" bar code and the merchant system retrieving details of the purchase from storage in
the merchant system associated with the bar code, or by entry of the goods using, for

15 example a web-based product selection page. Indeed, in an example
implementation, the selection of the product details could be effected using a website.
The merchant can use the merchant terminal for initiating or confirming payment for
the goods. If payment is effected by cash or cheque, the merchant can record this on
the payment terminal. Payment by credit card can be made using a conventional

20  payment terminal associated with the merchant terminal. Alternatively, the merchant
application on the merchant terminal can be operable to interface with the MCD
application on the mobile communication device to pass details of the payment to be
effected. In one example the MCD application can then be operable to prompt the
user to effect the payment, for example as a web-based payment transaction via the

25  merchant website using the mobile communication device. The user could, for
example, use stored credit card information to perform payment with a preferred
currency recoded during the registration process or at some subsequent fime. The
payment terminal will retrieve latest exchange rate and converted amount in preferred
currency for payment authorization. The merchant application on the merchant

30 terminai can be operable to monitor the merchant website for successful completion
of the payment transaction to record completion of the payment fransaction. During
the payment transaction, the MCD application and the merchant application can
communicate via the wireless connection (e.g., the WiFi connection).

[00117] At 420, the merchant terminal application or the MCD application can prompt

35  the user to indicate whether a tax refund transaction is also required. -



t he nobil e comruni cati ons device via the wirel ess connection. The process
then ends at 428. 1001231 Figure 5 is a flow diagramillustrating an
exanpl e of operation of the system 15described with reference to Figures
1-3 when a user approaches an exit point froma territory. 1001241 In an
exanpl e enbodi nent, the systemis autong%ically operable to determ ne 512
that the nobile comrunications device is’'in the vicinity of a border
crossing or a custons validation point. This autonmatic determ nation of the
| ocati on of | ' | PRsH | GEsi | LA vari ous
ways as des@pﬁg%h eé%%f%gggggggégﬁﬁqn oﬁ%a%tgﬁﬁﬁgﬁe?ﬁ%ﬁgE?@ﬁggF?@H%bf t he
mobi | e comaeviceathenrat 482vthe MCID appiigatidrecarcdpanibie tq priowigh dermeatipndr et o whi ch

t he nmobil e ' ' det i ne the
| ocatton of EREURUEr PAEHRE GBI o IRGIEIE1oRR0 siex KAt Shee PR o ther
t he nobi | e HEDmpplicg®nmantdestairthe irfosiomidantitying the ysefeandandteludera be
operabl e to - }. ' | | i L Sahid @
o to. omiie AR idiFleckREATRIG rRE Y (R ARICARN R, R erdnb® o
cust ons val indatlé secysely storedinfermiation fp identifyingdhe nseitgatcan Indhidet foe nobi | e
net wor k ant : ' ' [ ' wor k
conparing the i %%tﬁatg%&%if'qﬁ'}%r%giﬁfgﬁﬁgﬁn{%ﬂ?@%ﬁg&?géﬁggﬁ%’hgﬁggé?g'rd,
hel d i n 30nferisieptifyivgiye Lsert hreompbidreple Sinnfiroatioroeeidbe displeyey ge 811 50, t hat
 ndicates tRabid EmARRbARrS AU LhdE R thel¥ichisht tnita LB i BAidibA | e
tax refund service. The nobile comunications network system 50 coul d then
be operHbl einffaomationl fer axenwiaye searheodedhatdapiosesseddivdhe pErehant appiicationt

system 20) , 42 bOfe/ i DRRILatEAT bARMRNEAIGHOUORS 18 RERToPIA,R e

invitati on nessage to t e conmuni cat1 on evice 40 rnviting the
user to takeemhaaihtaubbefequisted xaddiianady verify thabthemasgport pgnbgriasdnat i ve to

the nmobile 1S f il e
communi cat | DL Ugabh SYFEEh b & SASERH el i BRABSIEAR of 4 Aa3SRITA ot em 26
or the host idsplily dasmgent: itayeerifigatpn eathisfirsbecaapiennthpivaesrostivimiet 8td ons

device A0 CaihibdiS6h bn Er?ecmepi}es&rﬁrﬂﬁnimﬁm%!drevicgf;o@@%em&ih@d SOUERkRY cat i ons
network cell as being a cell 5in the vicinity of a border crossing or

cust ons val wherebban fakie oocagienesiass tais idgrmatiep apuld b used inseaddf@ i dentity
with alistoflssrhd chiffiid (8fubel theariohrEahosi ARPhIFakbMAAkd Ne
nmobi | e communi cations device 40) as being associated wth a border crossing
or custons PAIPHWstead opbaving thereforratiandocigamtiiying Hiei UsE Sigesd @etha s t hen

Egsfper abl egointRAtIdE deRBURIsCRhDeMdidd1BG i ddr dador@inSS TR R Or the

system 20 and can be supplied to the merchant terminal from the host system 20. I,
the user is eligible to receive the service, then the merchant application on the
merchant terminal and/or the MCD application on the mobile communications device
can be operable to transmit a fransaction message to the host system 20. The
transaction message can include a receipt identifier (e.g. a receipt number), the value

25  of the goods purchased, and the mobile communications device identifier. Further
information can also be included in the message, for example details of the goods
purchased. ,
[00120] The host system 20 can be operable to allocate a transaction identifier (e.g. a
transaction number or string) the transaction and creates a transaction record

30  including the transaction identifier, the receipt identifier, the value of purchase, and
the mobile communications device identifier). Further information can also be
included in the transaction record, for example details of the goods purchased.
[00121] In other words, an example transaction record entry held at the host system
can include the following fields, some or all of which may be populated in response to

~35  the above described steps:



10system 20, or nerely directly to provide a nessage to the user inviting
the user to take advantage of the tax refund service. 100126] The
invitation can take the formof nmerely a query inviting the user to
respond, or the invitation can take the formof nore detailed instructions
as to the steps to be taken in order to,gbtain a tax refund. This can

i nclude, for exanple, information 15 regdrdi ng the location of a validation
station within the border crossing 'or custons validation point, the

| ocation of a ta tor service desk, the location of a custons
desk, etc. 1001217?5%%%{1#1%%?% ion nmessage may not necessarily require a
response fromt hBeQﬁtldnderﬁlﬁeml cularly if the nessage provides instructions
of the type justyQesoFi Q%ﬁlas However, 20in the event that the invitation
nmessage does require a respohse and a response is received at 516 by the
originator (i.e.Token igentifigaati on system 26 or host system 20), then if, at
518 the 4 esponsep @ %E%Eﬂakhe user declines a service, then the process
stops at™ 520. F B ternatively, if 518 the user requests to
continue with theetailxoi@dedsd service, 25then at step 522, the validation
process can procggd;&s tmﬁé'l bed with reference to Figure 6. [00129] Figure
6 illustrates an exarrp e of operation to provide validation of purchases
wher e the nobi | eApeymenttewet.ons devi ce connects via a wirel ess

copmini cat! Qi R4 thehbsthy kil SELLORIAE! M EiodAADTATh  HaraP 12, the
nmobil e co nications device can erable to connect to a wrel ess
communi Hht i Esponsst Mesdageithkat !ﬁcﬂudeéi@m’fﬁ@@acbpf\mﬁmfbaﬁ’@t sambe pintedhen dhescri bed
earlier, ggéer% i Ne IV net wor k
base statl oﬁ urch p%%l ﬁ}fmd’j‘b%rgtnl'o?ﬁan gl %%gﬁ%t&g% pI‘O!\ﬁ/I eggﬁgwr@ntﬁer for
verifying tt’ﬁ’@tm@mle qqmum@tlans devjed via $hd wirelesscepnnegtion] Thgpresesahes

enbodi ment the A5@@nnection to a particular base station can be achi eved
under the control of the MCD 30 application by detecting a particul ar

| ocati on usloAtp3pFisurend isya flow diegeam BHstraiing a@@fa'mél?d%f@m%ﬁéo'b@%ﬁhﬁ|3Mﬁe@f t he
mobi e pommyad Gigky mg%&eﬁ‘é‘e LLe @@16@@9% aebOAFHrbLene 0 BARKH 'inHt ftnsmfahe base
station. As described earlier, |s can be achi eved by the nobil

communi cat i tAidioflevi ce detecting an RFI D detector zone that causes

Sactivation {0@I24ﬁlﬂ\gpe>?a%ﬂlé §AbbAMeRR 1h06ysHB i AncRamBAN 6pdbORT, BBkirAe The

MCD appl i cation can be erable to rea SI D and password fromthe RFID
| oop for coﬁh%ﬁtaittmra@b"@wemwmlq@oe%ﬁwmﬁ ig 4 thendcininaf @dordsr £rafsing|o8 8s

network air giqmé %mﬂm%.ﬁnerr@é amh%t.éaé@nﬁ.haﬁdrpmhe DRSS the Riebifk be
pronpt edO f gém%ﬁglcatlons c}:av%esclem be achleved in various ways as described earlier.
[00125] In one example, the interaction of the mobile communications device 40 and
the cellular telephone network to which the mobile communications device is
connected can be used to determine the location of the mobile communications
device 40. Thus, for example, either the mobile network 50 or the mobile
25  communications device 40 can be operable to determine that the mobile
communications device 40 is in a mobile communication cell that is associated with
the border crossing or customs validation point. This is represented in Figure 2 by the
mobile network antenna 52. This determination can be made by the mobile network
comparing the identity of the mobile communications device to a record, held in
30 memory (MEM) in the mobile communications network system 50, that indicates that
the mobile communications device 40 is registered with the tax refund service. The
mobile communications network system 50 could then be operable to send a
message to the validation system 26 (or the host system 20), and the recipient can
then be configured to send 514 an invitation message to the mobile communications

35  device 40 inviting the user to take advantage of the tax refund service. As an



an integrated NFC interface that stores the SSID and the password, to place
the 10nobil e comruni cati ons device on the NFC interface, whereby a MCD
application on the nobile comruni cati ons devi ce can be operable to read the
SSID and the password and to use these to connect to a wirel ess network
formed by a base station. The user coul d.be pronpted, for exanple by a sign
w th readabl e bar code or a so-called code that encode the SSID and
password to capture an immage of the bar 15code or QR code using a camera of

the nobile I j . i r{% j j ode the
bar code orgl%gq%:{%g@g’rﬁﬂ?%%&\éy cﬁhgggg%goagﬁgg%ass ﬁ’ngJ r%%%%%%ﬂtg%?n c?@&a

Wi rel ess netammknitations dielige ahé thenecommunicating adth the validatien system REDr the

appl i cati on, QU doRoC AIMEHRHIHEABRUE Abble SanAARERGhs yibOFo ki el ess
network or to pronpt the user to confirmapproval for the connection.

Vari ous 20citeelfiractgniseshefdentity obthexnalpleswmiaunications oetivaaocel\dsdicigya eale

mobi | e COMMUIE Gty St & BYAEP o8NP S URRInd Caifaaidr Baint (¥ Qldibiedsy | ocal Ly to
a wirel éss network to enable a setlUre connection to a wreless
communi cat i cosparisbnof theicell identity véihraplist of calliidentities beldwsideta fohat i s only

avai | abl e aé;?pcﬁrcat'ﬂfnoﬁ BhLfod8 c%nﬂﬂ%raﬁﬁréé- %ﬁe‘é@? I d@bin %sQ&iiﬁlEd WRhgonfirm

that the us€r I's at or proxinmate to t ion point. The 25 connection
of the nobi baydenermssinger dustmnsieliiation roint. Jihe erpbija semstaications devigedidven
ocation cagy 'ble%ﬁéiabfe‘? Bftﬁe{r% ESfimuRicate vath @E vE{ib%gBPQyét&n%' BYYH s ! ons
device as being at of proximate to an approved validation [ocation.
[00131]10at @ystern 28, tvTmerglysitectit foamioidama mesaagrstodhe Hags ieviting thenperde to a

val i dati on ﬁﬁ%\éhggﬁnet@'s%hégggﬁémgisgﬂliég_el d in the MCD application and/or

read along w SST | password for the base station. [00132] At
616 the val [0d6] Bhe inyiatiomcae tekethe forapefimagiely a @ueneinvitieg thepiges iaigepond,

transaction Iy - L mﬂg td i i it d t he
pl ace at vvhlérc ét‘ﬂ%aﬁﬁ%@gﬁ g‘r?cf?ecor g'%adrégél%{j g%\e{lgeﬁ?‘dg%gégﬁr%ﬁg?g \i(ogi@t he host
system 20 otakehin erdestagbtaimadaf imd2 Thissean inelrde iy axamplee fiferanationy det er ni ne

approvajs or ré;?%i'cglﬁﬁ f?%rfoc,%% §§ﬂ§§&lf&a¥?§r@'st‘éﬂéﬁ {fvﬁt%in tHé’b&BS&eéroé/@fgd&, cubldfns

val i dati on syst canobe set to elther 1 automatical I'y approve one or
nore of t hevalidatigrapeintotie lpeatied oba taxulelundiargraterspsvigedesks the logatign 8ba

channel ") of, . aMomBLi ¢l |y to reject a transaction ("red channel™), again
based on rules set wthin the validation system 26 as described earlier. In
t he exanpl el®8Rgivhhe Wvitatipprreesage Mayrnet peeassary (RLHE STSPRANGE MM 1HR USY" sent

to the nobi &y leGRbd ' iGRAbIA% Gbé RIstuSstibed.t REweNeer Wi th
refund stat h@;ﬁ@g%gﬁfﬁ%gﬁg1&@@:@3@;\&2@% o_ptighafﬂlsy selnect t he purchases

for val 2@at indhe gyentdhatitiee iapitAtion AMeSEAID HOLHEIHIEDR FESPEBFMPAA @JEFRANSE Mfevi ce 40

and the sel Rekiea%t §7pPheTidinald ¢B. WleydTRbHd P GRITUB LP AL PSIedi@0) Ce 40 Lo
t he validation system 26. 1001341 At 620 the validation system 26 can be
set to eit héendugbpid the spsppnspisribatdhgpeer declines a service, then the process stops

at 520.
[00128] Alternatively, if 518 the user requests to continue with the tax refund service,

25  then at step 522, the validation process can proceed as described with reference to
Figure 6.

[00129] Figure 6 illustrates an example of operation to provide validation of purchases
where the mobile communications device connects via a wireless communications
network to a validation service.

30 [00130] In step 612, the mobile communications device can be operable to connect to
a wireless communications network via, for example, a WiFi base station. As '
described earlier, the connection of a mobile communications device to a WiFi
network base station in a particular part of an airport can provide one manner for
verifying that the user is at a validation location. In an example embodiment the

35  connection to a particular base station can be achieved under the control of the MCD



10 or nore of the transactions based on rules that have been set, ("green
channel ") or automatically to reject a transaction ("red channel"), again
based on rules set within the validation system 26 as described earlier.

[ 001351 At 622, the status of the purchases can be returned to nobile
comuni cations device for display to thg,user with the refund status.

15[ 00136] The steps 618-622 can be repengd as required by the user until
confirms at 624 that the user w shes to proceed to process the refunds.

[00137] I, gt%é bytc;é?edﬁﬁg'é Cg%ﬂﬂ:ﬁlaﬂﬁ%aﬁﬁiﬁsﬁd‘ﬁro&ﬁﬁf y ifofh@RnitRatRaACEed 10

process the re urchases are green channel status, then
the refund loaatelthe positinacf dhe @pbl@@mmtlm@ﬂ}tonfd%lcﬁ@ﬂd &an poAe prioMAtife user.

Al ternati velynalbfordh theBsde SAHTR. rﬁé?atﬁﬁscah%\éeac‘ﬁteﬁlééd b§ RNl

status, then tﬁe user can be provi 3:163& e MCD w t nessage to indicate
the steps timobie mm”emlcqt@owsylcwgemg?an RFHE’S@EF@@*@%ZQSﬁéP%&an% that can be

formed on aaémgftdnecgl A e%ﬁ%ﬂé@ﬂ%nqﬁg hﬁﬁllééorﬁﬁﬁﬁzcé‘tﬁonrs%wﬁéOffﬁéﬁdcﬁiﬁscr' bed

with reference exanpl e, t he nobil e
cormmuni cat i aprtication aae heowpesaiebaiead an I%'Q!?ﬂﬁ@ﬁﬁ%’!qréﬁ 0@5@5@9 Ik'@PJPrI’ ed to

earlier. |n:4pe RrGan m%%S FmaReddns Ueli bS‘tHQwTreleb& nkfvoRSsitimiokhed the

i nvitation nmessage 1 nvi tes e user to respond to I ndicate whet her t he user
Wi shes to ubyoneher mase baéﬁﬁfﬂ!mé%@’ﬁ‘@rﬁséf cqitd be proryptad, fenRxampls Pya sign with

conmuni cat i Qi‘i‘ﬁt%;ié(tb&?\Iﬁcslpfe‘?éeé’ﬂﬁggﬁrésqw%@ D'aﬂé?‘tﬁe pessivBRl, BPRhtEthe

conmuni cati ons Vi ce user declines to use the tax refund
servi cel0 t hewbig commuripatiops sieviee 68 tha NFS interaces wemby eMaPiapeligatiop pnj s

assumed t hafhetnl?@o.ng%%nmmeﬁfdéﬁce7éa$ beSopRalfiO ichltife §skisandthet he tax

refund service, then at 720 e nobi |l e communi cati ons device will receive
the status Pesswegbandioasedassedosannscio amrplesepainerk lormeg by a bese platigno  t he

user can berplyl ér%@uh%e%‘r Rt ﬁﬁbﬁé?nbue%y%f fitiPfeadBbi Héf' chdioréchases to

be 35processed tax refun er vvor , rather than praovide tax

refund pr oc@@ibﬁ@? cgde that engope Hig Shlbsand Pﬂsﬁtﬂ,’o[i%‘@rcaﬁ%‘{/e Jpjnerde e BAM nore of

the purghasgse drtak Rbde Gﬁﬁé‘é@amﬁaﬁ?ofrfﬁ@iﬂo%n&@mhﬁaﬁdr@%vﬁé\éhé%ﬁﬁé\ be
operable in response to the status nessa to indicate all of the purchase

transact i onM%?MCMO@Gﬁ@%ﬂh}?@aF 64 YR code and to use the SSID and

password to connect to a wireless network formed by the one or more base stations.
The MCD application could be configured automatically to connect to the wireless
network or to prompt the user to confirm approval for the connection. Various
20  combinations of these examples can be provided, whereby the mobile
communications device can be used to capture information locally to a wireless
network to enable a secure connection to a wireless communications network in in an
airport using information that is only available at or proximate to an appropriate
validation point to confirm that the user is at or proximate to the validation point. The
25  connection of the mobile communications device to a given base station in a given
location can, in itself confirm the location of the mobile communications device as
being at or proximate to an approved validation location.
[00131] At 614 the MCD application can then be operable to connect to a validation
service using information held in the MCD application and/or read along with the SSID
30  and password for the base station..
[00132] At 616 the validation system 26 can be operable to retrieve purchase
transactions using the mobile communications device identifier from the place at
which the transaction records are stored (for example, in the host system 20 or the
message interface 24) and can apply rules set to determine approval or rejection as

35 described earlier. In other words, the validation system 26 can be set to either



and retrieved fromthe central storage to the user, to enable the user to
make a 5sel ection of one or nore of those transactions. At 724, the
response fromthe nobile comruni cations device is sent to the validation
system 26. [001411 The conditions that can |l ead to automatic approval being
or not being given can depend on predefhged rul es that can vary according
to various | egal and regulatory requirerments. 101001421 For exanple, a

typi cal requirenent is that the purchaser of the goods is an eligible

person who Qutéﬁ’laﬁ&(éﬂ?/ F?ro@ggnggpﬁﬁre 54RO ’Ergh&&hé’ns babel Q)‘ﬁ railek Wk 'hQ\Fb bt

eligibility 1's not urchase, for exanple as a result
of the userseto&gneanph@'meé’gprsaté@reatmlytqwr@le a transagtioe (astichaanel Josgaine

| nventi on epaleh &QE%ef\BltmﬁtméWHétd slehPB g@aegcrnaa%@sﬁlémnrtﬁéord hel d in

the system such a case e system'can soperable to 1ndicate red
channel pr oexasenlaghewn i Figisa Sathedritieved purghasedniegmatian is ente &9 mobile t he
present £xaghnfuhiBaiot@delicf 3ht 3an BE aRblegLlId hbXisaiWiPloriRtigat i on at the
time of a transaction can en | romthe status of the "Registered"
flag in a t 08138bHt § 1 thecuser gan prliopplibsalsgiiig prrehasss Jer valigatioswgingyiheiccor di ng

to |ocal %%t} %%rﬁrﬁthe%tgme B@Hihﬁfng:raﬁgns ddval zf()‘)éndathé rs@i'%ét?dﬁs'c%ﬂ HedBnpe reset
exa

i f, for eterm ned subsequently to the time of purchase
t hat r egi st framitmmiobile errampnieatons [dggica 39 t%ﬂﬁh@h@ﬁi'@rﬂﬂﬁé’%ﬁesent exanpl e a

" Regi ster edmofsc;ﬁﬂt ?%’b tl’)lé ‘%lecﬁaﬁoﬁsﬁ stcgantﬂeas%'l‘{dwth\é%utBh%ﬂ&elll?%pﬁlfove one

eligibility, Tt reciated that in other exanple tracking of

eligibildt yorcranremf tfaﬁstﬁar@@é nyyoagad en selasiahhavedeaendst. {raeenuehaaPeiNert i m ngs
of the recog bH\%}@Ju %i@é&'a'tﬁawaé(%ﬁ%‘?éd Emnu" P% HRBES DR Afed SARNMARL | ONS.

25100144] O her ors can ect the avall Ity of automatic approval
such as t hethgaalidation syetetns2éran dengdloed earfier. types of transactions, a pattern

of transact toﬁﬁ%]DAfé'@ n%tétgﬂae'orfhbé Rifctasts 84n b %Fé%urn@éi fPmobR coMthABdtioRs

processing can be required on a statistical basis as a part of a sanpling
process. 109@&@1“%@'@6‘?&1Fm@wsﬁbwﬂ%medﬁ%ﬂ@t%%cess| ng (red channel

processig) s Phe stdPs 864 Gﬁﬂbé‘r?ge Adpeheind r@ﬁ@#é%ﬁﬁé QL& WHfcdrRifHs Bement s
for automatic ﬁﬁocessm are determ ned not to have been net and/or a

st ati sti cal 63higt Wepsgewisbentp praceasainrecgss Redeiidhgl y, an exanpl e system

provides f orooiﬁfrfeai%@ﬂ! th ex&bddntitnys @kt mlaeersa.t M@Heé’%' drécesddi th lordtieqy irdi ng
secure and veritiable operation. 1 As nentioned above, rules can

be provi dedrafigidsgéal Pfﬁhﬁ iPHEFhapRT Fedredst C*'@‘S‘F@'J s5ait's.dhen edefyndcan 88 channel
status). SupfcEsdcdt 808 wRRoUtTRHRITRBESHS frdnPtheQXBAPARsatively, if at least some

20  of the purchases have a red channel status, then the user can be provided on the
MCD with a message to indicate the steps to be taken.
[00138] Figure 7 itlustrates operations that can be formed on a mobile communications
device as part of the process described with reference to Figure 6.
[00139] For example, at 712, the mobile communications device would receive the

25  invitation message referred to earlier. In the present example shown in Figure 7, it is
assumed that the invitation message invites the user to respond to indicate whether
the user wishes to use the tax refund system or not. At 714, the mobile
communications device is responsive to user input at the mobile communications
device. If, at 7186, the user declines to use the tax refund service, then at 718 the

30  process stops.
[00140] Alternatively, if it is assumed that the user response at 714 is to confirm 716
use of the tax refund service, then at 720 the mobile communications device will
receive the status message referred to earlier with regard to Figure 6. At 722, the
user can be invited to enter a selection of one or more of the purchases to be

35  processed for tax refund. In other words, rather than provide tax refund processing



33 by providing scoring for different paranmeters, whereby the validation
system 26 or. the nobil e communi cations device 40 can use the scoring to
determ ne whether a resultant score fits within a range for a green channel
response or a red channel response. For exanple, different scores could be
all ocated to travell ers based on 5their3gone country and different scores
could be allocated to different classes 0f goods and/or different anpunts
for purchases. Such scores could be stored in the validation system 26

and/or in Sf09@ﬁgercﬁgéesa{he%%@tm%g%é@& 6&&@&%%@%@@& eInARTFEgHrgat i ons

device 40. Th cores coul ored, for exanple, in one or nore |ook-up

tables, or the meilesomsiunigapamdevigecandirenerahle i lespansgho thenstalys hei ng

accessed 10Qy rﬂﬁc%‘&[? t A K up
tabl es coul d ﬁ%% de a %I?gﬁﬁ?%kb agé@nﬁ?q%gil%ﬁ%m%@g%aﬁﬁgg%rgrgltdgg with a

first fiel dandieatigved frﬁgw tha @eptaalét%@@er tothe pserxigrpyabledhe saer tgimakera ng
represen at s%qéctﬁh dJr BRe B%ﬂf@éﬁﬁoseﬂ%sﬁdﬁﬁ%oﬂ@?ﬂ GhélrdsBBhH bR hePmBBIRY €

associ ated therewith. 1001471 Program code operating on one or mnore
processors efmmypicgtiansdigviceis sans tathe velidatigh syHem@$bi | e comuni cati ons

device 40, fBpREFAE Y& ronE%tlEQn%@rté‘QH%n{aﬂcéﬁﬁr%%ﬂ el SRk BBRY Biven! 00k- up

table(s) to retrieve the scores associ ated respective paraneters. The
progr am codearcgepene apreedatined ndesibpkean YREY aprorging Fﬁ)Yféloﬂéiﬁﬂafﬂ‘?fb scores by
mat hemat i ca}égma%}gpé VirBBhehfde 1 ndividual scores retrieved for the rel evant
paranmeters for a ref und request. For exanple, a total resulting score could
be 20delQ veWorRbherexampies aga@@fﬂ r@ﬁwrﬁmenbﬁé!nattt@e pyrhaser phtheRefs istam f or

which a ref L ged.c8dtdingy, iRE silativh eXBt @N¢lbiflyscor e
for the amﬁ%lé?afs@ﬁ%ﬁéeﬂeﬁofﬁgﬁﬁ% CI S spﬁp | e e>S<ar$pII e then%cloryes for
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ot her mat hepRfidiGal aPRAE Ah8ah drhBodiBSABIHIR MldritioRldnBhies tHHdh ReidBsfRdt O
determine oné or nore resulting scores. Atotal resulting 25score and/ or

one or mor efrp@dhe iransactioniaserd kiald indhe system, B 3Faigpthersysteahean kain be

conpar egs t 00541 9pBdo fr@f&%’sreﬁfchéiﬁ%éi’%ﬁ)d’e%ﬁ%ﬁ%”h&i -bienfitic gFRessiIhRNAR and red
channel responses to determ ne whether the resulting score fall within

t he respect H§¥)-r Bt Bresart exapwia the Ve’&f"‘@@?%%‘?'ﬁ@dmbﬂn%w rgg@&g #Hrthe eq

channel T esgABYLP aGRAsRIAARES bk MnBFREFSM He @thduslotmRegmarad"dpa inhtens or
groups of itens, as required. 30100148] In the exanple sén'?%% escri bed
2

above, the frABsRSHeR Teé’ﬁ”# dsorler explaingdp venoretwa%%qcow@ci 0 and these

ar e accessegbfifetnBftsVikic Fl@é;ét@l‘bcﬁﬂﬁ ﬁmaaﬁan@a&mrcahfb@ rteéeﬂrm%k@ﬁp@t ilsi on(s)
22 or the customs station(s , i n anot her exa

t r ansact? ondeterpirgd S'élEﬁ?Iqu’Bé tp&ieftiag PEPW&*P‘?S\%WI rggistfipnt s lep ter-n t he
message i nt @ipHiBFARIthMIBIiE tHe Presdnt ef@ple BURRHisRFed® fREMN UsHd 454 MRBNSYSt em

tracking verification of eligibility, it will be appreciated that in other examples the
tracking of eligibility can be achieved by date stamping records and comparing timings
of the recording of eligibility verses the time of purchase transactions.

25  [00144) Other factors can affect the availability of automatic approval such as the value
of goods purchased, the types of transactions, a pattern of transactions, the
nationality of a user, etc. Also, non-automatic processing can be required on a
statistical basis as a part of a sampling process.

[00145] Accordingly non-automatic processing (red channel processing) can be

30  determined at when locally determined requirements for automatic processing are
determined not to have been met and/or a statistical sample processing is required.
Accordingly, an example system provides for increased flexibility of operation while
still providing secure and verifiable operation.

{00146} As mentioned above, rules can be provided for determining approval or

35  rejection (green or red channel status). Such rules can be implemented, for example,



34 [001491 Also, although in the described exanple an automated validation
station 22 is shown in addition to a custons station 16, the custons
station 16 could be provided with the functionality of the validation
station 22 and/or could replace the separate validation station 22. In the
cases that the a custons station 16 forgﬁaan exanpl e of 5the validation
station 22 , the entry of the user info tion can be perfornmed by the user
or by a customs official as appropriate. [00150] An enbodi nent may be

enbodi ed i ny @PWBHIQ gu%%PHﬁf@Fén?Eﬁra%‘(ér%e\Nﬁ&% ﬁ@tv'aﬁ’&htl'oﬂ sggl@mf sripd 2

conput er program ct” for oper process he conput er
pr ogr am pr oahgbile Wnb@catwns IdthﬁQJﬂQr]G@!ﬂ uae ﬂ'@rﬁ%tlmt%@tgfﬂw@& whetbara carrier

medi um  Thevsifirh SLorl U Wiis 8 ey 2 oMo AR RARLSLCRraporrial | 0 state.

magnetic, optlica to-opti or ot her stora I um e carrier
medi um coul tsbense. thoaexamplei GHereatisaorsssentidl besallncatedda sraveliees kgsiediwinc,

conput erg ne h ' I cal

iy ot hor |t 1R emetalfy ot GERRE socfREl i B8 atocBIEib IR Iaste L 2y st em

and net hod ggodsrandiaidiffgrent seounisdor pusehasganBhlen acqrasmtéd begtosed nitee,

i ncl udi ng Bf?&H nﬂfsﬂﬁ% BELAGOF ﬁ%%’rggé Yo g‘hoap@héaﬁph' EGRSHi g”s devi ce
or e evi

i dentifier comruni cat i user to verity whether
t he nobile e@nmuwp@mnﬁ@wc@ém dbeisgergs icpuld beistorgd Jorex@mpie. v ehe ar more

regi strati op.kop tikés, %?r VAJ@% hgr%gprddﬁa{efma%?r&heﬁ&b@t%}taﬁeg\a@nb%ccessed
comuni cati ons eV|ce Is re |stered e service
determ Hi ngbm@iﬁétaésmlﬁ@d wiith éfte yarfoys @atanaﬁterés JIbeileakedp tablen cowld inabisiel 2
comuni cat i Blﬂfabgﬁ%f e?lﬁ'lelsd&'@foF b&dh sé?éme{e%m st hﬁd ﬁl%hvgfﬁs thé PAhreler The

apparatus can peratlve connect ed r enot ser r conprising
storage prolfPPEgIRiea sedse %WQJ@PW@@H'@FW# @frthapatﬂmai@r poda seeenM figdbi | e

communi cat i QMalﬂﬁé'acs%ofedﬁé%b%ie%rtﬁer%ﬁbﬁh predeterm ned user information. The

25appar at us can configured to query the renote server using information
derived frofPtAEPFRINM sodoaprIAlnGen ofsoaoieducsassarsi of the validatiolesyistsnt | e

conmuni pati 98§y ﬁin@‘h'lc?tﬁe cORPLARRAGRS dsViceAdD, ?@sfpﬁeme'lﬂ'ééﬁge bﬂefaﬁféeeb‘é%cess

i nformati on romthe rennte server derlve om t'he redet er m ned user
i nf or mat i ontheppEaREatedol-um tabiEertrdetioye Werscows aﬁ?@ﬁﬁf?% withgesnegtive

conmuni Cat ' ?él%n%?é{ré Cehd Hn%@Fénf. k&de éaﬁﬁ@e bpabIE 6 a8RBhihE o8 SP B izakihg NS
devi ce. he event that "'the nobil e comuni cations device identifiéer is

not regi st eﬁ‘éft!lew)! ﬁ'aﬁ@@%@?'bﬁ combiningthgdpdividua| $cergh refEevasHPT Kerelgvay enabl e

oper at or parameters for a refund request. For example, a total resulting score could be

20  derived from a score based on nationality, plus, for each item for which a refund is
requested, a score based on the type of item and a score for the amount of the item).
Although in this simple example the scores for the relevant parameters are added to
each other to form a resulting score, other mathematical operators (for example
multipliers) can be used to determine one or more resulting scores. A total resulting

25  score and/or one or more resulting scores for each item, or a group of items, can be
compared to stored ranges of values representative of green channel and red channel
responses to determine whether the resulting score(s) fall within the respective
ranges. As a result, a determination of a green or red channel response can be made
in respect of all items, individual items or groups of items, as required.

30  [06148] In the example system described above, the transaction records are held in
the host system(s) 20 and these are accessed by the validation system 26 and/or the
transaction station{s) 22 or the customs station(s) 28. However, in another example
the fransaction records could be held alternatively or additionally in the message

interface, where this is configured as a central server system.



entry of predeterm ned user information for the user and to cause
association of information derived fromthe entered user information with

i nformation derived fromthe nobile conmunications device identifier prior
to providing the service. 35 100153] The apparatus can be configured to
transmt information derived fromthe eg%ered user information and the

nobi | e conmmuni cations device identifier”of the nobile communi cations device
to the renote server for storage. The apparatus can include a nobile
conmmuni cat i eMl M =AaYe el i.0NS
Govi co | derfPptigNss BURSERGh (RPAHER0E Larhgiin oo L2t FE) b
conmuni cat i showdaw additioretadecustems statomde the chirans station 46 soultitee pigiiddde

conmuni cat 'ﬁﬂ?th@?ﬁ’ﬁcﬁgﬁéﬁﬁ]oﬂﬁe%lmhbﬁ Etali&) ?@QR%?C iFr th@ggﬂé' on can
include information rdentrfyrng a nationalrty of a user, for exanple, a
count ry andvalidatizerstations22pds $yeosases thad tieea cisiems stajion 46 ﬁarm.amexemn_%o@fr at us,
or a separ VI : x?r[gg Tatagsetly @%= e, can
be operg)ﬁl §E§39%§§%a§[8®3?3| S r@y]ogrt ?%ﬁg{éérﬁgﬁgassog‘?gtyef V\Adﬁq\lt!eﬁe nobi | e
comruni cat i wses of beatustoms officiah as epprogriatest em for exanpl e a host system or
a validati S ' e il icaliOfs §&Ampl e, be
transm tteglﬂ(\)/l?g] éﬁ%ggﬁ\@eﬂﬁqg%h%ﬁ&fbg?/lg%ﬁéﬁqﬁ éb%gﬂﬁﬁ@‘cég%ﬁ?um cation device
can be operasglieatiop in thedioke oha computenpiogrampensigicion pRaraiingene@ Myer to
respond 15t LN\ i i i i lon device
| or der toPioReRes TR nATEIORHR oI e belh e Brf STEUINAAEL Ol 1™ o
such anl( nviroatamen assyiggmedisim d helvarries iddiune cortit b @aaterege mediugesuchhe

mobi l e co | i devi, cg..Can. n%gg bl & I [ Skat s TRESSage
confirm ng oétgﬁy%é%fﬁé/h@%ﬁ’e?&'tcﬁg S r\%?’tg%ﬁlfél%ét?%ﬁ%% |'y approved or
whet her f urcatier rBediys cavld heetjinanseaission mediymosush. astupaxirasy telepiienisy st em can
be oper abl oS! RibROWTOF offeRL ROl JBGRRInbf: SATEBNG! flohips devi ce
to a border crossing or’ customs validation point,” for ‘exanple using one or
nore of detteansmissien BRSULLor di nate information captured by the nobile
comuni CAL I @A (HYA(E Ras g@é@&é@cﬁb@@a%&&@hl arfdOn¥bg Br braGidIFR device, for

conmmuni cations device Is connected, determning that information at the

bor der croseianplen tatrefundsepdeminciisingsn prraietus beiaarespoasivg ta agokier to the
mobi | e Com%rﬁaﬁibﬁfbng%l‘ébiﬁé idehiifer TRl MBbfOEBMALAIREIPE oKL 6Ba 688k tof OF

exanpl e, recelve the invitation nessage and/or the status nessage in
response t ovalift whethpgthe grekie comepicgkipmn deviesrideniifienisiaspeciaiedmitiiacat i ons

devi ce 10 arddRtdfiln foF #ENAoS an8RLAIEveR eh e ABbiRAGHmuNOfioRDbElie -
communi cati on device can be operable to present a plurality of transactions
for 30s¥ ecidpulifienis repisterrcbwith tie sendet dsianginiig RRASISERIDRE USCTRERRIicAg can,
for exanpl e,sdagiaRiqANitrHiRE bl GomMRnRRELRY d&ER ibientiiaF for BlovRfirdhe isBlidene
service can I nclude I1ssuing a tax refund cheque, for exanple using the

nobi | e commi#piseT e APRRASHUE 8an boopersfivety eprnasies tgIedBMOESPNHE SOMPHERI a

conput er - i ngbeRRHEAiRY 88RITABH HEEIAhiBfmdtioR el &Bfrémefdbiece, i ncl udi ng,
in response to a determ nation being nade that a ) _
communications device identifiers and predetermined user information. The

25  apparatus can be configured to query the remote server using information derived
from the mobile communications device identifier of the mobile communications
device. The apparatus can be configured to receive information from the remote
server derived from the predetermined user information associated with information
derived from the mobile communications device identifier read from the mobile

30 communications device. In the event that the mobile communications device identifier
is not registered with the service, the apparatus can be configured to enable operator
entry of predetermined user information for the user and to cause association of
information derived from the entered user information with information derived from

the mobile communications device identifier prior to providing the service.



35nobi |l e communi cati ons device, registered with a host server for the
service, is 36 proximate to a validation |location for the service,
automatically initiating at |east one service action for the service.
1001561 The determ nation that the nobile comrunications device is
proximate to a validation | ocation can % clude a determ nation that a cel
to which the nobile 5conmuni cati ons devite is connected is a cell proxinate
to the validation |ocation. For exanple, the nobile conmunications device

can det er 5 ife 1118 SEL b 6o WIS vARB GrONERA UBAIORn HRVi ce | 5

connected | X1 e 0 val'idation tion. Alternatively,
this can beeneret aseeidfoppatiomasi the neabiiengainsuinjcahionfedaminelidefiiesonthe he nobil e

communi cat | 4o dtAIRe AL SIBEII e GBI UINRA fdrQtd GO EpokRitigcaroDi | e

conmmuni cat i ons vi'ce as being registere or the service The determ nation
t hat the nobflude 8 ombileicormiuiestioedeviee feadei eperahie to regd $hampbilat i on | ocati on

can use ssa.t8&%5&&9&%&‘68%831%%&%%99@5%%@%% riteli6sd Gslidey TraénsmBi | e
conmuni Cati ons device as 1 ndicative that the nobile conmunications device

i s proxi matenmunibationalevisatreaser icae incluge. amMHeC interéacsi Themabliehat the nobil e
Loconmun! cald-RSnigins Gelide BAPKE BRhGhilkelBpiichtel 4%/ REr MRFRBIANCAARcLAS! ule
using | ocation based w reless connection services (e.qg., provided by a WFi
base st at i oinfornietietidentifing amationality of acusem il S@Mln S eraping endsumhel ¥ | ve

that the ”DTﬁéeésEorﬁf OFOMB! BBkt R rri@ﬁ}’ttg.ﬁ%%%r@gé’ﬁrg%ﬁak@e b&\foe! firiedtaib RN

| ocati on. etermnation that communi cations device is
proxi matle t theanakilbicdmmunicationndsving, 6ambe geeralle te yapsitdetedno®by at | east

one of the pRbile,f gkﬁ;ﬁﬁ%rﬂﬂé SRS S8mMunidAfoftoantfier 484 rehitdd sysidrar mat i on

i nput by the user to t e conmuni cation_device corresponds to
i nf or mat i onfopexaraplie @hasbsystrm gsa validationsysieni (Thedstale af @ Hansasdonesn.d& at

the validat Lo do G dAmitdiMha imdbiis by 34t TRMmoIEIdeHnRREA TOT e
of the nobile conmmuni cations device 25being fesponsive to a received
nmessage aut desics esl bejopesalie ix@eeivaaniinwitptien Mepsags Invina tse userdo lR¥OPHe

Serviceyq t hy tﬁ%ﬂv‘t&i&ﬂﬂ%&{é@@%@h@?ﬁe ARKIIE EorAMlMEBIdndEvick iR bR & Reeive

I nformation t user use the service, providing automatic validation
of transactthergervies: Ipke evanythebthepises EsPPRYE IRICK AN INYARYBHMETSA0E4'SHE one or

nore transaghi RfsielBrinifiditieh defibé, Fhe hRdblidSorRuBHlidIAddVie dafinethpdRslfe t hat
the nobil e conmuni cations device IS FFOXInHte to a validation | ocation

for the serififeesive RatatsbinPesagsmenfiniag iadhe Yaen whetbarihagenyiseitbl e to present
an invitati giyoh {:ehl? ApPRIvedl Or WRBthEPRIREY stbSLarREqliRdfeSAPIGIaVe 10 user

_ i .
i nput to the nobile conmunication device accepting the service to send a

confi r méf i of0Hek She ayatem £an dsorseablasto detarmingine PRXTRICAdRS MR of the
service. PrighmtfichithsHRVRETD Bdotdd cRRMG oiBd&toimB dkiiddien pBiRt, k& example

using one or more of determining GPS coordinate information captured by the mobile
communications device, determining a cell to which the mobile communications
device is connected, determining that information at the border crossing or customs

25  validation point is entered by the user to the mobile communication device. The
mobile communication device can, for example, receive the invitation message and/or
the status message in response to determination of the proximity of the mobile
communications device to a border crossing or customs validation point. The mobile
communication device can be operable to present a plurality of transactions for

30  selection by the user for processing by the service. Messaging can, for example, be
provided using SMS and/or email. Part of providing the service can include issuing a
tax refund cheque, for example using the mobile communication device.
[00155] There has also been described a computer-implemented system and method
of providing a service, including, in response to a determination being made that a

35  mobile communications device, registered with a host server for the service, is



35comuni cations device is proximate to a validation |ocation for the
service, the nobile 37 comunications device can be operable to present
one or nore transactions for selection by the user to be processed by the
service, the nobile comunication device responding to user input to the
nmobi | e communi cati on device to send a gsage that identifies any
transaction sel ected by the user to beng ocessed by the 5service. A service
action can include one or nore of presenting an invitation to the user to
confi T m acaBkifii o véhﬁ%o?ﬁﬁgét%ﬂ’f%ﬁtpg sORRE! S6RBTRHN FAtding alRY¥bChe
respondi ng to user in o the nobile comunication’ device accepting the
service to %ﬁwﬁaadwmﬁbﬂmﬁﬁﬁwtw message to a host server for confirmng

acceptance @h,skf}he dtkinfify 638eﬁat'mc?Ho%b&Q&ﬂHﬂhiEQﬁdn%%vﬂéYé G8xiRfaBSRMY i ng one

or nore tr sac I ons ection user processed by the
servi ce, tn@hd@tmnlIecailommnurmtdecmdeieﬂmle@qnébﬁmilrtgV\fd‘@hdh%mowfput to the
nobi | e t

fransact orc Lufabdfnf BELES e @nhEREd f AESRRNA the Palalo TooAh, For

messages caexaowleaftlﬂ%wédﬁ cRMmynisatidng degigg ichn daﬁeéﬂmbhat@eceﬁm mihichtthens
devi ce can %B@e %H%ﬁcétf%h@ﬂ@%@rs cUHQe&@&}é'aPSen ﬁ@te&‘tottﬁévélﬁéﬁmﬁ

15servi ce. 5 nore records correspondin pur chase

t ransact i onecation. Pdteusdively, thQrCéB@ﬁﬂDeﬁ'ﬁ@ﬂQﬁbmmbﬂ? Q%Qéﬂﬁcéw nedweke user.
The one or Ee‘?n "tR& Mo gﬁe E@rﬂmlaﬁicﬁﬁc}r% rfé'ﬂmérh% éf%'deﬁngcéambh% a%te%éméé?v' ce.
The one or re records can be rver and be prow ded"to the
mobi | e ldbmﬂhmrmhllemwmon&]d@lm@j@ m@iﬁre%@rﬂ%wcﬁ ke response to
the determﬁi@g&m‘ﬂﬂam&tqﬂtm@n@% ESmARARHBHRVRE%s Si8inkRe i PiRSlicRt e to a

val i dati on cation comuni cati on device can be operable to

recei ve a sioattion appssagetedimeeivedmysitioning infermationdetesiad kyiihe Moai act i ons
sel ected by 5rﬁ|ﬁuh’i§ﬁfen§(ae9|€e Eﬁﬂﬁﬁﬁﬁgtﬂtﬁehﬁoﬁsﬁ&oﬁd%tlﬁﬁé Mé\ﬁ(% i5S
aut omat i cal Ty approve er fu

rther steps are required for approval.
The val i dat PreWmses tet the yalidation lasstierer ThEsdstersynaipndpatdde mekie val i dati on

poi nt. e syg %ﬁﬁb&%s%‘%vi@@%&@h%a@é‘fo@%lhﬁﬁdﬂ I)Scét%n‘b%h'u%o% L\M’f@tlb@d’t[on

transactions registere he tax refund service are el |g

r ef und, ande&?dtWI@lﬁﬁﬁIGPn&e%Qs?Q@{é?eﬁée gherevisisd by ac‘alﬂﬁmﬁﬁ%a&aﬂ@msdetféﬁdce to
cause the nBOiH.GnAMBTESRIMHidAABRs H8NELEs :h@lc!aﬂ@tﬁ@tttﬁehﬂ:bﬁl@@odﬂ%hlcﬂ%her a

tax refund service is automatically approved for one or nore of the
t ransact i ondevigeds Sroxinaiere theawifatiarragations Tep detgrpinglienibat the neaisi n

approval fogoRReneatidiRRvRE id hexih=RAN &S AIRBSon IBERRHINERNGRIURSIANGHABNt O
purchase transactions registered with the tax refund service can be used to

det er mi #e aby ahiaesteng of ﬁTeﬂFPW’WWUW‘@“ﬁﬂﬂde"me Pidbe 5ot seReF &ahas al so been

described ajBRiatish FF]BUPBWh@%%éﬂ@ﬁhéjﬁm\ébﬁ@c&ﬂ:ﬁnﬁ|b§ﬁdﬂ\gié”vrﬁzéfb‘érrfa§gson‘a§1tcpUt ting
information to a user, neans fo rece|V|nq user |nput W rel ess

35comuni catfamatiempresered &Q)WﬁLH‘fPE%ftth% maokiie ForamuBiAtRTISASvics & heet wor k

system  38yaiidation location.
[00157] A service action can include one or more of the mobile communications device

25  being responsive to a received message automatically to present an invitation to the
user to use the service, the mobile communications device automatically providing
information the user how to use the service, providing automatic validation of
transactions for the service, presenting the validation status of one or more
transactions to the user. Prior to the determination being made that the mobile

30 communications device is proximate to a validation location for the service, the mobile
communication device can be operable to present an invitation to the user to use the
service and be responsive to user input to the mobile communication device
accepting the service fo send a confirmation message to a host server for confirming
acceptance of the service. Prior to the determination being made that the mobile

35  communications device is proximate to a validation location for the service, the mobile



storage neans and processing neans, the nobile conmuni-cati on devi ce being
configured for comunication with a renote server with which the nobile
comuni cations device is registered for the provision of a service, the
nobi | e conmuni cati ons device being configured automatically to present an
invitation to a 5Suser to use the servi c§7i n response to a determ nation
that the nobile comrunications device is'proximate to a validation | ocation
for the service. A conputer system providing automated validation of
requests fogodnf, Wadick Bah 88 RREabRY to PREs AT o6 SR s Sctions fdp be

oper abl e aut%mat ﬁégﬁ to'cvaﬁﬁgatg I\tﬁnetﬁ ter a%saclﬁpons rneg?rs?per ed with a
tax refund g@emloe@yah@uwtt@hapr@aqu wﬁhgusswe:ertb\em@bﬂ@mmnlm%omo transmt
a validatioge ﬁ%@ﬁe‘éﬁoﬁ%@%e? fﬁpéHG*ﬂné‘m'SBﬂ%# @eﬁwryn%mce@és&% ce
registered wt ost server tor a tax refund service to cause the nobile
conmmuni cat i Messagsthalddeniifiepanyiarsaction saleciedby thedisaeto he pragessed dheser vi ce
i's autongticaliy ANRMAMESEtbACaR bRSreb&Rs ARtihABEoRRARST

whet herr%ddlgﬁno%a steé[;s alrecﬁee eLg] to Ooﬁngi;r% a%rgr ova?aa?'olr on% or nore of

t he transact$aiie conbnGBEefpncrneitee peryice.ihe Iabilp semmyaiceiomeayiae syst em and
met hod for P e floblié¥orh ALHREon ddifteetLRMIARIBEARL

first dat abgés% % ce a\ﬁﬂg Or eco? S 0 trna GR'F:eers '?&@& stere% thr a
tax refund g@nd/a @@f@métmr@ew,geéo§é*@§trﬁfr\tmtfm§&rmlm aereptence &l status for
travellers gegiegtife il 6 filegfioredelfe REKInARY 8nd Br ﬁan'etﬂ'éHsﬁctﬁ)n§?6rV' ce
action in respect o he tax re service for a traveller registered for
t he tax1(20r§¢|a¢ft§m§b’rtb$ é@rlt‘hbﬁ@m%@ kthaseetas; e roebile compueticalipat us of t he
travel | er ?Q} iGelsMSndirtilo Js@?mbﬁﬁ‘é%é ﬁ‘qbbilécd?ﬁr‘ﬁﬁﬁ\&étm &e‘%cb%‘!ﬁ&ﬂ qe

territory. [00161] The 'second dat abase can be a travel reservation database
of travel r@@é?%th@tnd@%%ﬁw transactien egleded Py thefuser toHe preegesed 8 thsei ng
held in a tEgayeb "rﬁé%éé@édgé%rban%%f@cieﬂ anﬁ $MEBEbmaRSFhY Alobfy dat abase, the
travel reservation record bel ng ked 25 a traveller record in the
first datab&@emunikatiscsiigegan B@s"éoﬁﬁrtelﬁéh%ﬂ? i Thei Sgres ean kRa? txdsingf  an

i mm gr ajg onggygkem the travel status for the traveller being held in a
travel status record in the inmgration database, the travel status record
being i nketPO158] NE 05 NAre ERCOFdSOF@sPaNdiNgdoPUFcbese HRRTREERNS ¢4 ke YRedh® t he

service act b%e%ﬁe'&%&gﬁahéﬁt!%@WﬁéerrS%@'dﬁg &%@@r@oﬁstca'm to a
nmobi | e communi cati on device of the 30traveller, the nobile comrunication

devi ce bei ngn iheenebitE @H’%&:“'%?“PF‘%?@Y'F%rTW%@Eﬁ‘Ef Tefe reersds Py e NIP Onthe al ert

nmessage CanskQesaibeprotaBd t-Mklniobile chftuiRalibRISREETMY aédagB fidavinee of the
traveller in response to a change in traveller status held on the second

dat abas#0 | n8PV@R NVRSACAEE ta the dageémlnagorpmbmeu Pl SOMENcatings €49 Bory. The

al ert ”Essa?%xﬁﬁ?éie td 8V alRBoP |RatidH. %&ﬂoblﬁfdbrn{mﬁméﬁﬁoﬁ%ﬁﬁ&@bé‘r@bébﬁé}%bko be
t aken 35by the user to effect vall dati on of gurc ase transactions for the

tax refund QJeGiea stales MEBsAgSCORTIMARG IHfhe NS Rl Y t@apaRiase seigried ncl ude

a refer encepy ﬂweﬁJsfe?&%éjpﬂoBeésléG bfylttﬁéiaxdémﬁ@%@ice@s étﬁt@@n&ﬂnéil? abb@:védi bst
dat abase can include a reference to a record_in the second dat abase. An

aut omati c r ¥EpBRERIRETSERS FRIGIHEY folrrmsREl pl e yalidalinprintcapbe 3,B97F%fat i on
for a tax refodsiflgionclistsRs Ghlidafio PEIND I THESEteIEST IR Spdraiaie ZadimAasiyay t he

validate whether fransactions registered with the tax refund service are eligible for
refund, and to transmit a message to the mobile communications device to cause the
mobile communications device to indicate to the user whether a tax refund service is
automatically approved for one or more of the transactions and/or whether additional
30 steps are needed to obtain approval for one or more of the transactions. Records
corresponding to purchase transactions registered with the tax refund service can be
used to determine automatic eligibility for refund.
[00159] There has also been described a mobile communications device comprising
means for outputting information to a user, means for receiving user input, wireless

35  communication means for communication with a communications network system,



S5traveller by determning a travel status of the traveller fromthe second
dat abase and a service action can be initiated in respect of the tax refund
service in response to the determ ned travel status of the traveller. A
travel status of the traveller indi cative that the traveller is preparing
to |l eave the territory can be one or E for exanple: checked in;
checked in at station, port or airport; hecked I n | uggage; boarded;
10departed. [00163] A tax refund system (e.g., a host systemor a

val idation }s%ggfmegré%neepre&%%ﬂg'n%ane A GHpit @GmHuﬁiégiloﬁél’éﬁc%rBélﬁb determine
t he status e travell ax reTun system (e.g., a host systemor a
val i dati on egrfigured fergpriraurigationiyits a@m%wwgwmwwﬁhwmpu@t es fromthe
travel systeghiing RURfch & & CHRAFES 1 d brBiElon B Bskivick! nkShéiel T avel ler. A
tax refund system , a host systemor a validation syste can be
operabl e t oC@h@QRicﬁml.S dewige ibawatconijgused avemetieplly te pregentraniayitatien &2 r esponds
to the '?e”héér%%efh'éesem&vlﬂ' 1?51’ onb@%o 4 BEtehhR¥dn tﬁﬁﬁﬁé\‘@éﬂzl@n Al | east one
transaction record can | denti one or nore purchases registered for tax
free ref undcommupigatiansaieuice é proxmsats io %éalzdémrblﬁmtm fortbe gewvicgufomat i ¢
initiation ?o&ﬁ pf the
travell er. géngg?télﬁécyg%k)fbgﬁm an mcﬁree(yg%?g%ﬁagg?%?gtg?gﬁfdn to a
travel | er whHspherof gpe cbmorfsasvierRs: CRAHE SPefablermtematica Y@rVaéﬁf’éeé‘meé'lebl e for
automati ¢ rﬁéhgyéna%r@ @rédJ\Fvﬁ? a?éxa@ﬂ% h.é@ér@%ion%temar ﬁ)léi%ﬂ%&fﬁﬁﬂ to
obtain refun Furth e st eps refund can 1 nclude presentatlon of

pur chasty f apd @(tpﬁj‘rsfn“ta)Vaé}d@m Yats mesragenoseich deckile commuigatipRrcderre
causing a rﬁa‘ awofh% ﬂ&g&r‘%@rfaréEé{vrﬁgjn@rsehfber@%ﬁﬁﬁthgfmc%ﬁgurChases
val i dated fo i n response predefined change i n travel reservation
status of tn@nmua’@eﬂlqr@rdemem indisptefedhe Heatgether ariaxy eafuncesasyigaisi on st at us
can include, aflto ﬂ&ag@ apBrovE&Ydt onk &% Rloré bt A8 th&ddkdnd SndBBWREtheIdRitRhal
checked in; check in at station, ort or airport; checked in |uggage;

boar ded; deplgPs ate Nqevied EAPLAIN ADREOVALISE PG OF @ﬁreaq?fé%t“a'ﬂsé‘%‘?@nce is made to

an appl {¢at [dﬁﬂsoPﬁ"ﬁ&r‘eq\%@ f&’rihetr'B@er?@&ﬁ?bé@a“s?&@hh”érfa%étﬁﬂ&fdi’%\ﬂtdﬁ?atecﬁUCh an
application can be conf ;ﬁ%ure to run as a oreg‘round task and/or as a

background PESRSSME efifax rdwidsethediviien exprrisHY: adist databpseip WhighlEa@Heund

task, . subj epdeotdd df lﬂ%v@l%?@@gk‘téré@ ?or%ftai( F@urﬁ@&lr{n@e GRISTHIRUCALbMddRYAESe Such
an appllcatlon can be configured take on varying degrees of the

processes dswhichEavelBigis fof ﬁﬁa‘tﬂ‘i@rsé}{%ﬁfﬂr@ 3 QQENES ISP et BRSTARIE ViR a devi ce

appl i cat i onsg@ide Zefish ARESRRL & th@ta@(r@fUn@%eN’t% fbps%mar mgm@é@@& tekeg&r i bed
above and to provide 40 information to the use he tax refund

ser vi ce2§ t seafindyearvige iy gsPensg tegletertion fra taavet ﬁéﬁ@étfﬁéﬁ%’rall%fé'&ﬂ'%“f’ﬁ that

reference tmel-‘ﬂ-ag;én@-ss predh dﬁgto 1E&e B MRlopy. Wi th al | user records and
transaction records, stored electronic tax refund cheques, etc bei ng held

in storage 9161k The secand.detahase san baartiavel resevatisngasakase ot frAve! TRO host

system 20 apgheffation system, the travel status for the traveller being held in a travel reservation

record in the travel reservation database, the travel reservation record being linked to

25 atraveller record in the first database. The second database can be an immigration
database of an immigration system, the travel status for the traveller being held in a
travel status record in the immigration database, the travel status record being linked
to a traveller record in the first database. Initiating the service action can include the
automatic sending of an alert message to a mobile communication device of the

30 traveller, the mobile communication device being identified by a traveller record for

' the traveller. The alert message can be send automatically to the mobile

communication device of the traveller in response to a change in traveller status held
on the second database indicative that the user is preparing to leave the territory.
The alert message can, for example, provide information regarding steps to be taken

35 by the user to effect validation of purchase transactions for the tax refund service.



5the nmessage interface 24, and the validation process conducted by the
val i dati on system 26 via a validation station 22. In another exanple, the
nobi | e conmuni cati ons device can be used to support rmuch nore of the tax
refund service, with the tax refund service itself being provided by the
I nfrastructure described with reference %o Figures 1 and 2, for exanple
Wi th transaction records and/or electroﬁ'c 10t ax refund cheques, etc.,
being held in storage on the nobile conmunications device and nanaged by

the appl i C?ﬁ(}]bﬂsﬂ] Riedd§ Il'ﬁﬁg isltaﬁoenﬁ\%ﬂgaisﬁﬁ% ﬂi?:ﬁ.ld@eavrjefégenc%rlg alrB&rd M inddidion

process being conducted b ation system 26 in comuni cation wt
t he nobi | e dabase. Catecorldn the/firsidalabasgsian dnaludern refgiengsppiadaeerdmn g t he
nobil e co ALl ey} ATy ' f the
Tobi 1 & 150omann dafBasd ) Bfiofallc REpUiaE odrfbe BoHE Rk BB oERILA Y s,
nobi | e net wealidatien fior p dxaefund imrspaftragions or pesePwehasedransaeiong i the
I nformatd o 4 I ' \ hWif erent
i stri but ol DA Bl B e oY A B ol At
t ransact i ona sewedstiomearsboindiatas io cespsal of thedaxrefund gewvisedu eespense 1B4he i nked
usi ng a nobj : i ' | | I i 1 et ofh o
20associ at e%@%@ﬁ%ﬁ??%%ﬁ%?ﬁf @3%9?%%& gt%zrtil'gl;sgésf t@#]f?%‘ﬂigérr IQ ﬁﬁ%\}ep}p%cess
can be tr actedravgllartiepreparinshiodeaveg thi tarétoryigoissinegrinn@a ¢h ferrxaaplvdi nent s
descri bed a v ; i.hed. | | r agh-akions and
modi ficati o%%\é&eé]ﬁ g%%:}%rsrg "g%ﬁérﬂgﬁt H?%Qrt ﬂ@;gg éhk%clmle%r’dh I?%b%tg\ﬁéﬁgﬁécgnce t he
albove diGcl departedis fully appreciated. It is intended that the follow ng
cl ai ms 25bey| Qi e il ) ki cations
Qgﬁg{lﬂéﬁeﬁﬂwd s?si&ﬁi{ek% a Abdt @%?h&?\}ﬁ&é%%y%%)féﬁﬂ bk

and their e ents. 4 1. A'nethod of providing |ocation-based
servi ce  usi pRerabladdRvery diminanel sxater ie defermnine thecyalys oF g traypllarnd t3%r vi ce,

t he met hod }éﬁ%&’ﬂ)sf&h (69,2 post rrs#alléﬁp&i didatiin Sstenfalah @ opBYani to rBésive ONE

application on the no ni cat1ons devi‘ce, information for

connect i ng ewematsisi ynsates fimmihediavelsysisayingesransa taphances i rehplalus il a a
base stpfio e%av[e'(?f. l0eRtdraRd system t(%%.(?:arl‘ﬁglcéy‘sf&w bNSvARBLPsyRFLEENGRL | Ons

device to the wreless networ i ocat i‘on;
operable to check that the identity of the registered traveller corresponds to the

identity of the traveller for the travel reservation. At least one transaction record can
identify one. of more purchases registered for tax free refund for the traveller. A
service action can include automatic initiation of a validation process for one or more
20  purchases of the traveller. A service action can include automatically indicating to a
traveller whether one or more purchases of the traveller aré eligible for automatic
refund on departure, or whether further steps are required to obtain refund. Further
steps for refund can include presentation of purchases for export to a customs desk.
A service action can include causing a refund to be made to a traveller in respect of
25  purchases validated for refund in response a predefined change in travel reservation
status of the traveller. A predefined change in travel reservation status can include a
change in travel reservation status to one or more of: checked in; checked in at
station, port or airport; checked in luggage; boarded; departed.
[00164] In the description above, reference is made fo an application provided on the
30  mobile communications device. Such an application can be configured to run as a
foreground task and/or as a background task on the mobile communications device or
as a background task, subject to the capabilities of the mobile communication device.
Such an application can be configured to take on varying degrees of the processes
described above. In one example, the mobile communications device application can

35  be operable to provide the locatiorn processes described above and to provide



connecting the application via the wireless network and the base station to
a 10system providing the service for which the nobile communi cations device
is registered. 2. The nmethod of claim'l, wherein receiving information at
a location includes detecting, froman RFID device using an RFID reader of
t he nobi |l e conmuni cati on 15devi ce, an SgéD and password for connecting the
nmobi | e conmuni cations device to a wrel €é5s network via a base station at
the location. 3. The nethod of claim2, wherein the RFID device is an NEC

device and jaemBR4 R RAASL, {Nﬂﬁ ke r&ﬂnd\g&vﬁfﬂ%fv beu?gpproéldea_ b tEet hod of

claim11l, wherein recelving ormation at a location iIncludeS detecting,
froma vi su@fraetdwras!ea@b&ﬁ withaglerancade Figerast1 antb2. fobeaariowiimall BSRri on

devi ce, an é%blas%ﬂ tmﬁé&ﬁameéo%s %Rﬂ&?%bt%ém r@%ha L:ﬁe gTR), Ba.hg@.era

device to a wrel ess network V|aa base station ocalon 5.

met hod of aimstoage 8 partief {hekiobastiugture afph%xanwmmm Tﬂ%h@séﬁ%t@ré 20sang/arax

refund serviee, ssg %ﬁ&%téaogn@{qe%ﬁaéﬁoﬁ roMRRE %bﬁh%&b‘a ISMRL GHNABR! | ses a
em Wi th 30%A

host syst e ‘CommuUNI CatTons device s registered.
42 8. The nesysirm @8 vy validatior statien 23 I:getn@thprewﬁﬁe; Bpmpkiet ecti ng purchase

i tens usi ngccgrﬁl%uﬁzeﬁ%dn%%\lﬂg cah bé%?ﬁ Grt%uch‘?ﬁ&E PR to% reﬁurﬂf s&Gfickn a
first currency, a pr in a prese ecte second currency, and a tax refund
val ue to a wik the tax refund service ltself being provided by the mfrastructure described with

The

reference to Figures 1 and 2, for example with transaction records and/or electronic

10  tax refund cheques, etc., being held in storage on the mobile communications device
and managed by the application on the mobile communications device, and the
validation process being conducted by the validation system 26 in communication with
the mobile communications device 40 application. An application on the mobile
communications device can be used to determine the location of the mobile

15 communications device using one or more or a combination of GPS, mobile network
cell ocation and wireless base station location information. |n these examples and
also in other examples with a different distribution of task as part of the refund
process, user records, transaction records and stored electronic tax refund cheques
can be linked using a mobile communications device identifier or another identifier

20  associated therewith, whereby the various stages of the refund process can be
tracked by the system as a whole.
[00165] Although the embodiments described above have been described in detail,
numerous variations and modifications will become apparent to those skilled in the art
once the above disclosure is fully appreciated. It is intended that the following claims

25  be interpreted to include all such variations and modifications and their equivalents.



59. The nmet hod of any one of clains 5 to 8, further conprising detecting an
identifier indicative that base station of the wireless network is at a
val i dation location for validating transactions for a tax refund. 10. The
met hod of any one of clainms 5 to 8, further conprising initiating, using
the 10 application, a validation procesg for the refund of tax using a

val i dation service in response to identi }i cation that the nobile

conmruni cation device is connected to a wireless network at a validation

| ocation. 14 a met hod of any one of clainms 1 to 8, further conprising
detecting an 15identifier for connecting the application to a system
providing the service for which the nobile communications device is

regi st ered. 1. 12. ATeherkehprgvigingdecatian-based\pRivier siged MePBPR FPPRLUNCEUGHS, chant
identifier d fagishYed BMtieSsevibe ikdABincaisdgivgf a merchant providing at

| east part of the service. 20 13. The nmethod of claim 12, conprisin
conducting a pur'€rai¥iggt @hnaalacatnn. udyngt t kastahei Erplicion nOPegﬁoﬁ'ﬁgb’%o

i nf or matyq Oncérﬁﬁlﬁhiié%ngrd%%éhﬁfoﬂ’ﬁéﬁdmﬁ c&%m%%ﬁﬂq the HobildoRRRInicaBbnOdevice a

nobi | e communi cation device registered for a |l ocation- 25based service
usi ng t he nioA ViselesmmrinPkatia ahaseisiatiennat thedocgien:i cati on conpri si ng program

code operabl e t o.PREEHGMIhENRoSeRmAlinicaibnS HRvies t6 ikl Wirelet® ndfvork AbtheA
conput er readable nmedium carrying the application of claim14. 3016. A

nobi | e conm®A?tAK i on devi ce conprising nmenory in which the application of

claim14 is storgghnedting'ihe dpphédten RHEVitabdsonaweRvVarkethelbask aitatiohGo a
conprising at |east one of an RFID interface or an NFC interface.. 43
10 © system providing the service for which the mobile communications device Is

registered.

2. The method of claim 1, wherein receiving information at a location includes
detecting, from an RFID device using an RFID reader of the mobile communication
15 device, an SSID and password for connecting the mobile communications device to a

wireless network via a base station at the location.

3. The method of claim 2, wherein the RFID device is an NFC device and the
RFID reader includes an NFC reader.

20
4. The method of claim 1, wherein receiving information at a location includes
detecting, from a visual code using an imaging device of the mobile communication
device, an SSID and password for connecting the mobile communications device o a
wireless network via a base station at the location.

25

5. The method of any one of the preceding claims, wherein the service is a tax

refund service.

6. The method of claim 5, wherein the system comprises a host system with

30  which the mobile communications device is registered.

7. The method of claim 6, comprising providing information to the host system for

recording refund transactions associated with the mobile communication device.



18. The nobi |l e comruni cati ons device of claim16 or claim 17, wherein the
nobi | e conmuni cati ons device is a nobile tel ephone.

42

8. The method of any one of claims 5 to 7, comprising detecting purchase items
using the application an identifying at least one of a price in a first currency, a price in
a preselected second currency, and a tax refund value to a user.

5 9 The method of any one of claims 5 to 8, further comprising detecting an
identifier indicative that base station of the wireless network is at a validation location
for validating transactions for a tax refund.

10.  The method of any one of claims 5 to 8, further comprising initiating, using the
10  application, a validation process for the refund of tax using a validation service in
response to identification that the mobile communication device is connected to a

wireless network at a validation location.

11.  The method of any one of claims 1 to 8, further comprising detecting an
15 identifier for connecting the application to a system providing the service for which the

mobile communications device is registered.

12. The method of claim 11, wherein the identifier is merchant identifier and the
system is a merchant system of a merchant providing at least part of the service.

20
13. The method of claim 12, comprising conducting a purchase transaction using

the application in response to information received from the merchant system.

14, An application for a mobile communication device registered for a location-
25 based service using the mobile communications device, the application comprising
program code operable to perform the steps of any one of claims 1 to 13.

15. A computer readable medium carrying the application of claim 14.

30 16. A mobile communication device comprising memory in which the application of
claim 14 is stored.

17. The mobile communications device of claim 16 comprising at least one of an
RFID interface or an NFC interface.
35



43

18. The mobile communications device of claim 16 or claim 17, wherein the
mobile communications device is a mobile telephone.



