WD 2004/ 015516 PCT/ SG2003/ 000180 SYSTEM AND METHOD FOR
SECURE DATA ENTRY This invention describes a secure
wdav@/asiity system that works on npbst conput er 8CT/SG2003/000180
wi t hout the need to install any software driver.
Background Online electronic transactions are getting

i ng’ STLSTAT AP METHGD FOR SECURFIARTAENIRY

Trojan horses and nmalicious prograns capturing the
user's password and information and altering the
content of an electronic transaction. Secure key pads

ar eThis @ ehttonatesdripps a ssvtireadatahmntyisgsi¢re thelt @otks @mingost computers
transactions. One of the problens with the depl oynment

of  Fith&R Wethek® iRASN iy doR@ardri@dsi ve user support
required for the installation of its software driver.

Summary of Invention This invention describes a secure
dat g, /oMngysSt em consi sting of: a. secure data entry
devi ce I ch consist of secure data entry software on
el ectronic devices for entering data entries,

opt 3RAl élX%uﬁqQ'tﬁﬁsaa%ubﬁk' AUSetiERSTe YO Behe tferthlte dat a

entries w evi ce I D, optlonally signing the

2:{ | ?F: g@a 9 a@ s ubin g%lec 3‘5 %Qﬁsé&g)n 1pﬁie§ﬁr9£’£%q’v1ruses Trojan

a entrl sending t secure data

entries t t he. keyboard b fer
n,bglrls%sragl WllCﬁga%ré)&apﬁd:a%P%ré% the u seor% fﬁrgsesa)ggcg%ﬁ%sihfoprg%lon and
p ges [ formthat st, for the secure data
ent AltgEe t?ee“coé‘Fe%oﬁaﬁ‘ee §8UF LAt nt ries from the
keyboard buffers and forward the secure data ent
to Sﬁ@x%qud@gg pqqglsgcbp\péq;@pt and authenticate electromc transac ions. One of

the problems with the deployment of a secure key pad is the extensive user support

required for the installation of its software driver.

Summary of Invention

This invention describes a secure data entry system consisting of:

a. secure data entry device which consist of secure data eniry software on
electronic devices for entering data entries, optionally adding a unique
session number to the data entries with the device's ID, optionally signing
the serialized data entries, encrypting the signed, serialized data entries
and sending the secure data entries to the keyboard buffers of the
requesting computers.

b. Requesting programs or requesting web pages / form that request for the
secure data entries, receive the secure data entries from the keyboard

buffers and forward the secure data entries to the processing servers.
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servers then decrypts the secure data entries,

woenifogssig the digital signature of the data eRCTiS€2003/000180
verifying that the serial session nunber is newer

then the one stored in the database, updating the

session  sg o'c@slsm %fg H%g&?tt&b a28re2 i RABEE S&h@ﬁng the

the data entries: cription of |nvention
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flow chart of the secure data en sof ure 3

is a flow sgsakrurgheriifle database &t Rrﬂ SgBe mgafaa?fﬂal ntry
system Figure 4 is a snap shot of the display of a
secure data entry requesting programor web page /

form Figure 1 is a block diagramof the invention.

The Dstailed Pesaripionrof Iyventionem consi st of . a secure

data entry device 1 1 which consist of secure data

ent Ay eatotlinaeme of ths thaslehieh will nost be tlesoribal, U wag @f exanple, with
cryptographi c storage and/or engine 18 may be used to

St Okeferaidd to ARrkedipaniiag draypihgedn svhlvhe function on the
secure data entry device 11. The secure data entry

dev F@%relﬂlslasawdkrdfﬁﬁmﬁ Of e GRRRINEOr 4 Bartibulir dxhuiifsle] 9.
Link 19 may be a connection to the conputer's

key%%féﬂzgr a AORPCHARY df (1 sbburd Baaaﬁgusrnay #ha entry device

11 e Iatlng a keyboard Li nk al'so be a
con I
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I ns l | S&j soansnghghoqf mgtd?s'bla%%f % gecu?é){]g?yéﬁef@a&@le%ﬁébrgﬁgm or web

sec ata en?ry evice ure t data
entrle/ﬁfron1 t he secure data entry device and to
st oPB8%'H8™'ecure data entries to the conputer s

t:z%g%% gstgll; g‘; ggrartglg g%gg\%%) ??Iﬂ e secure cia?a entry syst%em consist of: a

secure data entry device 1 1 which consist of secure data entry software installed in
electronic devices, a cryptographic storage and/or engine 18 may be used to store and
perform the cryptographic function on the secure data entry device 11. The secure data
entry device 11 is linked to a computer 12 with link 19. Link 19 may be a connection
to the computer's keyboard or USB port with the secure data entry device 11 emulating
a keyboard. Link 19 may also be a connection to the computer's serial, parallel,
PCMCIA, IRDA and other I/0 port, with a driver 13 installed on the computer 12 to
communicate with the secure data entry device, capture the secure data entries from
the secure data entry device and to store the secure data entries to the computer’s
keyboard buffer 14; the secure data entries in the keyboard buffer 14 is read by the

browser (displaying the requesting web page / form) or requesting



browser (displaying the requesting web page / form or
requesting 2 WO 2004/ 015516 PCT/ S&003/000180 program
wWQ30040n8516 equest i ng progranms or requesting webPpages003/000180
form15 will then transmt the secure data entries to
the processing server 17 via a Network. Figure 2 is a

fl ow char t cur a e . X I
coRreRT 45 T na L st urhhiptanr v sy ) R EEMI then
secure data entry software will pronpt e r to

et Brgng s pmmaiay be dhepile e 1 e < 8Bk

data entry devices cache (23), the secure data entry
software will check if the user has indicated he has
finished entering the data entries (24), when he .
i ndFieare? ine flewschertmidheseenyr s sdmntpiarars: MRS EM (fPYNTER 1s
on the secure data entry device, the secure data entry

sof ingeanesnteid| Hy heietl displevddd@2), D seaere slatemdny gaityare will prompt the
nunber stored in the secure data entry device or the

Cr ypicods apér ane st ondtide data emigésitotthe sdvarediatanendiytdeiiges cache (23),
stored in the secure data entry device's cache and

i nCHemeRiretdae aery aftwasThal chedk)if thheses dau imlicitdahe has finished
entry software then optionally sign and encrypt the
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in the secure data entry device's cache to the |inked
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computer (32), the requesting program or requesting
web page / form

Figure 3 is a flow chart of the usage of the secure data entry system; users will start
the requesting program or browse a requesting web page / form and the requesting
program or requesting web page /form will request the user to enter the required data
entries into the secure data entry device (31), the user press a START button on the
secure data entry device and input each entry sequentially with each entry separated
by an ENTER key, the user will finish the entry by pressing a FINISHED key on the
secure data entry device, and the secure data entry software will send the secure data

entries to the computer (32), the requesting program or requesting web page / form



3 WO 2004/ 015516 PCT/ SG2003/000180 w |l receive the
secure data entries (33), the secure data entry
weabdwasaewi || forward the secure data entry POTSE2003/000180
processi ng server (34), the processing server wll
decrypted the secure data entries, verify if the data

tri t ' i al i .
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of the display of a secure data .eptry reguesting.
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to begin by ptessiqg,a START button 42 on the., secure. d and
dat gcwn ety eniesceerify it the fiatasends, 3fe cerreetly Hened aﬂﬁtstajlze an
runni ng | TEM NUMBER 45, each data entry is described

Wi tprogesDiSCRiaRTIieN(343, the user is pronpted to

conplete the data entry by pressing the FIN SH button

on Figere g6 asapcshbofahg digplaiesf asscurg dlatatentsy saueqtiag geaggam or web
entries fromthe secure data entry device will be read

i Ntghga/ $@Q1K @, thelater iertuastedrte heglh by prasking n SFAESE butign 42 on the
program or web page / form and di splayed on the

di spla¥ dafa dnb§ de@bN Whe datd Bietrysie Gtemizedatith :eninnipg JYEMeENTMBER
consists of a. secure data entry devices which consi st

of $LCUAE IHR RPN ddscHRdt W 8 DESCTIPEION @8] thedsui Basompted to
requesting progranms or requesting web pages / form

and OfEoGH ' GibiForlb SecBiY davh entry devi
co&ne@ﬂe %en%ﬁ%@%gﬁ’g&gﬁé $he FINESIE 6 entry device

devi entering one or nultiple

dat NE L83 dafd- i ' '&H vicB Svifl L fea@htoY
sesfsi‘?’glﬁe %ﬁic?% dgauerr]llgt%eﬁ% @E%%cﬁgé}%{n‘%er vvivt h tlhe seete
devi,ce’

data er?tr}l a%"ea 46 in the requesting program or web page / form and displayed on the

display of the computer.

The secure data entry system consists of
a. secure data entry devices which consist of secure data entry software in
electronic devices.
b. requesting programs or requesting web pages / form and.

C. processing Servers.
The secure data entry devices’ functions are

a. entering one or multiple data entries.

b. optionally serializing the data entry session with a unique session

number
with the device's ID,

c. optionally signing the serialized data entries,

d. encrypting the signed serialized data entries and



c. optionally signing the serialized data entries, d.

encrypting the signed serialized data entries and 4
woR0RAg16015516 PCT/ S&2003/ 000180 e. sendi ng POE/SG2003/000180

encrypted signed serialized data entries to the

keyboard buffer of the requesting conputer. The

requesti ng prograns or requesting,we ages. / f :

a. requést Sef‘@’lng stgﬁ GP%’YB‘S‘? glg@ﬁ ls?r%él.zecg dgt? e g}i}eg d° %@eyboard

secure datguRRabriRsefue@Mglcbplteyboard buffer and c.

forward the secure data entries to processing servers.

The processing servers functions are: a. serving the
web pages / fornms, b. decrypting the secure data

ent Therquesting/propfayis g raguestig gicb apgesi §M@sur e of t he
data entries, d. verifying that the serial session
nunber iassreqessefortskeare dadteentiese stored in the dat abase,
e. updating the session serial nunber in the database
and f. WEREES Hicngedrd @atd afitfieefidm itteskeyddeed beffuned dat e
entry devices may be anot her conputer notebook,

Per sonal¢. Bir@hidahe sebsBidatadiiries hepdedstingservdeey pad or
ot her el ectronic devices. The secure data entry

sofqﬂgﬁgmagm_ggp&g@gwgg&gngntries fromthe secure data
entry EVICé'S I nput device. The secure data entry

sof t war ea.milfgetﬁgﬁlen%éfgetshforﬂé,ta entry by adding a

session serial” _ r-to the data entries, this
serial nunber S SLGIBRLLGRACh time the secure data

c. verifying the digital signature of the data entries,
d. verifying that the serial session number is newer then the
one stored in the database,

e. updating the session serial number in the database and

f. processing the data entries.
The secure date entry devices may be another computer notebook, Personal Digital
Assistant, hand phone, key pad or other electronic devices.
The secure data entry software may capture data entries from the secure data entry
device’s input device.
The secure data entry software may serialize the data entry by adding a session serial
number to the data entries, this serial number is incremented each time the secure data
entries software is used. This serial number counter may be stored in the secure data
entry device’s non volatile memory or in a cryptographic storage attached to the secure
data entry device.

The secure data entry software may add the device's ID to the data entries.

The secure data entry software may digital sign the serialized data entries with a



entries software is used. This serial nunber counter

may be stored in the secure data entry device's non
woab@toisdae nenory or in a cryptographic storagerarisaetamoniso

to the secure data entry device. The secure data

entry software may add the device's ID to the data

entries. The secure data.entry software nay.djgital

si gTiveteekey anigap fto the uae: ﬁll%m‘fa¥eé§eva¥>ﬁbeast°f§¥ \%Bh% sectre data entry

2004/ 015516 PCT/ SG2003/000180 private key unique to

t hedayise's non Molatilp memerpodiay cRENOZHEIIE HOTage éitﬁclifﬁgo thesgpuge data

data entry device's non volatile nenory or in a

cr yqtiygieajobi ¢ st orage attached to the secure data

entry device The secure data entry software may use

symmetrical or asymmetrical encryption; the

encTiPidcare dsayentmisohwars tneyade ispmitveicgeanasgmihgtrizakencryption; the

device's non volatile nmenory or in a cryptographic

st ogRGRtidh karhad bé eotddan BRGUGEe dath antendevycetiawh velatiEheemory or

secure data entry device with the secure data entry
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conmput ef” via the keyboard port of the conputer. The
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device driver retrieve thg data fromthe secure data

ent eynydRicesTAIng s AR Keta to the keyboard buffer

on the conputer. The requesting prograns |equest f%
sec (The sefareadatmentiyedsvisg withdhosachts deireeniry spIryare Sap s
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r
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driver installed on the computer, the device driver retrieve the data from the secure
data entry device and send the data to the keyboard buffer on the computer.

The requesting programs request for secure data entries by prompting the user to enter
a number of data entries shown on the computers display with the secure data entry
device.

The requesting web pages / form request for secure data entries by prompting the user
to enter a numberﬁ of data entries shown by a browser with the secure data entry device.
The requesting programs receive secure data entries by reading the keyboard buffer
on the requesting computer.

The requesting web pages / form receive secure data entries by the browser reading
the keyboard buffer on the requesting computer and putting these secure data entries

into a text field on the web page / form.



devi ce. The requesting web pages / formrequest for

secure data entries by pronpting the user to enter a
wauandamisab data entries shown by a browser w t RCTI862003/000180

secure data entry device. The requesting prograns

recei ve secure data entries by reading the keyboard

buffer on the requesting conputgr. The re uesting web

pagBle TPquCEi HTRRamy eanseRd e SHATGIRHPTTIRRIORP RIREPSSInG server

browser reading the keyboard buffer on the requesting

compingayNetwdrkput t i ng t hese secure data entries into a

text field on the web page / form 6 WD 2004/ 015516 .

PCTTISGRGOSHN BB PageFH domecpnessnd thy ssewrg daipsenirias tQ diggprocessing

the secure data entries to the processing server

usi gved biNatbntitting tHeel exge o5 formgeple bsipgg tworkor m can

send the secure data entries to the processing server

by shdYobdsdingsdriids apboage f@rsefvirigthe sphysting el pages / form.

Net work. The processing servers nmaybe used for serving

t hert &L hPELrWEDIRAFRSthE sdclfdBata chii@esRisDE &SSIetigption key.
servers decrypts the secure data entries using it's
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rocessing servers Wll process the data entries, 7 .
P The proccgssing servers will updal‘?e its deata%ase with t%e ?atest secure data entry session

serial number.

The processing servers will process the data entries
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data entry systemconsisting of. a. secure data entry
wdevidmessiehi ch consi st of secure data entry soPCWaGR003/000180
el ectronic devices for users to enter data entries,
optionally serializing the data entries with a unique
sessi on nunber, optionally adding the device's ID
optionally signing the serialized data entries,
encrypting the signed serialized data entries and
sendi ng the secure data entries to the keyboard buffer
of the requesting conputer, b. requesting prograns or
requesting web pages / for nsCEAMMSr equest for secure
data entries, receive secure data entries fromthe
keyboard buffer and forwarding the secure data

entries to processi servers, .C. processing server

forES%FVWﬁﬁg?%%Spéﬁﬁggf?%ﬁﬁﬁéB£pages /| forns,

receiving the, secure data eniries,,6 decrypti trﬁ% .

secur é- FFPYC htar FRIEY %%}?‘?Sf Vﬁ’r‘fb FREY PEF?%’FC délgg%’%\ L fgftware 1

of the data entries, verif%ing that the seriﬁé,seasLomh dat

number i deqeniedevicsrelir BivEs Brfates dair &atich PHEANYY STy Lane the data

updating the session serial nunmber in the database =

and pr ocengigsnyith re ubigee: session; aembey, oplona|ly;addme; the device's ID,

Gaim1l the secure data entry systemconsists a secure

dat a entapfionallyf sigmng therseriplized rdafai antripsy ersewptingthe gigned serialized

entering one or nultiple data entries, b. optionally

seri al i zdatgerthes ahet @nding the ewsidota entids ta thgkeplpeard buffer of the

session nunber, c¢. optionally adding the device's ID

to the datgestiy dongmterd. optionally signing the

serialized data entries, e. encrypting the signed

ser i al.zeghestlopregthink 86 requesting web pages / forms that request for secure
data entries, receive secure data entries from the keyboard buffer and
forwarding the secure data entries to proceséing Servers,

c. processing server for serving the requesting web pages / forms, receiving the
secure data entries, decrypting the secure data entries, verifying the digital
signature of the data entries, verifying that the serial session number is newer
then the one stored in the database, updating the session serial number in the

database and processing the data entries.

2. As claimed in Claim 1 the secure data entry system consists a secure data entry

software in electronic devices for:
a. entering one or multiple data entries,
b. optionally serializing the data entry session with a unique session number,
c. optionally adding the device's ID to the data entries,
d. optionally signing the serialized data entries,

e. encrypting the signed serialized data entries,
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encrypted signed serialized data entries to the
weeyhgasde buf fer of the requesting conputer. BCTA&2003/000180

claimed in Caim1l the secure data entry system

i ncl udes requesting prograns or requesting web pages

/ forms that: a. request for secure data entries, b.

receive the secure data entries fromthe keyboard

buffer and c. forward the secure data entries to

processing servers. 4, As clained in dai.m.1.the

secure cféfeé‘d’é‘ﬁtﬂi‘eyeng??feélrﬂgnﬁé: Feﬁggéedp(ﬁ&%@g‘?sﬁ% t@g?e\%%agd buffer

for: a. serving the web pages / forns, b. decrypting

t he secutfdhegauesEng qI¥eIe " verifying the digital

signature of the data entries, d. verifying that the

e ot e Sl o3y P HE ol Sy BoRSy SRONER: '

t he database and f. processing the data entries. 5.

o b A A i

conput er, notebook,
Personal Digital Assistant, hand phone, key pad or

other electronic Vi . As claimed in Caim1l
and d ai arhr%ufﬁgorssggug?gﬁgg?nélgséntry software may capture
data entries fromthe secure data entry device's input

devi ce.

secure dlgtr ﬁcézvﬁﬂl%ieg}%g ldlﬁ\% regr‘%'%ag]oéet § aﬁyl%%id Bfer' s
c. forward the secure data entries to processing servers.
4. As claimed in Claim 1 the secure data entry system includes processing servers
for:
a. serving the web pages / forms,
b. decrypting the secure data entries,
c. verifying the digital signature of the data entries,
d. verifying that the serial session number is newer then the one stored in
the database,
e. updating the session serial number in the database and
f. processing the data entries.

5. As claimed in Claim 1 and Claim 2 the secure data entry devices may be another
computer, notebook, Personal Digital Assistant, hand phone, key pad or other
electronic devices.

6. As claimed in Claim 1 and Claim 2 the secure data entry software may capture
data entries from the secure data entry device's input device.

7. As claimed in Claim 1 and Claim 2 the secure data entry software may serialize
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addi ng a session serial nunber to the data entries,
wohis/megnsal nunber is increnented each tinme PO®SG2003/000180

secure data entries software is used. This seria

nunber counter may be stored in the secure data entry

devi ces non vol ati | menor, y L a cr¥p£ographic b i1

st or ades dat? setREBY taed%é Sge&qilr %ﬁ‘ﬂa pumbgy; tp ey fafp egiriey this seria

As clainmed in Claiml and Claim2 the secure data

ent r y ngwbenysriscramentedieachiine theseewe éiaiatﬁllﬁ‘best*@""a’&t ig used. This

entries. 9. As clained in Caiml1l and Caim2 the )

secur eerid tnambert qoyntsofaawie storedyin dhegieruie [dptagniy deyipgs non volatile

serialized data entries with a private key unique to

t he ussgmort bi & auryptedraphiestorapagttdobedsto dheestcirn datagntry device.

secure data entry device's non volatile nenory or in a

Cr ypt 8¢ ERPNEICn WIGHAY an@ARNE thet Rcirb elatemtty softat® may add the

entry device. 10. As clained in daiml and Caim?2

the SgGit8 1Phab et mufef tware may use symmetrical or
asymmetrical encryption; the encryption key may be

st 0p el Linfel$n CBER YT8d @"Patnﬂ 26h¢ Eééufd:edékacﬁlt? sO@Raré %a@tdhélfélly sign
menory or in a cryptographic storage ached to the

Seour G dBb S fa BEYLOGin aﬁmv“%ew AR b A Chh Mk Bivate key

€ secure fta ent ith the secure

d t t d _
to f‘h éﬁgyoﬁ,gﬁf L geHR %%Qﬁg:yagaogrtgf aBREN %Plg%&ﬁtlfenﬁféfngﬁ/ or in a
t
secur SRRETNE RyeBCYREEdP O ThEC LB epd %W%C ent y
software can send_the_ secure data entrie
Compiit & e b (B bond (JHm one CORBLL B eatfyhs‘%fwveafe may use

secure data entry deV|ce emul ating a USB k boar h
As cl aymmetricnl Qi GYTEIriGH] CPRPHETS T BRI KU Y rﬁi‘?fﬁd in the
device with the secure data entry software can send
the sewureddataatndevice's mos voletile ghgmewyr of jia 2 MAyPiegaRie storage
/0

attached to the secure data entry device.

11. As claimed in Claim 1 or Claim 2 the secure data entry, device with the secure data
entry software can send the secure data entries to the computer via the keyboard
port of the computer.

12. As claimed in Claim 1 or Claim 2 the secure data entry device with the secure data
entry soﬂware can send the secure data entries to the computer via the USB port on
the computer with the secure data entry device emulating a USB keyboard.

13. As claimed in Claim 1 or Claim 2 the secure data entry device with the secure data
entry software can send the secure data entries to the computer via any of the /O
port on the computer with a device driver installed on the computer, the device
driver retrieve the data from the secure data eniry device and send the data to the

keyboard buffer on the computer.

10



port on the conputer with a device driver installed on

the conputer, the device driver retrieve the data
wobnramwoifas secure data entry devi ce and send t heCdaGa03000180

the keyboard buffer on the computer. 10 WO

2004/ 015516 PCT/ S&2003/000180 14. As clainmed in Claim

1 or daim3 the requesting prograns request for

seclfésedaimed i ¢lpisy 1 pyClaim gﬂeq TRGUGSHRS RIEEAIE GequRstdpr sgeure

nunber of data entries shown on the conputers display

Wit h tdata engesa by poemptingrthe yseg &y fuser, 2 munbenef datachisigs ﬁlwwn on the

Caiml or aim3 the requesting web pages / forns

r equesbnipoters dgptayrveitldtit sccare dateeentiyydepiconpt i ng t he user

to enter a nunber of data entries shown by a browser

Wi t hist he cheaed B daim 1eitClyind 2 whecrquekting Asb phgdsnegdrmsrequest for

Caiml1l or aim3 the requesting prograns receive

Secur eeglat data @Akies BF phynptiad e \Get tdeenkes vinatber biiddteentties shown
the requesting conputer. 17. As claimed in Claim1 or

d ai M3 A B6wEE Widsthd :ﬂﬁuﬁé’%&a%&?ﬁe\hc& orms receive
secure data entries by the browser reading the

keybgand Eﬂfl&ﬁlﬁ Mt 1h% CISHS el grglestﬁ&?%’ér%s ARGive secure ¢ data

puttlng {hese secure ta entri into a text field

th € We b tr?eﬁ v readm J%gard 'ﬁ‘ﬁffglj o%' tﬁ@ 8% ﬁdrﬂfn&erp J

d alnﬁ§ réqu prograns can secure
datba E Rt et % kﬁ@i ﬁ%w”%@eelﬁs%%erspﬁ%' dfest 18 W
web pages / forng dth d t

i poges o SEB SRR AR i
form reply using .a Network cl ai me

and O AT ppEPHBE Hess Segure éﬁ%f@eﬁﬂyo Béexu §8@ ‘F‘otﬁe Wb page /

serving the requesting web pages / forns.
form.

18. As claimed in Claim 1 or Claim 3 the requesting programs can send the
secure data entries to the processing server using a Network.

19. As claimed in Claim 1 or Claim 3 the requesting web pages / forms can send the
secure data entries to the processing server by submitting the web page / form
reply using a Network.

20. As claimed in Claim 1 and Claim 4 the processing servers may be used for
serving the requesting web pages / forms.

21. As claimed in Claim 1 and Claim 4 the processing servers decrypts the secure data
entries using its decryption key.

22. As claimed in Claim 1 and Claim 4 the processing servers may verify the
authenticity of the data entries if the data entries are signed by the secure data
entry software.

23. As claimed in Claim 1 and Claim 4 the processing servers may verify that the

secure data entry session serial number is larger then that store in the
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21. As claimed in CGaim1l and Caim4 the processing
servers decrypts the secure data entries using its
wdeonypsilton key. 22. As clained in Caim1l andpPCraiGeood/ 000180
the processing servers may verify the authenticity of
the data entries if the data entries are signed by the
secure data entry software. 23. As clained in Caiml
and Chmicessihgiséreensrdatabassi ng servers may verify that the
secure data entry session serial nunber is larger then
t hait4. 3k olagmédrin ism] 1and@1 2004116 PEELEIRGENSEN3IPdYe 1180
processi ng server's database. 24. As clainmed in Caim
1 andd4atakdwith tHaatpst eeassdaensysvsion sefidllnumbdat e its
dat abase with the | atest secure data entry session
serial nunmber. 25. As claimed in daim1l and_Caim4
t hexpsckasthig Gainybas! Glain 4 frearessssingrervegay Hl rEpgess bs
12
data entries
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