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services), with royalties from the sales going to the content owners. It is believed that a

20  more flexible distribution system, e.g. allowing content owners to decide whether to sell
physical media, bitstream content, or both can not only enhance revenue streams for
publishers and content owners, but also make content more widely available to
consumers. a

The need for alternative channels for content distribution is consistent with the

25  popularity of electronic downloading of content, including downloading of MP3-format
music and other content. However, electronic downloading, in current forms, is relatively
susceptible to misuse, such as copyright violations, depriving content owners of potential
revenue. Accordingly, it would be useful to provide for content distribution tn a fashion
which is relatively flexible and/or which can assist in protecting content owners’ rights.

30 Many traditional approaches to distributing stored content, such as audio, video,
text or software content, involve distributing media (such as print media, magnetic or

optical media and the like) which, once distributed, can typically be freely used by any

-1-



person having possession of the nedia. Such a distribution system however,
i nposes certain undesirable restraints on how the content is distributed.
For exanpWwe,otiops4tie adi ti onal di stribution nethods, paynentrcarsoaomant r act

or conm tpent .to.make paynme i S. Qbtained.at. the ti t h fa.ds
ai stri burBieon e SHTEEp ridhi SRS OB Bk b Rl T s 2 |

must be ager@ald urdesirubdldetigaima Yoty the céntenti@gisaitutddOFotdNanply) i thdiibhath i S
on the medi a, even though a custonmer may wi sh to have only a portion of
such cont@fibutionHethaps. paymentdora FefErachPr MURItIERltP MekrPAHECRth it

distri bUtéﬁ?ﬂnQ& atttﬂgtiﬂ@fﬁé-d&@tllia??&’igtgibﬁ%q TREKRIED hurhBr &Qghs%gaedwyn@e tightly
coupl ed such as by providing for both distribution and paynent at a retail
| ocat i5on, pdyyneat typichlly nasstecdn dhof-setbinggmymenty pe.¢ pdyniamd Korclllidontedt which

transacti.on), b | ectroni c, downl oadi ng and el ectronic co rce, and the
T he G Shhihe i enarEh RGO Ray Ag 9] toohave PAY Ao BLER CPRens e as
costs of PieIQUEiSannd: 8F BislritRB6S ARARYE thafdiStribliod bf@e Fm ?H'Ceﬁw dhd 1t

woul d be useful to provide a content distribution sys i ch can be
conf i gur epRymenhfor kententi rest bp tighiby cafpledwuchas by prowrdibe foribathedistidiation f r om

j +.and/or ind d f | f
Pha cont oAV TeRknid S0 BREO A e rabPEART BRFE St [BSES M ot s on on
medi a,0 t head¥Betion), bytulédirohie ddiwalldadiis £d dicctroniIdphingdcd and tHeaikal Sech

read- protected and the user nustéiroviﬁe a code such as a password in
order to Haibubenmeodphavesubyantiahassogqigied cagproyale s castvafverehouginghough i t

may assi st i i S . i i i . i has 20
Cyoi oa |y HPERRAE: SEBRRAIES Srulo, SMIIINAKCRRId ARMEMNRG, 021 Ty
provi de fdistribatiorpsyistegn vhizheaabé esrfiguraf sych diae diseributiontoé ke rhediacqabd | cul ar

conmputer or, nedia reader, e.g., such that it is cunbersone or inpossible
to use twédmﬂaﬁifwmyﬁquﬁahgw%ﬁ@mm@en& O%H%?ﬁaa%na requi r ement

for rl?“”&ﬁbie%nt@ﬂﬁe%&%ht.eme” ng, the password when the nedia is
provided in a second conputer or reader), i.e., there is no provision for

the 25 nedi a ilnsehie systeps owiothang tlectaoruo stprage of oxfomedideron metia thamiedia
regardin r evi Qus., cont.ent nabl nt.. Wien protectipn codes or keys are
cotabl | oPeBer RS ERREY PG Drae TEHL BOReG THAR Wt FORtBPvEE Y nedi a
pl ayer orcdueshclt&mptsShord iR brdet RERVeSRcdE RYihe @EnteRt. TRIs dpProdtls tholveyér on of
content to a custoner, the systemis typically relatively inflexible,

provi des alHeupbitenayashistisceriaginsghamaesdpyaveidingunandhraized cpeging.dagccess

mul tify e i 0 i i ton:of. enabl i ng
oy 1 A WA SRAT e oRELEL S oo SRS bR L)
exact " bi ¢cwpling de@Enatitmuseitpdetecss caritentpo b phisalaptompiter ok médiatdader; esul t i n
a copy which can be accessed in the sane fashion as, the source disk.

Accor di ng¥-§ Syah thigdt i cpabersemg or 1BPqseibls tgaise theyaediadn MotgHhathore BAHHAS, copy
of user- AGGESSkPoSn eréilgl%ﬁleh§fo§tredléﬁﬁérin%?5ﬁd @kh ¥ntiR@RhEphss ot whepUi i ng

a paynent to obtain dcce
the media is provided in a second computer or reader), i.e., there is no provision for the

25  media itself to provide, to a computer or reader, information regarding previous content
enablement. When protection codes or keys are established and stored by a media
fabricator (or the fabricator of a media player or host computer), or otherwise provided
prior to distribution of content to a customer, the system is typically relatively inflexible,
provides the potential for using a copy of the code or key to access multiple media, and

30 presents a potential for interception of enabling keys or codes. Additionally, many
schemes are configured such that an exact “binary” copy of user-accessible portions of
the disk will result in a copy which can be accessed in the same fashion as the source
disk. Accordingly, it would be useful to provide a system in which a binary copy of user-

accessible portions is at least partially disabled, e.g. requiring a payment to obtain access.
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permitted or encouraged to make copies, and thus bear the cost of copying, while

providing for appropriate payments to content owners and other appropriate entities. It
would be useful to provide a system that does not prevent (and preferably encourages)
25  copying, but which does provide copyright protection.

Some system involve a key, code or decryption algorithm which is stored in a
player device or host computer in a manner which can make it feasible to obtain the code,
key or algorithm, or to defeat the protection procedure, by analyzing or modifying the
player or host computer, thus potentially gaining access to any disk used in such player or

30  host computer. Accordingly, it would be useful to provide a system in which access to a
player or host key or code will not suffice, by itself, to obtain access to multiple different
disks.
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teecr(])Elt'ent is stored. In one embodiment, electronic distribution includes
distribution of a bit stream, e.g. over various types of communication links such as an
Internet link, a telephone link, a satellite or other wireless communication link and the

25  like. In some cases, there may be a distribution chain which involves both electronic
distribution and creation (and distribution) of disks or similar physical media. For
example, in some embodiments, bit stream or electronic distribution is used to transfer
content to an electronic point of sale, such as a kiosk, with a disk or other physical
medium being used to store such downloaded bits stream content, e.g. for a purchaser.

30 Regardless of whether distribution is by physical distribution or electronic distribution,
preferably content owners can exercise a choice whether or not to use a content-key
system for protecting content.

According to one aspect, having media identifiers in protected content are

distributed in any a number of fashions including blind or targeted mass distribution

4.



According to one aspect, having nedia identifiers in protected content are
distributed in any a nunber of fashions including blind or targeted mass
di st ri butworn1/054100 01/ 054410 PCT/ US01/ 02112 which may becirrise1/02112

A SUrTDULL B Iy B8l SfboibiloRif adsHER AN 1040k RSB REAEEERALM, Wi t D

stor e- based enab Sone content 1n exc ange paynent
nmade at tsh@e-bagidainhblement dfein jeasti sane cvateneth exhangedongymicntskdoat thendi ng

machi ne, or_other distribut| nmet h Typi cal | cust oner, who..w shes
o anan] ol TeaBionsis b 108t e wEmEns Kpisk b Beriiehactins GE hiRe fisrtpotioh
conm t ”B%etﬁeds @ﬁ)ﬁ@ﬁw a,cAstEHhePWhb Wishes @Bk bId éifrﬂ:'nﬂ?«pr&e&ed MMt willhe

I nternet, and receive (preferably electronically and preferably in a
f ashi én mala:rusmaymm oandoswgnc forglalyment kudvas mercmetecfwmmmg) oxerode,

cal cul ate vvork conj unct o so as to
enabl e tﬁg iﬂg JCWH {EEErVe QgisT (5‘6813&5?“1%1&%89%?@@& yiap@ g'lf;%’dorfo t he code,
is stor ec{ra%patr&}ﬁ aﬁadu&tdnh%ﬂy finkrdoWwt fitBe E@tdih@Na cols ealtmatea(i)o GRAtBNt IS
enabled, it may be accessed in any of the pIurallty of readers.

Furt her rrmoejunctss@rpwthtﬂ@ medin ideatifighs asdn epable tierdspirgscontent. gush cade, of or
accessi ngpﬁﬁf)a‘r al 81 Itﬁg(s,oc% is sPo‘%ed %ﬂ{e%ﬂ%(ﬁg%éif“l? tﬁyﬁﬂhl@ﬁ éﬁ%k“r‘r?t ed tracks

of a mul SIC medl a access,

only 1ohe dqaateht Rraakled lihmag baueskbsedds aﬁﬁdfthh Plurklity o\ﬁlﬁqadelfshlélrdleﬁrhbtebut i on of
the nedia can be substantially_ separated from 15 paynent and_ enabl enent of
content s¥pHateHEnsactionscande neeloBsRiyd ftsa%tfpameﬁ%ﬁﬁratedwﬂaon%é 6 t ment

for pay g%rgéxn?sﬁc'hgxf gélggtf:@?r L& Jfs rgﬁlﬁttfdglkg{n?slﬁzbmlﬁh)sal@ﬁﬁg chstorh&R@s1 bl e

to mass ute an or target ute me g., W thout
char ge, wblpbgfortaﬂdaccedstmlyith@cnpmaxpfnhatmtmydamms for content. Because

brot oot s agar Bt ediiniioadd Hemedacanbe S ool bpiee TRt om ¢ ho
access- enabhfd &faFBﬁablfefn%ﬁt &f%meags&h thd16t 906 fece&BryS oBBiNpaynesht, giad even
encouraged, since users of the copies nust still nake paynent in order to

obtain awoeskmentdor paymenkat thedimethermeddinis divribwed i nismakasdufepsiblato
MUl act U O S PPEIRq orfthBEEABRbYre BAL A d AGHAd bBABe, QiniRl N

)
GRS di'sce aynen? i s being

recei ved dudinidg@p ﬁogﬂgtépaﬁﬂent@moﬁtena B&msfeaﬁet $sin padets Apaspiaraopy i f
desired, dlfferent paynment requirements nay be |%osed (e.g., to avoid

char gi ng tebstpdayed &n mytinleplajyers MFtdEPWFWSr@@aI@éts*tnpélfj 013963 EP C%@Bt ¥bpi es) .
B |
ecauge id, lpie% n?a%%f fhe! an%g- gl s% 1 fgt‘g@\?\n&@ﬁr?%%ﬁhg %H%%%ﬁgﬁmet ecting

ot her”™ content, I'a may ree content can
i ncl ude, ae;.dg:ven eMngﬂ simentsars of thehmipics ouspstdt makepaynoamt enerdetterobtain or

g(;:ng-r alpr gaf%\ﬁ/@eqrs:qéil e t@é&}\g? é%aklggﬁgge%%gpgfegﬁr%eg %%3 alct%?e%ls toocrusltorr]rtleersr active

Preferably, media identifiers or other media-stored information can be used to discern
whether a payment is being received for a customer-made copy or a manufacturer-made

25  copy and, if desired, different payment requirements may be imposed (e.g., to avoid
charging customers for the manufacturing cost of customer-made copies).

Because it is possible to selectively enable some content while protecting other

content, media may be distributed with free content which can include, e.g.,
advertisements, either for protected content thereon or general advertising. Advertising

30  can be presentational or interactive (e.g. prompting for user input and, preferably,
providing additional advertising content in response to such prompted-for input). In some
embodiments, advertising is provided on fully or partially blank media (intended to be
used by customers for copying other media) and price structures for blank and/or for

content-bearing media may be established depending on the presence or absence (or the
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calculation site or entity. In one aspect, hedia which stores protected
cont ent ianddhirsontetudvetry. dcgsrlinglyvionk aspect ofihe pesentfinyentiay imvelveausinge ti ne
of nmedia distributi.on. Paynent. can. b erforned at. a, later ti in
response etXBfW% ﬁeli‘%?relﬁp 1%&7@)@”@83%{"3’69&3‘?%?%?&6@8? gt %chsélcg& ively pay
for, 13nd d.6G@itea sRPsbEfiIRNt of , content such that only portions of content
on given nedia 20 may be accessible at a given tine, Followng the first
enabl enent of loomeasnect, sedisswhichsighesragyted sortgpap distiiteddonsergivgtoghanged,
e.g., inges . . PQ';§ I W NGS
Fig. 1 isthgngﬁ%g%gp%%} gﬁﬁ?‘g Elignvﬁo %H%dg%/cehrs tarmnlagiﬁor cgﬁipga%;eb%}% gg)fr;[ géﬁgt%f\ em
accor di ngateptifnddn pesposs tto whichrdontent may bEiegabledd, iasd/ar idepcinaylselgatavelyi payl udi ng
details of a production conponent of a system according to the present
i nvent i orfor.@ng Fe°.§1‘ie§n&blﬁm6’&tlé?fd‘?‘ﬁ‘éﬁ"f’éﬁ\‘ﬂ’g‘%?&ﬁﬁh@oﬁoﬁ? ?fg“rﬂ“?%PP gﬁ’iegfrfeldlﬁjjt i on
g)y/g{ 2 hhPbe dedessitle B Ll liRR! PONHRRE Bl 8t chabRhiht ofSdofedt, Ak&dss | bution
rights may be expanded or otherwise changed, e.g., in response to a second payment.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing several major components of a system

according to the present invention;
25 Fig. 2 is a block diagram including details of a production component of a system
according to the present invention;
Fig. 3 is a block diagram depicting a direct mail distribution system;
Fig. 4 is a block diagram depicting a retail store distribution system;
Fig. 5 is a block diagram depicting a user-copying distribution system according
30 to an embodiment of the present invention;
Figs. 6A-6F are block diagrams depicting sequential stages in media enablement

according to one embodiment of the present invention;



Fig. 5is a block diagram depicting a user-copying distribution system
according 30 to an enbodi nent of the present invention; Figs. 6A-6F are

bl ock di agoam®sdepi cting sequential st ages i n nedi a enabl exgntsol/eaenr di ng
to one enbodi f 0 02112
Fig. 7is a blrf“ggk71 iaalggcg(mag%%ﬁ nc{eplc'ﬁ}{ Sm% 23*?55%%%%%%&%{ t he
present ihvangiohj on; Fig. 8 is a bl ock d| agram depicting flow of information
and codes am)d:g var i OLi ‘gnti ties, accqordin o an enbodi rrent of the present
i nventi on; tg. Fisg black dagrapy dseietige Jgha quee&l?ram@ 55 1PeRg Brwus

di Stri bUtdnafeSYSHRA e%%rn%daan&rﬁofafe;ﬁeéeammmonoana he present invention.
DETAI LED DESCRI PTI O\% OF THE PREFERRED "EMBOD As depicted in Fig. 1, in
one erfbodi nentFigelisa Hoek gagrducidldstiaying a;ﬂeetchjeﬂnsmbutlgysym Begordinigtth t he
medi a i ncl udi,ng. ser.i s or.other preferably unique (or 10

nbe
suf fi ci erft SRRdUPERL glﬂeeo#esf?ghlné{e’?tﬁ’élntl fiers and preferably sone nedia

i ncluding content, for exanple, audio, video, or other inmage, text,

sof tware &1&5296!3%& %emmw is encrypted or

ot herw s | east a portion

which is wri te&?hﬁ)lct&‘ﬂmésl BE bRYeBBEdiAlehymblia aRakbBucedng fagsratictiont he
content is provided in a relatively efficient fashion such as by injection

mol di ng cystethkl2, whﬁh@mdnangplu@ngmsﬁrmhegmbwetoh@asr prederalplpaniguagornhi ch can

be used i n [ atin i rea such
moal 0 armraenFdiEBeih Redin RPERY Y pRARRRR oAt S Gt o

Appl i cat i faReXdnpl&Hudich viZiR8, driotiedl idvhge, ki, sbBBBre drAtthedsttdble EortentNat.lead 54- 1)
U. S. Provi si onal Pat ent plication No. 60/ 140, 633, filed June 23, 1999,

( At t or neysome cef weich wmxy/gpeﬁmvyhewseresd -irateetsd. Misgnediapraferably ingodesgs 150,
filed 20 1§§s% i wHhich 539 tesb%ts% b.Ph Sorlily- ﬁ&ééblé)%ﬁh%lfﬁh@wn?em

di stribution are use oV ng suc 0 users 116
who can, 1sfprdiec$ddrxﬁd,releneéiyeffammfashloalshcloas byt imecivnimddiag ocotheent 118,
e.g., as descri bea“é)el 0 As depjcted in Fi i.cally a con ent owner

2t
212" Wiho MEEIAE tehiaues AHethadhed apramaisouiet! cast b e dn Conieion WHA ot i on
pi cture Waﬁﬂéﬂtﬁ%?ﬁ&)@ﬁ?@@ﬂecﬁ@%&ﬂfg Jukk Shedff, Qﬂd/gpﬁrote%ﬁng eHt&Rtare? 14 10 a

prenastering ty 21 It 1s contenplafed that typically the content
214 will descyibedy é.gedn UrS. Ratent Application dlon{19/8y h38&filed May 80.di9%Pal (Httormay

al t hough l.ea eat ure f .the ) when
cont ent |€‘ @ééoﬁq‘ﬂgeéﬁ‘?vag atep 4PD) le?th ‘ﬁgﬁépgxﬁg 3%;[ ég:?unegﬁa form
Al t hough (Mtﬁimlard N6, A36-2-BRO&D bE UES! Patedit Bipglication No. 09/393,150, filed

20  September 10, 1999 (Attorney File No. 4154-4). One or more distribution systems 114

are used for providing such media to users 116 who can, if desired, enable some or all of
the protected content 118, e.g., as described below.
As depicted in Fig. 2, typically a content owner 212, who may be, e.g., an author,
composer, publisher, music or motion picture production company and the like, provides
25  content 214 to a premastering facility 216. It is contemplated that typically the content
214 will be provided in unencrypted form, typically in digital form, although at least
some features of the present invention can be used when content is provided in encrypted
and/or in nondigital, e.g., analog, form. Although premastering 216 is depicted, in Fig. 2,
as a separate unit from the content owner and the fabrication, it is possible for some or all
30 units of production 112 to be provided by a single entity. Premastering 216 provides a
number of items to a injection molding or other fabrication facility 218. In some
embodiments, production of content involves encrypting or otherwise modifying the

content. In other embodiments, content may be protected by merely setting or clearing
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as a separate unit fromthe content owner and the fabrication, it is
possible for some or all 30 units of production 112 to be provided by a

si ngl e enwoto/osBnenmast eri ng 216 provides a nunber of itemETIEs0H0i1M2 ecti on
mol di ng : | Wele WH L, | Shedfr oducti on
o cont enr RORs IR R AL et e W oR AP AT ORGI T BY Ficdl T

ot her enbeateneht sthecanbahmentaycdneenp maly de tpeatediyd hp satativebtdncryptiog ocl ear i ng

-7 WO 01/ 054410 / 1US01/.0211 read perm ssion_fl.aqgs,for.various content
i o o OB ER MR dptomRAL g fih 28 Tt 2aiar BB EAE Hhd ik B oG nent <.
content nRY;icRA MEYIBRERTE Ppr&etes tdntdtt P22 REFRRId tb ShOfabrib@idhitxding 1igl e
informati on such as a file allocation table (FAT) and the like. In the

depi cted Rrafsoablyremdia nfermption évalsxiprovided a24 svhich maypimshidg informationtsaph i cat i on
facility 218, Pref er.abl l.a_informati b i ded 224 which
may i ncl uaéémen‘?%d?wg% fvé eos‘%g%?'?s %‘% %f: rff:)seauc‘)ifo lrlrnecﬁtlrﬁg ! l?vlaégeoa%?téé%%te&? Ver ses

audi 0 andothf ahi kegtorf adrsahil4tiafoimdad i e ardia@rmittingiifomdionpaid?ér and
simlar information, i.e,, nedia formatting i nformati on) and/qr
user - i nt &isgetended idermpasion (titles, authors, gamenoserscytigisdengths arsizesf contenigt hs or

si zes of i I %HJ‘% ' ' ~

cont ent - ea%lggflegﬂn%er%t &L&gg}ser%gt}ﬂogggéensts’r?@;ﬁ%g&% p%g{)/l?%g%ﬁﬁeﬁ/ga #—dcgré : gqurlr)ﬁl e, in
sone 1@nbaaovided 226.For exantigs,iin aomt empodivieties, #dc dssired peprovRisiaoeess whi ch ar e
based on three or npre i%’%gg,gnsuch as a .conbination of .a nedia serial

nunber, PFRIEIORP WRIBAES 3376 GhRIPEST NS YR 2foRRiRtiop b amedia | i n
exchange &kl mPRkFE Barftd 20886 EbREDARMIL stdrbd SR @ALQLL MR iEharigl (BRY De

desired to positively control access to all content, -SUCF'I that all content
i s associpysdntastdeseribedtbialoav)c ke npyosireents, iymay. be desixed tavpoditively ode

denying access. In these confi ti.ons, when there.js me _cont ent which
shoul d_be P pLdcspsoyo Al SpreRy s dhdl alleepreptivansosetad ety vifae®on how to
use dissk, previntihg aEdesdsr With A evdd denyRigerchay MRhése ROAN Aira@disdherdBERSS .
advertisenments or the |ike) appropriate codes permtting access to such

i nf or nat i omereptentwhishisheldd be atialiyiavagiable to a wprsdsuehies dnstigetionsion hoystoens may
be used, ReQisk. Bfrikdiebn AGX S8 had pBﬂ{x%fHQkadc%xkc?bqaiﬁ%%e%?taﬁvé 1squéyt§<gr unl ess
ea-o € dl SK or n I C

access pern1ssion codes are stor systéns | access

t 0 cont erthé like) apprepyiateades parmdtting hesss © suckl infodmtiongnaycedacludal 230 0ed on
t he di sk. Software useful jn connection wth obtaining or storing access
codes anditBsr en&%ngtgée@gltﬁystﬁrﬁén@m,uS%ié-%:;rsg?féﬂ@b?%ﬁewepérawa the di sk

228. phesgn Oiga iU(ﬂjﬁnlefs-aness_rpgénﬁﬁ% Locgeealé@@xfehgﬁshéaapblﬁéygaem}lch

recogni ze an | splay certain types of information, suc S

i nst ruct i whish acvetotdosienty isakivayh peimitted uidpysia et idemgngadoess ias®restorn n, or
whi ch authoga}(i cally connect a user to an Internet site or other paynent or
access codggds«

Software useful in connection with obtaining or storing access codes and/or
otherwise using the disk, are preferably stored on the disk 228. These can include, e.g.,
25  small applications (applets) which recognize and/or display certain types of information,
such as instructions, advertising and the like, applications which assist in, or which
automatically connect a user to an Internet site or other payment or access code
calculation site, and the like.
The fabrication facility 218 generates the media containing the various items 222,
30 224,226, 228 received from premastering 216, as well as providing a serial number or
other media identifier 232. The media identifier may include information regarding or
identifying the content owner or manufacturer, date of production and similar
information. The media identifier in some embodiments is preferably unique to each

optical disk or other media. It is possible, however, to provide configurations in which
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calculation site, and the like. The fabrication facility 218 generates the
nmedia containing the various itens 222, 30 224, 226, 228 received from
prenast erwog1@ibi10 as wel | as providing a serial nunber or pCatuser/ormeli a

Ldentifigp, ﬁ%ﬁta Jélﬁ ?éx?ot 'ng@e@&drﬁ ﬂz%i{lfgﬂgHH‘&S&{@BQH&%%E%E}C@?QM di ng or

I denti fying & 'Cont owner or rer pro I on and
simlar duplicativatis S\llfﬁcfEhﬂy b theit thé&nk irélatdvely htt&dﬂ@hbcbdﬂlcxﬂ'sn’esmmnal boss of
pr ef er abl. ' di sk .or .ot her i s possi bl e,

uni que to ea tical
however , %60“@‘? %9md@a8§‘ﬁ¥1?‘§h‘r‘§§tqf69%y‘?$1%i‘%ﬁ"mBS“VbHE C@Bﬁflﬁlo PCT/ US01/ 02112

the nedia i dentisbinglenibddMnts) §GS 2SI fo¥ etdbldntdnt ¥ystith QY8 1o hdve WBEeSH 1d De
probability for duplication’is sufficiently lowthat there is relatively

littl & | iikbirmhbodreddtedipmstialmingbers 285 meflia infremation Pohandnthetikorfozed use or

For enabl SHERLe L/et SE A Bl ERice T PP e gt atda (o

serial nupbarfing 8 fang8®f kel ﬂflﬁhb@i@tw}ﬂéh wasusb dort B18nK ik@a ah@bnotBaaRgee, it
may be useful for an enablenent facility 118 to receive information 234

speci fyi rf sarlalawg@e@rW@éh b-¥s ysadriferconighi-bearing snedie dt may behseiil faeeh a and

anot her. range uﬁ{ gaé‘ﬂ)lf‘ 89)%%%(’@1 ‘f@hﬁﬂouﬁ? yb‘eﬁtgl QBat%Oc%hglﬂtd'i%tﬂﬁé Qg _medi a.

It may be use or -an 0 receive ITnformati on 236

specitfoyi ngsddidid aithefot akanpsle SK dephrarly-enablabismedia adacics, whd br inflieatiexapl e, 17
separ at el y-enah| abl e nedi a tracks, and or indicati ng that such nedia
tracks ar®chaediatrackyargiasspcipied With paiticnlanmagest seEplambstimber .

Di stribution qﬁ,sﬁmngggf%ﬁgaﬁ?ca Qiaé’dl& B Rl iFEQnﬁbeé‘}orf‘ ﬁfémq&s

fashions. As depicte utlon can be unsolicit

di rect rredelp;cted'mlfingllmglsmbtmoh lcam He unﬂohtmcdg etgeby fiaredtinoail, irhalirggun dlelirfdr ee

di stribution or S trlb r duged 006{. éz. 15 I‘ﬂlft‘;]e eg‘f di ment of
Fig. 4, dirdeerisddasho ?aé‘ G dstRuromarghsfiibytian a requeed ¢ost dtgr e 412, In
thi s gmbodi menk,thd &ﬁbéﬂ%ﬂx‘eﬁt Stirgh, @Pstﬁﬁlﬁﬂoﬂ%@cm“meﬁameé@nls viiRhgelafl at | east
partially disabled (such as berng encrypted). In this way, users cannot

access comeredt2dn this hmbném@t,uh@ inedialstoc enzanﬂamsd by éhermtallatmb lissat least h

content, e. i access rom an_enab t facility

008 i Sty fapt ol AbsBE SR Bpfef iR mi b LB A ResS ARl ¢ 11

wi th fl exthbhdediayunsitl e rtataﬁtstdr@ﬁamﬁbleﬂwc}rmmte g Nigyt re@éilvmgmeééss @6gesof the

content on the nmedi a @%é léerta| ninitially desired nusic tracks on a
@ﬂl

nusi ¢ medti@njomian r:nah%@n 138. This npeendy rilsr:@eraqucshomfzng byt asee
enbodjjre rﬁro% %rg ek ﬁ%%ﬁm&pﬁ i the }/ﬁl 2y n?c{ufea %?(t o“@f ﬁdﬂgnsemﬁé_e e”E”t

t he user ter arr ange an ena
descri bedcolnmlnt)mn the metiaGcg.] centam initialy glesirdlAntidic cacks ofife) mbsie medaimh) \mgli 25

2ﬁgibf ie(r)nr; e Coﬁlt gét the retal(? ?Sca{’loer(ljI 412S.(frr;rgne() émgtl)clim%}ne (Pfsthtla El\\//(ejlllt\llo%d 1tJ tﬂe ;[Jshe?' pays

for only partial enablement, the user may later arrange 416 with an enablement facility
118 (e.g., as described below in connection with Figs. 6A through 6F) for enabling

25  additional content. If desired, some or all steps involved in the enablement can be
performed in a self-service fashion, such as by a user interacting with a kiosk or vending
machine which can receive payment (e.g. using a coins or cash handler) or payment
authorization (e.g. for authorizing a charge account or debit account, e.g. using a credit
card reader). In this sense a retail location can be a kiosk or vending machine.

30 In the embodiment depicted in Fig. 5, after a first user 512 receives media (by any
of the various distribution channels 114), the user 512 may make one or more copies,
e.g., by copying onto a blank disk, which may be distributed to another user 514. The

blank disk contains at least some writeable In this way, some of the costs of copying,

such as the cost of the blank disk, the time and facilities for making copies and the like, is
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performed in a self-service fashion, such as by a user interacting with a
ki osk or vending nachine which can receive paynent (e.g. using a coins or
cash handWerO)1/00¢41¢Jaynent aut hori zation (e.g. for authori Zorgsai/echaz ge

ot a1 Hogtea b Secty petngt it SpBatienginitnd SR sk ot

depi ct ed ysér $1i4thas at leddtisBe doteAtShidle &/no? EdablQ; @igy eecamditi® dekiyl mmyberof t he
various distribution channels 114), the user 512 may nmake one or nore

copi es, storgd on the seeidiqogy 3AL Vil dﬁfea@;@nutl@werlmweﬁa@/ thsesomrcsdiskbut ed t o
another Ughrdifely, AESe coﬁ{mgéé 41 Sih SR1GhORAhe | SfiEh, SQNEhAdiERDYe |0 thi s

way, Ssonme 0 pying, suc e cost di sk, the

time and fhetityl 118 te Dbfatn appadpriate apisavdes) grdférablyi 1hexchange &rwlﬁémitpﬁmm
PCT/ US01/ 02112 bor ne by th@fggl?eb 512. In at | east sonme configurations, the
copy di st&§ paprdsgcrigdimere dhor Y bdeV¥- 514 has at |east some content which is

not enabl ed, Aad%plée&?mﬁg 4A418n BRE bxﬂbo&l%ﬁﬁﬁn oﬁkp@%h&nekmlaﬁaﬁra@ copy 232
he seri i sk

will differ from nunber on the source Accordingly, the
second ussemewt4]l protectedi eonténd, aamcesstlalbaeeodm@renmwmm emablemebt BBy 5

facility 18 t.o o igt.e a ess era hange for
payment, % méheg‘sep‘cé%da‘gﬁléo%? ds ?R)f’é %I @}B @f‘%wegﬂi %@pﬁ BEEd in
Fig. 10A ﬁl&s?%};eto@l@@ééf %Gﬁlputhf‘omtﬂ&rlnfeﬂle@ﬁbplf%@e QA ifETBAds a0kad fequestor al |
protected con a user Initially sends an |ngwl ry to an enabl enent

facility 6lfifocteading lmihen@t@pufcqreﬂleermb@h Inwesponse, ghe ushir eoraputoRds Intermet 612
The web s tﬁﬁ%%@i \r/]a%?)l&ﬂ%ma s qug% ntledle; g%déi'ss% lggs %&ﬁg{wfiﬁ&sﬂ 8511.5%"

InternetzﬁB |nc es a read reque rea

i nf or mat i Bcritiedrth Sbgal Maslioa/315 398 up) 686 fdrheadmgap;ﬁommmbaa mlfbnhﬁlicﬁf net
appl i ance sends ggpr opriate signals to a nedia reader such as an optical

di sk readds (Hig- 6Beskheimedia fea %e@lﬁdFaqﬁléned@@yf@l@aﬁ@B and fapsders i for readi ng
appr qgr i q}xf‘orﬁ?ﬂbx?ﬁﬁg(}fl%e'r? ers@ﬁﬁl Eff ter ﬁ@) or'l f‘erx'ig?g%@w{n@@gﬁénc@%@sr eads

nmedi a’i nfor 1on and trans rst ormat |1 on to e user's
per sonal temaferted 624 ROheoveblsitt 61 2 €Figafip). Paafe:ablyhm&amnsﬁrrbémeﬂiaansf erred 624

to the web _site 6 Pr ef er abl nsferred, ne

i nf or mat i ‘fpreeyon %é i&'ﬂ(é‘geﬁ W?%P’F?H atng tét“i1 6t1‘?rb‘éff ?Ftsﬁf?‘g?fﬁof

pr ot ect ed,¢QNL A Thr théU\feB'sﬁé em tJfAhnmlaﬁaM@mmrﬁlaﬁaaﬁw(#lgr B8k e nmenu
information 626 (Fig. 6D) f presentation to the user 116. For exanpl e,

t he nedi apreschtartlnam the usexl lﬁal}on mmptre thei medig lr;ionmtloot@é maydgelpdptidess of

cont ent red.on the nd in bo ptions
t hat e#lr’:ay %beﬁt B g"rﬁﬁf?%ée“u%‘r“’h e "c’bi‘%g p o fé‘n?ée{} oppopateety et
whi ch i's opiidhs tHat aPbl bbﬁﬁféﬂ%?ltbé set. OWh&ieadts &y optiohereit€ &Bcontit Whithigy

i ncl ude one or nore options gaylng to obtain various types of access.

When accenps copentbrascessiblg t@ thou @ Agcefention may include one or more options
for paying to obtain various types of access. When access options relate to content which

is currently accessible to the user, access options may include options for obtaining

25  various types of enhanced access such as access for additional or longer periods of time,
different types of access (such as write access in addition to read access, access to
additional components such as illustrations, animation, music, additional languages,
subtitles and the like).

Although the embodiment depicted in Figs. 6A through 6D provides for

30 displaying a menu of access options to the user which is generated at a remote location
such as a web site 612, it is also possible to provide configurations in which all the
information and software needed for displaying access option menus to the user are

provided locally, such as on the media itself and/or the reader 616.
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Is currently accessible to the user, access options may include options for
obt ai ning 25 various types of enhanced access such as access for additional
or | ongerwpaniosdso of tine, different types of access (su®aTAs0WillE access
in addition to, | | SURRnAS

Il lustrations, gn&%ﬁ%&‘éﬁ%ﬁlﬂg&c@&ﬁ Bl%tsl ng'{s S}‘%g’ﬁééggsm%’?%?ﬂ esnand t he
li ke). Alatcbemgriaabvebmeb-onibyfmg thkegintdne grovidddeiod 8, thé publisheugtprédcer 836,des f or

30 di spl ayi a manu f acce tions tg({he user which is erated at a
emot o | GRSHGY i cannh ke POVIEp 926k O embodiment, HiecgnisaL & RpIEEG i de
confi gur af iy that ébﬁeéntfabce@é {fot HQeast X Bt redifesSREL WA WaLdRIuh Of

di spl ayi ng access option nenus to the user are provided |ocally, such as
on t hé mewingrolledly theantityoll2t AE2, rlééﬁﬁgs 8.14nd-5) ovhid cd)mbgwdm REIiAUE01/ 02112

Al though it is possible.to cof| u SLems, sy tht user bt ai n
cont ent ac%e%’:%s‘\% §?Hls\ﬁec3§lf °8° g’ﬁdlum TR I %‘T At vigd%rrclgafgga't he
publ i sherlo@dtioR 0 BfefipriddLat re@ﬂé’d pxﬁcet&%b@&iﬁ@g}hn@eé’veﬂrtmdgﬂ%bmg%ﬁntehﬂ one
enbodi nent, the content is protected in such way that content access

(for at |(@assibly mdmgw@msurww%%ccamﬁhqﬁgn Pnssag welk sy or 5
controlle e | but ed
the nedi aﬂ)t%ﬁ,a 19 mﬁﬁé \Ilé’eo‘?%%t ogg)g‘lgelr ﬁéﬁéntgﬁiag%e‘?&’vaﬁl néjwﬁilow %drgftﬁ]ﬁ e. .
retailo | ogit@f inGio léést(cmeg:muwdrmdsmgﬁ@r@dr to haesd ¢eptaincomtent, ui ﬂsepmus:tea,cca's thieeduced
price or obtained gratis), (i/en thgu gh saone cos)ée%)é possi bISy i ncl udi ng
adver t i si Wep-aie TebYaeiceosrolpd o whed by ristail le¢ation regRinnE dke usehit enti al Iy,
musi ¢, vi &@&sta%b 18EatRinREocS sﬁf@/ﬂﬁ}etﬁm’ocgﬁorﬁx&{hé oRedMdl Q%% cHtéitt i ng a web

10 site, in at least one e ment, in order to access cértain content, a
user rrustomm@ié ctolmfent hebprovider 9ainorishie libe), ail lookticedX oan beetit byanyradtaai |

IocatlonX B ir' t he. user to ccess..a we nass ciated with
oo | o7 omimiet of $ys ReBLbefignt bart e BERER SiedpiteR o 2R SRR ey
provi Fber H8ke@hig inlffr&xﬂalnbﬁ)fron{ Bk akér (El‘ﬂ’ié@&)k&ﬂpﬁﬁgcﬁﬂu&@rhﬂfdttorlfﬁlllyaﬁb’pé?flall%f nunber
of ways. Ret a|I | ocation X can use the web site access to obtain

denogr ap rﬂlttomatlcalll& swah keviadaternst ‘c‘ﬁQﬁ’hteB Onwithdhg nfermatien beia uped bypretaibt i ng

for user LI | nt er net
"cooki es' l)o )%8{ Flé%l n oirzértwlar%l (%8 ﬁ:' used{é@%&ﬁj{ IX? Vﬁ@oc@éet??g#o% ‘or for
co- mar ket uap a@tHcDﬂlslﬁSdlﬁdérsg fansdialm, &9.)] Rétail hadatiom XWahhus@ tHeavebieoests, such

as record producers, fan clubs, etc.). Retail |ocation X can use the web
access t oPressnbadyertising torthe usengposyblyias aropditiop fawsteptiyingdreg o BdPed-e9st f or

recei 2(?6 NGe Jnkhe a@creﬁ edbsade Rt &h S}ﬁ'BWd@ Rbm@OF 88 SontBRtREdss iPGah can

pr ovi sone or all content acces exc ange for nonetary pa nt. If
t he user rafigtaryipaywinagt. a menu or simlar information, decides to request

If the user 116, viewing a menu or similar information, decides to request
additional access to the media, the user makes selections or otherwise provides inputs to
the user’s PC or Internet appliance which results in one or more messages 628 being sent

25  to the web site 612 requesting the placing of an order for additional access and
authorization for making payments (such as charging to a credit card or other account). In
some embodiments the web site 612 may be configured to request or elicit user
information 623, e.g., for storing in a database 634 such as information identifying the
user, user address, phone, fax or e-mail number, and the like. In some embodiments, user

30 information 632 may be obtained substantially automatically such as by uploading
information from the user’s computer or other Interact appliance. Although it is possible
to configure the web site 612 such that it implements the necessary electronic commerce
(provides the proper charge to the user’s credit card account or the like). It is

contemplated, that, in many situations, web site 612 will couple to the services of an
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addi tional access to the nedia, the user nmakes sel ections or otherw se
provides inputs to the user's PC or Internet appliance which results in
one or nowe ompssiages 628 bei ng sent 25 to the Web site 6l2cmdaoesiiing t he

pl aci ng Ozec?gﬂﬁrcggﬁ%%orqe -CO er%e asler\?g C83%; ¢ %n in a Qr th%t%llﬁt%tin(afzrs%%lal ng

paynent s O a‘’cre carca’or o I’ accou

enbodi nerﬂy&h@é&@f\sml 1ﬁltmeear65,ﬁerrmyle1banm@gfth@prbaﬂn 'dﬁcll’oa!:tH.GSt or elicit user
i nformati on 623, gq for storjng in a datagase 634 su %s i nformation
i dent i fy| ng t éorcli% Proéf&@rth%l&ﬂ‘%%’? ageRghwhich fhe wer BaspasleredhcgB@R, and t he

i ke. g@ﬁga&m%ﬂt Ebs; erﬁ@E%%o M&%ﬂ@& of)! ”th@ﬁ?edf‘éaéé deScrfl BRS¢

substantl aut o Iy suc uploading i1nformation fromthe
user'§ cokitheugh itds podsitde td intpderaett eampdlmmmeof th¢ presarg nventiosbypbadngthe to
|l.enent.s t he nece | ectronic

configure site 612 such that

comres ce WeRG A deEHbRR PEESTEY At e colehRlSTS dvis sl HeRar o BeBunt Cor
the |ike); relativéI§ InfRldgRiGRE, 8deh hd\@e orifbhw EHiYies Withakd bll‘%ﬁ zp%lrfoem k2 will
couple to the services of an -11 WO 01/054410 PCT/ USO1 el ectronic

commer ce theneessany cadulatinny This isb&ause. the algpntlmnmd &r pepfgrming|siiclbe
under st ood ILn the art ngi th resent
di scl osur" 81011‘)%’08? %‘8?@8”%50‘%7%%“{%8“ dﬂrclla 1§It° ner%ﬁ?‘uu hﬁ%[ Org‘f}plgr has
ordened, pefehiiiders froth @btikin® inaBhHiARH &F abﬂ)aid-ﬁcﬂmébéb@do tonterd)) Hovasef, cilted on,
the nedia as described below. 5 Although it is {)ossmle to inplenen

enbodi neris sonsemplatedshatdlagre maypetantialhy bﬁ;/a Flativedy tapge nugher of didfesend “f?ér f or m
necessar ysn@ﬁ%f@e\gﬁ@ﬁaﬁéér%'g ¢]°£b§e to donh&ct &%%{e%h{lg ?&%&f ﬁnoﬁgmﬁ] Ponave

relatively nunber as one or ew en I es e capabi I ity
of per f ormakigg pdyneente @essxdmgly;ai 6 gkadralbnprefienred to prdvédecaisapatateevadidgion t hs

used for perform g,such cal culations are preferably ecret .and
unavai | aite 6¢41q BICBéWélPE "}ffﬁ:’o?“iew?‘rﬁlaﬁfcﬂ e./lth Ol’@{‘b‘rl g?ﬂbi%?e“roélﬁﬂ'“@m
obt aifgi ngpdl 55@&%1 QthZtﬁ‘&{ tRE udtP Btk olo &%ﬁﬁ&ﬁcét@ dﬁearyewﬁﬁ theHAMNRI6441 L i S

contenpl ate hat there may potentially be a relati'vely large nunber of
di f f er entwhielbacts it psss Bik2sages wtundHram theeralidatiginsitoe 64 liteis peeferossitect f or

selectin cess t| .ons ,and/ or aynent s.. , Accor S
general | 3’ %&Pé‘ﬁ? Cfl8n8‘fh8{f’l"ll§‘e W{E’Hesbtﬁggd'g’ %}‘ ¥ # yaqagian pas eég%%f #18 whi ch
nul tipl e yERatfdrl $€ 633 4ndBHereled?| Be ubdrisbRdidhedshodso BRSFicEivEs tessageyf | gure 15
t he system such that the user continues to conmunicate di rectly with the

web sit e feum, thowiplidatign site 647 dizecslytBigs 6Bk Preferabhydthisrip Aonenia asabstentiallyn sites

paosdl o T aLii i Sicn Rl bR FePrh b Geh bR BRANE el had i O
t he user lﬂmdmdninsaagga@a tan prockedecie the sran®gtiag esthobhtrlmowindier heaig aledreon Si te

642 direct]ly (Fig Preferably this is done,i substantially 20
t r anspar ettt Ix{ff %W%log%f@ﬁmt‘l’fh?r addeesy gkthe yalidation S%gfligﬁfeg -aft TRt a

redirect iﬁ?@caﬁﬁén)t. @L‘ft’ﬁgugh in the configuration depicted in Fig. 6D, the payment was

performed by a coupling of the web site 612 to the e-commerce service 636, it is also

25  possible to provide configurations in which payment processing is performed by or
through the validation site, e.g., by a coupling of the validation site to an e-commerce
service 636a.

Preferably, the access code which enables access to content is a code which

operates in conjunction with the media serial number. For example, the media reader 616

30 may be configured such that access to given content is permitted only if a recognized
access code results from a hashing or other combination or procedure performed on both
the serial number of the media (read directly from the media) and a code stored on the
media. Accordingly, the appropriate code, in order to achieve given access, will be

different for every different serial number and thus for every different disk or other
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pl ace and, in any case, can proceed with the transaction w thout know ng or
being aware of the resource |ocator or other address of the validation
site 642 We.og/0544a6 a security precaution). Al though in treTamsaf/ogur ation

depi ct ed 0y Firg oroQPfoxltﬂgvaﬁ?&éﬁBHEite Bté)%lcfupdriepﬁg pp(y egg&wﬁm 5% ff the veb

site 612 to the e-commerce servic t 1s al's possible to provide
conf i gur abédims, tha validattonpéy obtainsphodisls sériaj nitabgreorfothierae diny/identifidrhe.gugh t he

validatiqn site, e.qg., a coupling of , the vaJjidation site to an

2 comer Qb seudify aSediseaht. BemaRb b ehelS it s SRt cRobet P ac cess
to cont enbrinfards FdCadihd G seANAARS 64 N10CAO Fdad6! 6 18 WHTCh fhehhespdRad witger i al
nunber. For exanple, the nedia reader 616 30 may be configured such that

acces$ t dhgsarishneherentothes medianidentdier 6af yhidh i3 theadragaferned 62¢ telbs code

results fr a_hashjn [ r.conbination or.procedure performed on both
the seri af ity egff)re agbl%’gé?aerta(rfglér&b%ﬁ lggcﬁrlyﬁt e?’reoghut%'rlllga&e Flgfg%lhd a code
stored orprédess prefsthlily stoesDdrEinitipidiled inhBe PRPECIIG, BéfBrecthel Seridl AuMbékeis t 0

achi eve given_access, wll be different for ever){lodi fferent serial nunber
and t hus tragsmitedy If dgirqde therpystgmegan glsoderseptigured syshghatesher infopaatiande1/ 02112

medi a. | r . | [ | t - DI code
for a gi \r/}gtgl%?es&&g% ﬁs{éﬁgl (\?ljgll'a?@at ?gh%srltsfoéﬁ)gé? g?ﬁ{éﬁ%ﬁ%g Sgi g}é ghglrdigg&?ﬁfjenber or
ot herlOnedi4d caltaehitdsfa catculatedypartialtkey ek, whea pragrie cbmbdted with the sqedisse t o

whi ch, the user's PC or Internet a Il ance.sends, conmmands for reading the
serial nufif rnugwwﬂtrﬁ%ﬂtrleaaefceé&gg%fﬁfqu% PYtBe PlaeI o6 ReBnifing e | al
nunber orgegthefccBRITRe LGN Péﬂ’tiaﬁlﬁa‘}/_ WienRranSmitea1b6b (RIZS 6B, bFe@erﬁﬁ? ih0 the
validation site. Preferably, the serial nunber Is encryptéed, e.g. using an
encr ypt i em enpryptedorm mdicly caplbe detrypted bora dachyptide gracess tered bngmbedied in bef or e

t he seri nunber, i transmtted. If desire t he .system can al so

conf | gur abe SR G160 B HEF SR IRRer BHEE! snpbinpegcl Sl R agpeRroft

| nf orjat ifoNstofn@the chRiilaSddfariidl ke (6 iR ARIGELAES thelddd) YatoitRavtigabRki t € 10
642 cal cul ates a cal culated partial key which, when properly conbined with

t he nedi @ortiwy ofthe mediselhe wper cap Bergaftes arcess the desired eonrfent; mebdingAusingsy t he
pl ayer 6 AR lar / lal key is
then t rarjlsg%ﬁ}%f ggfeg%j%bk%?rgé%)dgﬁ%ﬁi e‘?@?%ﬁ@es’?eﬁ d-[gﬁecgﬁdcﬁ/g &%ergg?@r%{ﬁ%IMi ch can
be decr yplodes. iy ofe elabsdimento thephatiephyattestetheaecorddibabdedo déeterntine iffit ajler 616,
to the user's conmputer or Internet appliance i ch controls the rtﬁader 616
15 for stBMIHY %MRPeE AP¢asF sR%se Ipthes way, tidbgrehgs degiy data trapsipsianer 9thelr eon)

ont o Hphe ef\ffé)ir,ttﬁ@piager RRTELRE Bt thdSallBabA sitd, &%%}eélgfefcgq&rmﬁﬁt%m@r access

the desired content, 1 ncluding using a secon erent player 653 if
desired, w thods depiatedmdtigt b in eaoe embedierhtsy wheltiheidmskadr otlepdeslia isn one
SMUFFdi ne%briéatc]e% {EPSdl{ %cﬁlldgg/ glge (Erel;slgr% a%ggniggrggr{tg \?vgicﬁ%ga%l l;[eoa vglttl'%éﬂelﬁ(sa fc;r]c A
protected content 712, e.g., provided from the content owner 212 publisher and the like,
and/or one or more general advertisements 714. It is anticipated that general
25 advertisements 714 will be most effectively selected or configured in conjunction with a
demographic or customer base database 716 such as the database compiled by the
validation site 642. As noted above, it is preferred that the validation site 642 be coupled
to a plurality of web sites 644 and preferably not limited to a single media publisher or
fabricator. Accordingly, a database 658 from a validation site 642 is expected to be of
30 relatively high quality since it contains information on media access customers for a
variety of different publishers and/or content providers.
In the configuration depicted in Fig. 8, the content provider 812 may include, for

example, book publishers, music publishers, game or software providers or publishers

and advertisers. In one embodiment, publishers will provide content in digital format for
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result in a proper access code. In this way, if there has been a data
transm ssion or other 20 error, the player can request that the validation
site recawouwhasa@ieor retransmt codes. As depicted in Fi gPCT/USONOHONE

mbodi 1 | ud
R e A A L

cont ent ‘phBlistergmay pdd)fredpadm‘onomlt fteac@niodrtr noverals. Pa&epmhﬂdnesd:wrbeand t he

i ke, and/a eral .advertisenents. 714. nti cr ted
hat gendiambue! Suisnihe sudine oo s radoaE e tibnr g hnar. BBl csbrd

conf i gur gflotedle§-COhtAGhERN mMAY bB p@owsi&mgrtaretah@npcrlsﬁuﬁromrs WERE calat abase 716
such as the database conpiled by the wvalidation site 642. As noted above,

it isSpr en@udedoxtdxamptehboa)@eﬂldat ¢loeiranic sfod4 mass meroandiserst advgrigierss al i ty of

Fabr i cat aieccnpRaPaarS o s guf e e rhe oy e Sl I, BB VRS .

expect ed chand®s, & coturieds@0D Vethe 6ird bf, B abdable inicBERectibn GAth{ férScnal nf or mat i on
on nedi a access custoners for a_variety of different publishers and/or

content Rlesioisrdsvicen(RER) suetps digitalicapieTase pternelgnisic players glectiqeicc ont ent
provi der b%gig v(grgéeé Q&i A8 Fike f@cynsuﬁ%rsi alsrp 8&5@%%{% r%pﬁgazllpg ZﬁldRHb lishers,

game or soO rovi ders or ers n one

enbodone fﬁrxva&db‘bdlé‘cﬂﬂéﬁla\&ﬂﬁ le.gr ﬁvindxanmmﬁralhictrbmcdn@mtﬁa:lturémrsndt afmnkerd 3 WO
01/ 054410 PCT/ USOl/ 02112 rrasi\%mr (ol di ng ont? nedia. In addition to
pr ot ect e®f persgnal elssirpnigKewges %lﬁYerS Obﬁ%‘l"'ﬁ' %‘H%‘F? %aﬁforrfe onot i onal ,

attract qfnQkReq; tglrfgrc%me?z{ -bB’éreF&ﬂeﬁﬂﬂrdaotﬁem&%onfé'd%rvrcwﬁrmqlﬂgmr%@ the

publ i sher” s exis tradfti ona Istribution channels. For exanple
pr ot ect ecbfqaersbaaitelem'dnm dnweda(é’ﬁi)so‘anﬂedlxmacttapphmBSeSES Meslia ¢dmiteor s 816
whi ch can

exampl e, .book sellers ctronic stores,
rrerchandrdég’rlbute%g%‘r‘% tgaéhtéonapgqtzgk? ﬁlﬁé %Wp@grassger%rcgmgﬁ T SIQESS} | ke The
nedi g s5ar gdksibes thay Sibfos, ddM10E NIn@hétQHSl-ofIRANAE Via al Tnt6AQSISARES®OR22 | N
the formof, or useable in connéction with, personal el ectroni c devices

(PED) suchichues viagiweli sitcaanes-aemmerresitaend thedike &aﬁagﬁmsemerélce@ £prBAuBicaooks,
?.gngfl 32taéldf10566(flelvg kn'éngls&gg%Ee %?XI‘ &l ?S%l q}rgfe@teg II%IO th i%gg 8130 ﬁg‘rél and/ or

dira consuner e C manuft acturers

such as npkent, mﬁlamﬁ&@éaboredseﬁdr@moﬁsﬁwrdemgrdw& lpfoamaﬁm @6 oofrb@ra Nusi ¢
pl ayers, el ectroni c_books, ganmes or digital caperas, e-ho readers and

ot her el elifafigncsitgSif cBae Yakidption sits max kceive digiigh content 836, 83 R FopeRt
devi 6gs @g@a&&r a‘ﬂ{lfaw&fig @ﬁzd rﬁ@%&@peﬁﬁ%@e@g Madliea ﬁealatsaz ghasdddydput ed

through tr tional retal el s suc ra stores, conputer stores,
15 bookstemga®s ogotheeapplisitane sr safavat 846 oTheI\mlldammt sitee§i3H-con deneratesach Vi a an

|| In':(gr ggtz me ggﬁ%ﬁ&sc%wégﬁfﬁ{ - aal\)lYerPg ostJ accdss {6 gev1g Eeys, codes %'1& ﬁleand the
like), content mastering and/or encryption, and accumulation or storage of consumer
demographic databases.

25 In the embodiment of Fig. 9, various parties involved can make decisions
regarding whether content is to be distributed by physical distribution 912, electronic
distribution 914 or both. If, for example, a first content owner 916a chooses to make a
disk 918 or other physical medium, the content owner has the option to use, or not to use,
a content key 922 or the like, for protecting content. If it is determined to use a content

30 key in connection with physical distribution 924, the content owner, who will typically be
separate from a content key provider 926, will, in the depicted embodiment, provide
content to the content key provider 926 who will then return content 928 in a form which
is encrypted or otherwise content-key protected, generally as described above. The

protected content is then subjected to premastering 932 (generally as described above). If
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and/ or receive keys or codes (e.g. for accessing protected information),
engi nes or other software, nedia and accessories, and/or consuner
denmogr aphwo aunesamerat i on, to or froma validation site 83#CTMise1vah? dat i on

site na cont

manuf ac%/uér gl?eg"t ggyzglng%‘a %&cggtgr%ggtgg\?lg%gmﬁ% E{Hggc%%géﬁﬂ% Etéf & %E@Xétgr%{f and/ or

engi nes cﬂ320ﬂ’heprea1:apﬂeradadonmns1sorsedstmfdrm:: e ngstr 9I41frona¢vh1dhthe(msl$|ctaeb834 can
ener at f I

Ceg i it Boricbhe s aecesraiby) e coteHEvmscs L 1oL SUNBEERERypt i on.

and accungk afsk%ﬂbﬁiheﬁ/}aﬂfdﬁgﬁ 93b. mﬁﬁlumrpubﬁmef&mbém@ehﬁb&s@m ls%at In the
enbodi nent of various parties involved can nake deci sions

r egar di nonesksstitily) drf&ﬁmé rﬁmom ‘életV@n@;F of ﬂyt crqubnmm bY u?ﬁhiyfgt p@ﬂu@ng theidasksi on

912, electronic dlstr Ib 'Eh 14 QL Ie bf{h% y v lalvefdllrrlst cont ent
owner 916¥ SUREY LB gn % %r}( 5){% wr”ler SHSS s %8 t he
content owaighg BRSiSK4200ks,aypit4lyysell r&éw@@émh&rm for ﬁlecusabemb key 922 or

the like, for protecting content. If is determ ned to use a content 30
key in c osehnolagynlnghe Hewﬁsftéuee@pdm%rsamttheophy@ml dlﬁﬂﬁ@uwn?%ﬂnmer who
wi || typ| in t he
depi cted e% lsqgh gsc%%?e(rg% e{e{:@g}rl]t nt gﬁis %Fglgﬁ{bgﬁ%ﬂgﬁz 81%?0\“ er 926 who

will Idlerprbei!dmgi‘reﬁmﬁélaﬁbn 228e bwner dfahercovhérnt ey techmaﬂogy,pﬁl&dnmy bodifferest se
cont ent - key pr ot ecte gener al s descri bed abov The pro ed content
i's then siigdbs wt% gf{eéPJfl%d? %‘Ze‘ttéé)ﬁésrbﬁ"i‘%/“sﬁ Hegat Bléeoélateiw%?n | f
-14 VO Olﬁrgééké%qcﬁgﬁyé%{lf@m&esgsﬂscﬁagte Jﬂzgy fegu&@is L8l 00 BIRVEHRG 929, the

content 1I's prOV|de I rect renasterln renastered cont ent
i s used tkeyqredtler R6pagt dcn@‘smgfth@moml whnch hes bheslmlct@m TEhe kep reqhgsted.

Typi caIIy but not nece ril t he ntent owner ,916a di fferent
from the rgﬂy,b{hmmgﬁlgﬁ?% %IFO%E‘% ¢ informgtpn ipgica t}ﬁﬂfz?ﬁ?&?producer 936
nay inS ( b&hbleﬁleﬁpwhéh@@feqﬁéﬁéd dalithdrizE@sQEH ad éraBliid6nly RBEAA trafkst diethe

equi prent 938 used for producing the di 'sks or simlar nedia and may be

di f f er ent mediom, pmendjxm enabisment forroabshm ey Perindottvtisae and thedike.ag desseibed sk 942
who, typicall t nol ogy.
0,2ty bl SHRSBLR ST e AP My oRdo! 00y
branch, iggusitfgreepinotitofksalg 9t48€h'a@§rmgs/io@ dBkeypleysesesadnddbinaliles Pad, Dohic&il2 may
i nvol ve 10 provi di ng remuneration to the ower of he cont ent. ke
t echnol ogle DXy ofeyiusebeg of cpEYpicatignshemes m@wrb Q‘ﬁ)‘\)f‘(ﬂlee‘r 26. |f
cont ofy  E¥iditheRShiihiofn 98 B fitenlr LOG t@ﬂeﬁﬁaﬂemﬂeg Per PAGRIS otiRYCh as
when a user es a purchase, ey réquest Is sent 944 to the content key
provi der @ﬁel;eselngcs and éet likey Imgletdmd)oalunemsthwkmnthnﬁ@' p:eeldeqib%d)rcbudes The key
request 944 may, in_sone enbodi meE ﬁ]? Q({}'l“de i,nf or J on i gl cating
the type tmunera ion to the owner of content key technology a time the conte 1s 2heode

encrypted. In the depicted embodiment, there are several different content key providers

926, 926a, 926b and the key enable 944 is sent to the provider who encrypted or encoded

25  the content 928. In other words, the physical distribution process 912 may involve the
point of sale personnel 948 sending the key request 944 to the content key provider 926
who is appropriate for that particular disk or other medium.
The embodiment of Fig. 9 provides substantial flexibility at least in the sense that
content owners can also use the system when they have decided they do not wish to make
30 adisk 952. If the content owner nevertheless wishes to use a content key, the content is
sent 954 to the content-key provider 926 who then returns 956 an electronic-format
content which has been encoded or encrypted to use the content-key system. Otherwise

(i.e. if the content owner does not wish to use a content-key 958, the content is provided

as an electronic format 962 which can be sent directly for electronic distribution 914. A
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15 enabl enent which is requested or authorized, such as enabling only
certain tracks on the nedium providing enablenent for only a certain

peri od ofwoiomesamd the |i ke, as described generally aboveCTNservexmtent key
provi der Adh-0Q:1.a,: et ail

poi nt of ‘sa eerrg)zg%grggﬁg%%gly %1%91(1))?1 lﬁée?’ggﬁggt‘&%}%ﬁg) %ﬁ%ﬂf%%pg%%w’gﬁ can

be by anydefineanriachenicgobint ofisale D tétHoo exanpie e onk amboditent hose nedy skill in

the art, 20 inc]yding.communicati over the t.erpet, over tel ephone
i nes, owﬁw&a%if?ithfogufoﬁ%naﬁtr@rlten_&ﬁ&enn@sstﬁeﬁwéngapqrﬁ%alm%uéeMﬁ one
enmbodi menfeprddl&id0 Bt @ﬂk?’ﬁ%)érls%él‘éb%htﬁ%?e@g. RN OMhE Esternt LI EF, &rieRBmbR, t he

owner of content key technology at 'the tinme the content is encoded or
encr ypt edthis is doheindepire repdodaehonl senseytwithoutlong deren, pestgepioduitiohetarage efont ent

ke roviders L 926,.9260a,..926h. and th ey _enahl.e 944 is .sent to the

ot ovbder GRESHERDHPEt e 4R iR pBreRbRion S a3 bordPE KoY Rt de. ¢ he
physi cal &hsddiinentt iPWhRhAEESSVAdadedyt stidxialiy Sotdden vRRbWY fadiorsameludaigsonnel
948 sending the key request 944 to the content key provider 926 who is
appr opr i aifié qomputes FERLYt ¢- &A1 PEios Rn @ dedicated player davice™neh angsoMiPdent of

Fig. 9 prgvi S | |l exi:Pil | t i cont ent
owng ers (F:) aﬁnl X%ﬁq?zz’u(%g é‘%ﬁgéds@lst? él%ﬁ?\%gér% H%e}tqéﬁheaéi ggi?ilgca’l lﬁg%ﬁfrﬁ%@ﬂ'%%ta&%ﬁ t9\/7\A4 sh to
make 1080 @.glicoaiding a dikk hicerappirenit) @vuilsr deeicedTbiel ess wi shes to use a
content key, the cgntent is sent 954 fte t he, content%lléeﬁyééprovi der 926 who

then returns 9B8saaHess of the pariieulatgypnet clecdionisoiniat s > Feveith pivesisgkbd or
encr ypt edy; : : d 1©LWM ' i f t ent
R R S T R R R
an el ect ruser © ysortiatle@fithicallyelistobutedeorsentj usdr seads b key maquedt 882 tmthec
distribution 914. A .-1 01/ 054410 PCT/US01/ 02112 nunber of types of

el ect roni %on(tﬁngf(?y E&Vfd&ﬁgéélgrﬁé?g’fwéh%F%ﬁ?ﬂ%a&g&%% arge a%%cﬁﬁ}l%ttoél y, define
an el et r @RédiROp foPthe28ts)HhE préfefabR @R h@ditibihl HTSmeHARLAEA tha typeer My
downl oad el ectronic format content 962 in bit streamfashion for real-tine
use or refrneblgmenioiequestedagenseallysasgescsibad kbavsrbutesponse. the cangent keye | nt er net
918. If, for..ex 5_t.hi Sqd Q |0, a re reproduction sense, W thout
Fong ter rOuisEt L T ey etebloduBn Burd P el fOfr B B el KRG of

di stri butthe@ohtentit iled yarhue plakbadkcor ubé dévice3losR, PRs8THI9F6t 0 provi de

enbodi nrents in which the downl gaded bit streamis stored in various

fashi ons, i ncl{8desgribedhabove rasiatvelympidargnging gustomer databags 98§ may Bredi cat ed
pl ay dey : j cal

P 20 ety Roptiie. B B0odiehe By PiFiacP I whE cAEEMGRI pa M RpBBME OO
di sk wri t@taiappstomeumforaration fiem aleariaty oPdifferdRe gaesibbastoters, lsmcpaliet i cul ar

type of electronic pojn f.sale 966, as with physical _distribution, if
Uhe di st r Sk aenpoVier B2l iy s RegPnisns ek Fusemns foea Wit VEIBpT f or
the different types of content. In particular, the customer database 986 may contain customer

information with respect to customers of several different content owners 916a, 916b,
25  916c¢. Accordingly, there can be significant value to any one of the content owners 916a
(and significant remuneration to the owner of the customer database 986) for obtaining
customer information relevant to customers of other content owners 916b, c.
In any of the various systems described herein for providing information or
content writeable or modifiable on a disk or other medium, which is not necessarily
30 accessible to an unauthorized user, such capability can also be useful in configuring the
medium for transferring value from one party to another. For example, in one
embodiment, the medium can be encoded with information authorizing the bearer (or
authorizing a party identified by the information) to receive a defined amount of credit.

For example, a first party could present as a girl, to a second party, a disk which was
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user to use the electronically-distributed content, user sends a key
request 982 to the content key provider 926 (preferably with an
aut hor i zawoan/osa1ehar ge an account or 15 ot herw se pay fordrhsoaeness) and

pref er abl.y Widi %;r;n%ﬂg}é lﬂcf‘éaghg?ﬁe{o% r%&i RnfFal Qﬁxtfe)ﬂ'?@he eé)f $ RIRPLE ‘Eig gt

request ed, genera y as descri n response tont ent
provi der ofengic (ar sgigr)enatzhe Witkteuoncthe ceoipibet doaketbr'ésunt 'Eh&aii)dkl Bg. atxe or

reproducti o the content |n th vari ou | ay. use devices 968,
972, 974 retgge or g8 apiglegioTi A1sHIbEn losahek 2pf é@Fg} Mﬁ&b fguEe & oner

dat abase d38BIHNOE o, Sfto BRVEEQ I%Héreugaoﬂ theWsk HGuIa HRLE! @hcd‘d%bi 1@ RYdafloha926 Who

can typically beTn a position to btain custonmer information from a
vari eby ohe credit ha@htentc;epbsedof\ltcmtlwiwtbse usarmoeldtdheosedordbwntoalzleylyp‘frw der

926 will t ser S cont ke st r..a wde

di 11 or entvifhEante BGHEH e pRRRE et ibaR 1R i wp S ReF iR 8e ray
contai N GHSHRBKBA ar $|i§ 00 BRIt viltuk. hTHl?&ﬁB@dmIeﬁt SSIFIREIFR], BE uSRMEHIRIut

di fferent content owners 916a, 916b, 25 916c. Accordi ngly, t here can be

si gni fi castrictiangs te theangnnenin which ke eredit isrte bewmployed.lign can bgvesedi gni fi cant

remuner at | [ cust omer dat abase 986) for obtaining
cust oner %eﬁ?rgfrl?%a%ibglﬁ%)r@{e e‘\’/ag‘rl]etttopgn custoners of other content owners 916b, c.

In any of the IMdighoefihe Ysdverdesdiption] Denbeof kdvdn@igep b Dhie Pirddgnt indentioat i on or
content witeable or nodifiable on a disk_or_ other medium which is not
necessar |°Ia9 bggeane The Biese Inventipn Gﬁi’a‘iﬁﬁllﬁib‘lnld;}%ﬂb‘ﬁg@rcongeﬂéw RAPHIH P Ocan al so

be useful, é}glf ?ﬁlﬁe}ﬂvfdﬂ?g %Mn@o\gﬁkh H{Sﬂﬂ}?_{t]lgfl g&xt&ﬂ' Hé‘in{a)%%ﬁﬁ']? party

t o anot her or ‘e I non I ment, medi um can encoded with
i nf or mat iseparatetfiomn ezabhgndnit endeapaymenosystemt e priserg iqunaohynakdernbas‘iered by
t he mformatmﬂ{eto recej ve defi ned appunt .of credit le, a

first par®ympisHient »iysteantn which uggrs pan gegdi e&e&%&ob%wytena Bh was
-16 W9 0105440 OnIFEH: bSRACHLR s eeﬁaﬂ%walﬁ@ 11'1 gsrﬁe H@ﬂﬂgﬁ'i‘atidﬂg'cﬁﬁ;“ ng that

the recipient was“entitled to, e.g. $10. musi ¢ (or other)
cont ent . pe\hte(mew;ﬁ contentiom giver xpﬁdaat Tlmumnpnesremn qanefadhtet@ syetegls imwhich
retailer Qor an el ectﬁonl di strlb(ilon cat.i sel 00 worth

d
ot & et SnEnaah b Mading o3hich B irOicR B8Pt BorsB s BEEMe 820001 ¢ be
r e- encodeghket pa ?hﬁ@ithoﬁﬁéﬂnrb;hﬁte feet EheGiredht inhadionean askepliepeidify & andwt i vel y,
C

t he user cou ose to downl oad only $2.00 worth of nusic at a first
time periveHetWHailerpritypeseol apesss. wo selectedor reeded biddferent 4p%  t he di sk had

an $8,00 credij pitinb %%rlatT&s%nQ%(ﬁgﬁ%ﬁhs Gftle 1rtvfe 8?&&%&%‘88 Hged without

restriction as e manner in e credi e enpl oyed, i.e.
can be ugessiblenensd éoynea&atardmlﬁ dgiesinyentishwatHonkesing dhetsnFor exampld, ittihe above
descri pt Ip%rs]mbI% t(r)] lljlgreb r(ralzrlssoofr bﬁng %mtrﬁ)u%%n%ff cgrp[gnt%lt Sl%?eg‘ enaﬂ)\{grplérllt?rrll return for
payment, without implementing collection of user information for accumulating
databases. It is possible to provide processes which perform steps in different order than
25  those depicted or described or which have more or fewer steps. Although the
configuration of Fig. 9 depicts a process in which the decision whether to make a disk is
made before a decision whether to use a content key is made, it is possible to make the
decisions in the opposite order. Although Fig. 9 depicts distributing by physical
distribution or by electronic distribution, it is possible for a content owner to distribute by
30  both physical distribution and electronic distribution.
Although the present invention has been described in connection with media as
described in Serial No. 09/315,398, supra, the present invention can also be used in other
media which include writeable portions such as CD-R, CD-RW, DVD-R media and the

like. Although embodiments were described which use Interact communications links,
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can be seen. The present invention can assist in distributing content to
potential users or consuners, e.g., by providing a systemin which

di st ri butwormimob4eont ent - bearing nedia is separate from emaiesoentiiand/ or
PayIent. Sy(id:&BRmHi%8h G716 anl IREBA LRI RRal dnd SBRIGK (LAR) JREGHEN! 2
system i f\G{ iC usér s1 can reagdqél y recgll\l/ st%r eg contergt ar2|’d lcan obtain 15
access t mepmbrk (WWaN),cdeplent, asbles ibérsoptiesiadexd jnfraned ardither, wireless dims and
configuragigﬁ , only portions of content on given nedia. The present

i nvent | ort tdf®facilitate systems in which protected content can be readily
copi ed and i n Pl grbseaPiv&fionOR Wiffous EmBE&iRRALsPINRIUABE Yompdnests, Bampad)t of
appropriate fees.” The present invention can assist in providing a w de
vari ety dfroetissesesysiemstapgios apparatus substantiallysed depiasel and deserihed heteii f f er ent
users. 20 unber. of wari ations, and.mdification f inv Lpn can be
dsed. 1t PQuBiEEpR e BB S TR S VREN Arehl HBRNFIUER Sl ng
ot hers. Fhé ag@xalMRh&erstaiid héw tPeREE MEudehdIFRsEMR $vetiobhftdtdndéstandipptheon of
content with later enablenent in return for paynment, wthout inplenenting
col | ect i desnt disdesuraif or mati on for accunul ati ng databases. It is possible
to provide pr LGh: perf.ar | i ff 3 5 those
depi cted or dgglgeﬁ?g%&{'\@'rv&ﬁﬁ%tﬁ‘ ﬁgl\%§%§p§dlg{rén é{ﬁéﬁ{dgﬁrﬁgfﬂ%‘% ougﬁn he

conf ilgur giroassesfin Hegabséhcd epitemns nat qepiotakadi/or debdribed hbeidecdnsadousvhet her to

make a disk is made before, a decision ther to use a content key is
made, it §PbQIHBRYtH AP mkiéalalﬁéﬁe eRSEPSS Qrike Hémﬁééfaﬁbgm@ew I Al t hough
Fig. 9 depiGbss @Hvides bPplobfed¥. Pt SmpRlvingpetirinatde 9hi&ind¥ast B/t ONi C
distribution, It is possible for a content owner to distribute by 30 both
physi cal rddadting &ost oDimpderdentataont The presetitdnvention inghidegiteme whichtdie ngyeds ent

i nvention Iags bheen dggcii l;ted in _connegiion 1withtmglﬁi as . described in
Serial NEMAoEyRgogyadapiad fram PrayiousA0dior An3l AR AT BROIOBITS APE EOHENTESY i n

ot hers ”ﬁﬂh@sdﬂbﬁrﬁ%}ﬂv@?ﬂtéﬂﬁ'@oﬂ}frbé@%@! &o RO ek €338riISU6HInAS1 4spedts oCD- RW DVD- R
media and the I|ike. Although enbodi ments were descri bed which use Interact

comuni ¢ sonyeniionplsage ofispewprminodey410 PCT/ US01/ 02112 ot her communi cati on

| i nks can be [ I: . A t wor k
(WAN), tel ephgﬂge?fot%glng%%l?%%&??ptp ?E}ﬂ/ egg%%sktie(ﬁ#rﬁ%%eerg@%fo?gﬁ g’rgesvm&(rael ess
| i nks andlluéthgiohiaké desthptign. The forepoivig i haintehdedva lintitihe emveatomwnhs,

i ncl udes conponents,, t hods, prqcesses,. systens and/.or appar atus
subst ant i faMPr g@ﬂﬁé‘wg@gh%m- Svahiba deaciighin of the RFHIAR h%n&a@%&j
e DO G HeSerigttACR UL BAfbR b R RUBRFLS AN OhRRIns HIPHBdBalils| bihban he
art wll wunderstan ow to make and use the present Invention after
under st andiriagonsrend modSeionslarsoVithsn the. scope of the invention, e.g. as may be within
the skill and knowledge of those in the art, after understanding the present disclosure. It is
intended to obtain rights which include alternative embodiments to the extent permitted,
including alternate, interchangeable and/or equivalent structures, functions, ranges or
25  steps to those claimed, whether or not such alternate, interchangeable and/or equivalent

structures, functions, ranges or steps are disclosed herein, and without intending to

publicly dedicate any patentable subject matter.
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The present invention, in various enbodi nents, includes providing devices
and 10 processes in the absence of itens not depicted and/or descri bed
her ei n orwoDmiwatdious enbodi ments hereof, including in thecahseneainf such
items as W PRVELRAGRI'REd in  previous devices or processes, e.g. for

i mprovin g‘pETfUTﬂHﬂCE“H%ﬁ i eving ease and/or reducing cost of

i npl ementation. The present invention includes itens which are novel, and
term nol qgy a %gﬁngpg1gﬁﬁg&ggﬁ(gﬂgﬁg&nggghggous t echnol ogi es, for
convenlence 1 escrl |ng Aovel I T e or processes, do not necessarily
retain all as ;&ﬁcctdang)iald canstend defived engsdgicontens, safd dnesding btiagperfdineed
foregoi ng di scussi e inventio as been presented for es of
i1l ust ragﬂyc?rFO&FFd“ iﬂ@éErM Hb‘ha mPHBerfSBi?]ég\?F ke qus;aﬁldi‘mieﬁf EAHEEP %tgealsffhﬁﬁﬁt he

i nventi o [ ription
of the | 2‘62‘3‘{%’%%%%%5%5 e R e R s and
certain \sardlmmmtmfsalammambda)ﬁtcmd@yq)m}danlfheir vari ations and nodifications
are within the scope o e ntion skill and
now edge of " drasatng it i k&Y EPaR semuett kERaRIfer st BUBtal BRsE osur o,
It is i nkenagd féipaghleai.n rights which include alternative enbodi nents to
t he extent pernltted i ncluding alternate, interchangeabl e and/ or
equi val ent structures, functions, ranges or 25 steps to those clained,

whet her of NOtA Sekbdals!cRAMad & clhifd ?5@1’3@‘&9%@Et%p%?géﬁ’s‘fer?iﬂg'o?'%l@@ﬁcoded
structures, functions, ranges or steps are disclosed hereéin, t hout

i nt ed@i n@ontﬁnt eutprises ytOdagisa:dmeccain@ cwatmmplwsmbme@ummdttmnsferm& V\D

01/ 054410 P USOISIP 112 WHAT IS CLAIMED I'S: 1. A nethod for distribution
of cont enf" g%ﬁf ﬁﬁ Mancodi ng said content to define encoded content,
sai d encodi ng belng performed by a content key provided in a manner such

t hat use of sa ten .requires | east fir key; .transferring
sa @ encoded chmeEi BammEni g el g sep o mnierning sp eBRTES 1 om
sai d poi ndonfht &ﬁhﬁm‘é@trﬁﬁdféi-nﬁg AR reki@ e preintide kaid dAcbded @BSEAL t i Ng sai d .

first key fromsaid content key provider to said point of sale, in
exchange for paynent. 2. A nethod as clained in claim1l wherein said step
of transferringihcaist1BRe@dedainl © whRRLEBid PORPbF SBSisHirefail rwnﬁ aFshiencoded
content on a physical mediumand transferring said physical nmedium 3. A
met hdd adforphyisicebimediacl ai m 1 wherein said step of transferring said encoded
content conprises transferring a bit streamrepresenting said encoded
content.

5. A method as claimed in claim for 2 wherein said point of sale is an electronic

point of sale.

6. A method as claimed in claim 5 wherein said electronic point of sale is an Internet
web site.
20 7. A method as claimed in claim 6 wherein said interact web site is associated with a

distributor of said physical media.

8. A method for a content owner to distribute content to at least first user,
comprising:
making a decision, by said content owner, whether to make a disk; making a
25  decision, by said content owner, whether to use a content key;
providing said content to the content key provider, when said content owner has

decided to use a content key;
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4. A nmethod as clained in claim1l wherein said point of sale is a retail
point of sale 15 for physical nedia. 5. A nethod as clainmed in claimfor 2
wherei n swodipsisme of sale is an electronic point of sal @eCcTAiSofoarer hod as

clainmed in claim.5 wherejn sai d el ectroni Ln f le i nt er net
web Site 20 POUtRERRGHA IRy Fofr I Rrle R hisklast B BstrsBllpeact "nen
site is anstgingted pablishisg erdities,Wikiitsald @htehaban@thasidedteddhake Bdisld met hod
for a content owner to distribute content to at |east first user,

conpri si rigd haadegidedto yeen PHRNL ¥5Y; sai d content owner, whether to nake a

di sk; maki ng ro%ﬁglg%ﬁiid%ine&led%n&ﬁ{ ﬂoﬁ%gﬁ%‘hteﬂi"gﬁ{prﬁm@} 36 dQtiéak a

content key; providirng saild content to the cont ey provider, when said
cont et  dlisteibutimsentitiewheleshid contere ovneohdsaterided npt tolfake@ didk AtkkeE0

PCT/ US01/ lela%% Qr ovi di ng encoded content, fromsaid content key provider
to prenma<AeEIOER P U§FEOPERt K> and publ i shing entities, when said content owner

has deci ded tq)r@%ﬁl{;%?ﬂi&htenﬁ@%r%%sféﬁﬁggﬁslstmg&ﬁ FubfiSheBhtitle8¥wheR" OVi di ng

sai d encoded content from said content key provider to an electronic- 5
di st ri butsashcostent pynetten dseided tonalkern diskvard hasalscided naictd usocontentkgke a di sk

and has decided .t,0 use copntent key: provi.di.ng.sai d..content.,to

pre-mast eri ng,pr??ﬁg’[ngrsflﬁgco %ﬁ%ﬁ}d?%%ﬁ lceér%%fl!;ﬁté%n %ﬁg%Whgﬁf%dc‘fglﬁtFrétnt owner
has deci dfgher Aad@dcaded ndt fokmaltch Higls afteBistiRdide@hot 10 uss eomarmtken key;
providing said content to said electronic distribution entity when said

content 10 owfspvidiwg adeyirerussiidemmpointied-saledp sid sppterdeypseyideraviist to use
cont ent _ksg}/dj co\f\lgé'n%bvqéﬂ%s%e&?gd {oe&g%%ron{?ﬁpﬁgfaﬁ)@' nt-of-sale to said content
ider en  sai d conten é

key prov owner has clded to use a content key; and
provi di ng an epevldinglealenisle ke fioth @ihémiint key prowvaler ttesaid poiatofthaleovindn of
sal e when  said content owner has decided to use content key. 15 9. A
met hod asSaid canfRRd opvRethag drsigedoatseicAntER k¢ Ypoi nt of sale is a retail point
of sale for physical nmedia. 10. A nethod as clainmed in claimfor 8 wherein
said point of sale is an . electroni¢c _point _gf ,salfe. . .

I5 9. A method as claimed in claim 8 wherein said point of sale is a retail point of sale

for physical media.

10. A method as claimed in claim for 8 wherein said point of sale is an electronic

point of sale.

11.  Apparatus for distribution of content comprising:

20 means for encoding said content to define encoded content, said encoding being
performed by a content key provider in a manner such that use of said content requires at
least a first key;

means for transferring said encoded content to a point of sale;

means for transferring a key request from said point of sale to said content key
25  provider; and

means for transmitting said first key from said content key provider to said point

of sale, in exchange for payment.

12.  Apparatus as claimed in claim 11 wherein said means for transferring of said
encoded content comprises means for storing said encoded content on a physical medium

30 and for transferring said physical medium.
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11. Apparatus for distribution of content conprising: 20 neans for encoding
said content to define encoded content, said encoding being perfornmed by a
content kwo opoosMi@er in a manner such that use of said comCentSor/exuires at

| east a fjyst K a&at??@é"c’i ih2h ih Eﬁﬂﬁ&‘i’wﬂe?&n%h e%HsCfb‘i“%Sﬂ&Qang%idto a point
of sale; méans for rans?errlng a key request fromsaid poirt of sale to
sai d conteanddddeyonteAbcqmmises areansafod trapdasing arbit steamnepresenging aaid eheadstl key
fromsaid content key provider to said point of sale, in exchange for
paynent . “P8Mhnparatus as clainmed in claim 11 wherein said neans for
transferring of said encoded content conprises neans for storing said
encoded content on a physical nedium 30 and for transferring said physical
medi um -20 WO 01/054410 PCT/US01/02112 13. Apparatus as clained in claim
11 wherein said neans for transferring said encoded content conprises
means for transferring a bit streamrepresenting said encoded content. -21
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