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"Entities": [
"Workerl": {
"pID" : "17366",
"ExecutablePath" : "C:\ProgramFiles\...\Officel90utlook .exe",
"VersionInfo": {
"CompanyName" : "Microsoft Corporation",
"Build": "16.0.4229.1003",
}
"TLaunch" :  "0ld84ec52d51d40d46" ,
"TTermination" : "NaN" ,

~
"Flags" : { |
"ExecutesExternalCode" : "IsNotSet", |
I
I
P

}

Y, —_— —

-
f
|
|
|
\
~
"Resourcel": { 563

"Type": "word document",
"Path" : "C:\Users\RaduP\...\InvoiceX.doc",

{ "Flags" : {

| "HasExternalOrigin" : "IsSet",
| "Overwritten" :  "IsNotSet",
|
{

"Relations": [
{
"From": "Workerl",
"To" :"Resourcel" ,
HType" : "Drop”

} r
50c
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{
"Entities": [
”Workerl":_L_______________________/_\62
["ExecutablePath" : {"Contains" : "Outlook.exe"} '
S s — — e —— — — — — — — — — — — — — — — —— — —
"Versionlnfo": 1
"CompanyName" : {"Equals" : "Microsoft Corporation"}
} 7
} 14
"Resourcel':
"Type": "word document",
}
1
—_—————— —_—-
" "o " "
|\ RootNode Workerl /l 65
"Relations": [
{
"From": "Workerl",
"To" :"Resourcel" ,
" Typeﬂ : "Dropﬂ
}
e
- - e ~
/"onMatch" : [ \
| "Target" : "Resourcel", | 64
l "Action" : "SetFlag", |
l "Flag" : "HasExternalOrigin" |
| }, |
| t '
| "Target" : "Map", |
"Action" : "Persist", |
I "Policy" : "ShortStorage" |
\ ' '
\J /
} SNe~— - -

FIG. 14



WO 2025/051590

14/16

180
>

Detect an addition of a new

PCT/EP2024/073956

entity to an entity map

!

Initialize partial match roster 182
for new entity

Y

Identify all signatures 184
having new entity as root node

v

Add signatures to partial 186
match roster of new entity

Retrieve partial match roster
of "source" entity

192

Out-
standing roster
signatures?

New entity
further matches roster
signature?

NO

196

Update match extent
indicator

FIG. 15

Complete NO

signature match?

Return matching signature(s)

202

Y

Delete roster entry with
matching signature(s)




WO 2025/051590 PCT/EP2024/073956

15/16

A

212 Listen for events

214

Behavioral Map
event? manager notification?

(\
216 Identify entity and/or Map
entity group according to event
* 230
/ Identify current detection Update entity group(s)
218 model(s) and/or scoring
policy for identified entity(ies)

Entity
spec. update?
YES

Update current detection
model(s) and/or scoring
policy for respective entity(ies)

220
( P 234
Y

Apply detection model(s),
Update entity and/or group
scores according to event

232

222
NO

Model(s)
indicate(s) malice?

Y

Transmit preliminary
security verdict for validation

224

FIG. 16



WO 2025/051590 PCT/EP2024/073956
/— 82 90 ~ 84 ~
i /
Processor(s) Memory
] ™\
86 ) Con-
Input devices trol- Output devices 88
92 d ﬁe{) k
. u Networ
Storage devices adapter(s) H 94
Computer system
80

FIG. 17



