2 9 DEC 2004 DATA PROCESSI NG SYSTEM DATA PROCESSI NG METHOD, AND PROGRAM

PROVI DI NG MEDI UM RELATED APPLI CATI ON DATA The present applicati Qngcgg@;gﬂgjr
priority to Japanese Patent Application No. P2000-247462 fil ed™Alg 17,
2000, which application is incorporated by reference to the extent

The pr esent S ROBRC ST ITCS AT FROCHSSING: R
The presen?y"iqg %ﬁﬂ&&t lg%bl S M}ma@ﬁ
processing method, and a PROGRAM PROVIDING MEDWIRL particularly, the
present invention relates to such a data processing apparatus, a data
processi ng nmet hod, and a program provi ding nmedium which is possible to
reduce load incurred from i@ WI@!D i quI a or incurred from
di stribution of encipheri ng eys, an 0 g@%@y?& ty of data by way of
| oner i ng nessadheopuesehy appdnmtad)ngcbammsaﬁs'i@ﬁiey‘l tor Jdi[ﬁﬂéskéltPPﬁenfeys
of a hiergr ey tr st t . her,, e, present_Lnvention al so
makes it %Bﬂfcﬁil%é&?o ﬁ&‘e E@@M@%r?&]@éﬁ cAoﬁg S égtaﬂw@nawht@la
plural it yapplikayioh Sk’ ikesrpirated Oyalrefdtendd |19s tRac h&y
header da}tlglbconsi sting of IR% nk-coé)ﬁt' data desi gﬁgt ?ﬁg‘g{lﬁ?%@%‘éﬁ%f
contents -a that should be treated with such enci phering keys acquirable
based on an enabling key block (EKB) distribution key enci phering key
(KEK) enci phered by an enabling key block (EKB) to be stored in a nenory
device. 2. Description HACKGREBND QR TREEANVENTION is a further
growt h of diglte:li lé%&ho§ of so-called "contents" data via a wde variety of
sof t war e HatSes PrigVeidi® gata, game prograns, picture data, or the
like, which arPhé ¢rpeeht nebentibhardstdd &favdatd prese | kngs
via such distri.butabl g@r ecording nedia includi gg a, nehlr%%{yﬁ:%%&,hbhﬁ (B\l%
(Di gi t al Proesssingenyatbeyl, agd epprogrsmaprovbiseg mediume Morve ganticedanty) e.
1 29 DECtHd0fresent invention relates to such a data processing apparatus, a data
processing method, and a program providing medium, which is possible to
reduce load incurred from distribution of contents data or incurred from

distribution of enciphering keys, and to promote security of data by way of

lowering message volume by introducing such a system for distributing
keys of a hierarchy key tree structure. Further, the present Invention also
makes it possible to more effectively process contents data by enabling a
plurality of key distribution approval data files each containing such a
header data consisting of “link-count” data designating the number of
contents data that should be treated with such enciphering keys acquirable’
based on an enabling key block (EKB) distribution key enciphering key
(KEK) enciphered by an enabling key block (EKB) to be stored in & memory
device.
2. Description of the Related Art

Recently, there is a further growth of distribution of so-called
“contents” data via a wide variety of software data including music data, .
game programs, picture data, or the like, which are respectively
transmitted via internet service lines, or via such distributable recording
media including a memory card, a DVD (Digital Versatile Disc), or CD
(Compact Disc), or the like, for example.
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Any of those distributed contents data is reproduced via user’ s personal

conputers, reproduction devices, or ganme players via receptlon E/Cazgﬂl,.
such recording nmedia including a nenory card, a CD, or a DVD Ioaded I'n-any
of those means cited above. In addition, the above contents data are also
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data, picture a, are indi |duaIIy output Trom a built-in or
det achabl e rec‘gpéf gp ¥aitak reprpeygtiond dgvicesiagame eplayers; rand
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mar ketin wheneve tr| but| n cont s data, onl
restrict ggfpgglgefu@glégs‘%ﬁgpé’fﬁtﬁgr%?g ﬁgq'tqpsre@épgugm hat
unaut h ;)r i attedtpldatal had yét, |ablB©t1nb@r1ﬁﬁm€ b}?RAMn(gQ%.ﬁdbni’\ﬁﬁzééss Meml'__ér?) A
convention cgp to.e saf eguar 0 ensure security
process f%‘ﬂédf;ﬁgtM @%@@tép& Eénf%‘ns@%gapmﬁmsm & yeriety of
practicalddgans to restrain users from utilizing the contents data.

Concretely, the g@gherl ng nethod distributes a variety of contents data
conpri sing ci ph Qudiserdntinstplation &iaathe rgpmdpctlgnadwlcer theeghives,

oni'y |t ndbEeRooh tHe ifiEtatRin IR Suhlhe 1BerBeiso il ctrpBHEY of diveriue e
ci pher ed instrwetion ddhaa dommydted imputsmeztsy 4 ekl V@ﬁéty%f eSelehta @ath
- such as music data, picture data, or programs are individually output from
a built-in or detachable recording medium and then reproduced by a data
reproducing apparatus or via a connected display device or speaker units.

Conventionally, the rights of distribution for game programs, music
data, picture data, or the like, are reserved by corresponding producers and
marketing agents. Accordingly, whenever distributing contents data, only
restricted proper users are authorized to utilize the contents data so that
unauthorized duplication will not be committed. In other words, it is a
conventional practice to establish such a safeguard to ensure security.

A process for ciphering distributable contents data constitutes such a
practical means to restrain users from utilizing the contents data.
Concretely, the ciphering method distributes a variety of contents data
comprising ciphered audio data, picture data, game programs, or the like,
via internet service lines for example, and in addition, it also enables only
those who are authenticated as proper users to decode the distributed
ciphered contents data. In other words, only those verified users are
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2 9 DEC 2004 entitled with reception of the decoding key. G phered data can

properly be restored into practically usable decoded data, i. (19 zaqylr
text, solely after conpleting such a decoding process in accordance W
pr edet erm ned procedure. These processes for ciphering data via a

ci pherin t codi n met hod and t he process
arg convg%ﬂt?? g%g]sﬁn %%@m@tﬂéécpﬁﬁlgkg Ti ousgkl nds in the nethod for
ep here o o “";“‘bne?ﬁ‘;ﬁ el i et M
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. can be secure ap no-di.re unctjon suc
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respect | vaIBHoNCKHE: TR, BOSHY pRRR RriRER bEthaic

respectively genera , & Gl e;?s %@és‘i}tﬁ e
to |h dent idqmmm]d aﬂmyed faf ecipderias s amt ddec@&ngﬂgr@memabhi dat@}hfw

ci phering_an ecodi enera above proce ere is’a
EO cgl I e ﬁ daw%‘i’%%?ag%ﬁ éieé’%% %h%ﬂ?ﬁqf%@%o% ﬁo%ﬂgﬁ}l‘ppﬁ

ased on gireBsin: ri AGEYRS eaccﬁhﬁ?]'iﬁ é’iﬂcrjﬁ i ng
process vgﬁt S é(ﬁar;%eﬁey lgﬁfﬁ% mf]Et;here t algori tE ro gg% q?ﬂ%t%(&jThe
open key QCIN]'P 1Dne%tasxda¢ n open key comonly usable by
uns eC|f|edu Al h t ressed to a _
Spe(Fi)I fic indivi uaI E%ﬁh%g‘ﬂg %%eggﬁﬂgs%ﬁﬁmﬁg thsepg@?‘f‘?& d S
i ndi vi duanphwmgoandendecmdnh[g eprogessbs s capenbkeyseamede by applying a

mono-directional function such as a Hash function based on a certain

pass-word for example. Such mono-directional function involves an .
extreme difficulty to compute an input value inversely from an output
value. For example, based on an input pass-word predetermined by a user,
by applying the mono-directional function and a resultant output value, a
ciphering key and a decoding key are respectively generated. On the other
hand, it is practically impossible to identify the above-referred pass-words
as the original data from the c1phermg and decoding keys generated via the
above process.

There is a so-called open key ciphering process which, utih'zes such an
algorithm based on such a ciphering process with a ciphering key and such
a decoding process with a decoding key being different algorithm from each
other. The open key ciphering process utilizes such an open key commonly

- usable by unspecified users. This ciphering method ciphers a document
addressed to a specific individual by applying an open key issued by this
spectfic individual. The document ciphered by this open key can be
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3 2 9 DEC 2004 decoded solely by applying a secrete key correspo i
this open key wused for ciphering this docunent. |nasnuch as thef ﬁé@ 2001}

key is reserved by such a specific individual who issued the open key, the
docunent ci phered by the open key can exclusively be decoded by a specific
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Fctor di ng TREGFHHIE e secketevkepr  FheoRBARIvS: Skhinier Adimas
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contentsg@aé‘gcﬁ%aog'é glecﬁg& (di 9%51(;3 gnata xcl usi-vely to &vﬁg eQ.'mg
verified pziht))per g}sgers. I@uf(t r,&r{ Xﬁ @@a ‘?%e%ﬁ%eéfc gdune ?‘Zr?lted
initially abgieer sByuwiayeof ntilizng shdabpekdvey of ﬁh?nfﬂ : Ié@@
fromilleg Itl dupl i catyi ng ,cont e%t .datpg.aﬁ?t(g%lgéde iveérﬁgotahgf%c p erlé%lto
contents a)bipe ycht v%rﬁ;}?ﬁf@@p‘?%shﬂgs&& eredr eputeadsqdasacta e  dequdadhd
contents daichukielPYoRERE e @gﬁ@dug,lg??ﬁg%%ng key solely reserved by the

verified proper, users vvherieb)i:l en themto utilize the delivered
contents data K3ynuamaher aof ythes asmtentsddatat disiribetionf gystehheited above

Co L ai ot r ihoy e bpetificiHiaes FIASIING R CRRER et VR irtiriet gnica hnes
contents datvlgpsborage ifa recording htédiurbhsuchieal VoA 509 by Gra§Vhfee
Ut hent | c Sefierie. o speriti cabfghts diey foro flocndiag paghescgapentents. data
o ekt soghvemERrp AR SRR M ol
process, PTEBRBed: Whichdnstially ciphersraich arantentdatatakkyy for gprphrentitig a
Thers ar e panepoantdrofs oGP anBHERRE bontdifts, fafh ftnd W gflivers the
aut hent i c&ipleras) conyents daicaileyngo terifibd isropurt @ge P MRk oCHEEsdd THe
met hod a”@iﬁljfgre(?i Egﬁteorlq;% (i’:fltl,all ké)'rr}%/ %?a%l%’ii’g" such a decoding key solely reserved
by the verified proper users whereby enabling them to utilize the delivered
contents data key.
Generally, such a judgment to identify whether a corresponding user
is verified as the proper one or not is executed prior to-distribution of a
contents data or a contents data key between a contents data provider for
transmitting the contents and a specific device on the part of an individual
user. When executing such a conventional authenticating process, initially,
entity of the opposite party is confirmed, and then, such a session key solely
effective for the related communication is generated. Only after
completing the authenticating process, a contents related data or the
contents data key is ciphered using thus generated session key to conduct
the related communication. There are two kinds of authenticating
methods including a mutual authentication by way of utilizing the above
cited common key ciphering method and the other one utilizing the above
cited open key ciphering method. However, in the case of the
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cited open key ciphering nethod. However, in the case of the 4 29 DEC 2004
aut hentication utilizing the conmmon key, another common key i i o]
deal with an expanded system construction, thus generating iﬁ&@ﬁjguﬁgﬂylﬂ
in the process for renewing the related keys. On the other hand, in the
case of utilizing the opegn key ciphering nmethod, calculation |oad and the
vol une of Awhentsatiammitilizing Huspetmaal feyaagothencommionkey is réguirgdno

means desigab O, f:ui t ' ngj vi dual ' i th additional.
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inventiveqﬁé?gegyg@%?%#ﬁgagggpg%#%¥®ﬁé%ﬂgég% enci phering key bl ock for
controllably and safely distributing enciphered keys solely to the
correspondi ng properly |licensed devices. Further enbodinents of the
inventive data processing systemenables a plurality of key distribution
approval data files each containing a header data conprising "link-count™
data for designating the nunber of contents data that shoul d be enci phered
by enci phering keys acquirabl e based on distribution key enci phering key
enci phered by an enabling key block to be stored in a nenory devi ce,
whereby realizing nore effective nethod of processing contents data. 6 2 9
DEC 2004 In accordance with the first aspect of the invention, there is
provided a data processing apparatus for executing reproduction of a
contents data




froma nmenory device or recording of a contents data into said nenory

- device conprising: an enabling key block distribution key enci ghgrd ke
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~ In accordance with the third aspect of the invention, there is provided a
program provi di ng medi um whi ch provi des such a conputer progr nggﬁ&f%@'
a conputer systemto execute a data processing process Vvia regr ’

a contents data froma nenory device or via recording of a contents data
into a nenory device, said nethod conprising: a step for storing said key
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distribution approval data files are stored in said memory device.




invention. Still further aspects, features, and advantages of the present
invention wll nore fully be known fromthe practical forns of the

enbodi ments as well as fromthe detailed description in refere%c%&&y%@ﬂlb
acconpanyi ng drawi ngs rel ated thereto. BRI EF DESCRI PTION OF TH 1
2 9 DEC 2004 In the acconmpanying drawings: FIG 1 presents an overall
-conceptual schematic arrangenent for explanatory of the data processing
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contents data that is enciphered by said enciphering keys in said memory

device based on said enabling key block distribution key enciphering key.




FIG 10 is explanatory of the process when storing the enabling key block
(EKE) and contents data in a nenory device in the data processin stem
related to the present invention; FIG 11 is explanatory of an 2 %rﬁ%@ 004
the hierarchical key tree structure classified per category in the data
processing systemrelated to the present invention; FIG 12 is explanatory
of the process for generating a sinplified 11 29 DEC 2004 enabling key

bl ock (EKB) in e r d e t
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Tvent i on:d 1 Bousy B pher] Bl SERL i ARt biSh il dbdes
stored in gtbeed qg@g@@lmém)p devicd;lamb data file in the data processing
systemrelated to e preseént i nventi on; kﬁyél%l presents a further detail

of the str uct urd Stﬁp f gXecuteg rendingdsaig stribublomaapPHPvledaimfiles

systemr el i ﬁﬁn

a%/trl but e e lﬂdt(gtig Q{I%f?g\ghf:%@ Qt glé i le@'c%h%ﬁn% tl?oiggéssﬁéds st%‘?n

rel ated tdnapp mab&enwhemumsaub data processing judges applicability of sa1d key
enciphering key previously stored in said memory device, and then, if it is
identified to be applicable, said data processing apparatus utilizes said key

enciphering key previously stored in said memory device.




M5 23 presents part of attribute header data stored in a data file in the

data processing systemrelated to the present invention; FIG ?4 gb né
ki nds of operating node and recording tinme under respective o eg Elg 604

nodes in the data processing systemrelated to the present invention; FIG
25 i I t f t i data in the, dat i t
el ated Lo the prRSHOATAUL BroBing ey atsortiitp b therha ABRecORdager
dat t i 1 il i 2 t {

ol atod 1 @ RenE fgAdbn Brofidle Sioh Hugictif PIBAE GPLIER S SRBIe,
of header Wada varietegpleprogeanncedssoreadallea byanacortespomding damputer.
Pl owcnar t THERHE BCuBEfie fosrtitfoll 6 Tk LBRTOT Bogran piitv B Hbdidin,
processi ng.eydt emayatangtiseoat GB,pa B¥ID, aavMOi, ar; nEtwork $epyisehingesa for

mut ual aut henti cation process applicable to the data processing system
related t E‘?-esent invention; FIG 30 presents a flowchart in the

process for re U &y ﬁﬁ—@qﬁ At gy d e p 410 oY :
related to thepgggsgz?giréﬁl;ﬁe t] pn(:ingciQI déillu%@eggﬁ{r%sag or ng%‘élof&dz?gqlppg l
for approvGeperaftyebaelainonshimkebetwieennComputsr oprograms yandmpreigrasa
to the pr : I 0R; : Fl desi t 3t Of oS +]
the dats pronadilt R i arder ol FEaN PR STEd, TRERGLn b o Pridgt@linéd
present s adimgutbarpragrarheonr acesmpwierdsysitimg Inelo¢hentwdads, by avay of

utilization féuan enabl i nﬁ k

bl Kk KB) i t he dat t
BB R et e T T S ST R BT By arer T

jointly digdgvidisig %eﬂiuﬁ[‘,abbb?@raﬂi% &6k GEKBbeaBdcpRdabih Ehé | éﬁﬁei‘ey
and an exanpl e of “processing he d rel evant device in the data

pr ocessi ngySjeie iV r@lf’)écgqftﬁrﬂﬁ@_g ﬁ&t@lgé%/éeafui\a@ﬁmwnaﬂdlﬁmﬁﬂ?rpﬁ edentical to
(EKB) and oSk WIS G Be all A By R SHchR batien a8hars OF (Hehusehl
a rel evantin¥entiomn.i n the data processing system
Still further aspects, features, and advantages of the present
invention will more fully be known from the practical forms of the
embodiments as well as from the detailed description in reference to the

accompanying drawings related thereto.

BRIEF DESCRIPTION OF THE DRAWINGS
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related to the present invention; FIG 36 designates sequence of an '

aut hentication process by way of applying a virtual nenory carg |}
data processing systemrelated to the present invention; FIG 2791)?6 20011'

desi gnates an exanpl e of a nessage authentication code (MAC) used for
generating inte rit ﬁ checki ng val ye Wgﬁl%CV) usable for the data processing
system rel at ed @Cﬁ?@@#ylﬁ'ﬁéﬁ? g5FIG 38 is explanatory of an
aspect of the HICayeppiseiritseghi b¥erslleOHRpry ] i&fé}fg

3 DAl etepiabic) dnid] egﬁ‘?&hf@ 39

rocessing systemrelated to the present 13
p ) i’

desi gnat eS¥BI3nRAY dfthestaterprogesging GYSmml@edeﬁh?zmnﬁpmn{tfmﬁdat a
I Q S -ent.l on; esl al es

Pormatof oot Fagh & patsthts i beRaR e e A o8 Rigebl it 4P S Sl ind

syst em r edatadised fohéhprdetanprdcessintg systebh GelbdrioedrRNpEese ritliaWehgion; f or

checking the | val,ue in the dat racessi ng sysjemrelated to.the
present i nvent ﬁg EI Brespntss ac sshamatde BHe Ol G dyier itiree
expandabl gtrMGury bt eScpi BESDe : bgh e I val wes
in the data processing @3"%‘?%_ rfe:I at e%é)éfeoss%(ﬁreb%glesen%e%nv‘en 'o%; i\@?ﬁﬁﬁ S
expl anat of§tain thedateqprosessimg systess yelateddodlier pregent inventions key by

felated to t he  ECack MRt BhIIbILE U Boablirie kel Pkl R e B o
of a devidistkibutihgca KBy ofskdybonndhdadat i Hec eghnprovknts r§labaf to

t he present in‘g%{re\t'on;' Fl GB.45 exenplifies a structural arrangenent” for
storing t tedhepresent, ipve and the enabling key block (EKB) in the

dat a processi nFIGsyst tat € 0P Réfh hn A0 AN I 46 |
expl anatory of an agspgfc@tgeglftgt %ga%?%]?ggsgi’f% act%i )rﬂlfgr%maqm%@nggﬁt SE‘EE%%
way of ' uPFoGespey usieg dbeienaliyg heychlo KB(id)fta\eonmmﬁsl kew ik dfebd ik

(5 15 b P B s e e o

FIG. 6 presents a typical format of the enabling key block (EKB) in
the data processing system related to the present invention;

FIG. 7 presents a schematic diagram of tag of the enabling key block
(EKB) in the data processing system related to the present invention;

FIG. 8 presents a structure of the -enab]jng key block (EKB) and a
structure of data to be distributed in conjunction with contents keys and
contents data in the data processing system related to the present
invention;

FIG. 9 presents another example of the structure of the enabling key
block (EKB) and the structure of data to be distributed in conjunction with
contents keys and contents data in the data processing system related to
the present invention;
| FIG. 10 is explanatory of the process when storing the enabling key
block (EKB) and contents data in a memory device in the data processing

.system related to the present invention; |

FIG. 11 is explanatory of an example of the hierarchical key tree
structure classified per category in the data processing system related to
the present invention; |

FIG. 12 is explanatory of the process for generating a simplified

11



[ Summary of the data processing systen] FIG 1 illustrates an exanple of a -
contents data distribution system to which the inventive data zlﬂc "-scngum_
systemis applicable. A contents data distributing nmeans 10 tr&nsntts™a
vari ety of ciphered data conprising contents data or contents keys, :
specific keys for effecting authentication, or _the like, to a data

processi ngnakdmg dey Hedk (RiKBlaima theodassi B Fatém bRtk E8GPReES
t he recei verg co€tents .data or contents keys held in the ciphered
condition,p i %W%t&aﬂi res these decoded contents data or contents key

bef ore event ual repn ' ' 1%c§§§j | -2 .0, 29: 2004
execut i nghT @}jsrfgﬂ ' P%f@?g{?é?gﬁs%ﬁé%ﬁgﬁg% 0 dgﬁggg?gmﬁi%gt ejegjdmgﬁjéggey
data di st ( %&qdﬂad}mesmwy@mwﬂhgd redhe P@sent dnecntios;
via network serpvi E ' vice Lines;or wvi ]

di stributabl e ﬁgﬁ%uﬁnéiﬁg%ﬁgt@chpﬁé %@’%‘Hﬁﬁeﬁ enabling key) @@s@%
(Conpact bhedata mrudessingy systens reliteddatthedpanessiingefeRrs 20 stores a
vari ety of dat gyl dat a r ﬂedﬁns 30 sych as mepory card

i ncor porating ?@rﬁ?rﬁﬁ%&e%ﬁ AgTRITHOR & usitiamh apparetusaaddat a
Nenory meanemyl ; sl r r
funct%/on,:@fﬁ%r a c%%??gﬁzse(%ghng e, ne ﬁ%@%%ﬁ%d@g&g&%%yﬁ%&e&
which is ¥Y¥@#ehered trade name of Sony Corporation. Whenever shifting
data fromthe g ' t he. data nenor ans 30 and
vice versa, a mw@&a@@%%ﬁ%@?@ﬁd%%oé@lﬁ aan}fé{lgr%xﬁﬁgp?@gnﬁﬁ@@&s
are executlesicedn theedata proeesdingisyeterduplated tothepresshetivestaba; and keys
frombeing comy t]f?d. It js also c&ocfSi bl e tg .shi &gﬁﬁ)‘ntents data between
respective apmt sESCFRG Y aa teradgnoe g}&iﬁ@lfﬁéoi(ﬁmemayyof
execut i ngdegidsUiintiHe autd 9%&:@%%3@15%91%&5@&%&1‘1@&@ﬁé@ﬂfﬁ&é’r&i&ﬁ?ces5

bet ween corrpo‘gigi appar at uses. contents data d [ I'ng neans 10
conprises an i ‘N Bresende |4 nechierpatics steticiure bobadatst stugedt dni on

12, 5, AP bkl i TISSECURS AR Bl BB S0HR 2
personal thepressntinventitin -

FIG. 19 presents a schematic structure of data stored in a data file in
the data processing system related to the present invention; |

~ FIG. 20 presents a further detail of the structure of data stored in the
reproduction controlling data file in the data processing system related to
the present invention;

FIG. 21 presents a further detail of the structure of data stored in a
data file in the data processing system related to the present invention;

FIG. 22 presents part of attribute header data stored in a data file in
the data processing system related to the present invention;

FIG. 23 presents part of attribute header data stored in a data file in
the data processing system related to the present invention;

FIG. 24 presents kinds of operating mode and recording time under
respective operating modes in the data processing system related to the
present invention;

FIG. 25 is explanatory of copy controlling data in the data processing
system related to the present invention;

FIG. 26 presents part of attribute header data stored in a data file in
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(Portabl e Device) 22, a portable electronic apparatus 23 such as a portable
t el ephone set, a PDA (Personal Digital Assistants), or the lik Lol t.al
data reproducing apparatus 25 utilizing a recording and repro&cgr&ﬁs&m‘r
such as a DVD and a CD, or the like, a gane playing termnal unit 24, a

menory card such as the "Menory Stick" which is a registered trade nane of
Sony Cor pthadaéa prosesepgsystem nelateddaltheepresentdnvendiotdt a  processi ng

means 20 are r Cy bl.e iring contents a elivered

fromthe cont eg?gﬁd?t']\a/leﬂcﬁéggﬁ?%ubi r%hﬁ@i%@cl ’ég%me&’c}mﬁ%ﬁi €6n Gitandn
such as arespeutive data biscks ofa dutaf filnirothe dadatgrocesSiers 'slwn{‘?é‘l%%ed%
fromthe data rrermé{m&e ns 30 as cited above. 152 9 DEC 2004 FI G

schemat i calf PIrEPeLy % typical exanple of a process for shifting
contents data. ' eﬁﬁg@ | r
shifting &ont engg%d%??%r%%g@ ?&%@h@ft (%:%rrput rrb%%’s f‘gr P‘gg&g@& %%levant
appar at usdatwinihe datet provgesiny syetesnaelated fwetlsopadseronipmesitickO

i ncorporates a (ddar ] and_al so_such chanism for internall

| oadi ng an ext al%%ﬁ%ﬁ%eai Eﬂﬁ@ a t}l%n@ga napmssf%ﬁ’p]gﬁkéﬂﬁl@ ¥I‘F‘li‘ne
per sonal datwptreceskife egstdia wiatmt tethe pras¥at iien@bnnet work service

| i nes such as ' ublic tel ephone circuit |ines

| éer et service, lines an

or the Iike. FEE exﬁ}rﬁr%?enﬁs filgl%g]ém tmtge praseps fen repredugimgerelevant o
receive { bAG L4 LAt 11l d prograns
Vo a et U e atdinbbRiintd SFiteRy SLRuEE & o Py RV Bor Bt
provi der (not Ehowdl presemts agfarmnat ofrdatze file fonramidviftedistributiodist c
Di stri buty - recej ved .data as required, before
dei 1 ver s Thin §BE A8 el G500% svte bl FElAIEH 5 I Cn{e;
receiving a cobl@nt32 debigndtee farsemsdt eOFtBredr dAEY iﬁX%é’FcPd%aagrocessin
aut hentication proce d a noney levying process as required between gd
host conﬂ%ﬁ%%%%i&&?ﬁs@@tﬂmﬁm’ Further, the personal conputer
100 al so out | [ . at a

PUFBG 38351cb 196 HSHRHESE BE YRS pibfeds I Mediil¥ Rl ad{igafl

reproduci ng apparatus 200. The storage device 3(
unl oaded ‘ﬂﬁdﬁ'@%ﬁzétl@@t@f an epabling kgy Apek AEKBR 00 tha datalmroeessiteosy skenpr y

Stick' beidlg SEﬁPFﬁg'ﬁ%S@I{fgiﬁV&ﬁ%ﬁfHed trade nane of Sony Corporation

functioning i
FIG. 34 presents structure of data for jointly distributing an enabling

key block (EKB) and an authentication key and an example of processing
the data via a relevant device in the data processing system related to the -
present invention;

FIG. 35 presents another structure of data for jointly distributing an
enabling key block (EKB) and an authentication key and an example of
processing the data via a relevant device in the data processing system
related to the present invention;

FIG. 36 designates sequence of an authentication process by way of
applying a virtual memory card in the data processing system related to
the present invention;

FIG. 37 designates an example of a message authentication code
(MAC) used for generating integrity checking value (ICV) usable for the
data processing system related to the present invention;

FIG. 38 is explanatory of an aspect of the storage of integrity
checking value (ICV) in the data processing system related to the present
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as the storage device 300 incorporates a rewitable sem conductor nenory
such as a flash nenory. As shown in FIG 2, whenever processing 1£

shifting data, reproducing data such as nusic data and pi ctur tQEC 2004
recordi ng data and duplicating data anong the above descri bed personal
conputer 100, t.he, reproducing apparatus 200, and the storage device 300, a
nmut ual aﬁ?%%lﬁ(im@atlon process is executed anong data shifting devices,

ot oot " ST EICHaAI ChAR 8! RETEM of S qRerRBRbA LR Tl &%Qﬁ%@\éﬁm
di st rijbutV de U@)ﬁﬁ@ stad aderogessingheystenk rekrtedcto ﬂhmpﬁesmng:axmntmm of
i t t
ot er 100 -haeh 42 bl S ARSINSE O bl Sl e stoniti Lhe BEN Shhee i
ot |r§pr§i§“§f’?"’gmpe???“”?é'?ﬁ”ﬂ“ﬁmmﬁ‘?ggﬁﬂW""‘%@Pﬁg”é‘?‘ée % e "em”y card for
g i pgr |b ng the Egﬁt 6411: pragents ?%ﬁ%‘@cﬂ fare e‘ﬁ@n&:ﬂh%t G;ﬁt\?ialigﬁankﬂ;e data
t
Conet 'rugii.’%ﬂce}%?ﬁ&%gi SEHLIRIAR APMhe Brbacht thvdhtln’ 2 o o K Ll v enanl ¢
to ﬂl stribute FdG. )qplanaﬁoiyoﬁmgeq:'me%%s:ﬁa' gendraiingexipandedis NIQ[(%
- t 1
i bher Rgv%zfeﬁ;es BRALF saidcESs J0R Ok Ehe exindiSi MAC Folasy Ve thontiata s
ot o, el T e L R Y ot bion of B1G 3
refspect hvel y dEI& gg% éslfﬁﬁ?l\?#@{!i‘aw v@@e%SEQﬂt @gﬁbel querﬁgp foreaeairing a
‘ol ovant Cf?%?éﬁ??%a or ex%ﬁ‘%f‘go GRDSHEIRY BCIEYRRR] Y thicdata |, o

a contentﬁfméﬁmgﬁjlsiiemd‘am}a drtepthedpresemt wentmn;l n ot her words, each of

ospecti ve con it &% ifbEo U GRT L PhechRiutin i A fenige it bl Dip)

stage or usedfm'the dat@fprdeéssmgssyist@m mlat@ilvcf: ﬂﬁé WreBent agvOnoAl at a
certain tine aﬁtér he man cturlig‘glgro ess or dellvery froma factory,
each of those e;ge;intp c mengdar sdormg theeewide om

own | eaf key dloaleCDHB) bt Ehethablity 18§  block (EKB) in the data processing
system related to the present invention; and _
FIG. 46 is explanatory of an aspect of the process for acquiring a
contents key by way of utilizing the device key block (DKB) and the
enabling key block (EKB) in the data processing system related to the

present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[Summary of the data processing system]

FIG. 1 illustrates an example of a contents data distribution system
to which the inventive data processing system is applicable. A contents
data distributing means 10 transmits a variety of ciphered data comprising
contents data or contents keys, specific keys for effecting authentication, or
the like, to a data processing means 20. Then, the data processing means
20 1itially decodes the received contents data or contents keys held in the
ciphered condition, and then acquires these decoded contents data or
contents key before eventually reproducing picture data and audio data or
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conprising |eaf keys of individual |eaves in the hierarchical tree

structure shown in FIG 3 in a predeternined nemory. The referéh DE@;IZ@[E
KOOOO to K111l shown at the bottomof FIG 3 individually desi gnate
| eaf keys allocated for individual devices O to 15. It is- so arranged that

t hose keys 11 describ t the ond node fromthe

bot t om rank§rgg{slpe%{ avkg%%;e%g (gtlprmde £ q ‘iﬂf betweencthe eontents
in FIG 3, data distnibhging hecdew E@aﬂhd JBg‘gxﬂ Y

node keys KOOO KOO, KO, gan . KR e 323%% 'S provi Wt 8alskl%)’ge Qlte&d

K0101, K010 Vikdetwark sexvies SUG Vi entermed ﬁiﬂmﬁ@éﬂm& ohvia déstriBias:ble

gé\llileesKlrleﬁgﬁlrgJ% omO to% aﬁ% ye @ﬁ%ag ?%%\eg@t rggﬁg} h %%Eq#]isé%s

4 stage co@&@h@mm are 17 29 DEC 2004 symmetrically baI anced in both

‘J'm'h{  more devi ol BRPRLRIRE Riear 4T stBray et varicir obdaprni andatal
Struct ur e shoan 11 £1G. 3. f“’.‘ﬁ%ﬁ?ﬁ?ﬁ é’?ﬁ?ﬁﬁv‘?@% PR h SEobl Foang

a variety SACRt & \FF]@&OI'X:@ dhe taemmongnmmimaf:’ﬂ‘lﬂidldd@@
such a ne car z p as detachable
flash nemn?l;&laéD@lgﬁlgw or aﬁgﬂ#ﬂt‘% &B}iec‘im Fgﬁm @r 3 oncrete

gddl fj i on, tmplél m@ﬂloawpmt emtsd nmcludes\a ENEe ey m ﬁﬁ@kbewmﬁ@ﬂ 'ﬁ@#gis@éfé/d
ased on 0 st en eV|c i catign services o

di fferent tg%’ (?shah:% ﬁxgpyc pr@ 18@' smeg]@y@r $ %dﬂ%lﬁ.‘@m\the data
contents c[aracess nieqinzg 202 BRLE™80t LR ent

i nventi on. q Hm:g stemin V\htlécgﬁ%l%%ﬂﬁ gtﬁgrﬂ&&deﬂ\}l cesnggd appl Icat %%@ &e

jointly edd e gﬂm@amm%ﬁﬁsandt aiphe rdﬁyuanSQarbeﬁbcuﬁﬁiﬁb
ot ot Poq et UapuRHoH AN SHAMEHSS b UaRbE] 'Piac AR Helachim o
exanpl e, &% .phering process, a provider delivers the ciphered
oo acar ooy 387 e SR B0 Y T R bebrone Skpoctiv
a 2 o';nk;ﬁ { ) Wﬂn%a%chﬁdé@ dndfid 486a PrbBEESIng MZ@WVJ&%} at Sgeéﬁtmg '
pay a mutual authenncatmn process and a data c1phenng process between
component apparatuses. .
The contents data disi;ributing means 10 comprises an internet
service line 11, a satellite broadcasting station 12, a telephone circuit line
13, recording media 14 including a DVD, CD, or the like. On the other
hand, the data processing means 20 may be a personal computer 21, a PD
(Portable Device) 22, a portable electronic apparatus 23 such as a portable
telephone set, a PDA (Personal Digital Assistants), or the like, a digital data
reproducing apparatus 25 utilizing a recording and reproducing means
such as a DVD and a CD, or the like, a game playing terminal unit 24, a
memory card such as the “Memory Stick” which is a registered trade name
. of Seny Corporation, for example. Individual devices of the data
processing means 20 are respectively capable of acquiring contents data
~delivered from the contents data distributing means 10 via a
communication means such as a network service hine, or from other data
processing means, or from the data memory means 30 as cited above.
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charge on the use of contents data to a provider or a financial

organi zation. On the other hand, such a related party normally kM
and transmtting data fromand to individual devices such as a Zfﬁjmg&ﬂ{)’r

a financial organization designated for settling accounts executes a
process for transmtting relevant data en bloc to the devices 0, 1, 2, and

3, correspondﬁl@-tB $Gl‘eerflaticaﬂin' dihgstrates! ef))typ#aledxamﬁe ﬁ(tfomﬂpmeﬁb%'of
as a sin [ u : ere are a;plurali of, suc oups in e
tree st rgb&&a’ggﬁgﬁﬁsﬁﬁ% ’gﬁe Csﬁegl Pbﬁa‘f%dnpﬁmybmp e?e%c@?%&fﬁ@
and tranfor shiftihglebaténtyrdasd donedh hetsanadeaumpateda00as Peaﬁﬂﬁt?dih
data provider or nanfi al organi Zati;on functions itself as nmeans for
di stri but ?‘H@’%g‘é%;é@aﬁ& hsteeee & r¥).noddek pprsonal ceoaputeys 108y
i ntegrall | b ralli . . :
lAI t e?nat [ %té(?ﬁpoli'tﬁﬂ%sg aa'@g Qﬁa@i SD%E}C%E@EM %g&gb%g&tggﬁgﬂ%%hefoﬁégﬁﬁﬁaﬂgt a
gi sftributg ; elapenmhmmmorynmdlp:m' l\sud:érl' aﬁa@l‘)‘ma@m, fofgﬁfahz Id. on
esignated formqgettlin ccount ma exchangqi a variet at
vvithgi ndi vi dua%é%%ﬂq} %ﬂPPi‘Fr tnlﬁ C%E’@ ‘R%%e&ﬁag‘i%% Waéafftyy Betwarkne
event if séevinedimdsesuch aklntbaast sa¥icd nﬁ@é%ﬂ&gﬂﬂﬂ @g@ﬁ@ﬁ ch%gi‘tpﬂﬁbéng
r, or

process is e ecm{gd Ei;/ t he ke% control ling cent e relate
provi der, OBrt}BSy e AEragRylpaticinpossilaforathe persenalscoppartent100 dm

0, 1, e 5oy (ALY DA, IANTHE Bt e BT YR, PREE ahiSRiRms

node keysvko(®d metwarkl scvidy liwy from ua i hogi ngmpeterwdsvied bpnausériios

> Comon_ BERYids? (BRE Syl fudkBintiny gBES SR Nal U CEncerdimic i
commonl y Bisiribatienke)ar®@Othdseldecade theopeasivadidatal asi $o gg%gb'tgefbfe

common to the devi . and

2w t houllSRURT (g AeRaapileqataruia BE, TopyodHging annamatba: 2hg Wsme

Chc (K00, kg D CoRBALS A8 SOB s RN, PN il e

storage i Aubhenticatipngprasesamndiai myneydevyingmprocese akapqiiddbbtivbyn a

| ndi vi duaj, deviGGiutht SRR 578! §&ridg provider. Further, the personal
computer 100 also outputs a variety of data received via a CD or a DVD to
the data reproducing apparatus 200.

The storage device 300 can be loaded in and unloaded from the data

reproducing apparatus 200. The above-cited “Memory Stick” being a
product and a registered trade name of Sony Corporation functioning itself
as the storage device 300 incorporates a rewritable semiconductor memory
such as a flash memory.

As shown in FIG. 2, whenever processing for shifting data,
reproducing data such as music data and picture data, recording data and
duplicating data among the above described personal computer 100, the
reproducing apparatus 200, and the storage device 300, a mutual
authentication process is executed among data shifting devices, whereby
preventing data from being shifted by applying unauthorized equipment.
This process will be described later on. Further, whenever distributing
contents data via network service lines or a variety of recording media or
shifting contents data between the above personal computer 100 and a data
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devices 0, 1, 2, and 3, to decode the ciphered code val ue Enc (KOO, Kcon)

before acquiring the contents data key (Kcon). The Eric (Ka, K?g DrEg 20011_
desi gnates such a data consisting of Kb which is ciphered by K& “F ef)
in such a case in which those keys K0011, K001, KOO, KO, and KR, held by

the device 3 are.evi den%lg‘% di scIBs d via illggal anglysis conmmtted Qy a
hacker, it CINg APBALRYUH A2 PEEWERPed dAE tTeRrericing apparaiys angr sup

conpri si ngedraeedPonl; - k Idnr S Qﬁsﬁ{% t
the device 3 gﬁal I gg%éli@?e%s gg%@%ﬁﬁ%@%ﬁ%&%’%@&?&# % rea ?@Jétet I's,
§ata dgféYRWéOf(

it is ess@ata ganthmpresarve cpherxog theeonsertx@ataal |
respectively be I |t kays- ) : t).-00 t)10, and K(t)
R, and yet, it[%eaﬁ%ggg‘ﬁ ce@gar&y ;%uuﬁgréwi‘%géjs&@:ll#&ngygﬁe%nd 2 of the
updat ed ~ keys. Refierrchgr ﬁowert_oK(RIFIaa, o@sh‘gai%ehicbmek@ﬁ%ﬂe@y céiffi@ﬁtu%ﬂiofﬂ gy
generation (t), of ;the preceding key Kaaa. , Next, the process far |
di stri but‘ﬁ%%cﬁlﬂ%‘itt@zowgy’%@ﬂo@g@m%‘e G EysiRmM 19 @fg‘fb@@a%’g@@ﬂﬁﬁ@ﬂbm@ﬁiokey
is solely e y b [ u I o] | S I
data cal Iteléiﬁ(eggébﬁ‘iglﬁlg I!%%ﬁg?gcgfé %%B)%%\Aﬂem}ﬁerﬁ%f %ﬁp’é TB% ?I?T%r%legmmé
servi ce |abevercitedacentantgedabaalior exatnple, rutitura varidty of eiphexing, keysand
2. The e I I i ed. gf such L pherni keys .for
i str buc kg Bk ponbEnr, date 0P R dfils srateBts fabe cif dimets
g b o e ot pock (ke
enabl i ng key b0 may gl so be called thHe key renewal bl oc :
The above-r ef ghpgﬁfe&’ﬁﬁb%m%é@g? @Itec (S@(Eynsﬂ‘fomei)iwtm@f perigongof Ffprd ses
such a blﬁggp ' Uﬁﬁh (H%%Fad j FR KAV all
devi ces requiereglﬁglf;ﬁigg\ig%f%f t glno e e%égﬁ%ﬁé%%.ﬁ@h@gﬂeng%ﬁé%dkey
bl ock ( EKB}tasHeracessing sheans, 20 fenowproducing: dndcéxemutingf theranklévant
di stributjd < 0 ration. i t'nin th evices 0, 1,
and 2, srGHtelBEHAA, A IIer IhbOE AITRES M diidhlaiy, Coh Bt Y @tents
appar ent da b;ﬁilﬁic giavfhavem_ 'dlmeg;@ @vch dl Blgs pﬁh@f wedids, ?BEH ef éﬁdﬂ?&%ﬁh@”
of the regnewa ode. keys. i ngludin t . K(t) Q, .an t). R er eas
The dovi CBaYeR . s Biciakhid] #1ge SruttdreciomPendngs tRApSDORHP FomNGNi 1)
001, K(t)d#¥h rdfodibing@eMéd) R
During the manufacturing stage or at the time of delivery from a
manufacturing factory or at a certain time after the manufacturing process
or delivery from a factory, each of those devices 0 to 15 stores a node-key
allocated for a node from own leaf to a specific route and a key set
comprising leaf keys of individual leaves in the hierarchical tree structure
shown in FIG 3 in a predetermined memory. The reference numerals
KO0000 to K1111 shown at the bottom of FIG. 8 individually designate the
leaf keys allocated for individual devices O to 15. It is SO'arranged that
those keys KR (Root key) to K111 described at the second node from the
bottom rank respectively constitute node keys.

- In the tree structure shown in FIG. 3, for example, the device O is
provided with a leaf key K0000 and node keys K000, K00, KO, and KR.
The device 5 is provided with a key K0101,K010, K01, KO, and KR. The
device 15 is provided with a key K1111, K111, K11, K1, and KR. The tree
structure shown in FIG. 3 comprises 16 devices ranging from 0 to 15, and
yet, the free structure itself comprises 4 stage components which are

17



As. shown in A of FIG 4, the above-referred enabling key bl ock (EKB)

contains a plurality of ciphering keys. The ciphering key at th Hg
rank corresponds to Enc (KO010, K(t) 001). This corresponds to 21? thﬁolf

node key K(t) 001 ci phered by the above-referred | eaf key KOO10 owned by
o deoodeSTRIE HRE LD ApcAce BytAdliapetingst h dmé%‘émiﬁﬁ'aéisc?@;sﬁ?%' e
001. Furt al s

5 e et o T R S B M B ettt

o pher i ng. ey Eet b R deviees pioyRid BOF BE fihmistsibudnelionmegnd 1G. 5
upper nost incorpoghtemsich A d‘evfdeGea bﬁ“dfmﬂﬂnﬁ rﬁﬁ%{?ﬁé&% c@r%pesponal ng

node key K(t) 0 .and the ciph key Enc (K(1)

to the upmmrgamﬂg%mcq) ganedigingludingrsiigh azogoonyneatch deV|
K0000" and® Poaln ol Has ﬁt‘?%?b‘w g%old‘?tﬁ‘?ﬁgg’éééhﬁé%eﬁ%% PN fﬁ?@et
and t hus, onrd WK tMog )f@r eaaadnpilet) Iﬁlatcbiltmylaiethé offeapsihenidh

d 00 pectlvel decode
P ey o cd 18 R e AR S50 B 08 R ot PSR e oo
upper nostandnk ph@:mﬁonrse%vﬁfeslzbﬁdlﬂeré@hﬁkﬂ@&e aﬂ?é“}ﬁbf@%é}ﬁéal ffk&g @5%(
00. The dgvi é‘go and, KO00O1 further decode.the ci er| ng nc (t)
0 and K(t 1‘0)0%%}18 K8hdoh geembants OF afipharng ikeys os Awidlized
wher eby regBRehi }/I%M%ﬂ&@g!réé ﬁﬁ%e ! ted node key K(t) 0. The devi ces
I'p

KO000 and 001 turther eco lering key Enc (K(t) 0 and K(t) R
corr espondi ng ﬁh@esys’fmnnmtw ahmmmet;noﬁ dévieeS add applieddions are

[ d (t I,n th It 1.s
hosni bl o IPRIIP-EHFERL 4" S A Fhat il mweydgm'sf@%ez,um &
i et o il ST i SR

f t1vel Ssi gha absol u
f\egf ﬁ%@@ﬁﬁggée ?Hﬁﬁe%ﬂ? g an idenfacal seenndéng tmedaumw t

node keyse}@rhbl@ e K(4) ciﬁhermg process, a provider delivers the ciphered
common contents data or such a contents data key commonly usable by
individual devices to those devices encircled by the dotted line. In another
example, each of the devices outputs ciphered data related to payment of
charge on the use of contents data to a provider or a financial organization.
On the other hand, such a related party normally receiving and
transmitting data from and to individual devices such as a provider or a
financial organization designated for settling accounts executes a process
for transmitting relevant data en bloc to the devices 0, 1, 2, and 3,
corresponding to the portion encircled by dotted line shown in FIG. 3 as a
single group. Actually, there are a plurality of such groups in the tree
structure shown in FIG. 8. Such a related party normally receiving and
transmitting data from and to individual devices such as a contents data
provider or a financial organization functions itself as a means for
distributing message data.
The above-referred node keys and leaf keys may integrally be
controlled by a single key controlling center. Alternatively, it is also
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correspondi ng to an upper rank of the key tree structure shown in FIG 3.

If it is necessary to renew only the node key KOO, by way of apfl i t he
enabl ing key block (EKB) shown in B of FIG 4, it is possible cg‘j]gc 2001,.
distribute the updated node key K(t) 00 to the devices 0, 1, and 2. The -
enabling key block (EKB) shown in B of FIG 4 is applicable to such a
case i n wallowableeto ommilsdet me%gecdmhand;stm ByneRas ore thgrggiag; dfsa

di stri but ed. . concrege ex at thos«andng| ces 2, and
3 of suchPX° p Bnd r a)raa 1<P1i1n esignite rese@hngqoﬁtmomﬁ;m y
utilize aneenridiv ekeh djﬂ@ Rk &L @rfﬁ{ nts.
data key II%(t) cosﬂnel n gf(}monavmt Eg%gﬂﬁa'tﬁ%th I'n tm&%la psﬁtsc? %EQE

key K(t) Bodgpeeyeand blfw deaf k@ﬁré kép tkoevent ofitibe node keyher thy lestkay

o ST O oSy R i,

conj unct i con gheentﬁiblomgsﬂee)telﬁtedk Hroiilers heivby Nt alelafdds

result of this.distribution process, such a contents data key can
di stri but CBHIZAOY At 2 that can not be decoded by those devices of 21 29

o Sho Sty s o e PR, O
char act erabeye apfanyedg threg devigeserQt g and 8 i iricladedn inf a hereqebhieg
ronent v naltl, b iged 'ﬁtﬁ[ﬁo@?ﬁfﬁﬁﬁ%k@w%ﬁ@emﬂeﬁ(@a. B
the (EKB)Gf ukilizing phesande leicRommprntiense exeaoiae, bt B peyiible %\A&M@gr has
recei ved dat a ;En nd ( ) ci phered froma pdat.ed conmp
cont ent s BRERVIRE tﬁlecgﬁ%s (gpiy?‘ﬂé &( (31 senyRoBempieatsrkey forexsmple.
350 the (ke ?ﬁ%ﬁ% SR o EP RS S canTIGRYY MM HERECER 1900 Besltnd
medi um Gorfgrdests kewiis isxpapsible de natallasuakeaicontieints ]mgssaa@ydbémg
P M IR LI T
stored i rbjawajmxfdham ’filngrma,raiue EnddKG8, Ko6A) poriprdsiniya rﬁatv@rc@@ltéﬁté he
device 0 ]kéf’ Weon? 11\:’)\ﬁ¥reod te' tn'o?i% lscg;? rk&B fS)Eﬁl(-)} d%rv(l)geessa 1, and 2, via a
network service line or via storage in a recording medium, using the
common node key KOO held by individual devices, it solely enables the
devices 0, 1, 2, and 3, to decode the ciphered code value Enc (K00, Kcon)
before acquiring the contents data key (Kcon). The Ene (Ka, Kb)
designates such a data consisting of Kb which is ciphered by Ka.

- Further, in such a case in which those keys K0011, K001, K00, KO,
and KR, held by the device 3 are evidently disclosed via illegal analysis
committed by a hackey, in order to i::rotect data received and transmitted by
such a group comprising the devices 0, 1, 2, and 3, thenceforth, it is
essential that the device 3 shall be disengaged from the group system. To
realize this, it is essential that the node keys K001, K00, KO, and KR shall
respectively be replaced with new keys K(t) 001, K{t) 00, K(t) 0, and K{®) R,
and yet, it is also necessary to notify the devices 0, 1, and 2 of the updated
keys. The character K(t)aaa designates the new key updated from
generation (t) of the preceding key Kaaa.

Next, the process for distributing updated key is described below.

=Y,
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Identical to that is described above, the device 0 generates a node key
K(t) 00. Further, by way of decoding a updated contents key K

appl yi ng the decoded updated node key K(t) 00, the device 0 ci &u@ bE@eﬁGU&,
updat ed contents key K(t) con by applying a |eaf key KOOO exclusively

owned by the device O itself, and then, in order to utilize the updated

contents ey 2l afokeyaisrsalely t%%edcbyompr(é defliverimd eswch L@dm&l@

Format - of Copmiasing RRode Yl %H@P%%%%Qwhﬁw%%@@ﬁ?@a& 3B AR’

'(‘é‘,ig i fy| 4gtoalaememvo&'krs@i®3¢:@ﬂﬁie g vleersfsaﬁgeohltme@a ggﬂsxtlé&mrﬁ'ﬂf%he
VEr Si nco s such.,a fun esi ghat i ng
corresponai9 CPe 1at1 &Wiu% g’tﬁw g & erleﬁéﬁ @@3 isdepmipogedhel buckst

EKB and t §5es,% of tihe
§1| er?atrchl ?:al gétsﬂr‘%? %ag}ﬁfsitm eV| ce ﬁta%éd tl n%ﬁ @%@%%%QE%PPHSW y
bl ock (EKB) indi :ajvbatﬁaar cdmtatutpngnt t663 stonetrareosHswio in UETGa 3.
t f d data rtlon LNt nabl i n
b ock (K %ﬁégﬁaﬁr#é‘@ﬁ% S Rl (B5B) 8 880,00 ailed. o epnecnagal’
portion. Blc@ﬁm(KlRB)pm nt er de5| gnates the signature position. Data portion

606 stores suc ta co |ng cj.phere ode ke s.to be updated. For
exanpl e, the d'i’bﬁ ﬁgﬁ?’f?é'ﬁ Q?@% sﬁ%ﬁ@ngﬁé@étﬁ )@Wnrlelléteﬂmﬁ'rtfhe

Egﬂgt?gngﬁﬁg'betmeen cip Igggéﬁﬁﬁggﬁﬂﬁﬂgﬁﬁg%%ﬁﬂ% KEE s?@bgénﬁ%%? o a
portion cdBseneevicasy reqﬂmngngenawaﬂiltﬁ' the nbderkbysfawe [mmemdablg t &hé s
Koy bl ook bRl BeChISel SERORT bBBwsf S AREITG O, ASholss pidh iblochadata o
This dat afommesdzsﬁwndﬁtﬂbd détmﬂl\/rhodél Kéys @f tHG gehierhdion t‘é‘bgﬁ th'id'“:h
op- node detices d b qﬂ%s%%gériﬁé‘ Dowb & the i p?ééénﬁwﬁ&is%ﬁﬁeﬂéﬁatyh?s
Fhre ConcAsoBs AR RRET FIG. K8 the Aedialy 10U U HRSDAAGRNP YeliTind §
posi t i on PYOVIAWILPEthe aenestalleynode keysdmeluding K(t) 00, Kt 0, and K(t) R,
whereas the device 2 requires provision of the renewable node keys
including K@) 001, K(t) 00, K() 0, and K® R. -

As shown in A of FIG. 4, the above-referred enabling key block (EKB)
contains a plurality of ciphering keys. The ciphering key at the bottom
rank corresponds to Enc (K0010, K(t) 001). This corresponds to an
updated node key K(t) 001 ciphered by the above-referred leaf-key K0010
owned by the device 2. By applying the leaf key of its own, the device 2 is
enabled to decode the ciphered key whereby acquiring the updated node
key K(t) 001. Further, using the updated node key K() 001, the device 2 is
also able to decode the ciphering key Enc (K(t) 001 and K{) 00)
corresponding fo the second lowest rank shown in A of FIG. 4, whereby
acquiring the updated node key K(t) 00. In this way, the device 2 serially
decodes the ciphering key Enc (K(t) 00 and K(t) 0) corresponding to the
second uppermost rank shown in A of FIG. 4, and then also decodes the
updated node key K(t) 0 and the ciphered key Enc (Kt 0 and K& R)
corresponding to the uppermost rank shown in A of FIG. 4, wherehy
acquiring the updated node key K(t) R. On the other hand, in terms of
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in (a) of FIG 7. The next data corresponds to Enc (K(t) 00 and K(t) O0),

which is at a lower position shown to the |eft -of the precedi '
the hierarchical key tree. Wen the above data is present, ta?gﬂﬁc 2004

becomes 0, whereas if the above data is absent, tag value beconmes 1. Tag
S arran&gd_to be a L (left) tag and an R (right)- tag. Inasnuch as data is
present tdevices! 800 ahd IMEOhpstodiatleeyEnKOOR( i3 Aot Kidcdlu®dd flen! eht

Upper nost R Rabl Ebjectrani e okt T Tl Siand Kl B hes anaicbas'
provi ded ¢ RehagmblBer6dy KeyfsT Mn S ofhd@ iRl raavi@ag eeﬁo%ﬁd;gggggofy

shown in (c) of, FLG_ 7. ' The dhove-referre IS provided [n or

dt
speci fy akasiactyyely desade shecinherimmnkey s (KRPGgnd KitheOhcarmespbndahgkey

" d i q ;

L1 e, o116 DRE-AhIRE i BLRLERE G LR OIS SRR Ret Hn

is so arrnode e@th(t)aOQ,ual posit:on of ci plherl ng kfays st](c)re;:l. ﬁszqﬁt at ﬁ:n
[ i fi ' , ace of, i

above-referred Thadaxcen ﬁmaﬁdiﬁ'O@h'qu%éer%@@p@fm Briogikey Enc

[ ; |

bl o TR (randCREe) O doRepbAfiY bR §edfhd SAnk Shadn i A6 BIES 4

Enc (K (tWherehy mespectvely eoquinng(thg updatedingdy ey K00, Efhe(devices

apni vi ng <PRR0 RS FRRRL it Bhedda the b REREY BACIRON L KOB) ™

i ncr easescoraespondirg tot the uppedrmistabhekt showir iize A ushFIGeng! Rvheadtsy f or

i i ' j. k [ i ) th hand, . b of
i1 21 ngroRectiteh i dheaupaateAdaeaakey (R0 dBsi dAnthif, waY ut is
Poys. by Aeiietorithe foves ) 1, Guld %g?’emd%ﬁ%@%?@cggzﬁnﬂ%% Upllated A
of yt heyeag@%fﬁyﬁgcak@?glm Q(EkBK(t)SOO,f Iﬁ@h@; K(thBd Heidew slﬁi;:gngh;’u@gaf ;

[ . a Xef S av
Che enabl o B ehy et By EE RS T PR B Rei St 35
dat a pr ovkejer usablt asithe detodimg keys.
It is not required to renew the node keys K(t) 0 and K@t R

- corresponding to an upper rank of the key tree structure shown in FIG. 3.

If it is necessary to renew only the node key K00, by way of applying the
enabling key block (EKB) shown in B of FIG. 4, it is possible to distribute
the updated node key K(t) 00 to the devices 0, 1, and 2.

The enabling key block (EKB) shown in B of FIG. 4 is applicable to
such a case in which a new contents data commonly owned by specific
groups is distributed. For concrete example, assume that those devices 0,
1, 2, and 3 of such a group encircled by a dotted line shown in FIG. 3
individually utilize a certain recording medium and require provision of a
new contents data key K(t) con in common with each other. In this case,
using a node key K(t) 00 updated from the node key K00 in common with
the devices 0, 1, 2, and 3, such a data Enc (K(f} 00 and K(t) con) generated
by way of ciphering an updated common contents data key K() con is
distributed in conjunction with the enabling key block (EKB) shown in B of
FIG. 4. As a result of this distribution process, such a contents data key
can be distributed as the data that can not be decoded by those devices of
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organi zati on being concerned. Such a device in receipt of the enabling key"

bl ock (EKB) confirnms via signhature verification that the recei [
key bl ock (EKB) exactly corresponds to the one duly issued by ?@vﬁﬁbzgm

proper publisher of the enabling key block (EKB). [Distribution of contents
key and contents data via utilization of (EKB)] In the above-referred
pract i cal CRamngraps Heclpdirgtheiderder don, an exanple of distribution of

e cont ent s i SBRMOSBY Sai b L AR AR M O8la YD) Mae
1o e ot g 4 0 it
content s Welefistetnthe drabiing Een BlncE (EKEE Bnis Morpokelys Ve peied oy
means of édﬁeﬁ%é@iéy”K(&%gpgﬁgﬁch%ﬁ)om@hﬁ%8 Sdiflondihg to8rdesi gnat es

structure of indiv structure “shown |n a) of FIG 8, Enc

(Kcon, cont ent siPistmbesioneebemtents kaycavailing af thedf#B)Ing such a contents

uch & data combCr el ?f%“%@@@% SR ok s WL ST A N PH. BTRINER Res

g 6 gher i ngré(ey\éé&;datﬁnﬁlnmdﬁ%(@ ORestnd4KEL) CIPEC 108 eﬂfﬁl@%{ﬁ Ell< L@ﬂhtéﬁ@mﬂféé@
corre on O S a ala CO r.1 si contents I pheri ng ey
(KEK) ci (e %yk%éx@) ¥ anabiing, R’g@yBSb%@n eRanplg [F ithprogesfetot he

K00) e?ﬁim%@?%ﬁé‘?? H’ﬂg%’?%y“ FEO) eI ut300H & Soflent ot b &y S RO
(K000, KoBls E@l/showm i Biaft émtsmckme yilmheIV@d m\a at mdmg key

(KR). i g | ch uralit
Con ent s HSCAEY, SCBLERR IS SEBMBITESInidH o Fad'fiuBith chftdet data,
LO i ndi wciphlelradlhy apphyiag thee(EKB)lis Eonvéﬂléﬂ Hﬂﬁﬂl&@ﬁltems ﬂd@;ySKKﬂ) RAnOf
structure, SO posiﬁ,ﬁ%eéﬁ]o add g é ta designati n nki
desti nati on toABesal'I“P‘ﬁﬁeHl - (’ustlggB E?K GorgesR 2eeuEsian
direct!y @eeH g’ abordPRhl & dbecbRdindE BeditE) andl LnAbdkdke) K@b@- previously
stored in the device O itself, by way of executing such an (EKB) process
identical to that is described above, the device O generates a node key Kft)
00. Further, by way of decoding a updated contents key K(t) con by
applying the decoded updated node key K(t) 00, the device O ciphers the
updated contents key K(t) con by applying a leaf key K000 exclusively
owned by the device O itself, and then, in order to utilize the updated
contents key K(t) con later on, the device O stores the ciphered updated
contents key K(t) con in itself. :
[Format of the (EKB)]
FIG. 6 exemplifies a format of the enabling key block (EKB).
Version 601 corresponds to such an identifying element for designating

version of the enabling key block (EKB). The version incorporates such a
function for designating corresponding relationship between such a
function to identify the latest (EKB) and contents data. Depth designates
the number of stratum of the hierarchical key tree against devices as
destination of the enabling key block (EKB) being distributed. Data
pointer 603 corresponds to such a pointer for designating position of the
data portion in the enabling key block (EKB). Tag pointer designates
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FIG 9 exenplifies such a structural arrangenent in which the L5 contents -
key ciphering key (KEY.) is converted into an updated node keyaz&mwmlt
via renewal of a node key KOO shown in FIG 3. In this case, t

a device 3 is revoked via |eakage of key for exanple in a group encircled
by a dotted frame shown in FIG 3, the remaining devices 0, 1, and 2, can

i ndi vi duapbgltamqmﬁ the diatge postiodat a &gnﬂurefp@mﬁbrld@ghams ctheosrgqmme
t he enabl Bgltlé%t% bl ock (EKB) shown in (a) of FIG 9, such a data
conpri si ng tents key (Kcon) ciphered by apply| ng a. contents key

ci phering " key Didtakpartion 6D60&brédeuwehindab cempti éc@eﬂ“ﬁ%@k@?&%
conpri sin nt ent data Ci hered[cfy appI yi n% a con ts con

shown in g@ B‘Eaiiﬂ K/e&amrﬁer theidada. port B)IS Obastotes 61 Dmcm}mmsg yan
the part Péla%@&tﬂ%ﬂe@@a@&n@ﬁ@%ﬁ%ﬁ%n f FIG 9. Initially, the

device 0 acquires a herlng EK = K (t) 00) fromthe
recei ved enabl Tag Reytidh &GO7 kigmgnaltempmsztlmaﬂ Qelatlbﬂshi@%@twlﬁ@nt cipheeed

The acqui ABHE e AnrCepEHes fHhrd e dBrA st é8@ Se, uﬁééfépééééﬁs
contents gRFAGY7 2 Yulofer pesvihh t!a?’ @dl)ﬂaed\ C@T@e?'d%ggr@:ég
Q ili1z ecoded

processes, the device 0.Js enabled cont ent

It is al senpyesmple of delivesing the enablingl keythlogk s KB tdescribect emrlsekby
cnabl 1 ng FastRanio (IS 428 A Al ymﬁéﬁiﬁ%% 1Rt pEp s
enabl i ng II'heIQD) oflEIG'rl evitha t@b&mdaﬂuchmm&imaof ﬁodéfwnt@{éﬂ mgven:
e SEeb il DR A S0h8 Lot B ey a0l ) B0 L
Pg; f aﬁgw 48 updatshke tK(tkEVoertekéyﬂ% hﬁb cdritainediin Mi@@%pﬂ%mﬁg T fge t e
 evoked dtan-dede mﬁrw@eyst esodies Kitneln shiseis, éé}fa”“ﬁ%(&é&q@%%ki i X
W15 by et 0 4oL LT B PR B,
contents dn a) oByIlfay Tof T&leemqtmbaim sorrelspt)lndls td Khe (H(D)/éocsmﬂeﬁ(@ Wey
;”hgs eut ' ARER QS & o g‘?ve%n&%ftlo% RS B nb KR of t}tle II)Sre%ghﬁgél da%zsisllnb he for
hierarchical key tree. When the above data is present, tag value becomes
0, whereas if the above data is absent, tag value becomes 1. Tag is
arranged to be a L (left) tag and an R (right) tag. Inasmuch as data is
present to the left of the uppermost data Enc (K() 0: K(t) R), the left tag
becomes 0. However, inasmuch as no data is present to the right of the
uppermost data, the right tag becomes 1. In this way, all the data are
provided with tags whereby forming such a data array and such a tag array
shown in (¢) of FIG. 7.
The above-referred tag is provided in order to specify actual position
of a data Enc (Kxxx, Kyyy) in the hierarchical key tree structure. The key
data Enc (Kxxx, Kyyy) stored in the data portion merely corresponds to an
enumerative data of ciphered keys, and thus, it is so arranged that actual
position of ciphering keys stored as data can be identified by applying tag.
Alternatively, in place of utilizing the above-referred tag, by applying such a
node index compatible with ciphered data as described earlier by referring

to FIG. 4, it is also possible to form such a data construction shown below.
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who are entitled with the authenticated rights to safely and pr

decode and distribute such a ciphered contents data by way of ré cﬂégc ?Oﬂlgx
vol une of data. The above-referred enabling key block (EIKB), contents key,
and the ciphered contents data can safely be distributed via network
service lines. in this case, it is also possible to provide individual
users wit® t heEabd¥e(t) @ndo(t) mgotdey bl ock, contents key, and the ci phered

contents a recording medi um such as a DVD or a CD for

exanpl e. (ﬁﬁlth&l c@égﬁ%ﬂﬁy\m@of utilizing such a contents key generated

via decod)na: oEﬂdﬁ{(@a@@@ W (00! ock (EKB) stored in an identical

recordi ng nedi before dlng t he ci phered contents data stored in a
:pW

recor di ng medi Nevertheless géhﬁu ahkovs data mm&u@mmbympplymg

ey ana L e0aRore,HaIA hHR PROmBCHT R ek LY el Pl e hd °

wor ds, i tthss pmsral nbt% dteemaéﬂé i toeutilicze suchslengﬁhjf atatei £y dinthbiﬂ;l@l@ REAMN S

dat a by of restri.cti avaid abl ces e part o based on
Sl adrork s Shivichs Ment oA ey SYhSE bR, | P Vetnoh Yiies. thor a
recor di n%mwéme&& s&%ﬁ aata FoPUesTRTRIR @cwﬁp}ﬁbgigl ¥ Rb §kitls
(EI'CB) in conjunction phered contents ata exarrp

in MG 10possipleitali tﬁy a@@m]epogltm faelevant kexs hyc appdying anﬁma;lil ng
t he enabl L{&ﬁy 1&)‘{1%% (EEB) in correspondence wth i nd| vi dual contents
data are joIn din 26 29 DEC 2004 a recording nedium |In addition,

fanoz Egr enabl hRgféqm@Iagam;(tﬁl@IG @Fommgm Em.abm? hByMlO@kfﬂ?ﬁB%t]@r ed
inthisr | or &xaml e - or_generating a
contents Mﬁ %{:}i@)ean%@]@%d %Pé'e BRS s&gp W&P%‘es :

| s used f&fedRRARY tRSsAwHRPRAPEiSsUaY thé%ﬂin%kﬁ%ﬂé@kﬁﬁa@cﬁnﬁgﬁe%f

data 2. In this exanple an enabling key bl ock correspondi ng to
versi on Mandrellsngd center, mecermienysmlitom provider,coméntssichata

T R S A A e
contents k@ysblcmikr dtorfitmst Wi cs1glnthUBe deerfiCatiand that e tiereitdr
hand,” i nageh e R REF LR CoBemindido SEegl £66 Eohe gred in
Venﬁed proper publisher of the enabling key block (EKB).
[Distribution of contents key and contents data via utilization of
(EKB)] |
In the above-referred practical forms of the present invention, an
example of distribution of the confents data in conjunction with the
enabling key block (EKB) has specifically been described. The following
description further refers to such a structural arrangement by way of

distributing a contents data ciphered with a ciphering key, such contents
keys ciphered by applying contents key ciphering keys, and contents key
ciphering keys ciphered by means of the enabling key block (EKB)
altogether.

FIG. 8 designates structure of individual data. In the structure
shown in (a) of FIG. 8, Enc (Kcon, contents) 801 corresponds to such a data
comprising such a contents data ciphered by a contents key (Kcon). Enc
(KEK, Kcon) 802 corresponds to such a data Comprising a contents key
(Kcon) by applying a contents key ciphering key (Key Encryption Key
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recording disc, it is thus necessary to acquire the (EKE-1) and (EKB-2)

required for decodi ng individual contents keys via a new distri 213 c 2004
means utilizing a network service line or a recording mediumfo Qﬁ) e’

[ Cat egori zation of the hierarchical key tree structure] The above
descripti referr o] riety of s for i di ng the
hi er ar chi my ﬁé (E?g;% @E@ﬁ@ﬁmﬁe OQCFSQEWFHm%d%@a CQIRREISIAG they s

i ncl udi ngcéﬁﬂinﬁseké ct H@m‘.’r@’ key' (%EFS)GM ?héﬁ@ﬂtlﬁ‘ﬁt eX A% Sof tl’Yé‘bpfa’bﬂﬂ% KBYS.

| CV generg ng yet; so ref to such a system
di stri but iQP (15 Kr@mcodes and dat a, by way of ciphering all of themin

“he i er ar ohitat iR S55Py thEoffinth 5 enfitring Yt USRI Bla? sofnplse ™
cgt egdy | fesuph(rjnatbe/ kegs (B000;tK06) sh?WrﬁPgﬁ@{S (gpthé freet ﬂi\éﬁd&g‘& NI, f@;g' t.
P Goucr Suh T he ERDODS rR0l 67 Fohy st eoet staBhor berwsBeahy -
tree Strlﬂ&él&ﬁ()t]!&@yhe 11, a root key Kroot 1101 is installed to the

upper nost rank_o hi erarchical key tree strugSure A node key 1102 is
install ed to aklG.nBedesignates mah ammazepbe kayWhDﬂllasplumhtyeﬂto

wol 12 SRty ARRE R E RRORRERY, HRHCORILEE PhREI (¥ he B Rl ontBhy Bl
root |Key. iridbividwually! atﬂmechnaﬂmdacabrEmF@I‘IBn@KEIO f&)BVHIhfﬂ}ﬁénkjﬂﬁl of

uppernost rank is I. stalled as at egor 110 cretely, egch_of 27
S b SERCtRSs ab risdeSe oppeaplh iy cﬁ) P VAt Hatank esmmég gs a

devi ce- sedbkfigafRAL tOheliBRBE Vi @ﬁ@@EWB RPERS £Svthb

the M+l rank bel ow_one o e peﬂ‘k ﬁdes corrgspor}%l ng to the %)\F/th ran&w

i ndi vi duadlinectbnadding angdentmab es contai ned

9 o regi st or o8 ade SRR Sielf é?"%kﬁs?&oaﬁa%ﬁ%%%ew@rﬁ“ B PRt o5

co(r]I r Iei:ﬁpo ncbnbngmtts kdfyﬁ mp&éﬂ%lgd{dy @éﬁﬁgﬂ iscdiv@rtéd. mﬁ‘ﬁ @af dpdgtefd drtdd@Sl@ejﬂflﬁeS

and | eave the Mt e.det as t aves

solely us @bﬁﬂa renewsd dl?ra(i‘? é‘@ﬁ‘pi{@é n%‘oéﬂva}rll ogdgﬁi

| ncl udi-ngaddeniiMehiat a device 3 is revoked via leakage of key for example in a
group encircled by a dotted frame shown in FIG. 3, the remaining devices 0,

1, and 2, can individually acquire contents data by way of enabling them to

20 receive the enabling key block (EKB) shown in () of FIG. 9, such a data
comprising a contents key (Kcon) ciphered by applying a contents key
ciphering key (KEK = K (t) 00) shown in (b) of FIG. 9, and such a data
comprising a contents data ciphered by applymg a contents key (Kcon)
shown in (¢} of FIG. 9 via distribution. |

25 Serial decoding processes on the part of the device 0 are shown to the
right of FIG. 9. Initially, the device O acquires a contents key ciphering key
(KEK =K (t) 00) from the received enabling key block by utilizing own leaf
key K00O. Next, the device 0 acquires a contents key (Keon) via a decoding
process utilizing the acquired ciphering key K (t) 00. Next, the device 0

30 further decodes contents data by applying a contents key (Kcon). After
completing these processes, the device O is enabled to utilize the decoded
contents data. It is also possible for the devices 1 and 2 to acquire the
contents key ciphering key (KEK = K (t) 00) by way of processing the
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Stick''. In other words, those nodes and | eaves bel ow the node 1105 are
defined as an assenbl age. of nodes and |eaves related to a devi c@ 8e[Jr€d2004%
within a category of the "Menory Stick"”. Further, it is also possible to

set such a rank corresponding to several ranks belowthe Mth rank as a-
sub-category node 1106. For example, as shown in FIG 11, such a node

iilolt'aed r&maidki[ggi keyobll%clde(\t;EKB)i s']ila em%tmzﬁly rtﬁﬁ%rémwepﬁméﬂéﬁ.@bﬁ%h@?elﬁ@de
correspondi to,the.aboyve-referr at egory " Menor tick" as a

sub- cat egRgOHBaCtegh ta s Fig degpdeR cpnbentadataa device utilizing the
"Menory Stick"OnFihd bEher Rdifficede? whéh %%inih%eﬂxlﬁlﬁ he@%tgffel%%nt to 1fhef- he

i ncorporating nusic reprOEUC|ng function cont al category o

r epr oducténablang keyehlock 1 theseotieacasde 51 606. .\ilohgingto eslpengsoups t he
"reproducty j ce ' . ca I ode .itself., Fu kLt IS
al sg posséllt(ﬂgnﬁg{ gﬁe\g g’ﬁg %@egg%%%n%%ﬁ e%ﬁgf}éqﬁm%&f’é’ ma_ngia
por t abl e (tkIGPhbyeapplisinkl @Beclunifakegs andthede Clépauwned Bycthembselihone
on el ow t he node 1107. Further,

set incorpqQratin si,c reprpoducing functj
not only ﬁﬁ@“@sﬁg§ﬂéfam'p ,erfﬁﬂ r%yoﬁg& eYace os@ B Nwtiaradare tagrcopdentand
sub-cate %@HF ‘(KEK”@— | (S i a
sgecificg‘ig)e‘S diC | dua %%f acture(r:I;g @9@2W?@ﬁgﬁ%‘?ﬁ@d’%&%&?%ﬁ%g%@% a
speci fi c kemantpetificalmnonly isvich daviseseautiersed bastdr the mroperoriedsi age
unit, a ¢ ly Nk r . he nroyi,ded service, or on an optional
uni t (theeggéﬁ}%ﬁt?%é@‘%e?@@m%@ e(xa as an "entity' en bl O(F:)). For
gxgrleEg , ngge ngsy oeay abft’l eaiord iy aliisfdgibu%@@t oﬁgthbia m«:enqﬁﬁlt@ﬁ@é Ukdy edih 28

r a ain ne ayer . a me- pl ayer
manuf act l}p%-ﬁ,za 101y Qf %%6 s%rﬂ%lg]éa-ngolg@é?ﬁo@]ﬁi@@ébmﬁpyl%%%?m Igaforothose
storing ROHB- Koy SeAREdEaHithkene ﬁﬁ'i:laéﬁﬁea?éd‘ gﬂgﬁté %%Q@J{/Owﬁ ﬁ)ﬂ}%%i‘%f

I ph I stributiton-an

node. Then, di stribution of C@ﬁ ered contents data or
Yol

reneval dlecodeannd: dissrititensuel a lipbered coxdentedabn by neayut ohyedheing

enabl i ng EKB) conprising those node keys and | eaf keys bel ow
t he peak ‘ﬁg@égfﬁa&%hcretel y, only those data applicable to the devices

bel ow peak- poiFhe rectstee-vefbrbad etiadflivip egdblotk (FEKB)orettattevkey,bantatheof

establ i Shc!iBﬂe%éﬁ %o%tgﬁfst (eig]tgscatnhgafely be distributed via network service lines.

In this case, it is also possible to provide individual users with the above

enabling key block, contents key, and the ciphered contents data via storage
in a recording medium such as a DVD or a CD for example. In this case,
by way of utilizing such a contents key generated via decoding of the
enabling key block (EKB) stored in an identical recording medium before
decoding the ciphered contents data stored in a recording medium, it is
possible to realize distribution of such a ciphered contents data that can
solely be utilized by applying such a leaf key and a node key owned by the
verified proper distributor. In other words, it is possible to realize such a
system for distributing contents data by way of restricting available devices
on the part of users based on a simplified system construction.

FIG. 10 exemplifies such a structure of a recording medium which
stores the above-referred enabling key block (EKB) in conjunction with a
ciphered contents data. In the example shown in FIG. 10, a plurality of
contents data C1 to C4 and such data comprising the enabling key block
(EKB) in correspondence with individual contents data are jointly stored in
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nodes related to specific categories or sub-categories conpr|5|ng such
nodes bel ow a peak node defined as the peak nodes, it is possi E DE?E 29
manuf acturer and a contents-data provider controlllng one of pe€a es

i ndependent|y generate such an enabling key bl ock (EKB) of a specific
category or sub-categor conpr|5| peak node in order to distribute the
enabl i ng &eyedsrdikg ute. sdeh atgilltmls anbtieyt repahlisgc kepobbackb dEHB) he

(
k nod h Ki | k h | |
PPt nccartBHBofiel fo slarBftiy 1A' £ bl SR B TR0 efSidin Hictnt Ot fir ¥
than the asmbéﬂ@d@K[Em islhded Bt cenepatdhen laon%@ﬁts/ k@gd@im%ﬂf) &ghefé%ﬁ)]

In the abpve- for exanple

scri bed key tree ruc ture
del i veri B c@neqiptient ﬁeaaf?% & pr Mﬁ% clé HSQ fo (ﬁel’@@'&ﬁm& a

gflstngl gult(?jél%teh%é(éé?ggg%cf}f@ g@%{l ng E(%DQ%I ¢E i s genera‘?ﬁ%‘:h?)ﬂa Un k&Y

d:l i X?rﬁl%m?hngaﬁglh%ﬁm t 2 egeléngmlsppﬁ:irsmg tteyversecm ]g[ na;sﬂmredshnvm in
1£ 03 compoSiRy exar@tﬁgrsﬁeﬂ ‘i‘[’)ﬁl gﬁx @%k @E&aﬁh}
i st ??Ehﬁd%?s%&?&?@eﬂ%ﬁg%@ %ﬂ@?ﬁs‘gﬁé‘ﬁ) &dm&%’f’%{?ﬁ% R ey
5. g : 3. bﬁt %&K@ i’@ytaglqgsb%ﬁ@gﬁ@ dbdigt E@ssggfﬁ tggchxume) wa@ntad@eys;gg
usi ng | eaves g%@gﬁﬂgﬁ%?eys oWNn 1 1 ?ﬁf}g@ @1@4 O%E@e Oltgg{érs]}sﬁ%

execut ed inasmychras the aho:rvteemﬁerked{ y1x antd, (EKEBﬂ)me aot@rhomd #n key
29 2 9 DEC,200 t t
oy K (LFCORRE USEI 1R BEGETAR o) el e TERIRT0 SRR BAE

13 desi gnaiafirédefost m%% qhdlbﬁi@élabbn%ﬂgeke@lso%a( EKBew pd.@vhsaﬂxﬁgor

t he above exanpl g,. The |ng key bl.ock (EKB) shown FI 13 corlrp-l | es

Wit h t he H§adE U gﬂk@}'e’éil’ g Bmlsl eXHBP1Dy

referring to FI es ci phering key
[@atg\g()&?gggl@t@ escrl(%%( ea |er referr| ng to FIG

data and corresg
7, if there isl ayabava desedptionf hase gmedarto a vanety of systems for

providing the hierarchical key tree structure shown in FIG. 3 with those
ciphering keys including root keys, node keys, leaf keys, contents keys,
verifying keys, ICV generating keys, and yet, also referred to such a system
for distributing program codes and data, by way of ciphering all of them in
conjunction with the enabling key block (EKB).

Next, by way of classifying-the hierarchical key tree structure
defining node keys and others into categories per device, structural
arrangements to effectively renew the above-referred keys and also
effectively distribute ciphered keys and data are described below.

FIG. 11 exemplifies a categorized hierarchical key tree stricture. In
FIG. 11, a root key Kroot 1101 is installed to the uppermost rank of the
hierarchical key tree structure. A node key 1102 is installed to an
Intermediary rank, whereas a leaf key 1103 1s installed to the bottom rank.
Each component device incorporates each own leaf key as well as series of
node keys and root keys ranging from the leaf key to the root key.

For example, such a node corresponding to the M-th from the
uppermost rank is installed as a category node 1104. Concretely, each of

27



|l eft directions, the tag designates 0, whereas if no data is present in
both directions, the tag designates 0. On receipt of the enabl

bl ock (EKB), based on the key for ciphering the enabling key nggiﬂggkgpgﬁ
and the corresponding tag, devices serially execute a process for decoding

t he ci pher,ing key _before acquijing such keys, for renew upper - r ank
nodes. AstR¥sswnmodes| corresp ggrt®at tﬁ‘thurﬂt%ﬂkoﬂsd n@sf ram

routes to : L0 ' ' in
oy bi ookl ERERCHHER rRHETOr SRECRtAERopy. “FhBsE s hd LAVl BERRY, U2
to the nutheMol wak bebow (drenvfthe peak nbdes coheesporetiagatoetine M-tHersdes
bei ng desiipatjon,of key., distributiyon, volune of tg in,the enablin e
rock (e iPlAei? cofStitnte Sy BotBE i 16 rafeteALld devicss Ditamied
reduct i onirpthéladErespbudengica ryenabling key block (EKE) is described
below. FIG 14 _exenplifjes such a gtructure, of taﬁgena_bl I ng key bl ock

(EKB) whi ch i sFer egampley a gategnye eric St hwitighaissa remiatered duadees.

As in th ] 3 ' _ . 14 ' t k
s transrpfRE5of BopCobgor o B SR ofle TS 1 ISR ARERY e Y
(a) of FIM-th4arduchoawian Fi€e El.rudteoreinglyelthosermodes rpdiedms below
" (b) of MR 385K hEe, desfTitinedsns fhe Fo%en ARG, learss Sok Eeable for "
formed. Thechew cateiory RBnshridehs’ £ viNete offdsriess eﬁﬁc@ﬁmﬁgﬂthby‘m&igyg i ng

a single branch aat all  i.n a range_fr.om Kr oot

rapgh _wi Thout provisjion of h
to Kj. Bygﬂﬁaﬁ) of In sbher ywords:i taose nodearrnd dgapes rhelaw klepeededAlR ammge
10 K0 SOl 50 IS BPSRAOM SR LB AN MU ol
14, such withiinp categbrivef thec@Memaogt Stiek%ol ely bearing a node KO is
Bl ook (EKE) 1 L gty 3 i BBy porelbl et dlh aatebtk RESRSPORENEdp SRerRh
1 e st bt Msteod el e ayhate Liow i eciafie
bi - br ancrs PHE 1 3G Thosueh %mﬁsfa §aﬁgda:f¢p§ﬁ§bm€i@@'qz dewige 1S set 0 a
node two ranks below the node 1105 corresponding to the above-referred
category “Memory Stick” as a sub-category node contained in a category of
such a device utilizing the “Memory Stick”. Further, a node 1107 related
to a telephone set incorporating music i‘eproducmg function contained in
the category of the reproduction only device is set below a node 1106 which
corresponds to the “reproduction only device” being a sub-category node
itself. Further, it is also possible to set a PHS (Personal Handy-Phone
System) node 1108 and a portable telephone node 1109 contained in the
category of such a telephone set incorporating music reproducing function
below the node 1107.
Further, not only the kinds of device, but it is also possible to set
category and sub-category based on such a node which is independently

controllable by a specific individual manufacturer, a specific contents data
provider, and a specific financial organization, in other words, based on a
processing unit, a control unit, or based on the provided service, or on an
‘optional unit {(these units are hereinafter referred to as an “entity” en bloc).
For example, when a certain category node is set as a peak node exclusively
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(EKB) as a decodable term nal node or |eaf at the bottomrank. Such an

enabl i ng key bl ock (EKE) used for distributing updated keys is u e
sol ely based on such a key corresponding to nodes or |eaves of 219 B:E‘C 2004’

reconstructed hierarchical key tree structure. The precedi ng enabling key
bl ock (EKE) described earlier by referring to FIG 13 stores all the
ci pher ed forya dartairagginmeg flager XNd solduby 4 qmme-player aratnjfactardsy abtis On

the oth h h f d. s | fied | i K | ock B
ol el y sBPeatls b Sl ARE ettt Gk V2 B WAGEL TBHEE fofieduna FhanERS
the sinplkéyedokpsgorrbngstd yahkiebelsy Shevpenlt 1beol THeR, didtribl€ion of
above-referred tag conprises 3 _hbits, in which, the first and second bits
respect i v@p@leméwpnttﬁa s dada Qfe@ﬁtwgnmon andheergwa of asHamety wimmeherad and
desi t . ; } . : " 1
whor ens (DY FrE iRyt QYT pehprafing i bty kg BIogRIRIRE) Chishking®
bot h gi reidm'r;wnnodét; lﬂee}teh'ﬁnd lbe{aft lﬁdﬁ ibgﬂmtfdﬂle/\,petak\tlaﬁodedk?herﬁémgcﬁeg@lyj enly

t I Nt [ EKB) . t thir it

desi gnat dORS LR Ae APRIEDIFS Bt ERECoVier PRGN Hee ke iess e
data i s pdgsehiutkferein. Conpared to the structure showmn in FIG 13, the

present enabling key, block (EKE), shown in (b) .of FIG 14 delivered to
devi ces (| eavely me@twn@hta@%f@aﬁmi%wianeﬁ@t)hlm%ungesuchea|sy|s‘ée@r agrides

t i.n. i b C i . r.pl ed
5t or a0e +oded FORREATA oPRtit BRGARLALS: SHEILACIALR IR IETHCN fadh
EE@L:B%{%@% n&@%ﬂ g;';‘-‘i‘ gfﬁﬁsz“?ﬁﬁit et ESS%’“?@?"”?%“Q
tag in s Aghurer; and & conkenys Hatasprgvader, soptrpling pue gk pgak nodes
in su : | , _ y _ .
Pt o o TiRpetideinly Mbrtedite SR, WA TNINEckap bloeka(TEB)IBE  SDRRITRE °
a node keSAREPYY of sseategy CRIMPEBIRE PE8HcBO ednpqa.‘récle@dtmd;s&réwe(uile(t)

decoded daraoRrRAnBloti TRILRS (DR EiCes belofttif i RUCH Heg Mo the |
K (t) roqeakimmde, thak makixg itheosbbleatmrenewgralevaedt ddeys datlaowut totallyoot .
As menti .Oéﬁéjct%gé)vseuclr{)ﬁemv@ges(ﬁbéwﬁé'}f‘é ltx gﬁ)crhmr? &b %if nE[)Jclhiefri gadte%%vr\ieiée&her'
than the peak node., |
[Key distribution system by applying simplified (EKB)]
In the above-described key tree structure shown in FIG. 3 for

example, when delivering a contents key to a predetermined device (leaf)
for example, using a leaf key and a node key owned by a device being
destination of key distribution, a decodable enabling key block (EKB) is
generated for delivery to the destination. For example, in a key tree
structure shown in (a) of FIG. 12, when transmitting a contents key to
devices a, g, and j for composing leaves for example, such an enabling key
block (EKB) decodable by individual nodes of the devices a, g, and j are
generated for distribution.

For example, such a case is assumed, in which a contents key K t
con is ciphered by applying an updated root key K (t) root and then
distributed in conjunction with the enabling key block (EKB). In this case,
using leaves and node keys shown in () of FIG. 12, an (EKB) process is
executed to acquire the contents key K (t) root, and then, a contents key is
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tree structure solely conprising such devices corresponding to distributive

destinations foll owed by generation of an enabling key bl ock (E
of solely utilizing | eaf keys and node keys for conposing the k?jgtggwazoﬂlf

structure, it is possible to generate such an enabling key bl ock (EKB)

conprising a s data vol ume, wherehy king it possible to effectively
di stri butacwgﬁo’rmw@mglmgnm@%% @z:%a sHB)g arn@lmekejéﬂérét)a@on by

The syst PP B B ARt abSRat ok REPIOTBRL. U Loture per ontity |

unit to be desFﬁGaebBldﬂsagnahes the s’emmtﬁmtoﬁ e mb]gsgd@s bﬂ@cl@f(hEKB)
assenbl age_b rallt of ;nod or | eaves sel e t hose
nodes or gPE%‘G@fﬁfﬁ%r @6‘% Q& ¢ 1ﬁey e%ng's t Ke¥ b k?@@f QWI'-hgn

rel evant Kggs. lf:Th@o etsymu ﬂ?e%rﬁiﬁ%hoﬁrﬂﬁ}s q{éy‘ block
correspon k| nds_ of devices, Ate nat Lve nt | t
est abl | sh bﬁg@ef@l‘l'lalg/é@l G &. ' Thes( ShDng lnoFi[ I13 ng

or 11 nanci afﬁﬁgr g zafﬂ%ns eke il gaééﬁﬁﬁﬁﬂﬂﬁﬂgéi%ﬁt A3 3 dRoRthed]

repr esgntearjmxr byesetengngnid ﬂ&hdhtnfttlhlemgs iy latadn egclyiof ¢heprig’ %Ediﬁtﬁ f
uni ts bei nvmt t her ntity Go es. an asse e o
such deV| t@? g SF%@W%@O“&’W ﬁd@é@rlﬁ presgnt e‘%’agﬁ

it is pos@i@b@mhg tﬁgltg @a&%r@r ate and distribute such a sinplifi ed
and decodabl e enabling brock (EKB).in such (O;lEVI es belonging to a

specific entit I’Sé'ﬂé@ti@d hﬁ/aqn@bhggnkeﬁtbl@g blhasgdken the dwdy fEKB)

'he peak bpEiingThe eAAiBR N, bR (PRRINRA TS, ChidSIe Eing AR dovitts ¥
cont rg: | i seyibly exdautte @q]lfjxl'aazem for Idecbdm@ihgl dipheringldtesi befortedcquiirin

t t
Clch as aiSGhiRes 10F SERr A ESHPT A0, Dofokne A ihovan BT 9 I9RC 120 e'rii?“
exanpl e, gfedterabeshiihebé©of de Eliﬁh Bﬁéﬁf&é@te%r&)vléﬁreb”ﬂhé’ 'g%'éﬁer the

devi ces wth such dat a reqor |ng d| u whi ch stores an enabl i ng

key bl oc kvoltump ebfgtascortaingd: 1l tbet ena h@gpkgﬁdb]@ﬂkt EEKEOVLC@M@WJQ@
ci phered ﬁﬁé@ S It

da{) a in ‘ﬁ?&@a@%ﬁh@aﬁ%&@o{% ee struc d&?ié&ggirrvgr F(E% 8 hﬁﬂﬁé‘%ﬁ%‘f %éol% a,
and vyet, eaves) and thus, when there are more devices being destmatlon of key

distribution, volume of data in the enabling key block (EKB) is further
incremental.

Such a system construction enabling reduction of data volume of the
enabling key block (EKB) is described below. FIG. 14 exemplifies such a
structure of the enabling key block (EKB) which is simplified in
correspondence with key distribution devices.

~ Asin the case of FIG. 13, such a case is assumed, in which a contents
key is transmitted to devices a, g, and j for composing leaves. As shown in
(2) of FIG. 14, such a key tree structure solely consisting of key distributing
devices is formed. In this case, based on the structure shown in (b) of FIG.
12, a new key tree structure shown in (b) of FIG. 14 is formed. The new
key tree structure may be of such a form solely comprising a single branch
without provision of branch at all in a range from Kroot to Kj. By way of
solely providing a branching point at KO between a range from Kroot to Ka
and Kj, such a key tree structure with two branches shown in (a) of FIG. 14
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further stores nmessage data such as the contents data ci phered by the

updat ed node keys descri bed above. It is possible for each devi t
serially extract the ciphered key data contained in the enabli ngege@mo%m]&'

(EKB) in accordance . with identifying data of the tag portion and then
decode the extracted _ci phered key data, and yet, it is also possible for
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t he fol | oveoogistaucted hieradchicabkeydreestrmiteaei on i nterface unit 32, a

controlling le 3 a flash nory 34, 1aRd shy nenqry, contir ol 1. ng

modul o 35, oot Aiee prspedfhs | BRARIRE o< bR (TREP MOTERA B o Png

379 DEC 200 ol oo oo AN gt Deneiaronr arP Jaia IReh fom

ng" a random di gi eneratj ng,uni . a ry uni

51, a key %f:fﬂ%Y%? i% hide Ju tlﬁ‘Q?t-a Qﬂﬂ'&l@ Qﬁhﬂ%rlﬁﬂé‘ifgﬁg ahpye 53,
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data comprising those nodes for constituting the simplified key tree
structure. As shown in (b) of FIG. 14, the above-referred tag comprises 3
bits, in which, the first and second bits respectively imply the same

meaning as in the example shown in FIG. 13 and designate 0 whenever
there is any data in the right and left directions, whereas the first and
second bits designate 1 if no data is present in both directions. The third
bit designates whether a ciphering key is stored in the enabling key block
(EKB) or not, where the third bit designates 1 when any data is stored
therein and it designates 0 if no data is present therein.

Compared to the structure shown in FIG. 13, the present enabling
key block (EKB) shown in (b) of FIG. 14 delivered to devices (leaves) via a
data communication network service line or under storage in a recording
medium contains such a data volume sharply reduced from that of the
preceding (EKB). On receipt of the enabling key block (EKB) shown in
FIG. 14, by way of solely decoding such data corresponding to the portion at
which binary code 1 is stored in the third bit of the tag in succession,
individual devices are enabled to decode a predetermined ciphering key.
For example, the device a decodes a ciphered data Enc (Ka, K (t) 0) with a

31



single chip or the like. Further, the controlling nodule 33 conprises a
mul ti-layer structure including an internal nenory cell sandvm t
dummy | ayers made of al um num |l ayers. Further, the controlling %m 2@4]
contains narroww dth operating voltage or narroww dth operating -
frequency fur r contains ta ro pabi t event
data 1 romsdt ek Kp B dheEe douRires onhar EotrKe (TR + Nastorther Samice
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process. BeGddddasaIolinootor expl anatory of the data stored in the
menory unit 51., As

n,FIG 16, th nit. 51 store

aut henti cati on eﬂﬁ’l‘?ﬁﬁ’ aboye, R¥vay |18ét1ﬁh§r#’ﬁ‘}mggamhﬁﬁﬁ nexy &ey
nmenory- st '&ﬁ'ﬂ% aﬁ% eare
i ndi vi duaﬁ%@gtﬁﬁx?g?rs% gs(tf % gét{%d?gggvgﬁél ce g%m? t&%ﬁlbﬁa

aut hent i cd@@tmatmmmmmgenewu@moﬁamnengbhm ety dulodin ( Eﬁ@y byusag00.
As w || aut henti cat i ocess is
execut ed ?ﬁ@&l f%ﬁg'}#lﬂg Ze%? ketﬁ%/ng‘gl S’toﬁlgukgggt f% CQW%F&P& ﬁ% "?S%?f S
random y sthettied. if tmlpo@gibl@rtbaggﬁérztﬂ@asunhl tahelenta Ck@f c’blbdsler(tEKE)l on
key data | KO to .l K31 nor éhe rregim ri dat a ( an he read
from any RRELIHEERfangll data v 't‘ﬁ[ég ]g‘ém e gi'%Pé’@%]l %tp qtivalig
data | dm Hstvib el hﬁb m@g@e 300. As will be described
| ater on, while nutual aut entl n | s executed, the device identifying

data ldmis rei‘heoaﬂooverﬂre amfed\mmp]nﬁe thaerarchieab ke yee ebracume nmost

(Rotn 1o cHRirel, Ukl 17 Y Sformnidts o Ao B R A i R HofE, °
o0 e ity it 180 St e 0. e o Sy
i)lj'? ﬁgnt i gﬁ?%ﬁp%éé)mﬁlbéﬁ%ﬁga%% ﬁgtgy g%n%@sg)&g@avgg selpgtads or
exanpl e, fignabhyg keydeensF aldaRal afdﬂ Qﬂ%fstﬁu‘ﬂﬂié 22key tree structure for
distributing relevant keys. The entity may be of such an assemblage

provided in correspondence with the kinds of devices. Alternatively, the
entity is established as an assemblage of a variety of forms comprising
controlling units such as manufacturers of relevant devices, contents data
providers, or financial organizations designated for settling accounts,
individually representing processing units, controlling units, or service
providing units being common with each other Each entity comprises an
assemblage of such devices that can be classified into a common category.
For example, it is possible to individually generate and distribute such a
simplified and decodable enabling key block (EKB) in such devices
~ belonging to a specific entity selected by way of generating an enabling key
block (EKB) via reconstruction of the above-referred key tree structure
simplified by the peak nodes {(sub-routes) of a plurality of entities. System
for controlling the entity per unit will be described in detail later on.
It is possible to store the enabling key block (EKB) in a data
recording medium such as an optical disc or a DVD or a CD, or the like.
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generates key data. To inplenent the MAC processing operation, DES (Data

Encryption Standard) prescribed by FIPSPUB 46-2 is utilized as I
Ci phering Al gorithni for exanple. The above MAC processing OpelgsleglEe 2804

corresponds to nono-directional Hash functional operation for conpressing
such a data with an optional |[ength into the one having a fixed |ength,
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341 ciphering function and a data processing apparatus

Next, such a processing system utilizing a specific ciphering key
distributed via an enabling key block (EKB) applying the above described .
hierarchical key tree structure is described below by mainly referring to a
process for shifting data between a storage device incorporating ciphering
function such as a memory card typically comprising the “Memory Stick”
being a product and a registered trade name of Sony Corporation and a
data reproduction apparatus.

FIG. 15 presents a schematic block diagram designating a detailed
structure of a data reproduction apparatus and a storage device such as a
memory card incorporating data ciphering function respectively capable of
mutually shifting contents data.

As shown in FIG. 15, a storage device 300 comprises the following: a
main module 31, a communication interface unit 32, a controlling module
33, a flash memory 34, and a flash memory controlling module 35. Details
of individual modules are described below.

[Controlling module 33]
As shown in FIG. 15, the controlling module 33 comprises the
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The flash nenory 34 incorporates such a nmenory capacity correspg:%i %tgﬂ .
32 Moytes for exanple. Only when the above referred nutual auth ' ﬂﬁm-

unit 53 verifies that the reproduction apparatus 200 and the storage
device 300 are properly authenticated via the nutual authentication
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t he nenor ystored in the memory unit 51. As shown in FIG. 16, the memory unit 51
stores authentication key data IKO to IK31, device identifying data Idm,
and memory-storing key data (Kstm).

The authentication key data IKO to IK31 are mdlvxdually used for

enabling the storage device 300 to mutually authenticate related data with
a corresponding reproduction apparatus 200. As will be described:later on,
whenever mutual authentication process is executed between them, one of
those authentication key data IKO to IK31 is randomly selected. It is so
arranged that neither the above authentication key data IKO to TK31 nor

the memory storing key data (Kstm) can be read from any means outside of
the storage device 300. The device identifying data Idm is uniquely added
to the storage device 300. As will be described later on, while mutual
authentication is executed, the device identifying data Idm is read out for
delivery to the corresponding reproduction apparatus 200. As will be
described later on, the memory-storing key data (Kstm) is utilized when
storing a ciphered contents key data CK used for ciphering contents data in
the flash memory 34.
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card. The | ead-off attribute header of data file conprises a header, 1-byte-
coded nusic tune nane NML, 2-byte coded nusic tune name NW2, uzgghEéaiﬂ
TRKINF i ncluding track key data for exanple, parts data PRI NF Ull'
additive data | NF added to track. The header contains such data i ncluding
t he total nunber of parts nane of the attributes, and size of additive
data. Misic daBly wer of peacuting @ vtaaeete(Té&a:rﬁhmeacfopee-atmnsmh ks MAC
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ci phered 2 trehenes %@Mﬁ%‘fﬁﬁ@ epedls onviimn secret disye TRKTBL (800

byt f

bzt g:g agtrjedc tofﬂhe %o@%gﬁ{tﬁ é@(ﬁoﬁé&f’é @}nart %%ﬁfﬁaié‘a?#@%@a&%@
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portion represented neans of ., (0 X,00Q0) . and (0 x 0010) shown I n

20A const¥ & I@équr@aé@Fa alge Hram, the |I§ﬁmp1b’er 1éobyd@$V€ﬂWoﬂiOtﬂae
nggggsgl%{%ygbg#)énﬁﬂé ?ngod%cdt:t?%Irl\a ont Itl(f)lF| | ng | Ifgﬂgf}%qgaﬁﬁ{gﬁﬂﬁﬁ%%ugat a
beari ng sPadls @@Hﬁlaaﬂy@xefmnfﬁes arnaughertic@Een2otcess with the reproduction

apparatus 200. Further, the mutual authentication unit 53 executes the

above-referred MAC processing operation while executing the mutual
authentication process by applying those data stored in the memory unit
51. |

Based on the above-cited “Block Ciphering Algorithm” such as DES,

IDEA, or MISTY, the ciphering/decoding unit 54 executes a ciphering
operation. The ciphering/decoding unit 54 utilizes those modes including
the following: the ECB (Electronic Code Book) mode and the CBC (Cipher
Block Chaining) mode prescribed by the FIPSPUB 81 (DES Modes Of
Operation). Further, the ciphering/decoding unit 54 executes a decoding
operation based on the block decoding algorithm such as DES, IDEA, and
MISTY by applying the above cited ECB mode and CBC mode. In the
block ciphering and decoding process by applying the ECB and CBC modes,
the ciphering/decoding unit 54 ciphers and decodes specified data by
applying a specified key data. The above-referred controlling unit 55
integrally controls the above-referred random digit generating unit 50, the
memory unit 50, the key generating/arithmetic umit 52, the mutual
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and values in serial order fromthe forenost position as defined bel ow

Such a data designated as "Reserved" denotes such a data not.yezrgjﬁngm
Normally, null (O x 00) is denoted, However, whatever the witt

nmay be, the "Reserved” data is ignored. Any change may be effected in the

future version. Witing of data_in this portion is inhibited. Unless being
used, eveﬂumtlaabommw|améhha$:1phhrmgﬁdeamhngtmn645ubj ect to such a

f th b ferred "Reserved" data. *
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| hgul shes™ aracters ]tl)y

| anguage c de

neans of EJE% Zmﬁlpg’a Cgﬁﬁ r é%%(?)@d\l?vslﬁty (mdb’aw}eencthte mmtsx};aﬂ

nf or mat o ae A (AR ves Beb tHA HE IR ro R APa b RECR 00 ST (RS

82: KS Csieoaga%@ewase CBO0G are myiameinly) 2atlemGcs®d via the mutual
authentication executed between them, audio data and picture data are
properly  read out from the storage device 300 for delivery to the
correéponding reproduction apparatus 200.

Next, those data and related formats storable in the flash memory 34
are described below. FIG. 17 is explanatory of those data storable in the
flash memory 34. As shown in FIG. 17, the flash memory 34 stores
reproduction controlling file and a plurality of track data (reproducible
data) files. The reproduction controlling file contains such data for
controlling reproduction of track data files. Each of the track data file
contains corresponding track data (audio data). In the form of embodying
the present invention, an individual track data implies such audio data
corresponding to one music tune. The following description refers to the
case of storing audio data in the flash memory 34.

FIG. 18 designates composition of the reproduction controlling file.
FIG. 19 designates composition of ATRAC-3 data file of a single music tune.
The reproduction controlling file comprises 16 Kbytes of fixed length. The
ATRAC-3 data file comprises a lead-off attribute header and an actually
ciphered music data that follows. The attribute header also comprises 16
Kbytes of fixed length and such a composition analogous to the
reproduction controlling file.

The reproduction controlling file comprises the following: a header, a
2-byte coded memory card in the name of NM2-S, reproduction tables in
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2 9 DEC 2004 90: S-JIS (Japanese Industrial Standards for voice) In

conformty with the EBU Tech 3258 regul ati on, using the |ower t
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corresponds. to the object_ of a copy-right or, not, in other words,
the di st riBbgédvatia f@‘qﬁ@@-‘l}gi cipharedh effecf. daQnly such contents data

including music data in the ATRAC-3 data file are subject to the ciphering
process, whereas the reproduction controlling file and the data of the
header are not subject to the ciphering process.

FIG. 20 designates a detailed data composition of the above cited
reproduction controlling file PBLIST having one cluster (one block = 16
Kbytes) of size. A header shown in A of FIG. 20 comprises 32 bytes.
Except for the header portion shown in B of FIG. 20, those remaining
portions shown in B of FIG. 20 are again recorded with those components
including the following: the name NM1-S (256 bytes) provided for the whole
of memory cards, the other name NM2-S (512 bytes), ciphered contents
keys (CONTENTS KEY), MAC, S-YMDhms, table TRKTBL (800 bytes) for
controlling order of reproduction, additive data INF-S (14720 bytes) added
to the whole memory cards, and part of data contained in the header. It is
so prescribed that the head portions of various kinds of individual data 7
groups are respectively set to a predetermined position inside of the
reproduction controlling file.

Referring to the reproduction controlling file, those portions ranging
from the foremost to the 32-byte portion represented by means of (0 x 0000)
and (0 x 0010) shown in FIG. 20A constitute the header. Such a unit
sectioned per 16 bytes from the foremost unit is called a “slot”. Such
headers provided for the first and second slots of the reproduction
controlling file are added with such data bearing specific meaning, function,
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39 29 DEC 2004 distributing key based on the above-referred enabling key

bl ock (EKB) present in the above-referred hierarchical key tr egﬂ]gccm
or not. Value: For exanple, 0 x 0100 (Verl.O 0 x 0203 (Ver?2. ;

fol | owi ng descrlptlon refers to such a data (shown in B of FIG 20)

witten in | n .fol | owi,n e abov%ge cri bed header. *NML- NEanl ng

Name of 1 ?%tléld segaly Ciﬁﬁo ;I%é‘am tFneSitiosh: asv\ﬂ@ﬁ@edr elow

such a damld}ﬁaad@& fes Igﬁmba ARrRask 55%_3;1

desi gnat e%I y one byte r r codele\fe e term ﬁ@%a%%&ldﬂoﬁéfe% GF’FETS'[
QLB

be witte atlyy invall y aly alengted; zeHawever sdmteveedthe owndtten

the for eng BSP%% migh B2 ?@éa‘&éﬁ*’?ﬁ‘%&%%é?'wm e PAR, uangs e Remum
of one byeﬁ"ectéﬂmnth\éafmmn‘e wérdon of VEHaiRcbe dagadies thiy oﬁloﬁ/ti’@ it e

of 2 byte ed to t whol e nory cards . Functign: enever endi ng such
a data rel &W \?Xﬁmfg?ﬁd?ﬁ%ﬁ%w Wl@@fﬁi 15$Q’§£R15é§ubjeﬂted :
by 2 byt et@@%fcﬁcﬁeﬁreﬁﬁﬂﬁmtt th Qe "jﬂ%P b

i nper at i velﬂ}éa Conput at i on oj%&sx} z(‘:dlwuds]t%%g&g%m‘ren}g% rorm tde%éeé‘%eﬁg
code. data is present, at |least such a data ranging fromthe

forem)st (r 2 t (0 x 00) must be recorded by a m ni mum of

2 bytes. ue: ?%QC(‘J‘M?M character codes * EKB -Version (4 bytes):
Meani ng: DMbesagigt: esBROEKID EILEJIIDer of contents keys provided by the

enabl i ng l ock (EKB) pres he, above-referred hierarchical key

tree str uml%d/érvaig‘@ §‘E e ipEement fot?ﬁz&epm@caﬁon pentiedohgng
key bl ock (EKB). Fungjd on: Designates such an enabling key block (EKB) for
acquiri ngya proper contents key to be provided by the enabling key bl ock

(EKB) pre¥ahae: i Hixadbvabeye T8 s 0edonhezanmplel Oat 5H’ID8O) st r uct ur e.
Val ue: FromdPE (% bites):
Meaningg MAKER CODE
Function:  Identifies manufacturer and product model of recorded
apparatus |
Value: Upper 10 bits (manufacturer’s code)
Lower 6 bits (product model code)
* REVISION (4 bytes)
Meaning: Re-written rounds of PBLIST
Function: Increments per re-writing of reproduction controlling file
Value: ‘Begins with 0 to increment value by +1
* SN1C + L (2 bytes):
Meaning: Denotes attribute of the name (1 byte) of the memory card
written in the NM1-S domain
Func_tioni Designates usable character code and language code per byte
Value: Character code distinguishes characters byl means of the upper one
byte as shown below
00 No character code is set: 00 is dealt merely as bmary digit
01: ASCII (American Standard Code for Information Interchange)
02: ASCII + KANA 03: modified 8859-1
81: MS-JIS 82:KS C5601-1989 83: GB (Great Britain) 2312-80
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* E (Kstm Kcon) (8 bytes): 40 2 9 DEC 2004 Meaning: Data conprising a ‘
contents key for ciphering individual contents data, where theZthéE@ 2004
generated after ciphering the contents key by applying a storage key

(Kstm) of the menory card. Function: Usable for ciphering contents data
Value: FromO to O x FFFFFFEFFFFFFFFFE * E (KEKn, Kcon) (8 bytes):

Meani ng: 88t aScdlp(Japagese dndustrial Ssandavds fimpherdehg i ndi vi.dual contents

data, wh the. d | S.- t ad i phepkRA th tent.s k b
appl ving o key i OIaP AR SFt Bl Bie TR MReBiS 8 meatim iovine, tha Mler
. (EKB) prenemiytemh@laﬂ@@dgeb@ﬁé@@jéﬂiﬁga{ﬂ{usc]@n dg.ee structure.

at a

Functi on: &a%lk(’a: for ciphering contents Value: FromO to 0 Xx
FFFFFFFFFRRFF lang@,g@coc[lgis(sgt-byt es): Meaning: Value for checking the
tanmperi ngo®i t ERYH' 1 Ihy:e &h FungAi ogy ¥alie for checking the act of
t anpering V\/nereglqu. hps \E/Ig?uceiElﬁ_ Sleneg%t&edsgasedyon such data stored in the
above rep@EéIu&fﬁemmh:ontHo)'l | Itadiarf i | e, 18: Yideh dat a designating the tine

cont ents Gt aRIRA| s BacliSOHES0: ndD: dNeRE t he ¢ e/ dat e dat
data has Dosn. com Tt B B e e ot R o e ey
repr oduct | gi{}gﬁo‘gg‘nkéﬁy@éat a i s* pr'.event ed from bei ng execut ed. Val ue
.M DR O X byl b
present, witteniindthed™NMar elumakeys Kcon and E (KEKn, Kcon). Wen 0 x 01
0 to 0 5 Brbiteigh: TG htie cherbcken foy AnflaRgsb Rk Db day,
hour, m nViahse: aRgagelgoiténti¢ACHy dbds®Ywhid are described in relation to the

above-referred SN1C + L |

* SINFSIZE (2 bytes):

Meaning: Denotes the total size of additive data related to the whole

memory cards written in the INF-S domain

Function: If there is no description of data size based on a 16 byte unit,

value the above SINFSIZE is totally reset to zero.

Value: Size ranges from 0 x 0001 to 0x 39C (924)

* T - TRK (2 bytes):

Meaning: Total track number

Function: Designates the total number of tracks

Value: Ranges from 1 to 0 x 0190 (maximum 400 tracks)

If no data is present, value of the above T"TRK is totally reset to

ZETO.
* VerNo (2 bytes):
Meaning: The version number of format
Function: The upper bytes denote the major version number
The lower bytes denote the minor version number

The VerNo is also utilized as a data for designating whether a
distributed data corresponds to the object of a copy-right or not, in other
words, whether the distributed data requires utilization of a data
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an apparatus incorporating a reliable clock Function: Value for discerning

the final date of processing contents data 41 2 9 DEC 2004 su2h aagte ﬁﬁ]re
and tinme at which the contents data are finally recorded. Th ga ig
updat ed when processing contents data. Value: 25 to 31 bits: Year 0 to 99
(1980 to 2079) 21 to 24 bits: Month 0 to 12 16 to 20 bits Day 0 to31 11
to 15 bitdighsirutingokey based coroths abavermeferfed erisblfgt kepAlocks(IBEBINd

0to 29 ( s.peryunit) ~The YMDhis. -data s updated in the course of
pr ocessi nér(g%ﬁ&eﬂ}g% ahpye I%xag@rxg g "ﬁl@aﬁ‘@ﬂﬁrﬁ@ FICPHER PBINE cont ent s
data. FurVadue: bHEseéxaonipld)® »PdOR(/Eai@ 0% @bO3EVEebe)red C MAC [01 is

al so updat ed aﬁf_@ éﬂfn stored in mem)rgI * TRK-nnn: ~ Meaning: Sequenti al

nunber of ATRA Qyvng sleseripgion geiarscladsushnz idate: (SheseniimeB 66 &G
the TRKI&F )V 4en 11150 . “(]-B 9 * Al 2 Sy Meani ng: Additive
data rel at eg to ﬁ%u\?ﬁo%ﬁrf&éﬁof?@gcar s,hjev\%%e?‘é gﬁg&ﬁgﬁ?@@eﬁata I ncl udes
phot ograpﬁi\}M Siords, a commentary, or the like Function: Length

he
vari abl e |t ve ta ac nyi t ader plurality of mutually
di ffer entﬁg e }dHH ﬂﬁ@%&eﬁqgﬁg%&%m@déf%@m fach of the
addi tive Harmtivrh aVHdhsege e@ﬂﬁng Rgeter duped b? e
additive data indi \P/(i dual Iy provjded wth theaﬁggdé?%%gnéps?%n@?ga%{arﬁlﬁum

of 16 bi tBaERIAaERHaumesd M 0li3Bb) desimatedelye onstbyte phneactepende| shai | |
const £ ut ehaeitfhe eBde B 00) BELE b S RABER B g il e, BLKID
-TLO, Meode, abdnRentation dfddme imast be ¢dmseentsd ir@hetlsd eeadinating@de.
e at ool BB1ddEMs Pachi RSl dafid WA EnE oM the Brbmost (O x

0020) to the null (0 x 00) must be recorded by a minimum of one byte.

Value: Various kinds of character codes |

*NM2 - S:

Meaning: Name of 2 bytes related to the whole memory cards |

Function’ Whenever ending such a data related to length-variable name

data (a maximum of 512) designated by 2 byte character code, the

terminating code (0 x 00) must be written imperatively.

Computation of size must be commenced from the terminating code.
If no data is present, at least such a data ranging from the foremost (0 x
0120) to the null (0 x 00) must be recorded by a minimuin of 2 bytes.
Value! Various kinds of character codes
* EKB _ Version (4 bytes): o
Meaning: Designates generation number of contents keys provided by the
enabling key block (EKB) present in the above-referred hierarchical key
tree structure and/or also designates the name of the file of the enabling
key block (EKB).
Function: Designates such an enabling key block (EKB) for acquiring a
proper contents key to be provided by the enabling key block (EKB) present
in the above-referred hierarchical key tree structure.
Value: From 0to 0x FF
* E (Kstm, Kcon) (8 bytes):
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there may be such a case in which the above-referred nmenory card is

I ntentionally drawn out or power-supply source is disconnect ed%h?mlﬁ] _
it is necessary to detect occurrence of such abnornmal conditi Ull'
restoring 42 29 DEC 2004 nor nal operation. As descri bed above, it is so
arranged that the above-referred "Revision" is witten in the forenost

positi on Meaning' r cBatascopnsisingn af celﬁt&nﬁ}zd dodgy hﬁn'd c%rphe ]Bﬁ%vﬁi@ﬂl i S
I ncr enent +1, whe ver i ting the. v t her,eo Lf any abnornma
termi nat| t%é’é;é %tai E%ﬁrdgé %’%@é@&@%@%@g Lﬁé%?ﬁ@% eyt
the "Revibyapplgin, hftﬁtoi'a @W(}@ﬁﬂﬂ@ﬁﬂﬁ@gﬁe tdgggs do not coincide with
each ot he wher e . gf I ng ﬁjg detect abnormalty ended operati on.

Aple

| nasmuch HYMCHON: of fang1pherIng eeletendsalaficovi ded, it is possible to
detect abygrp@l | F;F(F;F babi I i ty. If abnormally
ended operat‘"lq%n Egsﬁpgggn@gquc e FF@%Fg?ggﬁerat ed via display of error

message f o EKEFheKdem) (Bdsyteshasmuch as the fixed value BLKID-TLO is

i nserted the for st _portion of eac bI ocC 16KB) , is fixed_val ue
can be a ']gnga %ﬁym%‘ dé‘gr‘@ L aééﬁ ﬁ)rbérmgelamg dndayigaral
Concr et el Obnﬂéhw/%}atao whErciha ﬁa‘tﬂ‘isf eh%’i"a‘ﬂé‘tﬂ %T%ﬁ?})ﬂ%%ﬂg Eﬁg%htgé%%ksg .

Il es

i ndi vi du bl ocks, it is p055| et | Scern
si nce thiyméym Eéﬁli) eiingtleay &ﬁ proveseer by tbe emakiangrkesthlogk

portion S 0._check the
reliabil ?{EKB? Qﬁlﬁ%?ﬂt a%tlj%b Ko refl i'S a‘%&hlégﬁ#(%ﬂg%y %efglsqee@:&lﬁk%h dat a

i dent i calFunctm dﬂsahb fmphemmgmntemsrdﬂtel ng file PBLIST by double.
Conpar ed the e ATRAC-3 data file

com)ai ns 1Barisi kﬁ)gogf%mﬂf‘mgﬁmﬁfﬂe ATRAC-3 data file is
provi ded ¥} W@(ﬁ@] (31 g)BLOCK SERIAL. In the ATRAC- 3 data file,

' normally pI ura o files, are present on a nenory card, and thus,
unl ess Hﬁ er sheckirgrthatampering svihtcapydiighsedidagacont ent s

525 o Pt SN e On ol B L
conposed genemtedtbaﬂaed pno$u(ﬁn.mt8 stabéd innhye hboﬂem@m@du@tl@ht cdﬂt@‘ﬁﬂﬁ@gh
Cdont | cattoaTrar P Bt “Fhid SetERitinbotie BRie sud thdisa of provansing
| ower i ng contents data such as recording of final contents data and alse based on
other data. If the time/date data S-YMDhms has been tampered, it is
identified that the act of tampering the data has been committed at the
time of checking the C_MAC [0], whereby reproduction of contents data is
prevented from being executed.
Value: From 0to 0 x FFFFFFFFFFFFEFER
* MGR: :
Meaning: Kinds of contents key
Function: When 0 x 00 is designated, two kinds of contents key are
present, which include contents keys Kcon and E (KEKn, Kcon). When 0 x
01 is designated, a contents data E (KEK, Kcon) is solely present.
Value: From 0to0x01
* 8 - YMDhms (4 bytes) (Option):
Meaning: Year, month, day, hour, minutes, and seconds, recorded by such
an apparatus incorporating a reliable clock
Function: Value for discerning the final date of processing contents data .
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order inside of an identical ATRAC-3 data file is determ ned by the block

nunmber BLOCK SERIAL. In the sane way, in such a case in which J;
di screpancy is generated in the file by commtting a | ogical ZgngQ\AZQ\Q)Gt
| eading to 43 29 DEC 2004 destruction of FAT, in order that the product

nodel of an appar.at manyf acturer wjtten in the file can be_ specified,

t he manuf 3¢ r*%r“; ez&% 31@5@@9 a%wly@iar%cgmtqm@ dafee s finally recondest of
each bl oclrheArGifish dasd iof,«Qf the data containing
added dai{a. T%%g%‘%nﬂ%% s%ﬁﬁ%ﬁﬁgﬁ en ;%t’ the forenost portion
of the aNaddaedala. : vaieiaab| @ tal tor 2078h i n such portions
followng the h ti,on. § X aning: Field ID Function: The fixed
val ue designati %P%g%%mwﬁi [ m?foglfi]such data contai ning added data
Val ue: From Ot oOk&Eo 20 Iit€E: Whani ngp tdt8gni tude of individual additive data

Function: Data sjze is . free. wever, the data size must be double the
i nteger of 4 byt t‘?ﬂr%éﬂﬁ%ive UDat @tei28 nust be a mi ni mum of 16 byt es.

| f any surplus ' s, gen t he endi ng point of data, the
05 90 s O RIgHGH P61080

excessi ve portion nust Dbe fi ull code (0 x 00). Value: From

16 to.14784 (0 X0B&wO} bits MCCBEcomiarl g 29V damindsepérsunitde Funct i on:
model Cof t he apparac LIRS dAts, BRRtet 5 ¢BE Soxice OF Fretersing coatents
s, onat i eyl sothe % ko st anee, TG il
dormi - o Adieh pdiated: dathetho apayprieteriod (hdMAss dobse Flosi epdatest adut a
file then stored in memory.

* TRK-nnn:

Meaning: Sequential number of ATRAC-3 data file to be reproduced

Function: Describés Fno in the TRKINF

Value: From 0 to 400 (0 x 190)

* INF-S:

Meaning: Additive data related to the whole memory cards, where the

additive data includes photographs, the words, a commentary, or the like

Function: Length variable additive data accompanying the header

A plurality of mutually different additive data may be aligned by way
of providing each of the additive data with an ID code and a predetermined
data size. Each of the additive data individually provided with the header
consists of a minimum of 16 bits and such units that double the integer of 4
bytes. Details will be described later on. |
Value: Refer to the composition of additive data

To constitute the final slot of the reproduction controlling file,
BLKID-TLO, Mcode, and Revision identical to those which are stored in
the header are written.

While operating such a consumer’s audio component apparatus,
there may be such a case in which the above-referred memory card is
intentionally drawn out or powersupply source is disconnected, and thus, it
is necessary to detect occurrence of such abnormal condition when restoring
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Function: Designates usable character codes aEd Ignguagefcodes by applying

each byte Value: ldentical to the values of the above-referre y *

DATA: Meani ng: Individual data containing added data 44 2 9 D&@EIECLZOM

Function: |ndividual data are desi gnat ed by vvaK 01;] Ieggthhbvarl a\%e datﬁ
Forenost part of actual data aI ins with the 12t yte, ere the

" length (s]ilQ@}lagf opeEationa mA$ gﬁ?& ﬁgﬁh‘f@f % B@t 88, Bé'iﬁﬁﬂg@d thatt the

al ways b 19'(8&9@ i A $ p

gene?/at e:? eyo c?l?ﬁd R%g%oﬁtllg;n%%gﬂ% exceSS| ve OT n()nglf‘r‘ﬂ]s{;h%e

filled wrdamrhest poBitmmdﬁ egohblook, aﬂdJym tbeiﬁedlsmm @a{;\ mdzl@m@ntfhgy ,+1he

value|5|$%|wduall fln@] &@2%% es angl nt o ata

correspon‘g JevEr tﬁ"é ef ther TR @0B4! i graRmation

attri but epdieasein {@eoukk®ef)proteskihg thd Blo%'kd tﬁe%ﬁ@sctﬁtﬂlef *T{@vi(sggg at

block). FLG 21 designates the forenpst bytes (0 x
i ndi vi duai}h%léfgmﬂﬁtr asgorgnrmast Pesidlano\do tot momn@sle( mtbyeach chEISZ

port i on raneray b ST IR b Fh Y nddolattn, ° RS Gh B4,
i n which (%ﬁhbyﬁésvmwm}llcbdw dnfee provisled], neEngs mlbiehﬁdldew&tﬁSEgPﬁM

mai n
B e e
bel ow. Iﬁiéﬁ@etectbﬂ%anﬁﬁs@ér%’i‘hted W%ﬂh@l Pf%bovgééa%?@a%gt 3w

The val ue for Edentlfyl ng the f or enost te 0
Val ue: F| xed vengeher, iapsmuch @sdthecfized) nsapted 1n2the

L) P TP AR5 S R P

appar at usrateenbﬁmmgdegm‘eelg)fﬁtﬁ' wiehubeirEheutpfesrde®. bConcoetelyint evay

manuf act urer 3 cﬁ]ng the fixed values at the foremost of individual blocks, it is
possible to discern the kinds of files. And yet, since the fixed values are
written into the header and the terminating portion of individual blocks by
double, it is also possible to check the reliability of the fix value. It is also
allowable to record such data -identical to that of the reproduction
controlling file PBLIST by double. |

Compared to the track data controlling file, the ATRAC-3 data file
contains a considerably greater data volume. The ATRAC-3 data file is
provided with block number BLOCK SERIAL. In the ATRAC-3 data file,
normally, a plurality of files are present on a memory card, and thus, unless
the block number BLOCK SERIAL is added after discerning contents data
by means of CONNUMO, it makes it difficult to restore files when FAT is
out of order. In other words, since a single ATRAC-3 data file is composed
of a plurality of BLOCKSs, which may be disposed apart from each other,
and thus, in order to identify the BLOCKSs for constituting identical
ATRAC-3 data files, CONNUMO is utilized, and yet, lifting and lowering
order inside of an identical ATRAC-8 data file is determined by the block
number BLOCK SERIAL.
In the same way, in such a case in which any discrepancy is

generated in the file by committing a logical error without leading to
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The lower 6 bits designate the product nodel code * BLOCK SERI'AL (4

bytes): Meaning: Serial nunber added per track Function: The f
of an initial block begins with 0 and then the follow ng bl oc&mcbmlf

i ncremented by +1. Even when bl ock data are edited, values are invariable.
45 29 DEC, 2004 Val ue:, Fr 0to 0 x FFFFFFF * NIC + L (2 byt es): Meani ng:
Desi gnat cteshrueiipnt ef oﬁAﬂm @ey tha rﬂ'&@l((}d}m c medels of #onappenatus

doci gnat Q3 TRy RARER HPERARB AP e Hodfid 1M MefubEREEE Ml

+ L. ) * NMﬁdehyweeordedvahhhed’oreghmsg amﬁematrnosﬂwdf each bitdka ((j NVR) 011:

t t t -

Lhe data e Srte 0 BLeeD: dnales Shnebataicn ottt At dpntanag maded < o
the val Uedﬁa t hﬁl@é@‘f@@d’éﬂs shEn thélow arkNettéen(2t l@hé%}en%ﬁﬁdg‘g}?n of

De5|gnate size of all the addifive data related to
Functi on:t (iétiias data.a diengiuyemalne1 slatar @reniwritten nn ¢uch  gomiesent |

data si zg.j 0 zero. Value: Data size ranges fromO X
0000 to g’ogﬁg@g%%&ééaérﬁﬁﬁgbm (2 bytes): Meaning: Total nunber of parts
Functi on:* [Mdf:gnat es the nunber of parts for constituting track Normally,

t he nunb art Value: From1l to O x 285 (645 dec) * T - SU (4
byt es): %ﬁﬂ% tl‘éfd nber of sound units SU corresponds to the mi ni num

unit of Flauhétloﬁﬂd’mfé fixeld ehhge %&%& gctiie FordReat Yoirtiot oﬂ@h@h"@&fh
conpressing audi o data_by applying the AT C—3 The total nunber of

containing added data
Value: FromOtoOx FF
* SIZE:
Meaning: Magnitude of individual additive data
Function: Data size is free. However, the data size must be double the
integer of 4 bytes imperatively. Data size must be a minimum of 16 bytes.
If any surplus portion is generated beyond the ending point of data, the
excessive portion must be filled with the null code (0 x 00).
Value: From 16 to 14784 (0 x 39C0)
* MCODE:
Meaning: Manufacturer’s code
Function: This code discernibly identifies name of the manufacturer and
- the product model of the apparatus used for recording data.
Value: The upper 10 bits designate manufacturer’s code
The lower 6 bits designate product model code
*C+1s _
Meaning: Designates attribute of characters written in such domain
corresponding to the 12th byte from the foremost position of data file
Function: Designates usable character codes and language codes by
applying each byte
Value: Identical to the values of the above-referred SNC + L
* DATA:
Meaning: Individual data containing added data
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sound units corresponds to several hundred bytes conprising audi o data

corresponding to 1024 sanples (1024 x 16 bits x 2 channels) g |
44.1 KHz of sanpling frequency by way of conpressing audi o dat ?&ﬁfe Qna"’

approxi mately one tenth the original size. Each SU corresponds to -
approxi mately 23nseconds_via time-w se conversion. Normally, a single

parts is Eowssssd bl;ndimﬂﬂsabdaé@\mmdesmfadoby ovaplaf lleangthgvazaiab d data.
: . . . QUL it . ¢
46 2 o perosmr st ot PRI G Ak Tt h? PARChRE BB RS
I ooelath e o et oot g ot gt
[hE e AP ISR Vb SR e S en: s Bt s eonest
2dded dat E@?é‘}ﬁt?@%?%%?%b&@ Bty PSR ERR b0 1 by HIRE WL the
units) t onbd cads fffxélﬂ - Function: Designates the total number of US i
e o SRS Pbetitab g b oSS A TR LM o™ O ™ 0
(Option): MeanFliG. Bel ateweplifieatannabignhbhK bfinddtzdnorPosptiredingn ot ahiend
from t he ATSUAGE Bfatar ffe Aaddennne HiFuay dost FRRacAGORE R headteneof
SU 1 nto OBRkhFidhtalhilcSaRfs thlicCddt:L AR (Shse Ll UChéq.gzigga§%gm§ﬁf the

(approxi mately . our tinmes the normal '|én

“Val ue: Frfmemmstgbyw FrR 08060 ehrnidfF@pef tndividuny sloisicamesponding to2
Pries) (i abbeh 0BT 0B 1% P SR IEAS R P 5
speci fi edFbi. PR(thenhéyddéheomprizess siwh degortiva w@itzingdohd thd fofemost to
dur ot on (e (% btes\l 6he Biziudgo hehevona BRIk 1256 dixtergoarsaRite the

music name domain NMI1, whereas 512 bytes also constitute the other
music name domain NM2. The heading portion of the attribute header
contains description of those data shown below.

* BLKID - HDO (4 bytes):

Meaning: BLOCKID FILE ID

Function: The value for identifying the foremost byte of the above
ATRAC-3 data file '

Value: Fixed value =“HD =0" (For example, 0 x 48442D30)

* MCODE (2 bytes):

Meaning: Manufacturer’s code

Function: This code discernibly identifies the name of manufacturer and
the product model of such an apparatus used for recording data.

Value: The upper 10bits designate manufacturer’s code

The lower 6 bits designate the product model code

* BLOCK SERIAL (4 bytes):

Meaning: Serial number added per track

Function: The foremost byte of an initial block begins with 0 and then the
following block is incremented by +1. Even when block data are edited,
values are invariable.
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FromO x 01 to the end of nusic tune 0 x FFFF (max. 6084 sec.) 0 x FFFF
Next, music nanme domains NM and NM2 are described bel ow * - hi ng:
Character array expressing nusic names Function: Length-vari agwasﬁm
(maxi mum 256) expressed by neans of one-byte character code: Wenever
termnating nusic nane data, it is essential that the term nating code (O

X 00) be Waltie¢enF4dn20%0®) EF RO FRper ati vely. Size shall be conputed from
the term ng\tﬂ o] no data is present, it is essential that at |east
a mni mum & &-b&bmS)code ranging fromthe forenost (0 x 0020) to the
nul | - cod 0

Rlé&nind >De§1§3ﬁ%eé%ﬁqbu@bfaaté(i‘m5 of AR AL Ghugp: %W%?’Fam .

Meani ng.: r-arr expressi ng nmusi ¢ nanes I on.

nane dat aFuwetionim G act@xlmtb&amd)}angtmg@ﬁdechae@dbmtheotﬂ@& NkEnhewer
term nating _nape i}a}t ssent,i that termnating code (0 x 00) be
vvrlttenlﬁ%sé? \53 ﬁés ﬁy eb onputed fromthe termnating code. If
no data lVamgsemenﬂléallﬁ)ﬁﬁeseﬁlu@bftﬁélﬁfe@djhg%ma(} Wi mum of 2 byte
codes be mbvg r ing.fromthe forenost x 0120) to the null code (O
X 00). val' L BBytalr act er codes The TRKI NF begins with the fixed
position ) I c domai n)
conpri sesk)g%é%%ég B%S%ﬁ[%téé &l hﬁ@hﬁeﬁ?ﬁ%ﬂmgg%@g@&é& ﬁ%giéaga rel at ed
to securi F}armtmmoyChamm&‘lwdp athalf ]aan@lﬁge 23ddenseh doreshe hdafBRNINR are
portion. Those data it hi q@fihg%f) RKI dorral n are described below in

accor dancEeSHECHYERE dgpLaa * EKI (1 byte): Meaning:

G pher i ngVahné-enldenttoaliotHeoesldeof fife aiaébé%ﬁhngNIl@+qDabl ing key block
(EKB) preg i&@"; above-referred hi er ar chi cal key tree structure. EIU

desi gnat es R}1 Kcon) is present or not. Function: bit 7 =1
desi gnat eMé’émcq)%léﬂ%ﬁ:eEe&E total size of all the additive data related to

tracks.

Function: Describes data size based on 16 byte unit. If no data is present,
data size is compulsorily reset to zero. |

Value: Data size ranges from 0 x 0000 to 0 x 3C6 (966).

*T - PRT (2 bytes):

Meaning: Total number of parts

Function: Designates the number of parts for constituting track
Normally, the number of parts is 1.

Value: From 1 to 0x 285 (645 dec)

*T - SU (4 bytes):

Meaning: Total number of sound units SU corresponds to the minimum

(DU )

unit of parts, and yet, it also constitutes a minimum unit of data when
compressing audio data by applying the ATRAC-3. The total number of
sound units corresponds to several hundred bytes comprising audio data
corresponding to 1024 samples (1024 x 16 bits x 2 channels) generated via
44.1KHz of sampling frequency by way of compressing audio data into
approximately one tenth the original size. Fach SU corresponds to
approximately 23mseconds via time-wise conversion. Normally, a single
parts is composed by means of several thousands of SU. In the case in
which a single cluster comprises 42 units of SU, it is possible to express
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bit 7 = 0 designates absence of the key E Wien the condition "bit 7 =
present, EKB version shall be' entered wthout referring to R ( g(g(mEC 2001'.
Kcon). Value: FromO to 0 x FF * EKB version (4 bytes): Meanin

Desi gnat es generation nunber of contents keys provided by the enabling key
bl ock (EKE) present .in the above-referred hierarchical key tree structure

and/ or aI%I@PHQ%@-ﬁQEh felgong secoed:@fﬁﬁound witlvla sippglecluster.  Jtheunuanberx BKE) .

48 2 9 y K r
acquiri nj pr oper con @ﬁ?% keys pr owucsiﬂcﬂ‘ﬁ3 @ﬁg%%l @ gi%/%i%er &thﬁ%e(f
(EKB) pr edatat. nas:hachlaﬂdn@munbekeﬁ' paltsﬁdetmtmrmad Ithe: miorertafter Ox
FF * E (Kst Kcon}leoﬁ tes Meani n @%h ISI n such tent keys
for ci pheFiRgVELE Aheoheade G IafREr gh S @diyesdaange
ke Kst PAD Chi I o tgadat a
Va?/uc(e Fg?nﬁ% tao IFIJ%%@%’FFI}I@IQF%FEB ’dHE@?KEOK%ﬁYKe%ﬁ?& 8;%4 esE I\ganl g:
hehe

Dat a corrmql’s”eﬁiigoﬁ,&% ko @hﬁt(@mdgtllaey%nablmg@mmu@uaao pewts re
t he datalkﬁhﬁgﬁhered by a key ciphering key (KEKn) provided by the
enabl i ng key bl'ock (EKB) present in the above referred hierarchical key
tree struftnctonFuddésign, até@ﬁhé Q;otﬁrnumﬂmr oh IS antiexdty p@*@é@t Yothee trdakom 0
to 0 x FF FFFFFFFFFFF r[f(flﬁ‘%%‘ tes) Meanl n Val ue for
checki ng Q%%P?H@S\RPFHE amMHPEEURA: A val ue gener at ed
from t he EghientBrsth @qupf@bl}g MOSPFFFFF above referred TRKINF data
I ncl udi nggihs ccunul a(éon 350 er of contents data and al so from conceal ed
sequence n Yﬁ%s)t nceal ed sequence nunber corresponds to those
sequegce M%%‘?ﬁh% T&qgfl%q&&l&l%?mmg domain of a nenory card. Such a
recor der ) :

Function: Pointer indicating the tip of characterized portion of a music

tune. Designates a position from the tip potion of a music tune bir way of

dividing the unit number of SU into one fourth. This position corresponds

to such a duration (approximately 93mseconds) four times the normal

length of the SU. ‘

Value: From 0 to 0 x FFFF (a maximum of approximately 6084 sec.)

* XT (2 bytes) (Option):

Meaning: Time for reproducing INDEX .

Function: Designates the time unit number of SU to be reproduced from

the foremost code specified by INX-nnn by the number divided into one

fourth. This corresponds to the time (approximately 93mseconds) four

times the normal duration of the SU.

Value: 0 x 0000 = Devoid of time setting effect

From 0 x 01 to the end of music tune 0 x FFFF (max. 6084 sec) 0

x FFFF '
Next, music name domains NM1 and NM2 are described below.

* NM1:

Meaning: Character array expressing music names

Function: ILength-variable music name (maximum 256) expressed by

means of one-byte character code: Whenever terminating music name

data, it is essential that the terminating code (0 x 00) be written
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I ncapabl e of safeguardi ng copy-rights are unable to read the conceal ed ‘
domain. On the other hand, such a recorder conpatible with cop%%@ﬁt@ 2[]{]#1
such a personal conputer | oaded with an application program ca

reading a nmenory card can gain access to the concealed domain. * A (1

byte): Meaning: Attribute of parts Function: Designates data inside of
parts sucHNBeTabnghes n%bl@ﬁ hel ecpanpréed rirphy the F@lfmmtmgedmié s Hrao

descri be 1 ' ed_as_"npnaur

whi ch N ddgﬁ“?%l fﬁ‘s@%ﬁéﬁr Ié PB%M%% Eéisscb‘l&t UG & ﬁg@e EPQHG €sub
si gnal asrangufy frotn BRE faﬁ@ﬁlcmbé@e@@%@ i themaill @@d@(@xm)nfe B@®ribdt R
signal c nent.s. .Such data corresponding to bit 2, 1 may be ignored by a.
convent i oNatue- eﬁ 3&%% ®%. Bit 0 of the above attribute A
consti t uteNJ¥:OFF data of enphasis, whereas bit 1 constitutes such a data

to desi gnat e whet her bei ng reproductlon SKI P node or normal reproduction
node. Bi tMeawmg i tUhasactetarrayiexpmessingimusicatdmeswor ds, bit 2 forms

the 1| ke T EARRIGE " s tvafiBbhs Shalld alF (RN o ToN Beignbted iy
a:rtslhg\l/J\T tWO'FH deS| nat es § a mvegr\r/\% ue ex ressedé Sﬁglglé?%?ggg%?ts
B 5 Cancthelt theTiBatig, aode” Hdox (Y Be vaiblen RS TREN sl Sizs | shalhche,

64MB e t ﬁﬁt‘ﬁ th
rel ati ogwtjo ﬁzlgﬁdfsmo ttﬁe t(r?% I nc tu%?tﬁgdﬁongj?%na%%ﬁyﬁﬁf LLE]‘?%%Ség?al SP
(N = 4), that mt=lenst anminmupum of 73 byteunddesfbswribtemiranging fiprasthor

I t f SP node, 384 byt f
X moe, Shaiors BPHAZD) go Bhe ripESSe (FROM T30 ode (N = 0) and
joint" nddhud: N Vadibusadreiractémngodes t he above ci tedATRAC -3 i s designated
by the bit 7 t. SR d d whi.l til 64MB
card for exanphe T RRING lesaiomoviih: Sha e aonsiondd AR Shenactmiauta |
of SU conpsages BPﬂebTmmvhmdcked%r@aamﬁ)% fgesaaqog@ﬁ %t ta,SU

units are present_per block. A unit correspon s to
W ch mainly integrally controls data related to security and coy-controlli

data. FIG. 23 designates the TRKINF portion. Those data within the
TRKINF domain are described below in accordance with the order of
arrangement.
* EKI (1 byte): ,
Meaning: Ciphering contents key provided by the above-referred enabling
key block (EKB) present in the above-referred hierarchical key tree
structure. EKI designates whether E (KEKn, Kcon) is present or not.
Function: bit 7=1 designates presence of the key E

bit 7=0 designates absence of the key E -
When the condition “bit 7 = 0” is present, EKB_version shall be entered
without referring to R (KEKn, Kcon).
Value: From Oto0x FF
* EKB_version (4 bytes):
Meaning: Designates generation number of contents keys provided by the
enabling key block (EKB) present in the above-referred hierarchical key
tree structure and/or also des:tgnates file name of the enabling key tree
structure (EKB).
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seconds. Accordingly, each block corresponds to (1024144100) x 53 x (3968 -
16) = 4863 seconds = 81 mnutes. On the other hand, the data tﬁﬁ@f!}%g;g@ﬂ%
is conmputed as follows. (4410011024) x 304 x 8 =104737 bps * :
Meani ng: Reproduction restrictive flag (conprising bits 6 and 7) and

security yersions (bits 5 to 0) Function; Designates provision of o
festrictiVanciian i Mesigartes shebken vaabdingikeyr block @fKB)sf@ﬁ echuiritg

o oo RroPE PSSR Ry frovidedy thE Higthe Y6y il g URRIY) Kiedey™
versi on cudthe hierarohicaldpeyp threet stomctaré.nhi bited. * FNo (2 bytes):

Meani ng: ~f l.nigially. reco d track nunber. This value specifies
posi tion yhf“ﬁﬂ e ﬁ‘l)’a)eéftB%‘cE uting MAC recorded in the conceal ed domain

of a meno¥ %%,M(Sﬁﬁﬂ@bﬁ to Ox 190 (400) MG (D) SERIAL-nnn (16
bytes co i sing upper 8 bytes_and |ower 8 bytes) - Meaning: Serial nunber
of securideansgks I3aty castpmsing shebuatitegts keys:foripBening each Tontenitg

FFFFRrErr R RERelR CHE N s e A B B A e PP G A e St e
e, S Th B e B ok b ovi den f or o

. Thi al.ueni s n
}[ﬁgfvi dua?ai/ omrwﬁgﬁkﬁwgﬁﬁwﬁﬁ 2 bill !Don nmusi ¢ tunes (232)

are prepat @I(K@Kni Kebh) (§byged)re recorded nusic tunes. Value: FromO to 0
x FFFFFFEF_ * YNMDhis -hDS((4 by.t)es) (Option): Meaning: Date and tine of

comenci nyleaningd ud?atm compmsiag suph conients keysrfor cipkeringresntocontierda
data, where the data is ciphered by a key ciphering key (KEKn) provided by
the enabling key block (EKB) present in the above referred hierarchical key
tree structure. | ' ' :
Function: Usable for ciphering contents data
Value: From 0 to 0 x FFEFFFFFFFFFFFFFE
* C_MAC [n] (8 bytes): |
Meaning: Value for checking the tampering with copy-righted data:
Function: © A value generated from the contents of a plurality of the
above-referred TRKINF data including the accumulation number of -
contents data and also from concealed sequence number. The term

concealed sequence number corresponds to those sequence numbers
recorded in a concealed domain of a memory card. Such a recorder
incapable of safeguarding copy-rights are unable to read the concealed
domain. On the other hand, such a recorder compatible with copy rights
and such a personal computer loaded with an application program capable
of reading a memory card can gain access to the concealed domain.
* A (1 byte):
Meaning: Attribute of parts
Function: Designates data inside of parts such as compressed mode
Value: Referring to FIG. 24, details are described below.

A special joint mode is prescribed as “monaural” mode, in which N =0,
1 of monaural signal comprises bit 7 as binary code 1 and sub signal as 0,
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Function: Date and tinme at which conmencenent of reproduction ecified b
EMD is approved Value: Identical to the above-referred date ancé) C’“ZOﬁlf
YMDhrs - E (4ytes) (Option): Meaning: Date and tinme of term nating
reproduction of tracks which are restrictive of reproduction Function:
Date and tinme at which approval for reproduction specified by EM is

t er m nat edvherass: maiensigaal soledpecaanpvisesetlert &) d@mlamhmomnts* Sﬁ@h (1

Punct i on: CBUfy et aRE e th, Biege. 5058 e (8, osprimuin
Rounds of reppodactivh@pgaratuson: Actual Iy repr odu0| bl-e rounds agai nst t he
Subj ect 1o dectBheLopehe Fhasior e”%”@e”&@%%%é'(ﬁwo}bﬁ datrolwaphasis,
PO (0" x R b %LWI}%?S (hchye dhta ' 65 0dgsedte W elidg: e
00, repr oteprodirctioniHKIBi medle or @mmnaby‘eprodﬂkumm ngod@opBlﬂﬁlt:mgéémtutetss 6
ond 7 3ot AEEY ABLESn. "G RERS: SBEHES OB Hofoiis, Stgh, e sz o
desi gnat edats @mo&mtdaﬂed duch d@fa?sﬁﬁégg%dﬁggeﬂlis%%§ﬂ3393% ihi?ft et INEE
AUt hant | OB GEY eXopomRiBireE JHte 1 eanek Gyais shemmnat, Fipy2omads! dats
T L
oper at i onsughda dapdecvakic0oxppessede by cpysenthrme bats dn 5, fanid e Tleeindod¥hen
utili zingy byl desiffaths $85G-ARECH% SERR! esuﬁfi%%d' & B4MB memory card),
data transfer rate, the number of SU per block in relation to 5 kinds of
mode including monaural N=0, 1), LP (N=2), SP (N =4), EX (N =5), and |
"HQ(N=7). A unitof SU contains 136 bytes for monaural mode, 192 bytes |
for LP mode, 304 bytes for SP mode, 384 bytes for EX mode, and 512 bytes
for HQ mode. Further, “dual” mode (N = 0) and “joint” mode (N = 1)
conforming to the above-cited ATRAC-3 is designated by the bit 7.
Assume that SP mode is entered while utilizing a 64MB memory
card for example. The 64MB memory card contains 3968 blocks. Since-a
unit of SU comprises 304 bytes, when the SP mode is entered, a total of 53
SU units are present per block. A unit of SU corresponds to (1024/44100)
seconds. Accordingly, each block corresponds to (1024/44100) x 53 x (3968 -
16) = 4863 seconds = 81 minutes. On the other hand, the data transfer
rate is computed as follows. '
(44100/1024) x 304 x 8 = 104737 bps
* LT (1 byte):
Meaning: Reproduction restrictive flag (compnsmg bits 6 and 7) and
security versions (bits 5 to 0)
Function: Designates provision of restrictive terms imposed on tracks

Value' Bit7: O=norestriction 1= restriction is present
Bit 6 0 =within effective term 1 = effective term expires
Bit 5to bit 00 security version =0
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froman analog input or a digital input; and data code O desi gnat E% '
authentication level. In the case of digital recording via a Clﬁ ifm mﬂ)’r
7 correspond to the former function 00, and bits 2 and 3 corresponds to
the latter 00 function. * CN (1 byte) (Option): Meaning: Copying approved

rounds i he HSCMS (Hi gh-speed Seri al py. Mapnagenent  System Functi on:
Di stincti %Weﬁe%@ﬂtcﬁaﬁdsé@& ,ﬁypaﬁgapéééflﬁﬁnfl@ht@@nds copying is

expanded # @, gj]%}? -t he approvabl e copyi ng rounds: The approved copyi ng
rounds are soﬁg?y e s)ecti\_/e_ for the first copying generation and subject

to decr eablegming ouflthefinitipilyngecpretest itvack Valumben0 Tldspyihge | Specifies

<P des: BRAEE Ph e Rlnt B AR BE MATER Saded iR sl d dlimathn.
above- ref@ﬁa@ﬂemcagrkcgd@ta domain TRKINF, such a 24-byte data initiated

fromO Xx 0.scalled the rts-data domain PRTINF for controlling
parts. V\hg?)ﬁf%npgﬁ lﬁo%bﬁé(‘&a@:k with a plurality of parts, PRTINF is

RS ; . t par S

cor Lot G SERIATIN (6 K1 cilhmnBaR0aphar s IMteRaind River. 8 briee

descri bedVissining: n Secaldanoabeit of tseeuaityatdodks oprterided RRETS Z@cbﬂdln%
e

bytes): ggﬁﬁ L.hg: Parts size Function: Designate parts size including t
fol | ow ng" is provided with 2 bytes, (the uppernost rank);

Starting Fadctiobyt eldtaliyubiffeirehtpledpe Ao lhes fbP2bbdidi dfg) gg ded with 1
byte(thegl west._rank) . Val ye. r. Fromil to O x 1F Starting
SU: From afléﬁ‘fo Krowm @ ted)x fﬁ&@ﬁFﬁEEFFEEFEF FI‘?E&'FI\Iote t hat
the SU codey) t g);om 0O, 1, 2, ... upwards. * PRTKEY (8 bytes):

Meani ng: Val ue for cipfrering parts Function: Initial value = 0
Meaning: Contents data accumulated number

Function A proper value accumulated per music tune. This value is
controlled by the security block provided for an individual recording
apparatus. A total of 4.2 billion music tunes (232 are prepared for
identifying the recorded music tunes.

Value: From O to 0 x FFFFFFFF

*YMDhms - S (4 bytes) (Option):

Meaning' Date and time of commencing reproduction of tracks which are
restrictive of reproduction

Function: Date and time at which commencement of reproduction
specified by EMD is approved

Value: Identical to the above-referred date and time

*YMDhms - E (4ytes) (Option): _

Meaning: Date and time of terminating reproduction of tracks which are
restrictive of reproduction

Function: Date and time at which approval for reproduction specified by
EMD is terminated |

Value: Identical to the above-referred data and time.

* XCC (1 byte):

Meaning: Expanded portion of CC (copy control) described below
Function: Control of copy
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When entering an editing process, editing rule nust be observed Vﬁgﬁz '
FromOto 0 x FFFFFFFFFFFFFFFF * CONNUMO (4 bytes): Meani ng: anl am@‘l'

generated key for designating accunul ated nunber of contents data
Function: Role of ID for characterizing contents data Value: ldentical to
the value of the initial value key of the accunulated contents data

nunber . Réf@r(a%rt@)( P{i@ 21. As shown in FIG 21, the attribute header
| e cont al ns an additive data INF. The additive data

of the C3 d
I NF rel at @36111% agﬁ@m rrepaeductian; abl e Iengt h and acconpanies the

header . f t _addit
Gty DegHd SRGRTES reBrbitERll sbuBia MR ] RimA e ed g
DEC 2004 foxt i emerfmlng repmddictiore dBhe rmn;ﬂldshac@ sabfedietd dieceommy ifRes a

amsp
m ni mum of f) tes and consists of such a unit that doubles the int eger
of four B I ndi vi dual bl ocks of the above-referred ATRAC 3

data fil eVal@él 0@)fxt 0@ t@b@\zﬁ@ﬂ?ﬁf er?&l%hbr I%Si‘(ﬁ' ﬁ%ﬁb uéag rM}F

a header is a ach bl ock. Data use or_ea g]oc a'ﬁ%’%?
data fil eyefaraé at theadueismwdlf0 x 0D Whenyhedjit 7 chfeb'ﬁ‘lmghcates

Bl ocked 61, st of the

ATRAC- 3 g}atad@“g AM %ﬁgg@b kgg%dl(l%%&ﬁé‘ém@w{gox 41334420) *
MCODE (2 Hi@ lby#bhnl ng Manuf acturer's code Function: A code for

di scer ni i dentifyin cturer's nane and the product nodel of the
appar at u?\@’e‘b‘n& ()r{%@gl(g?a’ﬂao al ue: Upper 10 bits designates the

manuf act quhﬁlﬁpd@oMmrbb@whg%érﬂlghts desi gnates the product nodel

code. NUIVD byt es
- Vy s ov%/rn ) FIG. 25, bits 6 and 7 jointly designate a copy

contro]]mg data, bits 4 and 5 jointly designate a copy controlling data
related to high-speed digital copying operation, and bits 2 and 3 jointly
designate security block authentication level. Bits O and 1 are not yet
defined. _

Copy controlling operation comprises the following: When utilizing
bits 6 and 7, data code 11 approves indefinite copying operation; data code
01 inhibits copying operation; and data code 00 approves copying operation
for one round. When utilizing bits 2 and 3, data code 00 enables recording
from an analog input or a digital input; and data code O designates MG
authentication level. In the case of digital recording via a CD, bits 6 and 7
correspond to the former function 00, and bits 2 and 3 corresponds to the
latter 00 function.

* CN (1 byte) (Option):

Meaning: Copying approved rounds in the HSCMS (ngh speed Serial
Copy Management System

Function: Distinction between one-round copying and indefinite rounds

copying is expanded to designate the approvable copying rounds. The

approved copying rounds are solely effective for the first copying generation

and subject to decrease per round of copying operation.

Value: 00 = copying is inhibited. From 01 to Ox FE designates rounds of
copying operation, and 0 x FF designates indefinite rounds.
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Meaning: Initially generated nunber for designating accunul ated '
data Function: Role of ID for characterizing contents data. Everzsgigjlﬁﬁsmlf
edited, the value remains unaffected. Value: ldentical to the value of the
initial-value key of the contents accumul ated nurrber * BLOCK SERI AL (4
bytes): Meanin Seri al. nunb rs added t,o i d| VI tracks Function: Seri al
nunber at the flll FUSCRIROBAY @ﬁpﬂeg‘e fesae dosraind RISINFhsuek i s

count ed f

Val ue: Ft%;’?%b?"%géﬁ%&%ﬁé@%@ fﬁgf%?é&?"?% "BUVEL (HETRAR AR Fiben,
ci pheri ngPBINFoftr rontrollimg Taatsni tWhJenbbomlpcmngl assiripde saacki tith! ack
of a corr ng .54 recqrdi ng .apparat u enerate ns
digits. ﬁgﬁ%% % %#@k%ﬁ%n{sedﬁ{%mdg 131-11% rer t(Pﬁ i:ui‘}gl 8&19-s Fié’c é)élno
sound candésiggeites ah@q)dwforﬁbmbsp@nd]ﬁg%memwn@%l@opaﬁtabh?%e
and t hus ﬁwﬂﬁntlcal val ue i s to. the header and _the rearnost
portion of | derFin @gepHAescri 9 Beiangoedanes, withe thel asranged ns
unaf f ect |l ue: 8 byte randomdigits at the initial stage *

I NI TI ALI Z VECTOR (8 bytes): Meaning: An initial value necessary for

ci phering BR[I‘ Ep%byﬁ:&g)the above-referred ATRAC-3 data file per block

Functi on: M‘I*'alé]e |n|t| bI ock begins with 0, whereas the foll ow ng bl ock
utilizes ed8byte val ue of the |ast SU. Inthe case of

ci pher i ngFancdmdeD@s taae mgmﬂéeﬁﬁﬁfﬂlﬁ e Heofdll it usle
the [last 8- ately bef ore n|t|aI UIS util |zed Even en
bei ng ed‘ﬂf(hj Sme%mm@smﬁa S U irlayiteo(an wpper \‘ﬁ
FRFFFFFFR& REFminating-STNE prdkas H%t}P?tt@th(tﬁé) Weé.‘ﬁ‘féxﬂ{).
Value: Cluster: From 1 to 0 x 1740 (8000)
Starting SU: From 0 to 0 x A0 (160)
Terminating SU:  From 0 to 0 x A0 (160)
Note that the SU codes are counted from 0, 1, 2, ... upwards.
* PRTKEY (8 bytes):
Meaning: Value for ciphering parts
Function: Initial value =0
When entering an editing process, editing rule must be
observed.
Value: From O0to 0 x FFFFFFFFFFFFFEFF
* CONNUMO ( bytes):
Meaning: An initially generated key for designating accumulated number
of contents data
Function: Role of ID for characterizing contents data
Value: Identical to the value of the initial value key of the accumulated
contents data number.
Refer again to FIG. 21. As shown in FIG. 21, the attribute header of
the ATRAC-3 data file contains an additive data INF. The additive data
INF relates to tracks, which has a variable length and accompanies the
header. Depending on cases, a plurality of mutually different additive
data may be aligned. Each of the additive data is added with ID and a
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Function: Data conpressed from 1024 sanples. Depending on the ¢ ressi on
node, the nunber of output bytes varies. Even when being editecﬁrﬁ)lﬁﬁam#
remai ns unaffected. For exanple, when SP node is entered, N corresponds to
384 bytes. Value: Value of the data of the ATRAC-3 data file According to

th t h ' |G 2L,,.1. h N.,= 384, t | of 42 SU

writen | B SRR Sgh o ACUEROURTS| OfindRad) beatan orapBsRs &
titutmimg . i AL

const i t ut mikdadem of U6 Byess anBlédisideor MoK e, Wg@%ﬁ%g@?%

are writtgn b% double in the last one block (2
sur pl us yte of each block conprises 16,384 - 384 x 42 - 16 x 3 =

208 bytes. As i ' 8- ED i ' h

sur pl us. domai R By Po B aauer oAk o1 th A e SATHEEES date e e

} _nI a ; I asfotllmmdﬂrxje Slf?lﬁerefewmd mslgbuitetlmdelt My shibivin irgﬂ@f?@i??heﬂééf
ile forna re oHpr ess unit ,conpri ses.a soun [ .

Accor di ngﬁsy?d%@@aea&é P&%ﬂgcﬁﬁ ke 5o rug@@) %T(Pf'é"aﬂf @E@ a‘ﬁ‘ﬁ@%}ﬁ éjﬁtﬂ fide

devi ce 308re geBeHBEd I2]@w0 DEC 2004 readabl e unit corresponds to the sound
unit SuU. ' conpressed via CODEC format other than the

ata nmay al so be
above refe éqﬁﬂﬁ&@ébﬂ‘é&ﬂ:fi e format or the like. Block seed data is
generate - Of | -} random digits per block. [Flash nenory
Myanifie: O BBEREAFILID

controlling ash menmory controlling nodule 35 controls

oper at i onE‘umtionM‘i\galw foatdentifyirgnthe ﬁﬂéhmstdgttﬂleQNTRA@F@ data asg mEm)Lyd
34. Con ct.ion..of, a yeprq  opappar at us own.in FILG 15 is describe
bel ow. Th a‘ﬁb%rggm u&p"ﬁaﬂ@s gﬁ%ﬁgxﬁﬁlﬂ?(ﬁ&‘@ggﬂﬂz%es the

fol | owi ng* MOGIDE CPB jing nodul e, a communication interface device 42,

a control]ing .nodule 43, an edjting nodul e 44, a conpression/elongation
nodul e, r Mﬂnuf@tlﬁ‘emmdconverter 47, and an Al D converter 48.

[\ TG A g T OIS AR b EPAR e
product model of the apparatus used for recording
Value: Upper 10 bits designates the manufacturer’s code, whereas the
lower 6 bits designates the product model code.
* CONNUMO (4 bytes): _
Meaning: Initially generated number for designating accumulated
contents data | :
Function: Role of ID for characterizing contents data. Even when being
edited, the value remains unaffected.
Value: Identical to the value of the initial-value key of the contents
accumulated number. — '
* BLOCK SERIAL (4 bytes):
Meaning: Serial numbers added to individual tracks
Function: Serial number at the tip block begins with 0. Serial number
for the next block is counted up by +1. Even when being edited, the value
remains unaffected.
Value: From 0 to 0 x FFFFFFFF
* BLOCK SEED (8 bytes):
Meaning: A key for ciphering one block
Function: The initial block enables the security block of a corresponding

1 @]
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[Control ling nodule 43] As shown in FIG 15, the controlling nodule 43

conprises the following: a randomdigit generating unit 60, a
61, a key generating and key-arithmetic operation unit 62, mgcu?ﬂnlf

authentication wunit 63, a ciphering and decoding unit 64, and a

control li ng gﬁi 65. Li kg ot her c%trol |i ng rmdul e 3, the controlli .ng
nmodul e 43 FTHGRECGRPAL RIS 110, SC0EK] ensyngablack is

t t
whose | nnecentedup BY T, (I thE it g %Oswﬁﬁm%ﬁhfda%%%%%f@%%#éﬁ%ﬁﬁﬁs
Further, ©HE @%ﬁﬁn@m@m 13 orerblecks arud rthwsyi ain hidemeicali valueolis age

oSBTt AREE MY heA Y, bl SR BEREER B 1S BB Soblena

sour ce. vearwihen bémgletﬂltad;tl@é vahud eenganenaigfagadom digits, the

random di en at| e tes 4-bit (8 byte) random di gi t's
The rrermr?lajnlﬁgt g \?ﬁﬂtgﬁg St@g@i red for executi ng an

aut hent i catI}qle w%g;ﬂ% wé a variety of arithnetic
operationg, ut|I|2|ngthe %9 ﬁ?&%arlthrretlc operation format for
exanpl e, gmwsaaljndoardphem iamidreleciplepéngt tlen

oy dat a 2P %@eﬁsgﬁfﬁﬁﬁé Goba Blo DR ISR b B?eggﬂﬁgdoﬂygﬁ?ﬁ?kbgg
f.2 oo {Bariciomi Theph?“"’“’bbk"bem B oL bRtk ©
aut hent Pc':} Suﬁ?ef % g%”éefla%rﬁi’% H@tﬁéﬁﬁ?g@ﬁt g'iUprfléleEbe\M&Sﬁ ofe
MeNory unéiphdedh Wde%ﬂm% Bafa uR e PitYerniGdigh s OB HRHACAARE the

the nmu enti catlon a SO execu

st orage Ska'%ce 300
mutual a r&bm mmpdmt@hsb@fqne theenitial SGkisiatilized 30EveRwiteer being t he

course of, M% %Fﬁatlon process, the nutual
aut hent i c on un| ars ecu & above-referred MAC arithmetic

oper at i onYallee: ememﬁteOrmﬁlﬁF‘FFﬁElﬁFmFEﬂﬂFm those data stored in the
st orage d,eggj,e 300 are utilized. Further, in advance of exchangi ng i nput
and out put io data with a personal conputer 100 or another personal

conput er NRQutihgd TAWPHRsound unit
Function: Data compressed from 1024 samples. Depending on the
compression mode, the number of output bytes varies. Even when being
edited, the value remains unaffected. For example, When SP mode is
entered, N corresponds to 384 bytes.
Value: Value of the data of the ATRAC-3 data file

According to the structure shown in FIG. 21, inasmuch as N =384, a
total of 42 SU are written in a block. A pair of foremost slots (4 bytes) of
each block constitute header. Further, BLKID-A3D, Mcode, CONNUMO,
and BLOCK SERIAL are written by double in the last one block (2 bytes).
Accordingly, surplus domain M-byte of each block comprises 16,384 - 384 x
42 - 16 x 3 = 208 bytes. As mentioned earliex; an 8-byte BLOCK SEED is
recorded in the surplus domain M-byte by double.

As will be described later on, data stored in a flash memory 34 is
compressed in conformity with the ATRAC-3 data file format, where the
compressed unit comprises a sound unit SU. Accordingly, when a
reproduction apparatus 200 read data from a storage device 300, minimum
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service line, the nutual authentication unit 63 al so exchanges nut ual

aut hentication with the personal conputer 100 or the other pers@r@l[}EC 2004
conputer 100 on a network service |line. As nentioned above,

selectively utilizing the ECB or CBC node prescribed by FI PS PUB 81, the

ci phering/decoding unit 64 executes a cipheri n% rocess. O those nodes
prescri beteagablel @eg1conrespondadio thye sovod ngit 6Auddedadtai melyy atfecbeles

oy cata CRErporoek i CUDRE SEraRE, PHEETsal THE alile Blafubl ATTCs

ci phered det4 &ile E@rm@yo@fthpr]mk@sm ng ci phered blocks conprising 64 bits as
a dealing unitBiefore tuall |nga lain |etter. The

above- r ef er r edPdesE seed %ng 3@?3‘@390 8RbesRENE Fand gmadigits per
operatlongl&kecut ed by the random d| git generating unit 60, nmenory unit

61, key- generﬁﬂ ﬁ/ key arithnetic operation unit 62, nutual authentication
unit 63, and |mamong¢mm-oﬂmgmmme3a] [Ed|t| ng nodul e 441 As shown

in FIG 16 for a based on rat.i nsLeuction 9,DEC
from user, theTZ’é ?—%?31 FOG Y242 g’gﬁiﬁﬁé@%&b@ aé“f:’ g@gtrg}sbr(g&graﬁqu%%oyash
menory 34weitihfelthomeeutibreadiR0aatheus Biomenfinahi manew stack data

files. [Conpression/el pngatjon nodul 45] For exarrple when reg‘i&jum ng
such an audio @z’iﬂ& KRGEHIR 4OF rdnTeP cﬂEB%‘éﬁ Sorf hoﬁmtllﬂ héd 1s

o101 05, Saskmailog, CTPLE LS ISR IO O e
data fil ethe)fwiinwmg a hmalmwanlhngtme @r@@bmtmnﬂcatldatmteﬁ'amddm@e
Conver €1 487 UL HOSRUELEL Pea i ABIChS RLARERRAT °
conpr essi mdch.ﬂeng@pe@ﬂte!ﬁ‘ﬁﬁu'tel@& DéArphesses ATeasd areAM) tdnrergsidd®, dat a
based on the gi“fcgnigr% fglrln(ca)dui 4'{]“ [DA convert er 47]

The main controlling module 41 integrally controls processes for
operating the reproduction apparatus 200.

[Controlling module 43]

As shown in FIG. 15, the controlling module 43 comprises the
following: a random digit generating unit 60, a memory unit 61, a key
generating and key-arithmetic operation unit 62, a mutual authentication
unit 63, a ciphering and decoding unit 64, and a controlling unit 65. Like
another controlling module 33, the controlling module 43 itself consists of a
single-chip multiple-layer laminated integrated circuit which is exclusively
operable for ciphering processes, whose inner memory cell is sandwiched by
dummy layers made from aluminum. Further, the controlling module 43
contains narrow-width operating voltage or operating frequency, and yet, it
also incorporates tamper-proof capability to prevent all the data from
1mproperly being read by external source. On receipt of an instruction to
generate random digits, the random-digit generating unit 60 generates
64-bit (8 byte) random digits. - The memory unit 61 stores a variety of data
required for executing an authentication process.

By way of executing a variety of arithmetic operations. utilizing the
I[SONEC9797 MAC arithmetic operation format for example, the
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By way of converting digital-format audi o data received fromthe

conpression/elongation wunit 45 into anal og-format audi o data, ?ngﬁ4am4
converter 47 outputs the DA converted audio data to the speaker /

[ Speaker unit 461 The speaker unit 46 outputs aud| o sound corresponding to
anal og udi o data jnput fromthe D/A converter [AILD converter 48] For
exanpl e, By @eyesatiaghead key anthmetyr eperationo LuutaGBng@merateSnaa

| | . D d
P o aariERP, o8 ki dBe IR B SO |G SRR Bed Sadted OREHEL
49 it sel fgennsiting mﬁtﬁﬂ utiZPREND IS presaxilid¢chbly FERSHUBH6-2wsrtblecihlowki ch

I nternall %%Or esgi hos ke%r data including the above-referred enabling key
bl ock (E ﬁ’é@l | ocks generated via the (EKB) and deV| ce ID as

a devi ce 'de“tlﬁyad‘@aﬁéeer&'nﬂeh{/é’fﬁfé%ﬁudl@r daba iiliC FOANLS ¢ ?i

storage device and process _for repro uci n ntents ata] "Conten s
data are @ﬁl‘&g@dﬁl&)@fﬁ@\éﬂo tihe neptaalienith angqg:g&ml usubEB expeutssoaapeitieli ce
cont ont s Hapiceatiin HRSERGEt e BBRRERS B80T PulhefdRcalERigtplge”

of the gcmtcemmdgdaamdm tdtetafliﬁdsmf nmeighey s’i:gra ethbew&éor??@@ dEh%CQn%%ﬁalS
execut e itj.on ptocess for reproducin ontents data y way
of Ct 1 ans AVERSIACHIOR ARt fE D Alet SXPrULFT ﬁ«e%&yag eq(’:cﬁ@ts%pae@eaﬁew@b
300 to ththd pHRAMCIdRACAPPR0.At FurPlr $n L&ﬁﬂseTBfeef faOfm tual
recordi ng and reprduci ng contents data |s described b ub
referri ngalﬁﬂlesntﬂq:amm grocesmiine mutal sxghenicasiare st ﬁaralso @a:ecuteagthe

o "the s TeRTd BRSO e e AP TERUEAE® TR othictire (bal

gont ents aiaiﬂtenma:aﬂmn,l Ehose Fttaﬂaelst@m'i:gjn%he Soragd Wwevatd 300 atrbeuﬁ]ﬂﬁédge
evi ce 30Q r&s eCtIV exequte a nutu ntication pracess shawn in
the. pr ocatuFiFis faAdsdete Bh prebhuminging randoeviut of Aidiadaie with o
aut hent | qﬁéﬁsﬁﬁaﬂf&idiﬁﬂuﬁ@ﬁfl'dﬂ e¢ 8Aothér personal computer 100 on a network
service line, the mutual authentication unit 63 also exchanges mutual

“authentication with the personal computer 100 or the other personal
computer 100 on a network service line.

As mentioned above, by way of selectively utilizing the ECB or CBC
mode prescribed by FIPS PUB 81, the ciphering/decoding unit 64 executes
a ciphering process. |

Of those modes prescribed by FIPS81, the ciphering/decoding unit 64
selectively decodes the ECB and CBC modes. When decoding the CBC
mode, by applying a 56-bit key data “k” for example, the ciphering/decoding
unit 64 decodes a ciphered letter by way of processing ciphered blocks
comprising 64 bits as a dealing unit before eventually generating a plain
letter.

The above-referred controlling unit 65 integrally controls functional
operations executed by the random digit generating unit 60, memory unit
61, key-generating/key arithmetic operation unit 62, mutual authentication
unit 63, and the ciphering/decoding unit 64.

[Editing module 44]
As shown in FIG. 16 for example, based on an operating instruction
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| SO EC 9798-2 by applying a conmon-key ciphering format. Although DES is
utilized as the common-key ci phering. format in FIG 29, any fzr m%mlf
than DES may al so be utilized insofar as the common-key ci pher n%“ﬁ

is practicable. Referring to FIG 29, initially, unit B generates 64-bit
random di gj apd t transmis the,randomdigits.Rb and A. | f

i denti fyi ﬂjahi o@%q W‘% t%r%ﬁ?]@gé%@‘f%é‘&'@fhpﬁgg? dﬁgcat § ﬁg?ker'fﬁ Zﬁecﬂy@%b,

the unit rheravky Jeofthbeastobdghidevias BO0 el
CBC m)dgbgi tﬁgyDES, t he uni tgA seeri ally ci%@?}g ﬁge?%ﬁéggvggﬁﬁg{% 1éllagzrider

of Ra, &d | D (b) by applying a ciphering key (Kab), and finally
returns the [gi : he ' A=The ci phering key (Kab) is
[ORpreskioRlAohgatibs diduIS4s

individually "sto orrespondr ng recording el enments as the secret
k_eyhi n coml;mn Fmi"(tetl;:anhplal,l_rﬁvhsnﬁr@lmh d31c:ijlgd3lmhf atp%a?ﬁ@giata?d@aﬁied ﬁ:mmh;gh
ci phering_. a tili.zin e npde o . for,nat for exanple,, the
initial vEAPEET®YNE l%r}al?ﬁﬁd%-'éﬂlps shozage odewiee, 3R for sxample, et
process. danpresdiohfelyabatisnaiBodi HallyhelddentelsP i@%vﬂé :

applying th ,prgrisgheri ngékegn( P@%&wﬁgfgﬂtﬂgr gtles a@gi lg ére I g??%%
Next, thedUgipfratagompressed baf etA’FRé’séxgda&acﬂmmma&andﬂrmdehaew
wth an | ' d ket the random
digits arbgﬁcgp g&é‘g%ﬁ?ﬁ% %@%i p}%grcﬁ#llggﬁgr?%t 4Zy ggf}fcg{?ﬁg‘%ﬁ&l %PMl ng
kﬁy ( Kﬁbsu%}b lagleaudm daaaddnmmt %")omnex €D at]DSH),Eé‘lt*] zﬁ@eﬁscﬁlaﬂﬁﬁbrﬂgﬁﬁeﬁmt@er ,
t he ci phere etter E2 and,l D. e,freated wt excl usive

process. Q}%aﬁllp(g,\{e tFHOTRER éﬂﬂ‘i%r i’-oh@’u &9#&?%8@50@319%%5 mf?&edzﬂ%

( Token- ABjorayragrstiy cor Kk I B A& i ' |

process u 0i ng t he ci pheri ngpggﬁﬁaﬁal%rm rg)?g'i@gta&g?ht\éh% gat g@@t det%gﬁil% B
decodes t%@ln%teei ved data by applying the authenticating key (Kab) which

i's stored in[rpal ' ording elenents as the common secret key. The
recei ved data[ is%gfedggﬁaerdlig}fa those serial steps described below First,

the ciphered IBytway Bf donwietionedigitairfiprymaboaudio aldthe peéaintdnfrokeytiab)
2ppl'yi ng SorabReodkation syt (1500t ERBIE frmat (el delfe: thRaTIe
ci phered doatvezter &7 omttputs ehe dWACONvertedkdisl dataR thospeaképugenapat e
random di gi t‘Q[SRgék it 46]

peaker uni

The speaker unit 46 outputs audio sound corresponding to analog
audio data input from the D/A converter 47.

[A/D converter 48]

For example, by way of converting analog-format audio data input
from a CD player into digital format, the A/D converter 48 outputs the A/D
converted audio data to the compression/elongation module 45.

[Memory 49]

The memory 49 itself consists of an E2PROM (i.e., a flash memory for
example), which internally stores those key data including the
above-referred enabling key block (EKB) or device key blocks generated via
the (EKB) and device ID as a device identifying element.

[Process for storing contents data in a storage device and process for
reproducing the contents data)

Contents data are shifted between the reproduction apparatus and
the storage device 300 shown in FIG. 15. Concretely, a process for
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Finally, the ciphered letter E3 is decoded by applying the authenticating

key (Kab). Next, the decoded data and the decoded letter E2 ar§ g;‘jg %0
wi th an exclusive OR process to generate ID (b). Next, of thos é 04
data Ra, Rb, and ID (b), a verification process is executed to check to see

whet her the resultant data Rb_and ID (h) precisely coincide wth the data
transmit t%‘dﬂpabwmgiecanmn@ Aatgot viaonihe weepradvstion nappanstubefOBemndot h

ver i1 ea SbltARCH! oAb VIS BbRRAIAALS S thd SO TRERREVESL (S o

eS| e Toeags (i Ahs cxafuie ciealdionia prodssibeatbrtatiaeento

format (FRReRES Yot R 6F i St ST fpms the Hash ReemeRy St

sessi on K éieags deRboBOOH e beitolliRMorCapPEratiid 260 iCBxEEGRIPL Of (he
y, the unit €co

above ci pheregréandom digits and_ the session_ke K des the
recei ved ci phetBe rigcesswenresnrding mad reprodincikgycorkents akdd isrdddeeibed

ecod! ey ; . : ; .

xocut od TobPhe THREE ty e 8 o PodRMafitHRrt 16 FIGT 26 M RbReess foyi «

B, o puontng ettt et otk ppetan ooy s
rocess to check,to,.see whe .

Eoi nci de %epﬁo%éaﬂ’gi ets}t%%gﬁ @?K@eb‘iﬁé Ffeh'é?ﬁlﬂgﬁé g’ﬁl(h‘& . Only when %/he

col nci dence beglvAla ofS shffting Cdontdifts! ddtal #tAAHRS Webroduction.

authenticates that the unit B corfesponds to the verifred proper one.

mut i.la| | é anparatus 3P0 rapd dhee storager deeiceod@) raspestivelyo exeents lés asiitual
subsequer TSGR btekes (NhUACH (1 BIBCeqtRE, Storf BT 28id Shrp.
e e et ) seteml smliahlatiy meihid gt st |
![ Zr fnpnat IIW&@%%?% r €. & | GPIRRon” c@é}l@é‘ﬂ% tsézm slﬂfﬁ\ﬁﬁoﬁgh{ he
f I owchar tDESs akitived ) th éoﬁrﬁnéﬁ%e?ﬁéi;ﬂfbﬁﬁgféﬂﬁét WGt by Q}i&@i}xgﬁt

aut henti cati on. has n effectuated _("Yes" in the process step.~ )3),
step 827@32}1% tb@ﬁblﬁé maywplserbe wéilizast varnfar @s the common-key ciphering

format is practicable. Referring to FIG. 29, initially, unit B generates
64-bit random digits Rb and then transmits the random digits Rb and a
self-identifying code ID (b) to a unit A. On receipt of the transmitted codes,
the unit A newly generates 64-bit random digits, and then, based on the
CBC mode of the DES, the unit A serially ciphers the received data in order
of Ra, Rb, and ID (b) by applying a ciphering key (Kab), and finally returns
the ciphered data to the unit B. The ciphering key (Kab) is individually
stored in the corresponding recording elements as the secret key in common

with the units A and B. In the ciphering process with the ciphering key
(Kab) utilizing the CBC mode of DES format for example, the initial value
and the random digits Ra are treated with an exclusive OR process. Next,
both values are ciphered via the DES ciphering unit by applying the
ciphering key (Kab) whereby generates a ciphered letter E1. Next, the
ciphered letter E1 and the above random digits Rb are treated with an
exclusive OR process. Next, the ciphered letter E1 and the random digits
Rb are ciphered by the DES ciphering unit by applying the ciphering key
(Kab) to generate another ciphered letter E2.
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apparatus 200 executes a process for generating a contents key (Kcon).

This process is executed by the above-referred key generating/
arithnmetic operation unit 62 by applying random digits generat e%%;DEQeZUM

above-referred randomdigit generating unit 60 shown in FIG 15. Next, step
S2705 is entered i n which those serijal processes are executed. First, key

data E (KEK, Fuziher, the gipleeredele ﬁﬂeammg‘eaaedomtthrﬂmekehlsfﬂ@on)

ther
h bl Kk
(e yé@?%ﬁ%ﬁ%&gg%e AR MRS %&ﬁﬁ%red HeSh St agRS R prgtisatbls
sessi on ng%)abytmdamsa)ﬂaherpﬁi@edvletmﬁ Esrgerm@t@a VIR'20&ph%rin
wher eby eneratl ta. E Kcon), which. is then transmitted
to a me §§dlsg.gg E‘@rﬁpﬁ MOve storage device 300. Next, step
S2706 is ent er@qll rbE?‘ﬁg !h'ee gcgl%v EltCB aggotgﬁ?h;eegecélgg ?fof "Bf

key (Kcon) by wa eco |ng t
recei ved 4pplyiinge thEpraolthemtth@akayufKZbg w;luahplls'l siprele ins essparntikey

K b st k Kstm
brovi bus RoraPl FRIMENS 5 Xk Golmots uRre dioty Teematrivgd Rathy ia) o
E (Kstm dested win thoss st btepss deséﬁBeHObélbev r %@@'Uﬁﬁé ! h@ﬂwa 1tdts
I N whi ch, .using data E KEK,

1
ﬁggn) Negteﬁérlaﬁﬁ'ﬂwe ép& b}lhapg Stegtr eglﬂ)su‘ah@lnﬁlﬁetlesﬂéey kﬁabgaogeseqrm md@%? n)2 .
i ved e

DeG 5004 Seif8 o8, ?212@3825?‘%! cEhSRY Refdi® 12 SRS UBaRC By Sl
for consawthentacating kest 8Kab).e Nmnthm dléb@(iied l'esrﬁfttand ftherm%hengi Id(tmld ata

i f I tt to the stora ev nor
card)  a0g! RedeuEPANAD dn SRl dsbh IR biveRha 18 e dtikreR sAlioms s B Y
(rnerm(r]I y tEma;lly,m siphicasdt r&té@m}lsﬁibﬁdﬂbd By'@%ﬁ G ;’tgga fggﬂﬁgﬁgagl\%g

us i as

P oy BB o Rk, the dcosden daba and the degsded litben K ate theated
above- ef@mlegnt P e %ﬁlsfgté m (BPf TRbkEof b eIkl ©S

the follow ng: the ci phered ontents
ata Ra, Rb, and ID (), a venﬁcatlon process 1s executed to check to see

whether the resultant data Rb and ID (b) precisely coincide with the data
transmitted from the unit B or not. Only when the coincidence between
both is verified, the unit B authenticates that the unit A corresponds to the
verified proper one.

Next, by applying random digits, the unit B generates a session key
(Kses) usable after effecting the authentication process. Next, by applying
the authentication key (Kab) via the CBC mode of the DES format, the unit
serially ciphers the random digits Rb and Ra, and the session key (Kses)
before returning them to the unit A.

On receipt of the above ciphered random digits and the session key,
the unit B decodes the received ciphered data with the authentication key
Kab based on the decoding method identical to that is applied to the
decoding process executed by the unit B. Of those resultant data
comprising random digits Rb, Ra, and the session key (Kses), the unit A
executes a verification process to check to see whether the resultant data
Rb and Ra exactly coincide with the data transmitted by the unit A or not.
Only when the coincidence between them is verified, the unit A
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(KEK, Kcon). which is ciphered fromthe contents key (Kcon) by applying

the ci phering key (KEK) acquired fromthe enabling key bl ock ( Y
the other ciphered contents key data E (Kstm Kcon) ciphered ffﬁ)ﬂggﬁﬂmlf

contents key (Kcon) by applying the storage key (Kstm previously stored in
the storage device 300. It is also possible to execute a process for
ci pheri nganbhentidates that the aniteB datreedponbytetheliveeifidd pudpdit ahag Aler

contents ke on s the ke fqQr c¢jphering contents data. Further, . it is
al so pos spbl?{@‘{% i %ﬁlﬁ}%ﬁl@ﬁt@@éé%&@ %onE@Rﬁ%pﬁB?i Egek\%‘?%"’iﬁ? gﬂés@fﬁ? i§
them i nt oupiided] Ul tther choglortiikdy s @Siec@tﬂngh%oflﬁéi@r{t%l%ﬁ%rg]%gcaﬁon

generation of the contents keys arid ot her keys~on I VI asisto
enabl e t heukesquenhte the mubeabauthenticationut ed per unit of parts and per

block. In th d ' i b data file,
" OHs possi bl MREEROT BARSRAAE of B0%Rafer Y YdipRid 2ERbEXTury ' ©
applhyi ng o%ivehff_gu?g tlElberlgﬂeW%i&w:aL(d‘yNe i@?‘oﬁﬁ;ﬁédﬁiﬁat{@ﬁﬂ?}uﬂ?iﬂuﬂﬁtﬁj@%ﬂ%n

ci pheri ng, ke a (Kstm Kcon). Next, referyring.to the flowchart shown
ionI G gbf“s%/]i’i“\é?%r@@@@gs@ r Whereinh Jegmiha 9!1??1@19%& fH’%ﬂSmDrI}'l_ e of
the storaggosay #8p390708 MW AN PYhE TRWARIBINES IbvAPRATR QQ%&%??%e g

ot her words, it;e case of executing the reproduction process, |
bel ow. | naad ce of shifting data, initially, the reproduction apparatus

200 d th ' Lvel h t » .
authent i cati on' B ACEs il B RRBRRLE BaS 55 SlePaBbA Ve rin thee
way as waprd@@s? StapES2ZI03), pstey SRT94 denentered; hiey Whighhahle s8prathidtion G
29. Wen the nut ual ut hentplsé:atmn has ,been di S][;n ssedpé@Nd gfsé desi gnat ed
in step 53BB3FAtUS RO EEPORIRS & PIPeCsL o8 wenegatingd cneterfsukey (Keon).

aut hent i Cghi®N i t 1NES": . éh%‘? t i . :
step S2904 | g%ﬁ?j@i ?%tﬁat ﬁgr g?%{?agg%%'ge%?ce Q()_ng¥a eﬁﬁ%@t@%@é}
speci fi edala&ﬁmatnq: opesatins sk 63ubyi apphppgrzandomodigitogeneratedt byf thée

G b R RSB0 A O SRS?,
key (Kcon) undMexdt atageS2T766s ipramtessderiabidschhthose serial processes are
executed. First, key data E (KEK, Kcon) is generated by way of ciphering
a contents key (Kcon) by applying a ciphering key (KEK) acquired from the
enabling key block (EKB). Secondly, the contents key (Kcon) is ciphered by
applying the session key (Kses) generated via there-above authentication
process, whereby generating a key data E (Kses, Kcon), which is then
transmitted to a memory card for constituting the above storage device
300. '
Next, step S2706 is entered, in which the storage device 300 acquires
the contents key (Kcon) by way of decoding the above key data E (Kses,
Kcon) received from the reproduction appai'atus 200 by applying the
session key (Kses). Next, the contents key (Kcon) is ciphered by a storage
key (Kstm) previously stored in the storage device 300, whereby generating
a key data E (Kstm, Kcon), which is then transmitted to the reproduction
apparatus 200.
Next, step S2707 is entered, in which, using the key data E (KEK,
Kcon) generated via the step S2705 and the other key data E (Kstm, Kcon)
received from the storage device 300 in the preceding step S2706, the

61



reproducti on apparatus 200 to identify whether the contents key, i.e., the

ci phering key data E (KEK, Kcon), ciphered by the ciphering
acquired by the enabling key block (EKB) is actually stored .?ﬁﬂﬁ\azgﬂ’f

data domain TRKINF or not. Presence or absence of the key data E (KEK,
Kcon) can be identified by the ta [EKII pres n the track data domain

TRKI NF | nreRrodastiony appagatus | ) gangrades i trae rd#kaedtom BIKING fos.

Wh h
re, 1= SRR Ao 450 40, 0, et 0T,
to acqui rida ﬁa‘ma‘dl@e} dam ¢ 1(smpsmmtmbeod:heos¢m'hgeh@ema memorj(egarti) ock

(EKB), n:go hen, based on the acquired ciphering key (KEW the ciphering
key data QKEK Kccon) is decoded, whereby acquiring a contents key

(Kcon). ConverNeky, stée fSQ’T(%QBPdSﬁEer@d liﬁwa!ﬁéﬁ thd @&aé@@éﬁéé ARIM8Epr ed
in the trmdgés ‘domai n T @M si gnat ed I n S2906), step
S2908 i s %@%ﬁ&m m’\@ dv?gtaa ¢ JresgEved r@pmductlon -
control li gp%qj evi ce 300 decodes the ci pheri ng key
data E (I@ig]?n cl pher éﬁ%\%ﬁ:ﬁ[ﬂ%ﬁor age key (Kstn) previously stored

in the storageByeurm abthe Ebovbaalrangemm, %] shmgnrmd]i‘[@s&ﬂ. gade2tiess a

data. E K h K
Communi 263 ByTeRESehafi BE o efaRRg %@@%ﬁ@% BoRaita KR ofate
the cour sferafattbd @@t@vménswlaés ﬁlliéfﬂa]lb 1 ghe Riiphered cdrfiehfe ke taéfas'EtS

- whi ch (PR, dRponL A teppisTee Bop thecetentickes (Koomtae e
Cacsi on o0y PRARRISE KOAINED Boaihsatrof? the brdblime TR LR @2.53%* 'f‘ﬁ%dep

S2910 i s thet ether dpherddicontents keyr ddtaﬁt%tsnd&{eom)s cnpimdeﬂ-dm the
appl ying t ke Kcon) -acgyired via ste step
$2909. ALY R’gﬁpg‘gﬁ?@& @%Wé ﬂprc’)'ﬁgeOﬁ} SG"PE@ ?l&%’n@sﬁé’? 9%3{,44 ed
as a resute storapeldovig: 806. r eproducti on apparatus 200 to decode the data E
(KEK, Kcon) appl yin above ci phering ke (.KEK) . vi a oper t|on of
t he above enattﬁl Wgﬂ@@yp‘gﬁségﬁf tEREeCHe Asprogessulor gp gRHglcdata and
picture data by way of directly utilizing the contents key (Kcon) as the key
for ciphering contents data. Further, it is also possible to initially generate |

those ciphering keys by classifying them into parts unit or block units based
on the data related to generation of the contents keys and other keys on the
individual basis to enable the key ciphering process to be executed per unit
of parts and per block.
| In the reproduction process utlhzmg the above-described data file, it
is possible to acquire the contents key (Kcon) by way of selectively applying
either of the ciphering key data E (KEK, Kcon) and the other ciphering key
data E (Kstm, Kcon). |

Next, referring to the flowchart shown in FIG. 30, the process for
reading data stored in the flash memory 34 of the storage device 300
executed by the reproduction apparatus 200, in other words, the case of
executing the reproduction process, is described below.

In advance of shifting data, initially, the reproduction apparatus 200
and the storage device 300 respectively execute the mutual authentication
process corresponding to step S2901 and S2902 in the same way as was

62



predet erm ned process based on the data E ciphered by the storage key

(Kstnm) previously stored in the storage device 300. The prpce?&ﬁgg 20[]4

decodi ng nmusic data and picture data is executed by applying
key (Kcon) functloni ng itself as the key for decoding contents data.

ol 5o bo SEWpublS SRS Gl USROS INR iR FTGS o, WRen! fias vninly
gener at i r@uﬂmmnomhmg key been pdisisissed! (Nobels deaigntaid inbaggs s
contents and data relgted .to neration of other” keys in

corresponVHE% %PW ﬁlatl?%g g& respectively constituting cont eptsh

d F »t
enabi i ng égﬁrei?" bl ?"E‘»f‘s?ﬁ%é% %@F@%%fgl@%ﬁ%&%@rﬂﬁgﬁ%%ﬁﬁ & 3
tTEg L gl | Signaé%irmpstepn 92903 steps S2904 mm@eeé%l I@p;awm]@hgq}éggrfg@pé

Fle 51 Bes iU inaid) e SrsbHI R dikecte EAS Femmadre éondaﬁpar@ms on

of key, @(.e @hneremmt bftl@edataeﬁl@omﬂérte r@@ﬁc&&%%@;ﬁag%?%%g@gd% s e ant
\

oo o B5HPR B Ao te Il e S cesoridenssy ok pate
ﬁ: BE:H ﬂg}figby‘eég@eé{t Kg%&hyc%e?yw aﬂtteﬁe cip er| n y ’?%?ﬁnd %ﬁﬁ&%&?wes
acqui ri ndepre @@H@@n&Bpwqﬂfeﬂ)tmnimmfyevﬁmt}mﬂ th@leondem k@yni@nttshe '
Neani ng: CERRERES RRPRAFR L (RHE, K ritheid Pehis copherios el aREo")
ErE]ﬁB;jaE Eaf:qlg(:reﬂ ngeyhélbrﬂa iy q‘@%@],v%%@%% ‘%{bgg)aw S@rell! #EYhY QK™
Manuf act gilaé?" cgor%@a@ ﬁ%ﬁ!ﬁﬁr n%nthség%ﬁﬁﬁm@f therlmegataiﬂ REK,
B TGt e e O TOA bt Al
and 23.
When the ciphering key data E (KEK, Kcon) is stored in the track
data domain TRKINF (“Yes” as designated in step S2906), step S2907 is
entered to acquire the ciphering key (KEK) via operation of the enabling
key block (EKB), and then, based on the acquired ciphering key (KEK), the
ciphering key data E (KEK, Kccon) is decoded, whereby acquiring a
contents key (Kcon). . '
Conversely, when the ciphering key data E (KEK, Keon) is not stored
in the track data domain TRKINF (“No” as designated in step S2906), step
52908 is entered, in which, by applying a storage key (Kstm), the
controlling module 33 of the storage device 300 decodes the ciphering key
data E (Kstm, Kcon) ciphered by the storage key (Kstm) previously stored
in the storage device 300. Further, the controlling module 33 generates a
data. E (Kses, Kcon) ciphered by means of the session key (Kses)
communized by the reproduction apparatus 200 and the storage device 300
In the course of the above mutual authentication process, and then
transmits the data E to the reproduction apparatus 200.
Next, step S2909 is entered, in which the reproduction apparatus 200
decodes the data (Kses, Kcon) received from the stofage device 300 by
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LKF: Meaning: Link file information Function:: Identifies a linked file

conprising such a contents data to which the key ciphering k%/g(m
acquired via the (EKB) is applicable. Value: 0 to O x FF Bit 7 ¥1k pZOQ(I

to the reproduction controlling file (PBLIST) O = Not yet applied bit 6:
1= | i ed_to,t.he tenpering,ch I ng.val ue (I = No t. us bit 5to
0: Aggs er vRRPIHDG ﬁh}@%ﬂ\ﬂg ke%e%q% be, ?%a@mnﬁgh‘é tcpgﬁi‘?x%]]éeiﬁ g%ﬁ’epﬁ-of
VERSI ON: | Mear s ek i e o ey o PRt At is

; anpi ng: Version Function: sig versi ] y
di stri butd@@pc{;ﬂsg%wvappffam the confants: eor&gwrf)x apgrpredEra the: abeenistep

Encrypti OSQngqﬁjéﬂ‘g?@%?i on: Designates algorithmfor tracing the key
di stribution approval ~—da

tr .d pl e DES rmdésl nﬂb.‘dtior[ﬁ’o‘ahavegéhg co'c?ateﬁ;:s ikeglh(?KaEQ imégeigbaalcl:yiz agiqmjﬁw
tih] e than 2 ki . [ rin 5 4 S,
G e e U A

Meani ng: HREIENKIcYR) Y9 af@lyiri thé Above eRflietihg @ (Kmrﬁa%%&éﬁfggpﬁfr ed

by the roat ke (correspondi ng to the _uppernos k) anong t abl i ng
kﬁy bl oc kﬁlq E«épve enabling key block (EKB) or as a result of executing a

predetermined process based on the data E ciphered by the storage key
(Kstm) previously stored in the storage device 300.

The process for decoding music data and picture data is executed by
applying the contents key (Kcon) functioning itself as the key for decoding
contents data. Alternatively, the process for decoding music data and
picture data may also be executed per parts unit or per block unit by way of
individually generating a décodjng key per parts unit or per block unit
based on the contents key and data related to generation of other keys in
correspondence with parts or blocks respectively constituting contents data.

[Format of the (EKB) for storing (KEK)] |

A summarized format of the enabling key block (EKB) was previously
described by referring to FIG. 6. The following description refers to such a
concrete example of preserving the key ciphering key (KEK) via storage in
the enabling key block (EKB).

FIG. 31 exemplifies a structure of a data file for approving
distribution of key, where the data file corresponds to the (EKB) comprising
data of the ciphering key (KEK) stored in the enabling key block (EKB). A
relevant device (corresponding to a reproduction apparatus) extracts the
key ciphering key (KEK) from the above data file as required, and then
decodes ciphering key data E (KEK, Kcon) via the ciphering key (KEK),
whereby acquiring the contents key (Kcon) before eventually decoding
contents data. Details of applicable data are described below.

* BLKID-EKB (4 bytes):
Meaning: BLOCKID FILEID
Function: A value for identifying the foremost of the data file of key
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Value: 0 to 0O x FFFFFFFFFFFFFFFF *KEK2: Meani ng: Key Encrypting Key

Function: A contents key ciphering key ciphered by the root k f
(corresponding to the uppernost rank) anong the enabling key 92/& QLE;C 2004

(EKB). Value: 0 to 0 x FFFFFFFFFFFFFFFF * E (VERSION): Meani ng: Encrypted
Version Fynction. A version nunber ciphered by the root key (corresponding
to the ua]png%{a}%m?“ank) among the enabling key block (EKB). The |ower 4

t

bytes duyhhge:! hELEREESIRI= v | to 0 X
FFFFFFFFFEFFFFFFF * s?%lEd%FF(TEAIGE%X%?%ﬁéﬁ Ir%@%f%% 0 %@g part Functi on:
Si ze (byt EMEIODH(Pbytesh of data constituting the key distribution

appr oval fjle ; » 0 FFFFFFF * SI ZE OF KEY PART Meani ng:
Si ze of k@%ﬁﬁﬁFM@hﬁﬁ@e&é‘g?@ e) of key portion of data constituting
the key Husictioat ildentifissovahnddacturels Wahie ar@ theOprodibiFbiddel 5f ShaE

OF SIGN PART: Meani nq?: Size qof sign part Function: Size (byte) of sign
portion ofPRaratusHAsed fox reg gka distribution approval data file 66 29

o 2001 Vi, 0pieronTE O RO DBl b i
di stribut¥ &dKHpproval data file '
Meaning: Link file information 7
Function: Identifies a linked file comprising such a contents data to which
the key ciphering key (KEK) acquired via the (EKB) is applicable.
Value: OtoOx FF
Bit 7° 1 =Applied to the reproduction controlling file (PBLIST)
0 = Not yet applied |
bit 6 1 =Applied to the tempering checking value (ICV)
0 = Not yet used
bit 5to O Reserved
* LINK COUNT:
Meaning: Link count - | :
Function: The number of linked file (For example, ATRAC-3 data file)
Value! 0to 0x FFFFFFFF
* VERSION:
Meaning: Version
Function: Designates version of the key distribution approval data file
~ Value: 0Oto0x FFFFFFFF
* RA:
Meaning: Encryption Algorithm
Function: Designates algorithm for tracing the key distribution approval
~ datafile |
Value: 0toOxFF
00h: 3 DES: Process via triple DES modes
01h: DES:  Process via a single DES mode
The triple DES mode process utilizes more than 2 kinds of ciphering
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Value: Al values In case of less than 8 bytes, 0 is used to nake it to be -
8 bytes. * KEY PART Meani ng: key part Function: Data corresngi %c02ﬁ0¥
portion of data constituting the key distribution approval d i

Val ue: All values * SI GNATURE PART- Meani ng- Signature part Function- Data

corresponding to signature ril of .data. constjtyting the ey

di stri but %ga‘ﬁgﬁb‘%‘%%ﬁﬁm elblﬁn%@dﬁ/ﬁt ef|acsingle saphewme ke%nsi bl e from
the abovex@gEm iiption, the data file containing distribution approved key
‘data provided for the _corresponding device stores the data LKF for -

i dent i fyi Meanmggscilley Enenypting Keyonpri si ng such contents data to which
the key cj i ke caquired fromthe aboverreferyed, data fjle is
applic)e/lbl gg’gﬁ%ﬁi‘f’g‘gdi io(n‘fé%% A cCheling | Bef Ciphered by p ehgargot i fey
Count des{wreéspamnding nontles appefinoss Renkl dreked thboénﬁb%‘ﬂl_ﬁm e [lﬂogk

and Link

ATRAC- 3 d(ahﬁ ile). By way of referring to the above data
Count, it“¥sossible for the reproduction apparatus to identify whether

such a dayghkeaui kb WPETWFFF‘PFF@WKGV ci phering key (KEK) acquired
fromthe above key I stribution approval data file is actually present or
not, and {d8JiKaso possible to identify the nunber of this data. [Decoding
and repr cl.i:on.of-da using link datal] FIG 32 exenplifies a data

st orage g@%% %%Y?%méﬂb%weé’e 300, concretely, an exanple of the
data fil eFanetiesh:i n Aheohtersts roipBérivig they eiphiaesl deyi ¢Be 3980t Fkgy 32
solely ex lifies,.,a structure of a directqry of "high-fidelity_nusic data.
Hovever, panding) tewkhe euppermest deanklciaraong the emablivgs keyr dleck y

conprisi f@REPture files. The nusic-data directory shown in FIG 32
i ncorporates a reproduction controllin%‘file (PBLIST) and a plurality of

ATRAC- 3 d¥atuei |@to O3B FFEREREEFEFBELSS or age device 300 also stores a
Pl ural |ty §f (PRROR):

Meaning: Encrypted Version

¥

Function: A version number ciphered by the root key (corresponding to the
uppermost rank) among the enabling key block (EKB). The lower 4 bytes
during the decoding process are reserved.

Value: 0toOx FFFFFFFFFFFFFFFE

* SIZE OF TAG PART:

Meaning: Size of tag part

Function: Size (byte) of tag portion of data constituting the key
distribution approval data file

Value: 0to 0 x FFFFFEFF

* SIZE OF KEY PART:

Meaning: Size of key part

Function:  Size (byte) of key portion of data constituting the key
distribution approval data file

Value: Oto O0x FFFFFFFF

* SIZE OF SIGN PART:

Meaning: Size of sign part

Function: Size (byte) of sign portion of data constituting the key
distribution approval data file
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key bl ocks (EKB). A pointer contained in the ATRAC-3 data file (A3D)

I dentifies such an enabling key bl ock (EKBn) for acquiring a spe iéi'
contents key applicable to the decoding of the ATRAC-3 data fi &eg( ﬁﬁ}ZBB&-
shown in FIG 32, one (shown as 3101) of the enabling key bl ocks (EKBl) is

utilized decodi Ly (3 units) of the ATRAC-3 data files
(A3D) . In{zof’iﬁ“:‘s' c@g@T?%?ﬁgﬁaﬁE applicable to three contents data is
stored i nx TAG RAPRK:Count data of a key distribution approval data file

corresponding to the above referred enabling key block (EKB-1) 3101. FIG
33 desi gnai&sHnamgr: | oliagpart descri bi ng serial processes for decoding and

renory ot rtioHh BRkT B endiiik § dhefafin o dHth (RRHLRE RS ey
pl ural i t ydsftrineiin appreyabliatk fil¢ EKB) shown in FIG 32. Those seri al

processe e execut by a reproduction apparatus 200 when the nmenory
card as fwgi%‘orégev Bce is |oaded in the reproduction apparatus 200 or

when pOV"er‘S%P&élsééf'[e%\ltﬁlfarxlfl?ff)gftﬁgr@%ﬁéé&%%ﬁ%gggﬁ%bez@ﬁ ded with the

menory caLd s turned en step s entered, the
r epr oduct ¥ daEXpBARt-us 200 reads track data of individual (EKB) files and

then chec LLi t" data. Next, the reproduction apparatus 200
sel ects sil?g%é‘?%@) l{]%l&Igngtncorrespondi ng to a predeterm ned nunber [n] in
order of FoegtiopEKE)ata cesrespioniliagdioekey rportitre of datiaheonstitutSa the dagya.
Te unit R&E‘gﬁ%ﬁ&% corrﬁao&gds o the unit nunber storable in a

pr edet er APPEe @ 0i%e. reproduction apparatus, i.e., the unit
nunber styppl:e AN ¥dlgesdonai n which preserves the key ciphering key (KEW

in storage. Next, step S3202 is entered, in which the selected (EKB) files
are procsSIEINATIIRIBARThe reproduction apparatus 200 acquires a

pluralit r.es Ik d) of the key ciphering keys (KEK), which -
"M iRt B

are then i ned domain of a RAMinstalled as the key

storage Humetiorof Data cenresponding tepignatuse Boftion df A aonstBiinkettio
step 532 reproduction apparatus 200 selects

I S-ent.ered, in whi h
such a cgﬁ?%ﬁf%%‘ﬂgo’clt%p@ﬁ@iB@%Bﬁaecoded and reproduced. Wien the next
step S3204 is ARtgHRM ihEIGERN oS chATprabRMs®SdBY the above description,

the data file containing distribution approved key data provided for the
corresponding device stores the data LKF for identifying a specific link file
.comprising such contents data to which the key ciphering key (KEK)
acquired from the above-referred data file is applicable. In addition, the
above data file also stores the data Link Count designating the number of
files being linked (for example, the ATRAC-3 data file). By way of
referring to the above data LKF and Link Count, it is possible for the
reproduction apparatus to identify whether such a data requiring
application of the key ciphering key (KEK) acquired from the above key
distribution approval data file is actually present or not, and yet, also
possible to identify the number of this data.
[Decoding and reproduction of data using link data]

FIG. 32 exemplifies a data storage domain of the storage device 300,
concretely, an example of the data file stored in the flash memory 34 of the
storage device 300. FIG. 32 solely exemplifies a structure of a directory of
high-fidelity music data. However, it is also allowable to include such a
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I dentifies whether the predeterm ned key ciphering key (KEK) plicable to
the decoding.of the selected contents data is actually stored 4 ] 04
or not. If the key ciphering key (KEK,) is actually present in the

("Yes"), step S3205 is entered, in which, based on the correspondi ng key
(KEK), th roduction . appar tus 00 decodes the ciphering data E (KEK,
Kcon) ano&lﬁé 15[c §ey. Wien the next step S3209 is

entered, the r AR aﬂﬁtelé Og esna e uﬁﬁér%%
contents data by app yllgg thg ac u??lég c}gﬁﬁgﬁt ﬁ%@%??’?t ove step
53206 is repredagion contrelkingrilet (PRLISD ang a plutalityhef ATRACNS dopaifies e

Step Sa208 ot D) anfsrbHe THH e B PRE 0T eloe wtof o BN 5o, iR o

\é\htet hEr(th cplptksg(EKB) tCﬁp xbuoﬁtz-ﬁn@dom@he E@RAIC 8 dat@eﬁtlél @) ng
al a eon I.S acCl ua sen or. n I'S resen
st ep Saooansited efach 4R SRabliogn de %ﬂ KR II@@Q%E%@)SD@EC

i gy gt i e i e

appar at uss]ZGWIUm:Fdi@s ?:éhdmeeﬁshmd%m elﬁiﬂledenabhylgdm blackst(@BKB1) is

Keon) 1< RGER Bréftoding b wh3abtFIS ED. e ATR AP A RS AR 0™

200t ac?w res aln mhm)@éﬁs@rs’iidh adldteya lf@@ablé{iigaihxiee étmt@mb Id%@agg gtdih%d i
contents S o ec romthe stor ce a en
decodes tﬂae iés&fi‘p Qﬁadlﬁ%xﬁmmhw(@@pﬁ@vgﬁ ﬁﬁbw@?smp gng
key (KEK) I géi% %mpﬁg odes t he ci phering
data E 1i?Eﬂ:[énlﬁcon e er egy acqui 39" e con1 ents Egy When step S3209 is

entered, the rEpood3at |d381g:ppmsata|s descrbdingesenddc grocduses for

contents he acquir, t scri bed.ab
the repr o@%‘gqq%'# bng nft P‘iﬁexp h@gf@ ﬁfoﬁ% aL?ﬁ%‘ Viat f a
gl urali g %%msxstld@ ol bihg mmtbhoehﬁd(vﬂiﬁ)h s?)rewa)pshya%tggpféontm%ﬂsedaﬁapﬁawk
evi ce an execu 0 ch enabling key
bl ocks Coﬁpg,%phgaﬁl% gﬁngﬁwd%%%kﬁ@%ﬁﬁﬁw %qé‘bﬁ wher eby
storing the keYheke@rid19pkbstdEUh bxbbetd®Byo4 Yebr8fuction apparatus 200
when the memory card as the storage device is loaded in the reproduction

Jm—r

apparatus 200 or when power-supply source of the reproduction apparatus
200 loaded with the memory card is turned ON.

Initially, when step S3201 is entered, the reproduction apparatus 200
reads track data of individual (EKB) files and then checks the “Link Count”
data. Next, the reproduction apparatus 200 selects such (EKB) files
corresponding to a predetermined number [n] in order of those (EKB) files
with a greater number of the Link Count data. Te unit number [n]
corresponds to the unit number storable in a predetermined memory
domain of the reproduction apparatus, i.e., the unit number storable in the
domain which preserves the key ciphering key (KEK) in storage. |

Next, step S3202 is entered, in which the selected (EKB) files are
processed, and then, the reproduction apparatus 200 acquires a plurality
(corresponding to [nl) of the key ciphering keys (KEK), which are then
stored in a predetermined domain of a RAM installed as the key storage
domain of the reproduction apparatus 200.
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apparatus itself. Accordingly, whenever reproducing contents data t he
reproduction apparatus is enabled to utilize the key cipheri n ;QF({KI?@U@
stored in its own RAMat a high probability, thus making it possib
effectively repr oduce contents data. [Distribution of authenticating keys
utilizing (EKB In the case of distributing ciphering keys via utilization

of the above | st Sﬁé’lﬁ]ﬁ meideyed| oo kdhicExB)e reprochmm)raappagm:us 960

such an nt|ct|n Lkn abjl.e fo ut henti,cati o roce

ot but SefeCRD i 1 eaifibaits nanta it ol B Mbusd 58, RepRSEsee

aut hent i ci¥hen ﬂﬁ@qe@z@t s@iEfSBm)ﬂglsi @uitBfed 0 fHB NréEId Rt IBH ap;?aﬁ%hsvzow of
o}

an authenlﬁcat t e held in ¢o nvmt rel evant devices as a safe

secret ke ﬁ@@dﬁﬁ@mﬂ ringnken (RiKd1applicable

Format 1 nEsLo8 RO %Of"ﬁe %@I‘QF@@?F‘E‘%‘%&&%& 55 RERIH Xt el L £ JRARR! N0
eaEI l'i er byr mefter df ribet kef ﬁp}m?'mg Pke;od ;qsczta‘cumilpfrﬁm:sent u?atimnRAMn
MNyy 1 N OT 0. contir an V. | ness O
o eepontiney B8 350k i pnrete, S Il Madelf one bt REesbopidibeskey
are execU(REK) fhehepasduationPabperitua200deRbAES Ehe é’nng da[t%”Er(iKE@

cqarrespondi ng devi ces,_ For

and recei et vveen the
reproductl\%ﬁni dthen aeguines 3 conteyetsd Vce%ﬁmﬁlﬂen@ﬁ atﬂmegﬁzQﬁatISng

rg%rggﬁg%lon app ra uséig‘)b\/\l’/%?m ﬁ?g#l ZI n?q(ﬁ ove re F%%%gngg? Fl]aekey

bl ocks (Ee@)tents @atadbpappdpingetpeatdured cmm:mrblkay a syst em f or

the enabl i ng PSR NGB abpERay bR ent A8 undRrivRedB dhisrerert Ehaf Fherkex ™

decodabl eciphie kb dKEK)kaq&pﬁdﬁble%o%hétdéc@@ﬁﬁg dfehdesdlé@sddontents dé&? 3
FIG 35 exerrpl | S. such se in_which decodabl e authenticating key
Tkn is diSnet stated intheRAS, BtepLSo2h8 13 @yteg@dem whailekt hﬁgrapmchectmn

TGO 0 e SIS Bt 8 M
0, 1, 2, key iz, e@mhcanng)damrl% tit, Kan) is actua]ly present or not Ifit
is present, then, step S3207 is entered, in which the ciphering data E (Kstm,
Kcon) is decoded to enable the reproduction apparatus 200 to acquire the
contents key, whereby proceeding to step S3209, in which, the reproduction
apparatus 200 decodes and reproduces contents data by applying the
acquired contents key. _
If it is identified that the ciphering data E (Kstm, Kcon) is absent
while step S3206 is underway, the reproduction apparatus 200 acquires a
proper enabling key block (EKB) to be applied to the contents data that
should be decoded from the storage device 300, and then decodes the
acquired enabling key block (EKB) to secure the key ciphering key (KEK).
The reproduction apparatus 200 further decodes the ciphering data E
(KEK, Kcon) whereby acquiring the contents key. When step 83209 is
entered, the reproduction apparatus 200 decodes and reproduces the
contents data by applying the acquired contents key.
As described above, the reproduction apparatus 200 initially checks
the “Link Count” data of a plurality of ensabling key blocks (EKB)
previously stored in the storage device 300, and then executes decoding of
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conprising an authenticating key Ikn ciphered by a updated node_key

00, such enabling key bl ocks (EKB) capable of decoding the upd t cDEéleﬁU[]lr
key K (t) 00 is generated, and then the generated enabling key bl ocks

(EKB) are respectively distributed to the devices 0, 1, 2, and 3. By
initially decod| ng the received enabling key bl ocks (EKE t hese devi ces
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distributed to each of these deV|ces n this case, such
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k | k
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decodi ng thberhaldnin &hnk6y Svith Rdeeakedsvidieds atgéiwas\écﬁét k@ﬁ@@ﬁb@&lb@&
updat ed ngg&y{fey (K (t) 00), these devices 0, 1, and 2, respectively

acquire a henti cat i ng key | kn. Even when recei Vi ng an identical (EKB)

data, other denice a,gm r act jvely
acquire the_updat Zm ge key Fﬁefu';’ﬂ%o%? t;up% % ng ugfirnglvmp ke‘{}g or
node keysutiliZedwirsef t Be:ammﬂm&teyctqvp 3:110 erimg fdineat mamurd&nmmth

pccor i nofg STV SE8S Rt RABRY < enitfod ot GFnc B B 0L 20,

Prior to execution of data transmlssmn and reception, in order to confirm

.4

and verify the rightness of the corresponding devices and parties, such
mutual authentication processes are executed. In the actual
authentication process, data is transmitted and received between the
correspoﬁding devices. For example, the reproduction apparatus and the
storage device communize an authenticating key (Kab). The common key
(Kab) is distributed to the corresponding reproduction apparatus by way of
utilizing the above-referred enabling key blocks (EKB).

FIGs 34 and 35 respectively exemplify a system for distributing a
common authenticating key Ikn to a plurality of devices via the enabling
key blocks (EKB). FIG. 34 exemplifies such a case in which a decodable
authenticating key Ikn is distributed to devices 0, 1, 2, and 3. FIG. 35
exemplifies such a case in which a decodable authenticating key Ikn is
distributed to devices 0, 1, and 2 by solely revoking device 3 among devices
0,1, 2, and 3.

In the system shown in FIG 34, by way of utilizing those node keys
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the verified proper rights are able to decode the authenticating key Ikn
for individual use. As described above, by way of distributi éL 3
authenticating key via wutilization of the enabling key blockq? gﬂiciZOGQS
possible to reduce the volunme of data and safely distribute the

aut henti cati ng key that can sqlely . be decoded by those which i_j\/\cg%‘)amare
entitled andHeatkieysanwpedder deviges. O, Fudtaad 3 Bucanpanelion svithcadatg (oby
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apparatuses can not effectuate_ nutual authentication wt t he

correspo reagaved enakime key hiecky (EKB) dbese devjceswespectively t o

e
ot The autrdbie ERRGRG® nol Bey R, 2t HRY, Bbotle the RHHRENGRLES" O
possi bl e key HnpéKl () 00pikn) ciphiereddey 2hd aceprire Qioﬂ@nk@wéﬁ)@@@ﬁhéﬁébfﬂy
{he T epr SBHRRPGT Resaileds evestual p it he B RARE K9 D1 of er r i ng
to FIGs 28 to BQen WiHSechRi gg‘i«iﬂhﬁleﬂtﬂ%l%mgskéfrblbéﬁm, dtier

reproduci ng -contents data by a i a storage devitce mut ual
aut hent i c@evieas g &c 65 Jes. .are mﬂnecgwiyjmblﬁ@o acquare suchannede diey Brit} hat

th t i i ; [: 3 t . i

o o 0 updaMtd S35 G0 TRKEY HeBEAN A LTI  Aibi [ERAT Ao RS and

gut henti cbiafﬂ{eysr oceBeeauas e off fthid,i ;Aelblys pailsbﬂ?ﬁntted S}ﬁ?&}eeﬁarmmt Rt tsﬁh'tr age
evice S Ssu S NMenor. caras .cC a e e ua au enti catli on

o eees. BitleaioTBg Heyaxonsivaln o e G B SgpeR SletAtes acor di ng. dat a

into and from EuethaRRREY KERMSFICLEH xOliRReEIAN of UASS ANy I Sl

hard disc or a CD-R (Conmpact Disc Re%or able) loaded in a reproduction
appar at usom@m@dgnmtyquedaéxm&ﬁ@bﬁqﬁaﬁ epflevige: B 18 Hevelkedans furesiplt ofathen

process, kby9o88aB0t fiPKExdfple, such an enabling key block (EKB) solely
decodable by the remaining devices 0, 1, and 2 is generated and then
distributed to each of these devices 0, 1, and 2. In this case, such an
enabling key block (EKB) (a) and such a data comprising an authenticating
key Ikn (b) ciphered with the node key (K (t) 00) shown in FIG. 35 are
respectively distributed to those devices 0, 1, and 2.

Decoding sequence is shown to the right of FIG. 35. Initially, using
leaf-keys or node keys drawn out of the received enabling key blocks (EKB),
the devices 0, 1, and 2 respectively acquire a updated node key (K (t) 00) by
way of decoding their own leaf-keys or node keys. Next, by way of
decoding the updated node key (K (&) 00), these devices O, 1, and 2,
respectively acquire an authenticating key Ikn.

Even when receiving an identical (EKB) data, other devices 4, 5, 6, ...
for example are respectively unable to acquire the updated node key (K (t)
00) by applying their own leaf-keys or node keys. Likewise, the revoked
device 3 is not able to acquire the updated node key (K (t) 00) by applying
its own leaf-key or node key. Accordingly, only those device entitled with
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29 DEC 2004 sense to execute the nutual authentication process. QIEC 2004
Neverthel ess, the inventive system enables the authentication pZOg o

be executed even in the case of storing or reproducing data by applying

such reproduction apparatuses inconpatible with the nmutual authentication

process. %@Fﬁb e o I e
with the 1%rlti}dtaua aut ;’1{) ?Ea @E%‘?%@g’gs @‘%o?esgﬁg%ﬁ% ﬁf{%%g%iﬁr
menory carde(VndmalMseDry Stick", a product and a regi stered trade nane of

Sony Oorporatl i s loa I n ach re ctign a arat to enabl.e the
nutual  aut hent Q?Wlb‘?(g &Y b@%’&%ﬁg@ et@ﬂé W’B@?ﬂgtk%hwa

and the rapiliodtiin of BPasablingokes llecks (ERB), crnd fpd%&lﬂ@”ﬂf‘trbﬁh%ﬁ"‘tﬁé‘

t he nutual authe catl abl i ng storaeo data into suc

fst or agﬁ dewlétma n&ﬁm cgatmﬁgte th@talwh@nheabngdk@y ithat @mlomlaly

b ocesses 15 %@C?’gﬂg;ﬁftﬁsh%% Shith SEHACAE Brileqrion votREH BBt

card. | ni Fuather $Imd1mraaﬂmut10@tmgpkeyuvia cdlsmbmtﬁtmaafet&@@ l(EE‘EBai data

Therei n. - dpirentd A Beife g ﬁxﬁﬁeﬁyhﬁé%ﬁ "%% Bl (BN data s

whet her  tdehjaut U@'coﬁ'ﬂi‘(ﬁleéﬂ iréxaélbﬂ,”vﬂ@i‘e’ﬁ i allih ﬁ%ﬁib KA Q%ectﬁﬂ??gnggg%

condi tion that t he nutual aut hgnt i cat] on has b
is ent er dRLOEHSOMPEE arstonyi apd e, Hasralsonassh lﬁtmetao anyxdevice based

appl yi ng a CD-R or a DVD devoid of the authenticating
function. S% Pﬁds}?g%l@%& Is underway, if it is identified that the nutual
aut henti cati on Baeauses of thd dboviesprecess fo:edehwemegmhdlmg:hmﬁwe&mgww
of data ufili ar isc, or aCDR DVD deyoi.d

aut hent i C;{l}t‘ EE] ctﬁ‘Bﬂﬂear RIOOERRASg A é 56‘9"9& xéffi}fl‘é%ﬁ sueh as
above-r ef efgj d»ak:tiomalapiﬁmwségr&n ?ndtréﬂb@miﬁé h@ﬁﬂﬁgl ‘ﬁdtheﬁ'ﬁzcatlf?n with

aut henti cati on key descCri ed earlier by referring to FIG )
is so arr eRRonerag storagr deyicesiwhetehys making it mac@paﬂmmpmble

Goser  bed ‘Snamarit IS rier AR EREL L ) Block (KB) to deliver the.
aut henti cati on anthesaﬂjyvtmyytdfeunhpmgtlta;-ansmmsnm aifthe Buthenticating key
via the (EKB) applied processes, it is also p0551b1e to properly control
storage and reproduction of data against any recording medium other than
the memory card such as a hard disc loaded in the reproduction apparatus
for example.
As described earlier by referring to FIGs 28 to 30, in order to execute
the processes for recording and reproducing contents data by applying a
storage device , mutual authentication processes are duly executed. As a
result, on condition that the mutual authentication has duly been

effectuated, recording and reproduction of relevant data are properly
executed. The mutual authentication processes are effectively
implemented between those storage device s such as memory cards
compatible with the mutual authentication process. On the other hand, in
the course of storing and recording data into and from such memory means
devoid of ciphering function such as a hard disc or a CD-R (Compact Disc
Recordable) loaded in a reproduction apparatus respectively being
incompatible with the mutual authentication process, it does not make

12



73 29 DEC 2004 possible to solely provide such a properly |icensed

reproduction apparatus W th an authentication key capabl e of @(?18‘501@884
nmut ual authentication wth the corresponding virtual nmenory card. As a

result, an enabling authentication key is not delivered to any of inproper

appar at us S. .a . reyoked repyoduction arat us for.,exa , ch a
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is not detOURSFAL1G ﬁjﬂmcg}{f ImpashaepgeducHpBcRRAYR Usdernabled heenmitaiadf a
i it : or :
P boar at usREnGCAHDAbIARASTE he BLEXRAUFLENTRCAN TRy SRR DLRERAS 0O
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Val ue (| GforapexdevivacletoRl of eauiflnticietithy’ Rinetidhcos rapfodihcti6h Ut H4ta

occurred .ta ring with the contents data or absence of this condition is
descri bedX0B2  Steragesleiaees s effected to prevent the contents data

f il |1 ' 1 h ' ' -ati fi i |
chacki ng val ug CTCUP | S RaPRtes of  Sochaten Rk RPcf] WG for

exanpl e, rdeeriimggaitly reprodining adata fhy spplkingy a herteal ahemaenypardrdg

with the €anit S ta i uted b ying Hash function to the

contents "o .‘]éﬁg}as ﬁ%ﬁ%ﬁﬁﬁ%ﬁﬁ%ﬁg&ﬁ%%@ﬁﬂ% exgoutes” 3 myffyal
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When step S3502 is entered, the reproduction apparatus identifies whether

the mutual authentication has been effectuated or not. Next, on condition
that the mutual authentication has been implemented, step S3503 is
entered, in which recording and reproduction of data are executed by
applying such a hard ajsc, a CD-R, or a DVD devoid of the authenticating
function.

While step S3502 is underway, if it is identified that the mutual
authentication has resulted in failure, neither recording nor reproduction of
data utilizing a hard disc, or a CD-R, or a DVD devoid of authenticating
function corresponding to step S3508 is executed. _

The above-referred virtual memory card is previously loaded with an
authentication key described earlier by referring to FIG. 16. Further, it is
so arranged that the authentication key usable by the reproduction

- apparatus is provided via the above-referred enabling key block (EKB).

As described above, by causing the enabling key block (EKB) to

deliver the authentication key usable by the reproduction apparatus, it is

73



i ndi vidual |y designate data of contents. To inplenent the above equation,
74 29 DEC 2004 nessage authentication code MACis utilized in Q@EE: 20[]!'.
authenticate inportant data of the contents. As nentioned earl7 ér e
nmessage authentication code MACis also included in the ATRAC-3 data file
described in reference to FIG 21. By way of utilizing the above data and
MAC, conpbestibim tefsolely prowge syck epioperlyalicensed erprodectiofiappfatus
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with an e | pr.ocess to generate,an oufput,value 12.. Then, th
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by appl yifidld tiepedpédyiregokd und résfotiecoda] #id naildnion pRsuvBldtrdiRo
These serial, processes. are t-Bgn repeated until all the split nmessages are
ci phered.caﬁdeﬁ)lﬂmmqrﬁtm puttheatica tipnyas sweHeas mecbagdhard disc, a
~aut henti )- " : qonsgti e 3 T

al | owabl g@Po%t ?f?%eDyghd%‘g?lﬂ g? ﬂégétjg%fog/? %gllr@%?ltt %??%?ggﬁ? iélhps Svy}emreg?%
data sucmadsngont epossible doamieventieanyach e timepriper tapfardiased ofrem

aut hent i i 0 By way ef .appkyjng Hash function to the
above-ref rqg%@bﬁk&ﬁ@&goﬁrgp@@pﬁ@%ﬁy ng the nessage contents and al so
to the above r€becremlkeyof (Hhme) Hatagprecasding t ApphRhadest Virkhetdd

value IC YV, the LCV.value is enerated jn order to check integrity aof
cont ent s 4t &%@%rle%%ﬁfﬁbﬁ eB%F@tha‘éﬂi ¥rren steychiae.sug grabling

oS . ; ) ol
Canper od ooy Dhoct? (RE) fn o Piding ot A heABIAOIRE Koy e SAIER deoddble by
data, if Sichrapropetlydicansed data praressing apperatus) whereas the enabimg

e L BTGB (BRIDEEL B i e BBG0N 50 oSN ) rodsohi

apparatus devoid of a proper license. This arrangement prevents such an

improper data processing apparatus from exchanging authentication with a

virtual memory card loaded in the improper data processing apparatus,

thus realizing such a' license system capable of preventing such an

mmproper data processing apparatus from illegally utilizing contents data.
[Construction of Integrity Checking Value (ICV)]

Next, such a system for identifying the state of actually occurred
tampering with the contents data or absence of this condition is described
below. This process is effected to prevent the contents data from illegally
being tampered therewith via computation of integrity checking value
(ICV) in correspondence with the contents data. |

For example, the integrity checking value for checking the act of
tampering with the contents data is computed by applying Hash function to
the contents data based on an equation ICV = Hash (Kicv, C1, C2, ...). The
Kicv designates a key for generating the integrity checking value. C1, C2
individually designate data of contents. To implement the above equation,
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other, it is identified that the contents data are actually tanpered wth.

By way of applying a plurality of the nmessage aut hentication ngg @EQZZW’\‘
DEC 2004 MAC generated in correspondence w th individual content ,

is possible to generate a single integrity checking value [ICV. For
exanple, an integri ty checking value ICV is conputed by applying a
pI ural i t yndssage avibeniicadon modECMAﬁlcle \mtﬂjzeah 1aqoaten rtos mawhelndicwe
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categorie opre on fromllle gally bel'ng
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t hent d_al t t
the checkiri TR b P aBRRinn 1e0 R 1B Brd 2P rifing R oGtBLb VTG bt a
with a grb@txer théom@qmtcaah@e tElld!@dliﬂiengphﬂ%eésw aﬁ@rémtmyoﬂfreat@&' ng

fl ash nmenor. t hose, cante Brs] data including nusic data, _picture_data,

progr am d¥i] 1 a3} exglugIvR pEpcassin genprate én @yépuéé’?dﬁé 3-oi Haexn, ther ed
|
B R s S e T

properly co o processe

i denti fyi hy apelying tdte ciphmringgkey 1d@ﬂfowtgermﬁmgAMn0ugpubnmluﬁgE®Jch
val ues fofvaagckl 0o ngce\Mggg PtRed %% 3t84%umtil all the split messages are

ciphered. The ﬁna]ly output value EN constitutes the “message
authentication code” MAC. To constitute the above messages, it is
allowable to utilize such partial data for constituting contents-related data
such as contents data and header data as the object of the above

authentication process.

By way of applying Hash function to the above-referred MAC value
for authenticating the message contents and also to the above referred key
(Kicv) for generating the integrity checking value ICV, the ICV value is
generated in order to check integrity of contents data. After comparison
between such an ICV value generated simultaneous with generation of
contents data verified free of the tampered act and another ICV value
newly generated based on the contents data, if an exactly identical ICV
value is generated, it verifies that there is no act of tampering with the
contents data. Conversely, if the resultant ICV values differ from each
other; it is identified that the contents data are actually tampered with.

By way of applying a plurality of the message authentication codes
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necessi tates execution of such a process for generating checking val ues

agai nst the whole data to be checked. For exanple, when conput 2n$ BE{d%[J[}I}
integrity checking value ICV by applying the nmessage aut hentication ¢c0 '
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the above-referred integrity checking values ICV per category for storage.
Nevertheless, relative to the increased number of the contents data
stored in memory, it also involves such a difficulty to generate checking
values required for authentication based on proper contents data and also
store and control the checking values. In particular, in the case of updated
recording media with a greater storage capacity including such a memory
card incorporating flash memory, those contents data including music data,
picture data, program data, or the like under a variety of categories are
jointly stored in memory. Under such an environmental condition, it is
difficult to properly control processes for generating and storing the ICV
values, and identifying the act of 'tampering with contents data. When
generating such values for checking the whole data in storage, it
necessitates execution of such a process for generating checking values
against the whole data to be checked. For example, when computing the
integrity checking value ICV by applying the message authentication code
MAC generated via the DES-CBC mode for example, it is necessary to
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Each of a plurality of reproduction controlling files (PBLIST) and ATRAC 3
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in a flash memory of a memory card includes a plurality of the ATRAC-3
data files (A3D) each comprising ciphered contents data. In addition, a
-variety of contents data @1 to #n) belonging to a plurality of categories are
also stored in the flash memory. A plurality of categories include music
data, picture data, game programs, or the like for example. It is also
possible to control such similar picture data as an independent category as
another directory in correspondence with individual data providers.

It is also possible to establish a controlling unit (entity) of the
above-referred enabling key block (EKB) as a single category. In other
words, it is allowable to provide an assemblage of contents data as a single
category to which a contents key (Kcon) decoded by a key ciphering key
(KEK) acquired via a certain enabling key block (EKB) is applicable.

Each of a plurality of reproduction controlling files (PBLIST) and
ATRAC-3 data files (ASD) contains message authentication codes (MAC)
for checking the act of tampering with contents data. Based on the MAC
codes, integrity checking values (ICV) are generated. A plurality of the
MAC values corresponding to contents data are stored in sequence pages of
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renewal data of category #. \Wenever the renewal data is updated, an

I ncrenmental process is executed. Code #0 version corresponds t QQE@
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r epr oduct and the nmenory card is executed (refer to FIG 29).
On the llf?'hercﬁg“ﬁ_}g{ \A%%Ye step S4001 is underway, if it is identified that
nutual  aut herﬂonb&mtcmk@pﬁl\ﬂéﬂtn, ﬂécoﬁpsadpherexbbgmat@t laeydoi\;\%anb I
menory card s ractlcabl 3- |s ent er I n I C a
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val ue is vedies] ¢Hebiagegriey dHieking value (ICV (con)) are generated, which are
then written into memory via serial protocol. In order to deal with
mutually different key systems, it is preferred that individual ICV values
generated from individual key systems shall be stored in speciﬁc areas
different from each other. :

The integrity checking values ICV generated per category for.
checking the act of tampering with contents data per category are recorded
in pool pages of a flash memory of the memory card. The pool pages
comprise such domains inhibiting the writing of those conventional data.

FIG. 40 designates such a pool page format for storing the integrity
checking values ICV per category. Code #0_revision is provided with a
renewal data of category #. Whenever the renewal data is updated, an
incremental process is executed. Code #0_version corresponds to a version
of category #0. Code #0_E (KEK, Kicv) corresponds to the ICV generating
key (Kicv) ciphered by a key ciphering key (KEK) corresponding to category
#0. Code ICVO designates the integrity checking value (ICV)
corresponding to the category #. It is so arranged that similar data can be
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message aut hentication code MAC for checking integrity of contents data.
When the next step S4006 is entered, the I CV val ue generated vi :
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authentication between the above-referred virtual memory card and the
reproduction apparatus is executed.

While the next step S4004 is underway, it is identified whether the
mutual authentication between the reproduction apparatus and the
corresponding memory card has been effectuated or not. If the mutual
authentication between them has resulted in the failure, all the processes
thenceforth are terminated without execution. When the mutual
authentication between them has been effectuated, the next step S4005 is
entered, in which computation of the integrity checking value ICV is
executed. As described earlier, the ICV value is computed based on the
message authentication code MAC for checking integrity of contents data.

When the next step S4006 is entered, the ICV value generated via
computation is compared to another ICV value previously being stored.
When both of them coincide with each other, it is identified that there is no
act of tampering with contents data, whereby operating mode proceeds to
step S4007, in which a variety of processes including reproduction of
contents data are executed. On the other hand, if the above ICV values
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earlier by referring to the above-described reproduction controlling file and
the contents of data stored in the ATRAC-3 data files, and also as a varied
example of the processes for storing the above data in corresponding data
files, the process for generating and storing an expanded version of the
MAC codes are described below.

FIG. 42 exemplifies the process for generating and storing the
expanded MAC codes. FIG. 42 designates part of the ATRAC-3 data files
shown in FIGs 21 to 23. The message authentication codes MAC
correspond to such values generated via the processes shown in FIG. 37
based on some data corresponding to plural data categories among a
variety of the ATRAC-3 data files for example. By way of comparing such
MAC values previously stored in data files to the other MAC values
generated during the checking process, it is identified whether there is
actually such an evident act of tampering with contents data or not.

For example, those message authenticating codes MAC stored in the
ATRAC-3 data files shown in FIG. 42 deal with those contents data to be
subject to checking of integrity via the MAC codes, where these contents
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checking of integrity is present in a plurality of data recorded in the INF’

space of the ATRAC-3 data file, based on all the data subject
checking of i nt egrity within the |[|NF space including the abO\ga mﬁ ggﬂlf
data category 'INF-seg#f ' correspondl ng to such a data being the object
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above ar reodgsare shoxbile pachedata dilet "¥huse oripimal MA§§ icodes generated
solely for dealing with such conventional contents data subject to the

checking of integrity basically deal with invariable objective domain for the
checking of integrity of the corresponding contents data.  This
arrangement is described below.

As shown in FIG. 42, such an original MAC code 701 for checkmg
integrity of those data below the above-referred data category “INF-seq#’
are generated. The original MAC code 701 is stored in the ATRAC-3 data
file. ‘

Further, in the case in which such a contents data subject to the
checking of integrity is present in a plurality of data recorded in the INF
space of the ATRAC-3 data file, based on all the data subject to the checking
of integrity within the INF space including the above referred data category
“INF-seg#’ corresponding to such a data being the ohject of the generation
of the MAC code of the original MAC 701, such MAC codes are newly
generated in correspondence with them. Those newly generated MAC
code are stored in the corresponding data files as the expanded version of
MAC codes.

An expanded MAC code [MAC (INF)] 702 shown in FIG. 42 is
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common with those MAC codes including part of the MAC target data of the

original MAC in such MAC target data of the expanded MAC codes ﬁsﬁ
i n correspondence with the increased data for checking the intggm 4 U’t
contents data. It is also so arranged that re-generation of the original
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and the re roduatlo apparatus A'810 nutually eXecute an authentication -
process etadpdARe stoxesht rol 1i ng nodul es 801 and 811 which-mutual |y
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appl i ed of the original MAC code has already been rewritten, the original MAC
code is newly computed. In other words, whenever renewing the expanded
MAC codes, re-generation and re-storage of the original MAC code are
jointly executed. |

It is possible to rewrite the above INF-seq#’ data by way of
generating new random digits or via incremental processing thereof.

The above arrangement enables presence of the MAC target data in
common with those MAC codes including part of the MAC target data of
the original MAC in such MAC target data of the expanded MAC codes
generated- in correspondence with the increased data for checking the
integrity of contents data. It is also so arranged that re-generation of the
original MAC codes is jointly executed while renewing the expanded MAC
codes. As a result, it is possible to always reflect the process of rewriting
data in the INF functioning as the data for newly checking integrity of
contents data upon the original MAC code without causing the MAC target
data domain of the original MAC codes to be expanded.

[Application of the (EKB) to the decoding process between a storage
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ci phering format described earlier by referring to FIG 8. In this case, it
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M:OE) \é\m er tmemlfshﬂe Rﬁe Keﬁfsdmbtlﬁmhappawgﬁwes 820i and 8BB0 dtglgnfgpeetﬂrb@
Cl ered _cont I’ltS con 0,t he,  repr.oducti.on rat us
decr:)odl ng 80 %ﬁéxm&oﬁ#ﬂ’e 1t 515 IPeuAINGLy, Eg‘é de ééﬂ‘m'eoﬂ y
the repr aitbngs Wé{@:ﬂ niete8dfrpfaidé@slihBe e pPRrsd kBKténtcaMNa.

practi cal forﬁ;\for execufing these processes is described bel ow. Referrl ng
to FIG 43, tHust, poyceefesmngk doutdsstosagecdevice 30 agad dev

Lor o SbALATERBIANRR SORTL A0 hbRAL S Oty l&hgéﬁa&%ﬁ%&lﬂﬁ]@@ for
acquiri ngappammml%llf)e@o (ikectidyoacqdirena \cem;ents {{ey from the storage device
800 is described below. Initially, the storage device 800 and the
- reproduction apparatus A 810 mutually execute an authentication process
between mutual controlling modules 801 and 811 which mutually execute

an authentication process. The mutual authentication process is executed
based on the common key applied ciphering format or the open-key applied
ciphering format described earlier by referring to FIG. 8. In this case, it is
essential that the controlling modules 801 and 811 for controlling the
storage device 800 and the reproduction apparatus A 810 shall individually
contain such an algorithm for execution of the authentication process and
store a key required for the authentication process.

After effectuating the mutual authentication with the above
reproduction apparatus A 810, the storage device 800 extracts either of the
contents key E (Kstm, Kcon) ciphered by a storage key (Kstm) and the
other contents key E (KEK, Kcon) ciphered by a key ciphering key (KEK)
acquirable via a process utilizing the above-referred enabling key block
(EKB) out from the ATRAC-3 data files stored in a flash memory 802 of the
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generation)' of the enabling key blocks (EKB) stored in the ATRAC-3 data
files, and then delivers the specified enabling key bl ock (EK gtBE(@eZUU’f
reproduction apparatus B 830. On receipt of the specified enabling key
bl ock (EKB) fromthe storage device 800, the reproduction apparatus B 830

processes the received éEKB) by app]ying a.device key bl ock (DI KB)
previ ous|Stoxage seeyige 2500,a8R y degeo exhraqtedreantents nkeip heforas B

830 befor Ae I g | ring key (KElO Referring to
FIG 44, SN t?%‘%”%@qgﬁe%%%&g@?k (DKB) is described below. As

descri bed ear hblext} hosieg davisessionr ke d8dsés)r geherateshtianthe dedwrse of the

repr oducti on_ apparat,us B 830 individually contai,n such a ,term nal; el enent
of "t he. KUY | BOEIHICA0R m IBEACEES orPRECHTES ar BIVISAN | hiog 4re OgEE 9G04

tree str L@}b}?ﬁﬁaﬁfso&ﬁ(‘ 810, the sforalse dédice’ BOO ﬁ%éjﬂ‘@%ﬂierse@ﬁ@ @ntehes Jex) ces
of the c (mergts dat.a reproducti gn appar at ufigg nt ai sdkeys grrespondi fig to

i ndi vi du eand bher transmitathe gemernted spplhenng dalist 8s .

fae,
PG aa e EoBRAEARAGpparhBus A 8100 The BN PEARRTATI of GR) Bl
. o1, U ok eppstap 05 ottt gl pored o,
Zgove- r e%?%gg%%%@i ve 83&@&@3’&?@?‘%&@35‘58&%@%@2% g devices
and stored in Bakb@dgh FREUDOVE2EEM ROcE3RRP tRe stﬁfﬁ%@l?}_éﬁcé 800 ifitiadiy i ce

key bl ock (DKB) conprises those ciphéred key ,sets 1ndividually .
cor r esporRasgieso Bélr&o rexiraets they sontentsdeay 06K¢Q§'§v eandstbend after sagain
C

e SPRETHEL oAttt AP IRAA Witk Aafieidhy I (REEEDMHe HfdRg""
those datdewiter800 ideliversdihe ciphened bbntdnteDkBy (Kdr) to Ahestupmduetien t he

-devi ce key bl ock corresponds to such a ciphered key bl ock
conpri si r‘i%P e a‘%mnsi sting of node keys and root keys respectively

ci phered by a Nealedsdingfrostsdidiakecutedsn $hi Hhrelofthelsthexse defliter 800bY a
st orage y.(Kstd) of a device (the reproduction apparatus fo e)@gﬁ)'

Usi ng t hdIBlY% aepduesion appaeatie fi Sdibacaringsfdieacostants
(Kstd, K g3hctRhPIGn B bRECHENEthdsBYprocesses is described below.

Referring to FIG. 43, those processes executed between the storage

device 800 and the reproduction apparatus B 830 are described below.
Initially, the storage device 800 specifies such an enabling key block (EKB)
required for acquiring a contents key (Kcon) out from version (or
generation) of the enabling key blocks (EKB) stored in the ATRAC-3 data
files, and then delivers the specified enabling key block (EKB) to the
reproduction apparatus B 830.

On receipt of the specified enabling key block (EKB) from the storage
device 800, the reproduction apparatus B 830 processes the received (EKB)
by applying a device key block (DKB) previously stored in a flash memory
E2PROM of the reproduction apparatus B 830 before eventually acquiring
a key ciphering key (KEK).

Referring to FIG. 44, construction of the device key block (DKB) is
described below. As described earlier, those devices provided for the
contents data reproduction apparatus B 830 individually contain such a
terminal element of the 'key distribution system based on a hierarchical key
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bl ock (DKB), and then acquires a |leaf key (KleaOQ and yet, 0
B8 62004

possible for the reproduction apparatus to directly decode u
ci phered node keys and ci phered root keys by applying the acquired | eaf
key (Kleaf), whereby nmaking it possible to acquire upper-rank keys by way
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bi ock ( EReomd¥idunt ByteRebiding do S0eR pRBRT RN Hnfe 3R0R 108eE”
FIG 5 Orsﬁ)}re&y inayaeh Wdvicai ng tloe alndyear epecifrd kaydei phwsistigkayf (@KEI O
gener at ed bl))/ t he pr ocea& ng of t e enabI| ke bI Q}Eéf (EKB) and executing :

the proce®4d F@Feﬁ%bﬁp @f@lﬁéx rcg'oﬁlk"&h 1@<, Kcon) received

f the storapgpqd
acqui r es Z conTEce 24 Bl ‘%%?%W"?%%ﬂ ste %%“n%&f%‘?%% ‘?ﬁ'ﬁ%@%{
the reprhblek (BKBy)panat(b)s B A30 showim here) Ghesdedce ekeynddoek
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comonl y node keys and root keys respectively ciphered by a leaf key and such data’
consisting of leaf-keys ciphered by a storage key (Kstd) of a device (the
reproduction apparatus for example). Using the storage key (Kstd), the
reproduction apparatus decodes Enc (Kstd, Kleaf) stored in the device key
block (DKB), and then acquires a leaf key (Kleaf), and yet, it is also possible
for the reproduction apparatus to directly decode upper-rank ciphered node
keys and ciphered root keys by applying the acquired leaf key (Kleaf),
whereby making it possible to acquire upper-rank keys by way of serially
decoding those lower rank keys held in the enabling key block (EKB). The
device key block (DKB) also contains a leaf-identifying element “leaf ID".
Those storage keys proper to individual devices differ from each other
per device. These storage keys may also previously be stored in a security
memory shown as SAM for example or they may also be arranged to be
acquirable based on the leaf ID. In other words, the storage keys may be
generated by individual controlling modules (corresponding to ciphering
units) based on the leaf ID. Concretely, it is also allowable to construct
such a form expressed in terms of Kstd = Hash (Kmas, leaf ID) by applying
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stored in those devices corresponding to | eaves |linked with | ower-rank
nodes of a single category node (conprising a 'Menory Stick" fcﬂ ge%@ Qﬂﬂlf
in ternms of the category node described earlier by referring to FIG 11. If
such a key owned by a category node corresponds to KOl for exanple, it is

SO arran ootk 00t) ¢C S st red as
the ini t?gfa?}tz%tﬁjmt%&? &Or @g%ﬁf?a&gﬁ?l @a%ﬁ‘{)@&)éi I %@fﬂﬁ%ﬁ)l )mit

i s possi btenfmbntwith srsdusbeehiior doditanaitss B 830 to gain a root key For
exanple, in such _a case in whi Eﬁé he_ reproductign apparatus B 830 _receives
such an E) EKB) mggaag«'@yl ﬁ%@yp oF graraangcontentpdat@ys it
i S possi

ci pher ng. R o IR e ﬁgﬁ’eﬁﬁﬁtﬂeygﬁﬂeﬁ%ﬁe@%ﬁ% (R Hom

(EKE). Notherstgrage tdeauee/ rdpi'odm]tlmg apparavusiBl 83(l£léfnumast hAdsey

e 2”5 DeIHINE He R AnrR el R EE BBty R 3es PREEPY g e

the initiabde(kSR andfrcﬁ)@fli‘@fs vehEratdd vinathd ﬁe@cﬁdﬁ‘%‘ Sﬂﬂﬁé/ d'é‘?it%skesf Block . _

exanpl e, that nodée key of category nqQd
def i ned agl-s)i&)] meme@noaat%%%ro,f ihed gontrodlipar gmthllec%but ethod of

o, hnd Bdbsps f PakbARe 16y MCRUCRRIIN BTSSR & FEEL IR,
wi th a nedeseibs lewherbyrmfemngeﬁaﬂﬂa 5$)rlﬁl by way of previously
installi th t | f h d

ol udi ng Enc PROTAR o tiEng (e Abokeaetstiedhded ciphamng ks (KEGS

i ndi vi duageﬂéivat@zdsb rt;h@ foRed8ingr 6f ¥hé enhbling Réy Hlock (EEBPLadi ddeRut

distri but such ci pf contents data that can ~_ conno be utilrzed
those devte@Pragesslq the cinhered onbents kesrlEa Ko keea)i reicery

a reprod p. f
nt ogr al ?‘%’0??@!%’% ‘éiﬁléc‘éeﬁ 8“5‘%?%%‘%3991?‘8?3“ BRig EIA0 G .t%it?’
bl ock (EKB)mmIesdtc(aiﬂeexts kesel f recording and seI f repr oduction of
contents data rocess for ent
utilizing the éta'g ?E@hﬂ g‘t’]@ m rpe %ﬁt%ﬂj mﬂgmb flsélf(lii“c"y
i's destcr I mctdahif c;mn H}g)ad@\tueeB %@Tﬁhbﬁﬂm@naﬂgcoi@ldw&é@mrﬁ@% Nguch a
apparatus i ar hﬁeaﬁﬁ) %]gmgnlglnnaﬂy stored in the reproduction apparatus B 830.
Actually, the initial (EKB) constitutes such a ciphered key block commonly
stored in those devices corresponding to leaves linked with lowerrank

nodes of a single category node {(comprising a “Memory Stick” for example)
in terms of the category node described earlier by referring to FIG. 11.

If such a key owned by a category node corresponds to K01 for
example, it is so arranged that a root key Enc (K01, Kroot) ciphered by K01
is stored as the initial (EKB). As a result of the processing of the initial
(EKB), it is possible for the reproduction apparatus B 830 to gain a root key.
For example, in such a case in which the reproduction apparatus B 830
receives such an (EKB) storing a key ciphering key (KEK) ciphered by a
root key, it is possible for the reproduction apparatus B 830 to acquire the
key ciphering key (KEK) by applying a root key generated via the initial
(EKB).

Not only such a system for delivering the initial (EKB) to those
devices (reproduction apparatuses) belonging to a single category node in
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45 is conpatible with the | eaves shown in (a) of FIG 45. This dewce ‘
bel ongs to the category of the eighth category node Kn8 in the ghzggyl_
key tree structure. This device stores a plurality of device key b

(DKB) conprising Enc (Kstd, Kleaf) to Enc (Kleaf, Kn8) shown in (b) of FIG
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0 er Wo ecodades ea ere acqulrin ea X
st ep 5460ﬂ El ﬁ?ﬁ&mgqr egagydecnte gﬁgllgaﬁ%ov@;g%\game oy
further PR Safic ef%ﬁ‘?nﬁféd &8aBEYgkOF m&%@%ﬂ;&h@reﬁwﬁeﬁ&@ﬁﬁgl ¢

(Kl eaf, Kn8) y_acquiring a cat‘egory no nasmuch

key bl oc kan(lméf r@pmégc@qnmﬁmtemﬁ atia. edfl pliftesed pocese foraf
(7o Ao LS O LRI RRES RN TR o e
whi ch, based obheheomsigtaction ghéwrt e FIG. 45 is described below. The device ,
(comprising a recording/reproducing apparatus for example) shown in FIG.
45 is compatible with the leaves shown in (a) of FIG. 45. This device
belongs to the category of the eighth category node Kn8 in the hierarchical
key tree structure. This device stores a plurality of device key blocks
(DKB) comprising Enc (Kstd, Kleaf) to Enc (Kleaf, Kn8) shown in (b) of FIG.
45. This construction is identical to the (DKB) described earlier. Those
data stored in this device after directly being ciphered by a leaf key
individually constitute those keys ranging from the node key Kn47 to the
category node key Kn8 right above the leaf key.

This device further incorporates an enabling key block (EKB)
available for self recording and self reproduction. In the course of
recording and reproducing contents data, by way of processing the enabling
key block (EKB) and the device key block (DKB) applicable to the self
recording and self reproduction processes, the device acquires the contents
key (Kcon), whereby executing decoding and ciphering of contents data.

F1G. 46 designates a flowchart describing serial steps to be executed
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devi ce processes the enabling key block (EKB) to serially gain_up rank
node keys and then conmputes the root key corresponding to the Qgﬁﬁ tZUUl,.
rank. Next, step S4605 is entered, in which, by applying the root key
(Kroot) acquired via the processing of the enabl ing key block (EKE), the
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execut e thefdibdass asiuseribedd431ick® agai nst the enabling key bl ock (EKB)

88 2 9 DEC 2004 corresp Ing to such a contents data down-| oaded t he
tinme of repr etn¢§4g@3t1§@memddnwl?n¢dudmw @J@;thmat@kag@ksya(

b f
o ot rd% DROLARRs S dETlod Bed BROR (919, iROGh I RioriSy ?8’3@@@%
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be understood fhat the present inventio y be practiced furthernore by
those skiW f?x@aefm aqwlﬁmg aycatg gorsbm%@dk gg&na@mue hamthe devicenkey bloek

nbodi
The.pr osem KD, Slofes st noABlEey e ‘%‘ﬂ%wy BERAE oA By Blie T8aE ey ) B8
di scl osedpossiblectaagqeirefuppsenankiiade keys dimmdilyﬁmn thieedmaing girothes

present | construed restrictively. In order to

preci sel y&}%‘g’gsatw{&é eeaﬁﬁ%ef points of the present invention, full text

of the clai ms BlektfstepS4604 ke ehearothniel whidh)ibsed on the node key Kn8, the
device processes the enabling key block (EKB) to serially gain upperrank

node keys and then computes the root key corresponding to the uppermost
rank, Next, step S4605 is entered, in which, by applying the root key
(Kroot) acquired via the processing of the enabling key block (EKB), the
device decodes Enc (Kroot, KEK) to acquire the key-ciphering key (KEK).
Finally, step S4606 is entered, in which, using the acquired key-ciphering
key (KEK), the device decodes Enc (KEK, Kcon) stored in such a data
attached to the contents data before eventually acquiring the contents key
(Kcom).

The enabling key block (EKB) shown in (b) of FIG. 45 is solely used
for executing a self-recording process. However, in the case of down
loading a variety of contents data to corresponding devices, it is also
practicable to jointly down-load a specific enabling key block (EKB)
corresponding to a predetermined contents data, and then, store the (EKB)
in correspondence with the contents data. Further, it is also possible to
execute the process shown in FIG. 46 against the enabling key block (EKB)
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specification shall be referred to. As descri bed above, according to the
system and nethod for processing various data proposed by the @FﬁﬂEC 2004
invention, a plurality of operating keys individually ciphered by a
plurality of enabling key blocks (EKB) are provided, where each enabling

Kk bl ock [ I et f. d f I pher,i ti K
tho patn FOPFRoRtiE. on e o hnfodus " Utae Lahabaretl afpritir dmetar "
keys pr ovirdptodticingorhe spntutencdaty. t MThe desrics RepblododDIEBY SEowh i G)Rdt h

rangi ng f t rot .tole s of the key tree conprisjng a plurality of
devi ces RireW Eﬁg&lﬁse%ﬁbl% ey dhkafopBrisunes these slogeekeyy rangng feam
conpri ses u - G ri; '

oy,  ThoLdter E%%Péﬁbﬁﬁé@é&ﬁ‘é&é KRR HidT e THEL RS iPleid bERle 1O
decode t h&eyi pheisdlsd ablehty ebyrer sath ziode keys disposed ng &estil apperch
a system f Qrqproperl di stributing contents data capabl e of preserving

hi gher ef Fé@ﬁ%&i{é@éﬁl‘pﬁ{ %%aner, according to the present invention, a
plurality of cOHeepresekYaveatian’ BasdgnesibeancdeseriBead centerid l@ﬁ’%ﬁa !
stored in the header dat of t.he gnten s data. One of the conténts ‘keys

i s proces&eIrHD te secigpracucabforms Jogamplementiag the gsseptials of they
provi ded bng k : i rocessed
Pito suchDrer, T9ghLng, THOWARS, § MBI WHIGRA M, B BReRsR
Because oinvémtonrmaygeemtactisedrfaréhermoere diy thoseiskilled énitte &or by way

reproduci ng .a tents data, the conteaents dat can be reproduced by way of
prgperl y 8@%&8@%@%‘?}% U stlbst Upian Oggt% eﬁ%@%ﬁn&ﬂ%@ﬁ% é:}%%cop
processi ngritheat alevsation Gorauthe@ssentiodust the esang overition.dalf dthep a

menory device or yecording of a contenfs data into said nenory device
conpri si n§OTRE, eha®| iRKESREY Br¥eRUYNst hpsuthesm kdysclagednan; rtéxekestyle of

koys on sysppIFRAREY b B, MR EB05R U, BRoetE, BAFERHoN I ndiohe "
vari ety otomshrueddiesivisivaly cbr medportdepreciselyhjudge sheressentidnsbinesofs
on such pghd9resent invention, full text of the claims set forth in the rearward of this
specification shall be referred to. .
As described above, according to the system and method for

processing various data proposed by the present invention, a plurality of
operating keys individually ciphered by a plurality of enabling key blocks
(EKB) are provided, where each enabling key block (EKB) comprises a
variety of data for ciphering updating keys on the path for forming a
hierarchical key ‘tree structure comprising such keys provided in
correspondence with roots, nodes, and leaves on the path ranging from the
rot to leaves of the key tree comprising a plurality of devices as the leaves,
and yet, the above-referred ciphering data also comprises data for ciphering
upperrank keys via ciphering of lower rank keys. Those ciphered keys
solely enable those selected proper devices to decode the ciphered effect,
whereby realizing such ciphering keys or such a system for properly
distributing contents data capable of preserving higher effect of security.
Further, according to the present invention, a plurality of contents
keys used for decoding ciphered contents data are stored in the header data
of the contents data. One of the contents keys is processed into such a
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ranging fromroots to l'eaves of said key tree structure conprising a
plurality of devices, wherein said enabling key block al so cont g1 %? 299“’
upper - rank key enC|phered via |l ower-rank key; wherein said data proc
apparatus further conprises key distribution approval data files

nunber o 2255 Eliter et By SPREIRLERE Ky bRAAERM LhE Rl Mling Sy AL RIS .
acqui r abl &ndaﬁml othesaink éngiatdcagsdd)inbd etichdastintd wiphered dy %@@hpaekeyﬂg '
key stored in sagid en bI| é_¥‘bloc S, ther&P sai d key dlStFIbg@lon
approval BEREL P& r@g BVICR- sa 8 FEERr gL ddys carramigement BS¥Ehg
appar at Usoﬁ@fé{ﬁﬂ% %c‘ipaQI%hE% ¥or \f"@ r,?a eﬂt Ha'tQ“Eh% r&oenm f&]&btéj ata

files include a Contents key enC|p erlng ta talne errn
contents &y bemem‘ﬂduphdrb}hgfaypmﬁpm ctmg ’eh& sohtesta kb}k ey

enci phering key. 3. The data processing apparatus according to Caiml or
2, wherein said data processi ng apparatus executes to update said |ink
count data in said key distribution approval data fides in correspondence
with wvariation of the nunber of contents data that-is enci phered by

enci phering keys acquirable based on said enabling key block distribution
key enciphering key stored in the above-cited enabling key blocks. 4. The
data processing apparatus according to Claiml, 2 or 3, wherein said data
- processi ng apparatus stores said key enciphering key in said nmenory,
wherein said key enciphering key are acquired by way of 91 2 9 DEC 2004
decode processing said enabling key block distribution key enci phering key
contained in a key distribution approval data file containing a greater
count nunber shown by a |ink-count data present anong said key

di stribution approval data files stored in said nmenory device. 5. The data
processi ng apparatus according to Claim1, 2 or 3, wherein said data
processi ng apparatus stores said key enci phering key in said nenory,
wherein said key enci phering key are acquired by way of decode processing
sai d enabling key bl ock distribution key enciphering key contained in a
key distribution approval data file containing a greater count nunber
shown by a |ink-count data present anpong said key distribution '
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approval data files stored in said nenory device; and whenever |
contents data stored in said nenory device, said data processi %ﬁmﬁ%ﬂﬂ‘r

judges applicability of said key enciphering key previously stored in said
menory device, and then, if it is iden&éiéﬁggto be applicable, said data
processi ng apparatus utilizes said key ering key previously stored
in said nenory device, wherein, solely in the case in which said. key

enci phering key,is jdentified to be inapplicable, said datag processing
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sai d data gm kepisivaks soatainihgrendiphbrsd it offreheddil- k&)SoR¥uch
appl yi ng a storage key .@r per to sajd data processing apparatus “and then
st or es saiﬂa@?ﬁsg‘g%épé’ét’i Egm&é*ygey nireenBHBICiURe £0NPRSIMS Dfvagiety ahtlkeys
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8. The datuppewcenkikey enpipirired visdowdrnarilokepy wireint he preceding

cl aims, wherein a.&e ice key blLock is storegd in a nenory ans of said data
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appar at use

2. The data processing apparatus according to Claim 1, wherein

said key distribution approval data files include a contents key
enciphering key data obtained by enciphering contents key for enciphering
processing of contents by said key enciphering key. |

3. The data processing apparatus according to Claim 1 or 2, wherein

said data processing apparatus executes to update said link count
data in said key distribution approval data files in correspondence with
variation of the number of contents data that is enciphered by enciphering
keys acquirable based on said enabling key block distribution key
enciphering key stored in the above-cited enabling key blocks.

4. The data processing apparatus according to Claim 1, 2 or 3, wherein

said data processing apparatus stores said key enciphering key in
said memory, wherein said key enciphering key are acquired by way of
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9. A data processing nethod for executing reproduction of a con t a
froma nenory device or recording of a contents data into said ﬁg @r@e 2604

- device, said nmethod conprising: a step for enciphering an enabling key

bl ock distribution key enciphering key by an enabling key bl ocks
cont ai ni ngd&rsdPpes@sbsiad dadd en@bhﬂgakej(b&aclodlmdbumanﬂseyf encigrering deiyng

a key tree structyre c npr |.si a varie osed.
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count key for designating the nunber of contents data_t 1 s enci phered
by said enti pheFhndatk pyasessinganparatenmseqrdingsoi(daing sefr 3r¥v ?8 enabl i ng key

bl ock dlstrlbutlon key enci phering key.,6 10. The dat ocessin ratus

according to Cs#ifh %/ PHEQEPHSIEE] aPP@J}iaW%lSWW ﬁ@%&al%f% ]a%f]ﬁg
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contents k or “encrphering proces |ng on ents by Eald ke

enci pheri ndek@d{e pR3cesingcard @nablingrhey ddock disarbutiog %Qiﬂﬁlﬁyhe%gé‘?% ng
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enci phered by enaigherl keya Sg)(lil rabl e based on s I d enabl i ng key bl ock

di stributi 8RDKEY @r‘@ﬁmq;?yt VICHIR CI ted enabling key

bl ocks. 12. Thevﬁil% Atd8a B SRt $QdChRinbBy dédicel sé::d
wherein said da proce S|ng ap aratus stores said key. g£0|pher|n%%$

sai d nenor gatatmmoesssisg aprayatarciysigesi agpliegbisl

decode processx sald e y

cont ai ned PHER chﬁt%agﬁ é%n&bpﬁgdat atatﬂ(‘if)%hé t]%%}ﬁﬁg&égﬁmgéé%?grw
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data pr oceﬁ?ﬁ@‘h’%}éaﬁé’m HE 5814 HEHIVgVie, W b@%%lﬁgﬁ%%e;d%; (‘:a-ggem
which said key enciphering key is identified to be inapplicable, said data
processing apparatus reads said key distribution approval data ﬁles.

6. The data processing apparatus according to any one of the preceding claims, wherein

version of said enabling key block distribution key enciphering key
which is enciphered and presented by said enabling key block is subject to a
controlling process by way of renewing every version.

7. The data processing apparatus according to any one of the preceding claims, wherein

said data processing apparatus enciphers a plurality of leaf-keys by
applying a storage key proper to said data processing apparatus and then
stores said enciphered leaf-keys in a memory means inside of said data
processing apparatus, wherein said leaf'keys are respectively provided in
correspondence with own leaves among a hierarchy key tree structure
comprising a variety of keys disposed in correspondence with roots, nodes,
and leaves on such paths ranging from roots to leaves of said key tree
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sai d data processing apparatus stores said key enciphering key in said
menory, wherein said key enciphering key are acquired by way of2 LT 2004
processi ng sai d enabling key bl ock distribution key enci pheri ng"kéy

contained in a key distribution approval data file contarnrng a greater

gfgmr bﬂ?%ﬁﬁcmﬁﬁﬁm E%Pwtyg?(gaﬂ&nﬁsal 55%99 devi ce and

whenever processing contents data stored in said nmenory device, said data
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previously stored in said nmenory device, and then, if it is identified to

be aﬁpl I cablke,a shévdcdaka pbﬂmﬂ@agngtcm@plarmt @S memmngemvmm kéysaid dfat|a
enC|p erin ey revi ous Yy store I N Vi.Ce ereln soey
in the casﬁrQCﬁss aﬁpgaamév éademg‘) Yiﬂpglé%ﬁeﬂf @UTeepagds to an
I napplica | }ﬁqéﬁ d(?lffﬁ%e

approval ?f%it aﬂﬁe ﬁ@%ﬁ%n@iﬁﬂ%@é@aﬁnﬁsﬁ‘g&ﬁil ng ﬁe?qﬁ%uévmﬂﬁ provi ig(gdés)u%c

conput er  imdayrdaraliy &maphereé mophmaérstepst@mswb eralgmtgafqmnc@em ng

process 9 2004 v fro nor
vt co or Ases EgHararorabR KeTRAAi 0g, HeebFOPLER Ratd! ol Rl R
met hod co \r,%r dgvidad inec@trespddencd mth@mllea#@/aﬁmmg keaid keykieveistragive
o1 cessi ngOTBRFIBAbIARIP RS Bk ALShoset: B o ReREHEY L Mptiepodss,
processin I e

cont ai ned m@darﬁﬁ%s Sh il }Pﬁa E«Hﬁt fodtis! €0 98AYVES gjfnssma gbatle
count nunber (? count a resent anong sal

di stribut |simua’§1p1re)\¢:am1mrasmg id pduralityr ef G?atas@mcmngyaﬁpar@@seanas OWhep
for execuuﬁgg éeadrng sai d key distribution approval data files solely in

t he case &sai d key enciphering key is identified to be inapplicable,
wherein said data processing apparatus judges applicability of sald.key

enci pheri key previ ousl stored said ne devi c nd t
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DEC 2004 DATA PROCESSING SYSTEM DATA PROCESSITNG METHOD,

memory device, said method comprising:

a step for enciphering an enabling key block distribution key
enciphering key by an enabling key blocks containing enciphered data of
renewal keys on such paths for constituting a key tree structure comprising
a variety of keys disposed in correspondence with roots, nodes, and leaves
on such paths ranging from roots to leaves of said key tree structure
comprising a plurality of devices, wherein said enab]jng key block also
contains data of upperrank key enciphered via lower-rank key; and

a step for storing the key distribution approval data files containing
header data consisting of link count key for designating the number of
contents data that is enciphered by said enciphering keys in said memory
device based on said enabling key block distribution key enciphering key.

10.  The data processing apparatus according to Claim 9, wherein

said key distribution approval data files include a contents key
enciphering key data obtained by enciphering contents key for enciphering
processing of contents by said key enciphering key.

93



PROGRAM PROVI DI NG MEDI UM ABSTRACT OF THE DI SCLOSURE The inventive data
processi ng apparatus enabl es own nenory device to store a pl urgbgtﬂgﬁ m
di stribution approval data files each containing such a header data
conprising a nunber of "link-count” data units each designating actual
nunber of applicable contents data per decodable contents key based on an

enabling Key blogkiatFirkEssingdiapparhtab ek Yo CRIGIPHEND, RGetenty (KEYJ
enci phered by a correspondi ng enabling key block, (ERB) provided for by a

hi erarchy key tsagl statacprocessitieappacatuy eaecntes sbiupdate sdhe Bnkbtowgt key
bl ocks (EIKB).in a,nmenory device, such a.k | phering ke KEW .
cont ai ned “frakt @ﬁé@ﬂg Lrippber aPEE@alhaéﬁ%%s HuFBEFSPOY R Wit
data uni t g5t \GF I;%( Slcoibrith el fHht! BeondpHeivd S dSEphRYiNEY
of applying the store en util1zing _contents data,_ the enabling key
bl ock ( EkByspranspusiblg saged sonebsiddenablingetiespr bluski rdjstuigntion key
efficiency i bhdndidy B hr¥he Ahbe bR A ¥ bl We§ Hhodls.

12. The data processing apparatus according to Claim 9, 10 or 11, wherein

said data'processing- apparatus stores said key enciphering key in
sald memory, wherein said key enciphering key are acquired by way of
decode processing said enabling key block distribution key enciphering key
contained in a key distribution approval data file containing a greater count
number shown by a link-count data present among said key distribution
approvél data files stored in said memory device.

13, The data processing apparatus according to Claim 9, 10 or 11, wherein

said data processing apparatus stores said key enciphering key in
said memory, wherein said key enciphering key are acquired by way of
decode processing said enabling key block distribution key enciphering key
contained in a key distribution approval data file containing a greater count
number shown by a link-count data present among said key distribution
approval data files stored in said memory device; and

whenever processing contents data stored in said memory device, said
data processing apparatus judges applicability of said key enciphering key
previously stored in said memory device, and then, if it is identified to be
applicable, said data processing apparatus utilizes said key enciphering key
previously stored in said memory device, wherein, solely in the case in
which said key enciphering key is identified to be inapplicable, said data
processing apparatus reads said key distribution approval data files.

14. A program providing medium which provides such a computer
program to enable a computer system to execute a data processing process
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via reproduction of a contents data from a memory device or via recording
of a contents data into a memory device, said method comprising:

a step for storing said key enciphering key in said memory,
wherein said key enciphering key are acquired by way of decode processing
said enabling key block distribution key enciphering key contained in a key
distribution approval data file containing a greater count number shown by
a link-count data present among said key distribution approval data files
stored in said memory device; and o

a step for executing reading said key distribution approval data files
solely in the case where said key enciphering key is identified to be
inapplicable, wherein said data processing apparatus judges applicability of
said key enciphering key pi'eviously stored in said memory device, and then,
if it is identified to be applicable, said data processing apparatus utilizes
said key enciphering key previously stored in said memory device.
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DATA PROCESSING SYSTEM, DATA PROCESSING METHOD, AND
PROGRAM PROVIDING MEDIUM

ABSTRACT OF THE DISCLOSURE

The inventive data processing apparatus enables own memory device
to store a plurality of key distribution approval data files each containing
such a header data comprising a number of “link-count” data units each
designating actual number of applicable contents data per decodable
contents key based on an enabling key block (EKB) distribution key
enciphering key (KEK) enciphered by a corresponding enabling key block
(EKB) provided for by a hierarchy key tree structure. When storing a
plurality of the enabling key blocks (EKB) in a memory device, such a key
enciphering key (KEK) contained in an enabling key block (EKB) having a
number of link-count data units is previously decoded and stored in the
-memory device. By way of applying the stored (KEK) when utilizing
contents data, the enabling key block (EKB) processing step is deleted,
whereby promoting higher efficiency in the utilization of contents data.

Figure 1
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