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BLUETOOTH DEVICE CONNECTION METHODS AND 

BLUETOOTH DEVICES 

TECHNICAL FIELD 

[0001] One or more embodiments of the present specification relate to the field of 

Bluetooth technologies, and in particular, to Bluetooth device connection methods and 5 

Bluetooth devices. 

BACKGROUND 

[0002] The Bluetooth technology is a special short-range wireless connection 

technology for creating a communication environment for Bluetooth devices and main 

control devices based on cost-effective short-range wireless connections. 10 

[0003] During communication, the Bluetooth device sends related data. If the 

related data is intercepted by an attacker, information about the Bluetooth device is 

leaked, reducing the security of the Bluetooth device connection process. Therefore, 

for the previous disadvantage, a more reliable Bluetooth device connection solution 

needs to be provided. 15 

SUMMARY 

[0004] One or more embodiments of the present specification describe Bluetooth 

device connection methods and Bluetooth devices, which can improve the security of 

the Bluetooth device connection process. 

[0005] According to a first aspect, a Bluetooth device connection method is 20 

provided, including the following: 

[0006] An additional code is generated; the additional code is encrypted to generate 

a first ciphertext after it is detected that a Bluetooth connection is disconnected; a 

Bluetooth protocol�based broadcast packet is generated based on the first ciphertext, 

and the broadcast packet is sent; a scanning request sent by an external Bluetooth 25 

device is received; a Bluetooth protocol�based scanning response is sent to the 

external Bluetooth device based on a random private address included in the scanning 

request, where the random private address is an address generated by the external 
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Bluetooth device for the scanning request; and a Bluetooth connection is established 

to the external Bluetooth device when a connection request sent by the external 

Bluetooth device is received. 

[0007] In one or more embodiments, the generating an additional code includes: 

generating a random number to obtain the additional code; and the generating a 5 

Bluetooth protocol�based broadcast packet based on the first ciphertext further 

includes: adding an additional code in a plaintext form to the broadcast packet. 

[0008] With reference to the first aspect, in a second possible implementation, the 

generating an additional code includes: periodically generating additional codes by 

using a predetermined additional code algorithm, where the additional code algorithm 10 

is an algorithm agreed upon jointly with the Bluetooth device connected through the 

Bluetooth connection; and the encrypting the additional code includes: encrypting an 

additional code generated in a current period. 

[0009] In one or more embodiments, the encrypting the additional code to generate 

a first ciphertext includes: encrypting the additional code and a locally-stored key by 15 

using a first encryption algorithm to obtain the first ciphertext, where the first 

encryption algorithm is a unidirectional function, the local key is a key agreed upon 

jointly with the Bluetooth device connected through the Bluetooth connection, and the 

first encryption algorithm is an algorithm agreed upon jointly with the Bluetooth 

device connected through the Bluetooth connection. 20 

[0010] In one or more embodiments, after the receiving a scanning request from an 

external Bluetooth device, and before the sending a Bluetooth protocol�based 

scanning response to the external Bluetooth device, the method further includes the 

following: 

[0011] The random private address included in the scanning request is decrypted by 25 

using a second decryption algorithm based on the additional code and a locally-stored 

key, to obtain a fixed address; it is determined whether a fixed address stored is the 

same as the decrypted fixed address, where the fixed address stored is an address 

agreed upon jointly with the Bluetooth device connected through the Bluetooth 

connection, the local key is a key agreed upon jointly with the Bluetooth device 30 

connected through the Bluetooth connection, and the second decryption algorithm is 

an algorithm agreed upon jointly with the Bluetooth device connected through the 

Bluetooth connection; and if yes, the step of sending a Bluetooth protocol�based 

scanning response to the external Bluetooth device is performed. 
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[0012] In one or more embodiments, the sending a Bluetooth protocol�based 

scanning response to the external Bluetooth device based on a random private address 

included in the scanning request includes: encrypting the random private address 

included in the scanning request and the locally-stored key by using a third encryption 

algorithm, to obtain a second ciphertext, where the second encryption algorithm is a 5 

unidirectional function, and the local key is a key agreed upon jointly with the 

Bluetooth device connected through the Bluetooth connection; generating the 

Bluetooth protocol-based scanning response by using the second ciphertext; and 

sending the scanning response to the external Bluetooth device by using the random 

private address. 10 

[0013] According to a second aspect, a Bluetooth device connection method is 

provided, including the following: 

[0014] It is detected that a Bluetooth connection is disconnected; an additional code 

is obtained when a broadcast packet is monitored; validity of the broadcast packet is 

verified by using the additional code obtained; the additional code is encrypted to 15 

generate a random private address when it is determined that the broadcast packet is 

valid; the random private address is added to a Bluetooth protocol�based scanning 

request, and the scanning request is sent to an external Bluetooth device that sends the 

broadcast packet; and sending a connection request to the external Bluetooth device 

based on the random private address when a scanning response sent by the external 20 

Bluetooth device based on the random private address is received, to establish a 

connection to the external Bluetooth device by using the connection request. 

[0015] In one or more embodiments, the broadcast packet includes an additional 

code in a plaintext form; and the obtaining an additional code includes: obtaining the 

additional code from the broadcast packet. 25 

[0016] With reference to the second aspect, in a second possible implementation, 

additional codes are periodically generated by using a predetermined additional code 

algorithm, where the additional code algorithm is an algorithm agreed upon jointly 

with the Bluetooth device connected through the Bluetooth connection; and an 

additional code generated in a current period is obtained. 30 

[0017] In one or more embodiments, the verifying validity of the broadcast packet 

by using the additional code obtained includes: encrypting the additional code 

obtained and a locally-stored key by using a first encryption algorithm to obtain a 

third ciphertext, where the first encryption algorithm is a unidirectional function, and 
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the local key is a key agreed upon jointly with the Bluetooth device connected 

through the Bluetooth connection; determining whether the third ciphertext is the 

same as a first ciphertext in the broadcast packet; and if yes, determining that the 

broadcast packet is valid. 

[0018] In one or more embodiments, the encrypting the additional code to generate 5 

a random private address includes: encrypting the additional code, a fixed address 

stored, and a locally-stored key by using a second encryption algorithm to obtain the 

random private address, where the fixed address is an address agreed upon jointly 

with the Bluetooth device connected through the Bluetooth connection, the local key 

is a key agreed upon jointly with the Bluetooth device connected through the 10 

Bluetooth connection, and the second encryption algorithm is an algorithm agreed 

upon jointly with the Bluetooth device connected through the Bluetooth connection. 

[0019] In one or more embodiments, before the sending a connection request to the 

external Bluetooth device based on the random private address when a scanning 

response sent by the external Bluetooth device based on the random private address is 15 

received, the method further includes the following: 

[0020] The random private address and the local key are encrypted by using a third 

encryption algorithm to obtain a fourth ciphertext; it is determined whether the fourth 

ciphertext is the same as a second ciphertext in the scanning response; and if yes, the 

step of sending a connection request to the external Bluetooth device based on the 20 

random private address is performed, where the local key is a key agreed upon jointly 

with the Bluetooth device connected through the Bluetooth connection, and the third 

encryption algorithm is an algorithm agreed upon jointly with the Bluetooth device 

connected through the Bluetooth connection. 

[0021] According to a third aspect, a Bluetooth device is provided, including: an 25 

additional code generation module, configured to generate an additional code; a 

packet generation module, configured to encrypt the additional code generated by the 

additional code generation module to generate a first ciphertext after it is detected that 

a Bluetooth connection is disconnected; and generate a Bluetooth protocol�based 

broadcast packet based on the first ciphertext, and send the broadcast packet; and a 30 

request processing module, configured to receive a scanning request from an external 

Bluetooth device; send a Bluetooth protocol�based scanning response to the external 

Bluetooth device based on a random private address included in the scanning request, 

where the random private address is an address generated by the external Bluetooth 
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device for the scanning request; and establish a Bluetooth connection to the external 

Bluetooth device when a connection request sent by the external Bluetooth device is 

received. 

[0022] In one or more embodiments, the additional code generation module is 

configured to generate a random number to obtain the additional code; and the packet 5 

generation module is further configured to add an additional code in a plaintext form 

to the broadcast packet. 

[0023] In one or more embodiments, the additional code generation module is 

configured to periodically generate additional codes by using a predetermined 

additional code algorithm, where the additional code algorithm is an algorithm agreed 10 

upon jointly with the Bluetooth device connected through the Bluetooth connection; 

and the packet generation module is configured to encrypt an additional code 

generated in a current period. 

[0024] In one or more embodiments, the packet generation module is configured to 

encrypt the additional code and a locally-stored key by using a first encryption 15 

algorithm to obtain the first ciphertext, where the first encryption algorithm is a 

unidirectional function, the local key is a key agreed upon jointly with the Bluetooth 

device connected through the Bluetooth connection, and the first encryption algorithm 

is an algorithm agreed upon jointly with the Bluetooth device connected through the 

Bluetooth connection. 20 

[0025] In one or more embodiments, the request processing module is configured 

to decrypt the random private address included in the scanning request by using a 

second decryption algorithm based on the additional code and a locally-stored key, to 

obtain a fixed address; determine whether a fixed address stored is the same as the 

decrypted fixed address, where the fixed address stored is an address agreed upon 25 

jointly with the Bluetooth device connected through the Bluetooth connection, the 

local key is a key agreed upon jointly with the Bluetooth device connected through 

the Bluetooth connection, and the second decryption algorithm is an algorithm agreed 

upon jointly with the Bluetooth device connected through the Bluetooth connection; 

and if yes, perform the step of sending a Bluetooth protocol�based scanning response 30 

to the external Bluetooth device. 

[0026] In one or more embodiments, the request processing module is configured 

to encrypt the random private address included in the scanning request and the 

locally-stored key by using a third encryption algorithm to obtain a second ciphertext, 
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where the second encryption algorithm is a unidirectional function, and the local key 

is a key agreed upon jointly with the Bluetooth device connected through the 

Bluetooth connection; generate the Bluetooth protocol-based scanning response by 

using the second ciphertext; and send the scanning response to the external Bluetooth 

device by using the random private address. 5 

[0027] According to a fourth aspect, a Bluetooth device is provided, including: a 

connection detection module, configured to detect that a Bluetooth connection is 

disconnected; an additional code acquisition module, configured to obtain an 

additional code when a broadcast packet is monitored; a packet verification module, 

configured to verify validity of the broadcast packet by using the additional code 10 

obtained; and a connection processing module, configured to encrypt the additional 

code to generate a random private address when it is determined that the broadcast 

packet is valid; add the random private address to a Bluetooth protocol�based 

scanning request, and send the scanning request to an external Bluetooth device that 

sends the broadcast packet; and send, when a scanning response sent by the external 15 

Bluetooth device based on the random private address is received, a connection 

request to the external Bluetooth device based on the random private address, to 

establish a connection to the external Bluetooth device by using the connection 

request. 

[0028] In one or more embodiments, the broadcast packet includes an additional 20 

code in a plaintext form; and the additional code acquisition module is configured to 

obtain the additional code from the broadcast packet. 

[0029] In one or more embodiments, the additional code acquisition module is 

configured to periodically generate additional codes by using a predetermined 

additional code algorithm, where the additional code algorithm is an algorithm agreed 25 

upon jointly with the Bluetooth device connected through the Bluetooth connection; 

and obtain an additional code generated in a current period. 

[0030] In one or more embodiments, the packet verification module is configured 

to encrypt the additional code obtained and a locally-stored key by using a first 

encryption algorithm to obtain a third ciphertext, where the first encryption algorithm 30 

is a unidirectional function, and the local key is a key agreed upon jointly with the 

Bluetooth device connected through the Bluetooth connection; determine whether the 

third ciphertext is the same as a first ciphertext in the broadcast packet; and if yes, 

determine that the broadcast packet is valid. 
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[0031] In one or more embodiments, the connection processing module is 

configured to encrypt the additional code, a fixed address stored, and a locally-stored 

key by using a second encryption algorithm to obtain the random private address, 

where the fixed address is an address agreed upon jointly with the Bluetooth device 

connected through the Bluetooth connection, the local key is a key agreed upon 5 

jointly with the Bluetooth device connected through the Bluetooth connection, and the 

second encryption algorithm is an algorithm agreed upon jointly with the Bluetooth 

device connected through the Bluetooth connection. 

[0032] In one or more embodiments, the connection processing module is 

configured to encrypt the random private address and the local key by using a third 10 

encryption algorithm to obtain a fourth ciphertext; determine whether the fourth 

ciphertext is the same as a second ciphertext in the scanning response; and if yes, 

perform the step of sending a connection request to the external Bluetooth device 

based on the random private address, where the local key is a key agreed upon jointly 

with the Bluetooth device connected through the Bluetooth connection, and the third 15 

encryption algorithm is an algorithm agreed upon jointly with the Bluetooth device 

connected through the Bluetooth connection. 

[0033] According to a fifth aspect, a computer-readable storage medium is 

provided. The computer-readable storage medium stores computer programs, and 

when being executed on a computer, the computer programs enable the computer to 20 

perform the method in any one of the previous embodiments. 

[0034] According to a sixth aspect, a computing device is provided, including a 

memory and a processor. The memory stores executable code, and the processor 

implements the method in any one of the previous embodiments when executing the 

executable code. 25 

[0035] According to the methods and the devices provided in the embodiments of 

the present specification, if it is detected that a Bluetooth connection is disconnected, 

a Bluetooth protocol�based broadcast packet can be first generated based on an 

additional code generated on site, and the broadcast packet is broadcast so that an 

external Bluetooth device that monitors the broadcast packet can return a random 30 

private address for a current scanning request, and a Bluetooth connection can be 

established, by using the private address, to the external Bluetooth device that sends 

the scanning request. Because the additional code is not a fixed value but is generated 

on site, the broadcast packet is not a fixed packet. In addition, because the random 
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private address sent by the external Bluetooth device is also an address for the 

scanning request, the random private address for communicating with the external 

Bluetooth device that sends the scanning request is not fixed. Therefore, it can 

effectively alleviate the leakage of information transmitted between Bluetooth devices 

after Bluetooth device information is stolen and a connection is established to other 5 

Bluetooth devices, so that the security of the Bluetooth device connection process can 

be improved. 

BRIEF DESCRIPTION OF DRAWINGS 

[0036] To describe the technical solutions in the embodiments of the present 

specification or in the existing technology more clearly, the following briefly 10 

describes the accompanying drawings needed for describing the embodiments or the 

existing technology. Clearly, the accompanying drawings in the following description 

show some embodiments of the present specification, and a person of ordinary skill in 

the art can still derive other drawings from these accompanying drawings without 

creative efforts. 15 

[0037] FIG. 1 is a flowchart illustrating a Bluetooth device connection method, 

according to one or more embodiments of the present specification; 

[0038] FIG. 2 is a flowchart illustrating a Bluetooth device connection method, 

according to other embodiments of the present specification; 

[0039] FIG. 3 is a schematic diagram illustrating a connection between two 20 

Bluetooth devices, according to one or more embodiments of the present 

specification; 

[0040] FIG. 4 is a schematic diagram illustrating a Bluetooth device, according to 

one or more embodiments of the present specification; and 

[0041] FIG. 5 is a schematic diagram illustrating a Bluetooth device, according to 25 

other embodiments of the present specification. 

DESCRIPTION OF EMBODIMENTS 

[0042] As described above, a Bluetooth device is a device that communicates 

based on a Bluetooth technology. Currently, when performing data exchange, 

various Bluetooth devices usually send fixed Bluetooth addresses of the 30 
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Bluetooth devices, or return fixed attribute information used to represent 

attributes of the Bluetooth devices during scanning. 

[0043] After the information sent by the Bluetooth device is intercepted by an 

attacker, the attacker may establish, based on the information intercepted, a 

connection to a device to which the Bluetooth device is to connect, to 5 

masquerade as the Bluetooth device to obtain communication data between the 

two devices, or the attacker uses the information intercepted for other purposes, 

which causes the leakage of the information of the Bluetooth device and reduces 

the security of the Bluetooth device connection process. 

[0044] In addition, if the attacker has occupied a connection between the 10 

Bluetooth device and the device to be connected for a long time, the Bluetooth 

device cannot establish a connection to the device to be connected, which affects 

communication between the Bluetooth devices. 

[0045] Therefore, according to the embodiments of the present specification, a 

dynamic additional code is generally used to perform verification between 15 

Bluetooth devices that communicate based on the Bluetooth technology. Because 

the additional code is not fixed, after the Bluetooth device is disconnected from a 

Bluetooth connection, the Bluetooth device is connected to the device to be 

connected by using the dynamic additional code, which can prevent attackers 

from masquerading as the Bluetooth device and establishing a connection to 20 

another Bluetooth device by using the fixed verification information, so that the 

security of the Bluetooth device connection process can be improved, and a 

connection between Bluetooth devices is more reliable. 

[0046] Through the previously described description, a connection between 

Bluetooth devices in the existing technology is not secure. In view of this, one or 25 

more embodiments of the present specification provide a Bluetooth device connection 

method, applied to an initiator Bluetooth device. The initiator Bluetooth device is a 

device that will actively send a broadcast packet to actively initiate re-establishment 

of a Bluetooth connection after the Bluetooth connection is disconnected. As shown in 

FIG. 1, the method can specifically include the following steps: 30 

[0047] Step 101: Generate an additional code. 

[0048] Step 102: Encrypt the additional code to generate a first ciphertext after it is 

detected that a Bluetooth connection is disconnected. 
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[0049] Step 103: Generate a Bluetooth protocol�based broadcast packet based on 

the first ciphertext, and send the broadcast packet. 

[0050] Step 104: Receive a scanning request sent by an external Bluetooth device. 

[0051] Step 105: Send a Bluetooth protocol�based scanning response to the 

external Bluetooth device based on a random private address included in the scanning 5 

request, where the random private address is an address generated by the external 

Bluetooth device for the scanning request. 

[0052] Step 106: Establish a Bluetooth connection to the external Bluetooth device 

when a connection request sent by the external Bluetooth device is received. 

[0053] In the embodiments, if it is detected that a Bluetooth connection is 10 

disconnected, a Bluetooth protocol�based broadcast packet can be first generated 

based on an additional code generated on site, and the broadcast packet is 

broadcast so that an external Bluetooth device that monitors the broadcast packet 

can return a random private address for a current scanning request, and a 

Bluetooth connection can be established, by using the private address, to the 15 

external Bluetooth device that sends the scanning request. Because the additional 

code is not a fixed value but is generated on site, the broadcast packet is not a 

fixed packet. In addition, because the random private address sent by the external 

Bluetooth device is also an address for the scanning request, the random private 

address for communicating with the external Bluetooth device that sends the 20 

scanning request is not fixed. Therefore, it can effectively alleviate the leakage 

of information transmitted between Bluetooth devices after Bluetooth device 

information is stolen and a connection is established to other Bluetooth devices, 

so that the security of the Bluetooth device connection process can be improved.  

[0054] It can be understood that before the Bluetooth connection is 25 

disconnected, Bluetooth devices connected through the Bluetooth connection can 

pre-agree upon a party that will actively send the broadcast packet after the 

Bluetooth connection is disconnected. 

[0055] To improve the security of connection between Bluetooth devices, for 

the Bluetooth device that sends the broadcast packet, the embodiments of the 30 

present specification provide two additional code acquisition methods. In method 

1, the Bluetooth device that will actively send the broadcast packet generates the 

additional code. In method 2, both the sender and the receiver of the broadcast 

packet generate additional codes simultaneously in an agreed way. 
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[0056] Method 1: A random number generated randomly is used as the 

additional code, and the additional code in the plaintext form is included in the 

broadcast packet. Because the additional code is generated randomly and cannot 

be predicted in advance, it can be more difficult to forge a broadcast packet. 

Then, the additional code in the plaintext form is included in the broadcast 5 

packet so that the external Bluetooth device that monitors the broadcast packet 

can verify the first ciphertext in the broadcast packet based on the additional 

code in the plaintext form, and determine whether the first ciphertext is a forged 

ciphertext, so as to determine the validity of the monitored broadcast packet, 

thereby improving the security of the Bluetooth device connection process. 10 

[0057] Method 2: Before the Bluetooth connection is disconnected, an 

additional code algorithm is pre-agreed upon jointly with the Bluetooth device 

connected through the Bluetooth connection, and additional codes are generated 

by using the additional code algorithm at specified intervals, for example, 30 

minutes, 120 minutes, or 500 minutes. Because the additional code algorithm is 15 

agreed upon with the Bluetooth device connected, the two devices can generate 

the same additional code at the same time point. Therefore, after the Bluetooth 

device monitors the broadcast packet, the Bluetooth device can verify the 

broadcast packet by using the additional code generated by the Bluetooth device, 

and determine whether the first ciphertext in the broadcast packet is the same as 20 

a ciphertext obtained by using the additional code generated by the Bluetooth 

device, so as to determine whether the broadcast packet is a packet sent by an 

attacker, thereby improving the security of the Bluetooth device connection 

process. 

[0058] To further increase the difficulty for the attacker to forge a broadcast packet, 25 

in other embodiments, before the Bluetooth connection is disconnected, a common 

local key and a first encryption algorithm F1(x1, y1) used to generate the first 

ciphertext can be agreed upon with the Bluetooth device connected through the 

Bluetooth connection, and stored respectively, where x1 represents a first variable of 

the first encryption algorithm, and y1 represents a second variable of the first 30 

encryption algorithm. To further increase the difficulty of forging a broadcast packet 

and filter out the attacker by verifying the broadcast packet, the first encryption 

algorithm can be a unidirectional function. Based on this, the first ciphertext can be 

obtained by encrypting the additional code and the local key by using the first 
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encryption algorithm. However, based on the first ciphertext and the additional code, 

the local key cannot be deduced by using the first encryption algorithm. Similarly, 

based on the first ciphertext and the local key, the additional code cannot be deduced 

by using the first encryption algorithm. Therefore, the first ciphertext can be obtained 

only after the additional code, the first encryption algorithm, and the local key are all 5 

obtained so as to generate the broadcast packet. In addition, because the additional 

code is a dynamic code, the attacker can be prevented from being connected to the 

Bluetooth device for a long time. 

[0059] Specifically, the first ciphertext can be obtained in the following way: If 

the value of the additional code is assigned to the first variable x1 of the first 10 

encryption algorithm F1(x1, y1), the value of the local key is assigned to the second 

variable y1 of the first encryption algorithm F1(x1, y1). If the value of the additional 

code is assigned to the second variable y1, the value of the local key is assigned to the 

first variable x1. Then, the first ciphertext is generated by using the first encryption 

algorithm with assigned values. 15 

[0060] To prevent the attacker from masquerading as the Bluetooth device 

connected before the Bluetooth connection is disconnected, in other embodiments, 

before the Bluetooth connection is disconnected, a second encryption algorithm 

F2e(x2e, y2e, z2e) used to generate the random private address, a second decryption 

algorithm F2d(x2d, y2d, z2d) used to verify the random private address, a local key, and a 20 

fixed address of the Bluetooth device are agreed upon jointly with the Bluetooth 

device connected through the Bluetooth device, where x2d represents a first variable of 

the second decryption algorithm, y2d represents a second variable of the second 

decryption algorithm, z2d represents a third variable of the second decryption 

algorithm, x2e represents a first variable of the second encryption algorithm, y2e 25 

represents a second variable of the second encryption algorithm, and z2e represents a 

third variable of the second encryption algorithm. Therefore, after the scanning 

request sent by the external Bluetooth device is received, the random private address 

included in the scanning request is decrypted based on the additional code and the 

local key by using the second decryption algorithm stored, to obtain a decrypted fixed 30 

address. The fixed address stored is compared with the decrypted fixed address to 

determine whether the two are the same. If the two are the same, it can be determined 

that the random private address included in the scanning request is not forged, that is, 
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the random private address is trusted. Therefore, the random private address can be 

used to communicate with the Bluetooth device that sends the random private address. 

[0061] The attacker cannot generate a correct random private address when failing 

to obtain the local key, the fixed address, the additional code, and the second 

encryption algorithm used to generate the private random address. Therefore, an 5 

incorrect address is obtained after an incorrect random private address included in a 

scanning request sent by the attacker is decrypted. By comparing the address with the 

fixed address stored, the attacker masquerading as the Bluetooth device can be filtered 

out, and the attacker fails to attack. 

[0062] To further increase the difficulty of obtaining information of the Bluetooth 10 

device by the attacker, in other embodiments, before the Bluetooth connection is 

disconnected, a third encryption algorithm F3(x3, y3) used to encrypt the random 

private address and a local key can be agreed upon with the Bluetooth device 

connected through the Bluetooth connection. Therefore, after the scanning request is 

received, if the value of the random private address is assigned to a first variable of 15 

the third encryption algorithm F3(x3, y3), the local key is assigned to a second variable 

of the third encryption algorithm F3(x3, y3); otherwise, the local key is assigned to a 

first variable of F3(x3, y3). Then, a second ciphertext is generated by using the third 

encryption algorithm with assigned values. To ensure the security of the second 

ciphertext, the third encryption algorithm is a unidirectional function. Based on this, 20 

the attacker needs to obtain the third encryption algorithm and the local key to 

calculate the real second ciphertext. As such, the attacker masquerading as the 

Bluetooth device can be filtered out, and the attacker fails to attack, so that the 

security of the Bluetooth device connection process can be improved. 

[0063] One or more embodiments of the present specification provide a Bluetooth 25 

device connection method, applied to a receiver Bluetooth device. The receiver 

Bluetooth device is a device that will not actively initiate re-establishment of a 

Bluetooth connection but monitor a broadcast packet to re-establish the Bluetooth 

connection after the Bluetooth connection is disconnected. As shown in FIG. 2, the 

method can specifically include the following steps: 30 

[0064] Step 201: Detect that a Bluetooth connection is disconnected. 

[0065] Step 202: Obtain an additional code when a broadcast packet is monitored. 

[0066] Step 203: Verify validity of the broadcast packet by using the additional 

code obtained. 
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[0067] Step 204: Encrypt the additional code to generate a random private address, 

when it is determined that the broadcast packet is valid. 

[0068] Step 205: Add the random private address to a Bluetooth protocol�based 

scanning request, and send the scanning request to an external Bluetooth device that 

sends the broadcast packet. 5 

[0069] Step 206: Send a connection request to the external Bluetooth device based 

on the random private address when a scanning response sent by the external 

Bluetooth device based on the random private address is received, to establish a 

connection to the external Bluetooth device by using the connection request. 

[0070] In the embodiments, after it is detected that the Bluetooth connection is 10 

disconnected, the additional code can be first obtained based on the broadcast 

packet monitored, and then the broadcast packet monitored is verified to 

determine whether the broadcast packet is a packet forged by an attacker. After it 

is determined that the broadcast packet is not a packet forged by an attacker, the 

additional code can be encrypted, and then the random private address generated 15 

is added to the scanning request, and is sent to the external Bluetooth device that 

sends the broadcast packet. Because the random private address is an address 

generated based on a dynamic additional code, the random private address 

generated based on the additional code is not a fixed address. Therefore, the 

external Bluetooth device that sends the broadcast packet establishes a 20 

connection by using the random private address, which can effectively alleviate 

the leakage of information transmitted between Bluetooth devices after Bluetooth 

device information is stolen and a connection is established to other Bluetooth 

devices, so that the security of the Bluetooth device connection process can be 

improved. 25 

[0071] It can be understood that before the Bluetooth connection is 

disconnected, Bluetooth devices connected through the Bluetooth connection can 

pre-agree upon a party that will actively send the broadcast packet after the 

Bluetooth connection is disconnected. 

[0072] To improve the security of the Bluetooth device connection process, the 30 

embodiments of the present specification provide two additional code acquisition 

methods for the Bluetooth device that monitors the broadcast packet.  

[0073] Method 1: The broadcast packet monitored includes an additional code in a 

plaintext form. Therefore, the additional code can be obtained from the broadcast 
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packet, and the validity of the broadcast packet is verified by using the additional 

code, without a need to generate an additional code by the receiver Bluetooth device, 

so that processing operations of the Bluetooth device that receives the broadcast 

packet can be reduced. 

[0074] Method 2: Before the Bluetooth connection is disconnected, an additional 5 

code algorithm used to generate an additional code and a period for generating an 

additional code are agreed upon jointly with the Bluetooth device connected through 

the Bluetooth connection. Therefore, the Bluetooth devices reaching the agreement 

can generate the same additional code by using the additional code algorithm based on 

the agreed period. For example, the Bluetooth devices generate one additional code 10 

every 180 minutes. Therefore, the agreed Bluetooth device that will actively send the 

broadcast packet generates the broadcast packet by using the additional code and 

broadcasts the broadcast packet. The agreed receiver Bluetooth device can verify the 

broadcast packet monitored by using an additional code generated by the receiver 

Bluetooth device in a period when the broadcast packet is monitored. If the broadcast 15 

packet is a packet generated by using an additional code obtained by using the agreed 

algorithm, it can be verified that the broadcast packet is valid; otherwise, it can be 

determined that the broadcast packet is a packet forged by an attacker. 

[0075] To further increase the difficulty for the attacker to forge a broadcast packet, 

in other embodiments of the present specification, before the Bluetooth connection is 20 

disconnected, a local key and a first encryption algorithm F1(x1, y1) used to generate a 

first ciphertext can be agreed upon between the Bluetooth devices connected through 

the Bluetooth connection, and stored respectively, where x1 represents a first variable 

of the first encryption algorithm, and y1 represents a second variable of the first 

encryption algorithm. To further increase the difficulty of forging a broadcast packet 25 

and filter out the attacker by verifying the broadcast packet, the first encryption 

algorithm can be a unidirectional function. Based on this, the attacker needs to obtain 

the local key and the first encryption algorithm to calculate a correct first ciphertext, 

so as to generate a broadcast packet. Otherwise, the attacker cannot generate a correct 

broadcast packet. In addition, because the additional code is a dynamic code and is a 30 

code generated on site, the attacker cannot establish a long-time connection to the 

Bluetooth device connected through the Bluetooth connection after obtaining one 

additional code. Therefore, the difficulty of the attacker in masquerading as the device 

can be further increased, and the security of the Bluetooth device can be improved. 
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[0076] Therefore, after the broadcast packet is monitored, if the value of the 

additional code obtained is assigned to the first variable x1 of the first encryption 

algorithm, the value of the locally-stored key is assigned to the second variable y1 of 

the first encryption algorithm F1(x1, y1). If the value of the additional code obtained is 

assigned to the second variable y1, the local key is assigned to the first variable x1. 5 

Then, a third ciphertext can be generated by using the first encryption algorithm with 

assigned values. The third ciphertext is compared with the first ciphertext in the 

broadcast packet. If the two are the same, it can be determined that the broadcast 

packet is not forged, and the broadcast packet is valid. Therefore, the receiver 

Bluetooth device can further interact with the Bluetooth device that sends the 10 

broadcast packet. If the two are different, it can be determined that the broadcast 

packet is forged, and therefore, the receiver Bluetooth device does not need to further 

interact with the Bluetooth device that sends the broadcast packet. 

[0077] Specifically, the locally-stored key can be a key agreed upon when the 

Bluetooth devices establish the Bluetooth connection for the first time, or can be a 15 

key agreed upon again after the Bluetooth devices establish the Bluetooth connection 

for the nth time, where n is greater than 1. 

[0078] To prevent the attacker from forging the random private address, in other 

embodiments of the present specification, before the Bluetooth connection is 

disconnected, a common local key, a fixed address, a second encryption algorithm 20 

F2e(x2e, y2e, z2e) used to generate the random private address, and a second decryption 

algorithm F2d(x2d, y2d, z2d) used to verify the random private address can be agreed 

upon jointly with the Bluetooth device connected through the Bluetooth device, where 

x2d represents a first variable of the second decryption algorithm, y2d represents a 

second variable of the second decryption algorithm, z2d represents a third variable of 25 

the second decryption algorithm, x2e represents a first variable of the second 

encryption algorithm, y2e represents a second variable of the second encryption 

algorithm, and z2e represents a third variable of the second encryption algorithm. The 

random private address can be generated when it is determined that the broadcast 

packet monitored is valid. The random private address can be generated in the 30 

following way: Values of the additional code, the local key, and the fixed addresses 

are assigned to the variables of the second encryption algorithm, and then the random 

private address is generated by using the second encryption algorithm with assigned 

values. If the attacker masquerades as the Bluetooth device that monitors the 
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broadcast packet, the attacker cannot generate a correct random private address when 

failing to obtain the local key, the fixed address, and the second encryption algorithm. 

Therefore, after receiving the scanning request and verifying the random private 

address, the external Bluetooth device can identify whether the scanning request is a 

request sent by the attacker. 5 

[0079] To prevent the attacker from forging a scanning response, in other 

embodiments of the present specification, before the Bluetooth connection is 

disconnected, a common local key and a third encryption algorithm F3(x3, y3) used to 

verify the scanning response can be agreed upon with the Bluetooth device connected 

through the Bluetooth connection, where x3 represents a first variable of the third 10 

encryption algorithm, and y3 represents a second variable of the third encryption 

algorithm. After the scanning response is received, values of the random private 

address and the locally-stored key can be assigned to the third encryption algorithm, 

and then a fourth ciphertext is generated by using the third encryption algorithm with 

assigned values. By comparing the fourth ciphertext with the second ciphertext in the 15 

scanning response, it can be determined whether the scanning response is a response 

forged by the attacker. If the scanning response is not forged by the attacker, a 

connection can be established to the external Bluetooth device that sends the scanning 

response. Otherwise, there is no need to interact with the external Bluetooth device 

that sends the scanning response. 20 

[0080] Bluetooth devices "dragonfly" and "keyboard" that perform data exchange 

based on a Bluetooth technology are used as examples below to describe the 

Bluetooth device connection method provided in the embodiments of the present 

specification. As shown in FIG. 3, the method can specifically include the following 

steps: 25 

[0081] Step 301: The keyboard generates an additional code, and encrypts a 

local key and the additional code by using a first encryption algorithm pre-

agreed upon with the dragonfly to obtain a first ciphertext and sends a broadcast 

packet generated based on the first ciphertext, after identifying that a Bluetooth 

connection between the keyboard and the dragonfly is disconnected. 30 

[0082] Specifically, before the Bluetooth connection is disconnected, the 

keyboard and the dragonfly can agree that the keyboard will actively send the 

broadcast packet after the Bluetooth connection is disconnected, and agree upon 

whether an additional code for generating the broadcast packet is generated by 
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the keyboard alone or periodically generated by both parties based on the same 

algorithm. The additional code is generated on site, and is not a fixed code. 

Therefore, the broadcast packet obtained after the Bluetooth connection is 

disconnected is not a fixed packet, so that the difficulty of stealing data of the 

Bluetooth device by an attacker can be increased. 5 

[0083] Step 302: After monitoring the broadcast packet, the dragonfly obtains 

the additional code, and verifies the first ciphertext in the broadcast packet by 

using the first encryption algorithm, the local key, and the additional code pre-

agreed upon with the keyboard. If the broadcast packet is valid, the dragonfly 

generates a random private address by using a second encryption algorithm, the 10 

local key, and a fixed address agreed upon with the keyboard, and then sends a 

scanning request including the random private address to the keyboard.  

[0084] Specifically, after monitoring the broadcast packet, the dragonfly can 

obtain a corresponding additional code based on a pre-agreed additional code 

acquisition method. For example, if the agreed additional code acquisition 15 

method is that the broadcast packet includes an additional code in a plaintext 

form, the dragonfly reads the additional code from the broadcast packet. Or, if 

the agreed additional code acquisition method is that both parties periodically 

generate additional codes based on the additional code algorithm, the dragonfly 

can verify the broadcast packet by using an additional code generated in a 20 

current period. 

[0085] When the dragonfly verifies that the broadcast packet is valid, which is 

a third ciphertext obtained by using the first encryption algorithm based on the 

additional code and the local key agreed upon with the keyboard is the same as 

that in the broadcast packet, the dragonfly determines that the broadcast packet is 25 

valid. Then, the dragonfly generates the random private address by using the 

second encryption algorithm agreed upon with the keyboard based on the local 

key, the fixed address, and the additional code, adds the random private address 

to the scanning request, and sends the scanning request to the keyboard.  

[0086] Step 303: The keyboard decrypts the random private address in the 30 

scanning request by using a second decryption algorithm agreed upon with the 

dragonfly and the local key, and if a fixed address obtained is the same as a fixed 

address stored, generates a third ciphertext by using a third encryption algorithm 

agreed upon with the dragonfly, the local key, and the random private address, 
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then generates a scanning response, and sends the scanning response to the 

dragonfly by using the random private address. 

[0087] Specifically, after receiving the scanning request, the keyboard needs to 

verify the random private address in the scanning request, to be specific, decrypt 

the random private address by using the second decryption algorithm agreed 5 

upon with the dragonfly and the additional code generated by the keyboard. If 

the fixed address obtained is the same as the agreed fixed address, it indicates 

that the random private address is an address generated by the dragonfly. 

Therefore, the keyboard can encrypt the random private address and the local key 

by using the third encryption algorithm to obtain the scanning response and send 10 

the scanning response to the dragonfly. 

[0088] Step 304: The dragonfly monitors the random private address, and after 

receiving the scanning response, the dragonfly generates a fourth ciphertext by 

using the third encryption algorithm agreed upon with the keyboard, the local 

key, and the random private address generated by the dragonfly, compares the 15 

fourth ciphertext with a second ciphertext in the scanning response, and sends a 

connection request to the keyboard when determining that the two are the same. 

[0089] Specifically, after receiving the scanning response, the dragonfly 

further needs to verify the scanning response, to be specific, encrypt, by using 

the third encryption algorithm, the locally-stored key by the dragonfly and the 20 

random private address generated by the dragonfly. If the fourth ciphertext 

obtained is the same as the second ciphertext in the scanning response, it 

represents that the scanning response is a response sent by the keyboard, and 

therefore, the dragonfly can establish a Bluetooth connection to the keyboard. 

[0090] Step 305: The keyboard establishes a Bluetooth connection to the 25 

dragonfly after receiving the connection request. 

[0091] In conclusion, because the additional code is dynamically generated, 

and the first encryption algorithm, the second encryption algorithm, the second 

decryption algorithm, the third encryption algorithm, the local key, and the fixed 

address are agreed upon between the Bluetooth devices that establish a Bluetooth 30 

connection, the attacker cannot forge a correct broadcast packet, random private 

address, scanning request, and scanning response when failing to obtain the 

previously agreed content. Therefore, the attacker can be effectively prevented 

from masquerading as the Bluetooth device to establish a connection to other 
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devices by using intercepted information, so that the security of the Bluetooth 

device connection process can be improved. 

[0092] It is worthwhile to note that the broadcast packet includes Bluetooth 

protocol�based ADV_IND, the scanning request includes Bluetooth protocol�

based SCAN_REQ, and the scanning response includes Bluetooth protocol�5 

based SCAN_RSP. 

[0093] The first encryption algorithm and the third encryption algorithm in any 

one of the previous embodiments include any one of a hash algorithm, an 

advanced encryption standard (AES) algorithm, an MD5 algorithm, a message 

authentication code (MAC) algorithm, and a cyclic redundancy code (CRC) 10 

algorithm, but are not limited thereto. 

[0094] One or more embodiments of the present specification provide a 

Bluetooth device. As shown in FIG. 4, the Bluetooth device can initiate re-

establishment of a Bluetooth connection, and the Bluetooth device 400 includes:  

[0095] an additional code generation module 41, configured to generate an 15 

additional code; 

[0096] a packet generation module 42, configured to encrypt the additional code 

generated by the additional code generation module 41 to generate a first ciphertext 

after it is detected that a Bluetooth connection is disconnected; and generate a 

Bluetooth protocol�based broadcast packet based on the first ciphertext, and send the 20 

broadcast packet; and 

[0097] a request processing module 43, configured to receive a scanning request 

from an external Bluetooth device; send a Bluetooth protocol�based scanning 

response to the external Bluetooth device based on a random private address included 

in the scanning request, where the random private address is an address generated by 25 

the external Bluetooth device for the scanning request; and establish a Bluetooth 

connection to the external Bluetooth device when a connection request sent by the 

external Bluetooth device is received. 

[0098] In other embodiments of the present specification, the additional code 

generation module 41 is configured to generate a random number to obtain the 30 

additional code; and 

[0099] the packet generation module 42 is further configured to add an additional 

code in a plaintext form to the broadcast packet. 
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[0100] In other embodiments of the present specification, the additional code 

generation module 41 is configured to periodically generate additional codes by using 

a predetermined additional code algorithm, where the additional code algorithm is an 

algorithm agreed upon jointly with the Bluetooth device connected through the 

Bluetooth connection; and 5 

[0101] the packet generation module 42 is configured to encrypt an additional code 

generated in a current period. 

[0102] In other embodiments of the present specification, the packet generation 

module 42 is configured to encrypt the additional code and a locally-stored key by 

using a first encryption algorithm to obtain the first ciphertext, where the first 10 

encryption algorithm is a unidirectional function, the local key is a key agreed upon 

jointly with the Bluetooth device connected through the Bluetooth connection, and the 

first encryption algorithm is an algorithm agreed upon jointly with the Bluetooth 

device connected through the Bluetooth connection. 

[0103] In other embodiments of the present specification, the request processing 15 

module 43 is configured to decrypt the random private address included in the 

scanning request by using a second decryption algorithm based on the additional code 

and a locally-stored key, to obtain a fixed address; determine whether a fixed address 

stored is the same as the decrypted fixed address, where the fixed address stored is an 

address agreed upon jointly with the Bluetooth device connected through the 20 

Bluetooth connection, the local key is a key agreed upon jointly with the Bluetooth 

device connected through the Bluetooth connection, and the second decryption 

algorithm is an algorithm agreed upon jointly with the Bluetooth device connected 

through the Bluetooth connection; and if yes, perform the step of sending a Bluetooth 

protocol�based scanning response to the external Bluetooth device. 25 

[0104] In other embodiments of the present specification, the request processing 

module 43 is configured to encrypt the random private address included in the 

scanning request and the locally-stored key by using a third encryption algorithm to 

obtain a second ciphertext, where the second encryption algorithm is a unidirectional 

function, and the local key is a key agreed upon jointly with the Bluetooth device 30 

connected through the Bluetooth connection; generate the Bluetooth protocol-based 

scanning response by using the second ciphertext; and send the scanning response to 

the external Bluetooth device by using the random private address. 
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[0105] One or more embodiments of the present specification provide a Bluetooth 

device. The Bluetooth device does not actively initiate re-establishment of a Bluetooth 

connection. As shown in FIG. 5, the Bluetooth device 500 includes: 

[0106] a connection detection module 51, configured to detect that a Bluetooth 

connection is disconnected; 5 

[0107] an additional code acquisition module 52, configured to obtain an additional 

code when a broadcast packet is monitored; 

[0108] a packet verification module 53, configured to verify validity of the 

broadcast packet by using the additional code obtained by the additional code 

acquisition module 52; and 10 

[0109] a connection processing module 54, configured to encrypt the additional 

code to generate a random private address when the packet verification module 53 

determines that the broadcast packet is valid; add the random private address to a 

Bluetooth protocol�based scanning request, and send the scanning request to an 

external Bluetooth device that sends the broadcast packet; and send a connection 15 

request to the external Bluetooth device based on the random private address when a 

scanning response sent by the external Bluetooth device based on the random private 

address is received, to establish a connection to the external Bluetooth device by using 

the connection request. 

[0110] In other embodiments of the present specification, the broadcast packet 20 

includes an additional code in a plaintext form; and 

[0111] the additional code acquisition module 52 is configured to obtain the 

additional code from the broadcast packet. 

[0112] In other embodiments of the present specification, the additional code 

acquisition module 52 is configured to periodically generate additional codes by using 25 

a predetermined additional code algorithm, where the additional code algorithm is an 

algorithm agreed upon jointly with the Bluetooth device connected through the 

Bluetooth connection; and obtain an additional code generated in a current period. 

[0113] In other embodiments of the present specification, the packet verification 

module 53 is configured to encrypt the additional code obtained and a locally-stored 30 

key by using a first encryption algorithm to obtain a third ciphertext, where the first 

encryption algorithm is a unidirectional function, and the local key is a key agreed 

upon jointly with the Bluetooth device connected through the Bluetooth connection; 
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determine whether the third ciphertext is the same as a first ciphertext in the broadcast 

packet; and if yes, determine that the broadcast packet is valid. 

[0114] In other embodiments of the present specification, the connection 

processing module 54 is configured to encrypt the additional code, a fixed address 

stored, and a locally-stored key by using a second encryption algorithm to obtain the 5 

random private address, where the fixed address is an address agreed upon jointly 

with the Bluetooth device connected through the Bluetooth connection, the local key 

is a key agreed upon jointly with the Bluetooth device connected through the 

Bluetooth connection, and the second encryption algorithm is an algorithm agreed 

upon jointly with the Bluetooth device connected through the Bluetooth connection. 10 

[0115] In other embodiments of the present specification, the connection 

processing module 54 is configured to encrypt the random private address and the 

local key by using a third encryption algorithm to obtain a fourth ciphertext; 

determine whether the fourth ciphertext is the same as a second ciphertext in the 

scanning response; and if yes, perform the step of sending a connection request to the 15 

external Bluetooth device based on the random private address, where the local key is 

a key agreed upon jointly with the Bluetooth device connected through the Bluetooth 

connection, and the third encryption algorithm is an algorithm agreed upon jointly 

with the Bluetooth device connected through the Bluetooth connection. 

[0116] It can be understood that the structure shown in the embodiments of the 20 

present specification does not constitute a specific limitation on the Bluetooth 

device. In other embodiments of the present specification, the Bluetooth device 

can include more or fewer components than those shown in the figure, or can 

combine some components, or can split some components, or can have different 

component arrangements. The components shown can be implemented by 25 

hardware, software, or a combination of software and hardware.  

[0117] Content such as information exchange between units in the previous 

apparatus and execution processes is based on the same concept as the method 

embodiments of the present specification. For specific content, references can be 

made to the description in the method embodiments of the present specification. 30 

Details are omitted here for simplicity. 

[0118] The present specification further provides a computer-readable storage 

medium storing computer programs. When the computer programs are executed 
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on a computer, the method in any one of the embodiments of the present 

specification is performed. 

[0119] One or more embodiments of the present specification further provide a 

computing device including a memory and a processor. The memory stores 

executable code, and the processor implements the method in any one of the 5 

embodiments when executing the executable code. 

[0120] A person skilled in the art should be aware that in the above one or 

more examples, functions described in the present disclosure can be implemented 

by hardware, software, firmware, or any combination thereof. When the 

functions are implemented by software, the functions can be stored in a 10 

computer-readable medium or transmitted as one or more instructions or code in 

the computer-readable medium. 

[0121] The objectives, technical solutions, and benefits of the present 

disclosure are further described in detail in the earlier-described specific 

implementations. It should be understood that the earlier-described descriptions 15 

are merely specific implementations of the present disclosure, but are not 

intended to limit the protection scope of the present disclosure. Any 

modification, equivalent replacement, or improvement made within the spirit and 

principle of the present disclosure shall fall within the protection scope of the 

present disclosure. 20 
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CLAIMS 

 

1. A computer-implemented method, comprising: 

generating, by a first Bluetooth device, a code; encrypting, by the first Bluetooth device, the 

code to generate a first ciphertext in response to detecting that a Bluetooth connection is 5 

disconnected; generating, by the first Bluetooth device, a broadcast packet based on the first 

ciphertext, and broadcasting the broadcast packet to one or more Bluetooth devices, wherein the 

one or more Bluetooth devices includes a second Bluetooth device external to the first Bluetooth 

device; receiving, by the first Bluetooth device, a scanning request from the  second  Bluetooth 

device, the scanning request including a random private address generated by the second 10 

Bluetooth device; verifying the scanning request from the second Bluetooth device based on the 

random private address; sending, by the first Bluetooth device and in response to verifying the 

scanning request, a scanning response to the second Bluetooth device based on the random 

private address in the scanning request; and establishing, by the first Bluetooth device, a 

Bluetooth connection with the second  Bluetooth device in response to determining that a 15 

connection request from the second Bluetooth device is received by the first Bluetooth device in 

response to the scanning response; wherein verifying the scanning request from the second 

Bluetooth device based on the random private address occurs after receiving, by the first 

Bluetooth device, the scanning request from the second Bluetooth device, and before sending the 

scanning response to the second Bluetooth device, and the verifying comprises: decrypting the 20 

random private address in the scanning request by using a second decryption algorithm based on 

the code and a locally-stored key, to obtain a decrypted fixed address; determining whether a 

pre-stored fixed address at the first Bluetooth device is the same as the decrypted fixed address, 

wherein the pre-stored fixed address at the first Bluetooth device, the locally-stored key, and the 

second decryption algorithm are agreed upon jointly by the first and second Bluetooth devices; 25 

and in response to determining that the prestored fixed address is the same as the decrypted fixed 

address, sending the scanning response to the second Bluetooth device. 

 

2. The computer-implemented method according to claim 1, wherein generating, by the first 

Bluetooth device, the code comprises: 30 
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generating a random number to obtain the code; and 

generating, by the first Bluetooth device, the broadcast packet based on the first 

ciphertext further comprises: 

including the code in a plaintext form in the broadcast packet. 

 5 

3. The computer-implemented method according to claim 1, wherein generating, by the first 

Bluetooth device, the code comprises: 

periodically generating by using a pre-determined algorithm, wherein the pre-

determined algorithm is agreed upon jointly by the first and second Bluetooth devices; and 

encrypting, by the first Bluetooth device, the code comprises encrypting the code 10 

generated in a current period. 

 

4. The computer-implemented method according to claim 1, wherein encrypting, by the first 

Bluetooth device, the code to generate the first ciphertext comprises: 

encrypting the code and a locally-stored key by using a first encryption algorithm to 15 

obtain the first ciphertext, wherein the first encryption algorithm is a unidirectional function, and 

wherein the locally-stored key and the first encryption algorithm are agreed upon jointly by the 

first and second Bluetooth devices.  

 

5. The computer-implemented method according to claim 1, wherein sending the scanning 20 

response to the second Bluetooth device based on the random private address in the scanning 

request comprises: 

encrypting the random private address in the scanning request and a locally-stored key 

by using a third encryption algorithm to obtain a second ciphertext, wherein the third encryption 

algorithm is a unidirectional function, and the locally-stored key is agreed upon jointly by the 25 

first and second Bluetooth devices; 

generating the scanning response by using the second ciphertext; and 

sending the scanning response to the second Bluetooth device by using the random 

private address. 

 30 

6. The computer-implemented method according to claim 3, wherein  
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generating, by the first Bluetooth device, the broadcast packet based on the first 

ciphertext further comprises: 

not including the code in a plain text form in the broadcast packet; and 

allowing the second Bluetooth device to validate the code using at least information of 

the current period and the pre-determined algorithm. 5 

 

7.   A computer-implemented system, comprising: 

one or more computers; and one or more computer memory devices interoperably coupled 

with the one or more computers and having tangible, non-transitory, machine-readable media 

storing one or more instructions that, when executed by the one or more computers, perform one 10 

or more operations comprising: generating, by a first Bluetooth device, a code; encrypting, by 

the first Bluetooth device, the code to generate a first ciphertext in response to detecting that a 

Bluetooth connection is disconnected; generating, by the first Bluetooth device, a broadcast 

packet based on the first ciphertext, and broadcasting the broadcast packet to one or more 

Bluetooth devices, wherein the one or more Bluetooth devices includes a second Bluetooth 15 

device external to the first Bluetooth device; receiving, by the first Bluetooth device, a scanning 

request from the  second  Bluetooth device, the scanning request including a random private 

address generated by the second Bluetooth device; verifying the scanning request from the 

second Bluetooth device based on the random private address; sending, by the first Bluetooth 

device and in response to verifying the scanning request, a scanning response to the second 20 

Bluetooth device based on the random private address in the scanning request; and establishing, 

by the first Bluetooth device, a Bluetooth connection with the second  Bluetooth device in 

response to determining that a connection request from the second Bluetooth device is received 

by the first Bluetooth device in response to the scanning response; wherein verifying the 

scanning request from the second Bluetooth device based on the random private address occurs 25 

after receiving, by the first Bluetooth device, the scanning request from the second Bluetooth 

device, and before sending the scanning response to the second Bluetooth device, and the 

verifying comprises: decrypting the random private address in the scanning request by using a 

second decryption algorithm based on the code and a locally-stored key, to obtain a decrypted 

fixed address; determining whether a pre-stored fixed address at the first Bluetooth device is the 30 

same as the decrypted fixed address, wherein the pre-stored fixed address at the first Bluetooth 
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device, the locally-stored key, and the second decryption algorithm are agreed upon jointly by 

the first and second Bluetooth devices; and in response to determining that the pre-stored fixed 

address is the same as the decrypted fixed address, sending the scanning response to the second 

Bluetooth device. 

 5 

8. The computer-implemented system according to claim 7, wherein generating, by the first 

Bluetooth device, the code comprises: 

generating a random number to obtain the code; and 

generating, by the first Bluetooth device, the broadcast packet based on the first 

ciphertext further comprises: 10 

including the code in a plaintext form in the broadcast packet. 

 

9. The computer-implemented system according to claim 7, wherein generating, by the first 

Bluetooth device, the code comprises: 

periodically generating  by using a pre-determined algorithm, wherein the pre-15 

determined algorithm is agreed upon jointly by the first and second Bluetooth devices; and 

encrypting, by the first Bluetooth device, the code comprises encrypting the code 

generated in a current period. 

 

10. The computer-implemented system according to claim 7, wherein encrypting, by the 20 

first Bluetooth device, the code to generate the first ciphertext comprises: 

encrypting the code and a locally-stored key by using a first encryption algorithm to 

obtain the first ciphertext, wherein the first encryption algorithm is a unidirectional function, and 

wherein the locally-stored key and the first encryption algorithm are agreed upon jointly by the 

first and second Bluetooth devices.  25 

 

11. The computer-implemented system according to claim 7, wherein sending the scanning 

response to the second Bluetooth device based on the random private address in the scanning 

request comprises: 

encrypting the random private address in the scanning request and a locally-stored key 30 

by using a third encryption algorithm to obtain a second ciphertext, wherein the third encryption 



  

 

 

29 

 

algorithm is a unidirectional function, and the locally-stored key is agreed upon jointly by the 

first and second Bluetooth devices; 

generating the scanning response by using the second ciphertext; and 

sending the scanning response to the second Bluetooth device by using the random 

private address. 5 

 

12. The computer-implemented system according to claim 9, wherein  

generating, by the first Bluetooth device, the broadcast packet based on the first 

ciphertext further comprises: 

not including the code in a plain text form in the broadcast packet; and 10 

allowing the second Bluetooth device to validate the code using at least information of 

the current period and the pre-determined algorithm. 

 

13. A non-transitory, computer-readable medium storing one or more instructions 

executable by a computer system to perform operations comprising: generating, by a first 15 

Bluetooth device, a code; encrypting, by the first Bluetooth device, the code to generate a first 

ciphertext in response to detecting that a Bluetooth connection is disconnected; generating, by 

the first Bluetooth device, a broadcast packet based on the first ciphertext, and broadcasting the 

broadcast packet to one or more Bluetooth devices, wherein the one or more Bluetooth devices 

includes a second Bluetooth device external to the first Bluetooth device; receiving, by the first 20 

Bluetooth device, a scanning request from the  second  Bluetooth device, the scanning request 

including a random private address generated by the second Bluetooth device; verifying the 

scanning request from the second Bluetooth device based on the random private address; 

sending, by the first Bluetooth device and in response to verifying the scanning request, a 

scanning response to the second Bluetooth device based on the random private address in the 25 

scanning request; and establishing, by the first Bluetooth device, a Bluetooth connection with the 

second  Bluetooth device in response to determining that a connection request from the second 

Bluetooth device is received by the first Bluetooth device in response to the scanning response; 

wherein verifying the scanning request from the second Bluetooth device based on the random 

private address occurs after receiving, by the first Bluetooth device, the scanning request from 30 

the second Bluetooth device, and before sending the scanning response to the second Bluetooth 
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device, and the verifying comprises: decrypting the random private address in the scanning 

request by using a second decryption algorithm based on the code and a locally-stored key, to 

obtain a decrypted fixed address; determining whether a pre-stored fixed address at the first 

Bluetooth device is the same as the decrypted fixed address, wherein the pre-stored fixed address 

at the first Bluetooth device, the locally-stored key, and the second decryption algorithm are 5 

agreed upon jointly by the first and second Bluetooth devices; and in response to determining 

that the pre-stored fixed address is the same as the decrypted fixed address, sending the scanning 

response to the second Bluetooth device. 

 

14. The non-transitory, computer-readable medium according to claim 13, wherein 10 

generating, by the first Bluetooth device, the code comprises: 

generating a random number to obtain the code; and 

generating, by the first Bluetooth device, the broadcast packet based on the first 

ciphertext further comprises: 

including the code in a plaintext form in the broadcast packet. 15 

 

15. The non-transitory, computer-readable medium according to claim 13, wherein 

generating, by the first Bluetooth device, the code comprises: 

periodically generating  by using a pre-determined algorithm, wherein the pre-

determined algorithm is agreed upon jointly by the first and second Bluetooth devices; and 20 

encrypting, by the first Bluetooth device, the code comprises encrypting the code 

generated in a current period. 

 

16. The non-transitory, computer-readable medium according to claim 13, wherein 

encrypting, by the first Bluetooth device, the code to generate the first ciphertext comprises: 25 

encrypting the code and a locally-stored key by using a first encryption algorithm to 

obtain the first ciphertext, wherein the first encryption algorithm is a unidirectional function, and 

wherein the locally-stored key and the first encryption algorithm are agreed upon jointly by the 

first and second Bluetooth devices.  

 30 
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17. The non-transitory, computer-readable medium according to claim 13, wherein sending 

the scanning response to the second Bluetooth device based on the random private address in the 

scanning request comprises: 

encrypting the random private address in the scanning request and a locally-stored key 

by using a third encryption algorithm to obtain a second ciphertext, wherein the third encryption 5 

algorithm is a unidirectional function, and the locally-stored key is agreed upon jointly by the 

first and second Bluetooth devices; 

generating the scanning response by using the second ciphertext; and 

sending the scanning response to the second Bluetooth device by using the random 

private address. 10 
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