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FIELD OF THE INVENTION

The present invention.relates to computer network management in general, and

more particularlyto path discovery in a distributed network management architecture.

BACKGROUND OF THE INVENTION o
Classic- large-scale computer network architectures having hundreds or
. thousands -of - network elements, such as bridges, routers, and swiicheé, are typ-ic_aI]y
- managed by a single, centralized network management server, which, bjr itself or pc;s_sit;&
with the help of distributed data acquisition units, gathers information received from the
" network elements, through techniques such as polling or event trapping, in support of
performing centralized functions such as determining the topology or operational status of
the entire network or the root cause of network faults. Such centralized, hiefarchical
systems in which raw or formatted information is processed at a masier server I_Jltima.tely.
~ suffer from exhaustion of computation resources and poor response times. A necessary -
" requirement of such centralized network management architectures is thatrthe ‘network
- management server "see” the entire network and thus be able to receive‘infonnation from
or regarding every element on the network and manage every such element as necessary.
Other network management solutions that partition a network into multiple'domains, with
each domain being separately managed by a central server, do not offer a clear Wéy of
. integrating cross-domain and end-to-end information, and are therefore not viewed as a full
_ solution, or transform into a multi-hierarchy, centralized bottieneck. .

Centralized network management systems suffer particularly when dealing with .
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sage (408), thereby determ ning the conmunications path (410). 31 January

2005 TITLE OF THE | NVENTI ON Pat h di scovery in a distributed network
managenent architecture. CROSS- REFERENCE TO RELATED APPLI CATI ONS Thi s
applicationis related to and clains priority fromU. S. Provisional Patent
‘Application No. 601222,660. entitled "MILTI-LAYER PATH ALGORI THM " fil ed
August 3, 2000, and incorporated herein by reference in its entirety. FIELD
OF THE | NVENToRISuTiedlapsceadmrovistoring. lorthe pednhobg neovolo gt ewchrastifve dikk
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t housands of network el enments, such as bridges, routers, and switches, are

typi cal | y detemangebe opt cause @fgh@faulieﬁhmeaiemlﬂ eleatens thet mrﬂé@etnéhr thedanlor |
which, by itself or Rossi bly, t di,st.ri but ed daaac i sition
units, gat M ECTRF S8 o%‘srﬁé%m IRV °??%“r%%stllgcéeasﬁsetthv?o'%l’%reaslmegn%onfp XYY gugh

t echni queslosdishitha Seqaatd tdBpuRitioRwedild EveaRiaily eesult th § GIREY &f tBE cerp@l §ed¥el NY-
centralized functions such as determ ning the topol o@%/ or operational

status of andna feyisinokbeing Wendiedo Engierenchpiovisionisg anfl caefigusationfraquests thauch
centrali Zed? CaI!I‘l%(ﬁ fc pelngrglll \éf%Xiﬁtiﬁcewm::e%fl&h er ]%D rll’?'(‘:’l\'/ O(rﬁd el emeq, mlrﬁth%’lyné?‘t ton Is

processed a ser rom exnaustl! on

conput at i den{}ﬁ&ﬁtjﬁ@@ﬁi aid Ceopldxith € Thie [HB6blérh ries.amﬁmmaece&s panvitionedyktemseENt  Of
such centralized network managenent architectures is that the network
nmanagenent Wg \pait ofstb@'neifvmk ewlfrs.casneachorertralized spryer Becsamsit esce dhe e ve

| nformati o ﬁlm{f bk WOl ! Qé?‘érﬁ cﬁﬂnﬁ‘l‘éﬁ@gﬁhﬁg@@%ﬁﬁf hﬂ&lf&,%x‘%oﬁm nd manage

every suche ecessar managemnent sol utions that

‘partition a network IIIe‘Hcé) dmi}iutdﬁhﬁt\ﬂﬂmmh&ecn\ﬁfei Fhat eﬂ@fby%ﬁ'&hlﬁkebeieﬁﬂ)rk
separately managed by a ‘centr al server, do not offer a clear way o

i Nt egr at i rYARAEHBYL AEFrEPHCAHY Séfﬂﬁll? ollawdas Hieorweher gRd camglexity of H@W@rr%r e not

vi ewed as | .u t
centralize &Bént% }n(%eég L@n% Pa [ zﬁ%é‘?’ uk&%ﬂgég@nﬁg%{.ﬂ%@g?% eﬁhééfr?e
parti cul arﬂeywurheﬁveilﬁﬁés, Mige Weridal nethwvodd mhaspéaicyt 20 widlt wWeoikdatehy falekd iteance and

provisioning. In the event of a network fault, such as if a |link
capacity to receive and process information from all network elements is exceeded.

SUMMARY OF THE INVENTION

An embodiment of the present invention seeks to provide a method for
path discovery in a large-scale network management architecture using distributed
autonomous agents. The distributed network management architecture may include a
plurality of decentralized network management units, where each network management
unit sees and is responsible for only a portion of the overall network. A software and/or
hardware “agent” may be defined for each network element, with each decentralized
.network management unit hosting those agents that correspond to the portion of the
network for which the network management unit is responsible. Each agent in turn may
comprise a plurality of device components (DCs), with each DC modeling one or more
physical and/or logical aspects of the network element, typically with each DC bound and
scoped to cover functionality which is within a single network layer. Moreover, the set of
DCs comprising the agent, form published, well-defined, and addressable interfaces of

each agent, which may then be easily made known and addressable to other agents.
2
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bet ween network elenents falls, the fault would typically be detected by a

polling unit which would then report the fault to the network managenent
server which would determ ne the root cause of the fault, those network
el enments that are affected by the fault, and a course of action. As the
nunber of faults increases, the increasing conplexity and |oad of the
requi red conputation would eventually result in a failure of the central
. server and in faul tﬁis&&%ﬁﬁ?ﬂh@?aﬂ%ﬁ%ﬁﬁsw Gotia14R9n Bf 8 Yirsd- QiR rAd
configuration requests that- are carried out centrally would |ikew se
suf f er fr omnagemedsediteniire usieg diseibitedaiitonethensaagents orgafub in tooubleskrabting d

conplexity. This problemis congounded i rtitioned systens  where part .
of The netSRoF IS fi Rerogaanss U EERAITRY o GHOIL 87 VERPUERSE MY 4 T ent i o
net wor K,  WhinGhis&BY oPfieSshbdsl &oRlss tH2 JhgHel] nB@vofl. 398 eRAh11E, Ishaid fiRUbrbRcRd _

provi si oni ng. Hence, conputer netwoik architectures that enploy centralized

net wor k  rgatinfpe peirenanessage the @avinidabot anethe DCFhue] vedanayhise mecorifignred riel

conplexity of..network. ele s.increases, an S provisionin edur es
e e ST R R e S BT as RRRR B nePo e PrRU el L R Ot o
nmanagenmentaciRs MRS piisicht MdelvbitiR! Yerheikd 18%rsl 4dl d&RRGhd Yath QrdsG&ei¥e band
~process information fromall network el enents is exceeded. SUMVARY OF THE

| NVENTI ON dariveshfooslivdient of the present invention seeks to provide a nethod
for path discovery .jn a.large-scal e.netwrk managenent architecture using
i strbuted aut onorDBE iy S roviet i SEFTHREEdIE Cho PRl B Bifient

ar chi t ect Uh@nfiBY al &thetH8f Aetetikinglal dommiinich@6ANpARlih ZechnipRieraikvdiRNBgement
units, where each network managenent unit sees and is re;gonm ble for only

a porti on mdthadhiscloding a¢ridingea worletedmnetwdrk vingsergarvdibor a thaelokihe comguier " may
be defined bﬁr efach net wor k el enment i th,each degﬁn%ral i zted. nedt wor k
managementne qr{{ hBetd ﬁ%]"r?eh g‘gceaﬁglﬁf’%ne\fll\engt‘m@o eersnﬁ dtd eﬁénasgl?t B of the
net wor k f Qompbhdnl withe the inoRélkaldhR RO Bbmpdticht hath, vaRROMS nkts@ige Bagorgent in

turn may conprise a plurality of device conponents (DCs), wth each DC
nodel i ng draserse thmménpquyrmhw%; andreserdinggibe ;};viae sempenenfs Taversad byohk

el enent ;tﬂ\{?ol caltgg W Q eqch bound. atnd st%oped to cover functionality
which is SRES rgﬁ%%‘i 2R IQOWC?IWB%OVH, the set of DCs

conpri sing the agentRurth@imadislah@heith a pRfdred ehbstident dftheaaclemsandtion

interfaces of each agent, which may then be easily made known and
addr essabltke method fistherigelndes providing themedelinclodivg Bipbdiie of sggnisheachagart t hat a

essage .V\Q:%{"rgsp%g eg £ r&if@erc':n%rl%?v_vgrﬁatlﬂgmgnet\t i {hié computer network including a

plurality of network elements, and a plurality of device components (DC), each of the

device components modeling at least one aspect of one of the network elements, the aspect
being either of a physical and a functional characteristic of the network element, where
each of the agents includes a plurality of the device components, and where at least two of
the device components within at least one of the agents are logically interconnected, each
logical interconnection corresponding to ¢ither of a physical and a functional
interconnection found within or between any of the network elements.

Still further in accordance with a preferred embodiment of the present
invention the sending step includes each device component along the device component
path traversed by the message identifying an intermediate device component along the

device component path to which the message is to be passed, and passing the message and




' . . . . 31 January 2005
managenment architecture using distributed autononous agents is useful in

troubl eshooting or assessing the performance and efficiency of such an
architecture prior to the actual transm ssion of nessages across the
physi cal network. For exanple, should the projected path for a given
nessage beg ig@uneaboube dmermethe DRicei compoverd tgagn HantedihY NGt é‘egj“‘ico
provide a nore direct path. By determning the projected path that a
message W FAMRCARY-  across the physical network, the networks |ayers and
devices the path oifRasiyTRYadesrdamde vithesl pfebirred tanthpdinfime o€ thes prepras thsr ovi ded
in accordance with an aspect of the present. invegtébgn a et hod of
det er ni ni nigentifgogsteminchdeodentifrginaerordapes it VR IMBIR ™ he  net hod
i ncl udi ng sendi ng g, ) gy ALEHafEL WA & pRESRAGRLSkiUNoPhepebein afvetion
computer network Troma source device conponent within the nodel to a
“dest i nat i omcd@asitifiing stepyinshiedes identifying théinterpgdisteadeyifg @TPAYTE V! nent
path, where the nmessage does not traverse the conputer network, and .
recordi ng i%“ﬂ@g’%&%y%onponents traversed by the nessage, thereby
- det er mi ni ng the ‘copmRERiicAbidRRe pathh préferred eebodimenicafdhaiprageat ilVemion tsr ef er r ed
enbodi ment of the present inventjon the nethod.f h LJ; ovi di ng
t he model #ethod,forthey iBcipdesrepeiving t ?m&ﬁ%%‘?t%}q%é’é‘{}ﬁd%g%?&q g%v?‘?ée%bp n?i?llrifg to a
di fferent pefatd,&l 8BRvedNrdn@ detie® Wbipondmt e kigherchansloriglayer phcingal ity of
~network el'enents, and a plurality of device cgngoneﬁts ‘]gDC each,gf the
devi cé" corpfresitos omtsdan infymation acktas gpy bgdpeded by HBVIET YW RGOk
- elenments, the aspe k NEAetE! i Sic6 Aonpofents faluhgt thenddvice
characteri’ ?id(?w(‘#) ct%h,goﬁ%;twr}%?ﬁ téepg&’mg t,oa]meﬁe%ée .eagﬁ’aof 't h_gﬁggir%g&{sr i ncl udes a
~plural i ty- @fnpbieat phetviooehictotp oressagesis tedredbagdadrand Hithe @EERES [EHYC 'HE devi ce
conmponents._ wi t-hin at |east one_ of ,t . I i el iffogh&anect ed,
each [ Ggide®ee CHPRIEYN eaChwgﬁn%thﬁke%%%?;‘gﬁ%é% %fgﬂaﬁgﬂg (ﬁg]tﬂ 'gtl physi ¢al’ “and a
~funct i onalggck Hb&s W NERLITON siiseqenvintenheliae doetsveempeneyt alpng e de¥iSKor k
el enments. Still further in accor dancei) wth a preferred enbodi nent of the
" present  icameerepighth Revhichhe MGsasedh 0BT PATEls each device conmponent al ong
~the device conpongfif sk Nint iRWALRedwity d prefdrrds agkodinientt of ythapresent
i nternedi ate device conponent al ong the devige congcp ent. pat g0 Whi ch the
nessage i dntentidnethpidentfping stee inshides 1%@'“@%3 LR MONELe B340 ‘

anuary 2005 an

lee.”t i fier of .t theA&di‘t‘i‘cﬁ{aﬂF% A RordMk ORIt UTPRAGRY Eabedimenireflith girgsemtext
evi ce conponent. .
r;rr}njventi_on the method further includes checking at any of the device components along the

device componerit path traversed by the message the validity of the path.

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention will be understood and appreciated more fully from the
' following detailed description taken in conjunction with the appended drawings in which:

Fig. 1 is a simplified conceptual illustration of a large-scale network

management system using distributed autonomous agents, useful in understanding the

present invention, o
Fig. 2 is a simplified conceptual illustration of an exemplary agent and DC

configuration, useful in understanding the present invention;

4
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Additionally in accordance with a preferred enbodi nent of the pl%aéjs[ent t he

identifying step includes identifying in accordance with network routing
rul es. Moreover in accordance with a preferred enbodi nent of the present
~invention the identifying step includes identifying the internediate
devi ce conponent \Hig.Hi is ¢ simplifi@hilovechare iNusiriionnfep expypRefeciSPOlW i ance
‘wth a preferred enbodintent of the pres . tion the method further
i ncl udes r BETAMGHPT: HEefifAR Wdgistanding ﬁ'& plre%%r |vgytt§:a’y next device conponent,
if the nessage is g@acahved 48] eked téleies arconipgdiéed flawckarhillysiestionexfvior k

| ayer placin information ontg an inpformati on stack ed by
any devi cemegnﬂ)@ﬁéﬁb difconsy, in & Henbyed VS PBRE e"ggrtcﬁﬁffcglﬁ ig’ao(%%iap?%glot her

devi ce coMpaRGIL lofiierthd Y~ GUMARSRNRA ke whi ch the message i s
a |

to be passed, an e nmessage is received froma device conpgnent at a
I ower network - | aydiigsr &nandi Gcaré,nieenentivelyore fipphiicd pRICERIFY, HMETHRN Yt Hck
needed to identify = a subsequent. InB LEpIREYIGHT (SORRABEBE Figd.ang t he
“device ’ co'ﬁ‘ﬁg'ﬁ%‘ﬁf X%&Ewﬁtb??ﬂ(ﬂ.l'%‘ﬁs‘f%‘%%g@ghe Fps to ﬂbe _passed. -~ St ?% | further
i n accor dapg@esp\i dnd Atzpleaffertie dpandmmdiresshing dfom ehppplieation. betl asefibi® ¢ he
identifying step_includes identifyi using the renoved stack information.
Addi t i onaquﬁeﬁtaﬂﬁ“&%mﬂ(‘?gs 't“ﬁ"%?ggpeferred enbodi nent of the present
“invention the nethod further includes checking at any of the device

conmponents al ong the device conponent r e message the
validity of the p&%TWﬁP@%@WW@E%BmﬁQ&% present :
invention will be %&ﬁéeﬁ&ﬂ&gnﬁ@@toaﬁ@@r}%i% B d siplified bdrcypthal aMmstratien of

‘following detaile escription taken in conjunction with the ap$f§ ded
dr awi ngs ianlameiscdle networy. manageneat sysiepl usingedistEbHed pitoRAMQUS BgEHS 7 BW 0f a

| ar ge- scal e .net wor k nmanagepent St [ i gt Bk byt edepiidrRNeBRiglyagent s,
~useful in ”Hﬂ?fé‘f“ﬁ%gfenﬁm "g?nvﬁrrlte&sﬁénﬁmtﬁ%és t?rgn; Fllhg 2 sr a-g sinplified
concept ualdediphaest 108] édmipriofs aplureligmp hawpriagenenta i, B! isgatepglPaPieon, usef ul

i n understanding the presepnt inventjon: 3 a j s a
sinplifi eddrs geEnEaized PeHE, APRESFIoR S lé‘?ee“’%rr}o"f"a%ﬁ Eﬂéﬂ‘:‘u@%ﬁ?ﬁ out li?indé1$t DC

f r amewor.k 1 oil $6JsWndiif rdspsiRivi! RRGhIRG pdigorpbe tertveial etwarb i 00Fi Ayproxyorand 413,

t aken together, are a si lified flowhart illustrat.,ion.o |
. i ? hardware embedded "arégnt" 106 1s defir\nlc\a% fot ‘cach network” clement {02? with each .

- decentralized network management unit 104 hosting those agents 106 that correspond to
the portion of the network 100 for which the network management unit 104 is {equnsiblef
| (Various agents 106 are-shown in expanded views in dashed lines indicated by reference
numerals 106".) .
Each agent 106 in turn comprises a plurality of device components (DCs) 108,
with each DC 108 modeling one or more physical and/or logical aspects of the devipe' 102,
typically within a single network layer. For example, a DC 108 may represent an Ethernet
port component, a 1483 encapsulation component, or routing functionality within a
network element incorporating such functionality. DCs 108 may maintain any information
concerning certain functions or aspects of the specific network element. This information
may be static, dynamic, or any combination thereof. DCs 108 may communicate directly

with other DCs 108, and two DCs 108 that communicate with each other are referred to as

5
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met hod of path discovery in a distributed network nmanagenent g?ucaﬁtecture,

operative in accordance with a preferred enbodi nent of the present
invention; and Figs. 5 and 6, are, respectively, a sinplified conceptual
illustration of an exenplary agent and DC configuration refl ecti&g t he
- applicatiom, hb{njé'.;e E$ N3drOhpiFiigSuradddd iafindBnakinetarshy withie tof agstldR

. operati-ons réesu

ting fromsuch application, both useful i andi ng
- the met hodwih aFiigher-leyel BRceW 2sDRT b BESERF _rﬂ‘ﬂ'"bi‘i’ﬁ 'ﬁiﬁ?&%ﬂ@ﬁéﬁ .
EVBCDH NENTS}FZef BLEAC S urdiQWs TBAR 4sOis Fsh@wn lat Wierehtel Sunterali Ml | DGdthat

concept ual “ Ivﬂlgfratl on of a large-scal e network managenent s%st em usi ng
di st ri but eghnatiteuneits odgePCs thatigrsfaf|the same (yREcH PEEPTR His LIS Pplasfe

invention. In the systemof Fig. .| a.n rk, rnhefal tiesi oestms, 100,
conpri ses '@fﬁﬂeﬁrtalaistﬁc"d']a‘“'ﬁg‘fe\?\b%f%d]e e'nswssﬁ1 ?ngff&gﬁ% 'S managed by one or

- nor e decengdghk 28duiifllOnKmERARY deffiig rehiibishipd detvikre DEseudly haxingd? (e
managenment unit .104 sees and IS respopnsi blﬁ% fog-(aﬁl Y a2 ?‘01%%% ofe t he
overal | netendriessages imoplen iy disrover senglpgicall afjasrgb f sagenp' i"d 'def i ned

for each netwark, el enBo. 19 108%ifinthe BamdRant ooadrivdedn nedtheragentaifidgenent
unit 104 h%cgﬁéﬁrr'\tgdtﬁ[ose a%ents 106 that correspond he porti.gn of the

. o t
net wor k 10@achdPC \iliB qoineferally mmsmsaamwg@w\@ﬂﬁd%ﬁﬂe“%&mﬂm?'&%o"ﬁ' B%e.

(Various agents 106.ar t@@.i aRdQthninak difecOpidda bemesizédndi cat ed -
by refer eﬂ%ég%ﬂﬁﬂ%‘r“g%g&fagg. Ac eggegnt 106 i n turlncc%rrpri ses a plurality

of device m@ﬂﬁﬁﬁgm@m@yicaos, with each DC 108 nodeling one or nore
physi.cal and/or '@&ﬁ&éﬁ;g@%&@é n}gQ%%e%%@S&’neﬂg%r DEYUSCR thy néwbik N @

single network | a may T epresent an Ethernet port
conponent g3,k 86 RACRREUDEUDDMoGAS P AR BXternal entiudri deyick Uit (4iBanloBicyl wi t hi n

a network elenment incorporating such fu ionality. intain
any i nf or maphysieal dem éseioh medeledh 2 %e‘?tlfﬁéﬁc(%n]gl%w até%ﬁp%otl:%%} %? getn @%{)@Ci fic

net vor k el ERG e Thkii$ @68F Wi il TRmRRion (obi GervasnBS 098 end sl
n er

conbi nati o eof . DCs 108 mmy communicate directl L h. ot her, 108,
and two DEstitGr thdtesd bhWaRIEEIC #f 1AIGHE HoWY hanearEmple PLT BiF ﬁé’gcg 31

January 2Q05, "neighhors, " LB wWithi etdrba/ofakspanttsilityl dnd @egous eitel onal
~ hi erarchy ‘WPﬁFﬁdfgﬁge %’3’ r?{lgfg%%&g%\nﬁtﬁ ell hi!g.her-l evgl DC acti.ng as tlhe
"parent” tfeioRaciphbormg@Usanshoieuel infopmatign 15 gpediH: Ongjexympla E AT pylerma

 communi cat es, . su&g as io&ggﬁ“ggﬁfnéggﬁé@%%ﬁv&k'w@1051&‘“3%?‘6 hetDCs

comuni catfowis #hhsreral ar & he sane type or performthe sane
function ggg and/or the agents 106 for gathering the IP addresses of devices 102 where available.

- Upon receiving a message, a DC may ignore the message or may react by autonomously
changing its physical or logical state and/or that of its corresponding area of functionality .
within the network device or send a message to itself or to a neighbor DC.

Additionally or alteratively to agents 106 being hosted by decentralized

network management units 104, each network element 102 may itself host its agent and/or

 another device's autonomous agent, such as is shown at reference numeral 116. Thus, were

each network element 102 to host its own agent, no decentralized network management
units 104 would be required.

Reference is now made to Fig. 2 which is a simplified conceptual illustration of

an exemplary agent and DC configuration, useful in understanding the present invention.
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referred to as "acquai ntances,"” such as is shown at ref ererzfé«gmh%ﬁ%%%s 112.
DCs may becone "acquai nted" by manual ly defining relationshi ps between DCs
or by having DCs send nessages in order to discover topologically adjacent
DCs. A DC 108 may be acquainted with another DC 108 within the same agent

106 or withi ot : Bael b i AR daEEb iR bent DGlESAgaas3Mge
passi ng ton] ﬁé‘g%%nnggwtwgggaép ﬁh(r:egte vm'pt h lany nei)ghbor or adé'ﬁlacagl?:kDCs
" without the ngedndiades cavamli DEs 208i asebilpys: iivehDES BHETPIPIPRIC W&t

- managenent devi ce. 108 nmay. send/& ece. SSASeT. v DCatennitglmeor DCs
108, to th@"“t‘i‘é‘i‘%r%?%z} ‘é%ﬁ‘for%ﬁlﬁ?%iﬁg)gr {plﬂg%:l%el% ﬁrr%blel s, girman ext er nal
entity or R BEs pdsdnBid DB chia@ttbaty, one D(ppeysit tathy FOheonneotorTeRTeseBidg ed by

e
an agent or a DC. Information flows bet n 08 .are rg as
"i.nt er nal " OCB cowsectiity] threp %rrﬁﬁﬁﬁeﬁtﬁ‘gftb%‘&iﬁtf@%\?@é #yﬁd}lnitggla@%g&reegﬁeé‘gal
entities O{he?ﬁgg G 1S HEIalchCbreSoding Rtheswiadh'sk ADMsVirtudDekaraglanp| e of
OW I's

-an internal . 1's where a device conponent detect.s a“fau%thétigﬁn its
area of T eguOnsauing i figctians r AJsorshownhis aF ggent 344 RaYighoBMR 0 whom

such information,is us I aph&its A BxdRhaRy atfdadBud fetadrkt he
result of ‘é”‘ﬁﬁ?é’f‘gl’n%fmffeﬁ%lfg%ig@%%n neet%aorsk 100 by Iogi c external to the

DCs 108 ap@¥rokegrdsenting etiridging Switdingg andhaeiting funesionp ingldingsie®dyi4¥fevi ces

102 where avail able. Upon receiving a nessage, a DC may ignore the nmessage
or may rea'@teffB‘SFPé‘E}f’?ﬂlFormusly changing its physical or |ogical state and/or
that of its correagongh D iaFea 29kay! foh efdmplammiainiain a listtofiah theNCsassigandk  devi ce

or send a nessage to itself or to a nei ghbor . Addit o r
al t er nat i vieltie AdMap@hit gnodsls. prd Hay H@E’L“ggt‘]‘bg}mﬁ’g@e‘?‘@r gﬁ gr%@%éné?@gf fhe
ranagement, #A“Au%ﬁ Q% ew SRER HEDYRT KnGP SRR AKe DO2mER Yor dxamiple, bostinithesPagent

and/ or an er device's autononous agent, such as is SQ{)V\M al erg‘larence
numer al 1 ldrefhafshe phosical IBanskrfase vhheldeuresndubngy mask, Fady typg 81 B gent, no

decentral i zed, et york UBRAIRTRAL: mbfl Jgtord GébehBlik tn B dpReINE Gedlce fafiar ence i s
iI'c rq 1 fred

.
now nade tBPE § Sexeral s a Sinp conceptual ilustration of an
exenpl ary @gRskatRd THE, indtif.i2y sinat thonetwarkafevice represendedt & 2858 709 R BTSr esent

invention. 6 31 Janua 20Q5 I.n_Fi g. \ i tch having three ATM ports
i.s nodel ed‘\wpaﬁiéé"é'héaﬁz}lﬂﬁf Wd@ﬂ?"cgbﬁzan?‘w%ﬁ@hcl udes several DCs -202 as
follows: two DCs fRl domp@stinner Kig. 2 way BhiGdameahthenigh reoptinness DEdekig ©spondi ng

to a fiber optic (FO connector, two DC parents-tQ it . RS th
r epr esent irellpcDbs trug § Wé@t‘h?/?‘?‘?’?fkcﬂﬁé‘“bé‘vﬁgﬁgﬁt y ?ﬁeﬁlg(‘j"g%ﬁ%ect or"

! ep-r eser.l.t iﬂa%’( be added or removed at runtime to reflect the current state of the network, allowing
tracing of the data flows, states and reactions of the network. Changes in the underlying
physical network may be dynamically reflected by the model by affecting the DCs and the
connections between them in response to network events. For example, if a link is
disconnected between two ATM ports in the network, a link 208 between the neighbor
ATM DCs in agents 200 and 202 representing network layer 2 adjacency shouid be
removed. When the link is reconnected, link 208 between the two ATM DCs may be
-réstored.

By modeling the network elements in a computer network using interconnected
agents through the DCs in them as shown in Figs. 1 and 2, the network may be fully
modeled at both the network element and network function levels. Furthermore, the model
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o 31 January 2005
OC3 connectivity, three DCs representing the ATM network | ayer

functionality for each of the three ATM ports, and a-DC parent
corresponding to the switch's ATMvirtual channel (VC) routing functions.'
Al so shown is an“agent 204 having nultiple DCs 206 correspondi éo ATM
and Et her ngiay 6 m&&btol efiat anahyf givant inomen! itheycugientygale @f shenagtyikk W1 39/
representing bri d sw tchj rout.i di EP and
1483 intef %RPQ’OHF gB‘Eﬂ %Hh'A‘%M o co%ﬂ@%@*@%}r&eei‘g%ﬂ# b&?%l ntain a
l'ist of al %ndt @v,g(ggngﬁﬁbtgﬂed to the ATM port it nodel s and may nonitor
the renoval of a VC fromthe port or the aIIoca o(? Q goﬁgfthe
port. An IP |nterf1@&§€r19€15rmylm4d(§r‘°5%a}rﬁ'\é° ‘EBﬁ‘fréﬁ € ngg&" gqaress®of the
physi cal £ i L& ;F]Lr?cgec%flontljaﬁllr%eﬂ(,{:%a%@oﬁub@ﬁm msSlkadercRbding ythe @tseBC may
appear in SV rnstances I I1T one or nore agents depending on the.specific
devi ce "andinvémion cdmihegmth{td ofiFig. Pharseventnsich gs adaulsprt BroyIRONE: RANRL Fevi ce
represented by a h , il R&RAse

i nst ances ‘Eﬂwg{fﬂ gafbrcté 3% ]SF Ee)%g‘g%rfggéﬂgglt%gﬁt %g %%Oach% e%gapt ed

t hrough C%tth@éﬁﬂﬁwmd@ﬁd IDQ ahdlor 1tseaﬁ'éaelﬂrespd5rmmltuést@t:blt0é ftﬂlﬂ, ltflﬁ% REEPTRY k at

an iven tine. he | et ween hem ed at
ru%t |gme toSUF}e#‘Ft@ét(S‘ﬁhéz@u Rg %B‘ge'ﬁ’f]“ets it ﬁe‘f’\ﬁg@%’pﬁ:&gﬁg% le ?%gtlrrg\é of

the data fy FHoptehiand eegsmoasna/oaﬁn 5chemmﬁm<k(swﬁrﬁngesd samds hrey
~under | ying B%f/p i cal networ be dynamically reflected by the nodel by

af f ect i ng redquared@sssaaes (sprs 34@0’#@9&‘9@5@5 between themin response to network

‘events. For exa”p‘rﬁ %I e;@ Jriehkntd $nd AWCRANNBEIRE HorinBeve Wit réfEieh@otot s i n
the network, a lin 5087 het ween the nei ghbor ATM DCs .in a‘%\ﬁ%‘i 200 and 202

r epr esent imigs. hed, wnd &, may@rbcztead]dae'eﬂ@yywhbgﬂ@aﬁ’éle g yhekis %R’E |ink is

reconnected, |ink 208 between the f Id,\é:lpg.? eTBYaltitity S i9spdad B¥mnodel i ng
t he netvmrsiisgpé‘ﬂ!é‘:m‘%n ﬁlcﬁma c“érvaprﬁ et a\é\ﬁ‘fﬁ usi ng Pt elrconnlec ed agents

‘through thsec REHd, nﬂﬁfheiﬂlascsﬂéﬂmmg’l uelugsepenueramwn@utannns WétOhmONeﬁﬁ? Yoe fully

~nodel ed at both the network el ement and, net work.fu
Fur t her noraghieyenie giganel ?quiStJafﬂ[lﬁ’fV";}l%dge H@}"Sbomnﬁséefgé c%%r e(%:ut§r o “any

91 VeN MR dd ek Ut el and syl VB IR, Tud himsBChetvacr BhoGsu y
support i ng , configuration, accounti 2% ﬁﬁﬂ'&a 0 @e%\t\%& s Policy,
and provi smotrﬁﬁgﬂ fspitot qamied by s wrterc BP-over-Ad Y- |i§ ichlis a
simplifieq,tl Y&Qﬁ{ntd s&nlléh}b?ﬁ{e%é RPMOYBR parameters to the DCs of the ATM switches

between the routers. In other words, for configuration of QoS between two IPs, the routers

. oﬁ the path between the two IPs may be configured with consistent ToS parameters.
Moreover, the ATM path between every two consecutive routers in the layer 3 path may be
configured with consistent VBR parameters. In a bottom-up flow, a network or DC event,
including scheduled events, may propagate to other DCs which change their state and/or
perform their part in a distributed algonthm An example of such a flow is in fault

'~ detection. For example, an ATM circuit break is signaled by ATM DCs to both ends of the
circuit. The signal is then propagated up the stack to IP DCs in routers whose IP-over-
ATM-interface is affected by the break. The unreachable IP subnet failure is then
correlated with the ATM circuit break point which initiated the flow.

An example of DC discrete message passing that provides multi-layer control
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an exenpl ary decision-routing DC framework, useful in undesdtamringddh
present invention. In the method of Fig. 3 an event, such as a fa%lt gr a
provisioning request, is detected at a DC (step 300). The DC then
ggterm nes if it is to take any action in response to the event within the
ot f‘gﬁ/ ?; tsk nﬁg,%frﬁ RE if seRAd BidvistoningSdn@ Tad( Bplatienthay bk wwdsrsiped fothns  such
. The DC then determnes if it is to ﬁenda ngesages to
<(31 {)ar egt7 O)rE]@:re@gtt epa@Bpted garehlayes. PoectetaplogsBLs (G BP AT 56&&4 n?%ince DC
step , an ' $) (rSieRitBordftOagem aedling80) . T
concept of‘“@@%‘/ﬁ[EFQ%?stotvS\is&gg‘%%gg_}?ged Egrl}ai{neg%o?/e nghﬁfbgger elr?ge %o e
-rFl ]98- 18 tzﬁfra:ad Retwoikyellrmenbetst definad dyr bulobwlertsy stopdardst  Ehatpe €3 MaxXhat i s
referre 0 as a _system w de, top-down.f st i ;
‘external eXeapge aﬁlﬁfﬁ_f‘% BT EEY ngagﬁﬁng [3&"1;1%"!r " \?\na'{[.aﬁg(ggbhﬂ%‘%r Irgr\e{(??grr_'ﬁngg]gaint s
i ndependent, ;caRPadiccAREnd\pirsheiG bl @e layeeinerfacecdsi icisemplegicated & Hel tWPequest .
For exanple, the provisioning of a QoS. paraneter for - Spechfi yser
cl a;ss i's saay!mtsefjsméﬁﬂs’yfﬂ&hﬁf'é}?ﬁ bea rfﬁlETFS"F‘E“gT 6@%@ ﬁ%spﬁfésﬁu}é‘én‘ﬂ flge[%én of
~routers and is <[4 ' e ' [ i [
e AT DEE e A e B K VER, parameterc g Lhe DOs
8]1: EQ(; QT![Hbﬁwdti?hmoerméﬂdsmim thetspecific nelverk |glemedioPadficatigns €l gur at i on
_ et ween , t N
confi gur eé"m\s’fn%?eﬁ"e?gﬁgpsp F’eﬁ%ﬂ'el‘so{g iﬁpa?%?f)evgg% .%%H?g%éelﬁgfﬁgcﬁ?ﬁrﬂn?a&ﬁ&bemeﬁe
every two, fHE wag il @hikle benfigaratidreparanyaters 8f hatupperdgyepeclateorihe AYEd wit h

~consistent VBR paraneters. t I . : .
i ncl udi nglaé’élh%ﬂu‘f'%'*d"eéﬁ?éﬁgs],d]ﬂﬁ@ Eﬁgﬁg 8#2 e[cgﬂég'lgﬁ@}ngwaﬁn%hlc%gﬁfﬁn% hei r
state andf Qf. anRediYemtebhBldrs R, layer? Anklicin, idyet ohredchatié subnet, oi6).eRdnpl e of

s_uch aflowis in fault  .detection. For, exanple, ,an ATMcircuit b i
si gnal ed the wayivebamanes sabistics afers ﬂ@ﬂﬁ)@ﬁé“"%\’%ﬁﬂ"_" MRBE] gnal : s t[}gﬁk e

propagated up the, § Li%eh RnlCovehd M rdsSagMROSE thd-distibutedATvbwark er f
is affected by the %?@gﬁ?l 'Ie'{%e unr eachabl e ISPgmsgﬁbnet fail a?g iﬁ_fﬁ'hga aee
e

corr e: at efhawigenethachiEiaiof Eigst 1 b3 eeslerply AdheRm Fo PRIV PRKiTE AR Fow. An
exanp’ O%PIIZZQC SISy TE AR 3P 3 [erd bieorogféhﬂﬁﬁgrﬂw dijml @achlotgont rol 8

le.. tw
-31 Januar 8PS gRal Ny ruse 1n end-to-en rovi sioning and fault
i sol at i onEBskid@ce dfar kikofiluei (&b, faehdrmeacend SONET) AT FLEE WatnSPsRAL

o el iabel o5 SR SV 08 e Sy e
OO K CLEER hy @Sl Hiedts d1bsb Iyt Sezontugas daaRHE SASIESE oy

deployed in the network elements, such as the way an IP switch chip is wired to an Ethernet

MAC chip or the way IP software drives SONET hardware. The combination of such

parent-child and acquaintance-acquaintance single-hop discrete message passing between

DCs constitutes a powerful multi-layer signaling mechanism that can carry out end-to-end

provisioning tasks and can deduce the root cause and the effect of a network condition.

The path that a message would take in a physical network that is modeled by

the architecture described hereinabove with reference to Figs. 1 - 3 may be determined

- within the context of the model itself prior to actual physical transmission, rather than by

observing actual message traffic within the physical network. In accordance with a

preferred embodiment of the present invention, a simulated network message including an
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exchange di screte nessages regardi ng configuration paranet éidansrnfQ.

nmonitoring, statistics, and accounting paraneters of the |ayer interface

as it is inplenented in the two elenents. Simlarly, father-son DCs

representing areas of responsibility in the sane network elenment which

- maps funct j@aalaiisystie iseanidm pesuraiC lkowdestinatigreP€ imerdeutectiscayss hePathdef i ned
in networking standards and in the specific RliwoREQLfidccat i ons

(e.g., 1P that pidhed rfé?sﬁagﬂ'l*l(ﬂ’“c]% lf‘5§3‘,"’e"‘a’S%\'lﬁ'lbﬁ’t %CHEW Eegdg?‘%enay _'exchelmg_e

di screte ”F&{%@;Qﬁ.ﬁin redRd Sl bletonaMedtinatvhi wabnfevige catrespanging dovtheer s of

t he upper layer reFate to the lower |ayer and vjsa vertsaé\(;&ogk u 1P

TOS to dot dgstination . DC. Thgapurenand destingion iDEsIARCFRCP JERTEE™ AQVFE AN " fect

bet ween | ayers : ihal Ll e@HRling nbtioBiaehady sacls wbarelP, etc. ),

and the \Aé;"/erp‘ég'&é %ﬁ%gy@%‘é‘%}ag‘%@@ﬁg}wg}ct ‘the ga,yers i nvol ved jn such

mappi ng. | fnterfcpPhe deviteeat 4 NGt ofew spetific aon imths slawicng Eaeh Pheregii¥ins Mut ed

network managenent architecture of Figs. |.- 3 preferabld agbenerehio .

net wor Ki ngm%‘f‘g??ﬂd??fé‘?ge'l*ﬁﬁg'?tfgufegrw éhnepﬁlio,m%l\'/\%] %&Q on both sides of an

i'nt er oper afiL&adc0@itk ahe ki ch@yctéisgeaivoeidclie Girkgxed. t Heack xPEtmac @lsefbea | i nk

failure (e.g., far-end near-end SONET). or re n_a t

conf i gur at ¢onfigyred damdlass iqfarmption Gafg- ”“%%‘Pv%‘%a"s%m%gtr% . ?&hg oI Y,
paranet.er Sin{(%rrmed?d?e BeREdn |t€é’ﬁ&ss?¥paﬂﬂof&ﬁﬂﬂdc,tiﬂ accotdanr witkaymown neteetkor di ng
wi t h networki ng standar gs as e

(E)I oyed in the net rql;(ql;lfl err&rtlts Sﬁg&h as the
way an | Rostiigtmlescwhigh DE tnj forrd gheanessaggde,igd ™ S ?H%e'way P
software drives. S & 8ing $8/ENATRAp&DIvithinial d .and
acquai nt arfEE’ %Eﬂ%ﬁg%@ﬁ%g?é-ﬁ%pﬁ%??get gﬂ%gss%e_ assiirslg bet ween DCs
const i t ut Gpivbrp dedcd mky belcbnfiguesden dicgwaio thy sigle B igestHiemel the Mt @¥Fry out
end-to-end _provisioning, tasks an n. NV 2erM eutidge ef f ect
of a net v@ffkc%g'ﬁdi"’ts?‘igﬁ.’sgﬁgnge A %d;t% hggﬁqugga{g&%%@gé %(gke in a 'p_hd)%si cal
net wor k  t halityi ey W@heglralto UsbeheavCHidnaGerfram dresstack e dddntifseths AEPEBwi t h
reference to Figs. 1 - 3 may be deteymned. within he nodel
i tsel f priVe thabthg dre@RingpYly & rogted 19 &'i‘é'fﬁ’@%‘:i B, ,mc?%’f%e‘?et% Hgﬁpﬁg&‘é’ sctaﬁrcvi ng
Sactual meegaghe V@l Sy E RombBoRiibb aabugtentinimay ok oe etk éorvi th a

preferred e O8i ment of tThe present invention, a_ si nulﬁt ed tr*het V\Br&ismassage
i ncl udi ng tlencgredt destination DO0OBessRdorseR oAl Ralgulate dR8 PEit AP OBt ce DC

to a destinatlen DG Hediks e ollBqnin, Wepiddidd it hifbmekioh athewesiage

woul d tak e sent froma source network device ‘ﬁorreﬁﬁondi ng
to the sSoWGeTIS, the irfordmtion passedofiom at saptck DEcte; aBabevs PEN RHFHEFPL the

destination DC.. The source and destipation XS FRYiCaidhidiéMeeshhog network

nmodel necessarily contains enough mformatto
This is in conformity with well-known networking rules, where as a packet is forwarded

within the network the packet is inspected at each network node which uses information
from the packet together with information local to the node to determine the next hop,

without requiring any data external to the current network layer.

In general, before the network message can pass from a DC at a higher network
ldyer to a DC at a lower network layer, the stack must contain whatever information that
would normally be required for message passing between network layers within the
physical network, since the stack describes a packet's behavior as it would travel within the

physical network. For example, when an IP packet passes from layer 3 to layer 2, the data
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| ayer, a sublayer or a functional entity of the correspondl AgfuaBt K
device .such as an IP interface of the device or a VC of a specific port
in the device. Each DC receiving the sinulated nmessage is configured with
the information it needs to decide where a real nessage with the sane
char act er i §itihyes 3uOurappat(stackodpwitle the 1Bt A dBi@ wdyihajayer HeestipgloniBgEBY t o

pl ace informatign .onto the informati.on,st RY 1H6 D& et W

i nt er medi ahePEYCISHBHE ﬁfb‘%ﬁﬂégﬁﬁ‘emﬁé"f’ ﬁdf‘%ﬁ%le%{ %?ﬁ?rgﬁge/l ﬁ)ﬁ accor dar_lg%@vvi th
known net Wor s 4itib i ik fBS8ndiioh.CEhis WhiteponBCtot pushiog Wefouhatine ontsstbaglack én thind may
be configured to use stack _information for such Qur&o%nesﬁonlfﬂ% sxampl e, a
DC cor r espontking thepressntATIpe tMaYIpsiRA layer feqyss e FachPE Tl MSP2 ot i gur ed
to place apto th L deidnhhin A tREsR @VIBE cotdekiCsf hhgresemsage i s
to be tran f?réeg?él\rgﬁﬁ(é&gb corresSondTng to an ATM rputfia)gl% entity may
be. confi gunetion Ase ldvwee lay@ dfdantviori deviderdges rof altes dnfoRmaten; fipth e PP e
outgoing VC that .the i m ng, VC i fdnli®eRNE 1d Bizha@asyethewnaean ng VC
on the st d&¥safe 9ot %sagﬁﬁ agfﬁlgon?/&a A } arFy, Pja I&]a:’l(%jrlregypondi ng to a
routing enyd byeswairk @otick Qeriéng tiid BC kvill opicallyrequiterallestack glegienti#b ¥t DC,
expressed as an | P address, cal cul ate t nex 0.t o stgngtion as
wel | as the next BREEEISNY ’i%"ﬁg‘f o LF<‘;\5‘°T'CIQ§r %l‘%}.%ér\'?ﬁfé }a%]@o?c’r%gﬁgdn to the
next DC. Jhisied A& chdf MRubBiioRdfRAaaREH 6f ph dissovwencin DAistrbutad wdvweré, bel ow,
or adj acent necessarily contains enough infor %i(ﬁnwgrfmeﬁthgf §Qurce DC
to cal cul apapagemennexhitaspe. opmative insageprdanshif Withf Rl T h SREPI M otn

net wor ki ng_rul e e RAEHEL. dASarliUBNRESHRSE D@igttriled Iaessagenbatk t he
packet is eﬁ%"ﬁéctlétgﬁath?tehg?h&r?et V\Dr%k no%jne whi ch_ uses i nf or mat i‘ﬁ'ﬁ fromthe
packet togebduad fui 4 testindtion R (xep 40alThe messes ingtades: & Saet 8RR HECR HE next
hop, ~ without é&%é{e%gl?w{%?t{ﬁeg-?‘(}eg‘tiﬁ/ﬁtg%éﬂ'@éstiﬁagoﬁ e abwieRtred R MQRK fihayer. In

‘general , BT nessage "can pass froma DC at a hi gher network

" Tayer t0 Qeddpatith IC lsep@02)NThewikce DGther determines theddentithsel addp PEWFIRAL ever

information that woul d nornall required f INGohet ween
net wor k | &guseesDiandithe gﬂ?&gesb‘ﬁ%‘%c‘ié t%&ﬁ(ﬁ%r‘% mghiglr';ﬁ:cgﬁ t% ﬁgggfrg?%ﬂgescr_i bes a
packet’s &E&VM iﬁfer}%ﬁr bdmmiidaok RAsebpNablBifst thdwurcpTYEs arad ofinetéamglity For
exanpl e, en an | acket passes froml aéer 3to I%éer %,asttlg‘g q?&ﬁ 10 31
January 2009 4%). TpeDCtq whigh thepmessageris k88 7k 1Y FHETTGYeY 2°data, and the
| aver 2 destinahi iDEEATRS0p i ek st D kHORorwbIX loj, dlindiekcfomoy | ng
down a | ayér causes the packg.t to be wapped in additional |nf]81rmat| on.

Thi s corr espapastates Diehiha goures BEmdhE sprrenic RIS IR TiS18FeC BiBext of
22&2{ eSCl tadt Oh' ken BUiRSioHPDR feNffer! &R Spdrbftiate FHARODCHitaprort he
~acquaintance DC of the source DC, now referred to as the receiving DC, that is the
immediately next DC along the path between the source DC and the current destination DC
(step 406). Upon receiving the message, the receiving DC compares the current destination
DC identifier with its own identifier (step 408). If the identifiers match, then the receiving
DC is the current destination DC and path discovery has been achieved for the current hop
within the current network layer (step 410). If the current destination DC identifier
" matches the final destination DC identifier (step 412), then full path discovery has been

achieved.
If the current destination DC identifier does not match the final destination DC
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This corresponds to renoving information fromthe stack in the context of

the present invention. As a Iovver | ayer of a network device does not alter
information from the upper 'layers, so too does a DC | eave al one stack

el enents that belong to higher layers. Wiere a DC does require a stack

el ement, t hendXerWhkh tcyrpiehhgd PCrehepks ifahainessagealris betrernerived Gemvis pagent

-Reference is now made to Fig and. 4 whi ch aken e a

si npl'i fi edDA GkeHHA- If‘lhﬁé?cle’é{t'ﬁgﬁﬁt 6‘?“'36%(6}{8?5%% Rt e @%@ggf\?gf 5"‘3{’25“3

di stribut e%cél%‘nggid( detPRNAG S RE Rk cuifefdckifation BC eﬁﬁ&hﬁh‘ﬂlm&hatfiy acaddance with
a preferre ment of the present invention. In the nethad of Figs. 4A

and 4B, a wbidhdke DEsgeney bt bessenl pEng kpewn Aavork DIGBYCOBRIMGEL) WSt i on DC
(step 400) ) i4¢6). TR resePimEDCRRerpushes
an identi f'i‘pé’]- %&Enﬁ’tr§€§ﬁeﬁé§;ﬁ§%ﬁe§§§%lOzgﬁﬁg%ﬁwsﬁgw Qef erred togcas the fi nal
desti nati o&;&)ﬁslﬁest\elmetmzwonﬂ'dmn sglirteende®d hen BEt eorvespradinge 4 8Pk y of a
DC between the source the final.dest t hg nessage
is to be s&irf aEFsPrn]éy?(rfBVsFFr aﬁ’é'g\}\kfrﬁ’{"ﬂ] % fd facc%é%hr{%%l?%%% b
appl i cabl eS{egr“g he source DC s area of functl onal i ty (step 404). The DC to
which the neSsage is to be sent, nowreferred to e CU{Q@ then th

t

destination DC, i &f theaeqgiing %ﬂ‘do‘!"‘tr??é“’ﬁé‘ées'aﬁﬁaﬁt ‘i’rﬂé SQSWB

wer Kk ayer,

~ and is thererar Dcac!heél&%élh@#é}%@n Riuis i m oA Tl B stadlo dannie UAC t hen

passes t he “hessage, | ncl udi ng its stack and current destin OB{:
i denti fi ernpext omn'dme depipratipn iRME do pebichinthe messtag isolo be EefSIEP B¥ the
source DC,. now referre r D¢ RRterthines e nextai@h@t el y
next DC aI’B‘??@“?tH’é' 'Ba?%lﬁgé ?r\?\@g%é{lﬁck tg%ﬁﬂp%e&gwgg t he cu?rent destination DC
(step 406)destt4agen DES aidvihe gminediatelyssagbC tbhéncledm me&s&@@ te b FERlesinghe
current destination DCidentifier.w t 1ePeA8) . | f
‘the i dent ikp&R é‘ewl& ppterfayer Fommunication W’éﬁépa lc%%n fbrdﬁ'f@]erb{:etﬁ e%t& dest | nati on
‘DC and patgdy, iS40y Bfich 425 DeRfraatbnay eguirat frolehe stacient d@omineshe mext t he
current network Ia er step. 410 If the. cur Ft dest i nat |t(996¥)g igentifier
“mat ches merrmtmiastmae@t ﬁa?eﬁemm trlaé!ﬁ’ftul?(FéOrW[ug s messiee B ke ¥k M Dat h
di scovery CRRVEthe | Equlile8 iffeEhAh Fes!t hoasckn(siop 42dentTHei er does
not match ﬁ%c%%ﬁlgl Dgegﬁ%natl Sn (bC 111 31 Januargy 2005 Idgfﬁfrflti fie é t hen the
recei vi ng r@@ivingeDKsddtdrmirve thremexh garrans dessisationy B etndemmedigtely et DL o
(step 414). .lf .the e n r dinkd}ali®is Saaével! RoMi the stk emt DC
t hen the °(Pefl\7| SS% kergm%s&?r#e&%eg?g carrent destination DC and the
i mredi at elcynjiexibn | Dﬁtli Genowhi mdrhenwdspag@mmqaﬂble glent 2pplicakly toths net wor k
interlayer conmynjcatio es.

receiving DC's area o functlona ity (step 426).

Before forwarding the message and its stack to the immediately next DC, the

receiving DC preferably checks the stack to determine whether the current path state is
valid (step 428). For example, suppose a DC along the message path and corresponding {0
a Point-to-point Protocol over ATM networks (PPPoA) component pushed a PPPoA
identifier to the stack, and a DC along the data path that receives the message is configured
for PPP over Ethernet (PPPoE). When the PPPoE DC inspects the stack, it will find a
PPPoA identifier and not a PPPoE identifier as expected, indicating a misconfiguration
and, therefore, an invalid path. If the current path state is invalid, then the path discovery is

terminated. If the current path state is valid, then processing may continue with step 406
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applicable for the receiving DC s area of functionality (st%ﬂ%%@}?oeﬁwe
receiving DC then determ nes whether information will be needed by a DC
corresponding to a network interface or |ayer further along the path and,
if so, places the information onto the, stack (step 418). If the receiving
DC di d NotpsRC i ehd Messime siagdorbuand id e pprrepvtateerent fBHdt % ECIPEEYi ng DC
checks whether or not it requires information fromthe stack to determ ne
the next Déurrent destination DC to which the nessage is to be sent (step
420). 1f no i nf ofgEBLic® forifSrwhidSHsi o Beksdge amdchrlaneacth thhevtholel Fesetdi ng DC
~determnes. the next current destination DC E\mckwéhe1 | medi gt £ly, gext DC to
whi ch t he angBatyes ingmic sheplorwsasding a5 p mackek WHIA RePWSFR THY e Gyer

comuni cati on r.ul es o %l cable for the receiving DC s area of

functi onals‘i”f’ﬁ?a%cfléﬁ j@ If information is required fromthe stack to
“deternine tjye ipgifessageis reeciveddient 2 highéraatwork BRI | nredi atel y next DC to which
the nmessage is:-to be.sent, then. t r I_\il St febvdaekpm r ed

i nf or mat i ona¥ r onf{shehPHER dfﬁl“é‘bo"é(g)tq &%‘%lea& pgcéuﬁ/qtﬁgg%% det er mi nes the
next current dg,gg,}éqa;ug@awml@eq i mredi ately next DCto which the nessage

is to be sent using the information renoved fr ol QRgunction
“Wi'th known blet woPRerminethp a?iérh%Hﬁhﬂ‘r}f‘%éﬂ"?eo‘ﬁf“??f?g‘]’svteg%pﬁﬁ%2% "Ea'@f%g t he

recei ving DC s_af,aamebufetnédsiinmsh Dy (step 426). Before forwarding the

- message and its stack to the imedi ately next DC, recei vj.
pref er abl y eheckiass the msssagado r shifbPE oR{ 0 agARAHRC P#;‘?gmcr%ﬂ? Xff)lg?%@gt ate is

valid (step.4 . _For .e I rong the nessage path and -
correspond&hg%‘?%mesgaﬁsésl%é-'¥oﬁggfynﬁggfﬁhg%%ﬁa}gyer ATM net wor ks ( PPPoA)
conponent pyshedpop thRReént dedimntianfDE fromghe steckdi- @ cyawramhe gaghet) 5 ong the data
path that receives the nessa I.S ..conf . enEDteloneé ( PPPOE)
. \Wen the @PPOEZ%EPaf%ﬁé‘HTng?%Qn@P%@d, &lﬂflﬁ'\%lﬁ%ﬁ? ieﬁgaggvgf?PoA i dentifier
and not a PPPGEqjcelgsy Hat kifiveda caxdneaéstination@T cating a nisconfiguration and,
therefore, an invalrd path. If the cutrent pat .S 4 j dhen the
path di scovary iRecideayhich yrpgdiately ’l"l’ibbcgﬁ?? &Y tg%ﬁégsa gttg t%agéﬁsgill |quc t hen
processing may; ﬁ)%gt]ogue with step 406 12 31 January 2005 above, with the
nmessage bei ng Forwarded to the appropriate parent, child, or acquai ntance
DC. The rulds f dlend thewessdznig the nekRage i n accordance with the nethod of
Figs. 4A and 4B thus o [.GyddBohi0f YRY didhith f sAmPagieeirk vayehi fortard iphysi cal
network, and Hely "EE

according to networking rules.
Reference is now made to Figs. 5 and 6, which are, respectively, a simplified

conceptual illustration of an exemplary agent and DC configuration reflecting the

application of the method of Figs. 4A and 4B, and a table of stack operations resulting from
such application, both useful in understanding the method of Figs. 4A and 4B. In the
configuration of Fig. 5, a path between a modem 502 and a service selection gateway 506

via 2 DSLAM 504 is determined. Specifically, a path discovery message is sent from an IP

interface DC 508 to discover the path between DC 508 and an IP interface DC 536. DC
508 sets DC 536 as the final destination DC and passes the message to a routing entity DC
510 which sets DC 536 as both the current and final destination and places an identifier for

DC 536 onto the stack. The message is then forwarded to an IP interface 512 and then onto .,
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summari zed as follows: 1) If a message is received froma RildadrRHE%0or k
| ayer: a) Push the current destination DCto the stack (i.e., wap the
packet received from the previous network layer) b) Determ ne the next hop

wthin the same network |ayer gs, the,receivi S&dudike % nkhe
current desPPRAIRSASHCVESh Pyges ttheStids ‘%’ﬁ‘ 2 “ggaalt cﬁmon or 1D an

acquai nt ance PT(; bctﬁgra(ﬁd laslag%d:?d%hhgip@ﬁge 8] tht fessagratbeaige PPEOfeREiN&d from a
Iovver net work %/ Pop fhe current ééjest*1 ﬁd’ qu:ntl %Q&tl%%l%tf

(i.e., unvwmipsetsha qba@k@tﬂ) dpytinginmpBEethe nd- &UMPERL ?éstl A&ty on th the

[ dent ] i er Of‘ﬂe} G FiR Hestd: [Hin PESes drchdiBASAODCITIS and 5180t atv@RiPEent

desti nati off® diately next DCto ng t’:%ﬁgs%age to
based on | geahe ma]jmgr@ft\r@)als td\)an@dn@i\/ﬂﬁ’el AsBaFESSEES If RESSHE YR U9 a
message i s received fro | ¥iehe nicedagiisd i t
accor di ng %% %P\W&Pﬁg&;ﬁ P%E‘apﬁi’éﬁ 8&%2‘2 I??{Eﬁ év]i/qu?o Fi gg 5a\§ﬁ§ 6,

whi ch are, r&%&%bb\/ﬁb)&na 5361 Aph PPPOA D(Cdmmptlcgabetwmlﬂftﬂ%% bt and

exenpl ary agent and DC configuration ref in therspt t he
met hod of MHR{A D¢N3§HHCW'C‘ﬁH’Gdnﬁ°%‘FE’"é’$ ‘{‘5’6 tho %‘r:lé ghis)é?‘esul fi rfg from

such applicati ong  bothdisefidlnd b MRS o afidh VT i mmphdwbwfg 1 5, ls'4A and

4B. In t he®MRYRET guration of Fig. 5, a path betwe
service seigemtplmd@atmmsaCBO@hewfés%eDEtﬂARﬂsﬁéd’“? §e‘S%asg'an‘?nne'§ 19épem fically,

a path di scover S froman IP interface DC 508 to di scover
the path Hé‘f%ﬂry?y%dggggm 3)@?5‘6”3 interface DC 536. DC 508 SH‘%‘?P& 536 as

the final destinaai sy pomt durihgpmgsdiscovér aﬂé@@'&ﬁéa?%’ea‘hlgéﬁflf 510

whi ch sets DC 536 as both. the current.an Ssbivedbhdthanshcpki@ces an
i dent i fi erthiopgh which Eisepafidisroy eIy MEsREgR s R gse& e is then forwarded to an
EP inter f ah RAvEPedshRns RBEiGedsy tBé.de%ﬁman pczmuae pHipmay bersservethi ch

“wr aps” stack W th additional infor DEXdcribdaoD,
bei ng DC 536 andit i dppeggiated dhat /RS ﬂrgmﬁﬁé)rsm&é‘? uoqnggggtggﬁghrough PPPOA DC

°14, and s etu1sm$}$bet J?Bn&d‘&rfc%@fed Q@Sih almedron ofder mhﬂhh@hbwnwmtmt dFPEYB | s
: mapped béﬁ n ~exanple, VC 9. The nessage than passes unchanged via DC
516 and SJfB)mAbtxaesp@RaDd:scope of the invention.

While the present invention as disclosed herein may or may not have been
described with reference to specific hardware or software, the present invention has been

described in a manner sufficient to enable those skilled in the art to readily adapt

' éommercially available hardware and software as may be needed to reduce any of the

embodiments of the present invention to practice without undue experimentation and using

conventional techniques.
While the present invention has been described with reference to one or more

specific embodiments, the description is intended to be illustrative of the invention as a

whole and is not to be construed as limiting the invention to the embodiments shown. Itis

appreciated that various modifications may occur to those skilled in the art that, while not

specifically shown herein, are nevertheless within the true spirit and scope of the invention.
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520 the mapping of VC 9 is changed to VC 11, and the nessage is passed via

DC 522 and 524. At a VCR DC 526 the mapping of VCi 1 is changed to VC 14,
and the nessage is passed via DC 528 and 530. At a PPPOA DC 532 the |eg
bet ween PPPOA DC 514 and PPPOA DC g3RMm¢$ conpl eted, the information placed
onto.the stack by PPPOA DC 532 is renoved fromthe stack, and the IP
address -t quupiihiNéd 54 1s mapped, being I P 536, is again placed on the

stack. The nessage then passes. via a DC 534 andig dbddhpmécieworkeawei ved by
“the destination Demsged %tdekiﬂvmﬂﬁi%‘fonmur"fcntéongg)t11 di scov]gl]rif/ as descri bed

above; the e@{g%%km@q-gﬁ\/ﬁr the DC through which the path discovery nessage is
passed may" preserved such that once the H{)ath qioggfgy%lyl ESRaeRK i S

recei ved by the desdingiasimotatdmetrask matspaea bt HMRes oHE D esBrved. It is
appreciated that one or nmor he  shepodaf aniesthatidredenitehedwodeicr i bed:
“herei n mayToBe? SAYTFE 886 “Lt ?’P?Jéd&lc%’% in adifferent order than that shown,
Wi t hout depatt datmodel 8Idhg Bdeticcuenppnant patlyydheesiibined BESERR PEEVEhTISh. Whil e
the present invention as disclosed herein may or may not have been

~ descri bed seifl compueraeYeEs 3% specific hardware or software, the l_[)rgsent
i nvention has beegg.,glgsCihkbasvite comparner traveisel c Prnsaid o MRt e "0 e
skilled in the art to readily adapt comercially avail able hardware and
sof t war e astenmiying eaite@aauniezliopepife any of the enbodinents of the present
invention to practice w thout undue experinentati on and using conventi-onal
techniques. Wiile the present invention has been descri Lt mb&d er ence
to one oronore  shpewifodacembiogiterelans | Wﬁ@'ﬁ’@’é&?’f“msﬂ%mogﬁ?nrﬁ%gindgd to be
illustrative of the inventio Wehespaitting ® d6ifferent betwodngdementd as
limting F%PW%ﬁWﬁt%%taﬁﬁrgs’geé%@acﬁenen_tspshown. |t IS appreci ﬁ&%‘? t hat
vari ous mydifih eahpisetmyk comprisitpa phioaliey efaatverl SR 287 ¢ RNATY “whi l e not
speci fically shown herein, e.neyert Snefistiiddelihf at least@ns pipecttofand
scope of thdcq WHP?"&{Déjﬂe%oﬁﬁﬂ%g‘%&?S@ CLAIMS V\h%jt is cl a%‘géﬁd st 1 _ A
et hod of (Je TPl Hefibor RN kA8 aipaisbaiag titﬁeg of ac@**ﬁﬁf“e?‘;‘;ft ‘g;ﬂt he

met hod conprising: sending a sinmulajed networ SAGn ualigpdel o

sai d conpuhescterstiowlseid reprk gleBgny ¥ erﬁ'ﬁﬁfci‘\é\)qéo?rpg%%ent vﬁlmfshi nﬂsai d nodel to

i i i . i i ithin at east
2 desti nats:laig gevq&Véo%ﬁoﬁe%&PMerem at least two of said device components with

gents are logically interconnected, each logical interconnection corresponding

ne of said a
. y of said

to either of a physical and a functional interconnection found within or between an

network elements.

3 A method according to claim 1 wherein said sending step comprises each

device component along said device component path traversed by said message:

identifying an intermediate device component along. said device component

path to which said message is to be passed; and

passing said message and an identifier of said intermediate device component

' to an immediately next device component.

4 A method according to claim 3 wherein said identifying step comprises

15




- nodel  coideniifyinggn accprdarcg|ithyeoriaguie

) ) ) ) ) 31 January 2005
wi thin said nodel 'along a device conmponent path, wherein said nessage does

not traverse said conputer network; and recording the device conponents
traversed by said nmessage, thereby determ ning said comruni cations path.
2. A nethod according to claim!] and,fur}her conprising providing said
“ach agent corresponding to a
different network elenent . in said conputer network conprising a plurality

of network elenments, and a plurality of device, c nents (DC)..each of
sai d devi ge conmpomenttsodrachefdingy taiclajme o tvherein é%ﬂe‘g‘%m@?""g osﬁe@ 8?%%%%%%1 net wor k
el ements, sai d aspect being ei.fher $eC@he AR ofk faptct i onal

char acterl@f“i‘fé‘“&fsggéﬂ?‘ﬂmﬁ’@?&ﬁf ceeﬁog}?g;r'ﬁn?wﬂ érei A each of said agents
~conprises a plurality of said device conponents, and wherein at |east two
of said device conponents within at_|east. one of said agents are |ogically
i nt er connéct ed, e“amq‘hpég?ceﬁll'"gi‘ﬂf’é’l“b%mﬁ@?}weéﬁo'%rrgr"gpondi ng to either of a
physical. and a flch%Wi%ld hédk£E 6QARNERIeBRtefyqieROdenict hompanenbet.ween any of

- said network elenents. 3. A nethod according to cl ailmhl ! &Eil:{}etsai d

sendi ng st ep: conpf saitmessagsfis reeRiNed FOMCAARYISH EPEPAI° 72 Ot & Tevi'ce Conponent
path traversed by said gessadfiiol GRBGh ibAGBA stk &f meglbaneddd by coy
conponent al ong sai dPEEVE ce conponent path to which said messa(ﬂe és to be
passed; aggiddanaipbens alodg sid dadre camgozent pafle i identdy ofier SEY'EF FYRREPREY at e
devi ce conponent to an inmedjate ng | 6 cofRQacHd 4. A net hod
accor di ngalt)l@g-‘izﬂ!da‘?eﬁicﬁqim%‘?“&“r?a@%H’h?éaéﬂ?wgsﬁ%%gs? ep conprises 15 31 January
2005 identi fyi ng if faidAneied we&ivst fomnatevioe kompaneiiay 2 lay g getwork 18Ysfet hod

according to claim4 wherein said identifyi i i idenflgNd i fyi ng
said internediate det@mo¥ingdRSBRAIRE AT Fﬁ‘i¥r{fﬁ%’a§3’%ﬂg§5@m§ﬁ§%?éyer sl?A met hod

according_to ﬁér?iirg}%eﬁﬂfi FeWbd poR@RBIohS kaididevice compoment sath th WSk 8 at sai d
i mredi at efV°Hex evice conponent; if said nessage is received froma

devi ce coppaagris todte passhd.gher network layer: placing information onto an
information stack as may be needed by any device conponent al ong said

devi ce conponent path to identify other device conponents  along.said

devi ce copponent Apatethodoacshiding ®arldinnds vhgrein said JdgUingag StaR: SHURY S

identifying using said removed stack information.

8. A method according to claim 1 and further comprising checking at any of said
‘device components along said device component path traversed by said message the

validity of said path.
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if said nessage is received froma device conponent at a | ower network

- layer: renoving information fromsaid informati on stack needed to identify
a subsequent interitedi ate devi ce conponent al ong said device conponent
path to which said nessage is to _be prasseg. é met hod according to claim
6 wherein said identifyi ngABSEIBAIHDF TEELISCLERPREYi ng using said rempved
- stack information, ﬁeth@! @eﬁ%irﬁﬁ‘gc%ﬂhﬂ%iéé@ioﬁd St a aseipdter ddreorkedrpr i si ng
checki ng at any 01‘A sal evi ce conponents al ong said devi.ce conponent path
traver sed mhath&Rindluting Segiigthemulatedi ngtwark ofesszgs withig hmodd °§iheJ%ﬂT'rﬂTl"§1"§f 2005
ABSTRACT OF THE DI SCLOSURE, A. net hod of -er.gl ni ofddtieat d@me path in
a conput ermeHEATHFE & ﬁ%“cen‘éctvhcgdcqmrljé’f]g“éig@"ﬁéﬂedwnogaaaﬂs?nul ated network
message VWCBJ?%Bne@u vadialthhodenslofg Adetier conrehmo phthf wivne thegoessass deeynele
~conmponent. wthin the nodel tqg a destipati,on,device og&qg)gmede tHen the
model  al ongverseidhei eanRuIsRIEIOR: PLFCOTRRR Y SRS RIPSRE H08s not  traver se

the conput egssangtt\g\%g deRRfinnE 8 hitinidaGordguince components traversed by the
nmessage, ar e Yy det’erm ning the communi cations path. 17 _
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