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SEAMLESS INTERACTION PROCESSING WITH DATA SECURITY

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] None.
BACKGROUND

[0002] A business can interact with a number of different suppliers during its
operation. Each of these different suppliers will typically provide invoices for goods
and/or services (e.g., raw materials, finished goods, supplies, etc.) provided to the
business. Such interactions can be characterized as business to business transactions.

[0003] In some conventional systems, a payment device such as credit or debit
cards can be used to conduct such business to business transactions. In such systems,
a buyer such as a grocery store may wish to pay suppliers such as produce suppliers
and meat suppliers. The buyer may provide a credit or debit card number to the
suppliers, and the suppliers may invoice the buyer through an accounts payable
system. After the buyer approves of the invoices, the suppliers may submit payment
card transactions using the accounts payable system and the credit or debit card

account number. The suppliers are then eventually paid.

[0004] A number of problems are associated with systems like those above. For
example, in such systems and methods, the buyer supplies the credit or debit card
number to the suppliers. Although the use of the credit and/or debit cards to pay for
transactions is efficient, the suppliers nonetheless have possession of the credit or debit
card numbers. If the suppliers are unscrupulous, then there is a risk that the credit or
debit cards may be used in an unauthorized manner.

[0005] One solution to the risk issue may involve the use of single use account
credit or debit card account numbers. While this solution is useful as it prevents
repeated fraudulent use of an account number, it does not completely limit risk since the
single use account number can still be used in a fraudulent manner. Furthermore,

generating single use account numbers creates its own problems. For example, there
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can be millions of transactions occurring in a transaction system like an accounts
payable system. Continually creating new card numbers for each and every transaction
can create a problem with respect to number shortages. Further, the management of
single use accounts numbers is complex, as computer systems constantly need to keep

track of the creation and deletion of account numbers.

[0006] Another issue can relate to supplier integration with the accounts payable
system. The integration of buyers and suppliers can be difficult, as each supplier in the
conventional system may need to register. The registration process can be difficult and
cumbersome.

[0007] Embodiments of the disclosure address these and other problems,

individually and collectively.
SUMMARY

[0008] One embodiment of the disclosure is directed to a method performed by a
server computer comprising receiving, by a server computer from a requestor computer,
a requestor identifier associated with a requestor and a recipient identifier associated
with a recipient; prompting, by the server computer, a recipient computer operated by
the recipient to accept payment through the service provider system; receiving, by the
recipient computer, a response to the prompt; receiving, by the server computer, an
instruction comprising the requestor identifier and the recipient identifier from the
requestor computer to pay the recipient for a transaction; obtaining, by the server
computer, the account identifier from the server computer, without communicating with
the recipient computer; and initiating, by a processing module in the server computer,
the generation of an authorization request message comprising the account identifier

and the amount to an authorizing entity computer.

[0009] Another embodiment of the disclosure is directed to a processor; and a
memory including instructions that, when executed with the processor, cause the server
computer to, at least: receive, from a requestor computer, a requestor identifier
associated with a requestor and a recipient identifier associated with a recipient;
prompt, by the server computer, a recipient computer operated by the recipient to
accept payment through the service provider system; receive, by the recipient
computer, a response to the prompt; receive, by the server computer, an instruction

comprising the requestor identifier and the recipient identifier from the requestor
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computer to pay the recipient for a transaction; obtain, by the server computer, the
account identifier from the server computer, without communicating with the recipient
computer; and initiating, by a processing module in the server computer, the generation
of an authorization request message comprising the account identifier and the amount

to an authorizing entity computer

[0010] These and other embodiments of the disclosure are described in further

detail below.
BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 shows a high level block diagram of a system according to

embodiments.

[0012] FIG. 2 shows a more specific block diagram of a system according to

embodiments.

[0013] FIG. 3 shows a swim lane diagram illustrating an accounts payable

process in accordance with at least some embodiments.

[0014] FIG. 4 depicts a first exemplary process by which a service provider may

enable a resource provider to push a straight-through-payment to a recipient entity.

[0015] FIG. 5 depicts a second exemplary process by which a service provider

may enable a resource provider to push a straight-through-payment to a recipient entity.
DETAILED DESCRIPTION

[0016] Prior to discussing the details of some embodiments of the present
disclosure, description of some terms may be helpful in understanding the various

embodiments.

[0017] An "application" or “software application” may be a computer program that
is used for a specific purpose.

[0018] An “Application Programming Interface” (API) is a set of procedures,
protocols, or tools for interacting with software applications. An APl may be used to
build applications which allow communication between one or more entities. Examples
of APIs include POSIX, and the C++ Standard Template Library. An “API call” is a
communication between two software applications or computers made possible by an

API. An API call could include a standardized method of requesting or delivering
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information between software applications, such as a client-side application and a
server-side application according to the server-side API. An API call could take the form
of an HTTP method, such as GET, POST, PUT, or DE.

[0019] "Authentication” may include a process for verifying an identity of

something (e.g., a user). One form of authentication can be biometric authentication.

[0020] An “authorization request message” may be an electronic message that
requests authorization for a transaction. In some embodiments, it is sent to a
transaction processing computer and/or an issuer of a payment card to request
authorization for a transaction. An authorization request message according to some
embodiments may comply with ISO 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a user
using a payment device or payment account. The authorization request message may
include an issuer account identifier that may be associated with a payment device or
payment account, and a message type indicator. An authorization request message
may also comprise additional data elements corresponding to “identification information”
including, by way of example only: a service code, a CVV (card verification value), a
dCVV (dynamic card verification value), a PAN (primary account number or “account
number”), a payment token, a user name, an expiration date, etc. An authorization
request message may also comprise “transaction information,” such as any information
associated with a current transaction, such as the transaction amount, resource
provider identifier, resource provider location, acquirer bank identification number (BIN),
card acceptor ID, information identifying items being purchased, etc., as well as any
other information that may be utilized in determining whether to identify and/or authorize
a transaction.

[0021] An “authorization response message” may be a message that responds to
an authorization request. In some cases, it may be an electronic message reply to an
authorization request message generated by an issuing financial institution or a
transaction processing computer. The authorization response message may include, by
way of example only, one or more of the following status indicators: Approval —
transaction was approved; Decline — transaction was not approved; or Call Center —
response pending more information, resource provider must call the toll-free
authorization phone number. The authorization response message may also include an
authorization code, which may be a code that a credit card issuing bank returns in
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response to an authorization request message in an electronic message (either directly
or through the transaction processing computer) to the resource provider's access
device (e.g., POS equipment) that indicates approval of the transaction. The code may

serve as proof of authorization.

[0022] An “authorization provider” can be an entity which can authorize or
approve transactions. An authorization provider may typically refer to a business entity
(e.g., a bank) that maintains an account for a user and is capable of authorizing
transactions such as payment transactions, for example the purchase of goods or
services. An authorization provider may provide a statement of the account to the user
listing the transactions on the account. An authorization provider may enable a user to
select a transaction on their statement to see a detailed digital receipt. The
authorization provider may request the digital receipt from a processing server that

provides an API for requesting digital receipts.

[0023] A "computing device" may be any suitable device that can receive and
process data. Examples of computing devices may include access devices, transport

computers, processing network computers, or authorization computers.

[0024] A “memory” may be any suitable device or devices that can store
electronic data. A suitable memory may comprise a non-transitory computer readable
medium that stores instructions that can be executed by a processor to implement a
desired method. Examples of memories may comprise one or more memory chips, disk
drives, etc. Such memories may operate using any suitable electrical, optical, and/or
magnetic mode of operation.

[0025] A “processor” may refer to any suitable data computation device or
devices. A processor may comprise one or more microprocessors working together to
accomplish a desired function. The processor may include a CPU comprising at least
one high-speed data processor adequate to execute program components for executing
user and/or system-generated requests. The CPU may be a microprocessor such as
AMD's Athlon, Duron and/or Opteron; IBM and/or Motorola's PowerPC; IBM's and
Sony's Cell processor; Intel's Celeron, Itanium, Pentium, Xeon, and/or XScale; and/or

the like processor(s).

[0026] A “resource” may be something that may be used or consumed by an
entity or transferred between entities. A resource may also be something that is

accessed by an entity. For example, the resource may be an electronic resource (e.g.,
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stored data, received data, a computer account, a financial account, a network-based
account, an email inbox), a physical resource (e.g., a tangible object, a building, a safe,
or a physical location), or other electronic communications between computers (e.g., a

communication signal corresponding to an account for performing a transaction).

[0027] A “requestor” may be an entity that submits a request to complete a
transaction. In some cases, a requestor may be a resource provider that submits a
request to make payment to a supplier. Examples of a resource providers include a
merchant website operator, a data storage provider, an internet service provider, a
bank, a merchant, a building owner, a governmental entity, etc. A requestor computer
may be any computing device operated by, or on behalf of, a requestor in order to

submit such a request.

[0028] A “requestor identifier” may include any suitable information that can
identify a requestor or the requestor computer operated by the requestor. The
requestor identifier may include any suitable form. For example, examples of requestor
identifiers may include e-mail addresses, |IP addresses, usernames, phone number, a
service provider account number, a specific identifier created by a service provider

computer for a requestor, etc.

[0029] A “recipient” may be an entity which is intended to receive something. In
some embodiments, a recipient may be an entity that can receive payment for an
invoice from a requestor. A recipient computer may be any computing device operated

by, or on behalf of, a recipient in order to manage received resources.

[0030] A “recipient identifier” may include any suitable information that can
identify a recipient or the recipient computer operated by the recipient. The requestor
identifier may include any suitable form. For example, examples of requestor identifiers
may include e-mail addresses, IP addresses, usernames, phone number, a service
provider account number, a specific identifier created by a service provider computer for
a recipient, etc.

[0031] A “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a Web server. A server computer
may be coupled to a database and may include any hardware, software, other logic, or

combination of the preceding for servicing the requests from one or more client
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computers. A server computer may comprise one or more computational apparatuses
and may use any of a variety of computing structures, arrangements, and compilations
for servicing the requests from one or more client computers.

[0032] "Conditional control data" can include data which can control or limit the
execution payment transactions associated with payment instructions. For example, in
embodiments of the invention, conditional control data can include rules provided by a
buyer, where the rules can set an upper limit on a transaction amount, or limit the
transaction amount to an exact amount. When an authorization request message
corresponding to a payment instruction is received by a server computer, the server
computer can reply by indicating that the authorization request message is not
authorized. Conditional control data can define or limit any particular characteristic of an
approvable transaction including a transaction amount, a transaction time, a transaction

location, a type of transaction, etc.

[0033] Details of some embodiments of the present disclosure will now be

described in greater detail.

[0034] FIG. 1 depicts an illustrative overview of a system capable performing
automated accounts payable processing. For clarity, a certain number of components
are shown in FIG. 1. It is understood, however, that embodiments of the disclosure may
include more than one of each component. In addition, some embodiments of the
disclosure may include fewer than or greater than all of the components shown in FIG.
1.

[0035] The system includes a requestor computer 102 operated by a requestor
(e.g., a merchant that acts as a buyer) as well as multiple recipient computers 104 (1-N)
operated by multiple recipients (e.g., suppliers of goods to a merchant that sells goods).
The system may also include a service provider computer 106 capable of interacting
with the requestor computer 102, the multiple recipient computers 104, and a
processing network 108. The processing network 108 may be in communication with
an authorizing entity computer 109 (e.g., an issuer computer). The service provider
computer 106 may be a server computer that is present in or forms an accounts

payable system.

[0036] Each of the entities in FIG. 1 may communicate through any suitable

communication channel or communications network. A suitable communications
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network may be any one and/or the combination of the following: a direct
interconnection; the Internet; a Local Area Network (LAN); a Metropolitan Area Network
(MAN); an Operating Missions as Nodes on the Internet (OMNI); a secured custom
connection; a Wide Area Network (WAN); a wireless network (e.g., employing protocols
such as, but not limited to a Wireless Application Protocol (WAP), I-mode, and/or the
like); and/or the like.

[0037] The requestor computer 102 may be any suitable computing device
operated by, or on behalf of, a requestor. In some embodiments, the requestor
computer 102 may include a service interface capable of enabling the requestor
computer 102 to communicate with the service provider computer 106 in order to initiate
one or more of the processes described herein. For example, the requestor computer
102 may communicate with the service provider computer 106 to identify the recipient
computers 104 such that the recipient computers 104 are able to onboard to the service
provider computer 106 and provide invoices to the requestor computer 102 via the
service provider computer 106. In another example, the requestor computer 102 may
communicate with the service provider computer 106 to initiate a payment to a recipient
computer 104.

[0038] A recipient computer 104 may be any computing operated by, or on behalf
of, a recipient. In some embodiments, each recipient may be a resource supplier that
supplies resources and/or services to a requestor (e.g., requestor computer 102). Each
recipient computer 104 may be associated with multiple requestor computers. In some
embodiments, a recipient computer 104 may include a service interface configured to
enable interaction with the service provider computer 106 in order to initiate one or more
processes as described herein. For example, a recipient computer 104 may
communicate with the service provider computer 106 in order to provide an electronic
bill or invoice to the service provider computer 108 so that the requestor operating the
requestor computer 102 can pay it. In another example, a particular recipient computer
104 may communicate with the service provider computer 106 in order to enroll or
create an association between the particular recipient computer 104 and a particular
requestor computer 102.

[0039] The service provider computer 106 may be any computing device
configured to perform at least a portion of the functionality described herein. In some
embodiments, the service provider computer 106 may be part of or may form an
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accounts payable automation system. An exemplary accounts payable automation
system can include software and hardware to: receive file payments, online payments,
and Web-services payments; process invoices; send notifications, and initiate the

generation of authorization request messages to conduct payment card transactions.

[0040] In some optional embodiments, the service provider computer 106 may be
programmed with a “reseller” function. The reseller function may allow an entity (e.g., a
bank) to “resell” services (e.g., merchant acceptance payment services, accounts
payable services, fraud services, etc.) provided by the service provider computer 106.
In an example reselling scenario, a reseller such as a bank, may resell the merchant
acceptance services provided by the service provider computer 106 to various
merchants. The merchants may be considered purchasers of the resold service. The
bank may obtain some fee from the operator of the service provider computer 106 in
exchange for being a reseller. In embodiments, the “reseller” function may be
advantageously repurposed to onboard suppliers to the service provider computer 106.
That is, in an accounts payable environment, the requestor (e.g., a merchant buyer)
may act as a reseller, and may onboard recipients (e.g., sellers that sells goods to the
merchant buyer) to the service provider computer By repurposing a reseller
functionality to onboard suppliers to an accounts payable automation system, suppliers
can be advantageously onboarded quickly and easily without creating an entirely new
system with new software.

[0041] In some embodiments, the service provider computer 106 may also be
configured to use, for each requestor computer 102 and/or recipient computer 104, a
separate application programming interface (API) 110 (e.g., APl 110(1-M)) specific to
that entity in order to perform actions on behalf of the entity. For example, the service
provider computer 106 may, upon enrollment of a requestor computer 102 with the
service provider, have an AP| 110(1) which corresponds to requestor computer 102. In
some embodiments, the APl 110 may provide or receive access credentials (e.g., a
login and password) specific to the requestor computer 102, a payment device, and/or a
transaction key. For example, upon receiving, via the APl 110 instructions from a
requestor computer 102 to complete a payment to be received by a particular recipient
associated with a particular recipient computer 104(1), the service provider computer
106 may then charge an account identifier (e.g., a payment account identifier)
associated with the requestor computer 102 and initiate the generation and submission
of an authorization request message for the transaction to the processing network 108
9
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(e.g., a payment processing network) on behalf of the recipient computer 104(1),
without any communication with the recipient computer 104(1). In this way, the
recipient computer 104 is able to receive the payment without any action on the part of
the recipient computer 104 and without the need to provide payment device details to
the recipient computer 104 (maintaining security of that payment device and preventing
potential fraud by the recipient).

[0042] The processing network 108 may be any group of computing devices
configured to route messages. In some embodiments, the processing network 108 may
be a payment processing network configured to convey authorization request messages
from a submitting entity to an authorizing entity computer 109 (e.g., an issuer

computer).

[0043] The processing network 108 may be a payment processing network and
may include data processing subsystems, networks, and operations used to support
and deliver authorization services, exception file services, and clearing and settlement
services. An exemplary payment processing network may include VisaNet™. Payment
processing networks such as VisaNet™ are able to process credit card transactions,
debit card transactions, and other types of commercial transactions. VisaNet™, in
particular, includes a VIP system (Visa Integrated Payments system) which processes
authorization requests and a Base Il system which performs clearing and settlement
services. The payment processing network may use any suitable wired or wireless

network, including the Internet.

[0044] By way of illustrating an example interaction between the various
components of FIG. 1, consider a scenario in which a Resource Supplier A (operating
one of the recipient computers 104) requests payment from a Resource Provider, which
may operate the requestor computer 102. In this scenario, the Resource Provider may
first enroll with the service provider computer 106. Upon enroliment, as noted above,
the requestor computer 102 may become a “reseller” or “redistributor” of the services
offered by the service provider computer 106. The requestor computer 102 may use an
API to provide its own requestor identifier and/or transaction key to the service provider
computer 106. The requestor computer 102 may then establish a relationship with the
Resource Supplier A. In some cases, this may involve the Resource Provider providing
contact information for Resource Supplier A (e.g., a recipient identifier or resource
supplier identifier) to the service provider computer 106 and the service provider

10



WO 2021/091559 PCT/US2019/060249

computer may contact the recipient computer operated by Resource Supplier A. Once
enrolled, Resource Supplier A could then upload a bill or invoice to the service provider
computer 106 to be paid by the Resource Provider.

[0045] Continuing with the above scenario, once the Resource Provider has
approved the invoice for payment (resulting in submission to the service provider of a
request to make a payment), the service provider computer 106 may initiate the API
associated with the Resource Provider with an indication of Resource Supplier A and an
amount to be paid (e.g., a request to initiate the API may include a merchant identifier
for Resource Supplier A). The API may then cause the service provider computer 106
to charge a payment device associated with the Resource Provider on behalf of

Resource Supplier A for the amount due.

[0046] FIG. 2 shows a more detailed block diagram of an system for allowing
accounts payable processing according to embodiments. In FIG. 2, service provider
computer 200 may be in communication with at least one requestor computer 222. The
service provider 200 and/or the requestor computer 222 may further be in
communication with at least one recipient computer 224. Service provider computer
200, requestor computer 222, and recipient computer 224 may be respective examples
of service provider computer 106, requestor computer 102, and recipient computer 104
depicted in FIG. 1.

[0047] The service provider computer 200 may include a server computer, and
may be or be part of an accounts payable automation system. The service provider
computer 200 can be implemented in a hosted computing environment. A hosted
computing environment may also be referred to as a cloud-computing environment.

[0048] In one illustrative configuration, the service provider computer 200 may
include at least one memory 202 and one or more processing units (or processors) 204.

[0049] Turning to the contents of the memory 202 in more detail, the memory 202
may include an operating system and one or more application programs or services for
implementing the features disclosed herein including at least an APl module 208 that,
when executed by another computing device, is configured to generate, implement,
and/or operate implement an application programming interface associated with that
computing device. The APl module 208 may comprise code, executable by a processor
on a computing device to cause that computing device to generate (or operate) an API

and transaction key. The transaction key may be an API key that is specifically
11



WO 2021/091559 PCT/US2019/060249

associated with a requestor (e.g., a buyer) and a recipient (e.g., a supplier). In some
embodiments, the APl module 208 may request access credentials (e.g., login and
password) from a user of a computing device, which uses the APl module 208. In some
embodiments, the APl module 208 may generate an application programming interface
for a computing device such that another computing device (e.qg., the service provider
computer 200) may make a call to the API in order to perform an action on behalf of the

computing device.

[0050] In some embodiments, the memory 202 may also include a processing
module 210 that, when used in conjunction with the processor(s) 204, is configured to
conduct a requested transaction by calling upon an API. In some embodiments, the
processing module 210 may comprise code, executable by the processor(s) 204 to,
upon receiving a request to process a transaction on behalf of an entity, interact with an
API associated with that entity in order to complete the payment on behalf of that entity
to another entity. In some embodiments, an entity such as a requestor computer 222
may provide the service provider computer 200 with a request to complete a payment to
a particular entity (e.g., a resource supplier). Upon receiving that request, the
processing module 210 may identify an API and/or transaction key (e.g., from
transaction key data 212 or API data 214) associated with the requesting entity. Upon
retrieving the API and/or transaction key associated with the requesting entity, the
processing module 210 may authenticate a relationship between the requestor and the
entity to be paid. This may involve determining that the payee is enrolled as a resource
supplier to the requesting entity as well as verifying that the requestor is an authorized
party. In some cases, the requestor may be asked to provide access credentials
associated with the requestor. These may be used by the API to authenticate that the
requestor is an authorized representative of the requestor. Once the relationship
between the requestor and the payee has been authenticated, the processing module

210 may proceed to process the requested transaction.

[0051] The processing module 210, with the processor 204, may retrieve an
account identifier from the account identifier data storage 222 or from the account
number generation module 212. The account identifier data storage 222 may contain
account identifiers generated from the account number generation module 212 or from
an authorizing entity computer in communication with the service provider computer

200. If the account identifier generation module 210 generates the account identifier,
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then the account identifier may be provided (e.g., in real time or in a batch process) to
an appropriate authorizing entity computer associated with the requestor.

[0052] The account identifier may be an account number such as a credit or debit
card account number. In some instances, the account identifier may be a “single use”
account identifier, meaning that the account identifier is only used for the current
transaction being processed, and once it is used, it is deleted from the service provider
computer 200. In other embodiments, the account identifier may be used for many
transactions. In embodiments, the account identifier is never transmitted or provided to
the recipient computer of the recipient that is to be paid.

[0053] Once the account identifier is obtained, the processor 204 and the
processing module 210 may initiate the generation of an authorization request
message. In some embodiments, the service provider computer 200 generates an
authorization request message on behalf of the payee that includes payment details
(e.g., a payment account and amount) provided by the requestor. This authorization
request message is then routed to an appropriate authorization entity computer via
processing network (e.g., a payment processing network).

[0054] The service provider computer 200 may also comprise a registration
module 214 that can include code for performing the requestor computer and recipient
computer registration processes described herein.

[0055] The service provider computer 200 may also include a number of data
stores, including transaction key data 218, which may maintain transaction keys
associated with various requestor/recipient combinations, API data 220, which
maintains a library of APIs associated with various entities (e.g., requestor computers
222), account identifier data 222 which may contain account identifiers that can be used
with transactions, and conditional control data 224 which can contain data that can be

used to control the authorization of transactions.

[0056] The service provider computer 200 may also contain communications
interface(s) 216 that enable the service provider computer 200 to communicate with a
stored database, another computing device or server, one or more remote devices,
and/or any other suitable electronic devices. In some embodiments, the communication
interface 216 may enable the service provider computer 200 to communicate with other
electronic devices on a network 220 (e.g., on a private network). The service provider

computer 200 may also include input/output (I/0O) device(s) and/or ports 218, such as for
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enabling connection with a keyboard, a mouse, a pen, a voice input device, a touch
input device, a display, speakers, a printer, etc. In some embodiments, the service
provider computer 200 may be in communication with a requestor computer 222 and/or

a recipient computer 224 via the network 220.

[0057] In some embodiments, the network 220 may include any one or a
combination of many different types of networks, such as cable networks, the Internet,
wireless networks, cellular networks, and other private and/or public networks. While the
illustrated example depicts various electronic devices accessing the service provider
computer 200 over the network 220, the described techniques may equally apply in
instances where the electronic devices interact with the service provider computer 200

over a landline phone or computer, via a kiosk, or in any other manner.

[0058] The requestor computer 222 may be any suitable type of computing
device capable of submitting a request to complete a transaction. The requestor
computer 222 may include a memory and one or more processors capable of
processing computer executable instructions. The requestor computer 222 may also
include a service interface 226 which enables interaction between the requestor
computer 222 and the service provider 200. In some embodiments, the requestor
computer 222 may have an API 228 and/or transaction key, which may be stored in
memory. The requestor computer 222 may provide the data via the APl 228 and/or
may provide transaction key to the service provider computer 200 (if the transaction key

is not generated by the resource provider computer 200).

[0059] The recipient computer 224 may be operated by a resource supplier that
is to be paid. The recipient computer 224 may include a service interface 230, which
allows it to communicate with the resource provider computer 200.

[0060] FIG. 3 shows a swim lane diagram illustrating a process for providing
direct payment between a requestor computer and a recipient computer in accordance
with at least some embodiments. Process 300 illustrates a series of exemplary
interactions between a requestor computer 102, a service provider computer 106, a
recipient computer 104, and a processing network 108, each of which are described in

relation to FIG. 1 above.

[0061] Process 300 may begin at 302, when a requestor computer 102 is
registered or enrolled with the service provider computer 106. In some embodiments,

the requestor computer 102 may access an APl module, which causes the requestor
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computer 102 to initiate the generation of an API specific to the requestor computer
102. The API may then be stored by the service provider computer 106. During
generation of an API, a user of the requestor computer 102 may be asked to provide
access credentials (e.g., a login and password) to be used to authenticate a user of the
API.

[0062] At 304, a recipient computer 104 (or the service provider computer 106 on
behalf of the recipient computer 104) may contact the requestor computer 102 to
provide an invoice for the payment for goods or services received by the requestor
operating the requestor computer 102. In some embodiments, this invoice may be
transmitted directly between the recipient computer 104 and the requestor computer
102. In some embodiments, the recipient computer 104 may submit the invoice to the
service provider computer 106, which may then communicate that request to the
requestor computer 102. In the case in which the invoice is communicated between the
recipient computer 104 and the requestor computer 102, the requestor computer 102
may require that the recipient computer 104 also enroll with the service provider
computer 106. In some embodiments, this may involve the requestor computer 102
providing an indication of, or contact information for, the recipient computer 104 to the
service provider computer 106 in a request for enroliment at 306. For example, the
requestor computer 102 may provide the service provider computer 106 with a recipient
identifier such as an email address for a representative of the recipient. In these
embodiments, the service provider computer 106 may contact and prompt the recipient
(e.g., via the contact information) at 308 in order to initiate an enroliment process for the
recipient computer 104 and/or the recipient operating the recipient computer 104, and
the recipient computer 104 may respond to the prompt with an appropriate affirmation of
the start the enroliment process. In other embodiments, the requestor computer 102
may provide the recipient computer 104 with a link or distributable software application
that, when accessed, causes the recipient computer 104 to communicate with the

service provider computer 106 in order to complete an enrollment process.

[0063] At 310, the process may involve enrollment of the recipient computer 104
and/or the recipient operating the recipient computer 104 with the service provider
computer 106. This may involve creating and recording a relationship between the
recipient computer 104 and the requestor computer 102. It should be noted that the
recipient computer 104 may be one of several recipient computers 104 having a
relationship with a particular requestor computer 102. Likewise, each recipient

15



WO 2021/091559 PCT/US2019/060249

computer 104 may have relationships with multiple requestor computers. A transaction
key may be created for a particular requestor computer 102/recipient computer 104
relationship or association. The transaction key may be an identifier (a string of

characters) that represents that relationship.

[0064] At 312, the recipient computer 104 may submit an invoice to the service
provider computer 106 that lists an amount due from requestor computer 102, in
response to providing goods or services by the recipient operating the recipient
computer 104 to the requestor operating the requestor computer 102. In some
embodiments, the invoice may include details regarding a list of resources (e.g., goods
and/or services) provided to the requestor computer 102, a recipient identifier, a

requestor identifier, a requestor identifier, and a transaction amount.

[0065] At 314, the process may involve notifying the requestor computer 102 that
an invoice has been received. In some embodiments, the requestor computer 102 may
be provided with a list of all outstanding invoices provided with respect to the requestor
computer 102 by recipient computers 104. In some embodiments, the requestor
computer 102 may be provided the ability to review each invoice in detail in order to

approve each invoice.

[0066] At 316, the process may involve the requestor computer 102 providing a
request to the service provider computer 106 to initiate payment for an invoice. The
request may include a requestor identifier associated with a requestor (e.g., a requestor
or requestor computer identifier previously assigned to the requestor by the service
provider computer 106 or previously provided to the service provider computer 106 by
the requestor computer 102) and a recipient identifier (e.g., a recipient or recipient
computer identifier previously assigned to the recipient by the service provider computer
106 or previously provided to the service provider computer 106 by the recipient
computer 102) associated with a recipient, and an acknowledgement of the amount to
be paid. In some embodiments, the request may be received automatically in response
to an invoice being approved for payment by the requestor computer 102.

[0067] At 318, the process may involve the service provider computer 106
initiating the payment of the invoice on behalf of the recipient. This can be done without
any communication with the recipient computer 104. To do so, the service provider
computer 106 may identify an API and/or transaction key (e.g., from transaction key
data or API data) associated with the requestor computer 102 and/or the recipient
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computer 104. Upon retrieving the API and/or transaction key associated with the
requestor computer 102, the service provider computer 106 may authenticate a
relationship between the requestor and the recipient. This may involve determining that
the recipient computer 104 is enrolled as a resource supplier to the requestor computer

102 as well as verifying that the requestor is an authorized party.

[0068] Upon authentication of the relationship, the service provider computer 106
may use the previously described transaction processing module to obtain an account
identifier associated with the requestor computer 102 and/or the current transaction
being conducted. Once the service provider computer 106 has obtained the account
identifier, it may then initiate the generation of an authorization request message, which
will be sent to an authorizing entity computer for approval. The initiation of the
generation of the authorization request message may include the service provider
computer 106 actually generating the authorization request message using the account
identifier and the transaction amount. In other embodiments, the initiation of the
generation of the authorization request message may include providing a data packet
including the account identifier and the transaction amount to a payment processor
(e.g., a computer in the processing network 108) to generate the authorization request

message.

[0069] At 320, if the authorization request message is generated by the service
provider computer 106, then it may be transmitted to the processing network 108. The
authorization request message may include at least the invoiced amount (or an amount
derived from the invoiced amount such as a total including the invoiced amount or an
amount that includes the invoiced amount, reduced by any fees) and a payment
account identifier associated with the requestor computer 102.

[0070] Conditional control data may also be applied to the transaction at this

time. For example, the requestor 102 may need to pay an invoice for $1001.37, and
may provide conditional control data to the service provider computer 106 indicating that
the authorization request message should only be generated or approved if the
authorization request message is for the exact amount of $1001.37 or is for anything
less than $1002.00. The use of conditional control data provides assurance to the
requestor operating the requestor computer 102 that any authorization request
messages that are submitted for approval will contain the correct invoice amount or will
not substantially deviate from the invoice amount.
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[0071] At 321, once received by the processing network 108, the processing
network 108 may look up the appropriate authorizing entity computer using a routing
table and a portion of the account identifier, and may route it to the authorizing entity
computer 109. The authorizing entity computer 109 may then decide if the transaction
is authorized, and may respond to the processing network 108 with an authorization
response message comprising an indicator indicating if the transaction is approved or
declined. In other embodiments, the processing network 108 may provide the
authorization response message directly to the recipient computer 104 without

communicating with the authorizing entity computer 109.

[0072] At 322, the process may involve the recipient computer 104 receiving an

authorization response message from the processing network 108.

[0073] At the end of the day or some other time, a clearing and settlement
process can occur. The clearing and settlement process can transfer money from the
authorizing entity operating the authorizing entity computer 109 to the account of the
recipient (which may be held by the service provider computer or a financial institution
affiliated with the recipient).

[0074] FIG. 4 depicts a first exemplary process by which a service provider may
enable a resource provider to push a “straight-through-payment” to a recipient entity. In
FIG. 4, a service provider 402 may maintain a number of APls 404 each associated with
a different resource provider. A resource provider 406 may interact with the service

provider 402 in the manner described below.

[0075] In a step 1 of the exemplary process 400, an application programming
interface 404 (in the depicted example, 404(3)) is generated for the resource provider
406. To do this, the resource provider 406 may participate in an enrollment process for
the service provider 402 during which the resource provider 406 may provide enroliment
data 408. The enrollment data may include a number of data associated with the
resource provider 406. In some embodiments, the enroliment data 408 may include
access credentials such as a login and/or password for the resource provider 406. In
some embodiments, the API 404 associated with the resource provider 406 may be
generated by the service provider 402 using the enrolliment data 408. In some
embodiments, the APl 404 associated with the resource provider 406 may be generated
by the resource provider 406 using a module or library made accessible by the service
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provider 402. In these embodiments, the resource provider 406 may then provide the
generated API back to the service provider 402.

[0076] Additionally, the resource provider 406 may cause one or more resource
suppliers (e.g., potential recipient entities) to enroll with the service provider 402. To do
this, the resource provider 406 may provide the one or more resource suppliers with
access to an API generation module and/or enroliment module maintained by the
service provider 402. The resource suppliers may then provide enroliment data to the

service provider 402.

[0077] In a step 2 of the exemplary process 400, the resource provider 406 may
initiate a payment transaction to a recipient computer. To do this, the resource provider
406 may provide transaction data 410 to the service provider 402. In some
embodiments, the transaction data 410 may be formatted as an API call, which includes
an identifier for a resource supplier (e.g., recipient computer) and, in some cases, a
payment account identifier. The resource provider 406 may provide access credentials
to be used in authenticating a user or agent of the resource provider 406. In some
embodiments, the resource provider 406 may also transmit an identifier for the API
404(3), which the service provider 402 may use to identify the APl 404(3). In some
embodiments, the service provider may identify the APl 404(3) by virtue of its
association with the resource provider 406. In some embodiments, the service provider
402 may further authenticate a relationship between the resource provider 406 and the

resource supplier.

[0078] In a step 3 of the exemplary process 400, the AP| 404(3) associated with
the resource provider 406 may conduct the payment transaction in accordance with the
provided transaction data. To do this, the APl 404(3) may authenticate access
credentials provided by a user or agent of the resource provider 406. Upon
authentication of access credentials, the APl 404(3) may generate an authorization
request message that corresponds to the transaction data 410 provided. The
authorization request message may be generated on behalf of the resource supplier for
the transaction, using details provided by the resource supplier during the enroliment
process. The authorization request message may then be routed to an authorization
provider for the payment account via a processing network 412. Because the
authorization request message is generated on behalf of the resource supplier, a
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charged amount for the transaction may be transferred directly to an account associated

with the resource supplier upon settlement.

[0079] FIG. 5 depicts a second exemplary process by which a service provider
may enable a resource provider to push a “straight-through-payment” to a recipient
entity. In FIG. 5, a service provider 502 may maintain a number of APIs 404 each
associated with a different resource supplier. A resource provider 506 may interact with
the service provider 502 in the manner described below to complete a transaction with a

resource supplier 508.

[0080] In a step 1 of the exemplary process 500, an application programming
interface 504 (in the depicted example, 504(3)) is generated for the resource supplier
508. To do this, the resource provider 506 may first participate in an enroliment process
for the service provider 502. The resource provider 506 may then provide a link or
referral to the resource supplier 508 requesting that the resource supplier 508 also
enroll with the service provider 502. The resource supplier 508 may then enroll with the
service provider 502 by providing enroliment data 510. The enrollment data 510 may
include a number of data associated with the resource supplier 508. In some
embodiments, the enrollment data 510 may include access credentials such as a login
and/or password for the resource supplier 508 and an API 504 may be generated in
association with the resource supplier 508. In some embodiments, the API 504
associated with the resource supplier 508 may be generated by the service provider
502 using the enroliment data 510. In some embodiments, the API 504 associated with
the resource supplier 508 may be generated by the resource supplier 508 using a
module or library made accessible by the service provider 502. In these embodiments,
the resource supplier 508 may then provide the generated API back to the service

provider 502.

[0081] In a step 2 of the exemplary process 500, the resource provider 506 may
initiate a payment transaction to a recipient computer. In some embodiments, the
payment transaction may be initiated upon receipt of an invoice by the resource
provider 506 from the resource supplier 508. To do this, the resource provider 506 may
provide transaction data 512 to the service provider 502. In some embodiments, the
transaction data 510 may be formatted as an API call, which includes an identifier for
the resource supplier 508 and, in some cases, a payment account identifier. The
resource provider 506 may provide access credentials to be used in authenticating a
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user or agent of the resource provider 506. The service provider may identify the API
504(3) by virtue of its association with the resource supplier 508. In some embodiments,
the service provider 502 may further authenticate a relationship between the resource

provider 506 and the resource supplier 508.

[0082] In a step 3 of the exemplary process 500, the AP| 504(3) associated with
the resource provider 506 may conduct the payment transaction in accordance with the
provided transaction data. To do this, the APl 504(3) may authenticate access
credentials provided by a user or agent of the resource provider 506. Upon
authentication of access credentials, the APl 504(3) may generate an authorization
request message that corresponds to the transaction data 512 provided. The
authorization request message may be generated on behalf of the resource supplier for
the transaction, using details provided by the resource supplier during the enroliment
process. The authorization request message may then be routed to an authorization
provider for the payment account via a processing network 514. Because the
authorization request message is generated on behalf of the resource supplier, a
charged amount for the transaction may be transferred directly to an account associated
with the resource supplier 508 upon settlement.

[0083] Embodiments of the disclosure provide for a number of advantages over
conventional systems. For example, embodiments of the system described herein
enable a “straight-through payment” to be made in a business-to-business payment
environment. It should be noted that B2B payment environments suffer from a number
of challenges which are not prevalent in typical peer to peer payment systems because
of the large number, and frequency, of transactions. Because of this, conventional B2B
payment systems often involve providing an account number to the intended recipient of
the payment, who then uses it to be paid. This presents a data security problem, since
a recipient may not be honest and may use the account number in a fraudulent manner.
This also means that the transfer will be initiated at the discretion of the payee, which
does not allow for predictability for the payer. These conventional techniques resultin a
system which is burdensome for both entities in the B2B relationship. Further, the

onboarding of recipients and requests is difficult in conventional systems.

[0084] Embodiments of the disclosure, on the other hand, remove these burdens
on the entities within the B2B relationship by providing “straight-through payments” in

that the payer, upon initiating the payment, causes a service provider computer receive
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an instruction to pay an invoice from a requestor, and then to initiate payment using an
obtained account number without contacting the recipient. The recipient never receives
the account number and therefore cannot conduct fraudulent transactions. Further,
because the service provider operating the service provider computer is a trusted entity,
there is no need to create a temporary, single use account (although though it may do
s0) and the payer can decide when the transaction occurs.

[0085] It should be understood that any of the embodiments of the present
disclosure can be implemented in the form of control logic using hardware (e.g. an
application specific integrated circuit or field programmable gate array) and/or using
computer software with a generally programmable processor in a modular or integrated
manner. As used herein, a processor includes a single-core processor, multi-core
processor on a same integrated chip, or multiple processing units on a single circuit
board or networked. Based on the disclosure and teachings provided herein, a person
of ordinary skill in the art will know and appreciate other ways and/or methods to
implement embodiments of the present disclosure using hardware and a combination of

hardware and software.

[0086] Any of the software components or functions described in this application
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C, C++, C#, Objective-C, Swift,
or scripting language such as Perl or Python using, for example, conventional or object-
oriented techniques. The software code may be stored as a series of instructions or
commands on a computer readable medium for storage and/or transmission, suitable
media include random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a compact
disk (CD) or DVD (digital versatile disk), flash memory, and the like. The computer

readable medium may be any combination of such storage or transmission devices.

[0087] Such programs may also be encoded and transmitted using carrier signals
adapted for transmission via wired, optical, and/or wireless networks conforming to a
variety of protocols, including the Internet. As such, a computer readable medium
according to an embodiment of the present disclosure may be created using a data
signal encoded with such programs. Computer readable media encoded with the
program code may be packaged with a compatible device or provided separately from
other devices (e.g., via Internet download). Any such computer readable medium may
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reside on or within a single computer product (e.g. a hard drive, a CD, or an entire
computer system), and may be present on or within different computer products within a
system or network. A computer system may include a monitor, printer, or other suitable

display for providing any of the results mentioned herein to a user.

[0088] The above description is illustrative and is not restrictive. Many variations
of the disclosure will become apparent to those skilled in the art upon review of the
disclosure. The scope of the disclosure should, therefore, be determined not with
reference to the above description, but instead should be determined with reference to
the pending claims along with their full scope or equivalents.

[0089] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

disclosure.

[0090] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.

[0091] All patents, patent applications, publications, and descriptions mentioned
above are herein incorporated by reference in their entirety for all purposes. None is
admitted to be prior art.
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