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Application Serial Nunmber 5 60/ d July 6, 2001, the entiretipy-
of which i sW@0xB§202 ncor porated by reflf'ence. Technical Fi BFHUSREIHP esent
application generally relates to informati on and data nmanagenent systens
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I nf or mati on @?ﬁ%%g@ rm?:ﬁ%??‘ng %@E‘gm}nd wgﬁg“ﬂ. nformati on and
service providers . enable users to access information and services via a
client-server architect o f pl e usi ng web-based applications
witten i =Refepence to Related ARDUCAUCRS Many of the functions performed by
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that a user wishes to performone of these routine functions, the user
must request the function to be perfornmed and provide all of the input for
t he funct ikeghnical Eddbe performed. This is true even in cases where the
| nput i s st and%ﬁé’{n%&qlt %cgt?o%s 11y AlaYes t6 {ﬂmﬂaﬁgﬂﬁﬁ ddtPmafipeRsit.systems
Repeat edl y requesting e sa ne |n ormation fromthe user tg acconpllsh a
previ ous| \and rechodst Thie present applicatoramorerspédifieallymelaigs ¢o Brformpgion deshogolpgyre
Some web-based .applications have addressed this inefficiency by providing
a capaW|IF??“?Bn tore user preferences. Such 25 functionality, however, is
only avail abl e sporadically, for specific web applications, nanely, t hose
applications which have been designed to include a feature of storing and
recalIingﬂﬁﬂﬂﬁﬁgﬂeferences Consequently, a need exists for a system and

met hod for red%ﬁnggmfd?ﬁa%ﬂ)ldﬁ& sefvidel prBvidéers Cenalbl arsersatouseessnindirmptiayiadé t o
submit routine riodic requests for information o

rvi.ce Further,
a need exisetvices ma acClignt-19rVe5 ATCRIPAARC: 16T SXHPLR PHEWEY- E?Fegﬁp@l ﬁoéls witteh fh
client 15'S erl\a{r?gruagcggmﬂ g’safaklﬁ’.nﬁany of the functions performed by such applications are routine

functions that a user may periodically request, such as checking a balance of a checking

account or making a minimum payment to a credit card account, for example.

Presently, each time that a user wishes to perform one of these routine functions, the

user must request the function to be performed and provide all of the input for the function to
20 be performed. This is true even in cases where the input is standardized and does not vary
from request to request. .

Repeatedly requesting the same information from the user to accomplish a previously
requested function is an inefficient use of the user’s time. Some web-based applications have
addressed this inefficiency by providing a capability to store user preferences. Such

25  functionality, however, is only available sporadically, for specific web applications, namely,
those applications which have been designed to include a feature of storing and recalling user
preferences.

Consequently, a need exists for a system and method for reducing the amount of time
and effort a user must p;'ovide to submit routine, periodic requests for information or services.

30 Further, a need exists for a solution which is compatible with existing client-server

applications.
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1 WD 03/005202 PCT/ US02/ 21439 Summary The follow ng presents a sinplified
summary of nethods, systens, and conputer readable nedia associated with
recording and replaying interaction associated with a client- server
application, thereby providing a virtual user interface. This summary is
not an 5 ewtceesmosw2 overview and is not intended to identiHGI/Sey21389
critical elenents of the nethods, systens, and/or nedia or to delineate the
scope of the methods, systens, and nedia. It conceptually identifies the

nmet hods, , and nedia in a sinplified formas a prelude to the nore
detai | ed descr irRd Qibwikgprdsent® hasaplifed suaingiry of idhdliss sfstems; end caupules
nmet hods and systens for nonitoring. interaction assogciate a. client

d. .10 with.
server appeadatie msAia) agsogiaiesinyith escopiingardd @“’é%ﬁt?r?ﬁﬂ?ﬁﬁfsfwﬁ:%omm %g“%' one

aspect Of sk PrlERl iferetd PRRIIAE b AirlEPRsbOkidifiod. NI REAGkpANaRSRL Al ed
with a client-server "application 1s disclosed. The net hod |€§1I udes

confi gdr i regtensivooerviey apd as beicikteadad tardantibi key grapritial dementsplthamefigdsal so

i ncl udes recordin ol fl e ' edM.t ik the
appl i cat i Sienneiitaf RBHRCY: fo SnBE REKHRY of BRAARAGE, I5AAR, Ml e Mand
conpar i ng cdfcepralpoidsatifies dlnenethddd, systenishendsmediein 2 simphified &ptraasacprelsds fool
flowto recorde%ﬁs,ﬁrv rLesponses tot %g%erm’ ne whether an alert condition
exi sts. ThRempEApta seripiion;tiat IS niesslied§* R cording to  the confi gured

anal ysi s par amghR'd@sclddu®)rbairs QEthodninti ayitags fortmemmiing intasstoni asetitedi t h an
application is also di sclpg‘zed. . I n one enbodi r.renti .the sys em_#\clouglr%s a
conf i gdr atWitna FheRt SErveLRPPYEITOR; P SATPUS PFOREF It VUSAF Y ur B 0Et 4° The

system al %Qpéc?&* thlg@%cl%sﬁr@,czpfn@{hﬂg o sHiRrih® intéradtiohQlsédeited] Witht cBetwaver
i nteraction of the application. The recording.nodule.is {u@qué%o rs?st ive

to store @pplication fs|discloseht Zhe msthed dnplydsg cqmdiglripgrecoiding. lay
I nteractiof), S%%HS&EJ&;{@ME HAGEISARRe Gntrl M%se’i‘%%sﬁens@@s&ia@éﬂba(m

T
nodul e isp(%aénregé?sl‘ve to replay clfll ent portions of the store control flow

data and twittethe bpptieatier. Vithe metbqpbhsber indudge replayingghe aentiob fow: andfoBpaiiig | n

25 addi tion, the systeminglud trol | '
cont 1 g noransporzed Fha s SE5% 4F 15 R A0 STREY vt B reGRLd Rick Bpiris
Conput er - g ageRhife Fhahads ABttamdiion eaisso Ttk aktasaditivhisgrosessd sdwrdingtessi ng

instructions far inplenenting certain disclosed nethods. Certain
i || ust r at ithecopdigwed anadysis #Pods, systenms, and conputer readabl e nedia

are 30 descri hegdshRel fir tdnitof RS HehdOR awokihted ethf 8] dpplitatigndesles distlbsd. and
the annexelg o%ree}embggiiﬁent, the system includes a configuration module for defining and storing
20  configuration data, The system also includes a recording module for monitoring client-server
interaction of the application. The recording module is further operative to store control flow
data representing the monitored client-server interaction. The system further includes a
playback module. The playback module is operative to replay client portions of the stored
control flow data and to analyze server responses to determine and report an alert. In
25  addition, the system includes a control module for controlling the configuration module, the
recording module and the playback module.
Computer-readable storage media are also disclosed which include processing
instructions for implementing certain disclosed methods.
Certain illustrative aspects of the methods, systems, and computer readable media are
30  described herein in connection with the following description and the annexed drawings.
These aspects are indicative, however, of but a few of the various ways in which the
principles of the methods, systems, and media may be employed and thus the examples are
intended to include such aspects and equivalents. Other advantages and novel features may

become apparent from the following detailed description when considered in conjunction
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These aspects are indicative, however, of but a few of the various ways in
which the principles of the nethods, systens, and nedia nmay be enpl oyed
and thus the exanples are intended to include such aspects and

equi val ents. O her advantages and novel features nmay becone apparent from
t he fol | owi W@ 0aet5a¢2 ed descri pti on when considered i n conjREIVISRID? WO
03/005202 with the draw ngs. PCT/ US02121439 Brief Description of the

Dr awi ngs fg onpl et e understandi ng of the present nethods and

syst ens, %Pé‘?eence g 5 now nade to the foll owi ng description taken in
conjunction wth the acconpanying drawings in which |ike reference nunbers
I ndi cate Like features.an In: Figure 1 is a schematic bl ock diagram
of an exalpiebDe 2 %Wﬁ ng system Figure 2 is a flow chart, that
i || ustrates anFexampteccommldiodndensganding ofethp progént gnethnds and systees FEHeRLddr di ng

systemof Figure 1; Fi.gure 3 is an i.niti.al w s
enbodi ﬁen{m‘f’%‘éadﬁrt%@é%? 1°§B’85 ?7?8??%0&%( i%ﬁ%’lg%t% Q‘g&%é\?c?ﬁl& gncge‘g%%r%dow of
t he exenphpkiick TROLHFEIE ntiBerp iriieind likeafpgthies and whereiBi gure 5 is a control
fl ow recordi ng_w ndow of the Heggl ary epbodi nment. { het.éar% Sk s ication;
15 Fi gures 6A- BIBUErels ¢4FheB1EC RIOFH SRS WP TSR Y ?%r ags?sgp-’addi ng
wizard for t h@{;%feem 2nywecHaadhaanhsthe B &aeple methbdoledy fom emphoying ter es

S

7A-7D are various w ndows enabling nmethod validation configuration for the
exenpl ar y irsepetitinmesnrding eysigmeefdiigurgdpl i cation. 20 Detail ed Description

exanplg et 2;’2gigeuge\’f%gﬂgjgg@m%gmmﬁne&e@%?f%ﬁodﬁﬁ%%@ﬁresdﬁ%pﬁemnj bed

W th ere € reference nunerals are used to
refer to |ike glgaredtis a Nevolottoee” windavhef s exsmmiyy reshodinpent ke pregent
purposes of expl anation, numerous specific details are set forth in order
to facili BRSNS oughl y understandi ng the nmethods and systems. 25 It may
be evident, howaed s istahahtrélidwirtdditg vindovs yhthe meenaplery lsmbpdimrant be @refft hout
these specific details. In other instances, well-known structures and
devi ces afBPA B in block diagramformin order to sinplify the

descripption. ThguR:GRe8G afPPirichs WikibvalgesRnes atdoading toom step-aridiog midaid fer
Technol ogy managenent .
the exemplary embodiment the present application; and :
Figures 7A-7D are various windows enabling method validation configuration for the

exemplary embodiment the present application.

20 Detailed Description
Example methods, systems, and computer readable media are now described with

reference to the drawings, where like reference numerals are used to refer to like elements
throughout. In the following description, for purposes of explanation, numerous specific
details are set forth in order to facilitate thoroughly understanding the methods and systems.
25 It may be evident, however, that the methods and systems can be practiced without these
specific details. In other instances, well-known structures and devices are shown in block
diagram form in order to simplify the description.
The present application augments traditional Information Technology management
solutions by provid'mg'the ability to record, replay and analyze interaction between a user and '
30  an application. In one embodiment, such interaction may represent business logié oceurring
within a client-server application. Although the exemplary system is described with respect
to a client-server architecture, other architectures may be utilized, such as a peer to peer

architecture, for example.
The present application describes an exemplary client-server interaction
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solutions by providing the ability to record, replay and anal yze
interaction between a user and 30 an application. In one enbodi nent, such
interaction may represent business logic occurring within a client-server
application. Al though the exenplary systemis described wth resg)ect to a
client-serveP 030X ect ure, other architectures may be ut BGTAEHY Weh as a
peer to peer architecture, for exanple. The present application describes

an exenpl ?elfcxgld‘é}/h‘(ii?%r‘ PERUALIST RGP NMOHARLA0S? A2er REE PO A4 RSed

recor der/ plrayer nteracti on Recorder") ] rH)I oys a u er:friend}&/

Wi zar d- bageetfack hi ereftaeeritun! syepallee exemplary Hiterpadion W?Féeréiééﬁgﬁeéﬂr?m K%t %ct i on
Recorder uses the virtual U ool at. - i @masit viighalM t h
Enterpris& L‘i@%a %ﬂ“ﬁ%ﬁg@m&@‘%%%@%ﬁ%m%ﬁle;s ‘then interact
per i odi calets Whénh iteraets paidivaltyl with entasswiatel chigpiserven epilicetons i 3p2lyzs

whet her the interaction, or husi ness logic is rf ) | t

speci f Scatvhgther memtqﬁqopsqrgbqsgeﬁe@glﬂ é’cﬁ’rf&?‘%gi%g&g?é‘g% stf?ég‘ﬁg%dag I g{lﬁal s:
appl i cat i gp,1(@s ROBSLribddTRs beif Yerfi@thed \akI3URSelsantblieativaptimnsg tingt rewardsi s
at other levels are possible. Ref erri&%{éo Fi gurb? 1, there is illustrated
an exanpl alupg endiexceRrnsub RSy 4 9ihe DY PPSIFroni t ori ng, recording
replaying and auabyg) Bkt b iafisedapkuRRnapplieaidcacalrieptytad 1000 and
application server 5. The ‘exanple interaction recordi n% ﬁ%’aﬁt enfti 1@210 :
enabl es aforanchitesiag, resordipg ripbaxinssad EeALZRS InEacARs PEBFRAPPRIEEPREYTSA Of an
EJB client wth. an E yer RSl §tOR 10 &abiks ah efid oW i S
stor ed’as aﬂ%n?%qucﬁg%% %er%é&ilﬂéi %}Q%ggl%?@%%é@%nge&&ex%% onitors and_records
the data pe&\rdpslicatior foeaptprl and aplayrintotaction ofanETBscligey witthan BHE serYest dffed

by application server 115 as nt.ral fi abl es
an end us&fptEed mt&‘ﬁﬁ'i“?“c%ft"loﬁwlgg’wi s et ag\gﬁ@%tég%’ﬁef@gq?‘gg?%ﬂég @S%ltargcl)lgpf | ow
usi Ng t he psddbRGna QBdor@ thé Uawpebaided basisompptitaidn ittt 110 es weplas datergnmed | ent

110. Du th f | ayi ng qf trol fl f |
Rl i Cat | by opicen smenT LS SARBRIPY Satep FIGRRICHoRR 0 hitfes,ORATRES 1T oM
represgnt iapglcijéaﬁgn fo?%ﬁang&ﬁ 2Rkt 96 Aldyya o] ARG fiing el stared icomtrod dlowedatd 15.

If the sto responses are not consistent with th? r]%%%onges lﬁ)rqﬁéded

during t hessosistedywith empplisetion oignt 1190 Iyrimgrbekorkss Al ©P B LASPIE 4V ert .

Wi le proy di gy on%tep%ron{ UNGlch@akdrief - 11808E | BHpalel OB tHP sk dctirob bl éstat he
STO

end user to C m'zZe the operation of the playback nodul e lgfg. d
Conf i gur atreyesepting et evsporget eriginalbuprayided Hhy epmdiceticsr sesyes Kioor Lythgsstore
configuration data in stor : | A 3 E%3HY GoplAk&Lbntrdl LS and
noti fi cat ir8§P°H%e§§53en%o°r? elﬁtt%%t%%)ﬁ}gﬁg%p%n%ggjﬁoewg SdIEégibl egepa%ei ntel i gent
agent,20 playback module 130 reports an alert.
‘While providing other functionality, configuration module 135 enables the end user to
customize the operation of the playback module 130. Configuration parameters determined

by the end user are stored as configuration data in store 140 and include, for example, alert

ranges and notification messae contents. Control module 145 enables an intelligent agent,

25 end user or application to interact with the system 100 and controls the recording, playback
and configuration modules.

To illustrate the utility of interaction recording system 100, consider an exemplary

bank account EJB application that provides deposit, withdraw and check balance methods. A

typical user interface, built using servlets, may use such methods to provide an ATM-like

30 functionality thrdugh a standard web browser. Using the exemplary EJB application, a

customer may deposit money, withdraw money and at times check the balance of the user’s

account. The recording module 125 can be used to record this interaction either through the

web browser or directly with the EJBs.
Intelligent agents may invoke the playback module 130 to replay the recorded control
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25 end user or application to interact wwth the system 100 and controls the
recor.di ng, playback and configuration nodules. To illustrate the utility
of interaction recording system 100, consider an exenplary bank account
EJB application that provides deposit, wthdraw and check bal anc t hods.
A typical U¥e@03PMe8rface, built using servlets, may use sﬁET{Uﬁoéf%hﬁ sto
provide an ATMIi ke 30 functionality through a standard web browser. Using

the exenpl @y 15 BrePRIshEdfid Athe ifitervalls plEyacite frespliybatin expduled 16A dnayw
noney and at tinmes check the balance of the user's account. T '%ExSﬁ’fdi ng
AMBug e web

nodul e 125letesmingcthaisthg hadance check methed jif, reipmng; %“B?’&PH%IF&] t¥

browser or_dpr | - t. ) . SR o Ao deto
pl ayback rﬁ%’gf?féﬁg%‘“ rd gm diateM1& eS8 b

o0 replay the recorded control 4 WO 03/0 02
PCT/ US02/ Zhd Renfchenk thaserverfand or thegiatabase tarseeivwhy the, ﬁléw\P&Purfftéﬂﬂa%e SHBY Back,
t he pl a%back %ﬁﬂul e 130 may determ ne that the bal ance check nmethod is
ret urning UM %(pﬁgglflgd val ue. This non- conformty could result in an .
i medi at e al er tim 6B sapRliheithe santol roduleematiys aiskuplaussr inkgréice AhPIOREE check

the server and or the database to, see the er ’ﬁdein st eps
to 5 correiEardigsednagdisms t°l%p?}ﬁem§ﬁbe§£?“¥%ﬁcth?n gﬂ&eg{:nc’)ér%\? g%&%%du e Eee@rfi::é)lé\eoys a
si mpl e usegqhied &f areuddhab diestvitdascordihg af diskraimedaotianadadythe teplapiaptafrée t he
client interaction and server resp ns,ﬁ}sﬁ, 'I;gfg i nterface n%bé ‘esac{igh% tgpd
user to dileewded pantiobEorafiag Here L8y Biexets BRY h atey *reprayrng of a
recor deg CI%Q%BB% tHe! QWbT AP SRS n IR GbxactR8queRéLori @ifatlyynifired)| Biceintenfacaiser ' s
actions by repeatin

the control f,I ow steps .in the a({fxact (feggéence
ori gi nal | ymapfurthentepbrt tfia ceshlig efitheseaver’ pEsppqnses 3ad the pesnally Feper Pts of the

server’'s respo Kol mayFieOsHioydd ising2he at es
one exanpl e rretrtﬁé%%?ggﬁ‘%geéq{“ﬁ%?‘%?)ﬁt@gﬁ%’?gggg%ﬁfi ng t he I'i‘in}t%eractgi on
recordi ng miesdction 1@Ordidig Fystem ¢0Q of Rigutel belAtock 2k thmend usst coiregdbes the
i nteraction recordi ng,.system ) LY 1N cLi rding
system 100mmt‘°ﬁﬁeqoﬁ¥ﬁ‘%a%s?en? éa&exélsgrr% e, %dtg??’ﬁ%‘ﬁg“dé‘ %Fglsggcs%&f%tefgrg v]gfl}?

def i ni Rg anellle, GO Skdnipdé)Sdefiaing «lplhjbacdnterast; defiring elertreagitinus, ayd definieg ect ed
alert conditions. The recordi ng irﬁoduln(é% 125 is enployed at block 215 to

moni t or an#Ftipacisr rpspendingdn detseted plprhGengitions. .| j ent - server appli cati on

session. The noRidtesRaing aidkhte!125 isumplsied aisiscli 416 to ivhitsreamt ireordibe vaxtrol t he
client 110 and the server 115, and is stored . gs control bé\l o%%{?a dln 20
store 110. flow of prodigetserver rApRLisAtiay atsion; n{l&p apnitoreds oot HiaW Pe™30 is

enpl oyed aﬁnlt(engzltigff lﬁel%v%g R ORR B0 4ld8hE SEMdrall 5] dnavs Rfordd & doaeelr fited datessi on.
The pl ayback nodul'e 1 10

20 store 110. At a predetermined playback interval, the playback module 130 is employed at
block 220 to replay the control flow of the recorded session. The playback module 130

compares the responses to the replayed control data received from application server 115 to

the responses stored in control flow data store 120 to determine at block 230 whether an alert

condition has occurred. If an alert condition is detected, the alert condition is processed at
25  block 235, otherwise the methodology ends.

Referring now to Figures 3-7D, there are illustrated various example windows which
may be presented to the user by the interaction recording system 100 to effect the methods
and operate the systems of the present application. The exemplary system is an application
designed to be executed on the BEA WebLogic Platform™ provided by BEA Systems, Inc.

30  Figure 3 illustrates an initial window 300 which enables the user to select expert agents. In
order to begin recording a new control flow, the user selects “Instances” from the “WebLogic
Business Logic Expert Agent” tree. Alternatively, the user may select “Instances” from the
“Tools” menu. Selection of “Instances” enables the user to add, delete or edit stored control

flow instances. Selecting “Add” enables the user to begin recording a new control flow.
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conpares the responses to the replayed control data received from

appl i.cation server 115 to the responses stored in control flow data store
120 to determ ne at block 230 whether an alert condition has occurred | f
an alert condition is detected, the alert condition is processed at

bl ock 235, OYP8YWS2R the met hodol ogy ends. Referring now td’@(‘&ﬁ?’@é:’% 7D
there are illustrated various exanple wi ndows which nay be presented to
the user by thgyhpt qr&g{crsog “NRKO IrdtaR g Syidewn 4000whioh ehilded tHeheentt dfs  and
operate the systems of "the present application, The g npl ar’ﬁé ol\?llStg l,S an
appl i cati meﬂam@algﬁenﬁtncbof)ﬂlee@@égal flow ém be Feeordedy vBEAl Ei’ilé’ o %now ded

by BEA Sy dfédbnddl ITHO e @dy\alsoch
enabl es th eﬁ%%e E\Q ﬂ%&ggg%é‘ghg%?é%ﬁaf%%ﬂo rtl)egl nre tgr (}j,%&
i ness

new contr qiroﬁae)wtem deseiptisre bb thescontrelsflow c &5 therilugtiated embad PG

Logi c Expert Agen Al t t RSdaeBeRs "
fromtHe {"?r%?i?f?e%sfé?r&é% gﬁ%ﬁﬁﬁc I)Er‘.rﬂs3 tsgﬁlg}eézﬁé eg&%y eEdudsler to add
del ete or lﬁﬂblt t&twemgﬁp@ém&l Exﬁehorergemnsﬂha(sexser @hwmnmxarmdm wpmBs 8% t he
user to begin recording new_ contro] fl ow. V\QNQ 21439
Figure 4 cHs§T W%@Wﬂaﬁ@’i’%{ﬂ@@ PaRH EFGI\}@a‘?fG(? |ch§fé‘?§g$ ﬁ%‘g %%At
define certai mpglhahaehR4dt&isti6s opihd hew eortiol dlowf how me@n bieﬁne:b dhaluser may
Speci fi cally, the user may definpe the nane unﬂg V\/? he.co rlgsrlq]t

will be stuskesti“Gasncl Recgrdsr't tofRegBieaordingdhs, cuprokggy St &P e8ie uaI
descr | B | Oudliol BP-rGRAMH RécoldePMidirddl deltdin é|nkt§ﬁa[eatzsdto%6fam@kh@Gﬁnne¢ub& il ver

5 nanme’ may e Se romt bLogi ¢ EJB servers prevjou (ﬁ; onfd glured
in a dat abraseNehlmgerEIEnsaerWrtmdgilsplaeWeqon@dd&Vf resgeding windows a4Q, depicte
connecti on_par ters, such as the URL, user name, and passvvord are

popul at ed Ed on the WebLogi ¢ Server Expert Agent. Once the

charact eri sti STk extliplereittraldluiw reoflingvwihdore elpplopis déermlhexddocmentms@ressr%y

sel ect "Launch Recqrder™ t cor I

appl i cat i oWtERESdgHEn FEne ugﬁpg%:he%‘{deto aldF ?gﬁéae{%ﬁig h eoc%lgr d’gé&ﬁdrgiagg%gs the
recordiNg fepEwify Mot dpfoesSt abl i sh a connection with the WeblLogic EJB server
and di spl aé the control, flqw recor Wg g‘W\év 500 depicted in Figure 5.
The exanpl ﬂ@onThlé)PPtf@éwsreéé%?ﬂFﬁgél %@%ﬁ Ws a faniliar document
processing i ”H[QE wace degingn, rgﬂdﬂ!ﬁdﬁﬁ@tﬁ@r&&r@ﬁ@hﬁd@l@&b ofeifa ﬁcpmcoﬁurobﬂow

options. The interface has t foll owi ng nmepu gptions: File 51
option is used to access If atithe hm@npthgrcfoaﬁeltﬂ%h? a°ﬂié%theFFﬁe’é‘s(Pﬁ?ql}a}ﬁ ﬁlberrpts

the recording nodul e to open & New oAt @edld: Y.

20 Open: This option prompts the playback module to open a prerecorded

control flow.
Save: This option saves the cwrently active control flow under its current
name.
Save as: This option saves the currently active control flow under a different
25 name.
Exit: This option closes the interaction recording system.
Connect: This option is used to connect to the WebLogic EJB server.
Connect to server: This option prompts user for the server connection parameters.
Record: This option allows user to add new steps to the currently active contro} flow.
30 Start Recording:  This option initializes the control flow recording and is used to
begin recording.
Add new step: This option starts the wizard that adds a new step at the end of
the active control flow.

Play: This option is used to access functions that play all or part of a prerecorded control
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I'f at the time another control flowis active, the user is pronpted if the
control flow should be saved or not. 20 Open: This option pronpts the

pl ayback nodule to open a prerecorded control flow Save: This option
saves the currently active control flow under its current nanme. Save as:
Thi s option %@0¥¥SiRe currently active control flow under BCHUSR2&18At 25
name. Exit: This option closes the interaction recording system C onnect:
This option is usedgy@. connect to the WebLogi c EJB server. Connect to
server: This option pronpts user for the server connection parageters.
Record: This oflapRecarfings usBis taptign dplawsythe epgently E‘Wec&?m@htfﬁ%” a%?rpve
control flow. 30 Start Recorlgggﬂgin thkggoption initializes the control flow
recording and is used to begin recgrdi ng. Add new step: This option starts
the wizard t hatPlayi§epa new stBps aptiethlaysdnlyf thet nest sicpiinche sumesly agtyg,
Play: This option is used to access functions that play all or part of a
prerecc?rded control 6 WO 03/ 0‘3?51%6;&%/ US02/ 21439 flow. Play Recording:
This option pl ash trb@rdadr doaéll fovrahay Be @edt nupl off dreverf more indaviduahisteps,tas end.
Play Step: This option plays only the_pext st in the.current active 5
control fIRSFHONSRLR $EUOH dBECEEIR PVY 1§ FW*&@*E& Wﬁ{fearﬁbﬁ‘tﬂm&?ﬁéi‘%?mhﬂ”é

| ndi vi dualpr8deRfad, hyPthe Re%rﬁing Nodifle WSS SRIIRE- 2 RRRRS stk go ROVorinel Flogur dhe
6A-6G there are i'llustrated the w ndows presented, by.the recordin 1m)dule
when addi rigcesssivaginsows aps aresented e r wizapd o'R%.’mafﬁléat ’é‘%’r‘?ﬁ‘%ﬂ?‘i‘?&%%ﬂg Sr e

pr esentoed ét‘%’n rao%'&npﬁg W"W_f B a8 whlaBly, S ScileRteld Matd 8@ selebts FRERP Buidr@ll4ein 10

step of a C I'n each wi ndow, the user enters data and selects
"Next " butdrder t6 boceed, “BackZibutton flIotoedit previBasky entruad sslecBas argCapgel” button

previously qt ?red ge#nectzi ns or "Cancel" button 615 to term nate the
wi zard. Fi6g]§r8 FRFEHTEYEE wi ndow 610 that allows the user to define a

nane 611 associEf@ed6A depicts a window 610 that allows the user to define a name 611 associated

with the step to be recorded. The user may also provide a textual description 612 of the step.
15 Figure 6B depicts a window 620 that presents user with the available EJB’s in the
server associated with the control flow. The user may select an unused EJB from selection
window 621 or‘any EJB already in use in the control flow from selection window 622. Any
lE.TB’s already in use in the control flow are presented as ‘Cached Beans’ in selection window
622.
20 Figure 6C depicts a window 630 that enables the user to select the EJB method to be
‘used to create and/or find Java Bean instances. The user selects an EJB method from
selection window 631.
 Figure 6D depicts a window 640 that enables the user to define which parameters
from window 645 are to be used by the create method, if any. The java type of each
25  parameter is displayed for informational purposes.
Figure 6E depicts a window 650 that enables the user to select a method to execute
from drop-down selection menu 6355.
Figure 6F depicts a window 640 that enables the user to assign values to the
parameters defined in window 640. The values are assigned using input window 666.
30 Figure 6G depicts a window 670 that displays the execution results of the method
previously defined by the user using windows 620, 630, 640 650 and 660. Window 670 also
enables the user to define validation tests for the method results. The user selects

«“yalidate...” button 675 to define the validation tests, “Finish” button 677 to complete the



with the step to be recorded. The user may al so provide a textual
description 612 of the step. 15 Figure 6B depicts a wi ndow 620 that
presents user with the available EJB's in the server associated with the
control flow. The user may select an unused EJB from sel ection w ndow 621
or any EJB sla®adizoin use in the control flow from sel ect iP@mu&pﬁmw 622.
Any EJB s already in use in the control flow are presented as " Cached
Beans' in ti 04810 tbieat
enabl es thgﬁﬁtgoglr %‘e&%qplt{lg%&g%%r@th g’;Bﬁltﬁ'pEis;ste %di{‘" gg‘%{ﬁesﬁlz%a%or find
Java Bean sahecham:c&é‘(laﬂ'd:ﬁ”bwbn6§étoeaboﬂﬂamdmg1nﬁﬂlh@@pfrom sel ection wi ndow

631. Figure 6D icts a dow 640t h | r f i ch
paraneters fro 50’99‘%265% t%k g‘é i@grﬁ%& @get§ ?:o(raga Vgl@?ﬁ% te HY@
The j ava tycﬁﬂigﬁfaneﬁieﬁbdul’épm&fdaﬂets&ﬁeslcﬂ‘ wlméqni/saycednabhr thie nfserr tmdqﬁondllow the

pur poses. ure 6E depi ndow 650 t hat enabl ct a
net hod fo é%?%@étr%s““? W%‘FG&S‘ © OB Bgﬁﬁgﬁu 8‘5 %P&d?ﬁiﬂ%ﬁﬁ‘ﬁ gaes%‘?(‘:)
wi ndow 640tﬂr&8ffact6ﬂa? 188 2t rHERT value oA BRinhodaifuag; 1)ahé fike tdhal RrEkesthe
defined in w ndow 640. The val ues are_ assi gned usi n,g%yﬁlgl%uw ndow 686 30

Fi gure 6G G@ﬁlﬂét@dé)\ﬂh%GWPB%fﬁlﬁﬁthth%ﬁ%eg’;pé Hanyex e CAly lu§ 3¢ e
nmet hod. prﬁM’g%%k’}’esg%f g%f) }I{g&m@rg usi ng wi ndows 620, 630, 640 650 and
W enables t

660. W ndo e user to define validation tests for the
met hod resul t s. Fifiwe TAedepstd malidstion’ vaidea?QQ having glg SResgit? tety 70 selpdded. e

\Ig?il'l'; ﬂg@ﬁ?gﬁ%@nﬁ&'{@ 4 S " ?%et da%?zl e con?f Ftn%% VQB HQ&E% f&%mn 613

to edit preyponsteurt nztahreedf vaﬂalueqq)es; lmz:hmiung fonexaphple, batritgerin®gs muobatsnd t he

addi ti on of the, ste ef errjin es A—7 ts to
define val PeEN§ IS’FFgP‘g’%"r% org- @h Igﬁ‘ﬂ’ﬁv\(bqﬁ sgl‘r ﬁﬁ%ﬁﬁnec?%?%arésaaegs}g dg%gep |p§§5%f
W ndows th%’_dih%@h?et&ﬂﬂé‘d SIS8E vilGe. dWhérwiliastigtditbers, fitekystan tanpirdss pre-defined
val i dat ed hese wi ndows enabl e the user to define validation based on

three fact WﬁeOﬁyalﬁqqég%}é%tl}dF“W’é@HWWﬁa +of the method, if any; 2) the
tinme tgken to e ?@glusﬁ’ﬁ&i‘@lg vﬂﬂﬂt@ﬁ déiBri X foR Rtdo@ble 'iﬁb@di‘@u&)éné hﬂue
e va

nmet hod, i f any ation can include a nunber of tests for ;h of
the three ﬁaﬁtea&lsstramdgwenpm adeytrcand upan daitite r\hwm@waﬁ@eu%vn&@m@ﬁ

;Fefﬁgt r etsggté : afﬁ'eﬁ%?ﬁmd:ageg I%Q%m}ﬁl{"?let 2 usﬁicht&teg@{y'trﬁﬁy bbeoMButedabi on

(3 exanp Stem su S return val ues of
various typewideiatifferentrederf messegeanpl e, strings, integer nunbers and

Each category has an associated “Details” button, such as button 702, which may be

20 selected to define certain cause, meaning, action and notification parameters associated with
the category. When the results fall within a particular category range, the associated
parameters determine what notification, if any, to provide.

Figure 7B depicts an example “Critical Details” window 720 which is presented if the
user selects button 702 for the “Critical” range from window 700. When the returned result

25  of a method parameter falls within the pre-defined critical range, the playback module refers
to these parameters to determine any action to take. If the notification parameter 722 is
selected, an alert notification will be delivered to a notification recipient’s e-mail address or
pager. The notification path is pre-defined and configured using the configuration module.
The cause 724, meaning 726 and action 728 of the critical alert is incorporated into the alert

30 message.

Figure 7C depicts validation window 700 having the “Performance” tab 708 selected,
enabling the user to define the validation of the performance of the method. The execution
time observed during recording may be used as a benchmark to define an alarming level of

performance. Specifically, if the execution of the method takes unexpectedly long, the
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doubl e i nteger nunbers. When validating strings, the system conpares a
.pre-defined pattern against a returned string value. Wen validating
nunbers, the system conpares a pre-defined range of val ues against a
returned nuneric value. 15 Wndow 700 illustrated the validation definition
for a doubl WOI03088&F nuneric value. In the illustrated exBaBP¥>243P ower
and upper Iimt to the overall validation range may be defined, as well as

five cat captl el ity hebdf diGed SRR FRAbBGRIY" WRY0D SR Rhustiad define

provide a“ditferen I'ert nmessage. Each category has an associ at ed
" Det ai | s" diffefehidavelsefqierfasndnget on 702, which may be 20 selected to define

certain cause, ani . action d anot kb i ek wth
t he category. %Vﬁgq%gﬂh%mﬁéh’ ltﬂ}WJy ”n.(rif%gipg'{aéﬁ {&?{:%{Egérsec{é]z? ;ﬁay rg%Che, t he
associ at eglethp@vaehelRits défiredi tycthevnger using thiei‘Patfommance’t tah 7P8 o EYH}S‘P‘H\ﬂOge.
Figure 7B depicts an ex le ~Critical, s, wi.nd 2 L | d

pr esent edLike ﬂt@h%‘%ﬁ% égb Q&Eé]?ﬁ & eﬁﬁlﬁfl{l?ﬂ‘fe 7&%9%@@}% tﬁ'ed?%gf ?’c‘gﬁﬂﬁglﬁg{r%p eéﬁ om
WihndOW 78&};%”]131'& thBe Fa Hb@@dce@@ﬁiﬁeﬁ, als %Jljltﬁskm/em;le{goﬂeq)fwithjmeﬁlerangal Escti t hi n
the pre-defined critical range, the playbac e refers to t

par anet er eategorylasanAsIROLAEY 72“5?430 ﬁ’“ft_g“ Wﬁ%?g .en?l?qgst fkj}ﬁ u_ﬁ?{ttf’ %F@%ﬁ ?Ignaraggr_r?g%t er
722 is Sﬁ'a?ﬁé@&ir AR g{ee({agegggx_l fication will be delivered to a notification
recipient™s & hmail addr

ess or pager. The notification path i,§90r -?ﬁfi ned
and conf i gur edFigee @ tlépicts yalidagionavinde fRbreng theh EXCaRAE #3870 n%eieﬁ Sy 726
and agdiog %ﬁg%%;ecﬁsgeg (" ddflnG ahe AaRlidtichSin BE UBRY & @cdgibR dcbits Aueihg the0

messaé . B prcts valrdation wndow 700 having the "Perforpance"
tab 708 sglogsskiag of the medthddn @G dnesllysexcentionsimficats erters. \R¢rncading & thefreqoFfang

performance of the nethod. The.executioqn  Li : b QisEd Ng
may be usEMERL G RaTaYRR AR SKEFPHET Wgtbﬁ x%?%?ﬁ#ggf%@éﬁgég}ﬁagg‘??igﬁﬁmﬁqe.
Speci fi calinheuiethé fBus SLGY chitvol Alowt hreed i the exdepli@smessegp eBiteadhfigurdiog,is t he 8

WO 03/ 005202 "PCT/ US02/ 21439 adm'h]gé strators may need to be notified. The
" Per f or masiglar tofhe stoRe EHEBIVARSVARAHCRr to define different |evels of

perforgance. \Wagh: Y&l beat beriRey bRseaAaRes tRecrsY staipleonpaisesf thesaapess
time for processing a nmethod with the limts x’ﬂefi ned by the udsfggﬁie%s%pg t he
" Per f or mapossible th dROED® Ve rROSeFI VAR combingtion ef,eompenenisior PgRopiegIcs, 0L

"Perfor ma”é@l';se% ap dz&ﬁbﬁg%ﬂé E5stdrhe kiR, Ad ehiphRr AadbIFD Riiedenabsdotitedr with i t
of a as wel |

to the raf ccess tinmes; as five categorjes within the&%’gnge.
Each cat eégsiness pasesapolisy deteatEavevestoat o§ ordinary slillvipithh ad maay) recosmize Bier to

define an%m%%f ico%n%ifn&%%s and permutations are possible. Accordingly, this application is intended
20 to embrace such alterations, modifications, and variations that fall within the scope of the
appended claims. Furthermore, to the extent that the term “includes” is employed in the

detailed description or the claims, such term is intended to be inclusive in a manner similar to

=

the term “comprising” as that term is interpreted when employed as a transitional word in a

claim.



may be desired for the category. Figure 7D depicts validation w ndow 700
havi ng the "Exception" tab 709 selected, 10 enabling the user to define
the validation in the event an exception occurs during the processing of
the nethod. Generally, exceptions indicate errors. Depending on_the

recor di ng woaskesab2 f1 ow, however, an exception may be exﬁéj'crﬂéaz.mﬁ?e
exception validation can be used configure the status of the control flow
based ong\?}gg. egclqelgit.i on nessage. The configuration is simlar to the string
return v 15§ ation. 15 What has been descri bed above includes several

exanples. It is, of course, not possible to describe every conceivable

conbi nati on of conmponents. or n | QG.afediAith a dHeRPRERS applicde@sr i bi ng the
syst enms, net hfdeeth 8‘%8‘”{9&“&%%%%3%&9%0%& a associated W th business
process Q&h%@ngjat a. However, one of ordinary skill in the art. may
recogni ze t

at ~ further conbinations, and. ions are possible.
Accor 8i ngly, Pqﬂﬁﬁuﬁﬁﬂcﬁ'@‘f‘g{mw 2ok mdeaﬂglgﬁpg%%%g{ghbr ace such alterations,
modi fi cati ons,..ang Bkt tHoRmdtsbitr fefonsesiatsabinted Mithdbognpliestiothe  appended
cl ai nms. Furtherrmrg, to the extent that the term"includes"” is enployed in
the det ai | edrepéayingithe osolloW;he cl aims, such termis intended to be
i nclusive in a manner. . SiJ 4 Bantlo DAY tetengriediservdnaespersesm i s
i nterpreted M%pﬁgls%@ggbﬁﬁggggﬁgi@ﬁygnal word ina claim 9 WO
03/ 0052020 Wtaimihswhétidr ar dleitsonditim exgs/Apd 439 1. A nethod for nonitoring
i nteraction associ ated w . client-server application, conprising: 5
confilduring r S HE e,aléé#‘té&}bdﬂlg&' and anal ysis paraneters; recordi ng control
fl ow and server responses associated with the application; replaying the
control flow, conparing seryer, res gegjl_nﬁ]\i@gi RiakRintérvayw t o
recor ded &er vérﬂleln§gj;93t‘? Q§Dn¥’ow%9é?%§$nﬂh%§ﬁn\/\%%f g«% c{aen al ertago%i tion exists;
and 10 r%ﬁ&éﬂl@@nugtigﬁeﬁdr&rc&aﬁtﬁaﬁiay‘bmnint&val]'he method of claim1, wherein
configuring rncludes determ ning a playback interval, and replaying is
performed at the. playback interval. 15 3. The nethod of claim 1, wherein
confi guring i“fq'e%‘?t?od%% i Ny fdei@lcBfifi gueia g tcluiderdeterdinip glerteotdiEonst cl ai m
1, wherein confliguring I ncludes determning actions to be

4. The method of claim 1, wherein configuring includes determining actions to be

performed when reporting the alert condition.

20 5. The method of claim 1, wherein configuring includes determining at least one alert
range.
6. The method of claim 1, wherein recording includes adding a step to a pre-recorded
control flow.

25 voge
7. The method of claim 1, wherein reporting includes constructing and transmitting an e-

mail message describing the alert.

8. The method of claim 1, wherein reporting includes constructing and transmitting a

30  pager message describing the alert.

o. A system for monitoring interaction associated with an application, comprising:
a configuration module for defining and storing configuration data;

a recording module for monitoring client-server interaction of the application and

10



performed when reporting the alert condition. 20 5. The nethod of claim1,
wherein configuring includes determ ning at |east one alert range. 25 6.
"The nmethod of claim 1, wherein recording includes adding a step to a
pre-recorded control flow 7. The nethod of claim1l, wherein reporting

i ncl udes cowstgsweong and transmtting an e- mail nmessage PEFASHI/NHIG t he
alert. 8. The nethod of claim1, wherein reporting includes constructing

and transmtting a 30 pager nessage describing the alert. 9 Ve m f or
moni t or i nEfoting eonste} datpreptsscrEing moattghed ﬁheghsegﬁﬂugﬁrg{h%ﬁ{l aé%?fﬁ)?ﬁ S %@:ﬂs&g
configuragion nodule for defining and storing configuration data; a
recordi ng nodul e for nonitoring client-server interactiaon oﬁ[i tgng

4 at a

appl i cati on anaplagbagionednle faeplayoerelignbportiausd stered copER diomt

represent | ng HON i sSar, I raction in a store of control flow
data; a p}l%agjbzg@xge}nv%éﬁ %&Il‘s%sﬁgrrr?% %?&%‘L’ %fdieent portions of stored control

fl ow data and a esredoymiothge fecortrollingstho pendiguration mpdile, th?ﬁ%‘l“é%”@@%ﬂ’f& ady

cont rol dule.for controlling the configuration nodule, the recording

nmodul e an epﬁ"ﬁ’?“&’ﬁ ®k nodule. 10. The systemof claim9, wherein the
configuration nodule is operative to determne a playback interval, and

t he pl ayback nodule is

operative to replay the control flo 0
pl ayback L%t er Vhg system ofp §y§’¥gﬁﬁnc§]?e ?ﬂ%?ﬁ?@on ‘g“?ee’isr?p?rﬁt v%%ﬁd%’%eérﬂ‘@g% i on
modul e i Sgﬁ?ﬁa(cﬁtiﬁt&%af, ondiBE hRaGoadk GlokiuleGOdtive BsrepldPptht2onFdldlosyattiem of cl ai m

9, wherei e configuration nodule is operative to define actions to be

per f onfredplatiesskigtpoet i ng the alert condition. 13. The systemof claim9,
wherein the configuration nodule is operative to define at |east one alert
range. 20 14. The system of claim9, wherein the recording rdeLe i S
operativello afibe systemeqf claim®, wherein the configuration module is operative to define alert

conditions.

15 12.  The system of claim 9, wherein the configuration module is operative to define
actions to be performed when reporting the alert condition.

13.  The system of claim 9, wherein the configuration module is operative to deﬁne at
least one alert range. '

20
14.  The system of claim 9, wherein the recording module is operative to add astep to a

pre-recorded control flow.

15.  The system of claim 9, wherein the playback module is operative to construct and

25  transmit an e-mail message describing the alert.

: 16.  The system of claim 9, wherein the playback module is operative to construct and

transmit a pager message describing the alert.

30 17. A system for monitoring interaction associated with an application, comprising:

means for defining and storing éonﬁguration data,
means for monitoring client-server interaction of the application and storing control

data representing monitored client-server interaction;

means for replaying client portions of stored control flow data;

11



pre-recorded control flow 15. The systemof claim9, wherein the playback
nodul e is operative to construct and 25 transmt an e-mail nessage
describing the alert. 16. The systemof claim9, wherein the playback

nodul e i s operative to construct and transmt a pager nessage descri bing
the alert. W02 system for nonitoring interaction ass&ﬁﬁ?@&'zbﬁ’? h an
application, conprising: neans for defining and storing configuration
data; neans fo#egg%ltg{didgg 'ggé}yeﬁegp\bgges;idﬁuerapti on of the application and
storing contro ata représenting nonitored client-server interaction;
neans for repl meamcfoctepenting poalertdassdon the SFEHTIEPMFDl | ow data; 11 WO

03/ 005202 neans for and anal yzi ng server responses; and neans for reporting
an alert based on the server responses. PCT/US02 /21439 18. A

conput er - ngadal] @nituter-ageable storage ervdbuechoodadwith processing ipsFHHS & ons f or

S5 monitoring,interaction associated w th I - Se. appl i cation,

i ncl udP ng MABLATLE Wieracliop Aspyate g’fﬁ&cﬁe%tnhsg%fg%ﬂp?g%t*o%il&#ﬁ%%lr)ecor di ng,

pl ayback and apghyksreadiplediitiuetions foranfigirig rderdingipiayhackaand aaplyeie k
interval; conmputer readabl e inst I‘IL)l]l%ti ops for, recording control flow and

server regpometess, inghuding deterrnnipg $PRKRACK WEVeat i on: 10 conputer readabl e

instructions f Qf:mf)ﬁgxl RYdBR b QG HPlecdrtidg catird] lowpind yar@ekrespunssy al ;
conput er readable I nstructions for conparing server responses to the

repl ayed @sswtiatsd Wi_ﬂi thoveppdicationor ded server r esponses to determ ne whether an
f"hgr ol f’t”d'cf)'ngi%i;zl%’é{ﬁt%} %da%{%%éﬁ%ﬁ&is%r 1:5RYRBIR: JoRBSI M LARSplagiiack BRewill ng
computer readable instructions for comparing server responses to the replayed control
flow to recorded server responses to determine whether an alert condition exists; and

computer readable instructions for reporting the alert condition.
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