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The present invention relates to a met hod! of i dentifying and d%%%agbﬂgﬁg
the end of a 5 digital nessage. The invention further relates t 4ot

- encryption and decryption which make use of such nmethods. The present
invention, in its various aspects, nmay preferably be used in conjunction
with a variation of the encryption and decryption al gorithmnms disclosed in
the NTRU 10 PCT patent application WD 98/08323 ("the NTRU patent

application"”). However, it shoulllﬂ} fgfé_gder stﬁ@d!that none of the aspects of
the invention set out bel ow, or IS ms, are restricted to
use in that specific context. The invention, in its various aspects.

further extends to a conputer programfor 15 carrying out a nethod, as

descri bed bellbapresentanestior scheier esetitodt df\eenifyisg 6 de AR he RAOYEAM
and to 3 phyai allr carrier ﬂ%i ch carries such a conputer program The
i nvention further "RE%fds Aeapyaritthe aplates go amsthode mfvhhaiptiion addpt ed

or confi gurededr%ﬁ(ﬁla‘miyﬁﬂlgk@g%&gﬁ&@eﬁ%pod. 20 According to one aspect of
the present invention there is provided a nethod of decrypting a cipher

pol ynom al a using a private key f conprising: (a) Conputing a trial
polynom al a, where a =f * a (nmpbd gq) and q is an integer; (b) Determ ning,
on the basislB¥ PretiRYeatiopolnyiffovaTinusS &spantss ey prefeeabBb bp abyth bt @ljur tidas

decoded corr I i ot: (i) determ ni.n i.ch coefficient or e

coef ficient s@g%l amaé%? ?rll :%F ﬂ%’o%“f Q(cﬁr%)oglang %F@P%ngé‘@?hﬁtﬁn%g\?@O@@é&e HERU

failuréOto dBCBgatent applicayriid ORYORIES ?‘@iiedN‘FRQJfﬁait&ft ﬁﬂﬁn&ﬁogg?“gk&%ﬁé}t g to
co

define a newtricﬂbepolgnom'a ; and 30 (iii) attenptihg to e’ ci pher

pol ynoni al a>1§¥% derstopd (thitanone of the gspecth@f the (uventby rmetroal belbhi, sor

approach, of @8 MPiHeR%i® JrdRRL ] individual errors, and correcting
t hem where possi bl e, eal Ilovx’/s raﬁg{ﬁ c@%&%??%}nnﬁﬂﬁtcﬁpsgggc?%@étf ficiency over prior
art approaches of

The invention, in its various aspects. further extends to a computer program for
15 carrying out a method, as described below, a datastream representative of such a
computer program, and to a physical carrier which carries such a computer program.
The invention further extends to an apparatus and to a system which is adapted or

configured for carrying out such a method.

20 According to one aspect of the present invention there is provided a method of
decrypting a cipher polynomial e using a private key fcomprising:
. (a) Computing a trial polynomial a, where a = f* e(modg)and g is
an integer;
(b) Determining, on the basis of the trial polynomial a, whether the
25 polynomial e has decoded correctly, and if not:
(1) determining which coefficient or coefficients of the trial
polynomial a are likely to have caused the failure to decode;
(iij adjusting the said coefficient or coefficients to define a new trial
polynomial; and |

30 (1) attempting to decode the cipher polynomial e using the new trial



5 attenpting to corfect the entirety of the trial pf)T“ynom' al I
once, w thout tracking individual errorsT2 ' To increase effi cia%r{gbmfvﬁ%ﬂﬂ‘fer
the algorithmpreferably attenpts to determne, a priori, which
coefficients of the trial polynomal are likely to have caused the failure
to 10 decode (when that occurs). Preferably, the coefficients are sorted
according to their res%%k%ﬁalexpect ations of being the cause of the
failure to decode. The“coefficCients are then taken in order of expectation,
| argest to snallest, and are adjusted one by one. After each adjustnent, a
further attenyt dpprodelosieattchtinl i oal. based on t new
trial (adj ust,.ed)dpgoll noni al .h@l Igg?ﬂggeﬁ#ﬁggr@%d%%x%gge?ﬁ%?réﬁﬁng Bﬁetni’men 15
tried. This Whereggesbleclionsial subtientii plesaspal sffiokhal ovle geRde st aPprodfiidsloft he

attenptzto . i s. abandoned,. | n alterpatiye arrangenent, a nore
conpl ex’ or dgar%fe%gﬁ%ﬂg%%o?@eﬁg egpgrehhgﬂggtr Pelwa@éﬁ,as glbagpncgyvitagut taeking
possi bil ity ihBiatddanerrérs. nore of the coefficients nmay be 20 incorrect. Wth

t his approach, the coefficients in the polynomal are sorted according to .
their respective expectations, singly or in groups, of being the cause of

failure to T fficient or oup of coefficients with the

| ar gest ex pggc?gltg?egﬁe %}?C%ﬁgnhggfrﬂg}e@gg?gﬁ?ﬁgﬁfg@b& Rt fodetysiinam guviri, | f

that fails, whiehexffichmef 6f iccntal QblyabRHASxOIERRLT hete Bhited Snd HiRR. (Nd
e

t he apP opr iﬁgte adj ust rents nade. The process 1S 25 repeated unti
ci pher [i)ol yritsRpdg (Whegpant secusk o daeferabty, e coeffitientataresptedtamcoidinde thsir

abandoned. O Lo e jomn of a ff.i.ci ent ,or of gr oup .of
coef ficient -sl;gﬁ)ee?%gg% ghtggﬁ@e&f)%mgh@efc 3ﬁeu°(r:fgtg? éalﬁlé%gﬂgecr?ﬂfr b@‘ed%‘i HEpfed
accor di ng t gr¢ Henrtgepdo bidee of agktiatognirgda 1y antlws:, MakEe $H8%ES bidb) Yne. t he
expectation y be. det er m ned f{r’;tccordi ng to the i f"To 3 Cit -6
2D04 pr oxi m% Tofech A ysgRpt. f i fyRher atternins jterdecody thestipberappyeateial e chade

coef fici ent pagddign tHRMmebOwiRl @d8ki-H jum Lol um requit ed val ues.
Vhere the trial pol ynom al R ge)gﬁgl ek Ifglq% eIQ’Itggélfmpcg’gﬁ‘?%‘sr@g?dues
nodul olY, t Heepr edbibiineebesoduntit ihentiphal podymomyialbéechade wr astinfR. attempt to

Al ternativel ere the trial polynom al has been reduced to 5 the | east
absol ute resc?éau%gglgﬁg udpgec% then the expectations may be based upon the

proximty of the coefficients to /2 and/or to - g/2 + 1. Alternatively,
t hey coul d l}e based upon proximty to the values g/Z - | and - g/2. The
proxi mty oft¥e 2dHER Y PEMISCTIENt et mae t doanpere dedermgdof ablyaomialy ahaye e may

detines or aasr el BbR P T bl Gap bR R Bt o cveilachpanet ped

defines or assists in i ni ng

enbodi2fent , indverepbl Withitad appromhCls coefficRRath tE@{v&lyn&Hf&l hfdGoR¥PEGIRITheN 1S
based upon the absol ute val ues, of the coefficients. 15 A coefficient y be
adj ust ed by AIHRFFSPEUYE cEPeckaiions atreln§r fin @mvurs, ahbeing dly eduse af feilureer e
appl i cabl e, dehgicamunt.obscihi | €] A4S 1o be moved. up or down,
: ?ay be determ ned in agvaircligg{ g@%@?ﬁioggg%@cfeﬁgsm%@ghrFe@Iegegt ?’ngta%‘?gs §2d to
e

code t he adiugieddd createsmpey trial gobyaomyal. t bitthexAls, tAeaeitcosfficid® of Eﬂiﬁpé ed
shift can be calﬁul.a ed iari( advacpce, along with the direction of the shift.
of Coetlicients is taken, and t(hé appropriate adjustments made. The process is

25 repeated until the cipher polynomial properly decodes, or until the attempt to decode is
abandoned.

The a priori expectation of a coefficient or of a group of coefficients being the cause
of the failure to decode may be determined according to the respective coefficient

30 values.  More specifically, the expectation may be determined according to the



- 20 According to anot her aspect of the invention the(’?‘j is provided a nethod

of validating an encrypted nmessage conprising: (a) representing té]mssage
as a nessage polynom al; (b) encrypting the nmessage pol ynoni al 20 f 280
- ci pher polynom al; 25 (c) hashing together inputs representative of the
messag€e pol.ynom al and the cipher polynomal to create a hash output; and
(d) transmtt] : eci pient bat.h an encrypted nessage_defined by the
ci pher pol yn %@Htgnog dlaenfegg??glﬁ 8?\%8@%@’%‘1‘?%‘%‘ Hadmingd cpeificiespvatne drdsh
function i npptslefined paghambhy nsRRGal gRaLEd 20/ NQY ef erably,
the hash output is transmtted as pl a%%!r’c:l tex%’al%l%s't et echr?agﬁ}Oﬂn mial"has
alssoci ati onI Thradyeedeindhy frretdosivivs agpedueh modlaloaqrghqepredeﬁmat@ﬁ%c@?ﬁwiatug it);
alternative t t put. . may he mani pul at in some way before being
sent (eg it g%agl @ﬁa %ﬁ?? 8’%‘e Itéﬁ}?ﬁi’/ ¥ ‘gﬁersﬂm\egaolw@@%m Beggoteduced to
si gni fi Gant | yhe MeasoatBolRECHEIduY moWheN, Hhe MESSAeSatichs HERe] t
reci pient may confirmyvalidation of ﬁle transn?tt%ﬁér?g%‘ﬁ%lg Ser?eusoélggwby
checki ng t he PRSI 9 it Coglfisiionis tox0/? endfat tut atlet Joutpatnatinalpcthey coile be -
recei ved ci phgy, ) ecoded ssage polynomal. If the two
10 out puts mat gﬁ%%ﬁg%@% gda‘%ﬁé’g@%%%@a nanggzzgept ed as correct. If they
do not match, the decoded nessage should be rejected. The cipher pol ynom al
may be repreﬁf_gnted.by a_series_of bits which are packed to fill bytes
bef ore t r ansii€ SIS 9F thserosHicians pejiies iottbe ptedefnashvalumat vabues thaykisnisd, T he
15 ci pher polymum. { nt.ed b series bits . .

ﬁ‘ﬂry Mltsaltosg? Rrof %?I%&:?I%n Olo?lﬂg)ggl%}gavilgg gq%fmef é’FIE’;?SIE)tédRed

(preferably two bits per coefficien an

~into bytes bétioniegltks ngichaf begtctafibe. mhi hegetbged Sfbs@Eaiehi, Qﬁ@?olﬁzﬁomiq{l a 13 .
o a nethod o

pol ynom al - based .cr osyste and extends nore generally

val i dating af-Btedr @%’@@&e%eéggsg%e CERAtONNS: based upyn dhr ehgstitagraline of the
messaget ext t&effigiemisa ci phertext; (b) hashing together inputs
representative of the nessagetext and the ciphertext to create a hash
output; and (c) transmtting to a recipient both an encrypted nessage
defined<by the I.phertext, and informtion hased on the hash output. By
hashi ngst oge %Or%§ lﬁéérﬁrrnga s%eg%cy‘é%ﬁfypf’%ﬁ?& Exit oREddEGuye hre ¥ AR lRipgRbralast
and transmit Wiege thlicablshed andlude by vHidete@GhRIEt is o bOROIERSuYbI gL ! Y

i npossi ble for ahn datta(;ker. undetectably to nodify either the m?ssaget ext or
t he ci phert el 9% ingdsgncgrgrdriing, totthe premeesphntivag tred ho deeateed by

the recipi en%he%lliéinalajnlessrage. mtﬁ%icaﬁ?,dthtehgxact amount of the required shift can be

calculated in advance, along with the direction of the shift.

20
According to another aspect of the invention there is provided a method of validating
£y an encrypted message comprising:
’ (a) representing the message as a message polynomial;
(b) encrypting the message polynomial to form a cipher polynomial;
25 (¢) hashing together inputs representative of the message polynomial

and the cipher polynomial to create a hash output; and
(d) transmitting to a recipient both an encrypted message defined by

the cipher polynomial and information based on the hash output.

L

30 The hash function inputs are preferably concatenated.



P . -~ .
,,.. 5 systemthen preferably rejects the nessage.;"To prevent this
i nformati on being passed back to the att dcker, the preferred sys%@'gﬁ)es
not informthe sender of whether the received ciphertext was val i€d! haf04
pl ai nt ext nmessage may, in the preferred enbodi nent, be a binary
-representation of a sequence of bytes, each byte being representative of an
al phanuneric or other character in the nessage that needs to be transmtted
securely. According to a further aspect of the present invention there is
provi ded a neichadblf the Hisp L Loyt roma.mil.tiple, .
transni ssion attack, corrpr?gtltpgglfs t?%?‘ﬁ%%%|a§ip%§xt§%&?’ eafeﬁ{pégin}[tl 1%55981@30?0 be
encrypted a Yitbttetangwpisd phessagraifomexamyie, pivecatkeed withOitpr Qﬁéfﬁ@ti\%lﬂrtaé ected
nessage; (b)ha%heo%%lﬂg%f rt(’)mthe Igr tected nessage and the cipher key an
encryption iTput essage’s HAHPY tegdf)‘ SIHE Ayt hefRjc brivgi seplutegitesdg éselThe s
nmet hod @&nsurgs &d, altheudhakis I+ S; hed ikl differ in an
unpr edi ct abl e \r/?t/aﬂ; each tg:hrre, véo\?g:%nc%t%‘ggﬁfﬁc:&g%ﬁp}?@é?é%gségge is sent multiple
times. 20 The input nessage is preferably created by concatenating the

protected negs he cipher key. The cipher key may be the first part
of the input rrgg?ééé\%lte%?é% ﬁée‘fegvseﬁ’ tﬁ‘ﬁf%/m%@ntﬂﬁ%y? ”f%é%%fg"eqfth? frangmitted el v,

the cipher keyryyyd bessagaby ardiing tRMaseb [1} %Eh\éte@}ee%cﬂﬁgdrﬁﬁetbgt l%a?;gd on

protected nessage .to create the encryptio ut nessage. h
requi renment P8 TEFRiYed GiRber pHiEnomigleinde thendrssdegb meamgb potyndaiddedt 25 byo the

recipi emt, t I.plie I able.to extract the cipher key and hence
recoee?@t he %F%‘iﬁtﬁﬁaa%h’ nmgs%ggdédg?eg%gteﬁgn BF gesspted as ﬁ‘é‘g%"égg[.f%@f d’t%ﬁé@ﬁq}bn is

merely the ehsidesidednttssagstshadhyerjendd way of sending the cipher key al ong
with the protected nessage, and having it easily- avail able by the
recipient. 30 Preferably, the cipher key is recreated, at random or at

| east subst apyd @phst %nyr{oﬁﬁ&lqmy be reﬁge;s/erggd E;é a%ef S%%ﬁéfhér%a%ggy to fill

pl ai nt ext nessage. € ci pher “key € generate

sui t abl y;jsgéﬂé@ lgfssfeLfvd‘?sarrszmﬁisocm,(']I nodibefore émert aﬁtﬁrthemas}alf%@ﬁg@_t i \L@%é,(,%,isg,tthgay Pe
gener a y.any "tru randgni’, entropy, ,such as nmay be derive or exanple
from t#}g ti ngllﬁb&@f) EY;?&S}@?IHB% SGype Wﬂﬁﬁg%ﬁ%%ﬁéﬁf@. of brisepprfernblyttee Wispieer may
be a sinpl e @kffRAhLE b Blse by BOSRERAYSILERL L pher key is
used to seed a pseudo-random )Flurrber gg erlge{ad?ﬁmeg%g?ﬁeehgg%ﬁéﬁlg ‘es an

out put sequence of pseudo-random nunbers The nunbers in that sequence are

then appli edrg0, R84 0G1 Y I engnts of .th | ai nt ext nessage to produce
the protect edﬁ = %8 lrgrglggé%g%tﬁlé’t g@&ﬁ?lalai)'ga ﬁrfgy PRYSIEarpl €XIBgs e ng or
subt ract i ng geheraflg emdmethod of validating an encrypted message comprising:
20 (a) encrypting the messagetext to form a ciphertext;
(b) hashing together inputs representative of the
oy messagetext and the ciphertext to create a hash output;
and
(¢) transmitting to a recipient both an encrypted message defined by the

25 ciphertext, and information based on the hash output.

By hashing together the messagetext (plaintext message) and the ciphertext, and
transmitting the hashed value to the recipient, it becomes virtually impossible for an
attacker undetectably to modify either the messagetext or the ciphertext. If either is

30 modified, the corresponding hash created by the recipient will fail to match, and the



random nunbers to tHe nunbers representing the plaifht-ext message. In the
nost preferred enbodi nent, the plaintext 5rressage i s represent ed(?sﬁ ﬁgpmry
sequence, Wi th the pseudo-random nunber generator being arranged to cr

- a 15 pseudo-random sequence of bits, based upon the cipher key as the seed.
The bits of the plaintext nessage are then XORed with .the pseudo-random
bits to produc tBIe prot ect ed nessage. Wth such an approach, the

reci pi ent, osr?'égenh eBtpreg"?‘fé Hé@e‘aéa?f%‘isé%get héo peaventibig infosmatiye besngrpasyed

extracts thebgkpBahe K@itk aRhrH8ESd t t he i itiéﬂ st.at,e of .
random nunber gener at or . Thafbrraﬁgoﬁ?ﬁ%mnb&éfz:égétn%&%ot e eﬁ@%t"f@ﬂleﬁéﬁ%sed
to gener at e HeeEeglenbetesf wasavalidm bits which will be identical with those
originally used to create the protected nessage. The pl ai nt ext nessage nay
then be recovered sinply by XORing the pseudo-random sequence of bits with
the bits of TheplaRESt ¥R&PL A qh%p}@ﬁ Lalntext nmessage pay,
inthe preferﬂrif% enbodi megt, e a ma?rgggré%rgg%ngﬁﬁggiag)ﬁnaﬁ reé:’resggﬂ'iﬂgg%gpgf
byt es, each byeeiehes 0 bytepr exbnbue ibemgofeprdtembpastingr lshaunRtibesr 6ihar act er
in the ness that peeds to .be transmtted securely. The input nessage is
preferably ﬁlgF?pe?éﬁ%ﬁerﬁﬁagﬁt}Eﬁﬂ?ngt‘kg%/tr%‘ilsﬁﬁﬁ?@ SeF‘éfﬁ?gfexarrpl e a 30

pol ynom al - based ci pher. Qher ciphers could, however, be used - for

exanpl e ~ S. , 2 6 NOV 2004 ciphers based on elliptic curve technol ogy.
Accor di ng t o3eFording fiep famlns @spast of e preeseitventiorethtieois providelidendtasdom
nunber gener : I fe(ad) aplurality of first-tier, hashing neans
each c%a%abl etﬁ %@Etrngg?@kﬁ)?%eﬁn g&[‘%%’Bﬂ}ﬁﬁpﬁnj?ﬂ?nsﬁﬁﬁm@é’ﬁté?l%\tcPﬁ‘Qn&mB'especti ve hash
output; and (b) aapeppipietts eplaashinigsdRasse i Rbd b BkRS1RS | npUt the
respective first-tier hash, outputs and generates as output a pseudo-random
nunber. 10 Prefer abF’P}lerg%%Wgéfmﬂh?ékﬁ .30 praduce hastictey mesage; may cal | for
additional entro i sarv.. Al.ternatively, additional
entropy input m%ké%ﬂgﬁ%ﬁ?egﬂgﬁ%ﬁ%&g%gﬁ%g eaaln;é t% CIPIﬁeé'rf(FV f‘IC?P-ti er hashi ng
means at once. 15 Weaaryptor input ipesagto-andndom nunbers are required, one of

t he fif t-tier ha(sJ;in rreanﬁ ,g]%referably perforns a re-hash to create a new
hash ot put. That “t514YHER ARURUOBESASi s then passed to the second-tier
hashi ng means which uses it in the generation of the further pseudo-random
nunber. Preferably, the second-tier hashing neans incorporates the new hash
out put wi t h temisisr eatirgnihel the syt dasisyesgppbiypttd byilltdikerdn antuhpredidatsd ti er
hashing_meang,, 03k Bdidedbhir & iablid:PHRIEE il SnChEALE dhg, further pseudo

20 The input message is preferably created by conéatenating the protected message with
the cipher key. The cipher key may be the first part of the input message or the last
part of the input message.  Alternatively, the cipher key may be combined in any

1 N

other convenient way with the protected message to create the encryption input
message. The only requirement is that, when the received message has been decoded
25 by the recipient, the recipient should be able to extract the cipher key and hence
recover the plaintext message from the protected message. Concatenation is merely
the easiest and most convenient way of sending the cipher key along with the

protected message, and having it easily available by the recipient.

30 Preferably, the cipher key is recreated, at random, or at least substantially at random,



Preferably, the said”one first-tier hashing neans vphich is carrying out the
re-hash includes, as part of the re-hashgé both its ‘previous haﬂhﬁcmj\p fnd
sone further input 25 from an associ ated counter nmeans. That ensures tha

t he re-hashed output differs each tine. Preferably, the said first-tier
hashi ng means changes whenever a further pseudorandom nunber is to be
generated, for exanple by selecting it in rotation fromthe 30 available
plurality offOf eadh n@W@ﬂalhTalsthmmgagwea@le Apliceriegtimeby gehdired ivyStheldsesr a

hashi ng S %W%%chéd”eans ul d be slel ected at random A counter neans
may be provi' or each Orh Off (EYIReT cBenGEEPN P REtaStively, df tremnabd vel vy,
2 Singl e couterenn s Ibeuiisad dosHARLY COUY S ad Bl BBkt Bt he O
first-tier hashing neans e first an second t ashl ng

enbodi ed as t@%ﬂfﬂ/\% ef kpxsirokes prmpusssnoveneher abl y sof t war e hash function

obj ectss Alternatively, the hashing neans may be enbodied in hardware. ~-w
10 The 1nvention extends to a pseudo-random nunber generator including an
ent ropy poolTHegsrogueflcibhenima P BY a kdhdld ! e an
entropy pool . |e(spv up Illepd th?s may ﬁ %rgainli‘fsﬁjg% ?I;ﬁlt%éssét} &F%Bsmayl\ﬂ

which is ar e 3‘33(@15‘39‘%)&1 %ﬁeéﬁﬁ?IBWVmImom nmb@@enmtofnﬂﬁéhﬂlemgeﬂbaabdm

nmeans. 15 nal eudo- ndo nunmbers, the second-tier
hashi ng rre\e?hbs anLg%Q aﬁlteé gigpﬁ%ﬁ%du At nb’ﬁﬁ%?rst h SSHD SRt SERUCBER 2151 tBN t he

previ ous hasalppbui putie ihdieubhelehbts bf thepl ﬁﬁé&'m’i& AQSrO4dRE" ~said
one flf@; ti er hashipg neans. The pr evi ogg hash OtSJ{ggut gprand(}(E théegira\dgm&%gsh

out put *'fray BRSE¥fcat {CEHldf sy donse fogseNample, hyoadtling he selwtiog tthe psdudshi ng
- means. The i Ry&Rt h@Rbidd Behy Ig@&ﬁeseg%eggeneralééﬁ&to a mlti-tier

system In a three-tier system or exa Pt‘%‘e 8% andom out put is
produced by the third-tier hashing neans which is fed by a plurality of

secondtier h|n Each.. of sels 25 itself, fed by a plurality
of first-tiep ﬁaslh ﬁ%ré‘?‘f]s aH‘FﬁjémFWt _Rlplsiexh sensasg iraeiescaied asrovindad wit h
ent r opy 'np%qu@%C@eWﬂﬁsﬁlé Voscld1Rha @il h QHOUS elfikdidr bLiRE S g&&fg aL e of

n S

course possible. The invention further exte rres Cdeﬁﬁtanod of
gener atd ng pSeifPoapdeTd RTBDCH ofbiéy; s)aseldtupentthmd@hexfkny axhepkel. The aiteet hod

of generating, Bﬁ%gﬁ_&lgﬁg&nﬁreﬁbﬂe%Red with the pseu%o-random lgflts to produce the
protected message. ~ With such an approach, the recipient, once he or she has

decrypted the received message, simply extracts the cipher key & and uses that to set

the initial state of a random number generator. That random number generator may

20 then be used to generate a sequence of random bits which will be identical with those
originally used to create the protected message. The plaintext message may then be

recovered simply by XORing the pseudo-random sequence of bits with the bits of the

received protected message.

“i‘mrsr/

25 The plaintext message may, in the preferred embodiment, be a binary representation ef

a sequence of bytes, each byte being representative of an alphanumeric or other

character in the message that needs to be transmitted securely.

The mput message is preferably encrypted using a public key cipher, for example a

30 polynomial-based cipher.  Other ciphers could, however, be used — for example



whi ch conprises: (a)t suppl ying an entrop;; input to @: @A plurality of
first-tier hash functions and generating‘a respective plurality $ r@sa
outputs; and (b) supplying the hash outputs as inputs to a secoz -tNi r %sh
function 5 which generates as out put a pseudo-random nunber. According to a
further aspect of the present invention there is provided a nethod. of
identifying t e f a d |taI ssage conprising: (a) constructing a
first string¥ e(SfTB%SﬁgPHF]a\’iP 9“1"8“‘%5%%18@@3 el ements 10 of a first type, one
of the said nessage el enents defining an end el enent of the nessage,
followed by zero or nore non-nessage el enments of the first type; (b)
appl yi ng a cdenvedisgdn 4 durthter arpded dfhibe f presdnt Shiventign ta0 peia¥eaddont nufiber a
second strin mprising a plurality of elenents of a second type, 15 the
conver si on f%ﬁ%ﬁ Jr?oﬁlé’flﬁeﬁ arranged to map all possible strings to an out put
space which is sngj lﬂ%mhl'i‘t?%fﬂrs?-@i@f:ﬂasﬂﬁlfclxﬂ&qlsQ%chat‘%laaﬁgﬁﬂe%l%l second type
el ement conbi nati ons (c) selecting of "nessage marker to
identify the positianegfopyhepuénod gérermmig msﬁebmamsag@uf rgm a plurality of
el ements of the s n 0.whi ch o natjon, fall outside the
out put space of t(ﬁg% g%?éqéefﬁ?ﬁhfrﬁfg?% h‘i’ﬁgﬁﬁe? ASIIPHHAE 53SPEE8Nd st ri ngs
may but need not be firkiead GekhQmtHis ﬁlde&@l@htefﬂa.s%h@ﬁ?é‘bséﬁ? IshdohPr exanple as
a datastream Since the strings are Intents purposes 25
bi -directional, it Wdibebf course be understood that the expressi on
“fol |l oypd by" does not necessarily nean that the non-nessage el enents
necessarily have to cone tenporarily after the nessage el enents when the
first stringreferdulpract sftkefinstiar Iﬁh%hlali‘rtrﬁ%mn %ﬁ@lﬂ £604HdetidnHBdn APy Gk by
~temporarily proc ed the nessage el enents. he conversion fu ctlon 'S
arranged t o 3%HpVAI MHEEEND| e Atemativalyy ad@‘somab eatropuitippit spabe supplied, ed~ (
26NOV2004 V\/rBl&g( 'toSaI%fPt'hEﬁEsttqua ?m%%sg%d Jied by all possible second type
el ement conbi nafi ons, thereby de ing an ffiavai | abl e" space which is
i naccessi bl e by the conversion function. The end of nmessage marker is

sel ect rality of .el ements of the second type which, in
conbi ngfl on%%‘? B“#ﬁe{ Pﬁeﬁé{(ﬁ “ipfom; T &@PE‘F%Hregﬁ%i’éé’fthe irst-tier hashing means

preferably performs a re-hash to create a new hash output. That said new hash output

is then passed to the second-tier hashing means which uses it in the generation of the
further pseudo-random number. Preferably, the second-tier hashing means
incorporates the new hash output with the hash outputs previously supplied by the
20 other first tier hashing means, hashing all of it together to create the further pseudo-

random number.

; ;
gl

Preferably, the said one first-tier hashing means which is carrying out the re-hash
includes, as part of the re-hash, both its previous hash output and some further input

25 from an associated counter means. That ensures that the re-hashed output differs each

time.

Preferably, the said first-tier hashing means changes whenever a further pseudo-
random number is to be generated, for example by selecting it in rotation from the

30 available plurality of first-tier hashing means.  Alternatively, the first-tier hashing



- Preferably, the fi r$t o stri ng conprises a sequence @f>binary elenents, and
the second string conprises a sequence of ternary elenents. In ?hg mt
preferred enbodi nent, the conversion function is arranged to cofiver gl04

- binary elenents into 12 ternary 10 elenments. |If the nmessage is |onger than

19 binary elenents (as it usually will be), it is first separated into
19-el enent bl ocks, each block being treated separately fromthe others. The
| ast- bl ock, IFlFchFPUII‘dﬁ%eIS cg§ atedamssage, nay be padded with non- nessage

el enents. 15 The end of nessage marker may preferably be the sane | ength as
the length of the second string. Specifically, in the preferred enbodi nent,
the end of nmiesemgeermmedsr maprier poeiied 2fok €5a0R O BleCARALSy hlaﬂmiﬁg)rn?eaﬂf’rb‘?r al
aspects of tffe i nvention, the conversion function may convert 20 el enkents
in one base 3 GMANYAYNE NEls CRUREE MEansnabe usedpp efpplnbbyytert ihputitn plltoftie t he
functio hasﬁt@t-ii%@hiﬁ%ﬁ%aﬁs‘ag bi nary) than the output fromthe function (eg
ternary); but 1t may ve a higher base. Once the second string has been
created, this nay be conbined for exanple by 25 concatenation with the end
of nessage rker ?‘%joﬁform.a ”erd string. Wiere the nethod is used in the
context of e %ﬁt ecoiilstigriesHng mepngman e embadipd ag sefiyae dashafvdctsend t o
the recipie SHRGE | £.0G: I t ce. of the conyersion
function ma;}s rgfgﬂc})i%\[/i ded %%ﬂ&pﬁﬁﬁ%@ﬁbﬁ%ﬂﬁr a‘?ﬁ%@é{fag%é%oga,sgggéﬁeﬁﬁrnf‘aybgfi ng

r epr esent at i amebagfiedinposivtaron within the first 11 ~ 26NOV200~r string;'so
t hat tlpﬁ position of the end el enent of the nmessage may be identified by
sel ectihg an end of nessage marker which falls within the correspondi ng
cpart. In thelly gfventicdeasRdb e ploudb M| dusBECSedesatdi Yiic Bn Icﬁ{rB 9
parts, each being representative of one of the positions wthin the Tilnary
first string?oob fPmsupglsherdropsrte dhgylrsticr heshinendand Whsmgen emrdpgr povhys be

chosen subst ad Ly r a. . group of .possible markers falling
within the s%%h%dérﬂ%ﬁ.s qé’?’e?‘gg@gq ]’fl ?nvrf\)? tSH?WO?]ﬁee? r%qswb'}cﬁli ’ﬁgfl,mf‘%‘:éfg’naul@l%nent
of the messameropRyo 4 regpdctinefiisatiet ashingeaddj acent the non-message el enents,
if any,_That is, however, not essential, and it could for exanple be

envi sa&%d that the non-nessage elenents will always be separated by a fixed
nunber of el : = I : s fixe unber of

el ement s couﬁg@?tr%g%%étt |£ndag[|loé|§@l g%t’ala(gg%%g%n?‘g&?ﬁér%etggleg?&onrd"tb? %&IP%%‘?‘E‘%H on
that needs tmwapékeraanspittioednbathl teiwnbashAditpithan aiss thequtviesk ha&htdiggutt he

position of the 15.e | ement of the ssage. may uni quely be determnm ned
fromthe end™df t‘i‘?eﬁfégg%f IR%WG%@E?T %%eéﬁldfctﬂetfﬁétr“eéﬁ‘?%%ménsa &berput er

program for gavibid Meh OtipuRNNd S wRLsh Ot eput Hmag BRI AL L atBhLE L& as Hél{}’é'hng

such a_conputer program and to a datastream 20 representative 0

carri ef0 Thethg peropd-tisnhashingesansxt ends to a method of encrypting a digital
message i ncluding identifying the end of the nmessage using a nethod as set
out above. Preferably, the encryption includes the step of encrypting the

third stringrieehoagiondathad:tdids anereyRine115td NERMETEEE S 18 thesiREent .
According to anot her aspect of the invention there is provided a nmethod of

det er mi ni ng YRETe W_lf’diﬂgq Psélld@ré@éia@equtp@ripmif@ungi by ahe thindHyer igsteng
ver se cOMVRESEAMEIACKLAR & Bl drdedlt! 09 SRR TRLLS' "Hadh BB 1Y ©
25 itself, fed by a plurality of ﬁrst_—tier hashing means. The first-tier hashing means are

provided with entropy input as necessary. Other analogous multi-tier systems are of

course possible.

The invention further extends to a corresponding method of generating pseudo-random

30 numbers. It extends, for example, to a method of generating pseudo-random numbers



12 ~ 26NOV2004 t he ifﬁ[er se conversion fugcti on takifig as input 2a plurality
of elenments of the second type and converting themto a plurali ﬁMﬂV 2004
el enents of a first type and determining that a plurality of elenents,

- taken as input to the function, 5 together conprise an end of nessage

mar ker when the output of the function has nore significant, elenments of
the first type. than a given value; and (b) taking, as a first string, the
out put of th‘gﬁ%clil}nc%{quﬁ‘%excl udi ng that portion of the output which was
representative of () hapdifingd eRfofEISSRUS : : gmoning the
position within the fF%gt gsui ng ﬂc?? gn eg%rﬁg{wg??%ftg?h%hnessage accordi ng
to the end of rressaé@ﬂcl’ﬁlﬁm(@d.geﬁmsng esspedtivalplytality ephasentmitd; hawd nver se of

t he net hod descri ove for jdentifying 15 the end of the message. This
method will be us@ﬁﬁ@aé{”ﬂgé%ﬁqﬁsﬁRPtPMH&%ﬁ%@H%tOtaosee%dr%thaﬁlh@néh@n of nessage
mar ker from the i nf eyl JcBBrafc€a€h ﬁitaal[S% i eterm ne the position

of the last elenent of the messag%lt.E W u%i g@%%p%&nr?ae ion, the full extent

of the nmessage may be determined and the transmitted nessage extracted. 20
Preferably, ' nversion function.takes, as input, 12 ternary.
el enent s andA E‘?Oggﬁggé?efgég%uat%%ﬁ% ,OP}LL}?? PR yrenbon Hiese is| prowidad pemeibaé o]

form of the idamefiyirigahe eﬂM@%ital?ﬂ&@sa%H@@ﬁlbﬂﬁn By sinply convert from one
base to a different base. Preferably, the posftion of the end el enent of

the message may b@) erpsiipgaliststaas foth mgluraity némessogntletgntshi ch the
out put 1@f the funcps r.OM] with the end,of .nessage marker as
i nput , Ige)xceeds a giB{/iﬁrsi/gpge%.ng?gg{egﬁgerﬂﬁS?j%e %W?’ﬂ%geg&?%%s to a conputer

program for carryi rul dememny tieundssam] RbwddbydeRI WShé@Inof#hdss&le carrying
such a conputer pr(e)]%ram' gtqd {Q[ a datastream 30 representative of such a

conput er program STPENB0 SY¥4 According to another aspect of the
resent invention ik i : r ing .a.digital
p (bh Iﬁﬁﬁl?lg%% Bheide kB Ihad f%%t)sggng Ct)é ;@%?vegt 1‘?{1‘&%2} encrypt ed

nessage from an encryp string conprising: i hg

string to produce aatstdond seingicngpriSing )plarahityydfieleneonts sfuasesendcgpy,er si on

functig)ﬂtoathirdthstringr i .a plurality of elenents of a second
e

conpri sin
type; i nverse cOnvere 8Wnpﬁﬂﬁt{qnoﬁ€1{1§|@pﬁag%toi maR llapgssibteastiings &F an
elements of the secongul yage ANEHGORNANEL! ' NGR Bertheluy Al hookindl <BLRFENt S
0

of a first type and determining that a plurality
type element combinations; and

(c) selecting an end of message marker to identify the position of the end
element of the message from a plurality of elements of the second type

20 which, in combination, fall outside the output space of the conversion

function.

The first and/or second strings may but need not be treated on an element by element
basis, for example as a datastream. Since the strings are, to all intents and purposes
25 bi-directional, it will of course be understood that the expression “followed by” does
not necessarily mean that the non-meséage elements necessarily: have to come
temporarily after the message elements when the first string is transmitted as a

datastream; they could just as easily temporarily proceed the message elements.

30 The conversion function is arranged to map all possible first strings to an output space



10 el enents, taken é?input to the functl@n, t oget HEF conprise an end of
nmessage marker when the output of the funcCtion has nore signifi c?n$ OV 2004
el enents of the first type than a given value; (c) taking, as a fi ﬁ 00
string, the output of the function excluding that portion of the out put
-which was representative of the 15 end of nessage marker, and determ ning
the positio ithin the first string,of an end el enent of the nessage
accor di ng tork'v Ptﬁlﬁé gnamgﬁerng@aﬁesﬁ?ﬁk@?t.meénm(éll} peseiblee seenpdt kepemelssmge from
the first stdonitGnatds, Thereb \iRHIE hnf Yhtd tends, Loya Gryplosyste

i ncor porating any one or cjgnbi na?i on ol% %ﬁgﬁxnésﬁﬁodgh%%nlfilgﬁgﬁssg%%\bé%e
According t coanesier fuasipect Toe andeofl meesab anarkfietsesdlectdyr @ohoechlaralt hpd of

carrying out | el dul @ .arithoetic cal cul-ations on a_device adapted to
perform bit vﬁlés}ﬁé‘% 0?5%%% Ongr%?ea%‘ih n cgmbinatippgiall withineihate Siapedesible’” -
series »f nuwpetd.cal values (x) to be operated upon, by respective bitw se
vectors; (b) formng a first word (X o) fromone bit of each of “the said
vectors, and a second word (X,) fromanother bit of each 30 of the said

vectors; an ' 4 2004 (c) performing bitw se |ogical :
oper ati ons ?ge%%\%bl%rtﬁ%gg%%g%%/ ek g, s eé]FErO? IATY ey Bod teitsprdbed
above incl udtsng ¢eprieps eS@RLENGE RriSeF LReRts. T lth@‘arﬁo% gg@%&éaaém&?diﬁ{@ (y),

to be operatgg upon, by respective bitw se vectors; orm ng anot her
first word (€ &PUYSEpR dardioaris asiangest teaomvent 1$ dimkry ebinomss imad 2aratahet

d d ' | h.of th id t ; .and (f
seconiner il MR a0e i R bl R P 2 (1

first separated into 19-element blocks, each block being treated separately from the

others. The last block, if not filled by the message, may be padded with non-message

elements.

15 The end of message marker may preferably be the same length as the length of the

second string.  Specifically, in the preferred embodiment, the end of message marker

comprises 12 ternary elements.

In more general aspects of the invention, the conversion function may convert
20 elements in one base to elements in a different base. Preferably, the input to the

function has a lower base (eg binary) than the output from the function (eg ternary);
but it may have a higher base.

N :
hotog

Once the second string has been created, this may be combined for example by
25 concatenation with the end of message marker, to form a third string. Where the

method is used in the context of encryption, the third string may then be encrypted and

send to the recipient.

The space falling outside the output space of the conversion function may be divided

30 up into a plurality of parts, each part being representative of a position within the first



- 10 words (X o, Y_o) {of on both the respeﬁtive secoqﬁ?mords (X%, ?’E'NUV 2004

Preferably, the first word or the respeétive first words are stofe

together in one location, and the second word or the respective second

" words are stored together in another, spaced, separate |ocation. First

storage neans and second storage neans 1 ~ nmay be provided to achieve that.
val ues and/or the further nunerical values

I n one enbod}gment ltmge( numer i ca+ Jmer.

to be oper at8d%5Bribat ke BAsHYHOT theendneement off e msssagsimay be idestified dnt ed by
tens. 20 Theeah A@érjdcgﬁng@% I t.d f [ F g
alternatively beﬁgénbodi ed in egﬁggr‘gﬁlggéﬁgymﬁ@%?\% %&@%lw Ol”? th§nd NOT
gates. The ipisfered ombodinesnts theo s@d nghbods ofivieled rypptinten ] andier edac eRfgi on

whi ch nakes use oLa t he. net I}Qd |isted above. 25 The preferred nmethod of
encryption [HRPIGRLVE SharetithrpPasiteay Wijumthgibirgry BIsb6iast i ng or nul tiplyi ng
pol ynorg al s having coefficients which are in nodulo N (N >_.3), using a
nmethod as clained in daiml or Jaim2, the coefficients of a first

pol ynoni al dBspeh an agangementdhd esd obnensugermaktr may beschbxen amdabfidly at

coefficient con 526 ~ pol.ynom al, conprising the series
of further %ﬁn%ﬁgrﬁ a\%?‘@eggqoﬁﬁlbleﬂl\%é%ﬁggﬁlé% @’éf}/“r‘r’é h&dd Bt decr ypt i on

i ncl udes addi ng, subtracting or multiplying polynomals having coefficients
which are in modulo N (N >_3), using a nethod as claimed in Claim1 or
Caim2, thdTs@P Bilbp the st sirngy e epdlelenemi af the omssagsinmey lichensediately 67

nunmerigal v +( I flcients o .second pol ynom al compri sing
t he seg}iaes %lf]jé ? ?jhrtttﬁ%ap &?nglﬁégraggafe veé#sﬂétgaﬂ/) . %ﬁés’%%erYFﬁd# FEePhdy 284 dfends
_to a conput epuldr figr @mfpte beacrvysapel abkt hRenabRaxeaid dEhERd willoavaphysi cal
carrier car_rgyn%FSgchﬁa gorrp ter program and to a datastream

repr esent at iVt VeRg 88%5%@61%?@6? fam the ponrangseprgesleamanty. t Adds fsplect of
the i nventi L I ol ; I 1 qr rryi .out parall el
modul o ari t RaaEr o BeRt SYANaR sordth Spb R dRY L afah Hea SR LYV 8t
conpri si ng: tfapeedsdndefmnsmisied esentimag Allshati ie sequired imbai B8 lpoviibh@$ tHex) t O

be operated upaon, b spective bitw.se vectors; (b) means for formng a
first eklir d ff@)ep%egi(r\ogﬁéepmefsae‘? n@é’c‘f’illﬂ;‘feli’ﬁ?é delgrprinpdciremgthe gpd of messegrd wor d
(X,) from apgirhgr bit of each of 20 the said vectors; and (c) neans for

perform ng bitw se |ogical operations on one or both of the words. The
invention may be carried into practice in a nunber of ways and one specific

and 25 pref §H}3 dj i) ow be descri bed, way. of exanple, with
ref erence tgrhf% ﬁgvaccgn%gﬁglit ﬁ}\é\gelaésa\?ﬁ ﬁg%?mPLﬁveoc,gﬁ?m R caftying ot any such
method, to a physical carrier carrying such a computer program, and to a datastream

20 representative of such a carrier.

3 The invention further extends to a method of encrypting a digital message including
identifying the end of the message using a method as set out above. Preferably, the

encryption includes the step of encrypting the third string before passing the encrypted

25 information to the recipient.

According to another aspect of the invention there is provided a method of
determining the end of a digital message, comprising: '
(a) applying an inverse conversion function to a third string

30 comprising a plurality of elements of a second type;



- Figure 1 illustrat es(jz;he key creation systemin Tunpfer; Figure 2
illustrates the encryption system 16 12~ 6 NOv 2004 Fi gure 3 i QI Blsmwlt?(ﬁﬁ
the decryption system Figure 4 illustrates the error correction 4

~algorithms; Figures 5, 6 and 7 illustrate the concept of a wapping error;

Figure 8 illustrates the order in which coefficients are checked for
possible errors; Figure 9 illustrates a typical prior art pseudo random
nunber generator (P VETEE ERIPVErSIR fng tinsy thliing s nhwt PRNGLRY t hi n Tunbl er ;
Figure 11 illustrateyeRnhfsGekie ALAQN addi.tion npdulo 3; 10 Figure 12
illustrates a circuit di 'a_tgrsam feor su t?&éc ‘.{%Or?V%‘BB%?f&? © and Fi gure 13
illustrates -a circuiapleiabigrodelehentsmaflattirgl typediddedmgmhe 3. 1. Introduction
15 TunblerTMis the tﬁ)rtang %?tne of t hen&rsesen_t applicant's cryptographic
devel opers' tool ki t .4t FABALYOh glemenisntaken o inptite dhecfunctiany pt ogr aphi ¢ -
al gorithns and non- abaeer tOHBRACIH dng : ' ilt primarily but not
excl usi vely around th%ml\ﬂ'RU_ JPKCSnaI ggfﬂﬁﬁgggagée\%gﬁ%%l&e (g'ﬁ}plﬁﬁe NTRU -
Cor poration. Det ai | 9ftheyfungion dashorawsitinfitaitelement dFhies fiangpsi | ver man, NTR
U ' A R ng-Based Public Pg\ef Cr1 _togystem J P 20 Buhler (ed), Lecture Notes
in Conputer Science %Z”’o‘g %‘p‘?ai g-a? rlag, Berlin, 1998, 267-288; and in PCT
patent applicati ofb) W9, @832t kiting e BT OF thDFRUy tems, Inc. The
| atter docunent wll be referred Fo t hr ugﬁout as 1%%}251%%% pat ent
application". 25 Thitkat apgieniof e quemnt adcht wasrepresaitdtivieadigiie i N cr ypt ogr aphy.
Departifg fromthe Al rld of, 'Big.lnteger! based products, it

) %B&lgf Itnlec%ggé rn«Vi\lﬂ'i)(er, égg flg%n%g%the g

provi des nore efficient and secure PSIROHWIYoni al i xi ng

met hod. Any bare al dorfistyningiofeveid cldnsed: dF tHerRiBsabeabl&dfs 8 Crypt ographic
product. In between aegre?t deal of machinery is necessary. In the case of

-NTRU its uni que styIﬂE g1rs5age fiekesour ce of its superiority, 30 neans
that nmuch of this machinery nmust be reinvented to cope with the al gorithns.
26 NOV 2004 Thi s docunent describes the, unique inplenentation of the NTRU

PKCS (Publ i cTi@es@njipinsysten)s thontatsead th hitnd BesbIRE abbte RiGAdIAGRNE Ne
probl e tha%ﬁ_l on(g { ces in ':Thatte%i ng to in’gllferrent. t he NTRU PKCS as a.
real world cf§prof @‘Br‘i‘?eés%m, IS GHeL oVl besusady purgipient wheseddsnovairicre
t echni ques ithe ehder Iﬁé@sfg@hﬂeﬁrkérhﬁ&ﬁ thé Qﬂoﬁﬁ&ionﬁecéilved and, from that, determine

the position of the last element of the message. With that information, the full extent

of the message may be determined and the transmitted message extracted.

20 Preferably, the inverse conversion function takes, as input, 12 ternary elements and
produces, as output, 19 binary elements. In a more general form of the invention,

1 > however, the function may simply convert from one base to a different base.

Preferably, the position of the end element of the message may be determined
25 according to the amount by which the output of the function, when provided with the .

end of message marker as input, exceeds a gjven value.

The invention further extends to a computer program for carrying out any such

method, to a physical carrier carrying such a computer program, and to a datastream

30 representative of such a computer program.



- It should be underst@Bd that many of the gnnovativeG?EChniques %eﬁ : kn
Tunbl er are independent of each other an®3 coed be used singly 5# i U@L@ﬁ
sel ected conbi nation. For exanple, although the follow ng techniques are
~all contained within the preferred -- 10 Tunbl er enbodi ment, they coul d be
used singly or in any conbination: error correction, end of nessage marker,
checki ng nechani sm |arge state pseudo random nunber generator, use of
nodul o arithnetic, and protection frommnultiple transm ssion attacks. It
shoul d al so Becerditer st mothet halecobtt the orl | i | reund
t he NTRU PK algg?ithn] as ?ﬁt out ﬁﬁgfﬁgﬂﬁ#%%“%@?@%?“%%%ﬁ%%gﬁ?%%?@f?~
nost of the PFREVRAG AALHA EMssaga Eonhavencaypteitsiring cenpraghd:i cation. 1.1 The

Ori gi nal NTRU PKCgyP . i ion _The NTRU patent application describes
a met hod for thecgge%{:ﬁg{ﬁngﬁgteﬁé%&&mtBBF B 'gﬂng,s“é%?l ed the public key
and theSprivate kéy).apblyirgomsneisd @ns&einoNtioRg, 2thiRtblihe key can be used
to transforma nessage, in the formof a polynomal, 1nto an encrypted
form This encrypt e&oﬁ’@%l&géPihgalsté@lﬁ?b,mestsmfa se¢vmditysk thé retrieving the
original nessage, g|iy&@set'claﬁv&gng}ﬁﬁgg?%9%@%1)%#5&?y 1tlrg tygfgssage and the

public key only, is far too conplex rrent technol ogy

in a feasible | engt felafients ofehe sEbencerype Mpd eshveRind kAW tdla plusfigpr ovi de the
means of transferri ngﬁ or s%&;g&g) the 2~ nmessage securely since know edge

of the private key (f3G&MHS tYRScdelelermining thabs plyraliy ofressage. 18
26 NOV18004 1.2 An lneonpl i ing the private.key and the
encrypted form the eori ihgalﬁ{@nrré%gég%ﬂetgc@%en agtg%r},lt%e s FBEOVEBd. When the
message cannot be r@Gévgmsﬁagetmarldeswﬁeuethemmm@fﬂ]e(f@hdti@dhﬂ@ appi ng or gap
failures. It was original IH%_ bel ileved t ﬁt wrapping failures were easily 5
recoverable with a d‘?ovrgﬁlg A ity plaite Gas tynsithal egiver ¥aligied so rarel y
that they were diageuiiglal @ itATiRpdb ellp BRI GaIdiBR cAduifly SD). |t became
apparent, however, that the net hog suggested for fiXxing vvr%ppl ng failure
often failed to coriaportiea ofthegutpudmdhicthass gapsémativered ths comrmon enough

to eff ggt bi lity i gpifi Ly Th -al so the issue of
ot et Fan. 'S nce t he e SokAEr balker Y CFsRELTs B PEMEON D HBssage did not

usual |y possess t he tior fiigi $vihg of dn ep@%ldthdriiof MletmésRfgetdeeslng thknow whet her the
nmessage had decrypted carrectly or not. In conputing terns, an arbitrary
data file is an ar bitsAPT esstER merksrhgndf binary digits. The ci pher, as

described in the o0&k l4 cation, encrypts ternary 15
pol ynom al s of a @lﬁxeg %H%EHSP%E??OP}?@E;%F&%Cessary to provide a

met hod which turns a data file into a sequence of fixed length ternary

pol ynogjal s +.n such. a that .the resulting sequence of polynom als can be
tur ned*back THt 8" @nﬁ%r Afends oz $ryPRSYTRIni ipgpTROTanghaY enervs caaibinagen many
peopl e, know¥ tBé meiHoaskRhSoncAAPSIaNt |y attenpt to 20 break it. Were NTRU
PKCS is used, the task of retrieving the original nmessage, given the

“know edge of the encrypted nessage and the public key only, is far too
‘conplex to b £ or current. technol o in a feasible length of tine.
The sol uti on‘g(fc(%?&lggta %{c%earSp?c_é Oll}(ghegéﬂvﬁnm g%/elr‘?l_fsol?rl';ﬁélfif3 A meihed j_ogﬂffl_ﬂﬁé
encrypt ed nessagelizhehddi® @ithinetic keMulafonPBRNIIIG AhntddCioeed Wk &R the
cipher_ s used it may indeed be possible for the attagker to gain

addi ti®nhal i ReiGRIRPEIASANY SEMETISIGT br eaki ng the cipher. The quick answer is
not to use the ci i llows.this. |In sone instances, however,
this can be too |(?j%?%ﬁr%%“‘?rwl%eﬁgg??@%‘f‘eﬁb%ﬁl58@‘8%(.*51%@“— ?%atS%dr essed bel ow
are situations  19updh, Mpvespefdewherie vdctdrs, desirable to send exactly the
sane nessage nul tibgl e tli mez, or where one W shes to set up an automated
system that m ght(®hdomipga ey wapd £X o frent eusl bikef erek of the said |

vectors, and a second word (X)) from another bit of each

30 of the said vectors; and



- The NTRU patent applfication describes the theoreticat algorithmfor the

ci pher, but 5 does not address how a real4world machi'-ne woul d go about
performng this algorithm The theoretical algorithm contains rgléhwg\vew%
r m

- few steps and enpl oys nmat hemati cs that nodern conmputers are able to pe

qui ckly, and so is naturally fast. The present applicants have, however,
devi sed techniques to increase the speed of this algorithmdramatically.
-._ 10 1.3 The Tu@%IP@Ffo@é‘P&bltﬂﬁer@pelstibmqﬁnemem abihat gef whieg, NTRU PKCS
bri dges the gap between the theoretical and the practical. It also contains
a nunber of new techni ques that build on the advances contained in NTRU and
can even be Rrsulably, the methoddestsibed alseRhQGdAphy, data signal processing and
conmputing. 15 Beld((()1 are detail ed nmethods of detecting errors and correcting
bot h wr appi ng and%4dpPFsniig @seriep obfusther hioneridabvaligt(g), to be be usabl e as a

practical neans of GHikdd q%a] .nust be able to rely upon the - '
integrity of the detszcﬁypt egqu?g’s age&%&? EJE)W{SEEG%?EF’gi nal methods described in
the NTRU patent dppliforosing amvther digethed (Wi Rokh@idigleant i ppgl 20 correction

systemoutlined below, this is finally believed to be the case. A coherent
“bit to ten' conver SONCLWRAM appRESGcANE wAFd Yo} from seidtanoter or i gi nal  end

of message marker' Eﬁf%f@J&ﬂo@tﬂe@%ﬁ)‘f&&%-bﬁ{d"\’een standard conputer data files
and NTRU PKCS pol ynomi als. 25 Tu er contains processes that operate
al ongsi de the NTRO PxGgmingbitwisebpahiaw chhteime fespaetsemisiexact |y the same

message, mul tiple tines, or use .a utomat ed systemthat m ght be
accessg% by a poter\ﬁof%I(X;?’tga&PéPP t\ﬂir]}ﬁ’élﬁ?SPPﬁlVﬁiva‘@nﬂh’@rdi PheX1s security.

.20 ~ ~1 6 NOV 2004 As well as analysing a full range of standard

mat hematical_tools in order to find the optimum solution for processing the
NTRU PKCS, thigfesrbliel tipdis wprdTombicerespedRUIRKGSrdsmuk eNte:el abi@Rer Y Bne

created so 1 0oy i-intuitive original nethods which process nuch
of the NTRBI?%%ﬁmdga}gia%gﬁs Q%dn\(}a‘g yO5 tﬁs FESREER e Sepend Wﬁfdérad‘élstoﬁd[)?%éihlef imt e

comer ci al enypEogHARKy seraiing dhRoNTRABGS L ricdnd SEPISANY S BapoRRERe thi s
intern al ggrlthmwth a great many nmechani Sns desi gned to protec Whe

ci pher®s us&rdgR MeYidedipAshleye thabks, to interface the cipher with regul ar
digital 10 data handling, and also to overcone problens inherent. in the

ci pher. The present applicant believes that all of this has been achieved
in Tunbl er . I2.onktentherdmtdnt athe Tenrerioal eudhendWERE: Ehvt SYSLRR vAR lf?h?e

Tunbl er ver%i ogtedde ends on%ﬂase integer 15 paraneters (N, p,q) an our
sets (Lf Lo, CPE2 Y Hhy™ 8F Yo P 2Pd %Y, Hs grareplacbegicpresented bratertt 1 wi t h

i nteger coefficients. Note that p and g need not be prine, but it should be
assurredothat G&CD(p,q) =1, and that q will always be considerably | arger
than P20 I n tlhe criistiens maplbe wemicdtduomn issfiwae ralhay Steratilely beSemBsdRd by 64,

128 or 256 i t i . her. i npl enentati ons coul d use
ot her val ueg. g%géoggbgo%ﬁag?%%ﬁgnw an?j‘d&?o?rgﬁﬁé-at ed integer polynomals

R =Z[X /(X v-1). An elenent F a Rwill be witten as a polynom al or a
vector, N-I =~F,x =C o~F>..,FN-1 Addition and subtraction in R wrks in

preci sely tH&®dRYBUGRGXERAS tq aywethed ofSnpoitiomandibr decrghivatitich makes use
Mil tiplicat iypphe HONEVELteq SEQYI res reduction modulo (X' ~1).

25

The preferred method of encryption includes generating a key by adding, subtracting |
or multiplying polynomials having coefficients which are in modulo N (N = 3), using
a method as claimed in Claim 1 or Claim 2, the coefficients of a first polynomial

comprising the series. of numerical values (x) and the coefficients of a second



. 21 ~ 2 6 N OV 2004 {The synbol * denotes Itiplicaffon in R This star
multiplication is given explicitly as a k%.c convol ution produgt F* G=H

5with k N1 H~ _ ~F G_~ + ~ F;, G\+k-; ~Fq|-0|-k+ll+1$ 04

- shoul d be noted that this is precisely t he sane as usual polynom al

mul tiplication 10 except that the coefficients “wap around,' so that the

coefficient d wth ded to) the constant coefficient,

the coeffici enﬁ%r{‘}{ lﬁorﬁpnsll%gqg%ﬁ%feﬁ%%ﬁﬁ’cehn‘#fﬁen%ﬁﬁ lpgsdybnt of X, and so on.

In practice, one is usually interested in the value of a polynom al’

coefficients_nodul o 15 or q. In effect many of the operations can be
consi dered tDh@rgened rﬁlﬁ}’ﬁ]@oq of tdserypling sinZiRfieq hdaindy- @btmbthg*[oleh(l Eﬁ but
u

it is desir e e residue of a single pol ynon al ced bot h

nodul 0 p an?ll%q}en lgfrélq%%en%pe ¥ o7 TS h?ﬁ&jll 3F op imosilooN Rbg )ouil%y)mtfhm‘ﬁ he

intenti®n i cldimeddd Waint m%r@alﬁf’?fﬁq%cc'o@ﬂfc%n@gfui ﬂrsgpoThere A8 Lo Eﬁ)d )
p

rul es to renenber,when reduci ng nodul o an i nteg gng%a& CBYPESE(

(a + b) (rfsEepY mzsenqabv%lwc(xmnm oRtiition3 of arodom) polyh&mitl 8mpTes P) -
22 2004 ~ 6, erﬁs o?ﬁ?rﬁqe afti ?I However, the NTRU paraneters have been
chosen in such & ey HRET Wl rll%a X¥PFE y 1ikely for appropriately sel ected
polynomials to have inverses in R Ris a unique factorisation domain so,
if they exi gltéﬁthese inverses are unique. L," consists of all polynom als
inRwthc RS El%teﬁds”ﬂhei ebrepuet $ro:gfrarhffpr lcarrging dut 8k SOOHEVE

coef fi gy ent I red i ned wei Pol nom als in L~
and L~mare grégpﬁ%etagp lﬂgf\%l @arngesrpe e ap?%‘?:‘?"‘é"éllgogf@f“b and fya datagtream

- coefficient sepuesdntettive oY alahen cib,mpig{rtpmcqaﬂ d~(t~ coefficients with the val ue
-1, and the remaining coefficients all having the value 0. Polynomals in
Lf are defined to have d~(M 10 coefficients with the value 1, and d~(:~~-1

coef fi ci ent sAWobding € 2 iRt | rest of. the coeff] cients have
the value 0. The I[l)o yﬁomr‘lj‘fraslmCt\Mi}t eg\lllgjegtrlle el @85’@??&(@ al\geyieetar ue |,

to all ow t heanyimgbeuti parelldlalbéulo Sarithivetiy i calulbBiodh &y Trakiserr BIWRORbaLeM i S
for rred of t hr ee .separ at e Séstems a key creation system an encrypting
system and EPFEEPUHEPREIEPEt em This section briefly exam nes each of these

'l[J Ezjgfl )S/ Iy?] ;ems anga)oebh RS rdpeWe SR N Lfiet Qf*ﬁﬁl{l&%a?galﬁéso(% f guumer of
operated upon, by respective bitwise vectors;
(b) means for forming a first word X_q) from one bit of each of the
said vectors, and a second word (X,) from another bit of each of
20 the said vectors; and

(c) means for performing bitwise logical operations on one or both

Ty of the words.

The invention may be carried into practice in a number of ways and one specific and

25 preferred embodiment will now be described, by way of example, with reference to

the accompanying drawings, in which:

Figure 1 illustrates the key creation system in Tumbler;

Figure 2 illustrates the encryption system;



processes. 20 The NTRU pat ent application_descri bes("ncodl ng and decodi ng
as very sinple two or three step processéé The Tunbler inpl errent?aﬁlfq)[ﬂlv
introduced many additional features, nmaking these processes considerably
nore conplicated. Each of the three processes below is described with the
hel p of a flow di agram IS |nterest| ng to conpare these three fl ow
diagrans with the;Fir ‘ﬂym{laéetgt fromthe NTRU patent 25 application
(figs.3, 4 &5) 38 % fRYYRESR BF€HEi on system the process has
remai ned rel ati veFigpusd 4MhStratkd the $ key cr eation that the
greatest advances_in efficienc hgeg%\gﬁB%%lﬁﬁé%%g ' ~2 E Nw 2D04
3.1 Key Creation HuEestné apdy i szi;ratenbmcmsptmfnwmﬁ@g:m@ed as it appears
in figure 1(cf fi tent appl i cation) - 101. The key
creation system tgoglgeoili HB‘{gﬁatl\ng&?F H?nwﬁéf'?p‘afﬁéﬁ"é@tsl‘@“éﬁ@cﬁed fie pacssieer p
used i n35the NTRU padent application is fixed to be 3. However, other val ues
coul d be used. 10?, The private key polynorial, f is-chosen randon1y from
the set & which F§urpoddpeheient 8picl miprdes qstisied rintotsh euMERY geatrem
application ( 1. 2ppN ). 103. The inverse of f is calculated rmdulo 3.

| nstead of using { uclidean Algorithm' the nore efficient Al nost

| nverse Al gorlthnFlgus: Isiéldstrafdsithe PRYGY Withid) Mashidround in the paper ' Fast Key
Exchange with EllLptic Oﬂrve Systens' by Richard 15 Schoeppel, et al
(Advances in Crypl(: gl Ulugtreiespsingyit diagram for adities maduleodput er SCI ence 973,
ed D ppersmth ri rd YOr, 43- 5~

possi bii:g t hat theFllg%\}elrzggﬁg%a\é% ncgthulet%?a IQF%SPPE?%C?Q%%M Bln% ;r“}éjt urns to | 02
and chooses a neV\FIEuHenl?ﬂ1Hpﬁahamtqmgltﬁmcsmf(gﬁﬂmitlblmaﬁoﬂh%ﬁﬁﬁB of fast nodulo
arithmetic through parallel bit operations on a vector representation is
used (see 12 for further details). 20 104. As for 103, except that the

i nverse of f1.i pnGelabtighed nodulo 2. In inplenenting this algorithma
process of fast nodulo arithmetic through parallel bit operations on a
vector representation is used (see 12). 25 105. Gven an inverse nodulo a
prime, 15t isTposisiMie te wahuhatorf td L;> Of
that prine, u5| ng. t he wel | - known natllri]é;g}ae!ts%néallﬂﬁt%@ éﬁt@%ﬁ%q%‘% y cal | ed
boot st r appi f§olkithjtsoniains\asnumeber of défecftnta;t)@tcbglqahmalgmmmmwr@n@hlgdmh@lh is

al ways a po f t duo Boot st rappi n usesthe 24

ALYV Mo SEeg R R, bR Bl SHREDS TR g e S Bhe Rk

power of a migomhm' "as timmop%H by &hecumulc&@oiahsnl MSEifs Hhayf bEr%HhéP n?z' "

106. i's Czﬁﬁv 2192 g}gammlarwa to f, but fromthe set

107. Th| s | SIURLR AR %'0%15{1# e A8 R /be?wfg:deﬁuﬁlth@ywwopm@nUP

appl i i on e c

i lr[:(IC:)I ugg%:l formg{zgge(eg) Lﬁgglpe %Q%S &})ri(gwrzft%/g?&e Jegy“{zg e n‘%g%'?ag )qug %ﬂ]
267-288; and in PCT patent application WO98/08323 in the name of NTRU

N Cryptosystems, Inc. The latter document will be referred to throughout as “the NTRU
patent application”.

25 This algorithm represents a breakthrough in cryptography. Departing - from the
traditional world of 'Big Integer' based products, it provides more efficient and secure
systems based on a polynomial mixing method. Any bare algorithm, however, is far
from usable as a cryptographic product. In between a great deal of machinery is
necessary. In the case of NTRU its unique style, which is the source of its superiority,

30 means that much of this machinery must be reinvented to cope with the algorithms.



- 109. The public key h may then be publi sr,?d. This hés been cal cuba ed in
step 107. 3.2 Encryption Here the Tunblet’ encryption systemis dés TN%@OBZ}-
as it appears in figure 2. This should be conpared and contrasted with the

“original encryption systemdescribed in the 15 NTRU patent application
(fig. 4). In figure 2, the synbol is used to denote the concatenation of
the objects to either side. 20 201. The encryption systemtakes in the
original nessage data (the plaintext), P, as a (binary) string of bytes
wi th an undeThisedclragtdescribae theudldus | BRI l Lt hm
paranmeters N.and qg; and, if nec_'e$sqary#ﬁfn%ﬁ}%ﬁeg%%ﬁggggE%an@%’ltwagﬁy
protection KeYDIRSASFER) CRmanReyyithik Tulfisberphtonties dhes prabidoes thas ene Fadebén SHA- 1

hashi ng” f uncg = H(. e 1 i j ih the Us ernnent's National
Institute ofédfg{%l[n n%alr ﬁs a%né tﬁeec hin:I Ibl‘lrﬂg)g%}jzﬁ aBaJI5F eW%é HFreRtagrgaiig doglrapd
1'80-1 )3 It esipldifipow Mdebicr 0o infaGRUESIghiqled @t ofdBL oo resents
“the actual al phangferic (or other) mesgagelqto b?a en't(?r Qﬁegg%g‘?é%léfﬁgg to any

conveni ent standard binary representation. r.:., .25 202. If the cipher

requires Milgispb&d W XY ck- protection, this is led to the
pl ai ntext bef cs)r_e enco |ﬁ1!?gS gg}%ﬁ%ﬂ? {totge JneE I Felpgniquss ‘B?‘?g‘g I umgl?aom
data (K) arergenizpetdedt ofaach bthesmdaytiRBbeaised Y98H drGn 28F 1L é&ﬂt&iﬁ&g&.
gener at or (igae I 1&. h{l n?l g@%’A protection is used then k = 0, K= but the
sequence S( K)O%i ¥Rl AURqugh b iliquing telniaees a1e aly eprteined withimthei prefeaed

sequengg of BhhbREBHARSHROHE] hj. S 41 ot _the sanme thi as S(B)!
203. The MIA key, K, forms it heh‘%ﬂ% b-l% %%?Pe?z}n@? i di r?flgx?or?la?‘ﬂg’ﬁt r y"9i%ht o
the ci pher - (eegcton, <pyl of Théssagesmarhen chedkimyedctiomisit)daei itd pbeddytagd @

pl ai ntext data . XORed with the Offtqqéﬁ of the sequence generator (see 11).

To encode t HEBRRe W Eht &5 § 4R cwdthmeyic,: nd o myetegtionh drasm nawtiplat a

i nto ternar yransmisodestatis. f itlshodAlshYnAY ' (RmbiBaLs 8, ysed by
t he ci pher (see 8). These ternarysdi_Si ts,rsgb?hxﬁﬁt@lfgt%@rﬁlfﬁes prlflen'éasrgﬁe

pol ynoni al s RA@rnd thedRYY BK&Ssddotinint, he sBKES initithBITRU pateamgiplitatisthan N
tens r in r - he remaining,tens are pl aced in the next
rressaggﬁgol yﬁng%ogﬁ%;ﬁn &aahbg{r%&ﬁ%ﬁue 2L5 8 8 MRET aRPYFE98- created i n 207.

204. Provided that enough terts remain unprocessed, a nessage polynomal is

constructed fromthe next N and then encrypted. If the plaintext data has
been 20 exhausted and.t Lhsufficient tens to fill the next nessage
pol ynoni al alaf] ﬁh%awlﬂ?g&%@%%igﬁt%f RPPHtationeat ed i n 207. 205. A random
pol ynom al iﬁh cﬂﬁﬁg and nul tiplied by the public key. The product

pol ynomi al i daiEnt prplicaomedesareespoinyationd &ir. th¥hireatipnocfes® raated

identical t ; rd k RU pat ent licatio fig 4, ste
450) except cbtotggtﬁ)}r%lﬁlg’ %g%g%‘?ggb%ﬂﬁ%}g%bee Rrﬁv(?i?r %%’r jfgaesi ‘?ﬂh’ fr}f?é” bg'ffl the ke;F/) .
The reul ti pybbic hercapbk ywahocatrarisforinhe mepagksd the féid bf RybBRoaR, [HPuLt ed

into a check hasp f#mcti n, fol Ié}cf\ed by the nmessage pol ynorial using 2 bits
‘per coeffi ciBRYPSINCLR: i1uspncpyRiad misgsags if ispeureysines theniaslc kB atrinvisl the

‘conputed an Gripghie MRnakedivi tﬁehl@no%ﬂgd%}c %fi: tEg §ﬁ&r9’9%|a R sXé%omcf’i the (psu%ﬁc kg?/ - The

30 output fromthis hash forms chec
only, is far too complex to be performed by current technology in a feasible length of

time. The encrypted form could also provide the means of transferring (or storing) the

25 message securely since knowledge of the private key usually allows recovery of the

original message.



- 26 2 6 NOV 2p04 206.; Havi ng encrypted a nessage pol ytiom al one then
proceeds to the next  polynomial using thB next N tens of plaint oxb N 20k
It is unlikely that the plaintext data will fill an exact nunber of nessage
- polynom al s or even an exact multiple of 19 bits for conversion into terts.
When all the polynomals that can be filled conpletely using the process
described in 203, 204, 205 & 206 have been processed, the |ast nessage

pol ynoni al ik2cangneaepletesyalgtiathe end of nessage mechanism (see 9). This
mechani smcreates a 12 tert end of nessage 10 marker. This marker is

i ncl uded i n Uhegphapnyaxtkepradd by ematpted tfornn, thberighat mascgaphetwuibssage
polynomal. In thi ase the end of nessage nmarker will spill qver into
anot her nes sféa%veﬁﬁif Qﬁaﬁﬁtﬁ? MeS§Rge PPt Brotegmrsdtius s deptanrorserl iz (apRiRS om

tents if necgs %%Wail&&s?‘_@@l-wa'Eh‘ériéiﬁéﬂy %ﬁ%ﬁﬁg t%;%&?@ﬂ% ffi?ﬁesp‘%fe’?é béa)éi)li he

| ast two nessage pol ynom al s) containing nplete plainte
message5 pol ymoovexiblardtht hegsiendnethodresd alye gapr fadtoreanecuroad sncarglptthat thay t he

same manner as al,l other e polynom als. .209. T oncat enati on of
each encr ypt‘é’ﬂrepg_l%‘ﬁm%alﬂ’ m&afe&thHpﬂlcﬁWegfjblh ﬁSt ﬁtt AR PREEDL
inconpl ete bl?{é\!?ex(e&‘,fthéttth@ﬁie%foﬂ)su?@ﬁﬁ'ﬁ%13ﬁxiﬂgtﬁaﬁﬁﬁg%ﬂlﬁ@l)lft%‘ijl_e&l RBskr&k el y
by its associ ated check bl ock, fornms the encrypted nessage (ciphertext).
3.3 Decrypt ibn gsoreanchhalgap faaluredwes ypminom epsgleto efedasebilibesignifisantly.
appears in figure 3..1t.shoul d be 25 ¢ .ed and contrasted with the
or g1 nal - deckPHF TS Ay bE RSt Pitn BaeF RO R A PSP AR TR B
5). 3019 Themdeeby pidi ron us)esly §assedBs otiBinhl) 6 @haafficui THPRERANB KBS Wheiid J,
the ciphertext, E, the private key polynomals, f and F3, the error

correction |&ganessaggdadidecrypled sampgfly ornpz ~° 2 6 NOV 2004 the MIA key, k.
The process al so nakes use of the SHA-1 hashing function, H(). In figure 3
the synbol is used to denote the concatenation of the objects to either
side. 302. ilIn sorapwcimgrtrets, us ebitroy defacfle is an abitery 1dngtisfaag b binancdighs.ed
polynomals. Rwll contain the decrypted plaintext data with the MIA,
protection sting |CIP§5b|aﬁé&Sf(r§>éé in fhe orjgimal é&ﬁﬁUeWéff%Pehcq&wywm ARt s
rel at eqschecgolgh&ﬁimsaépa TBEQNSN T & N NEGRNET bRNidCDY nititRd ihich
reversing th acki ng sequence used 1 n 209. 10 304. The nessage IS

mul tiplied bjurohedgainaing kegquesaecbftfhed ldngth kengoy polaytemiads/inisnoleryeay thdti s i s

identical to,the process desecribed in the NTRU, paten l.Lication_(fig. 5,
Stops 570 anteasuRintransts ohRR P aae tped Rarkniosfe R PAATEEN on i <
recorded in case it is needed for error correction. 15 305. A hash is nade
of e; and b;, in the same way as that of e; and m in 205 (see 6),
treating theDysisg zpir sa1oymalngsamasty peopleh Enomss sagidackstsy poiaatly itemphios

hash i %0‘30”‘3@&%9 itV %IIBWQTRUapEEE'St fse&eﬁ,hﬁ'l%ktagi 13 lﬁﬁﬁéviné Mhd Iaﬁgl%\éf p&eséa@@}

error €orrection nee
given the knowledge of the encrypted message and the public key only, is far too

complex to be performed by current technology in a feasible length of time. The
solution for an attacker is to gain more information than just the encrypted message
and the public key.

25
Depending on the way in which the cipher is used it may indeed be possible for the
attacker to gain additional information useful for breaking the cipher. The quick
answer is not to use the cipher in a way that allows this. In some instances, however,

this can be too limiting for practical purposes. The two addressed below are situations



- to be enployed on a rpolynom al, many such hashes may*need to be cal cul ated
using the sane e;. It may therefore be etficient to record the QtﬁtNe[]tbfGQ[myr]e
hash function after 20 the i nput of e;, but before the input of b; | f

- the transmtted check bl ock matches the hash created in 305 then the

decoded polynomal, b;, is accept ed as the original ith nessage pol ynom al.
The tens of t ese me&sagt?el Q om a*s need to be converted back into bits
(see 8). Thi'SCIEShVRTSITBHE 1S S98 c¥acthoivedmermessage whltipte tiswms,sor @hite ofibe bi t

to tent convelheOm LONYR Ifomats nto bset of.the possible
sets of 12 tents. V\heiriliya set  of ?L}gtetnieﬁ aplntléﬂgeﬁ%crerﬁsga% faltor’ﬁ’rgli it is

passed for conversr on back into bits; otherw se |t is not a converted set
of 19 bits gpd f nme sag g rtgr ker l(:*see . 2a ~ 26NOv20D4 308.
The tens are Convert TN EBPIRER fesabesthe thepretisel ﬂléguﬂtm ifey tber‘rqzhtferimtted to

R R is50f cdutss@t adddésidby oSkl nce o tes 5,
309. Havi ng decoded the previ %qug&é)cgﬁ&lg&{lgé%hfd?%ea%g%ﬁvg%n&g n

proceeds to Tlﬁeﬂ’rﬁ’mmﬂﬁé&ﬂymmlﬁm@ nelntiedly f34 6tepd find bﬁpb&@ﬂﬁa@ﬁéﬁa@i‘és aheck
bI ock does 5 Jfﬁtc‘ég E{]?s gﬁ@ gr ea ed in 305 then the decoded pol ynom al,
b;, is not e ori gl “C RS %B‘ér UGt GHgkY afnd soois 3pmrally fashe Bt proseat

error corr ecztprpnaarttg; heed, hyRetdned ik rtec@ﬁgcfu%g&d Hﬁ:ﬁ%&s th%n%)r%&% gf'r&lel% lafgSH g over

t he origi nal nmessage pol ynom al (see e err stem
will report BaRRtsalY. success. If it is successful then the 15 resul ting-b;
(a different b; fromthat calculated in 304) is accepted as the next

messagey pol yingnygd AiuifdpPher continues as normal. 313. This point is
. reached if an erroruﬁ’ as occu?drned and has not been corrected. The original

pl ai nt éxt caﬂgg}t recoyer ses the whol e nmessage is
20 di scarded at t E@lgﬁ%ﬁ?ﬁr %% b@gﬁ&[{gg g gapkegweayuhee t he

whol e i nt actthemssa@end {hie practipalSBialo@on ROV Smbes oFRbY té&ntcﬁl%g’tﬁt téﬁltc?*&n byt es
of the resul pl ai ntext relate to the current 1ncorrect” nessa

pol ynoni al , ?(? Vatnﬁess‘toéﬁ‘éﬂeﬁ%N T&d aedbean euge besiserbinnether a@fﬁs)oftcl‘m@rpﬂ)}@l nt ext
bits di rect 'détepﬂé‘x‘{a‘?%fo%gssﬁ{ glelghﬂg%ccur ate nessage polynomal wll be
range set

affected. 25 314 out of 12 tens indicates an end of
messagkd marker. All previ ous bl ocks of terts are converted to bits and

concatenated,to R FEin S ck is interpreted using the end of
nmessage necg%ea?‘gﬁf geé@ : e&“ﬁﬁ %tbcl?&f‘;?tlflé&HP?SealldrF@rrﬁefmg/thO’fTaanB and gape
bits cont ai megtnl R;, ddiefok $hed rt d are
discarded. 29 ~ 2.6 NOV ZOQﬂgergg\B%\tu@?ﬂe Xégtd PH&%Q fesﬁf%rf T %8? B4t a

with the MrAWt Geabls orrelt wdn thp pitegity GFtthe fdledn?pte& rmstssge Rip hberiyiAl key
K. These ar ener at or | f .no MIA protection
is used t he‘r?tnéliﬁgCEL &e%fﬁl%% athgweoagegﬁ@gﬂ]é@u%@ I@OEF@‘*’I Highcthe |dptesBors oér ed

to be 20| zeoasctidnsypeACHkRdDRRHUEE CER Oy Hclic A9 effect. This is
not the same thing as S(Q)! The out put lt| (%SI?VPZ%Ql ?se Igee%@wrth Rto

¢ produce P (see
A coherent “bit to tert’ conversion scheme works in conjunction with an original ‘end

of message marker’ system to interface between standard computer data files and
NTRU PKCS polynomials.
235

Tumbler contains processes that operate alongside the NTRU PKCS and which allow
the user to send exactly the same message multiple times, or to use an automated

system that might be accessed by a potential attacker, without ruining the cipher’s

security.



- 316. The recovered pl'aintext data is the binary string P, reprﬁsenti ng the
bytes of the 10 actual nessage. 4. Decod2@g Failure-Each tine & EidHe2p)s

pol ynom al is decoded using the NTRU algorithmthere is a small probability
“that it will fail to decode back to the original nessage polynomal. 15 To
decrypt the cipher polynomal a using the private key f, one first conputes
a----f * a(nmd q ), choosing the coefficients of a in the interval from
-q/2+1 to gq/2. Treating a as a 20 polynomal with integer coefficients, the

message pol yRowai overed by conputing F~ * a(nod p),
where Fp is t he ?n@i&?@%g@% %%D%}S%{)g%\t(m A h—ﬁn?uf’#ﬂﬂog)ly.m% tyHind the
pol ynom al soganiusfsobsion for-profesting the NTRU* PRCS. hhet dbv =.f * p
-~ Fy * g hfok wd q ) =p*g+ *n(nod q) 0 15 2‘66100)2%965?&%’%“%621
Consi der t hi $TRLS VRBIFSNaRan shaye crated saméoeeraipplyo prti-atreitivar@iphr

choices; it hsiBasehih &0 Lo : ven- -case all its - -
coefficients Tie betwe ﬁgcgaﬁﬁq{gﬁgpgﬁgwgg%a £ Vagbsinaesediarge when’
its coefficients are reduced nodulo q. This neans that reducing the .

coeffici ent;I of .f *eta.godulo g into the interval from-qg/2+1 to g/ 2,
recovers exa@tq et RAGEIHmemmErreRl cyptograghy using the YIGUY PGS fias anedserry

choi ces' refgrSmbind i i S d~(l~ and d=| ~, defined in
2. The lover these vaISu]leﬂsénzlat(rpg%éaf1 %}iefl?g?gla% g‘r%g‘tmﬂ%“yp{%ﬁ%“fﬁ%deéfgne&? PI¥§%nt s
in the pol yribricithsr'yuse-agaimt Commenzataoks, AS iRteBRSAGUSHIES with tddubr difie "
probabwi ty &aQaa -n coeffi ci;eqt in the above polynomial wll be close to
zero becones gr 8at e, flf@)ci/\é 810 YRESECRIrhlsmsainByert vt heeciphsw nEhreypossi bl e

. pol ynoni al s dppen deleevef tasof %ehas 30tk 116565 91 fuiiBiy. ef fective the
ci pher's security is. If these values are [arge enougnh, there will be too

many possible values of g, and f for an attacker to be able to guess their

exact value yn easi bl mount of tine. If these values are so snmall that
there is no %mmc rim oefficients in the above pol ynom al
wll lie outgidertig & 1&Hh 2 to.q42. 11.hen t.he security of the cipher
will be conpr oni sed. Tlﬁggg%tsr arrzﬁ\_t%crl t@ﬁo#&%lgfeﬁs‘ée&SIP?f ?Emdérgrbitb eq integer
probabld ity refarages ¢¥immtaidyfobr bas 19000 1haf) bheolPMHMRANT Bhegpes’ 85 bidRer

than N-1 with integer coefficients. Note that p and g need not be prime, but it should

be assumed that GCD(p,g) = 1, and that g will always be considerably larger than p. In

the Tumbler implementation is normally 3, and g 1s normally 64, 128 or 2.56

depending on the size of N. Other implementations could use other values.

20
One works within the ring of truncated integer polynomials R = ZX/(xY-1). An

pr—

element ' € R will be written as a polynomial or a vector,

N-

F= ZExi =[E}>EJ' . "E\"—l]'
i=0

Addition and subtraction in R works in precisely the same way as in normal

25 polynomial arithmetic. Multiplication. however, requires reduction modulo (X"-1.



- will have a coefficiént that |ies outside the range(-g/ 2+l to ¢ Zq ﬁ@'?%
nmeans that the val ue 'of sone coeffici ent%} wll be translated al u p g

the first step in decoding and will therefore have an altered val ue nodul o
- 3. 25 31 2 6 NOV 204 Exanple Figures 5, 6 and 7 give a visual exanple of
a wapping error. 5 Figure 5 graphs an exanple polynomal f * a that has
been reduced %o thg I*egst positive residues nmodulo q. Fifty coefficients
are represent 8uSHYo%ot L0t CatiRlicatien ghRs This|séari mdtipticartvaiis girehwaplidiay ween
0 and Q). Th&ssa&ﬁlf@tagnmﬁtydﬁ%(ﬁictthat t he decoder will recover halfway

t hrough the decaodi ng process. Thé polynom al is displayed using the |east

positive residue classes, as the sinplest reduction nodulo ...- 10 a power
of 2 in aco er,, Ml |eave nunbers in these classes. In order to recover
t he nessage 1 he pd?ynonial must be shifted into the | east absol ute residue

cl asses5(between -g/2 + 1 and q/2). However the current form of the

pol ynom al has the advantage that all the coefficients that are nost |ikely
to wap i ncoviBctly are collected together in the centre of the

pol ynom al.. This zone is highlighted on the 15 graph (the area marked as
501). Figure 6 sh the same polynomal as in figure 5 except that it has
now been shi Hted %Vtsff)Gtehﬁlé}ts‘t’;Ga,b@o,l gt e rEsiF'qHSa cl asses nodul o gq. The area
that was marked a&§°501 in fi‘gure 5 has nowween split into two and is

mar ked as 601 and 602. The 20 coefficient that was marked as 502 in figure
5 was just above the g/2 Iine and has therefore been shifted dowmn by q and
now sits at the bottomof the graph (marked as 603). This is the form of
the pol ynomilalsholdtbewididd thet thinieqlrediady \he Sarf3ad Gsudl P6FnbRidi ?fﬁﬁﬁﬁlﬁg‘aﬁeﬁ .
origin _msssaget ol%lnom |, 25 Figure 7,gratghs the pol'ynom al p~ g+ f

m rel ati ng TERNEGF FREWICKDE ‘gram Awand,) 58 thatdhe codtificienp of Wi dsrecatnbingd not
reduced nodu), i el i coeffici S . Wl all lLie in
wthin the rams ga_d.dg?té‘l)fh? 86?4 5 gg&?ﬁ%i’t’t‘%‘*}%@g lﬁlﬁ%tnﬂffe fr‘%ﬁ?fiﬂﬁ’l&ﬁ‘% ME G be
an exact natekifidi¢nt9dX atvese anhe message will be recovered without error.
This will happen, with appropriate paraneter choices, in all but a 30 very
smal | fraction of cases. In this exanple the coefficient marked as 703 lies
32 7 ~1 6 NOM p2Aicensiidesuble irsdradedin ' t he pol ynomi al
f * a that Wasf}’Lz shown in fi glafe 6, \Ahlinltg@gﬁlaf\-gg%2%%%%1%@5%8?%50%0%11%
nodul o Q i & Plof- [p1eélestanensapictha eperatéensi calbertonsiderall 0o Be oFheringéf fieaingst 701

has been wr D14t .t rked, 603 .,in figure It .i.s inportant
that there ?Xﬁgﬂgsgr@e %@%’i@%@ \ﬂql?(l:thlsi ?es}rgblﬁtfgsciog?lgert g‘eﬁﬁﬁ)‘wwg'@h%ﬁglérnot
an error hagpobgeuiskedducti®opahyhadpahdizs known only to the encrypter, while

the polynomals g and f are known only to the decoder, so it is inpossible
to predict whether a wapping failure will occur. Detecting failure

i nvol ves t hegysg opk bt Op; Of: k hash that confir the
integrity of theooripgi naissgei{ng& 663’.5%‘3 r{iﬁcﬁﬁ%r%aly 14 it%wlﬁgglrof/‘p‘fggrfe%‘ic&c@gs.
" Such a2k hecleorficngomnéwegsary to prevent some forns of attack. 1J 20 25

There are two useful rules to remember.when reducing modulo an integer p:

e a(modp)+b(modp)=(a+b)(modp),
25 ¢ (c(mod p) % a (mod p)) (mod p) = (c % a) (mod p).



- The nmechani sm enpl oyéd by Tunbler to detect decoding-failure is detailed in
6, and the means of correcting these errdds follows in 5. 5. Egrgr v
correction Wapping errors were a recogni sed problemat the ting r(\LH A

- NTRU ci pher was proposed ( NTRU patent application, 1.3, p. 31). However,

the routine suggested for resolving this was flawed, and did not correct
many i nstances. of W i failur The met hod involved shifting the

pol ynoni al -a AllﬁSoIIrﬁt 36%312, 0%@’%{-’ Fh?ﬂ‘?T%Uéﬂaﬁm@@rshM%b@nmgm intsectvalwag thit t he
coefficient tihdtexwagelDaikbly HPSMERGIY ed. so .that.it was not w apped,
and did not alter the \_/alge o?p?_)anpg S ec'e‘!{;’:)cp cﬁmoélinglﬁt%%hW?e‘HV’frﬁ%%/mv\%r}@S
reduced nodulidBIuedprionisatinmtienyin so hf thepfekiny tigRelBRersas &0ehIduel ent, whose
value lay at the other end of the range, to be wapped incorrectly, where
previously this would not have occurred. The wapping error correction that

was suggest ed at@Bistsaiflaiholy@os@41§ BCR \\"‘I‘Qxfc%ref”f% nlfs{}gé\@gg%a?ﬁge]{eﬁ%b%roglﬁ@i S

occurs when an incorrectly wapped coefficilen i 3 ~'s
~ov 2s4 at | éBdtsagschoseotickatsonadula ¢ bt 26 bk ) p‘z‘écﬁﬂﬂé‘(ﬂu&%t‘ﬁfc.fﬁdﬂuﬁﬂﬁi Qf the
sanme sign. Thig was not %{{I inally considered an'issue, hese’ T al laur es

were t hought '} &= B89 &g fFe 1n§d fRAEe, pespegiivelst praciselyan(Mrandl)(y) ocefiticance in

every ten m Lkiome RN AhS bgh is.sufficiently often to be noticed by
many appl i cat ions. 'I%eﬂprglg@hc&}ng}l%t T HCIeR Y1l the Valueor], @pd rihe rereriniagst em

is sinple. |totffieientsi sl havias rbe vahenof PBEmbiANG, 69T, hia Jhevdi mCUTty
IS that1 t here %%e. N caoefficients which, Ié’ineméagg]na?géfe;?iteg%q éogjéw\e/vr‘} in -
10 two Hossi 6PETGEHS Yillhibs velugds sl d€VivbdatfficBnisavideti. valiver e viald 4i kso be
mul tiple simdst aNBOUSIBELRALS ' very possible error is therefore
“equivalent to trying out’ eve?‘&quggél}lgg'eﬁf‘eeﬁ’(ﬁﬁwl fﬁl‘? VEIODGEWET one wor K.
Due to the naeaffiecafwitthealod phenlldhitenviibdintai@lean unfeasi bl e anount of
time. Furthernore, the error nmay not even have been caused by decodi ng
failure, but by an error in transmssion or a deliberate 1 J alteration by
an attacker. 3ThevEpwalser solution is based on the fact that not all

possi bl e errors are born equal. |If one orders the possible causes of error
from mdst |i Kbt Jumbler emptosyitimliyforhed onthrexicp@iR! systehbi Sk&NLeSGHM Sigan be
~ perfornmed fognthe Iﬁause of the cig?f’_réror_. In practice the 20 nost co n dause
of a decodi ng" PATTRIFE FFI" 498 & $r&nPH0S svEppr dhisescaoy boefp exmmicesedch «F0000
(for the par aeBS @FecGhObmESnE BNt i ), Recal ling the cause
of decoding failure ?n 4. the al go%[ ?%%qf)ggrﬁlas-{r;réggégroﬁh%gulﬁggnoﬁﬁ’gg’gﬁmgo
that a certaP®g6¥Synom al's coefficients are al nost al ways inside the range
25 -q/2+1 to g/2. Wen they are not wthin the range a decoding failure is-
said to have occurred. The chance of a coefficient falling outside this
range 28, i nTi &LERIE patenti@ptication NdebOOQQ R85 ROLYNRTL& chance of two
coefficients,falling outside this range si rrﬁllli)%)aneousﬁlk}giay;l ssémP‘%;{WOfri n

| 00000000 pef§ottshBrAcatses. abhg Bemblar froplementatic hed irrdacs] pRar sddidbsg.
“when a coef figignt .f tsi his range it will al nost 34 ~ 2 6 NOV
-20U4 al ways fall butagidgzthg%/é %ﬂr??e)e/sséas %%H%r%’ﬁbm‘? CHR ﬁlﬁart?égtFeﬁCthfethﬁitblteance,
the |ess |ikgbyesids badowhatdescribeefhite itgNheM bi a fraht 4 afy di 6o QUL si de
t he range. Furt her g{)r e,, Wwhen a coefficient falls juggtgr%%'ovegtlafeg&rﬁg §§ it
will be w apPEP¥ohene W5t i diagraes mitigeinmpiivalento dfdn che NTREI pSeriust
bel ow 2hi s rapUeatich WMibd 3 bes wrapped to the top. In the first case its value
will be g toﬁjﬁsn%lol,\(\fvl\%i ch m;wgﬁns that it will be x too small nodul o 3 where
X is the snmallest positive residue of g nodulo 3. In the latter case it
wll be x tolot%léarqge. fhg Thi s grovi des a sinple nmeans of finding the error.
The val ues tRat® 158 OfM5&E% £repdon wistary she processthasranstinadrel atiaelyesimple 2k 1s,t 0
q/ 2 are chedkggveand @bt L8a®d (HRAG r heir | ues nmodul o 3 by
addi ng or subtracting x (gepe%di ng onﬁah%ﬁﬁ[ggg %ﬁénctvegllﬁe f\ﬁgpélc%lthat"f'\t‘}’e’ﬁﬁttom
or top of tr?é’fhlfeé%e respectively). 15 Figure 8 shows the sanme graph as that
in figure 5 (explained in 4). The area surrounding the line g/2 is

hi ghl i ghted and marked as 801. The coefficients that lie within this area
are the ones that are nost likely to cause an error. In order of their




- proximty to the Iiné;qlz the first 5 cog§ficients df% Iabelleﬁ%%Oﬁuvgﬂﬁ
804, 805 and 806. The nost |ikely cause an error would be t ' b
coefficient marked 802 having a 20 value that is x too snmall. This is

"~ exactly the error that was described in the exanple in 4, and adding x to
this coefficient's value would indeed correct the error. The exact nethod

that one shogld o)V correct these errors depends heavily on the use
to which the cilé%glréisl{%)rgi ng put, and the platformupon which it is being

25 i nmpl enent 1 exanpl.e algorithmis given below. The prenmise of this
met hod i s thgtg"ee@?ikﬁ’ecﬁgip‘%asﬁ & 5 %w%, BY itnapedg imfigurell &fdg Beatt then
attenpts as Nergt[j?.ﬁerg%ﬂi@hgn) However, 9999 out of 10000 errors wJdl be
corrected on the first attenpt. It is probably best, in terms of speed, to
check in the shortest possible tinme for the nost likely -error and only do

t he worl§ necia(ﬁsa@/ fkor continuing the search if that first 30 attenpt
fails. 7 .. 735258 NERAOPOHSSIthdkes hia ther dgeritame penimetays Miranidng. Thet he
order of oncgyrhieRV8" lals .the spe ,fterence will be small
on average aﬁad Wi | rsgﬁf%ggggi%g&g%?\%ﬁ%hca Thst 31%{39119 fu3s pSEEVEVED QP ssue.
The net hod dedegsidosld bearsed.does have some 5 advantages. G ven appropriate G
tables (see below), it wll fix all decoding errors in a reasonable tine.
After the first few steps the original data can be stored in a very

efficient forgmt Thang I : I data need neyver be referred to
again. Figure 4 is gglfv %ﬂg%egaé(?&ﬂc}?ﬁl? ]{ﬁTZd# Oﬁ}og% ﬁaﬁﬁgﬁ%%oﬁ‘b}/ ¥t ifnWAIC§dFi t hm
No equilVal endependant go, ehdnsordisedrin dseNTRY pated: AEplNERS P@Lent 3appl i cat i on.

- This flowhart is designed as a counterpart to the flowhart describing the
-decodi ng system (see figure 3). 401. The error correction routine uses the

al gori t hm parcaTeTies snvbra@ng of.is | aleHIAQ) AGHRS e MEENA' S KEYe Y R3er B3 DUt
e

not the private key itself. 15 The correction |eve ernt nes A the
error correchlegrthpytheseors gEiniant (oo lreversEhidgenithor ic ogedeThis alponttah wae

- , : [ ti | N h b |l ed i
the firi piSeaf IRIBERase) a5 KA A Obaniel BB el (manysrrmrihi duelised | on
| evel 41 owsScingyieh ec ah (A dlanksg\in 3 h0idky QNERPATO IS LBaLrRoRE HOohBupe ! ©
1 0N

a 20 cause of her t?ﬁn agi)?ode failure. An arbitrarily high correc evel ,
when the cau¥¥nst e Sroppersyithy Sritieger Jérriog, New Wogk, cCEAYS epp. HS-PA)olidss t o

conti nue forpA&pRtRAtthat I [ . exi sting erraqr re.extrenely
likely to be’ corretctted gdgle%éﬁgg |Ir1$stt % e'wég%{{sg%ﬁ’gge??t% ?EQEQF‘&F 045658 bl e

to concl ude neev § Iguimplérgentingtthishdg@itamce poficess YL Fast REARIES E8GnR¥E QhrduSh

negligi bl e anad fggit[ the.failure of the polynom al to decode is nore [ikely
to be 25 cadbiDy! SPEFAUPSM A Frstor STRIeienIEOR P Morg (5ored k2 fanBimihesdemildf t he
nmessagg) The correction routine takes in the half decoded nod g pol ynom al
a;, and the cipher polynonmal e;. These relate to the polynom als used by
t he decodi ngl0dyés der k@@xwpgﬂm@tlg) inverse b f Bndajculisedimodnloc?. datinpEnidadng heck

“brock. 1t i id to avoid.repegtedly 30, inputting e; into the hash
‘i'nst ance by%@%ﬁ%‘ﬂ{g U 8f’£as§$m?wg HiluRetiq thEquedpazslteb bit opamtions on a

vector representation is used (see §12).

25 105. Given an inverse modulo a prime, it is possible to calculate from it the inverse
modulo a power of that prime, using the well-known mathematical technique
colloquiaily called bootstrapping. This allows us to calculate the inverse modulo q

(which is always a power of 2) from the inverse modulo 2. Bootstrapping uses the



- 26 NOV 2004 inputtihg e; and then returning to tHi's state, instead of a
new hash i nstance, when a new check is r@‘ﬂ]ui red. Theé-table G-k QSB NOV 2004
constructed from experinentation and allows one to control the order in
- which varying nunbers of concurrent errors are corrected at various depths.
Since alnost all errors are corrected i Mmediately it is hard to determ ne
i deal val ues 0flor it(pi S t.albII? be%gnd the first couple of entries. |Ipso facto
the exact valUSYB§ RIRFPIE; FFIRhE Wisreafdaoduy apoverTie prione 6 tied JFevet | s
sinply a Couﬂ%ﬁﬂlb@ﬂﬁiﬁﬂxggﬂ?ﬁﬁﬁumhﬁh the correction level. The value | is
used in conjunction with the'table G It tells us which rowof Gis
currently being .used. 15 The value of x tells one how nmuch a val ue,
incorrectly- %p"e'd "rmdu%q%ﬂ% has been altered nodulo 3. Modre generally, ii
t he "val ue of“i)(ﬁ1 O FRYSHRE I &ft 2Fimilappiay saf, ibonfrom thesep to be somet hi ng
other than 3, then x will be calculated as x=qrenp. 20 Centring a
pol ynom al nodulo q refers to shifting it into the | east absol ute residue

cl asses (centWedhas suthd szme epmpithtichesidpdermel 66 tthaiTR U ﬂa?en'f'%plﬂ:%’g&?sar y
to use the r&fgg? -tég %qu to q/.2. Ilrlgstead one could use the ‘range™-(q o]

q/ 2-1. 403. AE PHf (Ecept thatthe factonati Bchageohinelutied for dese of lose.
coefficients of a; by the 25 proximty of their values to -q/2 and g/2. If
val ues exact|y equal to g/2 were w apped down in step 402, then negative
val ued coeffl‘é-@h@@rlgﬁ@llibﬂi%beDziisjﬁEd bef ore positive val ued coefficients
wWth t sane absolute value, and vice versa if values exactly equal to
-9/ 2 were wapped up. In the exanple described in figure 8 the list would
‘begin with tH®. Taebhblid eyt 5 nlaghiel e 8O3y 8006 | hat
‘order. It is possi EI e tl??BO rgcord g)rﬁlf%gg}tleﬁéqg?ssl?‘gﬁgee@%?c@%g mcsg%?ﬂﬁ:i ent's
val ue fromt%ﬁd e of the range and not 37 ~ 2 6 NOV 2004 the val ue
itself. The RTYRAPR s used here as it nmakes it easier to follow the
process. 404. After being reduced nodulo 3. the original nmodulo g

pol ynoni al  aeiEdhbumbleg ercraptienestistem(S deseribsd, ianittdppédrs #Ofigar 2 ST khoud@nt T ol
t he nunber I u fop which a check is made. To begin with
a check is On{:dgér?gérrgg%ggi%élgﬁtg{?‘iﬂéf %ﬁaﬁ%@aalc%mfanewenmem@?d HertBe one
takes ithe cuNTRbtpatiepupplattinhififl ghecks shoul d be made fromthe table. If
one is on the first row of the table the checking procedure should start at
depth 0. It should be noted that if a value is no |larger than the one for

t he previousy) & : ed, k-tuples.in 407, .and the

al gori thm wi | |ﬁésd|3i E’ g{%%gﬁlgb%{ i et Eﬁi@e&g? senGpengtion gf g@ﬂbjeﬁ%toa?l%f? i thm
searches thridfggh all the k-tuples of coefficients with values that are no
nore than a certain distance away fromtqg/2. At this point it is determ ned
whet her there are any k-tuples left that have not yet been checked. A

li;-et ;JEL%}eL Egézmaff‘h@@@d}yﬁtm%ﬁ@@nﬁﬂdkésnﬁ the %?iﬁfrféb n?egsa%e %ig%l( %rplz%% eth, B,egsda not
Y (binary) string of bytes with an undefined length; the public key polynomial, %, the

§
algorithm parameters N and g; and, if necessary, a Multiple Transmission Attack
protection key length (MTA key), k. The process also makes use of the SHA-1 hashing
function, H(). SHA-1 is defined in the US Government’s National Institute of

25 Standards and Technology’s Secure Hash Standards (FIPS 180-1).

It will be understood, of course, that the plaintext P represents the actual alphanumeric

{or other) message to be encrypted according to any convenient standard binary

representation.



- 20 408. A k-tuple of{’ié'oeffi ci ents, whose values all ¢Tie within f '
range, is chosen. This k-tuple shoul d be2di stinct fE‘om any k-tupg]g @ggfﬂ]ﬂés
been chosen at a previous iteration of the algorithm The val ues of the

- chosen k-tuple are then altered to conpensate nmodulo 3 for a possible

m s-w appi ng nodul o g. 25 409. Using the altered a;; the decodi ng process
is conpleted. 410. A check is nmade to see whether the decoded pol ynom al
and the ci pher polynom al pass the integrity check. 30 "2 6 NOV 2004 38

411. |If the i 1 . 6; .is accepted as the next decrypted
ol ynomi al - 15 Wi ol Houpies RRGAD Rt SEEK BRiiien dhic Tt Apvlisedpon | s

now ext endedthecplaingebtfore osdinplRedi 3. ®BEE nbh 9ol Bk yte ddBan I of
the table G at lé%‘ﬁ%?eég%‘%‘etﬁ the depth at whi (I:Ih ong %hmﬁtc stop&gs}lgéi\réfc%h@‘ﬁg for
» $0r

an error in &9 TRV predied yaisaed thf sequentt 4endfhler Geaftia). Tfhat

records show fiara hastBeeN;SEQ g Lharel atio the intepded, 10 extent of
the search, is i%r enent ed. %tlgrglg *aredobvio SI%)L){ ﬁiﬁ’r FRERTFor Dals Irgslyof

achi evi ng t htensidess thaeiagemsdediraalcec LGWHE LS atb k5ros Abs LbFROTRL j@ngheck
is made to sg\e? if the coggqejft ed | evel has yet reached the supplied
correction | BUepne{iing iy checki ng has been performed as far as the
correction | evel specified wthout having stopped at stage 411 wth the
decoded pol ynonmi al, then the search is abandoned and the polynom al remains
uncor r ect ed. 20&dltieddTkey K, foirnhtha firsnk byes efglaieeki 08 ch@y &lio tHa Splr [(deesti | |
only oggur wge%nlrﬂﬁl L or e Lls c(g seﬁ%b?\{i somet hi ng ot her 20 than d%coéi ng
failurel 417° Ond Tt ERsRUOVES OX (b orishrl Eyien of finient date SFQReb mwithhiheh t he
correction pomgeduof thel eqlidhch Gch@EI0! el .are. zero

t er m nat ed. Vﬁgn an endqi S r%ach_ed, (E&?g 1%252%%3%% tthﬁg)egggécpr%alfl Xbétg]ﬁn for
a singl et on B¥FEFRNadRI GPnveri ghe Thivaryl daini inon tamaes ihootdee weRll fRWt@har 30

The follow npm%&ﬂ?&k%ﬁ RMSd QseHDoryethg %}p%'e} (sgg ¥ St).hfhésgtgtlan%argf; ciigsits?so?gt'erts,”
form the message polynomials that are then processed by the PKCS cipher. If fewer
15 than N terts remain unprocessed then the remaining terts are placed in the next

message polynomial and an end of message marker will be created in 207.

204. Provided that enough terts remain unprocessed, a message polynomial is
constructed from the next N and then encrypted. If the plaintext data has been
20 exhausted and there are insufficient terts to fill the next message polynomial, an.end of

message marker will be created in 207.

205. A random polynomial is chosen and.multiplied by the public key. The product
polynomial is then added to the message polynomial. This process is identical to that
25 described in the NTRU patent application (fig 4, step 450) except that the parameter
p has been incorporated into the public key. The resulting cipher polynomial is then
packed to fill bytes and inputted into a check hash function, followed by the message
polynomial using 2 bits per coefficient, which is also packed to fill bytes. The check

hash is computed and concatenated to the end of the cipher polynomial (see § 6). The
30 output from this hash forms check block B,



“~ 39 ~° 2 s Nov 2004 Exanplea; = 45 - l%x - 127x2 @‘45x3 -11,~ X' .59/ 2 =
128i ndex value signO 45 +I 117 _ 102 | 345 -4 117 _| ndex225 Noy 2004
corresponds to the coefficient with the greatest absol ute val ue.
Thel5coefficients with indices 1 and 3 have the sane absolute value and the -
sanesign, so it is conpletely arbitrary which of these two is |isted.
first. For the restof the exanple 1 will be listed first. Indices 0 and 4
have the sane absol uteval ue and different signs, so, assum ng that one uses

the range - 1206.t blatid8, ederystbd st etesbages Theal r §sU kit ri i
t herefore be ‘?1&2 - 1%72. % -117), (4,e- tﬁ% (3; 45)ﬂ?é(n0?)5165%§3%$qlt(ggdf%\%ll‘é:xt3 *
42 + 2. Ther By'ypamial usibg hemsxiVaats of pbainedpl i fied table k=1 k=2 k=3

k=430j=1 32 00 40 rte- 2 6-NOV 2004 j--2 11 11 4 0j=3 111150 |=4
15 12 11 1 This table indicates the best order in which to check for
errors. 31 f a20@nk istungikelyhthaerthopldisiedi gsovRIPGIAR KU QELEY, oft Hl%Qsang
checki ng proc(gdure. YM |1 be 10 stoEB_ed. -The procedure, starts with an attenpt
to correct tREVEYREISTSHORM BraSt RHAP 9ol Schjtsspr eanversme into tare8 Wikmerlethar e
none, so it 1966818 the &hngl I8 ran -128.t0, -1.27 .Qr o]
| 28. These rg(i?es contain gnéﬁ %ggﬁr,nbjaléél%glslﬁgg%ﬁ%c%syg?sﬁléb%nﬁogs%d%éaéx in
the sanple o i ige beeneprogesseg; thedast hiessago @bfyncineis dotnpl@adtiiNe HeR8d of

al gorithm at arrect it.by,adding 2. For the purposes of this
exanpl e it SHEFRES ARRERLASS e S o0 TinE Tusf ANISIIICHASS (¥ i,gltyrtﬁné, ofmsssBotl d

conti nd@ trymagket THOMaEEE isSinBaled BtEe WitiktkxOR: | L eosiqgletons
in the ranges -128 tp -126 or 126 to 1%8. T)ﬁerg a eoﬁglt?r%{rhgqgslqﬁ% O?ﬂp& € in

‘that range. RESPRF Polygprmiali {n ithis trasa dre emd ©of yndssageomerket wall pill ovkowRyer
‘there are no,pai ' [ trrange speci.fied by 4(1,2) = 4. {1,3) O,
and therefore oneg%néﬁ’g%gte%\}\}’ rgjgggl\sivirrthgﬁaiqé)o? Had, 35 CPB%’/[%?dl‘G‘tgﬁﬂn@Phﬁﬁs if

sear chi ng f omecasssiyngl eton error once nore. The search starts where it |eft
off in the previous row, with a depth of 3, and | ooks for singletons down
the list up to a depth of 10. At 10 two nore potential errors are found.

Once nopse |t2@haty he - I hese.errors 30 fails. 41
~ 2 6 NOV 2004 Now iy g?ftygén%%a‘%ﬁé{ BEtANY (hd GRF 180 "Risfase pdyporgigls)
errors, st aredntningdrelashiacseplethplhmtdxt ofdssagatpolynd el hen@fthd end\BE hegsagEpPt h
of 10 is reaghed fhree coefFi cients are found in that range, and therefore
3 potential parrstcBIYATSE IR esame manner a5 ¢! pther messeea prdwromalsr s woul d
be corrected in the following order: (2,1), (2,4) and finally (1,4). ' For
this exanple it _shall be assuned that one of these pairs was indeed the
cause of the2W® Ib¢ conggigagiean ofjqach sndrppted palyhomial perkedixefill bies, hud wathagti ce

an err W | m5 S corrected.in the first few attenpts. 6.
Text Ag\gr enelslasstaﬁh Ieé%ﬁé W?Yt ext%s%s) Compeleteg with zeros, folllowed {mmediatelyrrgy its
associated check block, forms the encrypted message (ciphertext).

3.3 Decryption

Here the Tumbler decryption system is described, as it appears in figure 3. It should be

25 compared and contrasted with the original decryption system described in the NTRU
patent application (fig. 5).

301. The decryption system takes in the algorithm parameters N and g, the ciphertext,

E, the private key polynomials, fand Fj, the error correction level, and, if necessary,



If a cryptosystemi s able to deternine ther the ﬁf‘crypt ed d IS . a
val id encoding of its associated plaint , It is then said toaog l{ﬂ)ﬁﬁl W0éxt
aware This is usually achieved 15 with sone sort of check hash. Dependi ng
on their use, systens that are not plaintext aware nmay be susceptible to
attack. An attack that takes advantage of a systenis |ack of awareness
works in the,fql i ng : 20 An attacker intercepts an encoded nessage.
The. at t ackert RERAASH F1 6 Refst Red deatenbis abe SH A taghipg fonsone0: iy i
on to the orfigir83lhd HnaRIRL JseLiRicBBle thd bi Lt LG8l SRR

soneti nmes tur%ithe rressagg into an invg%?@%%%htg&rhtOgﬁéjbllg}%%s%ooeﬁ@efﬁé’f‘ coul d
not be an encoded formof any plaintext. In such cases the decoder 25 is
“tnabl e to deﬁlrzy;l)t. t he r’{essaﬁg afnd W Il general]ly informthe sender (who is
the attacker r'n’ thf $OENERRFF §9 e dn (Hderniss egaicrarreied polyeaigls. R will

Al ternag i veldsntdihtheReiyhic8 GlamesLR WMt kh SHiPRSTE, I such a
case the decoder wll glggcog’e t he nes‘sagg{earﬁgqur%sg%% iq%l #ﬂlé‘fgr%ﬁ 7?1. Si nce
it has been nodified 42 ~ 2 6 NOV 2C04 whil st encoded, the decoder may
not be able e sen of. .t he .message t this is irrelevant to the
attack. The :{a(t)?f gg‘éle?n%r 6%‘3%023?%%}1%1 aﬁﬁd@ergg‘tegé'\y@a‘;l?loﬁ Hegecongiewted Fgmahe each
st age whi ch dipitirfekCiat ii@pB/ M@bidgmlﬂadkﬁ{ﬁ%@leh%ﬁédiﬁzoﬁna' ysing this, the
attacker is able to deternmi ne sone of the original nmessage. Tunbl er takes

this approach further and automatically creates a regul ar hash check based

Tl ef” 10 Reaire =808 AL B BRT\ Gy cdp ol aledey ERraia. 1
(Secure Hashbib goidentionl 19 teoprocssp describedigake NESRUS Qatcdpapplragesiedie. 5,
‘pol ynom al . Sm’gﬂ? i S g ined in the US Government's National Institute of
St andar ds andPPedArB gé) gxespthabthpgemlispithe fre npuiipsatignis rpcords imscasaich

message pol ipRMedded Br 8G9 Hetidgot h the origi nal nmessage pol ynom al and the
resul tant ci pher polynom al are used as input into an instance of the SHA-1

al gorithm 20 During encoding, the cipher polynomal is taken as input
first,;as thy eeds up,t decodi ng process in the event of a decoding
error.lihe gﬂéhg‘r%a gfsylﬂ%ilﬁ %Iee" F%CF% P’s‘?‘eﬁé’ﬁlﬁé’é&yt%tmtlo epjRdes; B2VFs%ErS Ped
bel ow. Tor Ufllagite dostyp(Ed pobirofifiChllbd Gk LRLRONERARnbNF, [hiSthach is

coefficient are placed in the |east significant e e first byte, and
so on, and tReEwaEstwidyihe tranpinited ¢hegkt blogk Setlnbihe evenf thaberemsanyctidbneEde

nmessage pol i st he to fill tes, each coefficient this tine
bei ng repr e?g%?eeg{%éfe{i V\(/%ll %P @gﬁ&(é%%’hm%?)f §ucgrqés€‘?‘?s@?y pgedi i ec‘iﬁ’i Hhhdnsg
coef fici ent thssanet e Ittthey fhieresire beteffiSesieh aadd thestse PRtk h&hUiS&lon ditet he

corres;é;)(?ndi nﬁ coeffjci enEg’gs -1; and_both bits are set if the correspondi ng
coef fit] ent PEInput efeiibuit heforsthe Hwubakd. t hat the 30 second bit is set while
the first is unset. 43 z 6 NOV 204 The packed ci pher and nessage ‘

pol ynom al s are concatenated, and are then hashed together using the SHA-1
~al gorithm 6. Habh dnsmitipdithdck Wdmdnmbttchesthik thastd cliemed e 308 etiepi tBOtecoded
(‘unencrypt ed) ,al on ith the ciphertext. TJypically, the addition of the
hash 5 wil| _38&38“’8}1%%% 1526“819/‘?‘3&? {5 prRginahb mesaee pelyRomisLpEher ERoRThesed. -
gg\é\ﬁ; | ?ddl tiAeRge P RRHAN nded® BE&HVRE bAdY Bt Eed $81!THhid @R is

2§l ' performed in sets of 12 terts.

307. The bit to tert conversion converts sets of 19 bits into a subset of the possible sets
of 12 terts. When a set of 12 terts is a member of this subset it is passed for conversion

back into bits; otherwise it is not a converted set of 19 bits but an end of message

30 marker (see § 9).



Exanpl e 10 The rressage pol ynom al {-1,0,& 1} woul d(b\'é encoded, NtR,e byt e
10001111. The last byte is finished with gnset bits if necessa?&’.s ID t?ﬂalls
encoded formthe polynomal is concatenated to the end of the packed

ci phertext, and hashed for transmi ssion to the recipient. 15 During

decodi ng, the ciphertext and the decoded nessage polynom al are .
concatenated and are inputted into the SHA-1. The output fromthe SHA-1 is
t hen compar egwwég the original hash conputed during the encode process,
and recei ved3@8.Gity teits dre tchevesiep et thix% tsee 208y dd @ : ifies,a
encoded rressag}& therefore, even if th_g rr§di)fi edﬁhd%{s‘g@giﬁornl%%&?dt%de%o%egg it
is still conpPUt&PHSHAPIRAY FHB&ErpeEentisg atspanehestf hytesh.ne decoded nessage to
mat ch the hash of the original nessage. This makes it essentially ,
inmpossible to alter the ciphertext and still pass this test. 25 The system
then r epect s3¢ Havegsdegedediho peevias polydiohal (tRe H&E‘%’ii&nrﬁé‘rst@ﬁ' tﬂbﬁ?{dce&ﬂ' thSt
bei ng caref u{h not, to informthe sender of whether the Cipherte was val i-d.
It is possibi"§ FPRERPEIRONGOM ure may have caused the fault in the
decoded nessage 30 polynomial. If error correction is switched on, the
cipher will attenpt to correct the 44 ~ 2 6 NOV 2004 fault by using the
al gorit hm dedl:ithéy teapemitiedthedlablocktdrge nbt maichlthd BadheGESSRLY 309 ﬂg&hc&gput e
the check ha&e@o&@dﬁ?e Ovvheirg_er thfgmerror has been rectified. Since the
ci phertext remarns the Sags Bt 51 Qrisud ' mepseaypelynemsishge pol ynoni al
differ$0for each check, it is possible to input the ciphertext into the
hash only once and input the message pol ynom al each time. The general

met hod of hadHr Agtherptiongistor egrreetinh Shetipd dientrax tcohegRsersten® aREAFHGE an

integrity test fQtn [ NTRU dependent, but works equally well far
other ciphers. _.e.tb%fgm;.ﬁle%%?ipﬁ M ﬁﬁ-‘sﬂﬁ]%éé] ons Tunbl er includes the
option of adding protection against Miltiple Transm ssion Attacks (MIAs).

15 Shoul d tgﬁés HE message be encrypted and transmitted nore than once
using the s g HFFY REFCGTsYMerhoi repa bpeloitevikccan, Ifiitis sy edshgnhdenone

suscepts bl e & : 1:S kLo t - § e re of the possibility of
pr edi ct abl e s?ﬂﬁléa%ﬁ% f}‘%‘?‘ﬁéﬁ@&g‘ﬁ%&%&%ﬁm %t‘s ?fif\??t(‘?aﬁ Ehei RfEhineFsaEn| e

are message [wdgoerisl, aglibh cidet tosiauessathorfa20 email, which are often
predictable. If the first few bytes of several nessages are identical then
their first nmessage polynomals will also be identical and hence

suscepti bl e 318, ThiMiAiIntIYRBRARE] iR cBol hist %c%‘;.ur% iaﬁg%aisazlgthgnsm e ﬁegt ?’Hﬁg

regul ar basis. If the attacker nakes t correct T G
pri ces have ¥igina plaifedt, canhotsthewstiire balrsmvatddoin tdemtdses SRPMRe %Ma‘éfe idhe

securi- of 1ngl PessSa ol ynom al is dependent _on the randomTact or
used ijholt he %ﬁ%#d&%ta?%hﬁ”?%ﬁgiqﬁfﬁs IS AEHiTatst upgs of @ BRES aretirg the atiade ingact

determ ne t heessageddmi§ possille, however, simply to record which bytes of the resulting
plaintext relate to the current incorrect message polynomial, skip to stage 306, and

continue as normal. Only those plaintext bits directly converted from the inaccurate
message polynomial will be affected.

25

314. An out of range set of 12 terts indicates an end of message marker. All previous
blocks of terts are converted to bits and concatenated to R. Finally this block is
interpreted using the end of message mechanism (see § 9). This may require the

removal of some of the bits contained in R. Terts that have not yet been converted are
30 discarded.



4s ~ 2 6 NOV 2004 an_ﬁ has access to theEg blic key,(’_’?t is then trivial for
themto retrieve the original message. @h time a ressage is LebtNOV 804
random factor is determined "on the fly' for each polynomal. This neans
that if exactly the same nmessage is sent nore than once it will . contain a
different randomfactor. |Ii an attacker knows for certain that two or nore
i ntercepted nessages have exactly the sane plaintext, they can conpare

t hese nessages in an effort to determ ne the random factors used. 10 Even
wi t hout MIA JsotacthisOiagetR i Sthd Hlai p ' g determne. th
entirety of the randomgf act or S%E%I%r@nﬂfﬂgé %%ﬁgg%?%gp&ﬁgmgpma@ﬁgﬂ i@?\di ng
two copies riighk bxieghomi hadTs kepipridnss erctised feeud htsgq@hcs BéncRSS 9GS,

whi |l e sendi nwp{)k%tc&ggi es cgghal ow the attacker to determ ne nost (and
eventual Iy al Iy of ‘t RE eS8 &4 109 FRe0. b e PuiMia spawsnee S{Ishisslpgicalty

enpl oyss a sidmkiaefeﬂrt@@%gizgﬂag_rlntp@gﬁ (Y elec .key (eg
usi ng a pseudo-random nunber gener a%gr%)se%&lg%gflﬁrlg%ﬁ%%fﬁeéfﬁCgﬁrdwse%m{
nmessage di f B¢ samailiaedy Sf%r%ﬁ%awtm e B@nisi XGRedredthaR) 6o parucaPi(beet fie
sane key. Thg stream ci pher does not directly add to the security of the
message as it is broadcast with its key, and thus need not be a
particularly secure cipher. It nust only 20 ensure that two identical

pl aintexts w.ll gi ffer fromone another in an unpredictable nmanner.

Encodi ng wi t-H6t 8¢ TerenrEd PlareBrdstacistthe hinapyt stoing Rd depresentangitn Hyeds of the ™
pseudo[@ndor&tdwﬁegﬁg to the start of the plaintext. This key is then used
to. set the initial % state of the Tunbl er Sequence Cenerator (see 11,
and step 202 in figure 2). Subsequent bytes of plaintext data are then

XORed with o tlffjt f’.omFt ne Sequence Generator before being inputted into
t he PKCS ci JECHn Ub83 of figure 2. 46 2 6 NOV 2004 During

decodi ng, (fd.QHn ) | . K. _bytes of.data rned fromthe PKCS
ci pher are uEsagg t{?%égasgltpﬁ]f&e h%&#r?ﬁiﬁlfda %éf% ed Lgfngta[h‘é%gé‘%@gt@m%fso% salbe
11) . Subsequeaitabibiyty eisat drveil DéEIRecldasb bkt th ke drigdfRl hh@sa38 PUBRGRiLFENer at or
bef ore, being outputted as the decoded plaintext: see stép 3l5 of figure 3.

5 8. ts to Tents Wereas data is conventionally stored as bits, the
preferred PKGiaRgatd Hpadhapahes; nom al.s. whose coefficients
can take the val bgjs? 0, gﬂo? f-}l&%ll'a{qg%gr@gggeg ‘bo?%%’ﬁno%q hﬁsgc‘ilﬁ%"ﬁesa string of

ternary digits (tents). A nethod is required for 10 converting the bits
into tents ape back(mgai p), Each conplete set of 19 bits of the nmessage is
converted in the present Invention to 12 tents. This gives a packing
efficiency of 98.65% while allowing the arithnetic

choosing the coefficients of @ in the interval from -g/2+1 to g/2. Treating a as a

20 polynomial with integer coefficients, the message polynomial can usually be

recovered by computing
F,*a(mod p),
where F, is the inverse of fmodulo p ( F, * f= 1 (mod p)).
25 The polynomial a satisfies
a=f*e=frP*h+ frm(mod q)

=f*pe*F,*g+ f*m(mod q)
=pp*g+ fF*m@mod q)



- operations used in céﬁﬁ'versi on to be perfgr med usi ng{'f’?? bit integers. A
met hod using 15 integers of nore than 64 Bits woul d be nore ef @ 6ijdy 20041t
woul d offer a gain in packing efficiency that would be negligible when

- conpared with other packing issues. 8.1 Conversion of bits to tents x

shoul d be taken to be the integer whose | east significant 19 bits are set
in the same 20 c nft'bggratl B(n as . the block of 19 bits fromthe nessage, and
whose ot her bPP¥ f5t PeEpomil pdrog et e Eemzsmsxbmud: daﬂamem&hmeels tivisbe

i ntegers takj di v 3 and the remai nder
cal cul at ed. br(?}glglgg)l étﬁlghllégpﬁt% teve&(ﬁascec?lﬁ‘éﬁ h-id b?f@é@ﬁn reft] apd

det er mi nes t{af sd ﬁamabesenc;nfzhédge viRAtitsl e eL det that.the val ue
of the tent |s 1 and 2 determ nes that te IC%/asue ge][dﬁg;ﬂ]gﬁlgég q%thlsma?. X is

di vi ded by 3t aar@@@pauthﬂgccwﬁt}cwmfﬁaermodu147q RtcSthiiMeAR0 4rodh —porf a5 gy st eps

1 and 25a to e Clearly, this process could be acceélerated -
if in step 1}621)\\?\62‘1;6%%% 0 Ogli 1| nstead of 3, and the renai nder then used

with a table of the 81 possi bIe 4-tuples (ordered sets with 5 f our

el enents) of tens, to det{e;m ne the values of the next four terts. x would
then be divi fed 15@ 8L h sfep 2. If this approach were used, the process
would only require three iterations instead of 12. Even greater speed coul d

b hi d hat .di.vid 729, taki the -10 d
bef or o usi ng PR BffabRR! pRidinieer mmds toherehbs 4@)dedh aha e
val ues of théeMmedtin §2XThe Mwer dde VAIGRs &leVind ?&t@fé\?ev%rzggri%) %'f% L O% jwoul d

requi re only one remai nder and one division oper Wwevér 8%‘ et hod

offering sucheanl )iﬂﬁmdfd&é’néﬁmd rars p@GdA\ﬁ@U(b(ﬂlSéﬂLﬁﬁceS(blff fhey, the ﬁmbabﬂlty that a
'corresP@ndl C%t? m code15| ze. The ultimate nethod in terng of speed
woul d USe a S RIATC SRIZORLH willche sipge @53@5%]9&‘29111%5@5&@ loygveupl es.

Wi chever ofthéétevaahmvc@s NEER ves val ues
in the range {0,0,0,O0, 8 0, 0%6* %1&%&?3%33151@%0%}68{1@ ﬁ)é% %{: 1 eafhgfy -1}.

Thus, not al theziggcgg hppe &SZHYQJ@B @@h@f S 'semisxt)ca;nIfhEesg enbesfOlargtinduils tB&é ause

3~z = 53144 er tha 524288. This is inportant as sets of
tens that Ilj\'glgb {0‘35}1 ar%ﬁogmglﬁnvﬁgueérog ééﬁ { framgitaskeritnbe ahle tofzuessetheir

message. Thexhastalid@oRagbR Y; ut .to 19
bits Wigh thg reqaw red njmerégéun?fgﬁ%glrﬁb ift?igselél%&@l&é%s S’%ﬁqﬁ% tg?rgéf no

message’ dat & a%‘%@c‘lhafdfiﬂi‘{goﬂfh@ C?ﬁafﬂmen’g injtge Eﬁoweqymmﬁneldwﬂhﬂe ueRRlcltBE range

determ ning t val he en a rker. See 9 for further
details ongt rﬁpﬁﬂ 8 ng Bln the et y 8t the CIP% 9 wﬂ{ra e compromised.

The parameter choices used in Tumbler give a probability of approximately 1 in 10000

that the polynomial
20

porg+ f*m

will have a coefficient that lies outside the range -¢/2+1 to g/2. This means that the

value of some coefficient(s) will be translated by +gq during the first step in decoding

and will therefore have an altered value modulo 3.

25



- ~ '~ 6 NOV 20~~t Exahple For the purposeg of this efrrple it should be
assuned that the sequence of 19 bits is i01101101001100010 orge Yr%m{
‘the first and least significant bit to 5 the |ast and nost S|gn|f|can

" Regarded as a decinmal integer, this sequence of bits is 144090. The val ue

of each tert can be calculated as follows: Nunber Renainder when New val ue

of x after divigiadpRY VaI ue of of tertx is divided by 33 (discarding
remai nder)tert001448 =3 4803001048030 = 3 = 1601002216010 = 3 =

- 5336-1325336 = 3 = 1778 1421778 =

592- 151592=3=197k6k 3/53mbP o 28 3=70917 211022=3=0- 111 00=3=0
0 10 Therefore t%e bit . sequence Ofg g\é@gcl%fcﬁwﬁaa%gﬁn\ﬂfll be converted into

thetertsequence{OOll111101 1, 0}. 49 2 6 NOV 2004 5 8.2

Conver skon of Leng Lo Ls Wien the data has been decoded it will again
take thé form ofta telg’l;fl REY, 2 SFMRIFiPI nogral £ he thatthas betrneduceh we tiwi lemst

process w || nergitive fesidi@vasHas h ranne oul.d be
taken to be thgﬁeel ue of x cal cuqla?e%} ??%fﬁ]cft ﬁ%\n ?R%i?g{egetfy Sgtsﬂaqeéﬁg

This is cl earl yhoi@s relatigdntthdivvaluh ébefwest 0 lah@qb( TH;Q[S M{@I&l},nbﬁﬁéle[hhtsthgo

previ ous set. l.g.be _set .t initially. 10 15 20 2 he tens 1 n the
set shoul d be nu Kle2 %lrﬂe\glﬂ Fec%veﬁt}\aﬁr’ tg’t"&}ﬂhd hg decpding propesshdhe ]qulymermalns 0

add O to x, if dlﬂplay&dllsﬁh@dhé ea:it@oéitw@ﬂ:@dh@ aEseE sthe %\gxg)le% redgct{or?arﬁo@ll@)_.

X has ﬂ@ rmrethan 19 S|gn|f|cant bits I's there
t hen t first MRPVFOE240 agompeter el hfexet nﬂrﬁbebs irsthode ctliiﬁesmlm gidento RBSHRRATE.

| h bi t th f th i nal
ressage data. had fese? MEbAFRN RIS s bl iodhe st abseluiereade Fbsse

exactly how marfpetoken he/2bi 1 andfq/3). Hbaep@rthegfl thSoQk | 9&% %EE nd how
many nust be di ggarded Esjeﬁtﬂ%g for. further delirallg = ;- eggge%s tgf: 12

tens that were 205rtidHEC,thala ¢ &octfigiepts. that are mogt, likely 1o Oyrhp- 1ihc<ﬁ}ect198dte be
converted back Cbné@eﬂotggth@lsmftﬁé L% of the polynomial. This zone is highlighted on the

15 graph (the arca marked as 501).

Figure 6 shows the same polynomial as in figure 5 except that it has now been

shifted into the least absolute residue classes modulo g- The area that was marked

as 301 in figure 5 has now been split into two and is marked as 601 and 602. The

20 coefficient that was marked as 502 in figure 5 was just above the ¢/2 line and has
therefore been shifted down by ¢ and now sits at the bottom of the graph (marked

. | as 603). This is the form of the polynomial that will be convoluted with F3 in order

to recover the original message polynomial.

25 Figure 7 graphs the polynomial pg * g + £ m, relating to the polynomials graphed
in 5 and 6. This polynomial is not reduced modulo g, but it is hoped that its
coefficients will all lie in within the range —g/2+1 to ¢/2 so that the polynomial
from figure 6 will be an exact match. If so, then the message will be recovered
without error.  This will happen, with appropriate parameter choices, in all but a

30 very small fraction of cases. In this example the coefficient marked as 703 lies



- Number of tert Valuefof tert 0 01 02 -1 Value to e added tox 00
2x32=18 New value of x 0 0 0 18 502 6 N&V 2009g3-12 x 33 = 54%%@@? gﬂﬁ% =
162234513 = 2434776-12 x 36 = 145819357-12 x 37 = 4374630980063099139%=
196382599210-12 x 3 ~ = 1180981440901100144090 r does not have nore than 19
significant bits (144090 < 2'9) and in binary is represented by the 19 bits
0101 101101001100010., Thtefgﬁ ar e trge same 19 bits that were converted into
ternary in the Prev Jhig 5@ Api&s: * §isgneans ghad thavpalknayeialva* lecthatwhs stamgn in
message i's convigsired, iwhile LeRvAREY tof @fs I f encodi.ng (see . 8).
This is perf or‘\r/r%%_ usi ng blegcks g?/ml%ﬁ%#@gl}&%aggﬁﬁ?@ ot n@\gg}eysa&}‘ées%ggw |
have a |ength teetvalent medeleak Theabdffiplent 71 1 bbirt Srapped td the PESGESS HaYkedt NE

| ast bl ock of ]&F,qh;ﬁ%tuwél be 10 padded out with random bits. These random
bits are not part © e Okiginal nessage and nust be renoved when

decodi ng. The encoded message nust therefore include enough information to -
determ ne exactly which bits are part of the nessage and which nust be

di sr egar ded. 1115 17RpeT 3R Figbihere axitts somonicag byeeti alnit Ss1pepibl @totgomwheh Bbdy
pol ynom al s wit ficient ere Nis an integer paraneter determ ned -
by the key s%te%g%&q% 8(:%%6@381& g@ﬁ%‘%‘n@bﬁ%}ﬂ% GY & therananyiptati whils the

cannot be ex hegidlo ofdndl 7 a8 t ‘ ynom:.al.s. a .
consequence,pﬁ? is prgbablfe_tk@?%h%ﬂyggﬁﬁ%g%oﬁggﬁisgl lmvhgllﬁnpgﬁzbeﬁ%@aeql‘bt be
padded out whhethehsdeemping frarse Willghdesr. Wheting Helne ssabes itk GRCTBhe dobt 20

must begppossiple [ rd these tens. 51 NOV p04 An end of
messaggomar k!éf 4 s&gﬂgeﬁgfgt%%goﬂ@ ad@? PREHET & et,%et grigepl dake dysivedthe
-exact |y wher endringtioordegiypaibn @aicasst 8L Rahed is! e
met hod for co verEi on {)y:‘pabi ?s to tents \%lm&?(l lsﬁLSSZ?@%Qg%ngtﬂgwgﬁﬁi@{lgg?ﬁé{}of
ternary di gi P54t he range {0,1,0,-1,1,0,-1,-1,1,-1; |,-1} to {-1,-1;
-1,-1,-1,1,-1,-1,-1,-1,-1,-1 }. The values in this range are all used as
end of nmessage markers. As previously stated, the |last block of the nessage

i's padded oufh¢ mediginiint employed By Memeks & ¥ste@AdcddneN00RveHEGd B gg, dfnts.

| mredi at el ol low ng this block, anqther
giely ghe means opcorrecﬁng these errors follows in § 5.

5. Error correction

Wrapping errors were a recognised problem .at the time that the NTRU cipher was
proposed ( NTRU patent application, §1.3, p. 31). However, the routine suggested for
20 resolving this was flawed, and did not correct many instances of wrapping failure. The
method involved shifting the polynomial a from above, by a multiple of 3. This
; changed the value of the coefficient that was being incorrectly wrapped so that it was
not wrapped, and did not alter the value of any of the coefficients when they were
reduced modulo 3. Unfortunately, this often caused a coefficient, whose value lay at

25 the other end of the range, to be wrapped 'incofrectiy, where previously this would not

have occurred.
The wrapping error correction that was suggested also failed to correct an error known

as gap failure. This occurs when an incorrectly wrapped coefficient has a value that is



- set of 12 tents is atided to the rressage an end n’éﬁ(er. The end rker is
calculated in the follow ng fashion: %ishoul d be assuned to g&‘é&ﬁﬂﬂn
integer in the range 0-375, and A the nunber 15 of the | ast rressage bit in
" the inconplete set of 19 bits. 2. A+ 19 x B+ 2 ~9 is converted into
12.terts in exactly the sane manner as sets of 19 bits have previ ously been
converted. Theid; §§2H|ctld @g fy wi || the
{0,1,0,-1,1,0, o 05%5 % ‘%O%%t?‘lwrﬁppe‘g 1‘31'_?“‘ isal?ﬂe sign. Ihwlwas1}
This is the BOt elngindfy csislagd afraisklera.s e rhi/IR \Qgt‘érth&j
t hen padded eftgﬁr andomt nts. O her cal cul ations gggtk}f%@%tyer&% §aée be
used to crea g'?lh adig g %@ hgECHaPIerin preo itahethilivat pdirentielsUiwhidhsisa
series of teptSicidal ofiah lh Si bl e space used to 25 represent
messages, and that %role can t@%f}ﬁhgﬂj E%tﬁd ¥ Send of message marker, which
is the Past bit of the rressage One way to do that is to divide the ' '
avai l abl e en er. space up into 19 parts, and to seleet (eg
at random oﬁlhg L?Blgflgf‘?tal?eg‘mré?f‘gf‘blfﬂéh §6RY Joresectian kesterh ippinthe 18 tproprdmadreorpar t
to indicate yihghdafaddt®rleast 19 bits represents the actual end of nessage.
s2 ~ 2 6 NOV 2004 The paddi ng of the nessage bl ock could be at the
begi nning or at the end of the bl ock and the end of nessage marker could

be added to ﬁ-ﬁgdfﬁ f Qr ttgjthe % the resultant bl ock of tens. The
direction withrn a y deihat thefrre Acoefliciantywhichy weyed awerelbreméd b&wrmmons

such ag0"f ol tayvpdssile wegs él ﬁ‘gpfggﬁgas H&g{l{g tvfllﬁgs) THORN ggpde?l ﬁF én‘él%alﬁpl e.

considered in reverse. e ‘purpos
it is suppos@fUWigagous REpLS. @h@kml ayery Iimsmbleoa‘rrctrhﬁath@fdf@br&thv@@ﬁﬁt@gﬂuﬁge&ﬁt to
encode when g &b%ﬁlle{%rﬁ) IS’Br eache I'n this circunstance, 15 random

bits are chose ar € c YL YN 905 warks- Pusds dhgypatiieras’ thq piphertthis
words, the OWbuldl ke aﬁuﬁfeaﬁﬁl@ abncunbbt SRl Fhfth Bl the g&orlﬁf g Pg% L ke
a

origi nal mes e and he 4" 18a' bits are just ran i ng. °Ais
t heref ore sef® oc%‘ée Ys‘ileﬁ@‘émg Heilgrea bbi byian tiher irastanihissithadr zbeibmﬁkg&tet 0

t he original al%@ét?onbwnsdtﬁ ed set of 19 bits is then converted to tents as
normal . After this, "an end of nessage marker is chosen. First a randomB is
chosen in the range 0-Qr5. For the purposes of this exanple, B wll be

. given aval 22. .The fol|low ng calculation is then perforned:

A+l 9xB+2~9= 3 i‘fﬁglﬁ@és‘é%’éé’émﬂﬁ’et Eg@f@&aémehalbpoqsmleemm eg?elnornreQmaltHns

ives 1, 0, 6hel oftic 2 th| reater than
? 0,1, o{ 110 -1, isi% Rossible J“‘?USJ’S of diror ol k! ng‘ﬂé I fiEE thep eng nag

in the f ?r rreq-,xufgle@}u@if@mag_geaf@mndfe pelrcé:nhecadjrtrtge t:%ﬁfss ({ftﬁlﬁki)ér@cirom Hlaenéé @it)
are sepgto e four ent is
(1,0 OEO 1&0?"3%111:1?011 J%ula‘elof al%aco ng?{éﬂqrgdﬂﬁ (b8 dhsrpserapaximately 9999 errors

in 10000 (for the parameter choices currently used in Tumbler).

Recalling the cause of decoding failure in § 4, the algorithm parameters have been
chosen so that a certain polynomial’s coefficients are almost always inside the range
25 -g/2+1 to q/2. When they are not within the range a decoding failure is said to have
occurred. The chance of a coefficient falling outside this range is, in practice, about 1
in 10000 per polynomial. The chance of two coefficients falling outside this range
simultaneously is less than 1 in 100000000 per polynomial, and so on for more

simultaneous errors. Also, when a coefficient falls outside this range it will almost



53 2 6 NOV 2004 Wenithe message i s decoded, ‘each sét™of 12 tents in turn
is converted back into 19 bits. If operafftng normally, the dec iﬁnﬁﬂﬁr'g}gg&ss
will eventually encounter a block of 12 tens that |ie outside the range for
conversion back into 19 bits: In other words, the integer obtained through
conversion back into binary has nore than 19 significant bits. (See 8.)
This int egeraliws tzq er{ddo% me&sa e rker. After this end of nessage marker
has been cond&rv&slhalRds gy op fr%‘}al agopsy. Sbgrealer the distamnci the 1dkdikebsiol t i s
di vi ded by 18, thancedeaidd® Wil rai . his. returns A O the 19 bits
of the block inmediately pr ef:%'d‘?g‘%q?b@*‘ﬁ%%“%@?ﬂ’éﬁ?‘“&eﬁe sequence of bits
starting with the O h up to and including the Ath bit are kept as original

nessage bits r i.ning bits are the random padding, which can be
di scarded al glrlll:gl]_lb?/\n Oﬁqu‘h nrae?‘?gkftlﬁ“??g faﬁésn%‘?t abovpdlus dingg iERalnbE eviEpped: foethe

pur pose5of tbhtsorea el @ned. tWishoul ; .1 he bl.ock of 12 tens
calculated in the previ%gus exanpl eft)ﬁ‘{?er?lfglﬁ’sgﬁ%q&ﬁ&ll@hﬁ ﬁgi,ﬂ-wl— © ¥2Rpelhas
just been re®ehdep: duihaniiyst ¢nse e valdt vgllpreares smalhenichheses tat ieRlispak e

converted b t jnar t he val ue, 526609 is vielded. This is at |east
as | arge asa%-légs%%grrﬂ?@@? P\%Trer%l?&}ée% lesipasitteesidus ofiggnpdule dnin thedattern it s

bi nary repremaﬁta.triilldj&)x.to&lﬁa%g_acti ng 2~9 and taking the remai nder on
division by 19 gives the value 3. It is therefore concluded that the 0",
15", 2"d, and 3'd bits of the previous block of 19 bits are valid nessage

oL T O RS NSO PR o ded pos I WLl of cotrse be

under st ood that 'the use of an en

~space for messhiystooant themgnges-gbil. tof @S tabd ERRRed, And RReRpls 4Ona80t, @%‘1@&9? le
“descri bed abpve, Por of course is it limted to the specific exanple of 19
bits being cORV&PEEYTPEuPS byeadding aysmbiraciimgvic(depesding ammwhatharghavalhenge of

nmodul us 30 cauhdbhmsedp oPiRhAS] - ere exists sone suitable
i naccessi bl e space. S4p~ 2 6 %Ve%gﬁveti . Pseudo Random Nunber Gener at or

Tunbl er provides two pseudo random nunber generating algorithns (only the
second, of k.eh the,present applicant considers to be protectable). Both
al gori ! rrsvwl}tlg Iiesg Spﬁ‘gs Eﬁ%ﬁﬁn‘gl) %%P%p%&]&ﬂfemafﬁg‘ﬁﬁpsr &xrplaingsl @ And). rEedaet y

di stri but ed dunoustingane NAS QL RMigRidnRUL s doS. TP UL RNt EOa, ETEMDer
that all Pseudo-random nurrger ,gel%glrglat or snd(sggﬂfég) agrog' Fﬁ?%?%@lc%:egh {pat 1

det er ni ni st i ¥ithiRdhisfeeaotre ghe ongsnbataare dneit llikelynioycaeseesn beoadn wigdred Geiabl e

10 as the s : first T e orifhm TS a HA- 1 Random,

oper at es inﬁggé?n-gl@ﬁgrﬂhég%ﬁ 10 ﬁ%ﬁ%/%@faﬁlﬁe%ﬁﬁg?ég@ﬁli’zﬁ%:l%l g{}% and

hash- based o¥ptbgnashiikel PRNGS of ShidhBaRARIE B the\MISRang® %arlpédoﬁ’dzdgﬁrixp% a RSA,

and Ya,5 o;/]v, %é%nalmunt ergrgag, 15 would fall into this category. ednitial
as ,

i nput T g ef JHipistepaetly the eype tiabwhy deseriberbinetie wkarhpla in
counter to pyodWEaddils x@ndoMRPhdie Sty At .any stage it is possible to
add nore ingjt, whi clhgixs hasﬁeggﬁ%%rgest"ﬁ‘ere%%lﬁl %838 T L%t e. Figure 9
~shows how a sinplified version of how such a generic PRNG operates. 20 901.
It is necessgry. to ~seed' PRNG, .or in other words to give it an initial
state on wh is'@ﬁ:y‘?x(%‘:tblggtg‘og i}ia%é’BBRElQﬂﬂg GEPARM foutorTech igse Freys dlgpends heavilys on

suf fici ent| ytheigs efivdi@blie apkirqy &%idoNhS: i w and. t herefore
beconme. unusabl e as pseudo raﬁkgl!cr)m dat & bl%hg{@%glalifé us%gﬁlk‘ghl thihEdnsy
measurdhg r éEplamsted. efe sremplecitgarhmhie diven o R5Tiof pleayist &OHES mehodTYS €

movement s. -métseiﬂ@iteﬁ‘cy’ %anc%!alaec ie%]& B?px%éking multiple correction attempts as fast as
possible. However, 9999 out of 10000 errors will be corrected on the first attempt. It is
probably best, in terms of speed, to check in the shortest possible time for the most

likely error and only do the work necessary for continuing the search if that first
30 attempt fails. |



902. A hash function{i's used to hash together an arlfitrarily Iarge quantity

of entropy. This gives an internal state35of defined size, that p q@@F%
this entropy. The unpredictability of entropy m ght not be the sane P4

- size. 10 bits of entropy may 26 NOV 2p04 only have 16 possible collective

values and will therefore have 4 bits of unpredictability. Using this

hashi ng step one can enter enough entropy to guarantee sufficient

unpredictability. s 903. The output from 902, together with the val ue of

t he counter state of the PRNG 04. An
i nt er nal cou%ithggq?ese%@ég% il glrca}rﬁﬁgﬁ“ Qe ¢ %‘tﬁeplﬁteve‘ﬁhéoo@ztﬂﬂlwnéﬁlﬁnges

with each bltjncksmzfadrchffetemeoufalblbte sTRINGR £AedbebhRC kil oY tRUIm At
the counter- 10 this results in the productrfgon of dlf?e!ti‘ent o%t aﬁ?éﬁ@g

Anot her hash®GHERH AR BRE Abant Fevs eShe tm@thod hieséribrestt hbras tio@OBaw tshmt: he

count er 5904. i,me, a n . random dat a’

i's requ?red adfl&&slgd g%ﬁyl' nsaphiﬁ@‘ii;]at Q%ft zﬁ:l%s *hh éﬂOW‘t lbﬁgwﬁé aﬁﬁé %@%%Orﬁé%aom

dat a. DependieagpruplentimbeA &ppthie ki G laps tm”’f{%ﬁﬂ]ﬁ dflﬁigevqn rb@ts)torgg lﬁl ast,gdg?g ot;l
ol | ows: i ne

pseudo-random.bi t reci se description_ of

to be the haé?ﬁ ﬁmﬁg ‘f( ?ng@ab@otl‘l%' dedsivcracd mevEIoe roferrxd@m@gam Cto be
the integer counter; E, to be the i " pooI of entropy that is added to the
Random Nunber Generator Pp to be the j'" 106-bit pool of random data that
has been gen%ltgatﬁeé is janfeweHae ‘Dﬁ’l'[hﬂtfoﬁf)wﬁ‘igaaldorscoﬂ‘@nbﬁ dlRith@ONRY équiivHI&lr nal

state at 2S - orithmis first initial sed t he
count etrlb] C, Ig(g&t%m \g?Seprg%epte[ddn ﬁt?rl\g{)ghcp %ggﬁll%{éon §!é7c§9 ﬂ%‘lé@;aatllli d;mgneldlaSs
.onset. - V\heﬁcéthﬁerpart tcﬂﬁ@ﬂoﬂtﬁhﬁ‘f‘@d’s@t@%n@% %U&lﬁgg%§t&£(3§t f}f‘ggf)ﬁ%ine:”ppos' ng

‘that the current state is S~; _, ~, e new H( S~;
,~~~E;). 30 2 s Nov 2004 - V\hen rmre data is required the counter Cis

ted bec thod act
e STent 0 Ut %8 A0 DR DE AR PEEOER, A Shcn e a T SR

from ent r opythe ppivtte kbyinvees, EJheuidio'sa;é\gﬁmaeeg@ vafse@nl y possessing an internal
statﬁémhe si ze of one hash out put HA-1 has the | argest digest size of
any co nly - ', supported hash algorithmat present, with 160 bits. This

means that regarhRasn Mvel A8 MUAN hdw 191 1€ gﬁr O? Cﬁl%n ﬁsﬁtn%gsglg}l@t aanat

be
nmore than 2~6 distinct bit streanms produce GO9HBYS-10 In

nodem crypt ofrcaphigr ferrdcsonfmush bdeminrzbd, eorf the eaior @bjrechion f€he afould REverat e
key) to be cﬁtq/s n ranﬁo{gzﬂ.g ut. of an extrerrely | ar ge space. For exanpl e,
for N = 503, "4 fetE 4 t@%é-'éttbtiécel\rrﬁemk@ Py e fRegsvery rapdly. Jded a
PRNG Wi t h ancdritcRsmBiveSIRIE RE 18 thntrdi oy OO o HNEN
at least 25Z of the possible keyg C(gul 15 %@gggﬁgggmg#g%%ér@ort%ang
seedi ng¥ oper&@pppige ﬁmﬁwtlhémhtma’m amltmhljahlghtqoaettmrslendt whtiey Sagsetofi Vi al

task. A see UI entr entro s obt ai ned. t hr ough
‘measuri ng tﬂ}elgrgggfg r gﬂmlsfgn @%?%RSB%QIW@E%Séé%FS}mf 8‘?1%1 yBitteRblosgact | y
howl t he lo :j attire. We)ﬁﬂtﬂ@fﬁtﬁﬂs b exGbRBE lilely RO Drie A ih MEEACTS Wenihed Ne
real wor
It is therefore possible to conclude very quickly that the chance of a yet undetected
error is negligible and that the failure of the polynomial to decode is more likely to be

25 caused by a problem that occurred during the transmission of the message.

The correction routine takes in the half-decoded mod ¢ polynomial a;, and the cipher
polynomial e;. These relate to the polynomials used by the decoding system (see figure
3). e is only used for creating the check block. It is possible to avoid repeatedly

30 inputting e; into the hash instance by recording the state of the hash function after



W propose two sol utifons to the probl em of achievingfSufficient]y random
data in a platformindependent manner. 2 he first is a self n -BSNQUiMI,
PRNG. This nethod is fairly sinple to explain, but places an extra

requi renent on the systemin which it is enployed and as such is only sem
pl at f orm i ndependent. 26NOV2004 The basic internal nmechani smof the PRNG
remai ns unch% 1. Farygach platformon which the PRNG is expected to
operate, a fumc Bhei 894 TR Tethming 19 {hip stage instsgd 9§ a pp hRRNGStanct, whe h naivl |
provi de the RRME Wrddaiedt ropy. 5 The PRNG produces random data as nornmal ;
but records the quantity of data produced. This is conpared with the
internal state of the PRNG as well as the unpredictability of the entropy

that was | as r.OML ghe n the PRNG has produced as much data as the
smal | er out tgfhgtt%%é %ﬂ%?%?m%?%?fe%ﬁW%W%@aéaﬂ atlaws pre tp esmtrohéieendaropy,

then it 3cal | $n mlechp‘baaﬁﬁ@mmnw@cdffcbﬁcﬁag,%' L3 Nt ropy. 10
The second solution is nore conplicated, Egl'? agé;go%ﬁgéﬁ: v%ﬁggsgrggep lﬁsl§ér?c\ﬁ{g
conpl etel y pRHROSAlherrpgape perested iMeediatelydt priant topdegeriniivold¥st S/aluee fatSBisof a
PRNG with a vy, | e.l.n nal .state. .The 15 problemin producing such a
PRNG lies in a?rg ibﬁgd“.%t thgr{i/%{ 8@%%{%‘%%2%[}?195-5%& &ah e vt ahedf hidlee a
finite outpuimpbince.s much snmaller than the internal state required.
Tunbler's inplenentation of a large state PRNGis the TSR LS (Tao SHA-1
Random - Large State) algorithm (this being the second of the two Tunbler

al gori tjgnms 2Qpaeflk . TSR- LS uses | tiple sipultaneous hash
functi (%95, agg 'rehggﬁgge(?%g&g% Flé?pﬁgﬁt Y '\’iﬁegﬁo %‘ﬁ’gwr%%ﬁué%“%ﬂ@ihlwﬂ-
operation. This gives it an internal state of 2048 bits, so that there are
~224% di st nctTI, bit streans that can, be generated between two input
operations. TORVERE/sISISEhdt CoREPCtpgRWIth the fafile &5 I Itedly wsswhictymanbE 6l isy

i eseedi ng PRMareIMehigrusdglvant age of TSR-LS over a dynami cally re-seeding
PRNG 25 is that the latter will use seed data pieceneal, so the initial
output will not be dependent on sone of the seed. Wth TSR-LS, all of the
out put ks deqﬁgq/?l% PN ;8 S1 of, the seed; any difference in the 2048-bit
state has thé pofentt &ICHH00G RaY Tl vape, ipgorresiy Giepnsd modudo g, NEnb2004
TSR-LS uses altayéeuof3. mibte gheratll, e i - L.opl 1 fi.ed.
version is depicted in fi gureg%lo. %hlg%%aﬁé{%%??%ﬁgyﬁgu dﬁ%tgaea %%f‘?‘é’a in
sof tware or, SAhPeIHa0E yengthingipiker than Y thonpwilbee trdouated es hashi ng nmeans. 5
1001. The enkrg@yeﬂéﬁ_ di vided equal ly between each of the hash functions in
the first tier.” The nunber of hash functions depends of the size of the
internal state that one requires. The seeding process will. be slower the
mor e h%ﬁh fu&cti.ons one uses, gut on 1]goi ng h%E_er ation tines are independent
of the“hunmbet*Bf 4 xnomigl megvlo g gefsegionshifting, it éaie Hhofeashabshbhs résutvet i ons
in the first kiRt r &P it r ives. 1004. The secqnd
tier's hash takes (%ﬁgﬁgr&gggﬁf&f ?[oénf%oglih?g%fn %]feﬁgtﬁ%als ABECU BTSSR his &Fst
‘tier and hastege af/+bto ¢/Bi bisteadjentenuld Tty the epur s tblggd-1every bit of the
“final output is 15 based on every bit of the initial seed. 1005. The out put
fromthe second tier hash 1004 forns the pseudo random output for the PRNG

20 Each time4emrg: did doind af ﬁﬂuﬁsérg?geztd e the Sag .{h%a&je?ﬁ]c)

fhat -i s.using the
PRNG one of the hash functions 1 (on a rotation basi slél{ggro?oq’rpé/ Q’e

r ehashéfg opBicEimiBhoilibein yalues bury/2and QU3 If Fhlues @ﬁhaﬁbdiumgtd)ﬁferﬁérig assedl d be
the same as &M ir%@t@]g 4*6%, {htc]ﬁ" n@ga{tw%el va 1t1e goelta‘ 1(’:\11(e3nt(sj% c():urlld %dlis%edol;/eefbre positive

valued coefficients with the same absolute value, and vice versa if values exactly equal
to -g/2 were wrapped up. In the example described in figure 8, the list would begin
with the coefficients labelled 802, 803, 804, 805 and 806 in that order. It is possible to

30 record only the distance of each coefficient’s value from the edge of the range and not



—

25 1003. This countef-is used to ensure {hat each hgSh functio rgﬂgcgmz,
new out put wth every rehashing operatiof! Here, and in the exm el ow,
the initial output is used as the counter increnent. Each hash function
1002 may maintain its own counter 1003. The re-hashed output of the
particul ar re-hashing function is then fed to the second-tier 30 function
1004, which hashes it wth t output it has previously received fromthe
SO ~ 26 No}kt]“z‘o"iﬁ“eo‘Etﬁ%}r{vI f@nFF&Sn‘?ﬁ ousef hesg aattempkes Heagaier del faldew abe put
data 1005. Iprotddss way, only one of the functions 1002 needs to re-hash and
pass data to the second-tier function 1004 when a request for new data is
made. 5 The hash functions 1002 obtain additional entropy fromthe pool

1001 as and .need it. Alternatively, additional entropy may be
suppl i ed en.‘!@r (C)[\c@{%ém%e{ﬁu%e@‘ﬁﬁ#cf-i ﬁ§“5’(§‘6[2m8€‘ﬂﬁﬁclé?lywnﬁﬁ]e®i1§ go longer
descripfion @kedTSR-LS follows: 10 TSR-LS makes use of five concurrent

i nstances of a SHA-1 hash object. H(), Ho(), H (), HZ(), H3() are defined
to be these hash functions; X~~Y as for TRS above; Co, C,, Cz and C3 to be
four 160-bit S ol 1 Z and 13 to be fqur 160-bit increnents; E;
to be the i\‘*-“"-*S%Q% ?%ﬁa‘ééﬁm%@ B s B IARRSRS Ay ot ghichea o, E;
., E ~, E 3 dheck tsonbé. TowegiauiitRoeHesk of medd £:9BYe 08 E&R E
P~ to be the j°" 106-bit pool of random datg geenlerar%ed9§r1ﬁ€1£egdt efflgﬁ%lltjt of
E;; and Sk to be the k™" 160-bit internediate state generated. - Wen the

al gori glm i syfd Lo Ldad ' lo, ., |z d 13 have all
160 201% ts 4u0;?|élglt% ’}e el %kgén%gﬁgl’éen?%e?&-m\)ﬁﬁ? iRtk 5?1"“1&&& mage ?fPrtgfpSF%ieS

i nputted i ntl§ ohbiés GRNG firtrewesfithomylene khdekideSprocedutl sHoRGtaPaft fiatn Hyg nth
"byte is pl ac%d in the detglt riggy sub-pool E;a where a is the |owest positive
resi due of egroged thaf ik a yalup i oy leeger hapdhe onsfoptheaseviousyidherpthetesar@s set
of 4, in whi [ok $ i set  of re.divided so_.that
Che nEh bit e e ot ples T 807 ot o ABbREL oot Wl 4 Ao R Bt
positive redi-due of n modulo 4. The last internal state block created

shoul d; be defined as Sk. For each of the hash functions Ha(), a sub-pool of
entropy is concatenated with all of the previous data entered into that
hash. The di4pastThQigdriting SQOEAL@ARLLON | - ;

ol aced in Skiar— B0 ~ 16 NOV DR (R PHpROT ggi&gcieg{gf"é%??lggwﬁ&
shoul d be t F&eMotHKethana sosgin diseasa pvey fosi dol. éft thismmdnt i i9) det€rminsd

i ncrenented W t i ddi ng. t hi,.s val u dul o 2~pbo. Next,
this val ue i\)gﬁétclger{(}gi&gr?g%e% t-(lg"E ptl(#gielﬁﬁ%%}ﬁlatvﬁ twgsbe%r} gk‘ﬁcg?ér%‘/%ﬁg@ﬁégatws Ha(),
and the resueenicheakedjutiegla sdatchshauhthllbed@sis Heatot Batechfi®ed ast i nter nal

state %ock created was Sk. In this case, the result of this hash is placed
in Sk+=; and the new pool P;; becones H(Sa~~Si ~~...~~Sk+~). 11. Sequence

Generator 408, A k-tuple of coefficients, whose values all lie within the given range, is chosen.
This 4-tuple should be distinct from any k-tuple that has been chosen at a previous
iteration of the algorithm. The values of the chosen k-tuple are then altered to
compensate modulo 3 for a possible mis-wrapping medulo g.

25

409. Using the altered a/, the decoding process is completed.

410. A check is made to see whether the decoded polynomial and the cipher
polynomial pass the integrity check.



10 The sequence gener@tor is used for the MIA protectkton hash as; i, ned
above. The purpose of* this generator is 3@ provide ;(-tr?‘i ndef i ni tez%(MnZBM
pseudo randombits in a simlar manner to a PRNG except that the i-nput

- seed is known and the stream nust be determnistic. It nmust still be

conputationally unfeasible to find an input seed that will generate an
arbitrarily chosen sequence, or to calculate the input fromany part of the
15 out put . ~ Sitddelfpimate gitietesipreediinngs, isaceiaios WRnes: 460 polyRaRide

achi eved by supplying a known seed to a specified PRNG 1n Tun‘gl er a sinple
sequence generator is supplied that operates slightly differently fromthe
PRNG (al t hough?2aThRNessisie xdule ] Lhitial seed is hashed using
an instance of theRgHA-l,_ anllii’ﬂ1 ?ﬁ?‘gﬁ%gg SJ[LE?}F‘EM&G is?asrglFefs Bg‘@ché?laF‘ﬂéO@i rst
20 bytes of &RAt¢ra9puble deptanne Eonat@2. After that, new sequence data is

provi ded by concatenating the previous output block with the hash input and
reconputing the hash. 25 12. Efficient Mddulo Arithnmetic through the Use of
Paral | el Bit 40pefMativans oNtR MLt Qr tafi T makes use of a
new nmet hod of perforning nodul o a?i%tﬁ?r'rg ?@Q.@gﬂiﬁgﬂf“ #Dnghll%lﬁ Us;i ﬁ’é)ugcftsmﬁased
technol ogy. Seaqhipg ores\emppgvr Fhipe fretheonimehi eivie ofie to use a bit (ie

bi nary) based device to performnodulo arithnmetic efficiently. This is

achi eved by storing nunbers in a vector formand performng arithnetical
oper ati ons oAldnThe phmtaruiRaeSoriNhPaT ha! ' ' dence .of..
bi twi rsrg |l ogical o fSr ations. One can use a?h?egHt%%d}%}aer%f ?#En%atﬁj thﬁg%?ﬁﬁ%%& o]
ari t hmeli ¢ i AXERYOLEE searpeieyrsremerited. divgiecare mbyiously gnerateestorhivalsiedds drases.
“Tunbl er uses LSindelh : ] PKCS ternary operations. 12.1 A
Mor e Det ai | egé%%gg‘??%$ﬁgﬂﬁgﬁln%ggﬁéﬂ%]% tic 10 Arithmetic nmodulo r, for
sone positive integer base r, concerns operations between the r "residue

cl asses' of hgeg{am[ﬁ A ‘regi ue class' consists of those integers that
share a common’'r 5 BRP JrarCars VRS dlopype rif theoporfested dlaedd, has yetromohel the 64
and 15 bot h g@silde comediidg |§aMe residue class: 15 64=9 x 7+1, 15=2 x7+l. The
remai nder on dividing the sumor product of two integers by any given
integeﬁsis dependent only on the remainder on dividing the respective

addends or f .t hat 20 sa integer. Therefore, it is possible to

consi der ope?gé'ﬁgﬁgg%g%%@aénbefgﬁegﬁ@@ %1%§é§.s thejerregeyan lesigh spasefiqdowithont

mul tiplicatibavibetssgped &S sie 491 2688 StheOk:HEY Q{aﬁm%ﬁﬁg, Wi e fQlcpof el
i'ves from

i nt eger aritgh)rreti c between any chosen represent he residué
cl asses. UsudPangorgdeands theepolyippainl emadtrowsiongctad sReal sicalbpvatentainings, one

fromeach 25 b : al Ld normally be either the set with
smal | est posf{ﬁggggﬁvﬁgﬁj?ﬁswg% pt? B?nlp?)%f“.u. ‘f"ﬁ?n-”&‘e}e%o’b?s et sorngthing pshsrowesst
absol ug@ val thenfpeadii® faflyre. . ., 0, ..., [r/2]}.

417. One increases the number of simultaneous errors for which the correction

procedure is to be performed.

25 418. The rows of G are zero terminated. When an end is reached, k& is reset, and the

search is begun for a singleton error again.
419. The algorithm moves to the next row of G.

30 The following example shows in more detail how the table G is used.



62 ~ 2 s ~ov zoos Mdulo arithnmetic is theoretically nuch sinplgr
generalised integer arithmetic. However; E%dern dig¥:;I devicesfd}®%®UQMH
to cope with generalised integer arithmetic in such a way as to make t hem
very inefficient at perform ng nodulo arithmetic. 5 12.2 Machine
Assunptions Henceforth it is assuned that there exists a device which uses
n-bit words and is capable of performng the follow ng bitw se | ogi cal
operations: The binary operation XOR defined to return a word each bit of
which is set ifEaaoipld only if the corresponding bits of both input words
are neither both set, nor both clear. The binary operation AND defined to
return a word each bit of which is set if and only if the correspondi ng
bits of both input 4« ae.sef..315-. Fhe binary operation OR defined to
return a word e§0h4%?¥ﬁ%fq&2¥cﬁﬁﬁs%§é§'if and only if the correspondi ng
bits of Seither,q/@r=128 h, input words are set. The unary operation NOT
defined to return a word each bit of which is set if and 20 only if the
corresponding bit of the input word is clear. 12.3 Vector Representation
The crux of theppeshod desc%gﬂﬁf here_lies in the vector bitw se
representation of nunbers. i gi tal *dBvices will nornally store integers
in binary formGn the adjacdft bits of one word. This is to pernit the use
of circuits such as " half aqggrs,' which allow for carry between bits. Wth
a vector repres%ntation t he | ue of a nunber is represented by bits

| ocat edpi n corrgesponding |loggfions within different words. The val ue of

t hese bits need 2 s Nov asst not relate to the binary form of the nunber.

‘Interpreting the bits in a Advel way,-as illustrated with ternary numbers
‘in the later exﬁnple, may lEFF to greater efficiency as well as other
e m

i ncidental benefits. 5 Perf ng a single nodulo arithnetic operation
between two integers is considerably, less efficient using vector
representation _than_using normal integer methods. This is because conbining
the 2x[1ogz r] MeFd3 oestresenty ty cdsBicientbeitls th bieagenssaluky vilgyorye (| 0g3

r) openations. I has. real i sed, however, that the advantage
of a vector r ep#3 g@g%gf?’%l (iﬂgés'? } %ﬂc} t’(j“ai"’?liléef?aﬁ‘?et spite, value aadshe fange The

nunber of i dentsigako dpecanplatdy ibAtariBhidieRREE HERIGED ﬁi"srtrlgﬂtlg& rds

limted only by _the wor iz 12.4 Ternary Representation 1 nceforth it
bf el 1oL

i s assuned t hat™ tHe¥4PRE pudkpoliged dirsteindafes 9 ansint have preeseret ssbms of a
ternary nunber yaRikc@nd @Bsre QRGN ] ...This js an arbjtrary_decision
and the system applies iﬁ%epg%Hgﬂtg%ﬁMﬁﬁgﬂ%éﬁgém%ﬁ$ﬁﬁ%gfﬁigzu%%ﬁs3¥5
listed first.
20 |
The resulting ordering will therefore be {2,-127), (1,-117), (4,-117), (3,-45),
™y (0,45)}.
g=128=3* 42 + 2. Therefore x = 2.
25
Consider the simplified table G =
=1 k=2 =3 k=4
3 2 0 0

30 J=1



- The tents are repr esent ed by two bits occupying corrgspondi ng Qoﬁaﬂ@brﬁ]g;n
two distinct 20 words. The bit located i A0the first word is set if and only
if the value of the tent is not zero. The bit located in the second word is
- set if and only if the value of the tent is one. Hence the three tents 0, 1
and -1 are represented by the vectors <0,0> <lI,|l> and <1,0>, respectively.
In this manner n terts nay be represented in two n-bit words. 25 Exanple
Let us assune that we wish to use vector bitw se representations of the
four tents 0, 0, y42andjl. Ysingsthe yectors specified above gives us the
foll owi ng tabl e: 64. 2sNOV2004 Tert Vector Vector 15 bit 2"d bit 0 O Now,
taking and storing separately the 1st bits and the 2" bits allows us to
treat this informti on,as t separate 4-bit words, namely 0011
(representing the 15 itsw,) and 0009 (representing the 2"d bits). W may
then cabry out nodulo arithmetic not on the individual terts, nor on the
vectors, but on the words 5 thenselves, for exanple using the operations
XOR, AND, OR and KT. This Boi dsl us havi ng to deal with overflows or
carries however many terts are being worked on simultaneously. Apart from
suggesting an efficient nmethod of performng nodulo arithnmetic, this 10
“interpretation Tiis tdbk: piicsteatte Bas i i) val.ue of a tert

nodul o 2 sinply. by exam ning the f??grtlhg‘r&g%g@e%gy; rﬁ%?'ilgﬁh%nya%%geoften
concerned with Bf STPh U AR VEEPdz anrdo comettadp hare rlee tiegckingt ploSedias vligseat
advant age over ghe.ysual binary form Wiere there is a pair of
corresponding bits, and the bit located in the first word is 15 clear, the
‘biit located in the second word is never set. However, the system need not
rely on this. Simlar principles could of course apply to nodulo arithnetic
on bases ot her l}?af?{o%ﬂd%eo?a WP 48 atiempirte ycooatt thei sitglebh eriors tasard one

woul d operate Qauilnbeqr8ePIE S..the first representing all the
first bits in tﬁg vect or repgfggg%%gfﬂ?%%: 59 Heresedng sgleterdndbcbnaesi t s and

the third all t-he8 ©hil2YobiXiso IT8ETtpP FD@ed coMplh Sn¥akdh, E%oiﬂ@eg Q@By bases as
well. 4z . ) _ _ .
15 first index in the sample ordering, i.e. 2. Since this coefficient is negative the

algorithm attempts to correct it by adding 2. For the purposes of this example it
shall be assumed that this fails.

Since G(1,1) = 3, one should continue trying to correct singletons until one has

20 tried all singletons in the ranges —128 to -126 or 126 to 128. There are no more
singletons in that range.

e

At this point it is better to try to correct a pair. However there are no pairs in
the largest range specified by G(1,2) =4. G(1,3) 0, and therefore one must now

25 switch to the next row of G and start searching for a singleton error once more,

The search starts where it left off in the previous row, with a depth of 3, and
looks for singletons down the list up to a depth of 10. At 10 two more potential

errors are found. Once more it shall be assumed that correcting these errors
30 fails.



i:'" 656 ~~~ 6 1U2®6 125I\/bduloThreeArlthrretchVbdquthr ari.thoetic
is performed in the followi ng nanner. 5 ‘9( o and X, are the twoei-ﬁb{‘lb{/vﬁél
representing the n terts xo, ..., x "_,, where the word X o contains the

* bits set if the corresponding tert is not zero and the word X, contains the
bits set if the corresponding tert is one. Simlarly Y o and Y, are the two
n-bit words representing the n tertsyo, y".,, 10 The result of adding the n
pairs of tens (x;, y;), each nodulo 3, for i =0 to (n-1), to produce Z o
and Z, which repweassthed Anpe nod 3),
can then be cal cul at. ed as ?Icl)jl ﬁnmﬂx%oggﬁ&éz%weﬁmﬁhmlﬂgw&"eo) 15
Z 0 - (X _OXOR yeaiyh gt ¢k, atANEPtHOf‘iCRthadTEbtﬁ dfeel;@ fea@led IHRE oGRS Fom X;
the value ofy;,, ?eﬁoﬂlﬁpﬂﬁ e 8 1), to produce Z o and Z,
whi ch repr esent™ % he ?ens § fange, 8 (%ﬁogﬁ:ﬁ potentlal R&H’S Becal.gse'lndex(zrm(ﬁrg) can

be cal ciil at ed as tiedlst chase g(a?@ vaﬂ’dbe &M@%tmh?%%&uﬁrﬁ@ %@ & n( Y_o

XOR X, ) AND ((NOr YI) (. 0) AND Z o resu
pairs of tens (f&laﬂw 5‘) each nodulo three, for i = 0 to (n25 1), to produce
Z o and Z, which represent the terts xo Xyo (nod 3), ..., x"_, Xy"_, (nod

3), can be cal cul ated as fol | ows: Zo- (X0 ANDYoOO), Z - (NOT (X XOR
Y,)) AND z QFor thi@xarRpl6 i1NBl B0 Qduhidd tIE ofid non

el enent s, and él1 are both self i nver'E)f]ng’l}tﬂf;{ﬁjclerE g?l\slﬁ{sal%#he Calis? b1 1hc

i ndi st i ngw SPEBT SLOPYESRE il FpPortat T(brliemﬁnbtﬁ BatHar grmties antnSef Wil kknoEDI 'S
met hodjh s SidiRhes tLcdrtpl ware; as illustrated by the circuit

di agrans shown fsn f? gure eﬁqﬁ%tefkgt an3 TP gure 11 shows a circuit diagram
-for addition nmodulo 3, figure 12 shows a circuit diagramfor subtraction

nodul o 3 and f|¥ure 13 shows a W circuit diagramfor rrul tiplication nodul o
3. 10 ext Awareness

If a cryptosystem is able to determine whether the encrypted data is a valid encoding

of its associated plaintext, it is then said to be plaintext aware. This is usually achieved
I5 with some sort of check hash.

Depending on their use, systems that are not plaintext aware may be susceptible to

attack. An attack that takes advantage of a system’s lack of awareness works in the

following way:

20 An attacker intercepts an encoded message. The attacker then modifies the encoded

message slightly before sending it on to the original intended recipient.

This slight modification may sometimes turn the message into an invalid ciphertext,
1.e. one that could not be an encoded form of any plaintext. In such cases the decoder

25 is unable to decrypt the message, and will generally inform- the sender (who is the

attacker in this scenario) that the message failed to decode.

Alternatively, the modified message might be a valid ciphertext. In such a case the

decoder will decode the message and attempt to interpret it. Since it has been modified



- I'n software, this nethod allows for scal gble parall eﬁsati on, since one is
able to take advantage of the full width 6f a word of any IengtB.Ej@ngﬁe
in Tunbl er 15 The Tunbl er PKCS uses nodulo 3 polynomials, that is

- polynom al s whose coefficients all have values that are only significant
nodul o 3. At various stages in the algorithmit is necessary to add and
subtract thesghipglessied athe (e - Spegifically, e current

i npl ement ation of the key créebg}tefglﬁy ggggjg%glﬁstgémﬁ(ﬁeanyﬂe s?ttﬁli]‘ﬁ\%?s%e’ but

al gorithm (s!@é 15 B‘;el%’lﬁmdptt@aﬁta@k.vel y the Euclidean Al gorithm perforned on
20 nodul o 3 polynomi als. These algorithns in turn require the addition and
subtraction of polynom als. The decryption systemrequires the convol ution

product (starfndl hitqkic atican) thaf | ynomi al s, The _
star-nultiplication al gqpri t hm%apidges&gggé%ageﬁ%lgﬁi %/elc?)rﬁh%ﬁt scﬁgti SRS Bk

pol ynoni’al s. mlifieations Jicld ybidyriphireies. dbe aesing ool "eE Jdaskeralsugsof, t he
correspondi n%e%?@fr{aisgiﬁ%%tﬁ%ef r.om Fach of the polynom als. The value of the
first coefficien rom the e P&tS8oni al is added to the value of the
first coefficient of the second polynom al to produce the value of the
first coeffigrient of the sum and so on: 2 6 NOV 2004 If the first

pol ynomi al i s UWEp¢relakest this apsracpk feierbint! antoragtically cedatksXs epakr GRS Lhhgd
above, and t I ' is. represented as the two bit arrays Y,
and Y o, theﬁg%eﬁgﬁl%ﬁlgr%y %ﬁ%%l%d Sf tt}%‘gplﬁfiﬂ?xboﬁyﬁ@ﬁlp&’lséls tafespebe Bmbleat ed
by per flér mi ngetdrallf af Okktamiaryd. nodul o 3 addi tion operations on the four
arrays. Zi - (X 0oXORY,) AND (X, XOR Y_0), Z-a - (X 0 XOR Yes) OR (X, AND
Y,) OR Z, . 10 The sane is true of subtraction. Storing each polynom al as
two bit arraysndidr t tion thod to be used to cal cul ate
the difference of ?@eﬁa\?gy g%??%ogn}iglfs@?gr%ﬁg%b‘é‘g@@ﬁmﬁoﬁ%ﬂ&qu % chgfifbl er
can have as haHy fers 803 enwdéd ipolyantralt ISHA TEIsh @EHRIOHIGRS (8 QRRSHIE Al e

i ncrease in mﬁgd ”;I['l};t stegg&ro cg to ?Ddul ar arithnetic may find application
in the field Gf & g v4f ”‘%V TEL] shreleme s Sequre Hast Siawdarst (FIBSU80-dl.ed to
use w tihi n crypt osystens. 68 CLAIMS: 1. A nethod of identifying the end
of a digital nmessage conprising: (a) constructing a first string froma
plurality of Avedshestags melnemial s eacdded sbothythe origingl 8esdab€ pSBndniASSAIE

el ement s def Pﬁl DGRt 6% eglpﬁﬁgﬁliﬁ%;%hueseﬁss.age,_foI | owed by zero or nore

nonmessage el enents of $ mput into an instanceé of th¢ SHA-1
~ algorithm,
20 During encoding, the cipher polynomial is taken as nput first, as this speeds up the

decoding process in the event of a decoding error. The cipher polynomial is first
packed to fill bytes as described below, for transmission. The bits required to represent

the first coefficient are placed in the least significant end of the first byte, and so on,

and the last byfte finished with unset bits if necessary.

ped ‘

25

The message polynomial is then packed to fill bytes, each coefficient this time being
represented by two bits. Both bits are unset if the corresponding coefficient is zero;
the first bit is set and the second is unset if the corresponding coefficient is —1; and

both bits are set if the corresponding coefficient is 1. It is never the case that the

30 second bit is set while the first is unset.



- 26 NOV 2004 (b) applying a conversion fua tion to the~first str?ngh&f
convert it into a second string conpri si é a plurality of el enefit V@g{yp
second type, the conversion function being arranged to map all possible

- first strings to an output space which is snmaller than a space defined by
all possible second type el enent conbinations; and (c) selecting an end of
nmessage marker to identify the position 15 of the end el enent of the
nessage froma plurality of elenents of the second type which, in
conbi nat i on, Thaldackadt ShiEe dnBen&yi | rsion fenctiqgn.. 2. A
met hod of .ident iﬂf yi ng 1t)he end of %u%ﬁ%@?’glﬁls%e%gg‘g%‘&%g@ %Iill&r)r%rﬁ %ﬁﬁn&a h1in
20 whi ch t hetdgerhet using thy SEbhndr dlgerithen. SEgulenhel ofitphi HRthen etEREBMEE. to3theA
nmet hod of identi.fyi d, of a.digital nmessage as clained in aim1l or
Garm2in wsie IR Bofl st sientitn. Caupie degrarormdige bash
el ement$. 25w4ll aAd mesunad 0y tésdenthé B : G t S
clainmed in daim2 or dai n}’; 3in vmfa?ﬂgﬂgtt %@?f@g%eoé%rrﬁﬁ%%s%fﬁﬁﬁgﬁénﬂ
el ements in bggeenld hpgsadabyitihis waukbreselt onldwst secagtyi s 12 ternary el enents
in length. A nethod of identifying the end of a digital nmessage as cl ai ned
in any one of G: 69 2 6 NOV 2no~ the preceding clains in which the end
of nmessage mar Kexamplet he sane [ ength as the I ength of the second string. 6.

A method of identifying the.end of a digital nmessage as clainmed in any one
of the preceding clainms in which the first string is of a pre-defined ’

| ength,jpgm th t -ane 0P, SN addi nq., 7. hod of
 denti fvi ng o Es @ﬂ‘%rﬁr}g?s oL B Pl & i ants 100 T H o oh ¢ he
.conversion function cowerts elenents in one nodul ar base to elenments in a
-- 10 different ul ar. se. . 8.. A nethod of identifying the end of a
Gigital messdfs 1g§d®lt%@lﬁ3§“%%ﬁfia‘mh dteetopity hfenwé%@@di%gﬂus neaglednfosmi e t he
end of nessagglyRBRlers ieneARIALH Wd Bnd NF HECRRLE LiIITedO of § A Bl d

string. 15 o
transmission to the recipient.

15
During decoding, the ciphertext and the decoded message polynomial are .
concatenated and are inputted into the SHA-1. The output from the SHA-1 is thén
compared with the original hash computed during the encode process, and received
along with the ciphertext.

20

If an attacker modifies an encoded message therefore, even if the modified data can be
0 ~decoded, it is still computationally infeasible for the hash of the decoded message to

match the hash of the original message. This makes it essentially impossible to alter
the ciphertext and still pass this test.
25

The system then rejects all messages whose hash fails to match the original, whilst

being careful not to inform the sender of whether the ciphertext was valid.

It is possible that wrapping failure may have caused the fault in the decoded message

30 polynomial. If error correction is switched on, the cipher will attempt to correct the



- 9. A nethod of ident{i_fyi ng the end of a grhgital rresggge as claimed in Caim
8 in which the end of nessage marker is concatenated with the %@ofq\gvs}d'ﬂilrng
to formthe third string. 20 10. A nethod of identifying the end of a
digital nmessage as clained in any one of the preceding clains in which the
space falling outside the output space of the conversion function is
di vi ded up i Biud By ik &lel : rt .beji ng. representative of a
position wthin the ?% r staq%btrmg,égcgﬁgd g@‘g‘ﬁ ?‘gﬁgco S?%%:gt é\fﬁl@%&ng%;ﬁry & "t he
message bei ngomgeiat ihti dchyhasleltecet nghaherend aformhss agen FedeRH. Whicehgtal | s

wi thin 25 the. correspondi an. 11. met hod of identifying the end of a
di gi t al rressg‘& QE%X?JE‘EFWEEQ‘? Ef“’&i 3?4171011@ the sgiieyed messagecpabynomiglsdifferséorker

i's chosen subsdhadtetialit ¥ paksi : 0 si.bl e markers | 1'ing
within the said part. 3(5)_@ El%?)@ gﬁgf f{%\rpl‘%’&g&%&oAﬁ’ﬁ@?%‘oéﬁééPnF%8‘?1‘1[3 R 3 {ﬁé the
end of & di gimessagapslyageishsachitimered in any one of the above clains in which
inthe first string the end elenent of the nessage lies i mediately

adj acent the non-nessage elenents) if any. 13. A conmputer program for
carryi ng out The gesdisldnéBod bhaiEd it ; ' | al me,, 14. A
physi cal carri e?ﬁ:arryi ng a _corrp%t eragy%rggr}g?nmatshg ?aéﬁ{ﬁgﬁt%g%tﬂ%tgip?ﬁ)@? 0 15.
A dat ast r eaniieB e detitiar Lo isfnot NBRPudepengemagbem asks leguaibd wetl 16k ajtor13.
16. - A nethpdyof encrypting a digital nessage including identifying the
end of the nmessage by a nethod as clained in any one of Clains 1 to 12. 15
17. A f®thod of encrypting a message including identifying the end of the
nmessage by tge t ho s clained in Caim8 or Caim9, and encrypting the
third strings Tul SIBISSHESer mi ni ng the end of a digital nessage,

‘conprising 2 ing. an_inverse conversi.on function to a third string
conpri si ng aﬁ)p gieéﬁp%d%sf %gl QPHSR gf @ﬁd‘&gs%’ﬁ‘ffimﬂ yAsainst paulyple; hiaapmission
conversi on f AmatksqhM Ak ng as input a plurality of s elenents of the second
type and converting themto a plurality of elenments of a first type, and
determning that a 25 plurality of elenents, taken as input to the

functigs, Should the same message be encrypted and transmitted more than once using the same

public key and without MTA protection, it may then become susceptible to attack.

It is important to be aware of the possibility of predictable similarity between two
messages. Most obviously identifiable are message headers, such as those used in
20 email, which are often predictable. If the first few bytes of several messages are

identical . then their first message polynomials will also be identical and hence
susceptible to a MTA.

.
H N
iz

Suppose that a list of prices is transmitted on a regular basis. If the attacker makes the

25 correct assumption that the prices have not changed, this would also allow them to
employ a MTA.

The security of a single message polynomial is dependent on the random factor used in

the encryption of that polynomial. If an attacker is able to determine the random factor



t oget her conprise an end of nmessage marker when thé output of \ﬁa%e Evnﬁﬂtﬂi on
has nore significant elenents of the fi rd type than a given Iuﬁ, a 4(b)
taking, as a first string, the output of the function excluding 30 that
portion of the output which was representative of the mz s Nov 2004 end
of nmessage marker, and determ ning the position within the first string of
an end el enent, of the nmessage, according to the end of nessage marker. 19. A
met hod of dedh ﬁ‘i‘sn?cﬁﬁssttﬂéﬁ%ﬁablﬁ key,di df theh triwiek Sgethemstoctetriave dheé rorigiral m 18

i n which themggsr%]gg_ string conprises a sequence of binary elenments 20. A

met hod of deterntning the end of a digital nmessage as clained in Caim18
in which the third string conprises a sequence of ternary elenents. 10 21.

A et hod of %esﬁﬁer.m ni ng the. end of a digital nessage as clained in O ains
19 and 20 i N3 URC AHECT ARt L Shey Bdpminfagton ét flgfarmeiaké son the flyipfor caglp
ternarysel e Sordiad TRI<QALUGE B ' elements. 15 22. .

net hod of de e%n‘i ni dr:% the end o 5}1{9 Fygéﬂ{ag G?r%lggsgg‘ge}gasgn{zﬁngfer}ﬁ@ ?%cedﬁvﬂﬁne of
2

Clainms 18 tocomainm dibiereht tahéorhifagor. If nh Agadkér Rhoves Porecediai thedtweBetlbre and
is padded with zer non- mssggge el ements of the first type. 23. A
[

met hod of dePSFHPH; nﬁ{efﬁ%‘éésﬁﬁawofexact he spmpeRlanist.athey| sanmsempareCtiesen | 8

20 in which }baabRVEES 8ff6@ BV &S iR fdRgld VRELS el ements in one
nodul ar base to elenents in a different rcr)o &F@%‘%gzsl’e. 24. A nethod of

determning the end of a digital nmessage as clainmed in Clains 18 to 23n

whi ch e posjti el epent of t nmes e i s determ ned
accor d}l Qg Zg@f%l ‘?ﬁ%O%férl}&Dﬁ%tp?(%ﬂg/iCt{/%i lgﬁ ’?%@e’ﬂ)‘iﬁ%@ui’o%i?‘?gwed?t‘ﬁfﬁ%‘i B15, enfirty; of
provi ded wi the triwdoan thcafrs fRES AGE t\ﬂ@chPifés.aﬁo{bW,t eveBXGRENS t@vogéoé?é% %P%h?e-
- 25. A nethod of determining the end of a digital nmessage as cl aine n

Clainms 18 t oS@HFRINHOBWIMRISE fee secHBEY of the maessdns, while ebmmgntnwtﬁ;:le lepierssage
lies i medi atlayioRAhastRRE dERENALNIE E;a%gggen%llﬁﬂpamt)%ftljlefmglsrslgg'e.
15 The Tumbler MTA protection system employs a simple stream cipher together with a
randomly -selected key (eg using a pseudo-random number generator) to ensure that
the plaintext message differs randomly from any other identical message sent with the
same key. The stream cipher does not directly add to the security of the message as it
is broadcast with its key, and thus need not be a particularly secure cipher. It must only

20 ensure that two identical plaintexts will differ from one another in an unpredictable

manner.

Encoding with the Tumbler MTA protection option adds a random (or pseudo-
random) MTA key to the start of the plaintext. This key 1s then used to.set the initial
25 state of the Tumbler Sequence Generator (see § 11, and step 202 in figure 2).
Subsequent bytes of plaintext data are then XORed with output from the Sequence
Generator before being inputted into the PKCS cipher: see step 203 of figure 2.



72 '1 6 NOV 2004 26: A conputer program for carrying out a meth@dNBy¥ 2004
claimed in any one of clains 18 to 25. H#07. A physi-cal carrier carrying a
conputer programas clainmed in Claim26. 28. A datastreamrepresentative of
a conputer programas clainmed in Caim26. 29. A nmethod of decrypting a
digital nessage froman encrypted string conprising: '-10 (a) decrypting

th ted string i d hird string; (b) deternining the end of
the digital Tk §ERdirRo PRt X o Bidiivaesst iateibued fompe GHECHEirthnl o
18 to 25; ange (53d hacONEThing &ﬁ@oﬁﬁ?}ggg?n;céﬁynéﬁ%af(ggt ;@}%qlqggm{ehééggg- 2

cryptosystemincluding a nmethod of ying an

di gital nessage@Bed MathnedpitriramyhofequehcRhémtol beford Bein@Mhtaste laaithed in
any one of C%ai CrlrsdrpéS Eo 25. /\{~~ .. 73 ABSTRACT 2 6 NOV ?004 A nethod of
i dent i fyi ng $HeISTIZBIXY ¥F§iePal > REE8WSES; for exanple within a 5
cryptosystem uses a conversion function to convert a first string which
includes the nmessage into a second string. The first 'string is of a
different base fromthe second, and the bases are chosen so that the
entirety of 8:heBitsdp|bents space in the second string is not made use of by
t he conversi\gﬁgfungti on. An message marker, which defines the

end,, of
position of T HECEMFBILHINENRNAR storResasayts. Hic praferradeP KCH eigosthm hgndles
chosen - - A&shs@mst Rkt f : i ich is
i naccessi bl e tg. the Sclgt%%/%r si on %ﬁcﬁoﬁgﬁl&gﬁﬁkﬁﬁgﬁ%@?ﬁ%ﬁ%’t &h _éppz}ﬁ%i-ed to
the second snesspgs. Pofeonaiat isrjustst stiimg ofreyndri eligitbe( i@y pictkbdaRdeqaRl fop a

reci pignt. T I R uses_an .i.nverse function to locate the end of
_messagg@mar kcgr?wérﬁgéﬂ#e?%fﬁ]x?tﬁg%r}s Wé’a%ggaﬂ?'on of the end el ement of the

message. 15

Each complete set of 19 bits of the message is converted in the present invention to 12
terts. This gives a packing efficiency of 98.65%, while allowing the arithmetic
operations used in conversion to be performed using 32 bit integers. A method using
15 integers of more than 64 bits would be more efficient, but would offer a gain in

packing efficiency that would be negligible when compared with other packing issues.

8.1 Conversion of bits to terts

x should be taken to be the integer whose least significant 19 bits are set in the same

20 configuration as the block of 19 bits from the message, and whose other bits are all set

pom—

to zero. Here terts should be assumed to be integers taking the value 0,1 or -1.
1. x is divided by 3 and the remainder calculated. This value can then be used to
determine the next tert. 0 determines that the value of the tert is 0, 1 determines

25 that the value of the tert is 1 and 2 determines that the value of the tert is —1.

2. xisdivided by 3, discarding any remainder.
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3. Perform steps 1 and 2 a total of twelve times.

Clearly, this process could be accelerated if in step 1 x was divided by 81 instead of 3,
and the remainder then used with a table of the 81 possible 4-tuples (ordered sets with
four elements) of terts to determine the values of the next four terts. x would then be

divided by 81 in step 2. If this approach were used, the process would only require
three iterations instead of 12. '

A

Even greater speed could be achieved by a method that divided x by 729, taking the

remainder, before using a table of 729 pc_;ssible 6-tuples of terts to determine the
values of the next six terts, and then dividing x by 729. This option would require only
one remainder and one division operation. However, each method offering such an
improvement in speed would also suffer from a corresponding increase in code size.

The ultimate method in terms of speed would use a straight lookup on a table of all
531441 possible 12-tuples.

Whichever of the above methods is used, the conversion process gives values in the
range {0,0,0,0,0,0,0,0,0,0,0,0} to {-1,O,O,-l,1,0,-1,71,1,~1,-1,-1}. Thus, not all possible
12-tuples of terts can be generated. This is because 3'2 = 531441 is greater than 2% =

524288. This is important as sets of terts that lie outside this range are used to signify

the end of the message.

The last incomplete set of 19 bits, if any, is padded out to 19 bits with the required
number of random bits. The length of the real message data, excluding the padding, is

remembered and used for determining the value of the end of message marker. See § 9

. for further details on this.
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This is clearly not relevant for the first block, for which there is no previous set.

x should be set to 0 initially.

2. The terts in the set should be numbered sequentially from 0 to 11.If the i tert is 0
10 add 0 to x, if it is 1 add 3'to x. and ifit is -1 add 2 x 3 to x.

3. If x has no more than 19 significant bits (and is therefore less than 2'?), then the
first 19 bits of y are the next 19 bits of the original message. If x has more than

19 significant bits, then the end of the original message data has been reached.

15
The value of x can be used to determine exactly how many of the bits of y are part of
the original message, and how many must be discarded. See § 9 for further details.
Example
20

The set of 12 terts that were calculated above, {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0},

can be converted back into bits as follows.

Number of tert .Value of tert Value to be added to x New value of x

0
0 0 ' 0 0
1 0 ) 0 0

2 -1 C 2x3%=18 ‘ 18



YBE () - VHHSIUBES) N Fr P1SF 21008& ()-=S@
igofg&' 8-($10%3&' %)- 1 J($10% 8: 8&' ()-! QvoBl0%ABAB& () - S | 26 NOV 2004
1098& ()-& ' (') *' C[(\(S) AS'109% ()- t109B& ()-S 109B& ()- 109%x& ()-]
108 108 1085$109B& ()-wS)) @*y, , X-z[ < AS' |
1098& () - $109B& ()-!(J$10% 8:8& ()-Sp 1098& ()-!1 9A0%& ()-c!l
Y%L0988& ()-cx--} [1/"/# */TPAS' " 109 CLQ% ., & ()- 1088 1088 |
1088! 4, P43109B8& () - ! Q $10%ABA8& () -S*v 20UB&E Y- */7/c/ 1106~ : PA!

109 ()-'o 10% l4& ()- 109%& (i- 33" s 1 v 254
() - Zp10%& () -=![Cl0% / & ()-0001233a%PAl 1'C #$10%& ()- 6
iggg' 8-:P|\#1o( --()Ep 10%&: (l)-FI‘lOO/&'( §)3§S%QEY&' () - 3344y55556}/ SHe! 10 10
1098 ()- !5, f2$10%&' ()-! <, +$10% ()- SL* | |
igfy«f&'z?)as g?mfy ()-55666(7)7aB‘éH=! 10||(19/@/&J(6)=-|1)45B0%& ()- cl9BOY& ()-p
() - 9&7()-! 10% ] &_()-788U9(: B |
-191/“218 ! 2? (égowé(%)- ! <| ($911(ny&'(1%)- I <] | "#106%82'7(7 BY 100 (?.-631)@% ()-p
109 () - ; : <<<<<&<<~\=!110%& ()-'y) "10%WME ()-Cl pH) L0%DD& (Y5 10 10

9 1 37 = 19638 25992
10 -1 2 x 3% =118098 144090
11 0 0o 144090

x does not have more than 19 significant bits (144090 < 2" and in binary is
represented by the 19 bits 0101101101001100010. These are the same 19 bits

that were converted into ternary in the previous example,

9. End of Message Marker

A binary message is converted into ternary for the purpose of encoding (see § 8). This
1s performed using blocks of 19 bits. Clearly, not every message will have a length
that is an exact multiple of 19 bits, so, if necessary, the last block of 19 bits will be
10 padded out with random bits. These random bits are not part of the original message
and must be removed when decoding. The encoded message must therefore include

enough information to determine exactly which bits are part of the message and which

must be disregarded.

o

15 Furthermore, the encoding mechanism operates on ternary polynomials with N
coefficients, where N is an integer parameter determined by the key strength. The
message, once converted into ternary digits, cannot be expected to fill an exact number
of polynomials. As a consequence, it is probable that the last polynomial will also

need to be padded out with random ternary digits. When the message 15 decoded, it

20 must be possible to disregard these terts.
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As previously stated, the last block of the message is padded out to 19 bits if ™~
10 necessary, and then converted to 12 terts. Immediately following this block, another

set of 12 terts is added to the message as an end marker. The end marker is calculated

in the following fashion:

1. B should be assumed to be a random integer in the range 0-375, and A the number

15 of the last message bit in the incomplete set of 19 bits.

2. A+19xB+2"%is converted into 12 terts in exactly the same manner as sets of 19
bits have previously been converted. The resulting set of terts will be in the range
{0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1}. This is the

20 end of message marker. The remainder of the polynomial is then padded out with

random terts.

Other calculations could of course be used to create the end of message marker,
provided that the result is a series of terts that falls outside the possible space used to
25 represent messages, and that one can determine, from the end of message marker,
which 1s the last bit of the message. One way to do that is to divide the available end
of message marker space up into 19 parts, and to select (eg at random, or substantiaily

at random,) a marker from the appropriate part to indicate which of the last 19 bits

represents the actual end of message.
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and the end of message marker could be added to the front or to the end of the

* resultant block of terts. The direction within a block is more or less arbitrary, and

5 hence expressions such as “followed by” can encompass “in front of” when the block

1s considered in reverse.

Coding Example

10 For the purposes of this example, it is supposed that there are only 4 bits of the
original message left to encode when the final block is reached. In this
circumstance, 15 random bits are chosen and are concatenated with the 4
message bits. In other words, the 0™, 1%, 2™ and 3™ bits of this block of 19
belong to the original message and thé 4™ .., 18" bits are just random

15 padding. A is therefore set to be 3, since the 3 bit is the last bit that belongs to

the original data. This padded set of 19 bits is then converted to terts as normal,

After this, an end of message marker is chosen. First a random B is chosen in
the range 0-375. For the purposes of this example, B will be given a value of

20 122. The following calculation is then performed:
A+19xB+2"=3+19x122+2" = 526609,

The conversion of this integer into terts gives {1,0,0,1,0,1,-1,0,-1,-1,-1,-1}.

25
Note that this is greater than 10,1,0,-1,1,0,-1,-1,1,-1,-1,-1}, as can be clearly
seen from the fact that in the former 12-tuple all four of the leading terts (those
on the right) are set to —1, while in the latter 12-tuple the fourth tert is 1.
{1,0,0,1,0,1,-1,0,-1,-1,-1,-1} is the required end marker.



Us@ 10% U& ()-0-10% U& ()-6i* 10% >

U& ()-z[eeggghh{Y: _@e#109B& ()-=!-, 6#10088& ()-* 1=9%40%

& ()-c!'l=9A0988& ()-c!#109888& ()-pi 1098& ()-zhiiiijja? @ e! L§10080004) - F(1
09B&' ()-# 1098& ()-=YYd09B& ()- ! \W¥3"109& ()- | |

10988&' () -j @AKBKCkUKKKK{ Y7!! SH109&' ()-! SH10947& ()-! S#10%] & ()-! UnF
109€8E8& () - 108 108 1081 21098& ()- kLI 11 |
m’r‘r’r}[<{Y7!(?p10%3&' ()-1f&10YB8& ()-\1*10%& ()-d\|*10% ()-d! S#109B88& ()-!S#1

0 1 _ - oy 4 - ] . . P
10-S10% () 11 SI0TAARE L) Lo STTbAR 542 P e o spsgted pasksdiiodfle 0
a; r & >ssst ) vbivz @Eopqr&nl%mmw,&he( ﬁeqf&féy%a%gﬁ&ﬁﬁm‘%&%*?%i d %o% )10 0

() -! % )5 Y&.() - @Vnvv VI ] ! -
Y 1608/42&(1 ? 464 %&%%%}&‘e(‘}‘l S‘{‘)‘% e {9t CWM@)@CL jnto S9citsy Inr¢thes woueipthe

, . L _ .0 0 ! - I .. o
égggﬁ.gﬁ/«(&) g ?Lzé;g/’é I; é)?ﬁ?kglgélc ilg‘g/lﬁ h(é)offgrgﬁéfr‘?a\{?l{fgiféﬁma%&as more than 19 significant bits.
ee § 8.

This integer is the end of message marker. After this end of message marker has been

converted back to binary, 29 is subtracted from it. The result is divided by 19, and the ™
10 remainder taken. This returns A. Of the 19 bits of the block immediately preceding the

end marker, the sequence of bits starting with the 0™ up to and including the A™ bit are

kept as original message bits. The remaining bits are the random padding, which can

be discarded along with any remaining terts.

15 Decoding Examplé

For the purpose of this example, it should be supposed that the block of 12 terts
calculated in the previous example, {1,0,0,1,0,1,-1,0,-1,-1,-1,—1}, has just been
received during the decoding process. When these 12 terts are converted back
20 to binary, the value 526609 is yielded. This is at least as large as 2'° (or in
other words has more than 19 significant bits in its binary representation).
"y Subtracting 2'% and taking the remainder on division by 19 gives the value 3. It
is therefore concluded that the 0™, 1%, 2™ and 3 bits of the previous block of
19 bits are valid message bits. The other 15 bits can then be discarded.
25
It will of course be understood that the use of an end of message marker from
within an unusable space for message-carrying is not. restricted to the bit-to-tert
example described above, nor of course is it limited to the specific example of 19
bits being converted to 12 terts. Other conversions involving a change of modulus

30 could be used, provided that there exists some suitable inaccessible space.
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Tumbler provides two pseudo random number generating algorithms (only the second
of which the present applicant cons:ders to be protectable). Both algorithins utilise the:

5 SHA-1 to produce an unpredlctable and randomly dlstrlbuted bit stream based on an
input seed. "

It 1s important to remember that all Pseudo-random number generators (PRNGs) are

intrinsically deterministic and the output generated will only ever be as unpredictable

10 as the seed.

The first Tumbler algorithm, TSR (Tao SHA-1 Random), operates in a similar manner
to many other commercially available ‘hash-based cryptographic PRNGs,
SHA1Random and MD5Random, provided by RSA, and Yarrow, from Counterpane,
15 would fall into this category. The initial input is hashed, and this hash output is
repeatedly re-hashed with a counter to produce the random bit stream. At any stage it

is possible to add more input, which is hashed together with the current state.

Figure 9 shows how a simplified version of how such a generic PRNG operates.

20
901. It is necessary to ‘seed” a PRNG, or in other words to give it an initial state on
, which to base all subsequent output. Inputting data that is sufficiently unpredictable
| achieves this, though it may skew and therefore become unusable as pseudo random
data. Such data is usually obtained by measuring real world events such as the timing
25 of keystrokes or mouse movements. This data is called entropy.

902. A hash function is used to hash together an arbitrarily large quantity of entropy.
This gives an internal state, of defined size, that is based on this entropy. The

unpredictability of entropy might not be the same as its size. 10 bits of entropy may
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unpredictability. Using this hashing step one can enter enough entropy to guarantee

sufficient unpredictability.

5 903. The output from 902, together with the value of the counter in 904, forms th
internal state of the PRNG. '

904. An internal counter is used to vary each block of output. The counter changes
with each block of random output. Since each block of output is based on the counter ™™ '

10 this results in the production of different outputs.

905. Another hash instance combines the result of the first hash 903 with the counter

904. This hash is used again each time a new block of random data is required.

15 906. The result of the hash in 905 is the pseudo random data. Depending upon the

application this may (but need not) be a string of pseudo-random bits.

A precise description of TSR follows:

20 H() is defined to be the hash function; XY to be the concatenation of X and Y; Cto
be the integer counter; E; to be the i pool of entropy that is added to the Random
Number Generator; P;; to be the /* 106-bit pool of random data that has been generatedl
since the input of E;and S; to be the 160-bit internal state that creates Py.

25 —  When the algorithm is first initialised, the counter C, i and are set to zero and the
state, Sge, has all 160 bits unset.

—  When the i pool of entropy 1s inputted into the PRNG, supposing that the current
state is S¢.py, then the new state, S;, becomes H(S-ni|Ey)- '
30
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This method acts as a secure mechanism for producing an indefinite cryptographic bit

N

stream from entropy input, but has the disadvantage of only possessing an internal G
state the size of one hash output. SHA-1 has the largest digest size of any comfnonl'y e
supported hash algorithm at present, with 160 bits. This means that regardless of the -

quantity of entropy input, there cannot be more than 2'° distinct bit streams produced

between input operations. , T )

10

In modem cryptography it is often desirable for an object (such as a private key) to be
chosen randomly out of an extremely large space. For example, for N = 503, there are
2729 possible NTRU PKCS private keys. If one used a PRNG with an internal state of

» with only one seeding operation, then at least 2°%° of the possible keys could

15 never be selected.

2[60

Performing seeding operations during the creation of an object is not always a trivial
task. A seeding operation requires entropy, and entropy 1s obtained through measuring
the real world. It is therefore necessary for one to know exactly how the platform on

20 which the cipher is being used interacts with the real world.

N We propose two solutions to the problem of achieving sufficiently random data in a

platform independent manner.

25 The first is a self re-seeding PRNG. This method is fairly simple to explain, but places
an extra requirement on the system in which it is employed and as such is only semi-

platform independent.
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PRNG and.which will provide the PRNG with entropy.

Y

5 The PRNG produces random data as ‘normal,- but records the quantity of c‘l'ata‘
produced. This is compared with the internal state of the PRNG, as well as'tfi_e;
unpredictability of the entropy that was last providéd. When the PRNG has prdduced
as much data as the smaller out of the internal state and the unpredictability of the
entropy, then it calls the platform specific function and requests more entropy. o

10

The second solution is more complicated, but has the advantage of being completely

platform independent.

The basic principle involves the use of a PRNG with a very large internal state. The
15 problem in producing such a PRNG lies in making it cryptographically secure when

secure hashes have a finite output that is much smaller than the internal state required.

Tumbler’s implementation of a large state PRNG is the TSR-LS (Tao SHA-1 Random
- Large State) algorithm (this being the second of the two Tumbler algorithms
20 mentioned above). TSR-LS uses multfple stmultaneous hash functions, and rehashes
the original seed with each new generation operation. This gives it an internal state of
2048 bits, so that there are 2°*® distinct bit streams that can be generated between two
input operations. TSR-LS is slower than TSR, but not as slow as a dynamically re-
seeding PRNG. Another advantage of TSR-LS over a dynamically re-seeding PRNG
25 is that the latter will use seed data piecemeal, so the initial output will not be
dependent on some of the seed. With TSR-LS, all of the output is dependent on all of
the seed; any difference in the 2048-bit state has the potential to alter every bit of the

output.
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depicted in figure 10.  The hash functions could be embodied in software or,
alternatively, they could comprise hardware hashing means.

3 1001. The ent;bpy is divided equally between each of the hash functions in the first
tier. The number of hash functions depends of the size of the internal state that one
requires. The seeding'process will be slower the more hash functions one uses, but on

going cperation times are independent of the number of hashes.

10 1002. To begin with, each of the hash functions in the first tier hashes the entropy that

it receives.

1004. The second tier’s hash takes in the output from all of the hashes 1002 in the first
tier and hashes all of this together. This ensures that every bit of the final output is

15 based on every bit of the initial seed.

1005. The output from the second tier hash 1004 forms the pseudo random output for

the PRNG.
20 Each time more data is requested, from the application that is using the PRNG, one of
the hash functions 1002 (on a rotation basis) performs a rehashing operation using a
T counter 1003. This rehashing operation could be the same as that used by the normal
-

state PENG described above.

25 1003. This counter is used to ensure that each hash function produces new output with
every rehashing operation. Here, and in the example below, the initial output is used as

the counter increment. Each hash function 1002 may maintain its own counter 1003.

The re-hashed output of the particular re-hashing function is then fed to the second-tier

30 function 1004, which hashes it with the outpﬁt ‘it has previously received from the
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5 The hash functions 1002 obtain additional entropy from the pool 1001 as and when

they need it. Alternatwely, additional entropy may be supplied en. block to’ all the
functions 1002 at once.

A precise description of TSR-LS follows: T
10
TSR-LS makes use of five concurrent instances of a SHA-1 hash object. H(), Hy(), -
H\(), H2(), H3() are defined to be these hash functions; X||Y as for TRS above; Cy, Cy,
C, and C; to be four 160-bit counters; Iy, 1), I; and L5 to be four 160-bit increments; E;
to be the /™ pool of entropy added to the -Random Number Generator; Ey, E;;, Ep, E
15 to be four sub-pools of entropy for each entropy pool E;; P to be the /™ 106-bit pool of

random data generated since the input of E;; and Sy to be the & 160-bit intermediate

state generated,

- When the algorithm is first initialised, Cy, Cy, Cq, C3, Ip, I}, I and 15 have all 160
20 bits unset, i= 0 and k=-1 .

-~ When the /™ pool of entropy is inputted into the PRNG, the entropy pool E; is
divided so that the nth byte is placed in the entropy sub-pool E,, where a is the
lowest positive residue of 7 modulo 4, unless the byte is part of a last, incomplete

25 set of 4, in which case the bits of this last set of bytes are divided so that the nth
bit is included in the entropy sub-pool E;, where a is the lowest positive residue of
n modulo 4. The last internal state block created should bé defined as S;. For each
of the hash functions He(), a sub-pool of entropy is concatenated with all of the

previous data entered into that hash. The digest for this concatenation is

30 computed, and the result placed in Spigq).
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5 H.(), and the result is computed. It should be assumed that the last internal state

block created was S;. In this case, the result of this hash is placed in S;. 1, and the

new pool Py becomes H(Sq|[Si}...[[Sr)). N

11. Sequence Generator

10 The sequence generator is used for the MTA protection hash as explained above. The
purpose of this generator is to provide an indefinite stream of pseudo random bits in a
similar manner to a PRNG, except that the input seed is known and the stream must be
deterministic. It must still be computationally unfeasible to find an input seed that will .

generate an arbitrarily chosen sequence, or to calculate the input from any part of the

15 output.

Since PRNGs are deterministic, a éequence generator can be achieved by supplying a
known seed to a specified PRNG. In Tumbler a simple sequence generator is supplied

that operates slightly differently from the PRNG (although a PRNG could be used).

20
The initial seed is hashed using an instance of the SHA-1, and this hash output is itself
used as the first 20 bytes of available sequence data. After that, new sequence data is
g provided by concatenating the previous output block with the hash input and re-
computing the hash.
25

- 12. Efficient Modulo Arithmetic through the Use of Parallel Bit Operations on a
Yector Representation

Tumbler makes use of a new method of performing modulo arithmetic in small moduli

using bit based technology.
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arithmetic efficiently. This is achieved by storing numbers in a vector form and
performing arithmetical operations on multiple numbers in parallel, using a simple

5 sequence of bitwise logical operations. One can use this to perform efficient modulo

arithmetic in any base. However, the efficiency is greatest in small bases. Tumbler

uses this method for performing PKCS ternary _oﬁerations.

12.1 A More Detailed Description of Modulo Arithmetic

10 Arithmetic module 7, for some positive integer base », concerns operations between

the r “residue classes’ of integers. A ‘residue class’ consists of those integers that share

a common remainder when divided by ».

For instance, in modulo 7, 64 and 15 both reside in the same residue class:
15

64=9xT7+1,15=2x7+1.

The remainder on dividing the sum or product of two integers by any given integer is
dependent only on the remainder on dividing the respective addends or factors by that

20 same integer. Therefore, it is possible to consider operations between residue classes.

Addition, subtraction and multiplication between residue classes work in the same way
as for normal integer arithmetic between any chosen representatives from the residue
classes. Usually the former involves choosing a set of representatives, one from each
25 residue class. These would normally be either the set with smallest positive value (Le.

{0, 1, ..., -1}, or the set with the lowest absolute value {[-r/21+1, ..., 0, ..., [/2]}.
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Henceforth it is assumed that there exists a device which uses n-bit words and is

capable of performing the following bitwise logical operations:
* The binary operation XOR defined to return a word each bit of which is set if and
10 only if the corresponding bits of both input words are neither both set, nor both

clear.

* The binary operation AND defined to return a word each bit of which is set if and
only if the corresponding bits of both input words are set.
15
* The binary operation OR defined to return a word each bit of which is set if and

only if the corresponding bits of either, or both, input words are set.

* The unary operation NOT defined to return a word each bit of which is set if and

20 only if the corresponding bit of the input word is clear.

S 12.3  Vector Representation

The crux of the method described here lies in the vector bitwise representation of

numbers.

25 Digital devices will normally store integers in binary form in the adjacent bits of one
word. This is to permit the use of circuits such as ‘half adders,” which allow for carry
between bits. With a vector representation the value of a number is represented by bits

located in corresponding locations within different words. The value of these bits need
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15 Henceforth it is assumed that the three possible values of a tert (representations of a

ternary number) are zero, one and minus one. This is an arbitrary decision and the

system applies independent of the names of the three terts.

The terts are represented by two bits occupying corresponding locations in two distinct
20 words. The bit located in the first word is set if and only if the value of the tert is not
zero. The bit located in the second word is set if and only if the value of the tert is one.
Hence the three terts 0, 1 and —1 are represented by the vectors <0,0>, <1,1> and

<1,0>, respectively. In this manner » terts may be represented in two n-bit words.

25 Example

Let us assume that we wish to use vector bitwise representations of the four

terts 0, 0, -1 and 1. Using the vectors specified above gives us the following
table:
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0 0 0
0 0 _ 0
1 ] 0
1 1 1

Now, taking and storing separately the 1™ bits and the 2" bits allows us to treat
this information as two separate 4-bit words, namely 0011 (representing the 1%~
bits), and 0001 (representing the 2™ bits). We may then carry out modulo
arithmetic not on the individual terts, nor on the vectors, but on the words
5 themselves, for example using the operations XOR, AND, OR and NOT. This

avoids us having to deal with overflows or carries however many terts are

being worked on simultaneously.

Apart from suggesting an efficient method of performing modulo arithmetic, this
10 interpretation of the bits allows one to determine the value of a tert modulo 2 simply
by examining the first array. Since algorithms are often concerned with distinguishing

zero and non-zero terts this has a great advantage over the usual binary form.

Where there is a pair of corresponding bits, and the bit located in the first word is
! 15 clear, the bit located in the second word is never set. However, the system need not

rely on this.

Similar principles could of course apply to modulo arithmetic on bases other than 3 —
for example to carry out arithmetic in base 5 one would operate on threc separate
20 words, the first representing all the first bits in the vector representation, the second all

the second bits and the third all the third bits. The approach would work for higher

bases as well.
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- 12.5 Modulo Three Arithmetic

Modulo three arithmetic is performed in the following manner.

5 X0 and X are the two xn-bit words representing the # terts xg, ..., x ».1, where the word
X.o contains the bits set if the corresponding tert is not zero and the word X, contains

the bits set if the corresponding tert is one. Similarly Y.p and Y| are the two s-bit

words representing the » terts yy, ..., y ;. - -

10 The result of adding the » pairs of terts (xi, ¥1), each modulo 3, for i = 0 to (r-1), to
produce Z_g and Z; which represent the terts xp + Yo {mod 3), ..., Xy + ¥, (mod 3),

can then be calculated as follows:

Z
15 2

It

(X0 XOR Y ) AND (X; XOR Y.g),
(X4 XOR Y_g) OR (X; AND Y;) OR Z,.

The result of subtracting from x;, the value of y;, each modulo 3,fori=0to (n-1), to

produce Z.pand Z, which represent the terts xg - yo (mod 3), ..., X p1 - ¥ .y (mod 3), can

be calculated as follows:

20
Zoy = (X0 XOR Y.) OR (X; XOR Y)),
o
Zy = (Y- XOR X;) AND ((NOT Y;) OR X_o) AND Z.,.
The result of multiplying the # pairs of terts (x;, y;), each modulo three, for i = 0 to (n-
25 1}, to produce Z. and Z; which represent the terts xq x Yo (mod 3), ..., Xuq X Yy (mod

3), can be calculated as follows:

Zy
7,

(X0 AND Y_o),
(NOT (X; XOR Y,)) AND Z..

Il
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5 12.6 Hardware and Software

This method is simple to implement in hardware, as illustrated by the circuit diagrams
shown in figures 11, 12 and 13. F igure 11 shows a circuit diagram for addition modulo

3, figure 12 shows a circuit diagram for subtraction modulo 3 and figure 13 shows a-—
circuit diagram for multiplication modulo 3.

10

In software, this method allows for scalable parallelisation, since one is able to take

advantage of the full width of a word of any length.

12.7 Use in Tumbler

15 The Tumbler PKCS uses modulo 3 polynomials, that is polynomials whose
coefficients all have values that are only significant modulo 3. At various stages in the
algorithm it is necessary to add and subtract these polynomial from one another.
Specifically, the current implementation of the key creation system uses the ‘Almost
Inverse algorithm’ (see § 3) or alternatively the Fuclidean Algorithm, performed on

20 modulo 3 polynomials. ‘These algorithms in turn require the addition and subtraction

Do’

of polynomials. The decryption system requires the convolution product (star-

multiplication) of two modulo 3 polynomials. The star-multiplication algorithm also

uses the addition and subtraction of polynomials.

25 To add two polynomials one adds together the values of the corresponding coefficients
from each of the polynomials. The value of the first coefficient from the first
polynomial is added to the value of the first coefficient of the second polynomial to

produce the value of the first coefficient of the sum, and $0 om.
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above, and the second polynomial IS represented as the two bit arrays Y and Y., then

the polynomial sum of the two polynomials can be calculated by performing the

5 following modulo 3 addition operatlons on the four arrays.

Z, (X0 XOR Y1) AND (X; XOR Y.g),
Zo = (X4XOR Y.)OR (X, AND Y,) OR Z,.

10 The same is true of subtraction. Storing each polynomial as two bit arrays allows the

above subtraction method to be used to calculate the difference of the two

polynomials.

Since each polynomial in Tumbler can have as many as 503 coefficients this method

15 produces a considerable increase in speed.

This approach to modular arithmetic may find application in the field of digital data

processing generally, and is not restricted to use within cryptosystems.
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message elements of the first type;
(b) applying a conversion function to the first string to convert it
into a second string comprising a plurality of elements of a
10 second type, the conversion function being arranged to map
all possible first strings to an output space which is smaller
than a space defined by all possible second type element
combinations; and
(c) selecting an end of message marker to identify the position
15 of the end element of the message from a plurality of elements

of the second type which, in combination, fall outside the output

space of the conversion function.

2. A method of identifying the end of a digital message as claimed in Claim 1 in
20 which the first string comprises a sequence of binary elements.
"1 3. A method of identifying the end of a digital message as claimed in Claim 1 or

Claim 2 in which the second string comprises a sequence of ternary elements.
25 4, A method of identifying the end of a digital message as claimed in Claim 2 or
Claim 3 in which the first string is 19 binary elements in length, and in which the

second string is 12 ternary elemeénts in length.

5. A method of identifying the end of a digital message as claimed in any' one of
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8. A method of identifying the end of a digital message as claimed in any one of
the preceding claims in which the end of message marker is combined with the second
string to form a third string.

15
9. A method of identifying the end of a digital message as claimed in Claim 8 in
which the end of message marker is concatenated with the second string to form the

third string.

20 10. A method of identifying the end of a digital message as claimed in any one of
the preceding claims in which the space falling outside the output space of the

conversion function is divided up into a plurality of parts, each part being

; .
g’

representative of a position within the first string, the position of the end element of

the message being identified by selecting an end of message marker which falls within

25 the corresponding part.

11. A method of identifying the end of a digital message as claimed in Claim 10 in
which the end of message marker is chosen substantially at random from a group of
possible markers falling within the said part.

30
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14. A physical carrier carrying a computer program as claimed in Claim 13.

10 15. A datastream representative of a computer program as claimed in Claim 13,

16. - A methodof encrypting a digital message including identifying the end of the

message by a method as claimed in any one of Claims 1 to 12.

15 17. A method of encrypting a message including identifying the end of the

message by the method as claimed in Claim 8 or Claim 9, and encrypting the third

string.

18. A method of determining the end of a digital message, comprising:

20 (a) applying an inverse conversion function to a third string

comprising a plurality of elements of a second type; the
oy inverse conversion function taking as input a plurality of
‘ elements of the second type and converting them to a

plurality of elements of a first type, and determining that a

25 plurality of elements, taken as input to the function,
together comprise an end of message marker when the output
of the function has more significant elements of the first
type than a given value; and

(b) taking, as-a first string, the output of the function excluding

30 that portion of the output which was representative of the
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2l. A method of determining the end of a digital message as claimed in Claims 19
and 20 in which the inverse conversion function takes, as input, 12 ternary elements

and produces, as output, 19 binary elements.

I5 22. A method of determining the erid of a digital message as claimed in any one of

Claims 18 to 21 in which the first string is of a pre-defined length, and is padded with

zero or more non-message elements of the first type.

23. A method of determining the end of a digital message as claimed in Claim 18
20 in which the inverse conversion function converts elements in one modular base to

elements in a different modular base.

24. A method of determining the end of a digital message as claimed in Claims 18
to 23 in which the position of the end element of the message is determined according

25 to the amount by which the output of the function, when provided with the end of

message marker as input, exceeds a given value. -

25. A method of determining the end of a digital message as claimed in Claims 18

to 24 in which in the first string the end element of the message lies immediately

30 adjacent the non-message elements, if any.
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method as claimed in any one of Claims 18 to 25; and

(c) recovering the message from the first string,

15 30. A cryptosystem including a method of identifying and determining the end of a

digital message as claimed in any one of Claims 1 to 12, and as claimed in any one of
Claims 18 to 25.
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ABSTRACT

A method of identifying the end of a digital message, for exampﬁl"e'within a
cryptosystem, uses a conversion function to convert a first string which includes the
message into a second string. The first st'ring is of a diffé_rent base from the second,
and the bases are chosen so that the entirety of the available space in the second string

is not made use of by the conversion function. An end of message marker, which

defines the position of the end element of the message within the first string, is chosen ™™

from that portion of the available space which is inaccessible to the conversion
function, and the marker is then appended to the second string. The entire string may
then be encrypted and sent to a recipient. The recipient uses an inverse function to

locate the end of message marker and, from that, the position of the end element of the

message.

(Figure 2)
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