WO 02/ 071219 PCT/ GB02/ 01022 DATA STORAGE SYSTEM This invention relates to
data storage systens. The invention has particular, although not

excl usi vewo cg/orelievance to the backup of data stored on aPSIrMESo0b®eeri ber

I dentification Module) card in a nobile phone. A SIMcard is a detachable
nodul e for a nobile phone, the 10 SIMcard being owned by the network
operator of a nobile phone comrunication system and includi ng data
specific to the network operator together with data entered by and
specific to the user, such as an address book storing abbreviated dialling
nunbers. \Wen a user decides to 15 obtain a new nobile phone, so as to
obtain further facilities foPRERaAPPRACE 3V E MM card is removed fromthe
original nobile phone and inserted in the new phone, thus enabling data
entered on the SIMcard to be used in the new nobile phone. The probl em
arises that mhere the SIM20 card is lost, due to for exanple |oss or theft

of the nobi Ihéspﬁdﬁ’@nttlﬁ’é‘ e 18R oFBe 3SR t%té)”sﬁq\ﬁ cEVEERIMEr al5%® be | ost

at consi der abl e |nconv ni ence tao the user g%gernore accidental del eti on

or corrupti GAHVGPLERE d 5’ R 35 tﬁ‘elté‘lqyl rd' s aPEGHPotET bl e. 25 WO

02/0%1219 ngﬁggg%églo g the Dbackup of data stored on a SIM

(Subscriber Identification Module) card in a mobile

phone.

A SIM card is a detachable module for a mobile phone, the

10 SIM card being owned by the network operator of a mobile
phone communication system and including data specific
to the network operator together with data entered by
and specific to the user, such as an address book storing
abbreviated dialling numbers. When a user decides to

15 obtain a new mobile phone, so as to obtain further
facilities for example, the SIM card is removed from the
original mobile phone and inserted in the new phone, thus
enabling data entered on the SIM card to be used in the
new mobile phone. The problem arises that where the SIM

20 - card is lost, due to for example loss or theft of the
mobile phone, the data recorded on the SIM card will also
be lost at considerab;e inconvenience to the user.
Furthermore accidental deletion or corruption of the data
recorded on the SIM card is also possible.

25
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systemin which this problem nay be overcone.
of the prweenw7izmventi on,

an object of the present invention to provide a data backup

According to a first aspect
5 there is provided a data storage/GBopenefor use
in a data backup systemfor backing up in a renote database system

dat a

stored in a plurality of data storage systens, the data storage system
nmeans for updating data stored in the data storage system
means for producing 10 a data nmessage including a copy of the updated data;
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backup system for backing up in a remote database system,
data stored in a plurality of data storage systems, the
data storage system comprising: means for updating data
stored in the data storage system; means for producing
a data message including a copy of the updated data; and
means for wirelessly transmitting said copied data to

said remote data storage system for storage.

In a preferred system, the updated data at each data
storage means is automatically wirelessly transmitted to

the remote database system.

According to a second aspect of the present invention,
there is provided a database system for use in a database
backup system for backing up at a database system data
stored in a plurality of data storage systems remote from
the database system comprising: means for receiving data
wirelessly transmitted from each of the plurality of
remote data storage systems on update of the information

stored in each data storage system; and means for storing



said received data. In one particular application, the data is for use in a
billing system 5 In a further particular application, the data is for use
in a predwotiemeizusage system I n yet a further particul ar pappiBocatizon, the
data is for 10 use in a fraudulent use surveillance system According to a
third aspect of the present invention, there is provided a nmethod of
updating one of a plurality of databases in which, after entry of the data
into the 15 database, backup data is wirelessly transnmitted to a renpote
dat abase effective to store backup datd for each of said plurality of

dat abases. A nunber of enbodi nents of the present invention will now 20 -
be descri bedFBy VESCREVRkAHRN% only with reference to the acconpanying
drawings in which: Figure 1 is an overview of an enbodi nent of a data
backup system comunicating via a cellular radio communication 25 system
WO 02/ 071219 PCT/ GB02/01022 4 Fiqure 2 illustrates the data structure of
a message CohVRE MAHERURY tde e ttise fotRe 1HobPFe USRat-PoR and t he

dat a backup lgle{ﬂrg:ge Ffzyesnéerme of Figure 1;

5
In a further particular application, the data is for use

in a predictive usage system.

In yet a further particular application, the data is for

10 use in a fraudulent use surveillance system.

According to a third aspect of the present invention,
there is provided a method of updating one of a plurality
of databases in which, after entry of the data into the
15 database, backup data is wirelessly transmitted to a
remote database effective to store backup data for each

of said plurality of databases.

A number of embodiments of the present invention will now
20 . be described by way of example only with reference to the

accompanying drawings in which:

Figure 1 is an overview of an embodiment of a data backup
system communicating via a cellular radio communication

25 system;



Figure 3(a) is a schematic illustration of functional 5 nodul es of
software and hardware incorporated in the nobile phone of Figure 1; Figure

3(b) is aweokemat¢c illustration of functional nodules offCIafROMAIER2aNd

har dwar e incorporated in the SIM card of Figure 1; 10 Figure 4 illustrates
the file structure of the abbreviated dialling code file stored in the SIM
card of Figure 3(b); Figure 5 is a schematic illustration of the

functional nodul es of the backup and restore processing unit 15
incorporated in the SIMcard of Figure4l;- Figure 6 illustrates the file
structure of the data file wused in the backup system Figure 7 illustrates

schemat i cal | §igare s2ofiltlvstnadicsc thendahdbisteugdumsr kobof aFMAKSAIE r el evant
to the operation 20. of the data backup service, Figure 8 is a schematic

di agram of t¢eNERYHIY deacker ofnfemeatdamn hedalany FdveyimedidentSt@tdorri gure 1;
Figure 9 is a schematic illustration of functional  nodul es of software and
har dwar e i nc¥PoEke Pt barkerterrgsaafFsalyifdagud@ntlrie of Figure 1; WD

02/ 071219 PCT/ GB02/01022 ' 5 Figure 10 illustrates the data structure of a
backup or Figure 3(a) is a schematic illustration of functional

5 modules of software and hardﬁare incorporated in the
mobile phone of Figure 1;
Figure 3(b) is a schematic illustration of functional
modules of software and hardware incorporated in the SIM
card of Figure 1;
10 Figure 4 illustrates the file structure of the
abbreviated dialling code file stored in the SIM card of
Figure 3(b);
Figure 5 is a schematic illustration of the functional
modules of the backup and restore processing unit
15 incorporated in the SIM card of Figure 1;
Figure 6 illustrates the file structure of the data file
used in the backup system;
Figure 7 illustrates schematically parts of the public
land mobile network of Figure 1 relevant to the operation
20 . of the data backup service;
Figure 8 is a schematic diagram of the architecture of
the data backup service centre of Figure 1;
Figure 9 1is a schematic illustration of functional
modules of software and hardware incorporated in the data

25 backup service centre of Figure 1;



restore data message; Figure 11 illustrates the data structure of an
acknowl edgenent data nessage; 5 Figure 12 illustrates the processing

pr ocedur ewbar/o7rmni toring the file to be backed up. Fi gur @CI&BoRbuRer at es
process steps carried out when a user updates the abbreviated dialling
code file stored in the SIMcard of Figure 3(b); 10 Figure 14 illustrates
the process steps perforned at the SIMcard on receipt of an

"Acknow edgenent" nessage; Figure 15 illustrates the process steps

performed at the SlIMcard on receipt” of Ta "Restore" nessage; Figure 16 is

an overvi ew of an enbodi nent of a data 15 backup system comyuni cating via
ei ther the INMtEFRtIGrALISERRLES Itherdatai s ashns eft RfofPaSFRRT Fi gure

17(a) is a schematic_illustration of the functional nodul es of software
and har dwar eF¢FERF AR deSSR9%%e nobi | e phone of the second enbodi ment of

the 20, invention; Fi gur,i 17£bé is a cheg&tic illustration aof the
functional nOHIER of!softhAPETGREShatdRar €3 or Por REEH S| nOthe 88 M car d

of the second enbo]geiré'rent of the invention; 25 Figure 18 illustrates the
files and bAFERV a WS 9#1219 PCT/ GBO2/ 01022

5 Figure 12 illustrates the processing procedure for
monitoring the file to be backed up.
Figure 13 illustrates process steps carried out when a
user updates the abbreviated dialling code file stored
in the SIM card of Figure 3(b);
10 Figure 14 illustrates the process steps performed at the
SIM card on receipt of an "Acknowledgement" message;
Figure 15 illustrates the process steps performed at the
SIM card on receipt of a "Restore" message;
Figure 16 is an overview of an embodiment of a data
15 backup system communicating via either the Internet or
via a cellular radio communication system.
Figure 17(a) is a schematic illustration of the
functional modules of software and hardware incorporated
in the mobile phone of the second embodiment of the
20. invention;
Figure 17(b) 1is a schematic illustration of the
functional modules of software and hardware incorporated
in the SIM card of the second embodiment of the
invention;

25 Figure 18 illustrates the files and buffers of the backup



6 and restore application stored on the SIMcard of Figure 17(b); Figure
19 is a schematic illustration of the functional nodules of software and
har dwar e wooenpaat ed in the data 5 backup service centr @CofGROR®O1ER2CONd
enbodi nent of the invention; Figure 20 illustrates schematically the

dat abase nmanagenent and rel ati onal database systemincorporated in the
dat abase backup service centre of Figure 19; 10 Figure 21 illustrates the
application interface software nodule incorporated in the database
managenent system of Figure 20; Figﬁré Z2 illustrates the database files
incorporated in the rel atignal database _system of Figure 20; /15 Figure 23
is a schematdd MESTONCAPPRI6LERR FHATLH 0PI EhemtiM orsk ofofLd¥re and

har dwar e i ncqorporated in the inbound channel processor in the data backup
service centh@)gt Figure 19; Figure 24 is a schematic illustration of the

functional _20- nodyl es of software g har dwar e irc%c%{npo%at eg.l n _the
i nbound dat & yHPEessortS ? (SR FEE CoARYS TPl Odeiffe TUBFLEPRG e 19
Figure 25 is chematic_jllustration of the functiopal . ul es  of
Software and RHFREPE PREGYREREAS hendge incorporated in the daca
5 backup service centre of the second embodiment of the
invention;

Figure 20 illustrates schematically the database
management and relational database system incorporated
in the database backup service centre of Figure 19;

10 Figure 21 illustrates the application interface software
module incorporated in the database management system of
Figure 20;

Figure 22 illustrates the database files incorporated in
the relational database system of Figure 20;

15 Figure 23 is a schematic illustration of the functional
modules of software and hardware incorporated in the
inbound channel processor in the data backup service
centre of Figure 19;

Figure 24 is a schematic illustration of the functional

20 . modules of software and hardware incorporated in the
inbound data processor in the data backup service centre
of Figure 19;

Figure 25 is a schematic illustration of the functional
modules of software and hardware incorporated in the

25 outbound data processor in the data backup service centre



25 out bound data processor in the data backup service centre WO 02/071219
PCT/ (B02/ 01022 7 of Figure 19; Figure 26 is a schematic illustration of

t he functwomal712mpdul es of software and hardware i ncor por @C&BR/ 01122

out bound channel processor in the data backup service 5 centre of Figure
19; Figure 27 is a schematic diagram of the functional nodules of software
and hardware incorporated in the application server in the data backup
service centre of Figure 19; 10 Figure 28 illustrates the process steps
performed at the SIMcard of Figure 17(5) during a file update; Figure 29
illustrates the Erocess steps carried out at the SIMcard of Figure 17 (b)
on the recepPfohl®#re Yatus event signal: 15 Figure 30 illustrates the

“noomi ng. - neBLRBES 29 ot o FREIGBLT af LLUT HE i &6 el T hbd at 1 he
1 ust rat os PRETES 0Bk UG Ry PP TORMAFS MO TR FBe e
Processing UniinbiSa" BRLARET hoddlecd MiF sk OhafloBLE Y Medyrigo the
5 centre of Figure 19; |
Figure 27 1is a schematic diagram of the functional
modules of software and hardware incorporated in the
application server in the data backup service centre of
Figure 19;

10 Figure 28 illustrates the process steps performed at the
SIM card of Figure 17(b) during a file update;

Figure 29 illustrates the process steps carried out at
the SIM card of Figure 17(b) on the reception of a status
event signal;

15 Figure 30 illustrates the process steps performed at the
SIM card of Figure 17(b) on receipt of an incoming
message;

Figure 31 illustrates the process steps performed at the
SIM card of Figure 17(b) during a restoration process;

20 - Figure 32 illustrates the process steps carried out by
the backup and restore processing unit incorporated in
the SIM card of Figure 17(b) during the processing of a
configuration queue.

Figure 33 illustrates an alternative backup file

25 configuration used in the mobile station in the third



configuration queue. Figure 33 illustrates an alternative backup file 25
configuration used in the nobile station in the third WO 02/071219

PCT/ GB02/W0®2271289 enbodi ment of the invention; Figure 34PpCriameoakes an
alternative backup service centre configuration used in the third

enbodi mrent of the invention; 5 Figure 35 illustrates the functional
nodul es of software and hardware incorporated in the service centre of
Figure 34; Figure 36 illustrates the process steps perfornmed in the
system of the third enbodi nent of thé Bnvention; and 10 Fi gure 37
illustrates a_bill produced using an item sed billing process in

accor dance WPRAUMERHod Fdt BVepkdoninventi on. FI RST EMBODI MENT: OVERVI EW
15 Referrin%“firstlg to Figure 1, this fi%ure illustrates the oqveral
operation of 1¥UF& a>BacktP YAt | A REEPERREE SR (IRCKYA r SETEABSdi nent  of
the invention. In this particular enpodinent, data stqred on_each of a 20
nunber of &St SsCREA rP&}OB,uEeﬁa&nb@%M §Eedime s of 5 h&at a

service centre 3. The data to be backed
invention;

5 Figure 35 illustrates the func£ional modules of software
and hardware incorporated in the service centre of Figure
34;
Figure 36 illustrates the process steps performed in the
system of the third embodiment of the invention; and

10 Figure 37 illustrates a bill produced using an itemised

billing process in accordance with an embodiment of the

invention.

FIRST EMBODIMENT: OVERVIEW

15
Referring firstly to Figure 1, this figure illustrates
the overall operation of a data backup system in
accordance with a first embodiment of the invention. In
this particular embodiment, data stored on each of a
20 - number of mobile stations la, b, c¢ may be backed up at

a backup data service centre 3. The data to be backed
up is transmitted by a wireless link between each mobile
station la, b, ¢ and a public land mobile network 5, the
data then being sent to the backup data service centre

25 3 via a Short Message Service Centre 6.



up is transmtted by a wireless |ink between each nobile station la, b, c
and a public land nobile network 5, the data then being sent to the backup
data serwoepenige 25 3 via a Short Message Service CenPCe/GR2MD22

02/ 071219 PCT/ GB02/01022 - 9 Each nobile station consists of a nmobile
phone 7 in which a respective SiIMcard 8 is inserted, a radio |ink being
est abl i shed between an antenna 9 on the nobile phone and an antenna 11
within the public land nobile network 5. 5 Appropriate software nodul es are
incorporated in the SIM card 8 in each’ robi | e station la, b, c in order to
enable the data backup systemto operate_as w || be described in nore

det ai | hereaﬁaﬁﬁ.m‘i}él es%%i"tlé’rt CORSE-ELSpRE e diPhdden PhReBel é 3Rt 1a, b, ¢
and the data _backup service centre 3,in, this rticular enbodi nent takes
pl ace using tahﬁeﬁBgﬁF}Yﬁ-Ewn?a’éﬂogtls Cg'er'ﬂ‘/iliaed’(%l\;‘sl)n}f 19y as
defined in par .40 .of the GSM specification, This SMS facility. enables
15 short texﬁsﬁegiéﬁggdakﬁ%t‘ﬁ?‘ﬁ%ralﬂa{ fay3 P8 £48 IB%‘PQ/%E PRORL (3 Gsm

specification 1 _octet equals 8.bit to,be ent. in.a.store and forward
manner to or aflr8H1%5nﬂ’8bgﬁer At on i ﬁu’?gﬂﬁ ﬁiaﬁéislnﬁbs"lcﬁ s hose used
to antaln iBS%SBrQQ%%'sggtware modules are incorporated in the SIM

card 8 in each mobile station la, b, ¢ in order to enable

the data backup system to operate as will be described

in more detail hereafter.

10 The data transfer between each mobile station 1la, b, c
and the data backup service centre 3 in this particular
embodiment takes place using the point-to-point Short
Message service (SMS) facility as defined in part 03.40
of the GSM specification. This SMS facility enables

15 short text messages and other data of up to 140 octets
(in the GSM specification 1 octet equals 8 bits) to be
sent in a store and forward manner to or from a mobile
station in TDMA timeslots other than those used to
contain speech data.

20
The basic format of each SMS message is illustrated in
Figure 2 and comprises transport protocol (TP) data 13
and a payload 15. The transport protocol (TP) data 13
relates to the type, destination and originator of the

25 message as defined in the GSM specification and as will



The basic format of each SMS nessage is illustrated in Figure 2 and
conprises transport protocol (TP) data 13 and a payload 15. The transport
prot ocol WORpod2tea 13 relates to the type, destination amdTaBogioneeor of
the 25 nessage as defined in the GSM specification and as will WO 02/071219
PCT/ GB02/ 01022 - 10 be described in nore detail hereafter, this
information being inserted in a conventional nmanner for a Short Message
by appropriate software nodules in the_npobile phone 7. The payl oad 15

i ncl udes, for exanple, backup 5 dat a‘a§0u§er defined data produced by the
SIMcard 8, as wll, also be described in nore detail hereafter. On

recei pt of tPR ‘;}:?\%C’ﬁget%%%g‘é‘ Meudiei@ ith dseatsTdata i st He faatdpdat a
service centre, 3 is able to store a backup version of the data transmtted
from the nobP$E%¢ érf‘lsﬁﬁtfé £ whi @RIV ferfaRrey o9 of 21 RS car d,

or corruption of the data on the SIM_card, may he used to restare the
data. The d %ﬁﬁ%@eanoaBBraggaaFSrsoﬁ&W@F|0ﬁ§¥%& ihak Saeﬁﬁﬁ-e%uch as

item sed billin

jLom sed, 1 Liioge 100 hfs, SIBPLARS, SOU0LpRL00 9f, he SaTe dalafg a nurber
For ﬁsgﬁgsts from tgles§2r?\%£§énﬁgt aagglrjé%g ugg tre t%et oSIch%arrH)%l I e st ations
will also be described in more detail hereafter. On
receipt of the SMS message including the backup data, the
backup data service centre 3 is able to store a backup
version of the data transmitted from the mobile station
10 1, which in the event of loss of the SIM card, or
corruption of the data on the SIM card, may be used to
restore the data. The data may also be used for
functions other than backup, such as itemised billing,
or for enabling downloading of the same data to a number
15 of mobile stations, for example, in the case of a company

address book.

For messages from the backup data service centre 3 to the
mobile stations 1, the Short Message Service will usually
20. be the class 2 message service, that is where the Short
Messages are not displayed on the display of the mobile
phone. However the class 1 message service may be used
where appropriate signals are transmitted to avoid the
display of incoming Short Messages on the display. For

25 messages from the mobile stations 1 to the backup data



20- be the class 2 nessage service, that is where the Short Messages are
not displayed on the display of the nobile phone. However the class 1
nmessage swoweoezizmay be used where appropriate signals arecrraBugmieed to
avoid the display of incom ng Short Messages on the display. For 25
nmessages fromthe nobile stations 1 to the backup data WO 02/ 071219

PCT/ (B02/ 01022 - 11 service centre 3, the nessage class is not restricted
in any way. The individual conponents of the data backup systemw Il 5
now be described in nore detail. FIRSTLEVMBODI MENT: MOBILE STATI ON Referring
now to Figure 3, this figure describes 10 schematically the functiona
modul es of s¥TAWEGR Rt GhecBepgsraeedlass the mbides tgHsved Ringur e
3(a)) and the SIMcard (Figure (3b)) in so much as they are necessary to
under st and t#& gf@sent invention. Further conponents which are
conventionally included in nobile stations, 15 for exanple for receiving
and transmtting speech data, have been omtted for the sake of clarity.
Referring firstly to Figure 3(a), the gperation of the nobile phone is
control l ed b§P& élélt‘(/ﬂaé‘gﬁc NERFUPE the-dxm AR Hh RSN ¥t las a

hone_kernel 21. Thi r ol r adi n r le 22, which in turn
20gt ?%I g tﬁe,now be ééssgglteg fn amo:r?edldoetr?ila.ge modul e ' 'c

FIRST EMBODIMENT: MOBILE STATION

Referring now to Figure 3, this figure describes
10 schematically the functional modules of software and data
incorporated in the mobile phone (Figure 3(a)) and the
SIM card (Figure (3b)) in so much as they are necessary
to understand the present invention. Further components
which are conventionally included in mobile stations,
15 for example for receiving and transmitting speech data,

have been omitted for the sake of clarity.

Referring firstly to Figure 3(a), the operation of the
mobile phone is controlled by a software control module
20 - conventionélly known as a phone kernel 21. This controls
a radio manager module 22, which in turn controls the
transmission of signals to be transmitted by antenna 9
to the public land mobile network 5, or the processing
of signals received by the antenna 9 from the public land

25 mobile network 5.



transm ssion of signals to be transmtted by antenna 9 to the public |and
nobi |l e network 5, or the processing of signals received by the antenna 9
from t he wobioziziand 25 nobile network 5. WO 02/071219 PETIEB2000022 -
12 An SMS reception unit 23 is arranged to process inconming SMS signals
dependent on data within the transport protocol 13 to display the nessage
on a display (not shown) under the control of a display control unit 24 5
when the SMS data contains a conventio ?I_Class 1 Short Message including
a text nmessage. Alternatively, where it I's deternmined that the incom ng
to the SIMcard 8, such as

f | at
ohformat on 101 88 o Pl MASE B8 B AR hfed e ok iRy g ce
Crom the backub" & vaﬁ%iesgkﬁﬁdgé‘ca ok ¥ %anaaﬁfﬁﬁ’}hlﬁ P b | ¢
i I t terf on the SIM
EQ?S%QSSW?‘?% 8‘?%%22?."%%3 i ﬂ)%'t%&% HsPh ﬁghgﬁleié‘tsﬁfpi%gaﬁﬁm o phone
ronronri ate. ceorAl SHBEORAEDCOAI T I hfRd &y 2LERREST it o

appropriate GSM ansport protocol smtted

20. tdirough {henapiendies (undelodhe 6ot rn v dilg 41219 s 1 Short

Message including a text message. Alternatively, where
it is determined that the incoming SMS signal includes
information relating to the SIM card 8, such as
information relating to backup data transfer to the
10 backup service centre 3, or, in the case of a data
restore operation, data downloaded from the backup
service centre 3, a SIM manager unit 25 within the mobile
phone 7 is arranged to pass appropriate signals to an
interface on the SIM card 8 as will be described in more

15 detail hereafter.

The mobile phone 7 also includes an SMS assembly unit 26
which is arranged to incorporate appropriate GSM
transport protocol data in SMS messages to be transmitted
20. through the antenna 9 under the control of the radio

manager 22.

A keyboard (not shown) enables a user to input
instructions to a keyboard interface 27 which is

25 effective to interpret the instructions and distribute



manager 22. A keyboard (not shown) enables a user to input instructions to
a keyboard interface 27 which is 25 effective to interpret the

i nstruct iwoa2andidi stri bute WO 02/ 071219 PCT/ GB02/ 01022 PCI®Boappropri ate
signals within the rest of the nobile phone. A clock 28 is effective to
produce timng signals for use by the nobile phone 7 and to produce
polling signals which are sent to the SIMcard 8. Finally, the phone is 5
provided with an area of RAM 29 effectjye to store, anongst other data, a
copy of abbreV|ated dialling numbers and a copy of t he |ncon1ng SV

nmessages whi nt to he S 8 as be des d_in nore

det ai Ig here:aaf B % %ft? urni Y ﬁoW#gllfﬁlé ?er%F(B\)% z)rl;‘t ﬁ 8fthe SIM
d 8 t I t t aJI SIM

Fornel 310 & ali gkl by g s S ERP e e YR AS W B s el ve

and. to tr ?‘”Sdi) t l?é gﬂ@&ﬁlg?’ pcf'xronje5 '; rgxq?:lt %%Wrggﬁdéfceohﬁgfl%%?as %‘ﬁg gm der

verification processor progranme secur veri fy| ng

the authenti t&ﬁ%eas%%%uretxhau "L EEQ ap;elg,d "8 A8 NgnurTber

typed in by the user using “t e keyboard on sw 5biT e phone
in OEQer provided with an area of RAM 29 effective to store,

amongst other data, a copy of abbreviated dialling
numbers and a copy of the incoming SMS messages which are
sent to the SIM card 8 as will be described in more
detail hereafter.

10
Turning now to Figure 3(b), the operation of the SIM card
8 is controlled by control software conventionally called
a SIM kernel 31. A data communication protocol unit 32
is effective to receive and to transmit signals to or

15 from the mobile phone 7. A card holder verification
processor 33 is programmed with security data for
verifying the authenticity of a security number (CHQ)
derived from the PIN number typed in by the user using
the keyboard on switching on the mobile phone in order

20 . to verify the identify of the user.

The SIM card 8 also includes a file manager 34 effective
to control the input and output of data into a number of
files stored within an EEPROM memory 35 on the SIM card

25 8. These files include a number of so-called "elementary



20- to verify the identify of the user. The SIMcard 8 also includes a file
manager 34 effective to control the input and output of data into a nunber
of fil eswetoewedini t hin an EEPROM nenory 35 on the SIM caPdTZEB03/010Bhese
files include a nunber of so-called "elenmentary WO 02/ 071219 PCT/ GB02/ 01022
- 14 files" including an abbreviated dialling nunbers file EFADN 36 and a
file EFSMs 37 for storing the latest incomng SM5S nessages. The el enentary
files also include other elenentary file data such as preferred networks,

5 the dialling nunbers of recent cal I's,14et“c but these have been omtted
i e sake of c [

fromthe draw, for t rity. he EEPROM 35 al so in¢ludes a
buf fer area ggggﬁlIé&°§W§%§gt?%n@bgF?Vg?B?gcéFa AR IURURERETEDES f or

tori SMS dat t t h bi | h
described i nfuo Ho AP |8 & oTuPRrag aom??{s“’p%tgqeﬁaﬁlﬁ”%ﬁ SEpfhite chows
he basi . t bb | | Al 15 36.
Thi's i1 st FOEPIHBSaS rqeisﬁawe;sﬁ&?hsnec érx‘?ﬁdﬁ#‘ﬁfq%“%% 3hee *TIC’EMNW S
11.11. Each t "A
Identlflgf" e%%%%ng Sg%@tg%yr g&ﬁﬁiﬁqg |%é¥h%% ?ﬁ?%a?? ﬁf P ngnger
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The EEPROM 35 also includes a buffer area 38 called a SMS
transport protocol data unit (SMSTPDU) for storing SMS
10 data prior to transfer to the mobile phone 7 as will be

described in more detail later.

Turning now to Figure 4, this figure shows the basic
structure of the abbreviated dialling numbers file EFp
15 36. This file structure data is in accordance with the
GSM specification GSM 11.11. Each entry has an entry
number i and includes a so-called "Alpha Identifier"
giving some form of identification for the particular
number specified by the user, for example "BOB" or
20. "HOME". The next field includes the length of the data
in the entry followed by the type of telephone number,
for example, whether the number includes International
dialling codes. The dialling number then follows,
followed by information relating to the network operator

25 and a final field identifying whether the entry overflows



in the entry followed by the type of tel ephone nunber, for exanple,

whet her the nunber includes International dialling codes. The dialling
nunber thwo okotizems, followed by information relating toPCR&GBIROWREK
operator 25 and a final field identifying whether the entry overflows WO
02/ 071219 PCT/ GB02/01022 - 15 onto another record, and if so, the

| ocation of the other record. The overall length of each entry can be up
to 254 bytes, but will typically be_395bytes. Typically, a private user
will have 30 entries in the EFADN file,; 5 although up to 200 entries can
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commands and procedures which enabl es applications
As so far described, the SIM card is of conventional
form. However, to enable the backup of data stored, for
example, in the abbreviated dialling number file EF,
10 the SIM card also includes an additional software module
comprising a backup and restore processing unit 41 which
will be described in more detail hereafter. This is
incorporated in the SIM card 8 as an Applet either during
provisioning of the SIM card or as a download during
15 operation of the SIM card. The backup and restore
processing unit 41 cooperates with the other functions
on the SIM card via the SIM Application Tool Kit 43 which
is conventionally included in SIM cards and includes a
set of commands and procedures which enables applications
20 . existing in the SIM card 8 to interact and to cooperate

with applications in the mobile phone, or the network.

The features of the SIM application tool kit 69 are
defined in GSM Standard 3GPPTS 11.14 and in particular

25 include a "Send Short Message"” function 45 enabling the



20. existing in the SIMcard 8 to interact and to cooperate wth
applications in the nobile phone, or the network. The features of the SIM
appl i cat iwp oeool2zikit 69 are defined in GSM St andard 3GPPPETARI2AA1ERAd i N
particular 25 include a "Send Short Message" function 45 enabling the WO
02/ 071219 PCT/ GB02/01022 - 16 SlIMcard 8 to send data for incorporation
in a Short Message to the nobile phone 7 and a poll signal control wunit
47 effective to change the frequency o£6tbe polling signals which are
produced by the clock 45 on the nobile "5 phone 7. In particular, the poll
signal contr unit .4 used t.he cl ock 45 to.send _polli

i t X |
signals at f5 c@’é‘éo%dlﬁs%t%?gﬁl 9%5%?%583 S OGRATSTINN | Hys 3 é&lqrﬁlenghone
10 7 foll i ti t, .whi 1 i | th h b f hed,
Lo e bot no gk ddgS At nlERATE SHAHE W el 1) B g R e vt o
fi ds_i bei i ich th f. th hi | h
1 e, AP ReI0ch LT L £ (DR 455K O g ) e

chosen to suj ticular cir t anc djti t.0 .Rackup and
restore pr O(L:L';efs%#%%s t%ltdh4%,rae ﬁ?@d%l%%%cgf)dsgeiéf%&gv%%eo vi\-ﬁt%%&rrg%cqﬁep files
49 in:the CEITEF qrenmory 35 for nonitoring the backup procedure as 20,

|

will e des ed Ih nore detail hereafter.

In particular, the poll signal control unit 47 is used
to cause the clock 45 to send polling signals at five
second intervals during the "idle" periods for the phone
10 7 following times at which the display on the phone has
been refreshed, this being a time when the SIM card is
usually inactive. The interval of five seconds is chosen
as being a time which the user of the mobile phone is
likely to find unobtrusive, although other time intervals

15 may be chosen to suit the particular circumstances.

In addition to the backup and restore processing unit 41,
the SIM card 8 is provided with backup files 49 in the
EEPROM memory 35 for monitoring the backup procedure as

20 . will be described in more detail hereafter.

Referring now to Figure 5, this figure illustrates the
functional units included in the backup and restore
processing unit 41. The unit 41 is controlled by an

25 event manager 51 which reacts to either:



Referring nowto Figure 5, this figure illustrates the functional units
included in the backup and restore processing unit 41. The unit 41 is
control | eaolwg/oan219 25 event nmanager 51 which reacts to eit RemGBM00R2071219
PCT/ GB02/ 01022 - 17 (1) Incom ng Short Messages received fromthe nobile
phone 7 which have been determined as including information relating to

t he backup service; or 5 (2) Polling signals received fromthe clock 28 on
the nobile phone 7. In particular, Lh@7eyent manager 51 controls the
functioning of an inconing nmessage manager 53 arranged 10 to handle

[ ' Sh Mesg d f ti
el ating to Ihb Biorierdpilz s a s Sl et f@%rgoﬁbi’vén e
pol li ng signals. ﬂgngvgngﬂﬁgﬁpgﬁgvgl nanﬂggﬁé po |ng S%%H%P |ncon1ng

Short Messages al Ways have priority over

i ncom ng nessage DRPZERL D 1S :ﬂﬂ? contents of the
information within the 5h§%ﬁlﬁaﬁg%or ggk@ssageéﬁiﬁ)é E&%ﬁ%ﬂa et her the

information is for: 20, (1) A service state manager 57 in the event that
the information includes "ON'/"OFF" state nessages,

5 (2) Polling signals received from the clock 28 on the

mobile phone 7.

In particular, the event manager 51 controls the
functioning of an incoming message manager 53 arranged
10 to handle incoming Short Messages which have been
determined as including information relating to the
backup service and a scheduler 55 responsive to the
polling signals. The event manager 51 is arranged such
that the incoming Short Messages always have priority

15 over the polling signals.

The incoming message manager 53 is arranged to analyse

the contents of the information within the incoming Short

Messages to determine whether the information is for:
20.

(1) A service state manager 57 in the event that the
information includes "ON"/"OFF" state messages,
that is, whether +the backup service should be
switched "ON" or "OFF";

25
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20-

25

EQ? b&gK%Ekéé&f%é%%ﬁgﬁ%w%%HJ%eEh%1”Ego£ﬁe330ent that the
information includes acknowledgement information as

to whether a successful backup operation has taken

place.

Where there is no incoming Short Message, on receipt of
a polling signal by the event manager 51, the scheduler
55 determines whether any backup processing has to be
performed and, if so, allocates the time slot to a backup
manager 63. In the event there is no outstanding backup
to be performed, the scheduler allocates the time slot
to an "idle" ©processor 65 whose function is to
interrogate the backup file 49 stored in the EEPROM
memory 35 to determine whether the EF,, file requires
backing up. A brief description of the backup file 49

and the "idle" processing will now be given.

Referring now also to Figure 6, this figure illustrates
the form of the backup file 49 stored in the memory 35.
In respect of each EF,, entry as illustrated in Figure 4,
the backup record stores a 16 bit checksum calculated

from the EF,, data for that particular record. During



In respect of each EFADN entry as illustrated in Figure 4, the backup
record stores a 16 bit checksum cal cul ated 25 fromthe EFADN data for that
parti cul aworeeporde During WO 02/ 071219 PCT/ GB02/ 01022 - PeT/aBee/oidzal e"
processi ng, the checksum based on the EFADN data for the entry is
re-cal cul ated and conpared with the stored checksum A "change" flag is
then set dependent on whether the checksumis the sane as the stored 5
checksum Thus, in Figure 6, the cheqkﬁ%anor record "BOB" has changed
indicating that the EFADN data for record "BOB" has changed since the
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5 checksum. Thus, in Figure 6, the checksum for record

"BOB" has changed indicating that the EF,, data for

record "BOB" has changed since the entry was last backed

up.
10 The interaction between the various backup, "idling",
restore, and acknowledgement processing will be described

in more detail later.

PUBLIC LAND MOBILE NETWORK

15
The basic features of the public land mobile network
(PLMN) 5 will now be described in only as much detail as
necessary to describe the transmission of a Short Message
between the mobile station 1 and the data backup service
20. centre 3.

Referring now to Figure 7, the PLMN 5 includes a base
transceiver station (BTS) 67 effective to establish a
radio link between the mobile station 1 and the PLMN 5.

25 The BTS 67 operates under the control of a base station



radio |link between the nobile station 1 and the PLMN 5. 25 The BTS 67
operates under the control of a base station WO 02/071219 PCT/ GB02/01022 -
20 cont rebDleen7i2BSC) 69. The BTS 67 serves a geographi cal PCarGE02/01022
constituting one cell of a cellular comunication system the nobile
station 1 being located wthin this cell. It will be appreciated that,
whilst in Figure 7 5 only one BTS 67 is shown, other BTSs under the control
of the BSC 69 will be provided with a MN 5, each BTS being effective to
establish a radio link with nobile stéations in different geographi cal

areas or cells. 10 The BSC 69 _js copnected through a nobile sw tching
centre (MSCGYCHIERHIEh E%%‘-:? ?2rwo?ﬁ8d5%bﬁl e S&RVEShieh §OSHAPR 1G3EME- | WWBC)
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sent, and i N,fNene Bgc 69 will be provided with a PLMN 5, each BTS

being effective to establish a radio link with mobile

stations in different geographical areas or cells.

10 The BSC 69 is connected through a mobile switching centre
(MSC) 71 to an SMS-Interworked Mobile Switching Centre
(SMS-IWMSC) 73 effective to direct Short Messages to the
data backup service centre 3 and an SMS-Gateway Mobile
Switching Centre (SMS-GMSC) 75 effective to receive Short

15 Messages from the data backup service centre 3. The SMS-
GMSC 75 is also connected to a home location register
(HLR) 77 effective to store subscriber information for
the network relating to which services any particular
mobile station is registered. A visitor location

20. register'(VLR) 79 is connected to the MSC 71, the VLR
being effective to determine the state of the mobile
station to which a message is to be sent, and in the
event that the mobile station is switched off, to hold
the message until it is possible to transmit the message

25 when the mobile phone 7 is next switched on.



event that the nobile station is switched off, to hold the nessage until

it is possible to transmt the nessage 25 when the nobile phone 7 is next
swi t ched w0.02M0209/ 071219 PCT/ GB02/ 01022 - 21 FI RST EVBEDIrNENIHO1DATA
BACKUP SERVI CE CENTRE Referring nowto Figure 8, this figure illustrates
the conponents of the data backup service centre 3. An SM5 5 adaptor 81
is arranged to performan interface to i ncom ng and out goi ng nessages from
the Short Message Service Centre 6, t?ﬁ nmessages bei ng conventionally
transmitted as SS7 signals. The adaptor ™8I is connected to a database
server 83 whi LN n._i rr d 10_address dat abase 85. In order to
provi de as rest i ggégégﬁggéeggggp§é§$%?e?ERY]EF(EECL%%e server 83 is
provided with an uninterruptable power supply 87 and is configured with 15
sui tabl e di sc redundancy, the database 85 being designed to be backed up
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againgt the pasaiBle ¢t astraplbagedestsugidan.qf LA Shts-kR-Lni &l
at abase 85 i's Focat ed.
incoming and outgoing messages from the Short Message

Service Centre 6, the messages being conventionally
transmitted as SS7 signals. The adaptor 81 is connected
to a database server 83 which in turn is arranged to

10 address database 85.

In order to provide as resilient a service as possible,
the database server 83 is provided with an
uninterruptable power supply 87 and is configured with
15 suitable disc redundancy, the database 85 being designed
to be backed up on a regular, generally daily basis. In
addition, the database 85 is provided with a hardwired
link to a remote server 89 provided in a different site
which is arranged to address a remote database 91, this
20. enabling a copy of the data within the database 85 to be
made to protect against the possible catastrophic
destruction of the site in which database 85 is located.
Inputs to the database server are also provided from a
web server 93, a billing system processor 95 and a

25 customer service centre server 97.



I nputs to the database server are also provided froma web server 93, a
billing system processor 95 and a 25 custoner service centre server 97. WO
02/ 071219wWB@THhBBML/ 01022 - 22 Referring now al so to Fi gice/cRo2mhi2g figure
illustrates in nore detail the functional software nodules within the SMS
adaptor 81 and the database server 83. 5 The SMS adaptor 81 includes a unit
100 effective to receive the Short Message data produced by the Short
Message Service Centre 6 and a backup glata extractor 101 effective to
extract the backup data fromthe nessage and send this to the dat abase

83. | Sh bl
100 of focti Vo 10 - Habanl ¢ 0% 1% PaMBire Pur 8080 SROBhe: AEHAERREE or ver
83 n 2. Shorin Measede.nd oot Shnt.isosage, el auike oSSR ATRISR0e |

assenbl er 102 an nment nessage  generato
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assenbl ed by the ssage asse al'l'y, the adapter 81
i ncludes an interface 104 enabling transfer of backup and restore data
bet ween the adapter 81 and dat abase server 83. 20 The dat abase server 83

i ncl Uéjes a Gﬂ{éegﬁgndAdE{)éo@I egf A%ficludes a unit 100 effective to

receive the Short Message data produced by the Short
Message Service Centre 6 and a backup data extractor 101
effective to extract the backup data from the message and
send this to the database server 83. The SMS adaptor 81
10 also includes a Short Message assembler 102 effective to
assemble data signals received from the database server
83 in a Short Message and send Short Message data to the
SS7 message assembler 102, and an Acknowledgement message
generator 103 effective to generate Acknowledgement
15 messages for incorporation in Short Messages assembled
by the Short Message assembler 102. Finally, the adapter
81 includes an interface 104 enabling transfer of backup
and restore data between the adapter 81 and database

server 83.

20
The database server 83 includes a corresponding interface
105 to the adapter 81, and a file manager 106 for
controlling the entry of data into the database 85. The
database server 83 further includes a restore message
25 assembler 107 for assembling restore data to be

transmitted back to the mobile station 1 in the event of



105 to the adapter 81, and a file nmanager 106 for <controlling the entry of
data into the database 85. The database server 83 further includes a

rest ore n#eIage12?b assenbl er 107 for assenbling restore daCa/aGBI2oen22
transmtted back to the nobile station 1 in the event of WD 02/071219

PCT/ GB02/ 01022 - 23 a restore operation. The server 83 further includes a
checksum processor 108 effective to produce a checksum on data backed up
by the dat abase 85 and an error anaLy§Es_processor 107 effective to

anal yse errors 5 occurring in received backup data so as to enable error

back th h bi | i 1,
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5 occurring in received backup data so as to enable error
messages to be sent back through the system to the mobile

station 1, or for the backup service system operator to

be alerted.

10 Finally, the database server 83 includes interface 110
to the customer service centre server 97 and a database
backup controller 111 for interaction with the remote

server 93.

15 FIRST EMBODIMENT: DATA STRUCTURE OF THE SM SIGNAL

INCLUDING BACKUP DATA

More details of the Short Message format illustrated in
Figure 2 will now be given.

20
The transport protocol data 13 at the start of the SMS
message is determined by transport protocol (TP) data
specified in GSM 03.40, and in the particular case
illustrated in Figure 2 includes as a minimum the

25 following data fields:



nmessage i s determ ned by transport protocol
03.40, and in the particul ar case
m ni nrum twe 028%2iol | owi ng data fiel ds:
Tabl e 1: Transport Protocol
TP- Message- Type- | ndi cat or
as transmtted by a nobile station.
i ndi cating whether or
SM5 nessage for
previ ously
I ndi cating

Par anet er

10

not the Backup

~a Short Message still

Data in Short Message
Par anet er describing the nessage type,
TP- Rej ect - Dupl i cat es Paranet er

accept an
Centre as a

held in the Service
i di -Perlod Format Par amet er

(TP) data

ta Service Centre shal

ol O

| NaEEa&

TP-Message-Type-Indicator

Parameter describing the
message type, i.e. a SM
as transmitted by a
mobile station.

TP-Reject-Duplicates

Parameter indicating
whether or not the Backup
Data Service Centre shall
accept an SMS message for
a Short Message still
held in the Service
Centre as a previously
submitted Short Message.

TP-Validity-Period-Format

Parameter indicating
whether or not the TP-VP
field is present.

TP-Reply-Path

Parameter indicating a
request for a Reply Path.

TP-Message—-Reference

Parameter identifying the
ISDN number of the mobile
station.

TP-Destination-Address

Parameter identifying the
ISDN number of the Backup
Data Service Centre.

TP-Protocol-Identifier

Parameter identifying the
layer protocol, if any.

TP-Data-Coding-Scheme

Parameter identifying the
coding scheme within the
backup data.

TP-User-Data~Length

Parameter including the
length of the backup data
to follow.

specified in GSM
illustrated in Figure 2 includes as a
WO 02/ 071219 PCT/ GBOZ/CBIAN22 -
REFERENCE DESCRI PTI ON

Repl y- Pat h




TP- Message- Ref erence Paraneter identifying the | SDN nunber of the nobile
station. TP-Destination-Address Paraneter identifying the |SDN nunber of
t he Backuwwo oRat2i1servi ce Centre. TP-Protocol -ldentifier PRCarGmoe01022
identifying the |layer protocol, if any. 10 TP-Dat a- Codi ng- Schene
Paranmeter identifying the coding schene within the backup data.

TP- User - Dat a- Lengt h Paraneter including the Ilength of the backup data to
follow. WD 02/071219 PCT/ GB02/ 01022 %5 This data includes the address
of the backup data service centre sucﬁ that the network is able tobseEd
Short Messages originating fromthe nobile station 1 to the data backup
servi ce cent gglf% @"f“g t%fé:%?féﬁst Hhes adgeess s@f il bagkupedgtasRrvE@Aspor t
protocol also indicates the |ength of the backu%%data to follow Turning

now to the fS?HFSF tHFbadkas d‘é‘?% PREVAEED 15 Fe§SaghoBtt ypi cal

ructure is shown in 10 Figure 1Q0. Each set of backup date conprises
g?;abites Messages orlglnatlng %rom the mobile station pto the P

data backup service centre 3 via the Short Message
5 service centre 6. The transport protocol also indicates

the length of the backup data to follow.

Turning now to the form of the backup data included in
the SMS message, a typical data structure is shown in

10 Figure 10. Each set of backup date comprises 117 bytes
of which the first byte is a message ID, that is, a
parameter identifying that the message includes backup
data. The remaining 116 bytes comprise four sets of 29
bytes of which the first byte corresponds to the

15 abbreviated dialling number record number i and the next
28 bytes comprises the abbreviated dialling number EF,py
data entry as indicated in Figure 4. Where the record
number is set at zero, this indicétes that the following
data fields are empty.

20°
The backup data structure will also be used in Short
Messages transmitted during restore processing where
information is being received by the mobile station 1
from the backup service centre 3. In this case, the ID

25 identifier at the beginning of the data will indicate



of which the first byte is a nessage ID, that is, a paraneter identifying
that the nessage includes backup data. The remaining 116 bytes conprise
four setswofo2@%21pytes of which the first byte correspond®CrawRrDOIRS
abbrevi ated dialling nunber record nunber i and the next 28 bytes
conprises the abbreviated dialling nunber EFADN data entry as indicated in
Figure 4. \Were the record nunber is set at zero, this indicates that the
following data fields are enpty. 20'_ _backup data structure will also
be used in Short Messages transmtted during restore processing where

i nformation iz1 bei P‘% recei yed bg the nmobile station 1 fromthe backup
service cent F82% PR EAF2 ¢85sESSERES B298-identifier at the begi nning of
the data will indicate WO 02/071219 PCT/ GB02/01022 - 26 that the data is
restore data. Backup operations are conpleted by receipt by the nobile
station 1 of _.a Short Message including acknow edgenent. 5 data of _the form
i ndi cat ed inBﬁFEHPeoﬁﬁ?a?ﬁggsd%f%t%ﬁWéhﬁ?ﬁq;Eybﬁﬁ PL®S RYnERByRE8ILEmenci ng
with an ID byte, .indicating that the data js acknow edgenent data and then
four sets of ¥‘%R7518§‘t &s Ofrie ‘C'Ifk}%ft Y3299 BCH PR %‘F]gn%‘ﬁjij%@g@aﬁﬁﬁ ses the

recorg nunbe{ia.ltac’foft ht eEF'%[o)Iymdaanadicated in Figure 11. This data

structure comprises nine bytes commencing with an ID byte
indicating that the data is acknowledgement data and then
four sets of two bytes. The first byte in each pair of
bytes comprises the record number i of the EF,, data,
10 whilst the second byte indicates whether the latest
backup operation has been successful or not. Where the
first byte in each pair is set at zero, this indicates

that the following data field is empty.

15 FIRST EMBODIMENT: OPERATION OF THE DATA BACKUP SYSTEM

1. "Idle" Processing

Referring now to Figure 12, as mentioned above, in the
20 absence of an incoming Short Message during the "idle"
processing, the backup file 49 illustrated in Figure 6
is interrogated to determine whether any of the EF,, data
entries have been changed since the last backup procedure
and thus require backing up. The "idle" processing is

25 designed to take place in time slots of less than five



10 whil st the second byte indicates whether the |atest backup operation
has been successful or not. Were the first byte in each pair is set at
zero, thiwoingircates that the following data field is enmpCy/GE3/0H2RST
EMBODI MENT: OPERATI ON OF THE DATA BACKUP SYSTEM 1. "ldle" Processing
Referring now to Figure 12, as nentioned above, in the 20" absence of an
i ncom ng Short Message during the "idle" processing, the backup file 49
illustrated in Figure 6 is interrogat t o determ ne whether any of the
EFADN data entries have been changed S|nce the | ast backup procedure and

t hus require backi.ng up. The "i dl e" processin s 25 de5|gned to t ake pl ace
intinme sIot§98Png§$st£ﬁ§n1§vv&eﬁB A7 é&?ﬁ Yeg% betwsen gseconds,
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scheddl er

At the start of the "idle" processing procedure in step
S1201, the count j of the number of entries stored in thé
current backup Short Message SM(1l) stored in the SMS

10 transport protocol data unit (SMSTPDU) buffer 38 is
investigated within the scheduler 55 and it is determined
whether count 3j, that is the number of backup data
entries waiting to be sent stored in the buffer 38, is
less than 4, that is, whether the maximum number of

15 backup data entries has been incorporated in the current
Short Message. If the count j has reached 4, it is then
determined in step S$1202 whether the count n indicative
of the time since a backup message was last sent, that
is the time since j became greater than 0, is less than

20° 20. If n is less than 20, then "idle" processing
proceeds. Alternatively, if j has reached 4 or the count
n has reached 20, that is a "time out" condition is
fulfilled, the processing switches to backup processing
as will be described in the next section.

25



whet her count j, that is the nunber of backup data entries waiting to be
sent stored in the buffer 38, is l|ess than 4, that is, whether the maxi num
nunber ofwoO92bzickup data entries has been incorporated i nPCR&GRIRMOIEAL

Short Message. If the count j has reached 4, it is then determined in step
S1202 whet her the count n indicative of the tinme since a backup nessage
was |last sent, that is the tine since j becane greater than O, is |ess
than 20" 20. If nis less than 20, theg "idl e" processing proceeds.
Al'ternatively, if j has reached 4 or the count n has reached 20, that is a
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countgr n |nghgg%%ggagé fhe time since a backup nessage

In step S1204, it is determined whether the count j is
greater than zero, that is, there is backup data waiting
to be sent stored in the buffer 38, and if so, the
10 counter n indicative of the time since a backup message
was last sent is incremented in step S1205. In step
51206, it is determined whether the entry number i is
equal to 100, that is, whether the end of the file has
been reached on the assumption that there will be a
15 maximum of 100 entries in the EF,, file and, if so, in
step S1207 the entry number i is reset to 1 to restart

the reading of the entries in the backup file 49.

In step S1208, it is determined whether the abbreviated

20 dialling number data entry for entry i is, in fact,
empty. If the entry is not empty, the checksum CHQO(1i)
is calculated in step S1209 and, in step S1210, CHQ(i)
is compared with the checksum for entry i stored in
backup file 49.

25



was |l ast sent is incremented in step S1205. In step $S1206, it is

determ ned whether the entry nunber i is equal to 100, that is, whether

t he end owotohe7f214 e has been reached on the assunption t iratr/aBoeoe2n | | be
a 15 maxi mum of 100 entries in the EE ADN file and, if so, in step S1207
the entry nunber i is reset to 1 to restart the reading of the entries in
the backup file 49. In step S1208, it is determ ned whether the abbreviated
20 dialling nunber data entry for en}r)bi_is, in fact, enpty. If the entry
is not enpty, the checksum CHQi) 1is talculated in step S1209 and, in step
S1210, CHQi is conmpared with the checksumfor entry i stored in backup
file 49. 25 RABTHEE Y PoiicEp?/ Bigeve 6,240 mdee §vienF nbddtal Bt o Figure
6, in the event that the cal culated checksum CHQi) is different to the
stored che 1atgd FhE(HSY agHPhit ndShEdkdFTeREe to the sgtored 1

i ndi cating tgere}?has been a change in the entry 5 resulting {n the change
to the chec P HSethapge % drite RAZYRIEH IR £ty F€tadded to
t he SMS transpfrt Enotocol dgta unit (SVSTPDU) buffer, 38 in the EEPROM 35
and the courft® | LofPEAERFERI| hRERE OFS HReShdr FPaREEsdde FRe i REFEHented in

Step581213'resulting in the change to the checksum for the entry.
The current data for the entry is added to the SMS
transport protocol data unit (SMSTPDU) buffer 38 in the
EEPROM 35 and the count j of entries in the current Short
Message is incremented in step S1213.

10

2. Backup Processing

The backup processing procedure is illustrated in Figure
13. In step S1301, the Short Message including backup
15 data structured as shown in Figure 10 and stored in
buffer 38 is transmitted via the mobile phone 7 and the
Short Message service centre 6 to the data backup service
centre 3. At the data backup service centre 3, the
backup data extractor unit 109 is arranged to extract the
20 backup data, the file manager 101 within the server 83
being arranged to overwrite the appropriate data in the

database 85.

In step S1302, the buffer 38 storing the current Short

25 Message SM(4) in the SIM card is cleared and in step



10 2. Backup Processing The backup processing procedure is illustrated in
Figure 13. In step S1301, the Short Message including backup 15 data
struct ur eaoag/ozreewn in Figure 10 and stored in buffer 38 PSTIGRR®SM2Lt ed Vi a
t he nobil e phone 7 and the Short Message service centre 6 to the data
backup service centre 3. At the data backup service centre 3, the backup
data extractor unit 109 is arranged to extract the 20 backup data, the file
manager 101 within the server 83 beins arranged to overwite the
appropriate data in the database 85. 1 st ep S1302, the buffer 38 storing
the current Short 25 Message SM4) in the SIMcard is cleared and in step
WO 02/ 0712195peS? GBpe/ BRpYoPrriage f&agosnthecyplsessr itdtte 9S&F -andt®ount er s
are reset. In articular, the server acknow edgenent flag p is set to 1

i ndi cating t RaFtafubeknofedSRRERt Fyedsantthel lamtR bad&p &rvi ce
centre 3 1is Egr]di ng. The counter j 5 indicating the nunber of pending
backup data fed844E8tiRg Hh@tc AR eRAEKTPHIRAIRRRYeMeESREE ifFomheMf fer 38
is set at zero and the counter n indicating the elapsed tinme since j was
greater thandg2bfoPRGKEP sBLEEICR CORIES A otoTRNd G cotift F¥% %S backup

processing at the S|Mcard . .
5 indicating the number of pending backup data messages in

the current Short Message stored in the buffer 38 is set
at zero and the counter n indicating the elapsed time

since j was greater than zero is also set to zero.

10 This then completes the backup processing at the SIM card
8 until the next "idle" processing takes place which

initiates the next backup processing.

It will be appreciated that whilst the above describes
15 the basic processes performed in assembling and
transmitting the SMS message including the backup data,
there are various other possibilities. In particular,
the backup data may undergo compression in particular by
the backup manager 63 before transmission of the backup
20 data. This may be particularly appropriate where the ADN
data includes a number of blank fields. Encryption may

alternatively or additionally be performed.



8 until the next "idle" processing takes place which initiates the next
backup processing. It wll be appreciated that whilst the above descri bes
15 the bawom2prreesses perforned in assenbling and transweCri@Big/oidze SNVS
nmessage i ncluding the backup data, there are various other possibilities.
In particular, the backup data may undergo conpression in particul ar by

t he backup nanager 63 before transm ssion of the backup 20 data. This may
be particularly appropriate where the @PN data includes a nunber of bl ank
fields. Encryption may alternatively additionally be perforned. WO

02/ 071219 PCT/ GB02/01022 - 31 3. Acknow edgenent Processing Followi ng a
backup operé%ionf* Sagientadropesgingdach backed up entry in the
backup file 49 are not reset until 5 receipt of an acknow edgenent nessage
fromthe backup service centre 3. The acknow edgenment nessages are of the
formindicated in Figure 11. In acknow edgenent processing by

acknow edgefeht vt ér Pagbupr PPYIHR Hiri nFhceeBrpge of Lags & IE9sneagienent
message in step S1401, a counter Nis set to 1. It is then determ ned
fromthe fi RACKRA &Pr BREBY HY thee brokyyp E11qi ¢%iare MetadreFeN 8a§ddent dat a

message whether the entry includes acknow edgenent data for the designated
entr? recelpt of an acknowledgement message from the backup

service centre 3. The acknowledgement messages are of

the form indicated in Figure 11.

In acknowledgement processing by acknowledgement manager
10 61, following receipt of an acknowledgement message in
step S1401, a counter N is set to 1. It is then
determined from the first byte following the ID byte
within the acknowledgement data message whether the entry
includes acknowledgement data for the designated entry
15 number i in step S1402. If the following acknowledgement
data in the subsequent byte is positive, the change flag
P is cleared for the designated entry in step S1403. As
the acknowledgement processing is arranged that
acknowledgements can be processed for four entries in the
20 five second time slot provided by the polling signals,
the value of N is incremented in step S1404 and where the
incremented value of N is less than 5, the process steps

S51402-S1404 are repeated.

25 After all the data in the Acknowledgement message has



15 nunber i in step S1402. If the foll ow ng acknow edgenent data in the
subsequent byte is positive, the change flag P is cleared for the

desi gnat eaoanry219 n step S1403. As the acknow edgenent pPoTaRRI0Y22S
arranged that acknow edgenents can be processed for four entries in the 20
five second time slot provided by the polling signals, the value of Nis
increnmented in step S1404 and where the increnented value of Nis |ess
than 5, the process steps S1402-S1404 are repeated. 25 After all the data
in the Acknow edgenent message has WO 82/971219 PCT/ GB02/ 01022 - 32 been
processed, in step 51406, the register for the incomng Short Message in

file EFSM5 3fedis HEBEEssAd,COMMMEBHebS s3QN6 I othbe fekdrt et Viart thedat a
comuni cation protocol unit 32 to refresh the correspondi ng incomng 5 SMS

entry in theifRWMiAy i phobe plamge im stiep BHY, tIe iserfusyed. A
acknow edgenent flag p is set to zero to indicate that no acknow edgenents
are pendi ng.cohimgdred drse seari eostisé agement; whacthé tdaty doamibelieandined 10
that for sonme reason successful backup has not taken place. In the first
i nstance, dusrdtodsBnsmdEt 32rE6r sefrebR Rebwebk respayndiay riecemiad he
transmtted nessage fromthe nobile station 1. Alternatively, the
non- backup SRy dirdudn @ehkbarAMy2 9 rianhes phoneof7 .t hen dattesp V4N rthiche

server acknowledgement. flag p is set to zero to indicate

that no acknowledgements are pending.

There are various stages at which it may be determined
10 that for some reason successful backup has not taken
place. In the first instance, due to transport errors,
the network 5 may not receive the transmitted message
from the mobile station 1. Alternatively, the non-backup
may be due to faulty transmission of the data within the
15 transmitted Short Message. This will generally be picked
up by the checksum processor 121 in the database server
83. In either event, the failure of the SIM card 8 to
receive a positive acknowledgement signal will cause the
server acknowledgement pending flag to remain at
20 "acknowledgement pending” and the "change flags" in the
backup files to remain set at "change" such that the
backup data for the relevant entries will be re-
transmitted to the backup service centre 3 when the entry
for the backup file is interrogated during "idle"

25 processing.



15 transmtted Short Message. This will generally be picked up by the
checksum processor 121 in the database server 83. In either event, the
failure oWotohe78IM card 8 to receive a positive acknow eggeraBi/osizgna
wi |l cause the server acknow edgenent pending flag to remain at 20
"acknow edgenent pendi ng" and the "change flags" in the backup files to
remain set at "change" such that the backup data for the relevant entries
will be re- transmtted to the backup service centre 3 when the entry for
the backup file is interrogated during33idle" 25 processing. WO 02/ 071219
PCT/ GB02/ 01022 - 33 In a variation of this procedure, in the case of
faul ty dat alnranmsagissiiom dhelers groesiage genedtat araskl dicdfauliey
programmed to produce a control nmessage in the form of a resynchronisation
request whi citats bassesin i om, atbe Shoror Maesaggebygenbeatbar t1 18 ssage
assenbl er 111 such that a Short Message is transmtted to the nobile
station 1. IRecepdgoammdd t bo spredsageawcbhtabér meshegbadkupghendiager 63 in
SIMcard 7 to transmt a series of Short Messages replicating the ADN data
currently stofed resyhehdOnbsatEbADRefiuéets @bitb énabkeembdedwdrdat abases
to be resynchronised. Further error analysis may take place within error
5 Short Message by the Short Message assembler 111 such

that a Short Message is transmitted to the mobile station

1. Reception of this message will alert the backup

manager 63 in SIM card 7 to transmit a series of Short

Messages replicating the ADN data currently stored in the

10 SIM EF,,y files 36 to enable the two databases to be

resynchronised.

Further error analysis may take place within error
analysis unit 107 within the database server 83 where it
15 is determined for example that the ADN data of an updated
record is totally incompatible with data already stored
on the database 83 or where it is determined that the
user does not have a valid account with the data backup
service. This will usually result in a message being
20 sent to the user initiated by the customer service centre
server 97 either via e-mail or some other form of

communication.

25



analysis unit 107 within the database server 83 where it 15 is determ ned
for exanple that the ADN data of an updated record is totally inconpatible
wi t h dat awelieeatyy stored on the database 83 or where it PSTARMONM22ed t hat
the wuser does not have a valid account with the data backup service. This
will usually result in a nmessage being 20 sent to the user initiated by the
custonmer service centre server 97 either via e-mail or sonme other form of
comuni cation. 25 WD 02/071219 PCT/ GB02/ 01022 - 34 4. Restore Processing
In the event that the user requires Fe¥toration of the EFADN data stored
on the SIMcard 8, due to, for exanple, 5 loss of the SIMcard or

corruption &f- th&sgaoxe Paiogegsiindnormal |y be dealt with by the user
contacting the custoner service centre. An appropriate nessage will be

sent through the customer service centre server 97 to the database server
83 to instigate the restore process 10 either for all entries, or for a
sel ected grdd@p tofe esmnt dghal ithaiksenfePiireR reseopatior SEMERard, this
may conveniently be achieved by downl oad of the data stored on the

dat abase 85HFemadst® AhALedcRrEe vHA! icRrdadi e dug teadfPRecyanle,

5 loss of the SIM card or corruption of the data, this will
normally be dealt with by the user contacting the
customer service centre. An appropriate message will be
sent through the customer service centre server 97 to the
database server 83 to instigate the restore process

10 either for all entries, or for a selected group of
entries. In the event of the loss of the SIM card, this
may conveniently be achieved by download of the data
stored on the database 85 to a SIM manufacturer who is

able to load the data.

15
Alternatively, the ADN data may be incorporated in a
number of Short Messages using the Short Message
assembler 111 in the SMS adaptor 87, the data being
transferred via the network 5 within an appropriate
20 number of SMS "restore" messages of the form shown in

Figure 10 so that all the data in the abbreviated
dialling number file EF,y is transmitted as will now be

described with reference to Figure 15.

25 Before restore processing takes place, the restore



15 Alternatively, the ADN data may be incorporated in a nunber of Short
Messages using the Short Message assenbler 111 in the SMS adaptor 87, the
data bei o oeoansf erred via the network 5 within an appropciraitBe2a022 nunber
of SM5 "restore" nessages of the formshown in Figure 10 so that all the
data in the abbreviated dialling nunber file EFADN is transmtted as wll
now be described with reference to Figure 15. 25 Before restore processing
t akes place, the restore WO 02/071219 fSC'I'_/ GB02/ 01022 - 35 nmnager 59 is
effective to check the transmtted data against the checksum i ncor porated
in the transmtted restore data. If there is di screpanc a.suitable
war ni ng si gFER§%ETs et %%cﬁffﬁcf:ﬁgebﬁek&ﬁ%%r \7131?(9 tran. T’gé%. dpfer est or e
processing, even where all the abbreviated djalli nupber entries must be
restored, tREED5E nghet RSN 1HC LRI BTftG i &8 B%fe agtﬁ)BﬂﬁgliLls:%e ser, the

10 restoration takes_place four entries at a tinme, this _bein gterm'ned
by the avai IR Tapadit YT ntS Sis HESTERRN Gy s?eﬁu;%%g ie a
counter Nis set,to 1. Iﬁ is then de ers“{ri ned ir}}st%p 1502 whet her the
first entrydifiie PégPBle Hat SHMYT | PBE of BP he1Dr MATNNRaPEGYHCC

5 centre 3.

In restore processing, even where all the abbreviated
dialling number entries must be restored, there being
typically 100 such entries for a domestic user, the

10 restoration takes place four entries at a time, this
being determined by the available space capacity of an
SMS message. In step S1501, a counter N is set to 1.
It is then determined in step S1502 whether the first
entry in the restore data will be of the form indicated

15 by Figure 10. The abbreviated dialling number entry
ADN(N) is written into the backup file 49 in step 51503,
the checksum is calculated and written in the backup file
49 in step S1504 and the flag P in the backup file 49 is
set to zero in step S1505.

20°
In step $1506, the value of N is incremented and in step
S1507, where it is determined that the incremented value
of N is less than 5, the process steps S1502-51506 are
repeated.

25



15 by Figure 10. The abbreviated dialling nunber entry ADN(N) is witten
into the backup file 49 in step S1503, the checksumis cal cul ated and
witten iwotohe7Rarkup file 49 in step S1504 and the fl agPPTiGBRle2backup
file 49 is set to zero in step S1505. 20 In step S1506, the value of Nis
increnented and in step S1507, where it is determ ned that the increnented
value of Nis less than 5, the process steps S1502- S1506 are repeated. 25
WO 02/ 071219 PCT/ GB02/01022 - 36 Aﬁtfé four cycles, all the data within a
single Short Message will be restored’Yn the EFADN file 36 in the SIM
card 8. In step S1508, the current incom ng Short Message S in the

el enent ary fATRSIEFERET 3¢YF4eHr cadlaftdies daa @@rtrlegpcmoﬁh@géﬁ fn@ﬁ n the
abbreviated dialling nunber file and the incom ng Short Message file in
the  RAM 29 Nep$age bl 1l dhmtaad rhaf tdehddanFERARI §6 LR t8ee§IM509 t he
counter Nis set to zero. 10 It may be arranged that the nobil e phone

di spl ay di spfa®@ 8a med@ageter BREVE:f ddte t RHETSBECSNFMINBsEHOAG on has

t aken place. ALTERNATI VE SI GNALLI NG SYSTEM CONFI GURATI ONS
Message SM(1) in the elementary file EFgs 37 is freed and

5 the corresponding entries in the abbreviated dialling
number file and the incoming Short Message file in the
RAM 29 in the mobile phone are refreshed. Finally, in

step S1509 the counter N is set to zero.
10 It may be arranged that the mobile phone display displays
a message to the effect that successful restoration has

taken place.

ALTERNATIVE SIGNALLING SYSTEM CONFIGURATIONS

15
Whilst the backup of data using the Short Message service
as the transfer means for transmission of data between
the mobile station and the public land mobile network 5
is particularly convenient as, at present, use of the
20 Class 2 Short Message Service (i.e. Short Messages which

are not displayed on the display of the mobile phone) is
free to the user, it will be appreciated that there are
other ways in which the data may be communicated between
the mobile station 1 and the data backup service centre

25 3, 1In particular, the transfer may take place by means



15 Whil st the backup of data using the Short Message service as the
transfer nmeans for transm ssion of data between the nobile station and the
public | awo oxobi2ie network 5 is particularly conveni ent 2€T/GRo2/p128ent ,
use of the 20 Cass 2 Short Message Service (i.e. Short Messages which are
not di splayed on the display of the nobile phone) is free to the user, it
w Il be appreciated that there are other ways in which the data nmay be
comuni cat ed between the nobile station 1 and the data backup service
centre 25 3, In particular, the transféf may take place by means WO

02/ 071219 PCT/ GB02/01022 - 37 of transfer of unstructured suppl enmentary
servi ce dat aof ( USSDY feAl bér matsitrelcyuradt &upadleaenswirtyc ey iney dre-a used, or
in WAP enabl ed nobil e stations, an Internet connection. The second

enbodi ment t ¢UBeDHescrabssr®at it ydesdatsy plaeketondwijtelethguahyt ltsd t he
nobile stations and the backup data service centre can communicate in a
vari ety of naaaérsorSECONEAEMEORVENT maDIHRY| it donRef anr i hbdmnedii gure 16
in which |ike features to those of Figure 1 are correspondi ngly |abell ed,
in the secondoneebbioment Ghet heeconéntampodimerd déscrbbedieddieimdt em

5 includes a system configured such that +the mobile
stations and the backup data service centre can

communicate in a variety of manners.

SECOND EMBODIMENT: OVERVIEW

10
Referring to Figure 16 in which like features to those
of Figure 1 are correspondingly labelled, in the second
embodiment of the invention to be described, the system
is configured such that the mobile stations 1la, 1b, 1lc

15 and backup data service centre 3 can communicate using
either the short message service or via the Internet.
In this embodiment, the backup and restoration is again
of abbreviated address book data, i.e. EF,y data,
although it will be appreciated that any data stored on

20 the SIM card can be backed up and restored.

The SIM card is arranged to transmit to the data backup
service centre, via the mobile phone:
(1) Backup Messages including data to be backed up at

25 the data backup service centre;



is configured such that the nobile stations la, |Ib, is 15 and backup data
service centre 3 can conmmuni cate using either the short nessage service or
via the Iwoarne219 In this enbodi nent, the backup and resteratBoesn1izg agai n
of abbrevi ated address book data, i.e. EFADN data, although it will be
appreci ated that any data stored on 20 the SIMcard can be backed up and
restored. The SIMcard is arranged to transmt to the data backup service
centre, via the nobile phone: (1) Backup Messages including data to be
backed up at 25 the data backup servi @8 centre; WD 02/071219

PCT/ GB02/ 01022 - 38 (2) Restore Acknow edgenent Messages in response to
restore nmességées Reshotrde Addinawiackimeser Viieesagent i@ | hesbenswenio of a
successful, or unsuccessful, restore operation at the SIMcard; 5 (3)
Error messages i nrehtoewemesdades | eitaresshge datandmadcisupnsarviyest em
anomal i es; and (4) Configuration Acknow edgenent Messages in response to
configuration nessageser eda vethér oravene backup a angducestsfelser vwce
centre. 10 The data backup service centre is arranged to transmt to the
SI M car d: unsuccessful, restore operation at the SIM card;

5 (3) Error messages in the event of failed message
transmissions or system anomalies; and

(4) Configuration Acknowledgement Messages in response

to configuration messages received from the backup

and restore service centre.

10
The data backup service centre is arranged to transmit
to the SIM card:
(1) Backup Acknowledgement Messages following
successful, or unsuccessful, backup;
15 (2) Restore Messages including data to be restored on
the SIM card; and
(3) Configuration Messages for changing the
configuration settings of the SIM card.
20 Rather than by periodically interrogating the address

book data (i.e. EF,y data) to look for changes as in the
first embodiment, backup messages are initiated by entry
of new ADN data via the keyboard of the mobile phone.
Restore messages, as in the first embodiment, are

25 instigated by a user request to the backup data service



(1) Backup Acknow edgenent Messages follow ng successful, or unsuccessful,
backup; 15 (2) Restore Messages including data to be restored on the SIM
card; andw(@3p/o00amf i gurati on Messages for changi ng the comrCirgiBoabion
settings of the SIMcard. 20 Rather than by periodically interrogating the
address book data (i.e. EFADN data) to | ook for changes as in the first
enbodi nent, backup nessages are initiated by entry of new ADN data via the
keyboard of the nobil e phone. Restor; nessages, as in the first

enbodi nent, are 25 instigated by a us P request to the backup data service
WO 02/071219 PCT/ GB02/01022 - 39 centre, whilst configuration nessages

wi | usual | geB&Ereinsthigktedcoyt i Geraiaton HaekepIeer Vildé SEtarhYopeeat or .
SECOND EMBODI MENT: MBI LE STATION 5 Referring firstly to Figure 17, this
figure illudfsddestese hymidicc dpry Pﬁ@kPBné?Fﬁhﬁﬁ ﬁﬁﬁé?@soﬁ?r§5?¥mare and
har dwar e i ncorporated in the nobile phone (Figure 17(a)) and the SIM card
(Figure 17(b)). Were the functional 10 units are the sanme as in the nobile
phone or SIM card shomm in F|oure 3 descrlbed inrelation to the first
enbodi nent , SE&ONDS EMBOD e : a¥E have been

5
Referring firstly to Figure 17, this figure illustrates
schematically the functional modules of software and
hardware incorporated in the mobile phone (Figure 17(a))
and the SIM card (Figure 17(b)). Where the functional

10 units are the same as in the mobile phone or SIM card
shown in Figure 3 described in relation to the first
embodiment, corresponding reference numerals have been

used.

15 The mobile phone used in Figure 17(a) differs from the
mobile phone shown in Figure 3 in that it is adapted to
receive messages from the Internet in the form of IP
signals and to transmit such signals. Accordingly, the
mobile phone includes an IP message reception unit 170

20 and an IP message assembler unit 171. The backup and
restore processing unit 172 incorporated in the SIM card
8 is also configured to act differently to the backup and
restore processing unit 41 described in relation to the
first embodiment as will be described in detail later.

25 Finally, the EEPROM 35 incorporated in the SIM card 8



used. 15 The nobil e phone used in Figure 17(a) differs fromthe nobile
phone shown in Figure 3 in that it is adapted to receive nessages fromthe
I nt er net wo o2loz2iorm of [P signals and to transmt such PCEGH02/01022
Accordingly, the nobile phone includes an I P nessage reception unit 170
20" and an I P nessage assenbler unit 171. The backup and restore
processing unit 172 incorporated in the SiIMcard 8 is also configured to
act differently to the backup and restore processing unit 41 described in
relation to the first enbodi ment as Wi -be described in detail later. 25
Finally, the EEPROM 35 incorporated in the SIMcard 8 WD 02/071219
PCT/ GB02/ 01022cludey difitereies hiadkep emd hasdtqrearmbmestoréilss Vit fil es
173 to those described in relation to the first enmbodinment. In
particul ar, tRetEEPRAISIG e utiesrébekign dd thestiinest semvodigndnif f ers 173,
174 as will now described with 5 reference to Figure 18. Referring now
al so to Fi gufe REBtidielayacklye FFPRWEBOr énchedes deatkipsand residnale a
configuration table 175, a nonitor table 176 and a checksumtable 177. 10
The confi gur Bervhace abE £eT5 | htd uddd4das watdr diowy drecriibebowiig
i nformation:
5 reference to Figure 18.

Referring now also to Figure 18, the backup and restore
service files 173 include a configuration table 175, a

monitor table 176 and a checksum table 177.

10
The configuration table 175 includes data recording the
following information:
(1) Whether +the backup and restore service is
functional (this being dependent, for example, on
15 whether the user has subscribed to the service).
(2) The IP and ISDN addresses of the data backup
service centre.
(3) The preferred channel by which the SIM card and the
data backup service centre will communicate.
20

The monitor table 176 includes data specifying which
files, records and data are to be monitored and backed
up. As the EF,, data is arranged in accordance with the
hierarchical file structure specified in GSM 11.11, the

25 data in the monitor table is recorded in terms of the



(1) Whether the backup and restore service is functional (this being
dependent, for exanple, on 15 whether the user has subscribed to the
service) .wO2p/0The | P and | SDN addresses of the data backupCTasBogiooe2centre.
(3) The preferred channel by which the SIMcard and the data backup
service centre will communicate. 20 The nonitor table 176 includes data
specifying which files, records and data are to be nonitored and backed
up. As the EFADN data is arranged in accordance with the hierarchical file
structure specified in GSM 11.11, the 45 data in the nonitor table is
recorded in ternms of the WD 02/071219 PCT/ GB02/ 01022 - 41 dedicated file
(DF) nunber dgricaiced|ivent(@F) munbeERNd rilveh el ementriamyt e ldedEEat ed fil e
group, although it will be appreciated that alternatively a main file (M)
and an el erdfikey within ERp dedhtatedef hbe ngfoue, gridipumy i% bdldsed to
specify the file. As the EFADN records are recorded in |inear elenmentary
files, in orerapprediented ythathi ashteenauriicelw t di maihefdlenmgMFar pnid | e are
to be nonitored, the nonitor table also defines the record range offset
and | engt h, ahelenentagachikecdit) vithiretheomasni dhei fyoupemdat a wit hin
the record, the data range '

5 be used to specify the file. As the EF,, records are

recorded in linear elementary files, in order to identify
which records within the elementary file are to be
monitored, the monitor table also defines the record
range offset and length, and within each record, in order
10 to identify the data within the record, the data range
offset and length. The monitor table will, thus,

typically have the form set out in Table 5:

Table 5: Monitor Table

15 Field Length (bytes)
DF 2
EF 2

Record range offset 1

Record range length 1

20.- Data range offset 2
Data range length 1
Total 9

The checksum table 177 includes data specifying which
25 records require checksum comparisons and the latest

checksums for each record specified in the monitor table.



of fset and length. The nonitor table will, thus, typically have the form
set out in Table 5: Table 5: Mnitor Table 15 Field Length (bytes) DF 2

EF 2 Recwod2nange offset 1 Record range length 1 20. DaraTrGBuw®imRfset 2
Data range length 1 Total 9 The checksumtable 177 includes data

speci fying which 25 records require checksum conpari sons and the | atest
checksuns for each record specified in the nonitor table. WO 02/071219

PCT/ GB02/ 01022 - 42 The checksumtable will typically have the form set
out in Table 6: Table 6: Checksum Tabf& 5 Field Length (bytes) Index into

nonitor Table 1 Record nunber 1 Checksum?2 Total 4 10
The checksum table will typically have the form set out

in Table 6:

Table 6: Checksum Table

5 Field Length (bytes)

Index into Monitor Table |1

Record number 1
Checksum 2
Total 4
10
The EEPROM 35 also includes the following buffers:
(1) An event buffer 181 for buffering incoming events;
(2) An inbound message buffer 182 for buffering inbound
restore, configuration and backup acknowledgement
15 messages for further processing;
(3) A restore/configuration buffer 185 for buffering
restore data and configuration message data;
(4) An outbound message buffer 183 for storing data -
used to build data backup messages;
20 (5) An acknowledgement message buffer 184 for buffering
outgoing restore acknowledgement messages; and
(6) An error message buffer 186 for buffering outbound
error messages.
25 Further details of the operation of each of these buffers

will be described later.



The EEPROM 35 al so includes the follow ng buffers: (1) An event buffer 181
for buffering incomng events; (2) An inbound nessage buffer 182 for

buf f eri ngwprbourzdd restore, configuration and backup acknedairgiyemene 15
nmessages for further processing; (3) A restore/configuration buffer 185 for
buffering restore data and configuration nessage data; (4) An outbound
nmessage buffer 183 for storing data wused to build data backup nessages;

20. (5) An acknow edgenent nessage buffer 184 for buffering outgoing
restore acknow edgenent nessages; and ég)'An error nmessage buffer 186 for
buf fering out bound error 25 Further details of the operation of
each of theseEEPHRP SFNBORIMENT LASEA (BA(HUR SIRVIGEOQENIRF 219 PCT/ GB02/ 01022
- 43 SECOND EMBODI MENT: DATA BACKUP SERVI CE CENTRE This particul ar

enbodi ment of the data backup service is particularly configured to enable
further input channels, = 5 for exanple, circuit switched data (data packet
swi t ching) of 1% R SR ARG Ed OSub e it 3Lk R SRR GRS (USSD) ,
to be added without_ affecti the rest of the data handling system or
control funcRFBRECULapHkyY nggﬁlu&egot%lef%ee;?%hSF RREr SRR Ls,

functjonalit
g gbr example, circuit switched data (data packet

switching) or transfer of unstructured supplementary
service data (USSD), to be added without affecting the
rest of the data handling system or control functions.
The system also allows extra or alternative functionality
10 to be added to the system without requiring reprogramming
of the low level procedures used to address the database

system.

This is achieved by designing the data backup service
15 centre with the following layers:

(1) Processors for enabling the input of the data
received from the SIM card to the database and the
output of data from the database for transmission
to the SIM card;

20 (2) The database system;

(3) An interface for interfacing the database system
with an application server so as to allow the
application server to use common codes, Subroutines
and methods; and

25 (4) An application server for <controlling the



10 to be added to the systemw thout requiring reprogramm ng of the |ow

| evel

desi gni ngwOhe/otata backup service
Processors for enabling the input of the data
to the database and the

procedures used to address the database
15 centre with the fol IPGRIGERP2/08022r S:
received fromthe SIMcard
out put of data fromthe database for transm ssion

to the SIMcard; 20 (2) The database system (3) An interface for
i nterfaci ng the dat abase system wth gg application server so as to all ow

the application server to use common

25 (4) An application server for controlling the WO 02/071219

PCT/ GB02/ 01022

server. 5 Further®®dYEDY 1 $ES R RRT e singred aqeheosc dicalsxanpkay

horizontally, that is in terms of having a single copy of the software
instal | ed on fastrCRRHEONSF gRPr Ve SR eand verticaliy, that is by

spreadi ng the processing across multiple parallel processing units
perform ng each :

5

10

15

20°

25

Furthermore, the system‘iéyaesigned to be scaleable both
horizontally, that is in terms of having a single copy
of the software installed on faster and larger machines
and vertically, that is by spreading the processing
across multiple parallel processing units performing each

function.

Thus, referring to Figure 19, incoming data from user SIM
cards is received by inbound channel processors 191 and
processed by inbound data processors 193. Data is stored
or retrieved from a database 195 controlled by a database
management system 196 which includes an application
software interface 219 to an application server 203 which
is programmed to control the overall functioning of the
system. Outbound data processors 199 control the data
output processes, whilst output channel processors 201
transmit outbound signals to the SIM card. Whilst in
Figure 19 the inbound channel processors, the inbound
data processor, the database system, the outbound
processors and the outbound channel processors are all

shown as different machines, it will be appreciated that

dés, subroutines and nethods;

system This is achieved by

(1)

and

-fupctionetibnaf tpeofatpebagkup baekuice arenteee ot re and
havi ng system operator interfaces to, for exanple, a customer service



10 function. Thus, referring to Figure 19, incomng data fromuser SIM
cards is received by inbound channel processors 191 and processed by
i nbound owDazpracessors 193. Data is stored 15 or retrievedTiGRnioz2edat abase
195 controlled by a database managenent system 196 which includes an
application software interface 219 to an application server 203 which is
programmed to control the overall functioning of the system OQutbound data
processors 199 control the data 20- output processes, whilst output channel
processors 201 transnit outbound sigf® § to the SIMcard. Wilst in
Figure 19 the inbound channel processors, the inbound data processor, the
dat abase syspam orhelburbhdrbe frosddsomed gndpphentat bauondechanneh
processors are all 25 shown as different machines, it will be appreciated
t hat WO 02/ 6ne2someCracBdRe01022 - 45 sone or all of these functiona
conponents can be run on the sane nmachine. The systemis designed to
accommodate differing 5 comunication channels for transm ssion of
messages between the nobile station and the service centre. In the
particul ar @kanplsgsteficonithg dadienedoi 19 | Roresyagede codhiifecined by the
Internet are shown together with the SS7 signals produced by a Short
Nbssége Ser ¢prBuggaateon channels for transmission of messages

between the mobile station and the service centre. bIn

the particular example, incoming and outgoing IP messages

communicated by the Internet are shown together with the

SS7 signals produced by a Short Message Service Centre

10 6 from incoming short message signals as shown in Figure

16. The input signals are received by respective inbound

channel processors 191(a), 191(b) provided for each

respective input channel with multiple inbound channel

processors 191(a), 191(b) being provided in each channel

15 in order to accommodate a large volume of incoming

traffic.

The inbound channel processors 191(a), 191(b) are
connected through a load balancer 192 to a stack of
20 inbound data processors 193 which in turn, in this
particular embodiment, address a database and database
management cluster 194 comprising a cluster of mirrored
relational databases 195(a), 195(b) and associated
database management systems 196(a), 196(b). Outputs from

25 the database and database management cluster 194 are



10 6 fromincom ng short nessage signals as shown in Figure 16. The input
signals are received by respective inbound channel processors 191(a),
191(b) prwoicdedi2ior each respective input channel w th meicTrigBoe/oic2zbound
channel processors 191(a), 191(b) being provided in each channel 15 in
order to accommodate a | arge volunme of incomng traffic. The inbound
channel processors 191(a), 191(b) are connected through a | oad bal ancer
192 to a stack of 20 inbound data proggssors 193 which in turn, in this
particul ar enbodi nent, address a database and dat abase managenent cl uster
194 conpri si of mrrored . relational databases 195(a), 195(b)

ng a cj uster
and associ at%%’n%%Y%‘%a@ér%%gr&?@ﬁCWsec dmad del@rcersedfy s édBplts from 25
t he dat abase_.and_ dat.abase, mana t cluster 194 are WO 02/071219
PCT/ GB02/ 0102 Stagk %%rﬁﬁgct"é‘gie{%q&@mc&s&é%ﬁ ve 3| 684 BaP4RCEr f197, 198
to the stack_ of jnbound data proc ors 193 and a stack of output data
pr ocessors 1%1?p%e§ao%1ﬁ ﬁﬁosce&sotrﬁe?ggt botiha O‘H%R‘htsprctfcé@?of’élti’gggélr e

connected th 5 bal ancer .200 to respective itacks of

ough a further .| gad
out bound ché %%?q_prp‘?co%se%%rosr 519%0ﬂ:8) COBBRCHT A I St W ARETi S8PGn of 1P
rslle?\?\o i 29&1‘%&5&9@1@ | E 06Otgs?r:resgeléz/lt%%redsstva{c%tst hoef | Qﬁ%é‘&ﬁd gg‘la%nteil ecom
processors 201(a), 201(b) for onward transmission of IP

signals and SM signals to user SIM cards via the Internet

or a telecom network system.

10 Finally, the application server 203 and a synchronising
server 204 for synchronising data stored in the database
system with other network applications are provided, the
synchronising server 204 using, for example, the SyncML
protocol to allow information to be synchronised across

15 different devices (e.g. PDAs, mobile phones and corporate
databases). Thé application server 203 also interfaces
with a customer service server 205. Further connections
will be provided between the customer service server 205
to the inbound data processor (193) and the outbound data

20 processor (199), but these are not shown in order to
simplify the drawing. Further servers such as a
diagnostics server 206 are also provided, this having an
interface to each of the inbound data processors 193, the
outbound data processors 199, the outbound channel

25 processors 201 and the application server 203, but only



10 Finally, the application server 203 and a synchronising server 204 for
synchroni sing data stored in the database systemw th other network

appl i cat iwog2are1provi ded, the synchronising server 204 ®€irrGRo200122
exanple, the SyncM. protocol to allow information to be synchronised
across 15 different devices (e.g. PDAs, nobile phones and corporate

dat abases). The application server 203 also interfaces wth a custoner
service server 205. Further connections _wll be provided between the
custoner service server 205 to the inbound data processor (193) and the

out bound data.20' _processor (199), b t hese are not shown in order to
sinplify th%géﬁgﬁfﬁagﬁF%ﬁ¥ Eéa%% J5?§%§u&ﬂg3§ng c%?%ﬁﬁﬂé????@%ﬁfiﬁw 206 are
al so provided, ,this ing.an__interface to. each of .the, i nboun at a
processors ?g§f%9helggxkgoﬁﬁdoﬁg?5 %?o%%%%%hg&Jikf & b¥bound channel 25
processors 201 and the application server 203, but only WO 02/071219

PCT/ (B02/ 01022 - 47 being shown interfaced to the inbound channel

processors ,191( b) ;N o,simplify the drawi ng. 1. Database
and Databasé'Nhnttagg g gn pRt 8 é MhARehdRt 20, this figure

illugtrates schematically the database nmanagenent in the rel ational
dat abase systemincorporated in the database and dat abase

Turning now to Figure 20, this figure illustrates
schematically the database management in the relational
database system incorporated in the database and database
management cluster of Figure 19. It will be appreciated
10 that items such as an uninterruptible power supply and
separate backup databases have been omitted in order to

simplify the figure.

The database may be any suitable relational database, one
15 example being the Oracle 8i addressed by a Sun database
server system. The database includes data files 211
whose contents will be described in more detail hereafter
and control files 213 which control the input and output
of data in the data files in a known manner as, for
20 example, described in "Oracle Essentials", 2nd Edition
by Rick Greenwald, Robert Stackowiak and Jonathan Stern

published by O’Reilly in June 2001.

The management system includes a multi-threaded server

25 214 for addressing the data files 211 and control files



managenment cluster of Figure 19. It will be appreciated 10 that itens such
as an uninterrupti ble power supply and separate backup dat abases have been
omtted iwomederieo sinplify the figure. The database mayChsBRPIERR t abl e
rel ati onal database, one 15 exanple being the oracle 8 addressed by a Sun
dat abase server system The database includes data files 211 whose
contents will be described in nore detail hereafter and control files 213
whi ch control the input and output of gata in the data files in a known
manner as, for 20' exanple, described tH "Ooracl e Essenti al s", 2nd Edition
by Rick G eenwal d, Robert Stackow ak and Jonathan Stern published by

O Reilly in Jbherb@ sYRreThghagehenteaydtemyoaramned il contiodaded
server 25 214 for addressing the data files 211 and control files WO

02/ 071219 PEHIERMIADDL7 » Hglatpbnse duf farsicamhg dioal cacdd ng &-hs ogr ammed
with control, procedures 217, a database buffer cache for caching the

i nput and outeNt daRQ PHLRHE flRbm tRe ast Al HRl datakppei aBdi @ sof tware
interface 219. 5 The application software interface 219, as shown in nore
detai|l in FiRRELIGALLION TR iarfasce 291 to the inbound data
processsors 193, an interface 223 to the

The application software interface 219, as shown in more
detail in Figqure 21, includes an interface 221 to the
inbound data processors 193, an interface 223 to the
outbound data processors 199 and an interface 225 to the
10 application software 225. The application software
interface 219 also includes a database control language
parser unit 227 effective to parse the high level
language used in the application server and convert this
to the SQL or other low-level language used to address
15 the database. Likewise, the data translation unit 229
is effective to convert data which is input from the
application server 203, for example, XML SOAP (extensible
markup language simple object application protocol) data
received from the customer service server 205, to logic

20 level data for use in the database system 195.

Turning now to Figure 22, this figure illustrates some
of the data files included within the data files 211 in
the database system 195.

25



out bound data processors 199 and an interface 225 to the 10 application
software 225. The application software interface 219 also includes a

dat abase wonewoi219 anguage parser unit 227 effective to paC3sRrRope1d2zgh

| evel | anguage used in the application server and convert this to the SQ
or other | owlevel |anguage used to address 15 the database. Likew se, the
data translation unit 229 is effective to convert data which is input from
the application server 203, for examgle, XM. SOAP (extensible markup

| anguage sinple object application protocol) data received fromthe

customer seppioe seLverats L9lod e, 20 I Srel daa o ase e
of ihe dat ol egyhSehudsd WA IELDS £a8. LTy 20 by ieiatabace
ol ude opeial gnsl date ot beolliall g W liansher pledala gt Lo and
dat abase. In.re RES of each user (j.e Su sc&i ber 5 to the dfatgl backup and
restore ser H’Se?, ?ﬁ@saat agﬁsﬁeSPﬁéjfuﬂgs e e i bt g SUREF W e 235
inelyding data, L dentif N oG (l1Catigeledtsrd YoGL1LR)IVIMR! &0l uding
includes data defining a user table 235 including data
identifying the user via a user ID number and including
details about the user such as his name, address and web
login and password. A device table 237 includes data
10 identifying the mobile phone and SIM card within the
mobile station owned by the user and the ISDN number of
the mobile station. A monitor table 239 contains data
duplicating the contents of the monitor table 176 stored
on the SIM card whilst a checksum table 241 contains data
15 duplicating the contents of the checksum table 177 stored
on the SIM card. Finally, a data table 243 includes a
copy of the EF,, data as specified in the monitor table
239 which is to be backed up by the data backup service,
the data table including a field specifying the User ID.
20
The database also includes an inbound actions table 249
which acts as a buffer for the events received from the
inbound data processors 193 and an outbound actions table
251 which lists events to be handled by the outbound data

25 processors 199 as will be described in more detail later.



details about the user such as his name, address and web |ogin and
password. A device table 237 includes data 10 identifying the nobile phone
and SI M capd2i2d n the nobile station owned by the user PamaRRO102SDN
nunber of the nobile station. A nonitor table 239 contains data
duplicating the contents of the nonitor table 176 stored on the SIMcard
whi | st a checksum table 241 contains data 15 duplicating the contents of
the checksumtable 177 stored on the SIMcard. Finally, a data table 243
includes a copy of the EFADN data as 3petified in the nonitor table 239
which is to be backed up by the data backup service, the data table

i ncl udi ng a Theelanrthearidf picrgonse tebde RB1 w201 Thelddeabheeealtgdeisncl udes
an inbound actions table 249 which acts as a buffer for the events

recei ved fr@at et jighbGabdeddt-a processors 193 and an out bound actions
table 251 which |lists events to be handl ed by the outbound data 25
processors 199 as will be described in nore detail later. WO 02/071219
PCT/ GB02/ 01022 - 50 The outbound actions table 251 will include the
entries setlahie it Dusbeund Bghlieny: Tabilkeound Actions Table 5 Field
Description UD ldentification of er

5 Field Description
UID Identification of User
Type Type of action, eg, restore,
configuration
Subtype Refinement of type, eg set
state for configuration
Data
10 Load Time/Date Date and time item entered
onto list
Acknowledgement Flag to denote awaiting
pending restore message

acknowledgement from SIM card

The type of outbound actions will include the following
15 events:
Backup acknowledgement following successful (or
unsuccessful) backup
Restore command to the user SIM card
Addressable restore command

20 Configuration message for the user SIM card

2. Inbound Channel Processor

Turning now to the functional components used to input



Type Type of action, eg, restore, configuration Subtype Refinenent of
type, eg set state for configuration Data 10 Load Tine/Date Date and tine
i tem ent ewod2/oonid | i st Acknow edgenent Flag to denote awaCTiGrp2/opeadi ng
restore nessage acknow edgenent from SIM card The type of outbound actions
wi Il include the followng 15 events: Backup acknow edgenent foll ow ng
successful (or wunsuccessful) backup Restore conmmand to the user SIMcard
Addressabl e restore command 20 Configuwation nessage for the user SIMcard
2. Inbound Channel Processor Turning now to the functional conponents used

(2 YRR IO ok L AR AR LT
191 T SS9 U IR I DA RO SAE BhREL YR
191 is effective to input the incoming IP or SMS signal
via an input interface 271, parse the transport protocol
5 data in the header to the sigﬁal in header parser unit
273 and remove the payload data in the message from the
transport protocol data in unit 275. Each inbound
channel processor includes an output interface through

which the data can be passed to the inbound data

10 processor 193.

Each inbound channel processor also includes a
configuration file 281 for storing all the operating
parameters for the inbound channel processor, this
15 configuration file being modifiable through an interface
(not shown) to an operator console (not shown). Each
inbound channel processor also includes an event buffer
280 for buffering each incoming signal before it is dealt
with by the header parser 273 and payload removal 275 and

20 output interface 277.

Each inbound channel processor also includes a system log
282 which logs all events such as start up, shut down,
communication failures and other actions to the inbound

25 data processor and the arrival of inbound messages etc.



5 data in the header to the signal in header parser unit 273 and renove
the payload data in the nessage fromthe transport protocol data in unit
275. Eachwpnbourzdd channel processor includes an out put i rCErdee®1@br ough
whi ch the data can be passed to the inbound data 10 processor 193. Each

i nbound channel processor also includes a configuration file 281 for
storing all the operating paraneters for the inbound channel processor,
this 15 configuration file being nodifiable through an interface (not
shown) to an operator console (not shown). Each inbound channel processor
al so include n event buffer 280 for buffering each i ncom ng_signa
before it iéiﬂghl%nb%ﬁq AR HRERRTS TR skas 291 éﬂﬁebgﬁFSaa%?e56Val 275
and 20- out ut.inter%ace 277. Ea;&g%ngound channel processor al.so includes
a system | oft 9839RRFEHCT 0§ETHPF t SO U oY g 12y ATREE Td G,
comuni cation failure nd other actions to the inbgund_25 data processor
and the arr iVEROGT [ Fbolmhf neSSHES SUERTRO YSAB912EoTPEE RGOS - 52

erver 206 TSI e o don GSVREL: |+ BBori ter FARE | SR el eafants usi ng

Sinplee Networ ke, MANAogEENt, I o Q> WB 5085 ST &Ce 280 L33 3ks0
enables the customer services server 205 to compile
billing information in the event the backup and restore
system operator decide to bill on the basis of all

incoming signals received by the inbound channel

10 processors 191.

3. Inbound Data Processor

Turning now to Figure 24, the inbound data processors 193
15 are arranged to do most of the processing for the data
backup service centre relating to the payload data
received from the inbound channel processor via an input
interface 291. Incoming messages are held in an inbound
message buffer 293 and processed in an inbound data
20 processor 295, the incoming messages including a data bit
identifying whether the message is a backup request, a
message from a SIM card, a restore acknowledgement
message, a configuration acknowledgement message or an
error message as will be described in more detail

25 hereafter.



5 provided to the custoner services server 265 which enables the custoner
services server 205 to conpile billing information in the event the backup
and rest owe 028yRi®em operator decide to bill on the basis eCTaiBo2/0oi02eom ng
signals received by the inbound channel 10 processors 191. 3. |nbound Data
Processor Turning now to Figure 24, the inbound data processors 193 15 are
arranged to do nost of the processing for the data backup service centre
relating to the payl oad data receiveq%£r0n1the i nbound channel processor
via an input interface 291. Incom ng ssages are held in an i nbound
message buffer 293 and processed in an inbound data 20 * processor 295, the
i ncom ng neddwgEs thecLogPrgng BassaHetis idrbrymined) tthéehar refEoRessage i s
a backup request, a nessage froma SIMcard, a restore acknow edgenent
message, a GSATUeAIeHedcknoWeEddefent nPEsagedor aRONéigBFakESBage as

w || be described _in nore detail 25 hereafter. WO 02/071219 PCT/ GB02/ 01022
- 53 Wer e a@IHESHSTE e SREFR IS dekeshi AER tRPSseh Fhsewgle the

acknow edgenent. nessage, or configuration acknomﬁed%enent nessage, these

a
are passed ARRIdGRtdes iagsrifage sattvieseriRe Wwitthradetabrseofihesdat abase

files
5 where they are matched against stored outgoing restore
or configuration message entries in the outbound actions

table 251.

The inbound data processors also include a checksum
10 processor 307 for calculating checksums in the incoming
backup data and causing the checksums in the checksum
table 241 in the database files to be overwritten,
communication to the database files taking place via the
interface 307 to the database and database management
i5 cluster. Where the incoming message is an error messagde,
this is logged in an error analysis processor 305. The
error analysis processor 305 is generally effective to
analyse errors occurring on the system and, if necessary,
sending an appropriate error message to the SIM card via
20° the outbound channel processors 201, and/or providing a
report to the customer service server 205 through

customer service server interface 309.



5 where they are matched agai nst stored outgoing restore or configuration
nessage entries in the outbound actions table 251. The i nbound data
processorwoaksoi2incl ude a checksum 10 processor 307 for earcBaniNg
checksuns in the incom ng backup data and causi ng the checksuns in the
checksum table 241 in the database files to be overwitten, comrunication
to the database files taking place via the interface 307 to the database
and dat abase managenent 15 cluster. ﬁ%e the incom ng nessage is an error
message, this is logged in an error” |'ysis processor 305. The error
anal ysis processor 305 is generally effective to analyse errors occurring
on the systéhlanﬂu PPUASE MATH \FLOCESHPLNGg an appropriate error nessage to
the SIMcard via 20" the outbound channel processors 201, and/or providing
a report to the customer service server 205 through custonmer service
server interface 309. WD 02/071219 PCT/ GB02/ 01022 - 54 4. CQutbound Data
Processor REIRHALHFMNBRW: 5OFF §URES 2B tihe ouithound data PFEEesSSers 199

i nclude an in ut interface 313 to the application 5 software interface
219, an out ptft? i HMi@kidReaB1E0PY L ABtEEEBEEND IShdithether 8BR346REI2D1 and an

|nterface 316 to the custoner service server 205. An action processor 317
software interface 219, an output interface 315 to the

outbound channel processors 201 and an interface 316 to
the customer service server 205. An action processor 317
is effective to read actions on the outbound actions
table 251 stored on the database 195 and place these in
10 an action queue 319 within the outbound data processor

199.

Where the outstanding action stored on the actions table
251 is the generation of a backup acknowledgement message
15 following a successful backup operation, a backup
acknowledgement message generator 324 is arranged to
produce a backup acknowledgement message and send this
to an outbound channel processor 201 for transmission via
the outbound channel processor 201 Dback to the

20° originating SIM card.

When the action received from the application software
interface 219 is the production of a restore message,
this data is held in the outbound message buffer 321

25 pending the assimilation of the correct amount of data



is effective to read actions on the outbound actions table 251 stored on

t he database 195 and place these in 10 an action queue 319 within the

out bound wetiaoprecessor 199. Wiere t he outstandi ng acti oRCItGBoedi@a t he
actions table 251 is the generation of a backup acknow edgenent nessage

15 follow ng a successful backup operation, a backup acknow edgenent
nmessage generator 324 is arranged to produce a backup acknow edgenent
nmessage and send this to an outboundfﬁyannel processor 201 for

transm ssion via the outbound channel” processor 201 back to the 20
originating SIMcard. \Wen the action received fromthe application
software i fterfigdadeania %?@Fﬁwﬂﬁﬁﬁﬁan?QﬂanaIPe??EFégﬁnggﬁﬁﬁdethls dat a
is held in the outbound nmessage buffer 321 25 pending the assimlation of

t he correctQQﬂﬁ%ﬁ corigguza ﬁﬁgBZPGVTQEQ PéTFéBO§F@1@?E - 55 to include in
a short nessage or an | P nessage dependent on the configuration setting of
the SIMcard. The out bound data processors 199 include a nunber of 5
nmessage generators as f 1) An restore pessage generator 323; (2) A
backup ackn FRQH“&EQ%E@eP%QH§F§PG? P l%%f %ﬁ gdd?%§§§bl% frestore

message enerator 325: an
%g g ssage generators as follows:

(1) An restore message generator 323;
(2) A backup acknowledgement message generator 324;
(3) An addressable restore message generator 325; and
(4) A configuration message generator 327.

10
Where possible messages are incorporated in the same
outgoing message to reduce bandwidth, the messages being
held in the outbound message buffer 321 until being sent
to an outbound channel processor 201.

15

5. Outbound Channel Processor

Turning now also to Figure 26, the outbound channel
processors 201 are effective to receive messages from the
20 outbound data processors 199, assemble the messages in
a message assembler 312 enveloped with the correct
transmission protocol for the IP or short message service
and launch the messages via message launch system 313.
Error messages generated by the inbound data processors

25 193 are also received via interface 315 and enveloped in



(4) A configuration nessage generator 327. 10 \Were possi ble nessages are

i ncorporated in the sane outgoing nessage to reduce bandw dth, the
nmessages weimmg7i2iiel d i n t he out bound nessage buffer 321 umCITIGHeelong2sent

to an out bound channel processor 201. 15 5. Qutbound Channel Processor
Turning now al so to Figure 26, the outbound channel processors 201 are
effective to receive nessages fromthe 20 outbound data processors 199,
assenbl e the messages in a message assgpbler 312 envel oped with the correct
transm ssion protocol for the IP or short nessage service and |aunch the

nmessages Vi a nessage | aunch s em 313. Error nessages generated by the
nbound dat PEES GFETDECFob T4 PG LEANFBLERIEH (ia HERAIRIEUSEs and
envel oped in 02/.071219 PCT/ GB02/ 01022 - 56 nessage assenbler 312 for
transm ssi orﬁx\%qae“}mgggééé) I%éﬁar%fé’t ST €8%Che particular SIMcard. 6.
Application Server 5 Turning nowto Figure 27, this figure illustrates the

functional units within the application server 203. The application server

203 i nl udes; 2 tyg; vay J,1 61 1AGS 4,0

5
Turning now to Figure 27, this figure illustrates the
functional units within the application server 203. The
application server 203 includes a two-way interface to
the application software interface 219 embedded in the

10 database management system 196. The application server
203 also includes an XML SOAP interface 323 to the
customer services server 205, for receiving instructions
to perform a restore procedure or to perform a
configuration procedure.

15
The application server 203 also includes processors
specific to the particular Dbackup and restore
applications, that is, a backup application processor
effective to control the backup processing wvia the

20 application interface 219 and a backup application
processor 325 effective to perform backup processing in
response to backup messages received via the inbound

channel processor 191 and inbound data processor 193.

25 Finally, the application server is adapted to be



the application software interface 219 enbedded in the 10 dat abase
managenent system 196. The application server 203 also includes an XM
SOAP i nt ewbae®7228 to the custoner services server 205, fPom/GReemiozRng
instructions to performa restore procedure or to performa configuration
procedure. 15 The application server 203 al so includes processors specific
to the particular backup and restore applications, that is, a backup
application processor effective to cqgg[pl t he backup processing via the
20- application interface 219 and a backup application processor 325
effective to perform backup processing in_  response to backup nmessages
recei ved vi RTON&ERSsuittheh Hﬁéheﬁrégé§§éPnf91 aRyCi FGHRI-SFat ATBr ocessor
193. 25 Finally, the application server is adapted to, be WO 02/071219

PCT/ GB02/ 01682VWn, Bhatpiggraymigfihtiye ﬁPPﬁé’lrlgﬁﬁcFPBﬁgg BLBCRREAPI es are
shown, that is, a predictive subscriber rating ?rocessor 329 and a fraud
management S¢St ERd381 IreHEsBAPaHEPPBRsSYRFPT PeldestrePRdEPRCTHHPRS det ai

| ater. 5 SECOND EMBQDI MENT: DATA STRUCTURE CE THE TRANSM TTED MESSAGES
will be described in more detaill la

ter.
5
SECOND EMBODIMENT: DATA STRUCTURE OF THE TRANSMITTED
MESSAGES
The form of the messages transmitted between the mobile
10 stations 1 and the data backup service centre 3 will now
be described.
1. Form of Backup Message
15 The form of the data in the backup data message is as set
out in Table 8.
Table 8: Backup Message
Element Mandatory? | Sub-element Length
(bytes)
20 PID YES 1
Record 1 YES Index into 1

Monitor Table

Record number 1

Data 0-137

Record 2 NO 2-139




The formof the nmessages transmtted between the nobile 10 stations 1 and
the data backup service centre 3 will now be described. 1. Form of Backup
Message IWODhe7R209 m of the data in the backup data nessag@CrsGEg/0sRR out
in Table 8. Table 8: Backup Message El ement Mandatory? Sub-el enent Length
(bytes) 20 PID YES 1 Record 1 YES Index into 1 Mnitor Table Record
nunber 1 Data 0-137 Record 2 NO 2-139 WO 02/071219 PCT/ GB02/ 01022 - 58

El ement Mandat ory? Sub-el enent Length bytes) Record n NO 2-139 Checksum
YES 0-2 The backup nessage starts wthPS one byte protocol 5 identifier

(PID) which identifies the type of nmessage followed by one or nmore backup
records, finiggkifRgeM th | Mpidfy® | 8aglRidakakase chegkgym of up|to two
byt es. (bytes)
Record n NO 2-139
Checksum YES 0-~2
The backup message starts with a one byte protocol
5 identifier (PID) which identifies the type of message
followed by one or more backup records, finishing with
a variable length database checksum of up to two bytes.
The checksum is calculated using the checksum field from
the records in the checksum table as a 16 bit CRC value.
10
The first five bits of the PID identify the type of
message, that is:
backup
backup acknowledgement
15 restore
restore acknowledgement
addressable restore
configuration
configuration acknowledgement
20 restore request

The remaining three bits define the length of the
checksum included after the data in bytes, typically up

to three bytes for a CRC checksum, but expandable in



The checksumis cal cul ated using the checksumfield from the records in
the checksumtable as a-16 bit CRC value. 10 The first five bits of the
Pl D i dentwby2ntie1e ype of nessage, that is: backup backupcacisvmiedgenent
15 restore restore acknow edgenent addressable restore configuration
configuration acknow edgenent 20 restore request The remaining three bits,,
define the length of the checksumincluded after the data in bytes,
typically up to three bytes for a CRGghecksum but expandable in WO

02/ 071219 PCT/GBOZ/01022 - 59 principle if a further checksumlength is

ired. T h, of |t K det L ned b th bl
int Léenessg?mq%% W1 e s aeE ”ﬁsnﬁ e thSine TP
b h I t at
channel « o Rere 2 AR 2 HRtkAhaRRe bRl G PR AR R cum wi 1

be two byt%@aee in the message which will depend on the bearer
channel. Thus, if the bearer channel has no fixed length
5 limitation, for example, an iP channel, or there is
available space in an SMS message, the checksum will be
two bytes.
2. Backup Acknowledgement Message
10
Table 9 indicates the typical form of the backup
acknowledgement message.
Table 9: Backup Acknowledgement Message
15 Element Mandatory? Sub-element '| Length
PID YES 1
Record 1 YES Index into 1
Monitor Table
Record number 1
. Result 1
20 Record 2 NO 3
Record n NO 3

The result field is a result code indicating success,

temporary failure or permanent failure.

25



2. Backup Acknow edgenent Message 10 Table 9 indicates the typical form of
t he backup acknow edgenent nessage. Table 9: Backup Acknow edgenent
Message NomRememd Mandat ory? Sub-el ement Length PID YESPCT/dB®eorat21l YES
Index into 1 Mnitor Table Record nunmber 1 Result 1 20 Record 2 NO 3
Record n NO 3 The result field is a result code indicating success,
tenporary failure or permanent failure. 25 WO 02/071219 PCT/ (B02/01022 -
60 3. Restore Message The restore ngsg&ge wi |l have the configuration as
set out in the following Table 10: 5 Table 10: Restore Message El enent

? - Length PID YES 1
Mandat ory %u.b e'r?errsetncgre eMegstsage

The restore message will have the configuration as set

out in the following Table 10:

5
Table 10: Restore Message
Element Mandatory? | Sub-element Length
PID YES 1
Record 1 YES Index into 1
Monitor Table
10 Record number 1
Data 0-137
Record 2 NO 2-139
Record n NO 2-139
15 The message starts with the protocol ID identifying the
message as being a restore message. The data for each
of the records to be restored then follows, the number
of records actually included in the message being
dependent on whether the communication channel is the
20 short message channel or IP channel. It will be

appreciated that, particularly where the short message
service is being used, it may be necessary to include the
data £o be restored in a number of restore messages as
in the previous embodiment.

25



Record 1 YES Index into 1 Mnitor Table 10 Record nunber 1 Data 0-137
Record 2 NO 2-139 Record n NO 2-139 15 The nessage starts with the

prot ocol wDoedenie fyi ng the nessage as being a restore nmee3aEpd2/0Tize dat a
for each of the records to be restored then follows, the nunmber of
records actually included in the nessage being dependent on whether the
communi cation channel is the 20* short nessage channel or I P channel. It

wi |l be appreciated that, particularly, where the short nmessage service is
being used, it may be necessary to include the data to be restored in a

nunber of restor g i.n the previous enbodi nent. 25 WD 02/071219
PCT/GBOZ/01g§2 %e s : Suatal e%ﬁ%%k@ﬁﬁ%%%%t Message The restore
acknow edgenent nessage will have the form set out in the follow ng Table
11. 5 Table 11: Restore Acknow edgenent Message El enent Mandat ory?

SUb'elenentfﬁauyégtore acknowledgement message will have the form

set out in the following Table 11.

5
Table 11: Restore Acknowledgement Message
Element Mandatory? | Sub-element Length
PID YES 1
Record 1 YES DF 2
10 EF 2
Record’ number 1
Result 2
Record 2 NO 7
Record n NO 7
15
Thus, the restore acknowledgement message identifies the
type of message via the protocol ID, the file by DF and
EF reference, the record(s) within the file, and whether
the restore operation was successful or not.
20
| 5. Configuration Messages
The other type of message to be sent from the backup and
restore service centre to the SIM card are configuration
25 messages. Configuration messages enable the backup and

restore service centre to cause the data in the SIM. card



PIDYES 1 Record 1 YES DF 2 10 EF 2 Record' nunber 1 Result 2 Record 2 NO
7 Record n NO7 15 Thus, the restore acknow edgenent nessage identifies
the typewofo2ioersage via the protocol 1D, the file by DF &oa/GHER/oreker ence,
the record(s) within the file, and whether the restore operation was
successful or not. 20 5. Configuration Messages The other type of nessage
to be sent fromthe backup and restore service centre to the SIMcard are
configuration 25 nmessages. Configuratipn nessages enable the backup and
restore service centre to cause the data in the S I\/l card WO 02/ 071219

PCT/ GB02/ 01Q22 to, overwitten. .In part| %he conf.i uratlon
nessages na céﬂ%e Vﬁgwgé PRe staPe PGS Vch oﬁon FgBFFth e backup

and address €%§ten1centr§:addr %5? be Chaﬁ%% e bearer gannel to be
modi fied or The Wit rChs & THHES DeSYLhF et eR or
or off, the backup and address system centre address to
be changed, the bearer channel to be modified or the
5 monitor table or checksum table to be rewritten or
resized, the particular event being identified by a so-
called "Configuration ID" ("CID"). The form of the

configuration message is as set out in the following

Table 12.
10
Table 12: Configuration Message
Element Mandatory? Sub-element |Length
PID YES 1
Record 1 YES CID 1
15 bData 1-20
Record 2 NO 2-21
Record n NO 2-21
20_ SECOND EMBODIMENT: OPERATION OF DATA BACKUP SYSTEM
1. Backup Processing
As in the first embodiment, backup and restore processing
25 at the SIM card takes place during "idle"” periods for the

mobile phone. However, wunlike in the previous



resized, the particular event being identified by a so- called
"Configuration ID" ("CID'). The formof the configuration nessage is as
set out iwotlke7R2e | owi ng Table 12. 10 Tabl e 12: Confi gur Cr@BoResRAgE

El emrent Mandat ory? Sub-el enent Length PID YES 1 Record 1 YES CID 1 15
Data 1-20 Record 2 NO 2-21 Record n NO 2-21 20 SECOND EMBODI MENT:
OPERATI ON OF DATA BACKUP SYSTEM 1. Backup Processing As in the first
enbodi ment, backup and restore processiﬁg 25 at the SIMcard takes place
during "idle" periods for the nobile B one. However, unlike in the
previous WO 02/071219 PCT/ GB02/01022 - 63 enbodinent, the polling signa
interval at GRPRMLRSRE, cEBek rddddPotigmyl sigharvadmyatbewhéehedded to
enabl e batches of restore_processing to take place at closer intervals.
Furt her nor e, S19Ek bIRKED PPEEERS AYINaLS BRY ahgedecsepsernitol gnadplen entry

of new data via the keyboard for the phone.
batches of restore processing to take place at closer

intervals. Furthermore, the backup processing is
5 arranged to be initiated on entry of new data wvia the

keyboard for the phone.

Referring now again to Figure 17(a) and (b), where a user
enters new data as a new entry for the stored telephone
10 numbers file EF,, on the phone using the keyboard, a
message is sent from the SIM manager 25 to the data
communication protocol unit 32 causing the file manager
34 to update the particular record stored in the EF,.
files 36. As soon as the file is updated by the file
15 manager 34, the SIM application tool kit 43 raises an
event message which is sent to the backup and restore

processing unit 172.

Referring now also to Figure 28, the backup and restore
20° processing unit 172 in response generates a status event
message leading to the file update operation shown in
Figure 28. In step S2801, the backup and restore
processing unit 172 reads the file update information and
in step S2802, scans the contents of the monitor table

25 176 stored in the backup and restore service files 173



Referring now again to Figure 17(a) and (b), where a user enters new data

as a new ent

ry for the stored tel ephone 10 nunbers file EFADN on the phone

usi ng t hewbegbornd, a nessage is sent fromthe SI M nanagePCZ&RQ/01122 dat a
conmuni cation protocol unit 32 causing the file manager 34 to update the

particular r
updat ed by t

ecord stored in the EFADN files 36. As soon as the file is
he file 15 manager 34, the SIM application tool kit 43 raises

an event nessage which is sent to the_.hackup and restore processing unit

172. Referri

processi ng uni

to the file
and restore
step S2802,

backup and r

ng now al so to Figure 28, the backup and restore 20
t.172 inre p%gse eperates a statys event nessage |eading
TR A E TSI PERPEROWALF Nt F9 IRt IR 15 Wikhip WIBFERIRe backup
rocessing.unit 172 reads the file_update information and in
B TS HOEIPES DR Rrcha o ¢ 5B @S OTHERGHHRT n ¢ he

173 WO 02/ 071219 PCT/ GB02/Q1022 - 64 to

i fil
det er i ne V\hﬁs%%{ ?‘?ﬁs g‘i'ﬁfo‘?’%‘r&??’&n R G Tﬂa}Pﬁ% rdfge TRt FBESr dsS whi ch
t be back | f ding file is f d th it t abl
e, the datsiacta ph the SOEhE" BOMH G VS CRbPAChuf Par LOGER4P ot ep 5

S280 Al ter ively, if the,data is not on the nonitoring list, the
proc§%8 Stodgféby' y Alternatively, 19 the data 1is notg on the

10

i5

20

25

monitoring list, the process stops.

At the SIM card, as in the first embodiment, the backup
and restore processing unit 172 is arranged to prioritise
the status events produced by the backup and restore
processing unit 172 at each incoming polling signal
produced by the clock 28 in the mobile phone, in the time
periods available for the SIM card processing. In
particular, the SIM card deals with the following four
tasks in order of priority:

(1) Sending out an outgoing message, that is a backup
message, a restore message acknowledgement, a
configuration message acknowledgement or an error
message, previously queued in the outbound message
buffer 183;

(2) Processing a file update event previously queued in
the SIM card event buffer 181 following entry of
new data by the phone user;

(3) Managing a restore or configuration message

previously queued in the restore/configuration



At the SIMcard, as in the first enbodi nent, the backup and restore
processing unit 172 is arranged to prioritise 10 the status events
produced W9 oehei2ivackup and restore processing unit 172 at PeaaiBozfoon2en ng

pol ling signal produced by the clock 28 in the nobile phone, in the tine
periods available for the SIMcard processing. In particular, the SIMcard
deals with the following four 15 tasks in order of priority: (1) Sending
out an outgoi ng nessage, that is a ba p nmessage, a restore nessage
acknow edgenent, a configuration nessage acknow edgenent or an error
nmessage, previousl ueued in the outbound nmessage 20 buffer 183; (2)
Processing a fil u%ﬁ%&téséﬁeﬁpdpreviously queued in the SIMcard event

buffer 181 fqllow ng.entry of = new data by the phone user; (3) Mnaging a
restore or égﬁfiéﬁpgﬂpgn sQGkROW %?@V%bu@??gﬁﬁ%uéﬁePﬁdtHé2 the

restore/configuration 02/ 071219 PCT/G%O%/OIOZ% - 65 buffer 185; and
(4) Sending an a@RKORIEEGERBRAtHEESSgEeqRRELRTi h8¢he acknow edgenent

nmessage buffer 184. 5 These events are summarised in the flow chart shown
in Figure 29 which lists the processing steps for the four

5 These events are summarised in the flow chart shown in
Figure 29 which lists the processing steps for the four

events.

Where it is determined in step S2901 that there is no
10 outgoing message pending in the outgoing message buffer
183, but it is determined in step $2902 that there is the
backup event held on the event queue in the event buffer
181, the checksum table 177 stored in the backup and
restore service files 173 is scanned for an element
15 matching the monitor table index and record number in
step 52903 and if the checksum is found in step 52904,
it is compared to the new checksum for the updated data
in step S2905 and added to an outgoing message in step
52906 in the outbound message buffer 183. Alternatively,
20 if in step S2904 the checksum in the checksum table 177
is not found, the entry is determined to be a new entry
and is added to the outgoing message stored in the

outbound message buffer 183 in step S2907.

25 During the next polling interval, as there is now an



events. Were it is determined in step S2901 that there is no 10 outgoing
nmessage pending in the outgoing nessage buffer 183, but it is determ ned
in step S2002/0thae there is the backup event held on thePer@Rr2QURRE N
the event buffer 181, the checksumtable 177 stored in the backup and
restore service files 173 is scanned for an el enent 15 matching the nonitor
tabl e index and record nunber in step S2903 and if the checksumis found
in step S2904, it is conpared to the ngichecksun1for the updated data in
step S2905 and added to an out goi ng nessage in step S2906 in the outbound
message buffer, 183. Alternatively, 20* if in step S2904 the checksumin the
checksum t aTE-9CARY REFRATS eq hin eHR e yopbaeRer repsageobbéfgrnew entry
and i s adde t he, ouf goL n ssage -stored in_the outbound nessage

buf fer 183 fj]né e Jssng'gi.é%%‘gﬂf? n%“? heehexinpbiere)y PhteE9al 52981t here is
now an WO 02/071219 PCT/ GB02/01022 - 66 outgoing nessage stored in the
out bound ne§§5gél' tg%8§? FRe sdata tRAFERE rariE endie %H@i@@hééeof step
S2901 and transmitied to the data backup centre via the nobile phone if
and only if BN9§ r#i APEr PBI-Yhdd &t apSEHY adPheg¥pdr hiafe1#Pse@pas290s.
;h;ts ;eg\r/gn'td‘ett%fr‘{n%]néds 1358 sBoG8UM Al My Snrasi P lied gagh time a

a counter which is incremented each time a status event
is received by the backup and restore processing unit 172
such as the polling signal from the clock 28 on the
phone, an update file event or an incoming message. If
10 the counter reaches a preset value, for example 5, in
step S2909, the message is sent to the IP message
assembler 171 or the SMS assembler 26 for transmission
by the phone in step S2909. Alternatively, the counter

is incremented and the process continues.

15
2. Reception of Data Backup Message by Backup Data
Service Centre
Referring now particularly to Figures 19 and 23, on
20 reception of the message which has been transmitted to

the data backup service centre, either using the short
message service or using the Internet, at the input
interface 271 in the inbound channel processor 191(a) or
191(b), the header parser 273 recognises from the header

25 to the incoming message, that is, the transport protocol



is received by the backup and restore processing unit 172 such as the
polling signal fromthe clock 28 on the phone, an update file event or an
i ncom ng weggage19 | f 10 the counter reaches a preset val uectiGaozexeepl e 5,
in step S2909, the nessage is sent to the |IP nmessage assenbler 171 or the
SMS assenbler 26 for transm ssion by the phone in step S2909.
Alternatively, the counter 1is increnented and the process continues. 15 2.
Reception of Data Backup Message by Backup Data Service Centre Referring
now particularly to Figures 19 and 23,6én- 20- reception of the nmessage
whi ch has been transmtted to the data backup service centre, either using
the short misisages seheivaeiar Tablagit Ae hat eheehingt IPher HEUt dads erf ace
271 in the inbound channel processor 191(a) or 191(b), the header parser
273 recogni sos Meosadgde hendbdetr 2k tpallvad nemoviy eSaQgs tdeaiovess the
transport protocol WO 02/071219 PCT/ GB02/01022 - 67 data as shown in
Tabl e 1 as athé ndatd ngntBrporSSId datehiwrthessageagabhi | Thet ketpayilsoad
renoval unit 275 renoves the data incorporated within the nessage. The
data i s thetrheh rétiotesttdiy biyhehk obhshd dadraarrerl 92 2t 6oasmn i intlosind] diztta 5
processor 193. The inbound data processor 193 recogni ses

5 processor 193. The inbound data processor 193 recognises

from the PID at the beginning of the data message that
the data is a backup message and from the index into the
monitor table for the first record that the data is
amongst the data which is currently being backed up, that
10 is, the EF,, data. The mobile station ISDN number
extracted from the transport protocol included in the
message header is passed to the database which, via a
link from the device table 237 to the user table 235, is

able to identify the user ID.

15
The index into the monitor table for the first record to
be read allows the monitor table 239 for the particular
user to be located, the next byte in the backup data
message enabling the record number within the monitor
20° table to be identified, the data length field identifying

the length of the data. The data is then read and
written into the data table 243, o&erwriting the previous
entry for that particular record. When the record is
overwritten, an event is recorded in the outbound actions

25 table 251 to acknowledge that the data record has been



fromthe PID at the beginning of the data nessage that the data is a
backup nessage and fromthe index into the nonitor table for the first
record t O okbei2data is anongst the data which is curren®Cy/dBmng2backed
up, that 10 is, the EFADN data. The nobile station | SDN nunber extracted
fromthe transport protocol included in the nessage header is passed to

t he database which, via a link fromthe device table 237 to the user table
235, is able to identify the user ID. 15 The index into the nonitor table
for the first record to be read al low8the nonitor table 239 for the
particular user to be |located, the next byte in the backup data nessage
enabl i ng t hevricioerd n(inee oukibavng tave ipmsi ttebl20recabbe 26 lbéhiadent i fi ed,
the data length field identifying the length of the data. The data is then
read and wbhaclkyp idatn t aekdaviedgbhnen4Besengewshoudg the peertiods entry
for that particular record. When the record is overwitten, an event is
recorded in shenalut beind antonso2bar alguebpmnhdt odatkngutaeRgsamhattat he dat a
record has been WD 02/071219 PCT/ GB02/01022 - 68 witten. The out bound
actions t ablerigeger dbe2backhnt acknputkdpenienn mesaaud ggganmitomsddage

shoul d be sent, a signal being sent to ah outbound data processor to
5 to generate a successful backup message which is passed

to +the outbound channel processor 201 for return

transmission to the mobile station.

3. Backup Acknowledgement Message Processing

10
Turning now to Figure 30, where in step S3001 the SIM
card determines from the PID that the incoming message
is a backup acknowledgement message, +the backup
acknowledgement pointer pointing to the record to be read

15 in the acknowledgement message buffer 184 is reset in
step S3002 and the current record indicated in the backup
acknowledgement message 1is retrieved in step S3003.
Where the result field for the particular record
indicates temporary failure or permanent failure, this

20 is added to an outgoing message stored in the outbound
message buffer 183 to be transmitted by the SIM card back
to the data backup service centre. Where the result
field indicates a successful backup operation, the
pointer to the record in the backup acknowledgement

25 message is incremented in step S3011 and it is determined



trigger the backup acknow edgenent nessage generator 324 5 to generate a
successful backup nessage which is passed to the outbound channel
processorwP®/ofan9 return transm ssion to the nobile statiPomGE2/0Baekup
Acknow edgenent Message Processing 10 Turning now to Figure 30, where in
step S3001 the SIM card determnes fromthe PID that the i ncom ng nessage
is a backup acknow edgenent nessage, the backup acknow edgenent pointer
pointing to the record to be read 15 ig t he acknow edgenent nessage buffer
184 is reset in step S3002 and the Cu fent record indicated in the backup
acknow edgenent nessage is retrieved in step S3003. Were the result field
for the partWhafiher rdeerendi afi the eBackuponargagai hasebeenpaersheast
failure, this 20 is added to an out goi ng nessage stored in the outbound
message buf f&t SIeP B W + r dAshheredary fwetimnregerdmdie lowk & dat a
backup service centre. Were the result field indicates a successful
backup oper dthi®mexthgecpsdnierthen medrievedd innstae G Rt BreBisedgenent
25 nessage is increnented in step S3011 and it is determ ned WO 02/071219
PCT/ GB02/ 010330 04-FH 0\ ereradteashd of the backup message has been
reachsed in step S3012. If there are further records to | ook at,

4, Restore Processing

Restore processing is initiated at the backup and restore
centre by the receipt of a restore request by a
10 subscriber to the service at the customer service server
205. This is communicated to the application server 203
which sends a restore request to the application
interface software 219 in the database management system
196. Within the application interface software 219, the
15 database control language parser 227 produces a restore
command which is written into the database via a request
message in SQL, whilst the data translation unit 229
converts the data range specified in the incoming message
to a data range retrievable from the data files 211.
20
Under the control of the control procedures 217 in the
system global area 216, data is retrieved through the
multithreaded server 215 from the user data stored in the
data files 211. The application interface software is

25 arranged to cause the data to be restored to be retrieved



the next record is then retrieved in step S3003 and steps S3004-S3007 are
repeated. 5 4. Restore Processing Restore processing is initiated at the
backup amaOreestane centre by the receipt of a restore regaegiBodyi®2 10
subscriber to the service at the custoner service server 205. This is
communi cated to the application server 203 which sends a restore request
to the application interface software 219 in the database nanagenent
system 196. Wthin the application interface software 219, the 15 database
control | anguage parser 227 produces"a79estore command which is witten
into the database via a request nessage in SQ., whilst the data
transl ati on fméom 2he daryertadltche2 d3t andangeospdciifi ethé n autddumsbni ng
nessage to a data range retrievable fromthe data files 211. 20" Under
the control afttiors comblel tpgethdurwstRidata davivegstapmgithisalusemea 216,
data is retrieved through the multithreaded server 215 fromthe user data
stored in theablat23F idnd deviceanekusmlZdatiden tilfvdmicaddies ofsemaread s 25
arranged to cause the data to be restored to be retrieved WO 02/071219
PCT/ GB02/ 010Pke preferredmatimnntit aof agbampndcahdost ortdrti nishe tdwt bound

5 short message channel or the IP message channel.

Turning now also to Figure 25, the outbound data
processors 199 react to events stored in the outbound
actions table 251 to extract the data for the restore
10 message from the outbound actions table 251 to determine
whether the data is to be transmitted wvia the short
message service or via the Internet and to pass the
message to the outbound message buffer 321, the message
being passed via the interface 315 to an outbound channel
15 processor 201(a) or 201(b). In the outbound channel
processor 201, the message is assembled with the
appropriate transport protocol in message assembler 312
and launched by message launch 313. An acknowledgement
pending flag is set in the outbound actions table 251 to
20° await the receipt of an incoming restore acknowledgement

message from the mobile station.

5. Reception of Restore Message by Mobile Station

25 Referring now again also to Figure 19, when the message



actions table together with data derived fromthe user table 235 and
device table 237 identifying the user and the preferred channel of

comuni cawper/o7R2iat is, the 5 short nessage channel or tReETI@BROSRAGE
channel . Turning now also to Figure 25, the outbound data processors 199
react to events stored in the outbound actions table 251 to extract the
data for the restore 10 nessage fromthe outbound actions table 251 to
determ ne whether the data is to be transmtted via the short nessage
service or via the Internet and to pasélthe nessage to the outbound
nmessage buffer 321, the nessage being passed via the interface 315 to an
out bound chakthelecEs vyedobystloe medti(le pdronz0ipbihe | $M3 e capticounaindiannel
processor 201, the nmessage is assenbled with the appropriate transport
prot ocol in ¢ieddwydPaneendyerreTEpPtion undinchbe S9tavissdde Megseye313. An
acknow edgenent pending flag is set in the outbound actions table 251 to
20" await thes restigigsttest faem hbentngngesr bréabe kenniiaige eademegshge from
the nobile station. 5. Reception of Restore Message by Mbile Station 25
Ref erring nd@sspd n tal séheo FHyucartd, viienthe deadss agemnondeAtio2y 9

PCT/ GB02/ 01022 - 71 is received by the nobile phone in the SMS reception
unit 5or theenFtorakayully e@eption unit, the data in the nessage

Referring now also to Figure 30, receipt of a message in
the inbound message buffer 182 in the SIM card prompts
the process message procedure shown in this figure. 1In

10 particular, in step S3001, the message type is identified
as being either a restore or configuration message or a
backup acknowledgement message in the protocol identifier
field. If the message is identified to be a restore
message, in step S3008 it is determined whether there is

15 any action already waiting on the restore configuration
buffer 185. If there is no action already pending, the
incoming message is queued in the restore configuration
buffer 185 in step S3009 and in step S$3010, a restore
flag is set. In step S$3011, the poll interval of the

20 polling signals produced by the mobile phone is reduced
so as to increase the frequency at which the SIM card
status events are processed and in step S3012, the
contents of the acknowledgement message buffer 184 are
initialized.

25



is extracted fromthe transport data protocol header and passed to the SIM
card via the data comunication 5 protocol unit 32. Referring now also to
Fi gure 30woreowizpt of a nessage in the inbound nessage bwiCrazBo28P22n t he
SIMcard pronpts the process nessage procedure shown in this figure. In 10
particular, in step S3001, the nessage type is identified as being either
a restore or configuration nessage or a backup acknow edgenent nessage in
the protocol identifier field. If the nessage is identified to be a
restore nessage, in step S3008 it is @eternined whether there is 15 any
action already waiting on the restore configuration buffer 185. If there
IS no acti omanierdh@endgagn tbhe Figneen29g ressagnmg stlipeued shephe
restore configuration buffer 185 in step S3009 and in step S3010, a
restore fl &pacl stekrel aret @pt&30Qilded tHebpohd cut@sinay nefs ddyes?2@ndpol | i ng
signal s produced by the nobile phone is reduced so as to increase the
frequency atinsiodp t$E9® Mhard ist dttesreimad starbepnothsngdoandhien step
S3012, the contents of the acknow edgenent nessage buffer 184 are
initialized. edm N W&,/ 1249 sPEP/ 93@2)/901(112 will7Znowubai dgteawiaga n t o
Figure 29, assuming that in step
5 : that there is something on the restore dqueue in the

restore/configuration buffer 185. 1In step S2910, as it

will be determined that there is a restore flag, the

processing will proceed to processing of the restore

queue in step S$2911, which is shown in more detail in

10 Figure 31.

Turning now to Figure 31, in step 83101 the first record
in the incoming restore message is read and in step
S$3102, is compared with the contents of the monitor table

15 176 to determine whether the data is amongst the data
which is subject to the backup and restore service. If
the data is not amongst the data specified in the monitor
table 176, in step S3104 an error message is generated
and queued in the error message buffer 186.

20°
Alternatively, if the data is found on the monitor table
176, the record is restored in the EF,, files 36 in step
$3105. The record pointer identifying the current record
to be read is incremented in step S3107.

25



S2901 there are determ ned to be no outgoing nessages and in step S2902
there is determined to be nothing on the event queue, in step S2909, it
will nowweodeterd ned 5 that there is sonmething on the resrT@B2Queae in
the restore/configuration buffer 185. In step S2910, as-it wll be
determned that there is a restore flag, the processing wll proceed to
processing of the restore queue in step S2911, which is shown in nore
detail in 10 Figure 31. Turning now to Figure 31, in step S3101 the first
record in the incoming restore messagé3is read and in step S3102, is
conpared with the contents of the nonitor table 15 176 to determ ne whet her
the data i s Bmerigst SBA@8data iswkiedlers nedbywbethén thee restiore gueéueest or e
service. If the data is not anpbngst the data specified in the nonitor
tabl e 176, iis smggryS3tbatans erirler messaigpoiistgentaatretchentl thiecead i n t he
error nmessage buffer 186. 20' Alternatively, if the data is found on the
nmoni t or t ablet W datee tioeber dessoredt or B tihe trdes teEADNukulees s3Goitn st ep
S3105. The record pointer identifying the current record to be read is
i ncrenent ed empty eptiS8l 08 2END02 FALRIYsPCENGBA2nG10R2the GReue
5 to be restored, the process is stopped and will be
restarted when a new status event initiates the process
steps of Figure 29 assuming that there are no outgoing
messages or items on the event queue. If, however, the
restore dqueue is empty, in S3109 the data in restore
10 queue buffer 185 and the pointer are reset and an
acknowledgement flag is set in buffer 184 to acknowledge
that a restore acknowledgement message must be sent to

the data backup service centre.

15 Turning now again to Figure 28, where in step S52812,
during the process status event procedure, it is
determined that there is an acknowledgement flag pending,
the poll interval of pulses produced by the mobile phone
is reset to the initial longer value in step 82813, a

20 restore acknowledgement message is sent by either the
short message or IP channel to the data backup service
centre and in step S$2815, the acknowledgement pending

flag is cleared in buffer 184.



In step S3108, it is determ ned whether the restore queue is enpty, that
is, the record pointer has reached the end of the data to be restored. If
the restoweogoenzed i s not enpty, that is there are record®CramnRoia2g i n the
gueue 5 to be restored, the process is stopped and will be restarted when
a new status event initiates the process steps of Figure 29 assum ng that
there are no outgoing nessages or itens on the event queue. If, however,
the restore queue is enpty, in S3109 ;%e data in restore 10 queue buffer
185 and the pointer are reset and an Know edgenent flag is set in buffer
184 to acknow edge that a restore acknomﬂedgenent nessage nust be sent to
the data baRegeridon cef c &esterel AR kRAIaNen; flr eD3

step S2812, during the process status event procedure it is deternlned
that there BRCkypSessiilced&endae flag pending, the poll interval of pul ses
produced by the nobile phone is reset to the initial |onger value in step
S2813, a 20' restore acknow edgenent nessage is sent by either the short
message or | P channel to the data backup service centre and in step S2815,
the acknow S¥gavsYt pBRYWI ngddding ﬂ%’clgagéﬁeln bUf f ertheg4. TQ@FBIL071219

PCT/GBOZ/01022 - 74 Reception of Restore Acknow edgenent Message at Data
acknowledgement message is received by an inbound channél

processor 191(a) or 191(b) as appreppiate at the data
backup service centre, recognised as a restore
acknowledgement message at the inbound data processor 193
and used to clear the acknowledgement pending flag in the
10 outbound actions table 251 in the database to indicate
that the restore process has been successfully actioned
at the SIM card. Alternatively, if the result filed in
the restore acknowledgement message indicates that the
restoration was not successfully taken place, then the
15 flag in the outbound actions table is not reset, and the
restore operation is reactioned. The restore operation
may be set to repeat at decreasing frequency in the event

of an unsuccessful restore operation.

20° Addressable Restore

A further function of the system is the so-called
addressable restore which allows the backup and restore
service to restore data which is not specified in the

25 monitor table. This can, for example, be used to perform



Backup Service Centre Turning now again to Figure 19, the restore 5
acknow edgenent nessage is received by an i nbound channel processor 191(a)
or 191(b)wev2appiopri ate at the data backup service cent PeT/GReogMRsed as
a restore acknow edgenent nessage at the inbound data processor 193 and
used to clear the acknow edgenent pending flag in the 10 out bound acti ons
table 251 in the database to indicate that the restore process has been
successfully actioned at the SIM car&, Alternatively, if the result filed
in the restore acknow edgenent nessa @ indicates that the restoration was
not successfully taken place, then the 15 flag in the outbound actions
tabl e i s nofly e¥er-thAadaihePrPBhs bpRipaariiste i sTheabrPeRedinThetrestore
operation may be set to repeat at decreasing frequency in the event of an
unsuccessf uldly @gdspesabéeat PBROTO N IRRIR SiFn FidiRast PetRatupPf hERef uncti on
of the systemis the so-called addressable restore which allows the backup
and rest or e Ye§&OFEC NS RER 1 0fECRRta BRREN the n8TMsand | €9eSn RPE 25
nonitor table. This can, for exanple, be used to perform WD 02/071219

PCT/ GB02/ 01@rerrogatefhgy BPnikeratpPpeoV 8+ oni ng service. The processing
of %n addressabl e restore nmessage is simlar to that of the

Configuration Processing

The configuration messages initiated by the application
server act on information received from the customer
10 service server 205. The relevant data in the database
195 is overwritten and an event placed on the outbound
actions table 251 for action by an outbound data
processor 199. This is queued in the action queue 319
until processed by the action processor 317, the
15 configuration message being buffered in the outbound
message buffer 321 until it is assembled as an outgoing
message and launched by the outbound channel processor

201.

20 Returning now to the receipt of the configuration message
by the mobile station, on reaching the SIM card the
message is buffered in the inbound message buffer 181 and
the event of receipt of a configuration message stored
in the event buffer.

25



restore nessage, except that the SIMcard does not interrogate the nonitor
table 176. 5 Configuration Processing The configuration nessages initiated
by the appbiccatizon server act on information received fr@cTtidBR20URloner

10 service server 205. The relevant data in the database 195 is overwitten
and an event placed on the outbound actions table 251 for action by an

out bound data processor 199. This is queued in the action queue 319 until
processed by the action processor 317, _the 15 configurati on nessage being
buffered in the outbound nessage bufféP 321 until it is assenbled as an
outgoi ng nessage and | aunched by the outbound channel processor 201. 20
Ret ur ni ng noReEr¥ e reew| pisofta Fégesaf BGuruhesa hesstee SIBOL Héembi |l e
station, on reaching the SIMcard the nessage is buffered in the inbound
message buf fReS9ge ahdl detrrminas fapny shej BEDoto e ghidapfiisiret imssage
stored in the event buffer. 25 WO 02/071219 PCT/ GB02/01022 - 76

Ref erri ng nd¥@a$a%et otire giie c3ed hkAaekupi andt BSE30D PRIRES gk agell s

determined fromthe PID to be a configuration
172 goes through the same procedural steps S3008 to S3012

5 as in restore processing other than for the setting of
a restore flag in step $3010, the pending configuration

flag instead being cleared.

Turning now to Figure 29, in the absence of a pending
10 outgoing message or anything on the event queue, as the
configuration message is now on the restore/configuration
queue held in the restore/configuration buffer 185, the
procedure progresses to step 82916, that is, the
processing of the configuration queue, this being shown

15 in more detail in Figure 32.

Turning now particularly to Figure 32, the current
configuration record is read in step $3201 and processed
in step S$3202. A configuration acknowledgement message
20 is updated and stored in buffer 184 in step S$3203 and in
step S3204, the pointer pointing to ‘the current record
in the process configuration queue stored in buffer 185
is incremented. If the record now indicated is empty,
the configuration queue 1is reset and the pointer

25 initialised in step 853205 and in step 83206, the



nessage, the SIMcard backup and restore processing unit 172 goes through
the sanme procedural steps S3008 to S3012 5 as in restore processing other
than for wbexseRtd ng of a restore flag in step S3010, thecCpaRrizO22
configuration flag instead being cleared. Turning nowto Figure 29, in the
absence of a pending 10 outgoing nessage or anything on the event queue,
as the configuration nessage is now on the restore/configuration queue
held in the restore/configuration buffer 185, the procedure progresses to
step S2916, that is, the processing‘o?7tﬁe configuration queue, this being
shown 15 in nore detail in Figure 32. Turning now particularly to Figure
32, the curragknowkrddengnt i g ebdrart $£a dad daersttdye sEavtinthdhraocessed
in step S3202. A configurati on acknow edgenent nmessage 20' is updated and
stored in buePRfidgmiipntapksIvbadgsienh nespoSs3Padk the th6 Madra poi nti ng
to,the current record in the process configuration queue stored in buffer
185 i s i ncreaekitREenviqe €anddst @sn6®ti AL chR eFEeRrs P12 te H2915
configuration queue is reset and the pointer 25 initialised in step S3205
and in step 532869urfie 280 0216715 ¢g GReePDRI 022 noy7empEmoHigenent
flag is set to trigger the sending of a_ configuration acknow edgenent
messaye backP¥eceselRfht Ftops pending further processing of the

incremented pointer number record in step S2916 at the
next processing stage as determined by the flowchart of

Figure 29.

10 THIRD EMBODIMENT: OVERVIEW

In the third embodiment to be described, the data message
structures are generalised to enable different data to
be backed up, the backup processing is initiated by entry

15 of new ADN data on the keyboard of the mobile phone, and
the data backup data service centre acts as a Short
Message service centre. It will be appreciated, however,
that each of these features may be incorporated
separately in the first and second embodiments described

20° above. The mobile station is generally as shown in
Figure 3 and described in the first embodiment. The Data
Backup Service Centre is a modification of the Data
Backup Service Centre in the first embodiment, as will
now be described.

25



backup service centre as set out in steps S2912 to S2915 in Figure 29. If
the data record is not enpty, the 5 processing stops pending further
processi yomk/otned i ncrenmented pointer nunber record in srep/cIRIV62at t he
next processing stage as determ ned by the flowhart of Figure 29. 10

TH RD EMBCODI MENT: OVERVIEW I n the third enbodi nent to be described, the
data nessage structures are generalised to enable different data to be
backed up, the backup processing is initiated by entry 15 of new ADN data
on the keyboard of the nobile phone,-amngl -the data backup data service
centre acts as a Short Message service centre. It will be appreciated,
however, thair@RavegDIiMiese MeatriEesTAi®toRe | ncorporated separately in
the first and second enbodi nents described 20' above. The nobile station is
generally as shown in Figure 3 and described in the first enbodi nent. The
Data Backup Service Centre is a nodification of the Data Backup Service
Centre in the fthst teibedismsddimsnty | in nROVs DRI U88Chahadr 2% Wen@2/ 071219
PCT/ GB02/ 01022 - 78 TH RD EMBODI MENT: MOBI LE STATION In the third

enbodi nent, ddtchéi AMIdIMRMET &0 Kdtmand structure 73 may be

5 programmed within the SIM kernel 51 to provide "prompt"
signals on the entering of abbreviated dialling number
data through the keyboard of the mobile phone 7 which
notify +the Applet forming the backup and restore
processing unit 41 that APDU (Application Protocol Data

10 Units) data for updating the EF,,y file has been received

from the mobile phone 7.

Referring now to Figure 34, this figure illustrates the
backup service monitor files 71 which are stored in the
15 memory 61 of the SIM card 8 in such an alternative
embodiment. In particular, +the backup file 49 is
substituted by a "changes to be backed up" file including
a set of flags for each ADN record in the abbreviated
dialling numbers file 36 indicating whether a user has
20 input any changes to the record using the keyboard.
Finally, a further file comprises a "Current Backup" file
including flags for each record for indicating whether
any changes have been made and have been included in the
last backup data message which is currently in the buffer

25 38 or being transmitted by the mobile phone.



second enbodi nent, a conmand structure 73 may be 5 progranmed within the
SIM kernel 51 to provide "pronpt"” signals on the entering of abbreviated

di al I'i ng worRerizidat a t hrough the keyboard of the nobil e pooraBoZ/owRch
notify the Applet form ng the backup and restore processing unit 41 that
APDU (Application Protocol Data 10 Units) data for updating the EF, ,Nile
has been received fromthe nobile phone 7. Referring now to Figure 34,
this figure illustrates the backup service nonitor files 71 which are
stored in the 15 menory 61 of the SHFM/@ard 8 in such an alternative
enbodiment. In particular, the backup file 49 is substituted by a "changes
t o be backedrEpEp fEMsoDekwdi NoaATA/SEtkUY JdRraoscH areeseh ADN record in the
abbreviated dialling nunbers file 36 indicating whether a user has 20

i nput any changes to the record using the keyboard. Finally, a further
file conprises a "Current Backup" file including flags for each record for
i ndi cating wheties tldwyd chabgetnday e fiee Mdtmdaichhava-hiean ddidrgled in
the |ast backup data nmessage which is currently in the buffer 25 38 or
bei ng transnBtiedabyahfednebi betphena. sWOr@2MeatalRe REHGRAZ/QHAZ2 - 79
THI RD EMBODI MENT: DATA/ BACKUP SERVI CE CENTRE In the third enbodi nent, the
dat a Backup secated @eriliee same site as the network operator’s site,

but located in an access controlled premises.

Referring now particularly to Figure 35, in which.
corresponding components to those in Figure 8 are
10 correspondingly labelled, in o;der that the data backup
service centre 3 can be made compatible with different
network technologies, the data backup service centre 3

is divided into two sets of components:

15 (1) A database server 83 and associated database 85.
(2) A network adaptor 1801 comprising an SMS adaptor 81

and a signalling gateway 1803.

It will be appreciated that in practice all the above
20 components may be constituted by software running on the
same hardware, in which case the interfaces between the
various components may be software components. However,
in some situations it may be appropriate for the
signalling gateway 1803 to be constituted by software

25 running on a separate piece of hardware to that on which



3 is arranged to act as a Short Message Service Centre 5 |located on the
sane site as the network operator's site, but located in an access
cont rol | esoprem2ses. Referring now particularly to Fi gureP8%/GBopowich.
correspondi ng conponents to those in Figure 8 are 10 correspondi ngly
| abel l ed, in order that the data backup service centre 3 can be nade
conpatible with different network technol ogies, the data backup service
centre 3 is divided into two sets of conmponents: 15 (1) A database server
83 and associ at ed dat abase 85. (2) A B@twork adaptor 1801 conprising an
SM5 adaptor 81 and a signalling gateway 1803. It wll be appreciated that
in practice ahé Skhe abapeor20lcdspamersts tuypdoe consthisit edsky sdfd war e
running on the sane hardware, in which case the interfaces between the
vari ous conpbmeat Sacabetereeal tharei qoapbimenigsitekawe 803 and tgosMd t uati ons
it my be appropriate for the signalling gateway 1803 to be constituted by
software 25 adapiog @l amsgpadrat & pir€Peldl hardvare timitdraffacm, wnxch WO
02/ 071219 PCT/ GB02/01022 - 80 the SMs adaptor 81 is constituted. In this
case, the ialeefageibeliyweersditavaaignaltidnfpapat eway 1803 and t he SMS
adaptor 81 nmay be a TCP-IP hardware interface, or alternatively a software
i nterd ace.
The signalling gateway 1803 is connected via physical
links, for example, coaxial cables to the SMS-Gateway
Mobile Switching Centre 75 and the SMS-Interworking
Mobile Switching Centre 73 so as to be effective to
10 receive SMS signals from the SMS-Interworking Mobile
Switching Centre 73 and to transmit SMS signals to the
SMS~Gateway Mobile Switching Centre 75. The signals are
transmitted between the public land mobile network 5 and
the signalling gateway 89 using a conventional common
15 channel signalling system 7 (SS7) which incorporates
signalling protocol inserted within the network. As is
conventional for data transfer El1 frame format SS7
signals are used, this having a maximum bit rate of 2.048
Mbps.
20
Turning now also to Figure 36, this figure describes in
more detail the functional components of the signalling
gateway 1803 where the backup service centre 3 forms a

Short Message Service Centre.

25



5 The signalling gateway 1803 is connected via physical |inks, for
exanpl e, coaxial cables to the SM5-Gateway Mbile Switching Centre 75 and
t he SMS- IwDarmorkd ng Mbile Switching Centre 73 so as toPo@/GHokeoRR2ve to
10 receive SMS signals fromthe SMs-Interworking Mobile Switching Centre
73 and to transmt SMS signals to the SMVM5-Gateway Mobile Switching Centre
75. The signals are transmtted between the public | and nobile network 5
and the signalling gateway 89 using_%”pqpventional comon 15 channel
signalling system7 (SS7) which incorporates signalling protocol inserted
within the network. As is conventional for data transfer El frame fornmat
SS7  si gnal $her S1ERRIL LI sIREGVRAY 4 808xi IRFlBies, & ST, ¥a8samgBps. 20
Turning now also to Figqure 36, this figure describes in _nore detail the
functional CFPEREREs of8the eFEREFIYRg tHat SREPL3 Hher eStEB2BEcKkup
service centre 3 fornms, a Short Message_Service Centre. 02/071219

h 25
PCT/ GB02/ 01¢FansmigtedrhRysi il ITWGCal dnayt2 80T ictaides t\QgShéﬁ Message

extractor 18Q4 effective to receive SS7 signals
signalling protocol and to produce Short Message based

5 data for onward transmission to the SMS adaptor 8l. The
signalling gateway 1803 further includes a SS7 message
assembler 103 effective to receive Short Messages
produced by the SMS adaptor 81, add SS7 signalling
protocol and transmit the SS7 signals to the SMS-Gateway

10 Mobile Switching Centre 75 within the network 5.

THIRD EMBODIMENT: DATA STRUCTURE

In the embodiments described above, each Short Message
15 includes data for a maximum of four EF,,,entries. In the
third embodiment, the data structure may be more
generalised to allow adaptation to backup of different
data and different message lengths. Assuming that more
ADN data is to be included that will fit into a single
20 Short Message, the data will be included in a series of
"Change" messages, the final set of data being included
in a "Change Complete" message. The typical form of each

"Change" message is shown in Table 13.



transmtted by the |WMSC 73, to termnate the SS7 signalling protocol and
to produce Short Message based 5 data for onward transm ssion to the SMS
adapt or 8W0 0Zhei21si gnal | i ng gateway 1803 further includesPaT®IB02/0882age
assenbl er 103 effective to receive Short Messages produced by the SMS
adaptor 81, add SS7 signalling protocol and transmt the SS7 signals to
the SVM5-Gateway 10 Mobile Switching Centre 75 within the network 5. TH RD
EMBODI MENT: DATA STRUCTURE I n the enbog*pents descri bed above, each Short
Message 15 includes data for a maxi num“f four EFADN entries . In the
third enbodinent, t he data structure may be nore generalised to allow
adaptation t : ata and different nessage | engths.
Assuni ng tha—nmLe——ADN—dafn is-to hn included that will fit into single
20, Short Megg 3 g@g@nqpmgoﬁerles of '"Chance"
messages, thg— : & ci..u Hret-uded—a—a Change Cbnp!tte"
nmessage. The Mypsagé IDrm of each "Chanhgetranessagedeatsfgwagi n Tahle 13.
WO 02/ 071219 PCT/ GB02/ 01022 - 82 Tabl ¢thdt €hangesbbgsadacREEEBENCE
DESCRI PTI ON { Message | D Paranet er identibpchgp tihat.t he nessage i ngl udes

Protocol Version ID Parameter identifying the
structure of the message.
5 Data Type Parameter identifying the
type of data, i.e. ADN
data.
ADN data FBach set of ADN data,

each set containing a tag
which identifies the

field of data, the length
of the data in the field,
and a value for the data.

This message will be followed by a "Change Complete™
Short Message including error control data typically as

10 set out in Table 14.

Table 14: Change Complete Message

'REFERENCE ~ - .= DESCRIPTION

Message ID Parameter identifying
that the message includes
backup data.

15 Protocol Version ID Parameter identifying the
structure of the message.
Data Type Parameter identifying the
type of data, i.e. ADN
data.
Check Data Checksum over all the ADN

data stored in the
updated ADN files 63 in
the SIM card 7.




backup data. Protocol Version ID Paraneter identifying the structure of
the nmessage. 5 Data Type Paraneter identifying the type of data, i.e. ADN
data. ADNWOava7Bach set of ADN data, each set contai ni ngPaTIGRy2/0wRCch
identifies the field of data, the length of the data in the field, and a
value for the data. This nmessage will be followed by a "Change Conpl ete"
Short Message including error control data typically as 10 set out in
Tabl e 14. Table 14: Change Conpl ete Message REFERENCE DESCRI PTI ON Message
| D Paraneter identifying that the mess@&dye includes backup data. 15
Protocol Version ID Paraneter identifying the structure of the nessage.

Data Type PALARRREAGHIN | T¥17G the 1Y AGucifrol -6 ADN data.

ADN data Final set of ADN data of
the format described in
Table 2.

It will be appreciated that the above data is
specifically indicative of backup data transmitted by the
5 mobile station 1 through the network 5 to the data backup

service centre 3.

Further messages such as error messages and control
messages may also be transmitted through the system.

10 These will, however, generally include similar transport
protocol (TP) data indicated above, although the data
backup service centre 3 may initiate the signal. The
data format within the control messages will be as set
out in Table 15.

15

Table 15: Control Message

DESCRIPTION - . . |CONTENT

Message ID Parameter identifying
that the message includes
backup- data.

Protocol Version ID Parameter identifying the
structure of the message.

20 Request Type of Request.




Check Data Checksum over all the ADN data stored in the wupdated ADN files
63 in the SIMcard 7. WD 02/071219 PCT/ GB02/ 01022 83 REFERENCE

DESCRI PTIvON 028Dd1at a Fi nal set of ADN data of the formarcaasmriobed in
Table 2. It will be appreciated that the above data is specifically

I ndi cative of backup data transmtted by the 5 nobile station 1 through
the network 5 to the data backup service centre 3. Further nessages such
as error messages and control massageé may al so be transmtted through the
system 10 These will, however, gener ?IS/ i nclude simlar transport
protocol (TP) data indicated above, although the data backup service
centre 3 may"zh@]i’t:‘}’%@ eofheesiugsdl . withe igatade okthet BAIURSEINE ebnér ol
messages Wi Il be as set out in Table 15. 15 Table 15: Control Message

. DESCRI PTI O e SEINFENPPRsaRfe | DPartanmdpépbpgent regyaghronisation

operation.

5 THIRD EMBODIMENT: OPERATION OF THE DATA BACKUP SYSTEM

Backup Processing

Figure 36 illustrates various steps performed in the
10 mobile station 1 (either by the mobile phone 7 or the SIM
card 8) the public land mobile network 5 and the backup
service centre 3 during successful backup of changes to
the abbreviated dialling code address book by a user
entering data through the keyboard of the mobile phone
15 5 following receipt of a "Change Complete” message by the
backup service centre 3 where backup processing 1is

instigated by "prompt" signals.

In step S1 user entry of keyboard data through the
20° keyboard interface 27 is effective to cause the SIM
manager 25 in the mobile phone 7 to produce appropriate
signals (so called "application protocol data units"
(APDU)) to the data communication protocol unit 32 within
the SIM card 7. Through the data communication protocol

25 unit 32, the SIM card 8 is able to identify that the data



that the nessage includes backup-data. Protocol Version |ID Paraneter
identifying the structure of the nessage. 20 Request Type of Request. WD
02/ 071219wWB@THBBM2/ 01022 - 84 The type of request w || iPeEIGRIR/O1G2R
requesting of a restore operation, or a database resynchronisation
operation. 5 TH RD EMBODI MENT: OPERATI ON OF THE DATA BACKUP SYSTEM Backup
Processing Figure 36 illustrates various steps perfornmed in the 10 nobile
station 1 (either by the nobile phone 7 or the SIM card 8) the public | and
nobil e network 5 and the backup servit® tentre 3 during successful backup
of changes to the abbreviated dialling code address book by a_user

enteri ng datsdadsughefae keybmdarest ihe tishiakbiioiitead S1pbliBdi ng
recei pt of a "Change Conpl ete" nessage by the backup service centre 3
wher e backuptyiRsdedsilfy B amirndRgibell B§copdsenpithspghal EFannfilep S1 user
entry of keyboard data through the 20- keyboard interface 27 is effective
to cause thé&rg MO hehagsa ‘in the nobile phone 7 to produce appropriate
signals (so called "application protocol data units"”

5 In step 82, in response to thé data signals identified
as being update signals to the EF,, file, a PROMPT signal
is generated in the SIM kernel 31 which is effective to
initiate the backup manager 63. This sets up the flags
in the "Changes to be backed up" file illustrated in

10 Figure 17, the first record being amended in the
particular example being illustrated. Using an "OR"
operation to transfer the information, the flag data in
the "Changes to be backed up" file is copied into the
"Current Backup Status" file such that the amendment to

15 record 1 is added to an existing amendment to be made to
record 2 and the "Changes to be made"” flags are reset.
The ADN data for each entry 1 and 2 is then temporarily
stored in the buffer 38 within the EEPROM 35, the data
being organised in each "Change" message as indicated in

20° Table 2 to include a message ID, the modified ADN data
and, in the final "Change Complete" message as indicated
in Table 3 a checksum in order to enable error control

to be performed.

25 The data is sent via the data communication protocol unit



(APDU)) to the data comuni cation protocol unit 32 within the SIMcard 7.
Through the data communi cation protocol 25 unit 32, the SIMcard 8 is able
to i dentiweg oka21e he data WO 02/ 071219 PCT/ GB02/ 01022 - @BT/GHOgn#HI28 refer
to updates in the abbreviated dialling nunber file, EFADN and that
records wthin an EFADN file are to be updated. 5 In step S2, in response
to the data signals identified as being update signals to the EFADN fil e,
a PROWPT signal is generated in the %L kernel 31 which is effective to
initiate the backup manager 63. This sets up the flags in the "Changes to
be backed up" file illustrated in 10 Figure 17, the first record being
amended i n t¥e tpibei BabaleeRBAPE e/ B g Nalusdiomatiad anyUsMigmgRsaar
operation to transfer the information, the flag data in_the "Changes to be
backed up" il yddndophedtrarsrPeré pPreteeehtsimavkdd Stedlsst Pyl hguch t hat
t he amendnent to 15 record 1 is added to an existing amendnent to be nmade
to record BYShd2EREMPERENGRS- t JTHRR ngdEher| dge art®tEsefMouPfe RPN dat a
for each entry 1 and 2 is then tenporarily stored in the buffer 38 within
t he EEPROM ¥Pssideddpsa Berngeerghrfeempyiatechdh theakgde Fésddgéoas
indicated in 20" Table 2 to include a nessage ID, the npdified ADN data
and, 3 n the 199 ITEnBhgRT€orfpl Vf e2LHRS sBgPrRsletRgIMdREesy amount of

time, the predetermined amount of time is compared with
timing signals derived from the clock 28 within the
mobile phone 7 to measure the time from which the user
started entering the updated ADN data. The mobile phone
10 is then arranged to tramnsmit the Short Message through
the antenna 9 during one or more unused time slots,
further Short Messages following if necessary to

incorporate all the new or updated ADN data (step S3).

15 Whilst the above description has described the initiation
of the backup data transmission in response to the
entering of data by a user through the keyboard on the
mobile phone, it being efficient to include a time delay
before an SMS data backup signal is transmitted in order

20 to incorporate as far as is possible all the changes made
by the user at a particular time, other ways of
initiating the backup process are possible. In
particular, +the timer may not be used and the
transmission of data may be dependent only on the entry

25 of a minimum number of changes. This would avoid a



in Table 3 a checksumin order to enable error control to be perfornmed. 25
The data is sent via the data conmuni cation protocol unit WO 02/071219

PCT/ GB02/W0O®2/A71219 86 32 to the nobil e phone 7 for incl usiper/GBV2AM2SNVE
nmessage including the transport protocol shown in Table 1 by the SMS
assenbl er 26. Wien either the total anmpbunt of possible data has been
incorporated in the data field 15 5 shown in Figure 2 or after a
predet erm ned anount of tine, the predeterm ned anount of tinme is conpared
with timng signals derived fromthe d%ck 28 within the nobile phone 7
to measure the tine fromwhich the user started entering the updated ADN
data. The noPP€T$Adde Probilemt hansamneapgeticolaranehnilet $ieahons hkssage
through the antenna 9 during one or nore unused tinme slots, further Short
Messages fol FRNGLET uPRE dsyatirnothe ek pbe athond loffhbefiewedragkdpt ed ADN
data (step S3). 15 Wil st the above description has described the
initiation 6fStheaERRKIFaEE-a t Pdiarmsdiisielivn rebporsxstiam t mey ebeering of
data by a user through the keyboard on the nobile phone, it being

ef ficient todFFERIEE £%idfe Hel apabbef dhe drpEwD dbeatbhkekuplasignah is
transmtted in order 20, to incorporate as far as is possible all the
chang@s madereSPORRe tearolding pacrpdsl seceived o thgagstafbackup

service centre rather than from the mobile phone.

On reception of a Short Message by the base transceiver
station 67 within the public land mobile network 5, the
10 mobile switching centre 71 in the network 5 will derive
the address of the backup data service centre and route
the signal bearing the Short Message to the appropriate
SMS-Interworking Mobile Switching Centre 73. The SMS-
Interworking Mobile Switching Centre 73 is effective to
15 incorporate the incoming Short Message in appropriate SS7
transport protocol and to transmit the resultant 8S7
signal to the signalling gateway 89 within the data

backup service centre 3 (step S4).

20° In step S5, the 887 message extractor 101 of the
signalling gateway 1803 is effective to remove the SS7
protocol, and transfer data representative of the Short

Message to the SMS adaptor 81.

25 The backup data extractor 109 extracts the ADN data from



initiating the backup process are possible. In particular, the tinmer may
not be used and the transm ssion of data nay be dependent only on the
entry 25 wb oaomizmé rum nunber of changes. This woul d avoi dPETWBRA1@Z1219
PCT/ GB02/ 01022 - 87 potential problemin sone particular nobile stations
in that the user may turn the nobile phone off before backup has taken

pl ace. Alternatively, the systemmay be arranged so as to enable the
backup to take place in 5 response todﬂglling signals received fromthe
data backup service centre rather thate ftomthe nobile phone. On reception
of a Short Message by the base transceiver station 67 within the public

| and nobi | e thet Wackud, dehe 13 Gvindhin éhsewshoht Mpeade ecofetient wdthet work 5
will derive the address of the backup data service centre and route the

si gnal beariarg ihéi&hbionMegsagkeet dSDNe mpprapr fatre tiBd/Splamttécwdrki ng
Mobile Switching Centre 73. The SM5- Interworking Mbile Swtching Centre
73 is effectmokd ltep shtbatiimwror polnas eiddmet ificiong nghShpetrthesdagemobkidepr opri at e
SS7 transport protocol and to transmt the resultant SS7 signal to the

si gnal | i ng getaevicon 88cwoumitn hbddent andracknpssethiise dxrar e (theep S4).
20- In step S5, the SS7 message extractor' 101 of the signalling gateway
1803 5 s ef f etrtiakbesten seavre &g s88p S6) .

The database server is effective to check the ISDN number
of the mobile station from which the Short Message has
originated against the account information held in the
10 database 85 to determine whether the user of the mobile
station has actually subscribed to the data backup
service. Assuming that this is the case, the data for
the particular user is identified within the database
85 and it is determined using the ADN record number
15 whether the received ADN data is a modification to
existing records within the database or whether the data
is new data. The records in the database 85 are
accordingly either overwritten or newly entered (step
S7). The data could of course be identified in some

20 other way than by the ADN record number.

On receipt of the final "Change Complete" message, the
checksum processor 121 performs a checksum analysis over
all the data now stored in the database 85 and checks

25 this against the checksum for the ADN data stored in the



protocol, and transfer data representative of the Short Message to the SMS
adaptor 81. 25 The backup data extractor 109 extracts the ADN data from WO
02/ 071219wWB@THhBBML/ 01022 - 88 the backup data 15 wi t hi nPChe&GEROI®R2 Message
together with an indication of the | SDN nunber for the particular nobile
station, thus identifying the particular nobile station account hol der and
sends this data to the 5 database server 83 (step S6). The database server
is effective to check the I SDN nunber of the nobile station fromwhich the
Short Message has origi nated agai nst- 8% ~account information held in the
10 dat abase 85 to determ ne whether the user of the nobile station has
actual |y subseM beddtas tihe-ldatead Hackiye "saangeeColpsatengmébatgehts is the
case, the data for the particular user is identified within the database
85 and it isedsueenthed tist neadiesl AIPNADRC dadanvapeicdbevhehbestbhedr ecei ved
ADN data is a nodification to existing records within the database or
whet her the data insthewsate@ardhésteposdls.in the database 85 are
accordingly either overwitten or newy entered (step S7). The data could
of course be identified in some 20 other way than by the ADN record
nunber. On receipt of the final "Change Conpl ete" nessage, the
5 At this point a notification that successful data backup
has taken place is sent to the data originating mobile
station 1 via the SS7 message assembler 103 and the

network 5 (steps S9 and S10).

10 On acknowledgement of a successful backup operation, the
flags in the "Current Backup File" in the backup files

71 are then reset.

In the absence of an appropriate confirmation that the
15 backup has successfully taken place or the reception of
an error message, the flags in the "Current Backup" file
provide a further safeguard for retrieval of data which
must be backed up. As the flags in the "Current Backup"
file are not reset wuntil receipt of a positive
20° confirmation that successful backup confirmation has
taken place, backup data corresponding to entries in
respect of which no confirmation has been received is
then automatically included within the backup data
message next time a user initiates the use of the backup

25 system by entry of address data amendments through the



checksum processor 121 performs a checksum anal ysis over all the data now
stored in the database 85 and checks 25 this against the checksum for the
ADN dat a womemdi2in the WO 02/ 071219 PCT/ GB02/ 01022 - 89 PErMBan22s

i ncluded in the "Change Conpl ete" nessage to ensure that the backed up ADN
data replicates the stored data in the SIMcard (step S8). 5 At this point
a notification that successful data backup has taken place is sent to the
data originating nobile station 1 via the SS7 nessage assenbler 103 and
the network 5 (steps S9 and S10). 10 %%'acknomdedgenent of a successful
backup operation, the flags in the "Current Backup File" in the backup
files 71 akeWe@rd-eset. In the absence of an appropriate confirmation
that the 15 backup has successfully taken place or the reception of an
error nmessage, the flags in the "Current Backup" file provide a further
safeguard for retrieval of data which nust be backed up. As the flags in

t he "CurrentltBHdRdpbe Frpregiatqetbthpssehilntia qhasksgum etrangesienitve 20-
confirmation that successful backup confirmation has taken place, backup
dat a correspEfdPagnt deenribed g givespene wfowetelomaasdmstr Faviléy has been

received is then automatically included within the backup data
5 data transmission, other forms of error detection may be

used.

OTHER USES OF THE BACKUP SYSTEM

10 It will be appreciated that the above backup and restore
systems give the possibility of providing further
functionality to the mobile station 1 either in addition,

or as an alternative, to the backup of data.

15 1. Itemised Billing

The storage of the backup data at the backup service
centre 3 enables the possibility of itemised billing as
indicated in the bill shown in Figure 37. As the
20° database 85 at the backup service centre 3 includes
complete abbreviated dialling number files, this may be
accessed by the billing system processor 95 such that
numbers phoned by the mobile station 1 such as that of
"BOB" may be identified on the bill. Where this number

25 is pre—registered as a preferred number, this may then



nmessage next time a user initiates the use of the backup 25 system by entry
of address data anendnents through the WO 02/071219 PCT/ GB02/01022 - 90
keyboar d.woloe/omi2i4 be appreciated that whil st a checksum &CTaBpenene has
been described to give sone protection against faulty 5 data transm ssion,
other fornms of error detection may be used. OTHER USES OF THE BACKUP
SYSTEM 10 It will be appreciated that the above backup and restore systens
give the possibility of providing further functionality to the nobile
station 1 either in addition, or as ahafternative, to the backup of data.
15 1. Itemsed Billing The storage of the backup data at the backup service
centre 3 end@prean e thossiddisiciomptoforn téuei édlbilling as indicated in the
bill shown in Figure 37. As the 20 database 85 at the backup service centre
3 includes conplete abbreviated dialling nunber files, this may be
accessed by the bllllng systen1processor 95 such that nunbers phoned by
the nobil e -atioBleckicPowslogstingt of' BaRa may be identified on the bil
Where this nunber 25 is pre regi stered as a preferred nunber, this may t hen
WO 02/ 071219 PCT/ GB02/ 01022

5 It will also be appreciated that the data stored in the
backup centre may be used to enter a series of
abbreviated dialling numbers, or other data, to a number
of different mobile stations. This may be particularly
useful in the downloading of a company address book.

10

3. Predictive Subscriber Rating

Referring now again to Figure 28, the predictive
subscriber rating processor 329 is designed to give each

15 user a rating dependent on the user’s predicted usage of
- their mobile phone even when a new user has no call
history. This rating will be used by customer services

for the phone network to ensure that users having a high

rating have priority treatment when they contact customer

20° services.

The predictive subscriber rating processor relies on the
assumption that most subscribers to a telephone service
enter numbers into their phonebook before making calls,

25 or after the first call, incoming or outgoing, to each



- 91 appear with a discount on the bill. 2. "Block" Downl oading of Data 5
It will also be appreciated that the data stored in the backup centre may
be used twOenaberzia series of abbreviated dialling nunber#CT@BRORE dat a,
to a nunber of different nobile stations. This may be particularly useful
in the downl oadi ng of a conpany address book. 10 3. Predictive Subscriber
Rating Referring now again to Figure 28, the predictive subscriber rating
processor 329 is designed to give each__15 user a rating dependent on the
user's predicted usage of their nobi I'egf)hﬁne even when a new user has no
call history. This rating wil| be used by custoner services for the phone
network to SHYRRY t hafhyserky HtiaRFoatiighs tha iDagehBeekwn Genviae eat nent
when they contact custonmer 20" services. The predictive subscriber rating
processor r FeRrridrbasy skpslatarniig Thes muiiese afheng niesa aasttephone
service enter nunbers into their phonebook before making calls, 25 or
after the fitS8T cBPP, iThcbAfhy BF:outfgdieng, 1t olsadPasBd® ofep1dhe

PCT/ GB02/ 01022 - 92 nunber. Thus, by interrogating the Data Backup

Servi ce predictive subscriber rating processor to give each user
5 a rating dependent on their predicted usage of their
phone.

4. Fraud Management Svstem

10 With regard to the fraud management system 331, this
system is designed to identify possible fraudulent use

of a phone.

Known systems for identifying potentially fraudulent use
15 rely on detecting frequent high cost calls of long
duration to premium numbers or particular international
destinations using rules and pattern matching. There is
a problem with such systems that pattern matching can
only occur after several high cost calls have already
20 been made. Furthermore, there is the possibility that
such usage may not be made fraudulently, but is made by
a genuine user making genuine long distance calls. By
use of the data in the data backup service database, it
is possible for a fraud management system to interrogate

25 the database in order to isolate possible fraudulent use



Centre database to determ ne the nunber of entries each wuser has in their
EFADN file, it is possible for the predictive subscriber rating processor
to give esohn203R195 a rating dependent on their predictedpPasagpp2oiozeheir
phone. 4. Fraud Managenent System 10 Wth regard to the fraud nanagenent
system 331, this systemis designed to identify possible fraudul ent use
of a phone. Known systens for identifying potentially fraudulent use 15
rely on detecting frequent high cost calls of long duration to prem um
nunbers or particular international ~ tinations using rules and pattern
matching. There is a problemw th such systens that pattern matching can
only occur &% & pbeper allthipghrtdestlagal the Hepdd ol imendyp f20msddennade.
Furthernore, there is the possibility that such usage may not be made
f raudul ent | yoe Ritgigeddeayy the @gahabaseaser naki ng genui ne | ong di stance
calls. By wuse of the data in the data backug service database, it is

e

possi bl e for(h) f rkidlanakarenf Sared pbonppepkogatsigs it he dat abase in
order to isol ate possible fraudul ent use WD 02/071219 PCT/ GB02/01022 - 93
of a phone. (%) pdragwrgy, AheiuiakamknghprAeFMati on can be obtained from

t he dat abase: X ) )
5 (3) Phonebook entries with no matching outgoing or

incoming calls; and
(4) A complete phonebook including names, numbers and

EF,y records.

10 The following rules can then be applied from this
information to determine possible fraudulent use from a
particular mobile station:

(1) High call volume, but few or no phonebook entries;
(2) If there are any phonebook entries, whether there

15 have been any changes since the original update;

(3) If there are any phonebook entries, whether few if
any of them are outgoing or incoming calls; and

(4) Whether the stored phonebook matches a previously
stored fraudster’s pattern of user.

20
It has been found that some fraudulent users tend to make
calls to the same destination numbers at the same time
of day from the same mobile phone cell locations. Where
a fraudulent user has been identified, their phonebook

25 and usage pattern can be stored enabling the fraud



(1) Total nunber of stored phonebook entries; (2) Frequency of phonebook

changes; 5 (3) Phonebook entries with no matchi ng out goi

ng or incom ng

cal l's; amao(4p7r1conpl et e phonebook i ncl udi ng nanes, nunb@cCs/Gaed/01EEADN
records . 10 The follow ng rules can then be applied fromthis information

to determ ne possible fraudul ent use-froma particular
H gh call volunme, but few or no phonebook entries; (2)

nmobi l e station: (1)
If there are any

phonebook entries, whether there 15 hgye been any changes since the

original update; (3) If there are any phonebook entri es,

whet her few if

any of them are out oj n i ncom ngacal | s; and.  (4) V\het her the stored

phonebook mefth2ZeH rﬂf?e ?’6\5%‘1:‘?/ 5Por

nf i fydEustherpfresAnlentydise,

20 It

has been found th t sone % gudul ent users tend to nake <calls to the sane

desti nati on %Y]Wf)e gfaret

cell | ocations. V%?% fr duI ent user_has been identified, their
& pelt et

phonebook 2535

aé’tdoﬁrl?d“a&?&kﬂnitnéytsﬁénf'r aud WO

aRBePPe BCRHAYSI9DnPe HeeSRfre RBBE E9Phone

02/ 071219 PCT/ GBOZ/01022 - 94 rranagenent service to identify further
fraudul ent use,

5

10

15

20

25

If no usage patterns are stored, a usage pattern test can
still be run through the data backup service database

using the usage pattern of a previous fraudulent user.

It will be appreciated that, whilst the fraud management
system 331 is shown within the application server 203,
where the fraud management system is run by a third party
to the system operator for the backup and restore
service, the fraud management system may run on a

separate server.

It will also be appreciated that whilst the invention is
particularly appropriate to the backup of abbreviated
dialling number data on a SIM card in a mobile phone, the
invention may also be used to backup other data,
particularly on a number of mobile stations. This may
be other data stored on either the SIM card or within the
mobile phone within a mobile station. Alternatively, the
data backup/restore service may be used to backup and
restore other data, for example within a personal

computer or a personal data apparatus.



even before it happens. Such usage patterns would be stored by a third
party fraud managenent system 5 If no usage patterns are stored, a usage
pattern twetozoan19 still be run through the data backup ser¢irgBodatebase
usi ng the usage pattern of a previous fraudulent user. It wll be

appreci ated that, whilst the fraud nmanagenent 10 system 331 is shown within
the application server 203, where the fraud managenent systemis run by a
third party to the systemoperator forthe backup and restore service,
the fraud nanagenment systemnmay run on a separate server. 15 1t wll also
be appreci at pgatfpat whilst the invention is particularly appropriate to

t he backup of abbreviated dialling nunber data on a SIMcard in a nobile
phone, the invention may al so be used to backup other data, 20
particularly on a nunber of nobile stations. This may be other data stored

on either the.SIMACIAONsbLRLD Harelid:e pDONG A L NI 3 RRIL g, Stat i on.

Alternatively, the data backup/restore service may be use up and
per sonal dat 57 apemy ot s BrBes 8 b T R TS s TERE ikd
5 stored in a plurality of data storage systems, the data
storage system comprising:
means for updating data stored in the data storage
system;
means for producing a data message including a copy
10 of the updated data; and
means for wirelessly transmitting said copied data

to said remote data storage system for storage.

2. A system according to claim 1, in which the data

15 storage system is a storage means in a mobile station.

3. A system according to claim 2 in which the storage
means is a memory in a Subscriber Identity Module card
for a mobile phone.

20.
4. A system according to claim 2 or 3 in which the data

is abbreviated dialling code data.

5. A system according to any one of claims 1 to 4

25 including means for automatically wirelessly transmitting



1. A data storage systemfor use in a data backup systemfor backing up in
a renote database system data 5 stored in a plurality of data storage
systens, wbedana storage system conprising: nmeans for updatGBugodaea
stored in the data storage system neans for producing a data nessage
including a copy 10 of the updated data; and nmeans for wirelessly
transmtting said copied data to said renpbte data storage systemfor
storage. 2. A systemaccording to claimgl,—in which the data 15 storage
systemis a storage nmeans in a nobile station. 3. A systemaccording to

claim2 in Wil Upasbarades 1HRahe bstaLHBEDEYs{dhn HoWRIEHPeE Laantity
Modul e card for a nobile phone. 20. 4. A systemaccording to claim2 or 3

in which theddafaa in $habbeewi atedadeaklspgmcode data. 5. A system according
to any one of clains 1 to 4 25 including neans for automatically

wirelessly transmtting WO 02/071219 PCT/ GB02/01022 - 96 said updated
data to the database system on update of the data in the data storage
system 6. Ae6systeamsgeeemdabgoiaiabaie 81hnal §diAGluding:

5 a storage means includin§ a flag in respect of each
set of data for indicating which sets of data in the data
storage system have been updated since updated data was
last transmitted; and

means for inserting updated data in a data message

10 to be transmitted.

7. A system according to claim 6 including means for
periodically calculating a checksum for each set of data
stored in the data storage system; and
15 means for comparing the calculated checksum with a
stored checksum for the set of data;
wherein each said flag is indicative of whether the

checksum and stored checksum are the same.

20 8. A system according to claim 7 when dependent on
claim 5 in which the calculating of checksums for each
set of data is performed sequentially in a series of time

slots when the mobile station is in an "idle" mode.

25 9. A system according to any one of the preceding



5 a storage neans including a flag in respect of each set of data for

i ndi cating which sets of data in the data storage system have been updated
si nce updwDedotata was |ast transmtted; and neans for i msgErdBoagi2pdat ed
data in a data nessage 10 to be transmtted. 7. A systemaccording to
claim6 including neans for periodically calculating a checksumfor each
set of data stored in the data storage system and 15 nmeans for conparing
the cal cul ated checksumwith a storedgghecksumfor the set of data;
wherein each said flag is indicative of whether the checksum and stored

heck . 8 [ i.m_7 dent
on ol i m 5 KRR chi e gh) ShPalRg B Erackat b e, Ll e i JERTEET

performed segyentially,bo a series of tine slots when the nobile station
is in an "idle" node. %5 9. A system according to any one of the preceding
WO 02/ 071219 PCT/ GB02/01022 - 97 <clainms in which the data is transmtted
in a series of data nessages. 10. A system according to any one of the

preceding 516l ai A5 Jy i CHcE8E4i GRS ALy Wohel 658! ¥nbr isEddi
conprises neans for &g%erating a éﬁ%rt Nbsgége Servi ce 1y
5 claims in which said means for wirelessly transmitting
comprises means for generating a Short Message Service

message including the updated data for transmission to

the remote database system.

10 11. A system according to any one of claims 1 to 9 in
which said means for wirelessly transmitting comprises
means for generating a signal including data for

transmission via the Internet.

15 12. A system according to any one of claims 1 to 11
including means for receiving restore data wirelessly
transmitted to the data storage system from the remote
database system, and means for storing said restore data
in said data storage system.

20
13. A system according to claim 12 in which said means
for receiving is a means for receiving short message

service messages including said restore data.

25 14. A system according to claim 12 in which said means



message i ncluding the updated data for transmssion to the renote database
system 10 11. A system according to any one of clains 1 to 9 in which
sai d nearwofoe7mie el essly transmtting conprises neans f@cTg®Bweoareng a
signal including data for transmssion via the Internet. 15 12. A system
according to any one of claims 1 to 11 including neans for receiving
restore data wirelessly transmtted to the data storage systemfromthe
renote database system and nmeans forggtoring said restore data in said
data storage system 20. 13. A systemaccording to claim12 in which said

means for r [RYSgalo Pl : Vi S . age vice
messages i nc udi%%@§%#%n€eg§@ glgg%a%%%gsl ) A\ggé%%ﬂ?gicgrgrﬁﬁﬁ¥%§clain112

in which saigAmans ¥ @4/ QhL2ERLBEAEEBORLOIRA <a Bfft of £ RN NY

conprises nmeans for receiving a nessage transnitte e I nternet
including said restore data. 15. A database systemfor use in a database
backup 5 system for backing up at a database system data stored in a

plurality ofjslat e storaggsaysdaied efBLe JdePMAhe G2 AHASE DEIURIP
conprising: neans for receiving data wirelessly transmtted from
5 system for backing up at a database system data stored
in a plurality of data storage systems remote from the
database system comprising:
means for receiving data wirelessly transmitted from
each of the plurality of remote data storage systems on
10 update of the information stored in each data storage

system; and

means for storing said received data.

1l6. A database system according to claim 15 including
15 means for wirelessly transmitting a message to the remote
data storage system to indicate that successful storage

of said received data has taken place.

17. A database system according to any one of claims 15
20. or 16, wherein said means for receiving said wirelessly
transmitted data includes means for enabling data

transmitted by different modes to be received.

18. A database system according to any one of claims 15

25 to 17, including means for wirelessly transmitting



each of the plurality of renote data storage systens on 10 update of the
information stored in each data storage system and neans for storing said
recei ved weat/o726 A dat abase system accordi ng to cl ai m 1pCrreaoadiozg 15
means for wirelessly transmtting a nessage to the renote data storage
systemto indicate that successful storage of said received data has taken
pl ace. 17. A database system according to any one of clains 15 20. or 16,
wherein said neans for receiving said g4relessly transmtted data includes
nmeans for enabling data transmtted by different nodes to be received. 18.

A dat abase syshpaGEArHi y f [ 5 i.ncl udi ng
nmeans for wirelessly tfﬂ&gﬂf%§1%g ﬁ%ﬁg2?6¥%%%9g26%/éﬁég?é%o%QSt? 9
restore dat a4 O ofaitfidt 0L eAALASQLAge systens based on said
stored received data. 19. A database system according to claim 18,

including 5 means for storing the preferred transm ssion node of each
renote data storage neans. 20. A database system according to claim 18 or

19, whereinogsai ¢ MRAHAR Wiskehe sy Hi /RS Bbt bhBgn’ €5t Oaﬁclmﬂgf .
conpri ses neans for assembly of Short Message Service Messages i ncl udi ng
sai d5rest or eneHA ForRNGLBBEA§ the preferred transmission mode of each

remote data storage means.

20. A database system according to claim 18 or 19,
wherein said means for wirelessly transmitting restore
10 data comprises means for assembly of Short Message
Service Messages including said restore data, and means

for transmitting said short message service messages.

21. - A database system according to any one of claims 15
15 to 20, including data relating to the configuration
settings for each remote data storage means; and means
. for wirelessly transmitting messages to a selected remote
data storage means to change the configuration setting
for the selected remote data storage means.
20.
22. A database system according to any one of claims 15
to 21, wherein the remote database is included in a
mobile station, said data relates to dialling numbers
stored in the remote database, the database system being

25 arranged to provide information relating to the dialling



for transmtting said short nessage service nessages. 21. A database
system according to any one of clains 15 15 to 20, including data relating
to the cowbiograt® on settings for each renote data stora@eTrarmslo2and
means for wirelessly transmtting nessages to a selected renote data
storage neans to change the configuration setting for the selected renote
data storage neans. 20. 22. A database system according to any one of
clains 15 to 21, wherein the renote_dgg@base is included in a nobile
station, said data relates to dialling nunbers stored in the renote

dat abase, thguflBtabasg gygggmyggiggs@émgrranged to provide information
relating to the dialling WO 02/071219 PCT/ GB02/ 01022 - 100 nunbers to a
billing system 23. A database systemaccording to any one of clains 15 to
22, including neans for identifying fraudulent use of 5 a renote data

storage meang3basrpdd@PabiiSe e St sh HRDAding b qﬁyagaéeo%isms 25 A

dat abase system according to any one of clains 15 23, 1 ncluding neans
for performag pzedistieding mdhd Wour Qdéﬁ%ﬁl%y%gaffs{mﬁ@eﬁﬁt ds8lQfage
means based on the data stored in the databaSe System . A dat abase

syst el accor di agmboecliata 4bor&§8PhéSh®dased on the data stored in

the database system.

24. A database system according to any one of claims 15
to 23, including means for performing prediction of
10 future usage of a remote data storage means based on the

data stored in the database system.

25. A database system according to claim 15, comprising
means for wirelessly transmitting the same data to a

15 plurality of said remote storage systems.

26. A data storage method for backing up in a remote
database system, data stored in a plurality of data
storage systems, comprising:
20 updating data stored in the data storage system;
producing a data message including a copy of the
updated data; and
wirelessly transmitting said copied data to said

remote data storage system for storage.

25



means for wirelessly transmtting the sane data to a 15 plurality of said
renote storage systens. 26. A data storage nethod for backing up in a
renote owDabasrisystem data stored in a plurality of datreT/GRoenage
systens, conprising: 20. updating data stored in the data storage system
produci ng a data nessage including a copy of the updated data; and
wrelessly transmtting said copied data to said renote data storage
system for storage. 25 WD 02/ 071219 PGQl1GB02/ 01022 - 101 27. A nethod
according to claim26, in which the data storage systemis a storage neans
in a mobile 5tationetkdd fedBtdingy acs0sding 20, CLAI h2én itReWd @ t he
storage 5 neans is a nenory in a Subscriber Identity nodule card for a
mobi | e phonest@fagd dipita iac corsicigded ndaaignidb & @odllel BoeHiehh the data
is abbreviated dialling code data. 10 30. A nethod according to any one of
claims 26 to 29, including automatically wirelessly transmtting said
updated data to the database system on update of the data in the data
storage syst®n A method according to claim 27, in which the storage

5 means is a memory in a Subscriber Identity Module card

for a mobile phone.

29. A method according to claim 26 to 27, in which the

data is abbreviated dialling code data.

10
30. A method according to any one of claims 26 to 29,
including automatically wirelessly transmitting said
updated data to the database system on update of the data
in the data storage system.
15
31. A method according to claim 30 including:
setting a flag in respect of each set of data for
indicating which sets of data in the data storage system
have been updated since updated data was last
20 transmitted; and

inserting updated data in a data message to be

transmitted dependent on the setting of said flag.

32. A method according to claim 31 including

25 "periodically calculating a checksum for each set of data



15 31. A nethod according to claim30 including: setting a flag in respect
of each set of data for indicating which sets of data in the data storage
system hwo@2beem updated since updated data was | ast 20pPcraympitaed; and
inserting updated data in a data nmessage to be transmtted dependent on
the setting of said flag. 32. A method according to claim31 including 25
periodically calculating a checksum for each set of data WO 02/071219

PCT/ GB02/ 01022 - 102 stored in the_dai storage system and conparing the
cal cul ated checksumwi th a stored checkKsumfor the set of data; wherein
each said fla indigc tige of whether the 5 ch(&/({:]ksum and stored checksum

are the sane?g%%gdﬁgﬂﬁF 9d 3%%0?5?¥€F?(§¥§Eﬁ¢ﬁfﬁ? en dependent on claim

30, in which the calculating.of checksuns,for each set,.of _d S
per f or ned sequent‘ig%lpﬁ)?/r%?\gagcsheer [ %gslf%lff?uﬁ’er% csfscgﬁgf“s %terh Ph%tt?roo eﬁle

station is i&%g‘kﬂlﬁgr@ggsg@oé gr;é%pd according to any one of clains
n Ircht a

26 to 33, i € da is'transmited in a series of data nessages.

15 wherein each said flag is indicative of whether the

5 checksum and stored checksum are the same.

33. A method according to claim 32 when dependent on
claim 30, in which the calculating of checksums for each
set of data is performed sequentially in a series of time

10 slots when the mobile station is in an "idle" mode.

34. A method according to any one of claims 26 to 33,
in which the data is transmitted in a series of data

messages.

15
35. A method according to any one of claims 26 to 34,
comprising generating a Short Message Service message
including the updated data for transmission to the remote
database system.

20.

36. A method according to any one of claims 26 to 34,
comprising generating a signal including data for

transmission via the Internet.

25 37. A method according to any one of claims 26 to 36,



35. A nethod according to any one of clains 26 to 34, conprising
generating a Short Message Service nessage including the updated data for
t ransm sswonm2ooi2the renote database system 20. 36. A netthodBcooRdi ng to
any one of clainms 26 to 34, conprising generating a signal including data
for transmssion via the Internet. 25 37. A method according to any one of
clainms 26 to 36, WD 02/071219 PCT/ GB02/01022 - 103 including receiving
restore data wirelessly transmtted t he data storage systemfromthe
renot e dat abase system and storing said restore data in said data
storage system met hod accordi ng,t.0 cl.ai -whi ch. ort

38. 3 i
nmessage serv%egllﬁ%%%%gé\?cf%ﬂw rﬁgess%?%e %asﬁamwelr Q‘]tefglé} g%?%%ﬁeﬁo 39. A
met hod accorﬁbngcﬁeo %gé ms%ra'g% o %&-be?n? TESR o %%%8 g‘ﬁé%aﬁ%%%’ { he

I nternet including said réstor S (Y 01" backi ng

d d . red_j I | i f
up at a data g&?eﬁ%’nﬁat‘?ﬂie %%?Jéﬁé‘g H régggrg. ;!%aﬁcga'%tYLno s4afa slofage

systens reno ro e system conpri
storage system.

38. A method according to claim 37, in which a short
message service message including said restore data is

received.

10 39. A method according to claim 37, in which a message-
transmitted by the Internet including said restore data

is received.

40. A method of backing up at a database system data
15 stored in a plurality of data storage systems remote from
the database system comprising:
receiving data wirelessly transmitted from each of
the plurality of remote data storage systems on update
of the information stored in each data storage system;
20. and

storing said received data.

41. A method according to claim 40, including wirelessly
transmitting a message to the remote data storage system

25 to indicate that successful storage of said received data



receiving data wirelessly transmtted fromeach of the plurality of renote
data storage systens on update of the information stored in each data
storage swetoeny12120. and storing said received data. 41. ARcmsBwdieecor di ng
to claim40, including wirelessly transmtting a nessage to the renote
data storage system 25 to indicate that successful storage of said

recei ved data WO 02/ 071219 PCT/ GB02/01022 - 104 has taken place. 42. A
met hod according to either of claims_40,pr_41, wherein data transmtted by
different transm ssion nodes 5 may be received. 43. A method according to
any one of c{ 3| t including wirelessly transmtting restore data
toyone of sgggnﬁgﬁg?egéégg'storage systens based on said stored 10
received data. 44. A nmethod according to any one of clainms 40 to 43,
including storing the preferred transm ssion node of each renpte data

storage meangy . 15 4fecAiELIOARAGY A% 1008} ki 43, hcldigie gpsenbdl ing

of Short Message Service Messages I'nc I'ng said restore ata, an
transm ttingygal-di8hehta "BSHAGR BRIV KSLdi fferent transmission modes

5 may be received.

43. A method according to any one of claims 40 to 42,
including wirelessly transmitting restore data to one of
said remote data storage systems based on said stored

10 received data.

44. A method according to any one of claims 40 to 43,
including storing the preferred transmission mode of each

remote data storage means.

15
45. A method according to claim 43, including assembling
of Short Message Service Messages including said restore
data, and transmitting said short message sefrvice
messages.

20 .

46. A method according to any one of claims 40 to 45,
including storing data relating to the configuration
settings for each remote data storage means; and
wirelessly transmitting messages to a selected remote

25 data storage means to change the configuration setting



messages. 20. 46. A nethod according to any one of clains 40 to 45,
including storing data relating to the configuration settings for each
renot e dawe gponrage neans; and wrelessly transnmtting nmMPSIABI/0122a

sel ected renote 25 data storage neans to change the configuration setting
WO 02/071219 PCT/ GB02/01022 - 105 for the selected renpte data storage
means. 47. A nethod according to any one of clains 40 to 46, wherein the
renot e database is included in a nnbilgp 5 station, said data relates to
dialling nunbers stored in the renote é?abase, t he dat abase system bei ng

arranged tOf8£0§hgz§éfégééﬁh%§ﬁo£glgééém%tékérg ﬁheﬂéi ng nunbers to a

e
billing system according to y Ofie Of clains 26 to 47,

i ncluding identifying fraudul ent use of a renote data storage neans based
on the data stored in the database system 15 49. A nmethod according to

any one of clal ”EAzngeIcRoézaccEQEEHQngbggg ghyi tB%e%g,ﬁ‘ﬂn%t i4Q)”eth Jyture

usage of a renote data storage nme d on ata stor in the

database sysif@le?f 3} AMBLAOGACHAA NGk t 0n8h BHBU26 L CAMREdS W

5 station, said data relates to dialling numbers stored in
the remote database, the database system being arranged
to provide information relating to the dialling numbers

to a billing system.

10 48. A method according to any one of claims 26 to 47,
including identifying fraudulent use of a remote data
storage means based on the data stored in the database

system.

15 49. A method according to any one of claims 26 to 47,
including performing prediction of future usage of a
remote data storage means based on the data stored in the

database system.

20. 50. A method according to claim 26, comprising
wirelessly transmitting the same data to a plurality of

said remote storage systems.

51. A data backup system including a plurality of data

25 storage systems each according to any one of claims 1 to



wirelessly transmtting the same data to a plurality of said renote
storage systens. 51. A data backup systemincluding a plurality of data 25
st orage swetoensl2e¢ach according to any one of clains 1 to WOTGB0Q/A1R219

PCT/ GB02/ 01022 - 106 14 and a dat abase system according to any one of
claims 15 to 25. 52. A signal for use in a data backup systemaccording 5
to claim51 including: data for identifying one of said data storage
systens and the renote database; data jgpresentative of data stored in the
data storage system and 10 data identifying the operation to be perforned

by whichevers ofndhe database SYHEMAMD NG JalR SLOIRYE ofRANSIAS 1O

receive the data. 53. A nethod of use of a system according to claimb51

15 54. A compites o4 0gram including processor inplenentable steps for
performng all the steps of a nmethod according to any one of clainms 26 to
50 and 53. 20 25

52. A signal for use in a data backup system according
5 to claim 51 including:
data for identifying one of said data storage
systems and the remote database;
data representative of data stored in the data
storage system; and
10 data identifying the operation to be performed by
whichever of the database system and the data storage

means 1s to receive the data.

53. A method of use of a system according to claim 51.

15
54. A computer program including processor implementable
steps for performing all the steps of a method according
to any one of claims 26 to 50 and 53.

20 .

25



