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FIG. 1 

 A state of each of the at least one target object is determined based on the 

target region image

S1011

S102

A target region image in an image to be recognized are acquired according to 

key point information corresponding to each of at least one target object

An identity authentication result is determined based at least part on the state 

of each of the at least one target object

S103

 
FIG. 2 

A state of each of at least one target object is determined based on the target 

region image

S1013

S102

 Mirroring processing is performed on the first region image to obtain a second 

region image, the second region image including a second target object

An identity authentication result is determined based at least part on the state of 

each of the at least one target object

S103

S1012

 A first region image in an image to be recognized is acquired, the first region 

image including a first target object

 

FIG. 3 

The target region image is processed to obtain a prediction result, the 

prediction result including at least one of image validity information of the 

target region image or state information of the at least one target object

S101

S1021

A target region image in an image to be recognized is acquired, the target 

region image including at least one target object

A state of each of the at least one target object is determined according to at 

least one of the image validity information or the state information of the at 

least one target object

S1022

An identity authentication result is determined based at least part on the state 

of each of the at least one target object

S103
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FIG. 5 

The target region image is processed by use of the 
image processing network to obtain a state of each 

of the at least one target object

S101

S1023

A target region image in an image to be recognized 
is acquired, the target region image including at 

least one target object

An identity authentication result is determined at 
least based on the state of each of the at least one 

target object

S103

S104

An image processing network is 
trained according to multiple 

sample images

 

FIG. 6 

The image processing network is trained according to the multiple 

preprocessed sample images

S1041

S1042

 The multiple sample images are preprocessed to obtain multiple 

preprocessed sample images

 

FIG. 7 

 Model loss of the image processing network is determined according to the 

prediction result and labeling information corresponding to the sample image

S1043

S1044

The sample image is input to the image processing network for processing to 

obtain a prediction result corresponding to the sample image

A network parameter value of the image processing network is regulated 

according to the model loss

S1045
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The target region image is processed by use of the 
image processing network to obtain a state of each 

of the at least one target object

S101

S1023

A target region images in an image to be 
recognized is acquired, the target region image 

including at least one target object

An identity authentication result is determined at 
least based on the state of each of the at least one 

target object

S103

S104

An image processing network is 
trained according to multiple 

sample images

S107

Labeling information of the at least one extended sample image is 
obtained based on conversion processing executed on the at least one 
initial sample image and the labeling information of the at least one 

initial sample image

S106

Conversion processing is performed on at least one initial sample 
image in the multiple initial sample images to obtain at least one 

extended sample image

S105

Multiple initial sample images and 
labeling information of the multiple 
initial sample images are acquired

 

FIG. 9 

The target region image is processed by use of the 
image processing network to obtain a state of each 

of the at least one target object

S101

S1023

A target region images in an image to be 
recognized is acquired, the target region image 

including at least one target object

An identity authentication result is determined 
based at least part on the state of each of the at least 

one target object

S103

S109

 A threshold parameter of the image processing 
network is determined based on the prediction 

result of the test sample and labeling 
information of the test sample

S104

An image processing network is 
trained according to multiple 

sample images

A test sample is processed by use of the image 
processing network to obtain a prediction result 

of the test sample

S108

 

FIG. 10 

Under the condition that there is the preset image information in the base 

database matched with the image to be recognized , a state of each of the at 

least one target object is determined

S110

S1024

Whether there is preset image information matched in a base database with 

the image to be recognized is determined

An identity authentication result is determined based at least part on the state 

of each of the at least one target object

S103

S101

A target region image in an image to be recognized is acquired, the target 

region image including at least one target object

 

FIG. 11 
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A state of each of the at least one target object is determined based on the 

target region image

S101

S102

 A target region image in an image to be recognized is acquired, the target 

region image including at least one target object

 Under the condition that the at least one target object includes a target object 

of which the state is eye-open, it is determined that identity authentication 

succeeds

S1031

 

FIG. 12 

A state of each of the at least one target object is determined based on the 
target region image

S101

S102

A target region image in an image to be recognized is acquired, the target 
region image including at least one target object

Under the condition that the at least one target object includes a target object 
of which the state is eye-open, face recognition is performed on the image to 

be recognized to obtain a face recognition result

S1032

An identity authentication result is determined based on the face recognition 
result

S1033

 

FIG. 13 

A state of each of the at least one target object is 
determined based on the target region image

S101

S102

A target region image in an image to be recognized 
is acquired, the target region image including at 

least one target object

 An identity authentication result is determined at 
least based on the face recognition result and the state 

of each of the at least one target object

S1034

 Face recognition is performed on the 
image to be recognized to obtain a face 

recognition result

S111

 

FIG. 14 

A state of each of the at least one target object is determined based on the 

target region image

S101

S102

A target region image in an image to be recognized is acquired, the target 

region image including at least one target object

An identity authentication result is determined based at least part on the state 

of each of the at least one target object

S103

Responsive to determining that identity authentication succeeds, a terminal 

device is unlocked

S112
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A state of each of the at least one target object is determined based on the 

target region image

S101

S102

A target region image in an image to be recognized are acquired, the target 

region image including at least one target object

 An identity authentication result is determined based at least part on the 

state of each of the at least one target object

S103

 Responsive to determining that identity authentication succeeds, a payment 

operation is executed

S113

 

FIG. 16 

Feature extraction processing is performed on the target region image to 

obtain feature information of the target region image

S201

S202

A target region image in an image to be recognized is acquired, the target 

region image including at least one target object

A state of each of the at least one target object is determined according to the 

feature information, the state including eye-open and eye-closed

S203

 

FIG. 17 

Feature extraction processing is performed on the target region image to 

obtain feature information of the target region image

S2011

S202

A target region image in an image to be recognized is acquired according to 

key point information corresponding to each of at least one target object

A state of each of the at least one target object is determined according to the 

feature information, the state including eye-open and eye-closed

S203

 

FIG. 18 

Feature extraction processing is performed on the target region image to 
obtain feature information of the target region image

S2013

S202

Mirroring processing is performed on the first region image to obtain a 
second region image, the second region image including a second target 

object

A state of each of at least one target object is determined according to the 
feature information, the state including eye-open and eye-closed

S203

S2012

A first region image in an image to be recognized is acquired, the first region 
image including a first target object
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Feature extraction processing is performed on the target region image by use 

of a deep ResNet to obtain feature information of the target region image

S201

S2021

A target region image in an image to be recognized is acquired, the target 

region image including at least one target object

 A state of each of the at least one target object is determined according to 

the feature information, the state including eye-open and eye-closed

S203

 

FIG. 20 

Feature extraction processing is performed on the target region image to 
obtain feature information of the target region image

S201

S202

A target region image in an image to be recognized is acquired, the target 
region image including at least one target object

 A prediction result is obtained according to the feature information, the 
prediction result including at least one of image validity information of the 

target region image or state information of the at least one target object

S2031

A state of each of the at least one target object is determined according to at 
least one of the image validity information or the state information of the at 

least one target object

S2032

 

FIG. 21 

 Image acquisition module
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Authentication result 
determination module
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Training module

304

Sample image 
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Training 
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Prediction result 
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submodule

Network parameter 

regulation submodule
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Labeling information 
acquisition module

307

Extended sample image 
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FIG. 23 

Target region image 
acquisition module

401

402

Information acquisition 
module

Determination module

403

 

FIG. 24 

Target region image acquisition module
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402

Information acquisition module

Determination module

403

First acquisition 
submodule
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Second acquisition submodule

4012

Third acquisition submodule

4013

Fifth acquisition submodule
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4032

 

FIG. 25 

divya
Rectangle

divya
Typewriter
7/8



 

 

88 

 

Memory

Power 

component

Multimedia 

component

Audio 

component

 Communication 

component

Sensor 

component

Processing 

component

Processor

 I/O interface

804
800

806

808

810

812

820

816

814

802

 

FIG. 26 
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FIG. 27 
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