METHOD AND SYSTEM FOR DIGITAL RIGHTS MANAGEMENT ENFORCEMENT FIELD [0001] The
present disclosure relates generally to digital rights management. More patrticularly, the present
disclosure relates to embodiments of a method and system for digital rights management enforcement.
BACKGROUND [0002] Digital Rights Management (DRM) is a class of access control technologies that
are used with the_intent to Imit the use fdiital content after the sale or distribuon of the digital content.
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disclosure . GHMMARM describes any technology that inhibits the use of digital content in a manner
not intended by the content provider.
[0003] According to the related art, on the purchase of digital content, DRM is associated
with the digital content. For example, a compact disc or Blu-ray™ disc may have a region
code associated with the content which only allows players associated with that region code
to play the disc. Only on manipulation of the digital content is the user aware that the rights
are limited. Issues can occur when digital content is purchased via an online purchase with
which the content is downloaded and DRM limits the use of the digital content through online
control via a server or other content distributor. If a user limits the user’s online presence, the
DRM may not be enforced and the user may be able to access the content in a manner that
is unintended.
[0004] It is, therefore, desirable to provide a method and system for digital rights
management enforcement that mitigates at least one disadvantage of previous systems.
[0005] The above information is presented as background information only to assist with
an understanding of the present disclosure. No determination has been made, and no
assertion is made, as to whether any of the above might be applicable as prior art with
regard to the present disclosure.

SUMMARY

[0006] In afirst aspect, the present disclosure provides a method for enforcing Digital Right
Management (DRM) using a client device, the method including: determining client
requested digital content; retrieving DRM data associated with the requested digital content;



[0006] In a first aspect, the present disclosure provides a method for enforcing Digital Right Management
(DRM) using a client device, the method including: determining client requested digital content; retrieving
DRM data associated with the requested digital content; bundling the associated DRM with the requested
digital content; transmitting the bundled DRM and digital content to the client device; and enforcing the
DRM on the client device. [0007] In a particular case, the method may further include storing the
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[0010] In a particular case, the retrieving of the DRM may include querying a learning
management system.

[0011] In another particular case, the determining of the client requested digital content
may further includes determining user data related to a user requesting the digital content.
[0012] In yet another particular case, the retrieving of the DRM may include retrieving DRM
related to the user data. In some cases, the user data may include at least one of user
identification data, user membership data, user role, and user’s intended use of the data.
[0013] In a particular case the enforcing of the DRM on the client device may comprise
determining whether the client device has appropriate rights for performing a requested
operation in relation to the digital content based on DRM stored on the client device.

[0014] In another particular case, the determining of whether the client device has the
appropriate rights for performing the requested operation in relation to the digital content may
be performed using information stored locally on the client device.

[0015] In yet another particular case, the determining of whether the client device has the
appropriate rights for performing the requested operation in relation to the content may be
performed without requiring further information relating to digital rights associated with the
content to be transmitted to the client device.

[0016] In further aspect, the present disclosure provides a system for enforcing Digital
Right Management (DRM) on a client device, the system including: the client device
configured to issue a request for digital content; a content review module configured to
retrieve DRM data associated with the requested digital content; a bundler module



[0014] In another particular case, the determining of whether the client device has the appropriate rights
for performing the requested operation in relation to the digital content may be performed using
information stored locally on the client device. [0015] In yet another particular case, the determining of
whether the client device has the appropriate rights for performing the requested operation in relation to
the content may be performed without _requirir@fur_ther information relating to digital rights associated with
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another particular case, the content review module may be further configured to retrieve DRM related to
the user dif4letermine user data related to a user requesting the digital content.

[0020] In still yet another particular case, the content review module may be further
configured to retrieve DRM related to the user data.

[0021] In a particular case, the user data may include at least one of user identification
data, user membership data, user role, and user’s intended use of the data.

[0022] In another particular case, the enforcement module may be further configured to
determine whether the client device has appropriate rights for performing a requested
operation in relation to the digital content based on DRM stored on the client device.

[0023] In yet another particular case, the enforcement module may be further configured to
determine whether the client device has the appropriate rights for performing the requested
operation in relation to the digital content is performed using information stored locally on the
client device.

[0024] In still yet another particular case, the enforcement module may be further
configured to determine whether the client device has the appropriate rights for performing
the requested operation in relation to the content is performed without requiring further
information relating to digital rights associated with the content to be transmitted to the client
device.

[0025] Other aspects and features of the present disclosure will become apparent to those
ordinarily skilled in the art upon review of the following description of specific embodiments in
conjunction with the accompanying figures.



[0021] In a particular case, the user data may include at least one of user identification data, user
membership data, user role, and user's intended use of the data. [0022] In another particular case, the
enforcement module may be further configured to determine whether the client device has appropriate
rights for performing a requested operation in relation to the digital content based on DRM stored on the
client device. Eﬁﬁﬁln et another particular case, the enforcement module may be further configured to
determine WH 8%|%MQE£ HgsDtﬁé“%ﬂ%%riate rights for performing the requested operation in
relation to [0@24]git&Encioodent msspefriosped ergideg cidenmatio metobeddksaibe obihe ati ehexkavige. [0024] In
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[0030] Fig. 4 illustrates an example of a user display of a client device using a system for

digital rights management enforcement according to an example embodiment.

[0031] Throughout the drawings, like reference numerals will be understood to refer to like

parts, components, and structures.

DETAILED DESCRIPTION

[0032] The following description with reference to the accompanying drawings is provided
to assist in a comprehensive understanding of example embodiments of the system and
method as defined by the claims and their equivalents. The following description includes
various specific details to assist in that understanding but these are to be regarded as merely
exemplary. Accordingly, those of ordinary skill in the art will recognize that various changes
and modifications of the embodiments described herein can be made without departing from
the scope and spirit of the invention. In addition, descriptions of well-known functions and
constructions may be omitted for clarity and conciseness.

[0033] The terms and words used in the following description and claims are not limited to
the bibliographical meanings, but, are merely used by the inventor to enable a clear and
consistent understanding of the embodiments of the method and system described herein.
Accordingly, it should be apparent to those skilled in the art that the following description of
example embodiments is provided for illustration purpose only and not for the purpose of
limiting the invention as defined by the appended claims and their equivalents.

[0034] Generally, the present disclosure provides embodiments for a method and system
for Digital Rights Management (DRM) enforcement. In particular, the embodiments of the
system and method detailed herein provide for DRM to be retrieved from a plurality of



[0028] Fig. 2 is a flowchart illustrating a method for digital rights management enforcement according to
an example embodiment; [0029] Fig. 3 is a flowchart illustrating a method of client side enforcement
according to an example embodiment; and [0030] Fig. 4 illustrates an example of a user display of a client
device using a system for digital rights management enforcement according to an example embodiment.
[0031] Throughout the drawings, like reference numerals will be understood to refer to like parts,
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embodiments of the System and method detailed herein provide for DRM to be retrieved from a plurality of
to an example embodiment. Referring to Fig. 1, the system may include at least one client

device 110, a network device 120, a network 130, a third party server 240 and a learning
management system 250.

[0037] At least one client device 110 accesses the network device 120 via the network
130. The client device 110 may be, for example, an electronic book, an electronic reader, a
tablet computer, a smart phone, a laptop, a handheld gaming console, or the like. The
network device 120 may be a separate computing device configured to transmit and receive
data related to one or more services or applications that run on one or more client devices
110. The network device 120 may be a stand-alone device or an arrangement of two or more
devices working in conjunction with each other. The network 130 may be the Internet, a
Local Area Network (LAN), a Wide Area Network (WAN), a Personal Area Network (PAN), an
enterprise network, a Virtual Private Network (VPN), or the like.

[0038] The client device 110 includes a connection module 140 configured to send data to
and receive data from the network 130. The client device 110 further includes a processing
module 150 configured to execute instructions received from the system 100 and a memory
module 160 (e.g., database for storing, for example, digital content, DRM, or the like), and a
display 175. The client device 110 also includes an enforcement module 170 configured to
retrieve the DRM related to digital content and enforce the DRM with respect to the digital
content.



sources and bundled with the related digital content. The digital content bundled with the DRM is
transmitted to a client device and the DRM are enforced by the client device. [0035] Control over digital
content is increasingly important as individuals accept and adapt to new forms of media. Individuals are
able to access digital content or copyright content through a variety of computing devices, for example,
electronic books or readers, tablet computers, smart phones, laptops, and the like. Individuals may further
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the client device) to the processor 190 for processing. The content review module 200 is configured to
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memory “189#1&'1%302% a student and the student may have access to the digital content during a school
year but the DRM may limit the time the student has access to the digital content and may
further limit the student’s rights to edit or annotate the digital content.
[0044] The content review module 200 may retrieve additional DRM requirements by
querying external devices connected to the network 130. For example, the network device
120 may query a third party server 240 to retrieve additional DRM that may be associated
with the requested digital content. In some cases, the third party server 240 may be a
publication server and may store DRM in relation to digital content. In some cases, the
network device 120 may further query a learning management system 250. As an example,
the learning management system 250 may be associated with an educational institution (or
other organization offering on-line learning to individuals or users associated therewith). The



[0042] The memory module 220 may be a database within the network device 120, and may be
operatively connected to the content review module 200 or may be a component within the content review
module 200. In some cases, the memory module 220 may be a separate database operatively connected
to the network device 120. [0043] The content review module 200 may include a user component 210 that
determines the DRM based on user data, for example, user identification, user role, user intended use of
the digital EGHIEIG BMPERIRL SYSIIR 884 BAY tﬂ@%@ﬁ?@@@@@%‘%ﬁ%@ﬁ@ﬁ?& BifReuser data, the
DRM may requestddi )it rcexampiased ser tice ntidiedots oraaxtimaplef thinaligitalscaaat shajehi@ able to

frther o RS ARG AT GasEec B e e FRIed %ﬁ&ajtw% hndghe student

may have access to t content uring a s hooI year but'the m|tt e time the student
has accesdnethse %Qﬁ&'%ﬁt@ﬂ#ﬁﬂ%? ﬁtrﬂﬁ@feﬁﬁﬁf tﬂ@ﬁlﬁiﬂéﬁ%%@ﬁ‘!' PR FeMESiatk the digital

content. [Odérﬂélﬂaﬂtéanm RNy sunthyeigtle. mayined iewraisbionat EHBMRW%@@M@@@ Wyrquerying
external devices ¢ S%\S oth twor % For xamdoOn tttnernetwork ViC (t)erqa%queeyathlrd

party server 240G Tetieve %grna F%%E/ S8 Hs0cin e%etﬁ‘?ﬁ t&ugg e dlglfaatjcontent In

some cas& ﬂﬂﬁ@ﬂﬁl@bé@@@r\l@@@ﬂ&ﬂ@%@@d hicayRiaBd@r and may store DRM in relation to

digital CO”I@OES‘P SRQ@&%%@&&S@OOSW@K&@M%@@@%% ﬁH@U@éQH@N@I@%&@J@%&@‘ﬁE‘em system
250. As a pIe he Iearnln ement systerﬁ e]%50 ma ssociated w ésle%lg&ed cational

institution éﬁt?z%ﬂl ﬁ%?l ﬁgfﬁ%tf‘éﬂaﬂﬂ ﬁ?rﬁ%ﬂn@lnu% ARt R8s herewith). The
learning rrfamaijaﬂbetﬂatat(erg 26O nergyedietd digite cpaeificaDRMeassociated itMhe seodiésted digital

content basesh gL e 4% FRELERISARRIR S5HTR RERSIRIS Ensoudaal faoRM assaciRisd with the

requested digital content mag include annotation rights. As another examge if the user's role is

"professor ViR ISHRAURYSE Al reT e t‘é&J@%ﬁ”HbW&ltéBﬁ@HPPﬁ%‘Wﬁ maduiitirfy Fidhs. 1t will be
understoodiidratdada RM asablkiateshivittetiie mamﬂwld@nmwmmmbarduﬁmaé@dsw on the

requested t t 00. [0045] As
dlscussedtggg\%&t%%ﬁgn%ttwﬂg Hﬁ%ﬁ% b@(g méﬁ%dre?é% Eét?nl}éﬁq rr%%%ah; %égbe%%éﬂ( bun esrlt?ndsg ule 230
receives tithRifdetes dryice eBerdne dpauefiessdiotrleen BRINEhdiiir Rdnstethdaiarf e Beehe requested
digital Contmﬂsanﬁetﬂtﬁ)aﬁéw@ftedea&\ﬂmf@ $eB6hte Hé%ééiané%wi@terlrﬂa@dJ sebynsiRivdadule 230 is
intended t re t atthe D bundle with th ed d{ l@tg‘%l%er# in a orm such that the
eniorcome e RSB RGTU Br g Lo SRRt S TLCh B M e Rt e DRV
are enforceasse, blyethgrwmmemmeaqummmetmamwmmﬂmmuemm%t«mrk device 120
or other exeynal devirs apedbaequ esiRchialihPaniant (oo o AURARRk ORI R BRRA{ransmitied

to the client device 110. In some cases, the bundler module 230 reviews the DRM to determine whether

the specifif ot REBROMMRdES BRM Qmeel HEM S Sises, the bundler module 230 may format
or otherwi§etdsiendithe BRNMdwdnat i DRidtisadactsd30fer digitakritihe mantgereniew module 200 or

the client %Yb%e%m%%%?g@@ é#‘%r %%Q %yiﬁ%&trn@ﬁtDRM to meet DRM standards [0046] Fig. 2 is a

flowchart illustrating a met t management enforcement according to one example
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content.  memory module 220 and may retrieve further DRM stored externally and associated with the
requested digital content or associated with the user data related to the user requesting the
digital content.
[0049] At 330, the bundler module 230 bundles the DRM with the requested digital content.
[0050] At 340, the bundled DRM and requested digital content are transmitted to the client
device 110. The client device 110 receives the bundled DRM and digital content. In some
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[0049] At 330, the bundler module 230 bundles the DRM with the requested digital content. [0050] At 340,
the bundled DRM and requested digital content are transmitted to the client device 110. The client device
110 receives the bundled DRM and digital content. In some cases, the client device 110 may unbundle
the DRM and associated digital content and store both the requested digital content and the DRM in the
memory module 160. [0051] At 350, the enforcement module 170 enforces the DRM on the client device
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may be infi0a8} tHfartse is Rigt featitediheayder eccaapde,the @ntennessage, an audible warning or the

k. In Stiljgaas caRer ERN MEBUIIRIBUIRLAE (SIHPE EIROPBAENEH guiig e user or othenvise

displayed emphatically (e.g., in_relation to other nonrestricted items). [0057] At 450, the enforcement
module 17@‘fﬂﬁ§¢@%ﬁtﬁ?@8%'8e‘!@erﬂ¥@mﬂ‘£ PEeraspairtes, wilthiherhdiaténniral MAAMRe associated
DRM that e ennitendriasexpiicchdaultie 1erayr)sommeneanesopyiarddutsegdingdetatelriingdhe digital
content, th§s§¥§t§t%rﬁﬁxﬁ5k the user whether the user wishes to renew access to the digital content. In
some cases, It may be préeferable to simply disable the digital content, for example if it seems likely the

user will WEI9SR] reAbdBEctesenieeRMARitRICSHIRdr0 DTyinegURRite agPdER Bitiaheodigithircontent

relation to the associated DRM.

[0056] At 440, the enforcement module 170 may inform the user as to the DRM associated
with the content and the use allowed with respect to the content. In some cases, the allowed
uses or limited uses may be displayed to the user via the display 175. In other cases, the
user may be informed that a use is not permitted via, for example, an error message, an
audible warning or the like. In still other cases, certain menu items that are restricted may be
greyed out to the user or otherwise displayed emphatically (e.g., in relation to other non-
restricted items).

[0057] At 450, the enforcement module 170 may disable or delete the digital content if the
system 100 determines from the associated DRM that the content has expired for the user.
In some cases, prior to disabling or deleting the digital content, the system may ask the user
whether the user wishes to renew access to the digital content. In some cases, it may be
preferable to simply disable the digital content, for example if it seems likely the user will
want to renew access to the digital content. Disabling instead of deleting the digital content
may allow the user to more quickly renew access. In other cases, the system 100 may delete
the digital content. For example, in an education system the user may be given access to



may allow the user to more quickly renew access. In other cases, the system 100 may delete the digital
content. For example, in an education system the user may be given access to specific digital content
with limited rights when writing an assignment or test and it may be preferable to delete the digital content
on completion of the user's task. [0058] The system 100 and associated methods are intended to ensure
that the DRM associated with user requested digital content is enforced, even if the user reduces or limits

the networtPESIHAAINALBRIRR WIkHIBILRAEO MOV BSPIVINh E YRS SIIRMIGNA Y dr8! 0L Sigital content
and transmptttiiecatiie to Rdlkvei thdhigiiitaintantent;dhwpisyistent theQuseiyeaxked to enforce the DRM locally

the cli icer 0 j iopalinstitution. Th
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management system 250 may limit the printing, sending..sharing, annotating or ying,of the material
(e, dona e A e B D g R R A e e
copying oftenenéiieeathsohRMtlesalBoerotheelieneaglyidryital content and the learning management system

may 250 WWS@PQW?E&M@C%%&@QMQW%U&%P%Q%&W an %cgﬂMViﬁéﬁWiBﬁ. %@QI@QPQ of the
digital content, or the like, 060‘] In an tIPlgr exampé%:tthe igital content maé/ m%aeche n associated DRM
t GiRigr g

that only 2NN <ESH&ThY Wi SRNERS ARAATESIRART drU LB AUGIYERS &'2d(ise or having
the same ilrstrucgomariagdeamisgsieanage arehothestexte R0 draigdse( ggeribid patbteaniae2d@) dppropriate

essociated O 10836 KSR ASASIOHEY 0 s L B SSERRAIECLORM g gt he

digital content are restricted in the desired manner. [0061] In yet another example, the DRM may specify
an expiry @S HGPBENIMENResTRE Skte %@%&@HWHW@%@' Wi by querying
the courseappbedding stopyiiy thicthearairgan@nqgegienicsystem Ebbetngsdhidsijean dddedietermines

th > 1 t ified. ith.tk t the DRM
esoaated B R e S e 8 S T erates
an examplevstd gicial santrsprip 178 lepeioRagagRiBe 6)siany may 280 ane Yemeritarrights

managemesi RS et RFSAFRINGD YAl SR RIMRadineNftashdReferargiaifdenténthe user has
previously re%l%\jl ted digital content and the client device 110 has stored the digital content and

associated®D he user may have limited
[0060] In another example, the digital content may include an associated DRM that only

allows sharing annotations of the digital content to users registered in the same course or
having the same instructor. The learning management system 250 may be queried to
determine the appropriate associated DRM for each user which is intended to ensure that the
associated DRM bundled with the digital content are restricted in the desired manner.

[0061] In yet another example, the DRM may specify an expiry date that may be tied to a
course date and the system 100 may retrieve this date by querying the course schedule
stored in the learning management system 250. Once the system 100 determines the course
date, the system 100 may bundle the modified DRM with the course date such that the DRM
associated with the digital content are further associated with the course schedule.

[0062] Fig. 4 illustrates an example 500 of a user display 175 of a client device 110 using a
system 100 for digital rights management enforcement according to an example
embodiment.

[0063] Referring to Fig. 4, the user has previously requested digital content and the client
device 110 has stored the digital content and associated DRM. The user may have limited



rights to the digital content and the enforcement module 170 may retrieve and enforce the DRM locally. In
this example, the user may attempt to copy a particular passage of the digital content. If the user does not
have the access to copy the digital content (e.qg., the particular passage of the digital content, a
percentage of the digital content exceeding a predefined threshold, or the like), when the user attempts to
copy the digital content, the enforcement module 170 will notify the user that this operation (e.g., the
copying of AI%Igita? AR NENb APE fRIHOTFPE L RS O SRWRIRLCLAM AR BetBRven a
message TIR\Mstatialty thethinitsdmiplet, thetisavingyth& st tsizatipa acaplarf@&HIEN theedigitay further
be aiven AARIANHE AR LeuEn e serhas Ao THelioR I BT DY elssliagrotate Ine
particular passage of the digital content as oppose to copying the particular passage of the digital content.
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enhance thet@ssotiteed DRMEeItatRh adh HFNdh asiscPpREkaraivR) Bynsasras 2 T@cstaiinadee may be

given furthgnipiings: IR HLARGARY AfRBRI2RIHIES cligijal content. [0065] It is intended that the system
100 is con%r d to review the zsstﬁciaéed user data with the client device 110 request for data. The
4 e i

system 10 RS EABAY S SVEB AR ShR IO HADIAY RS HFRIIAFembership to a
class, growpithoszhiimi, libeeismorsy teldu: tooameotatertns e twilladiféssagemetind digitapsomt@yttasve different
DRM bund&ssowgfeotbsgﬁ fiestrloliat santaph b ARBREATEMANE HASAREJqRVESIA O 100 inio the

system 100, and on lo mﬂ_% the system %(9)0 may retrieve previously stored user data related to the user,
or use the HSRAIGEBRiRAAIBIIHIPRHERS R Widlkanhish BRIRSACERABERS (©. 8 IRENABR AHIPmanagement
system 256pctatitiner tasasetibarcient«levicepbiftionay haveddenijficatieassoiasedwish a3aser (e.g., an
IP addresses r li t e i ' cific roup
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digital congsseqetBbyitdhaweeiet thseneasrasatent/eates DRMaE R aties1bmesss ey the
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wish to update the digita .cont‘?ntﬁg associated DRM F%hr example, if t @userc ai??%%j cq ses, then
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content is égﬂtm @Jqli'fre'_to_n the course end date (e.g., so as to extend the appropriate digital rights
conresponfiigp te:disiEacenientie Gwhrredauis asoaslolnfoma cases 08.Ashange of user

data, the system 100 may automatically update the DRM associated with the digital content for the user.
[0067] In SHIANG SN ARV i BOHGHEY rHR R ENRSHE RTth AL Pt S8 HEDRaM AR RrPaRffinistrator.
For examph& Mrinitisdt wctigrusery bpdateaspertafic DR axskipciate diagish ghigitabceotent flavamassgnment.
The instru ish to |imj shari Tol may
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additional SRYASEHISHREFRS RN RSP B ERSESs JigHE8 DRNNSEAHSHEASHIREHBIHE /IR ontent to the
student. If the,instrdetgas®IGNE eyEISMP casrasttsliiclRepryatRmy10 et lieveaanydRitM mspeciated with
the case SE%% andS%ijﬂglegea}wea n‘|j<i:g Inalth;)B nei\rlliti&tg%)é{aa# insér ctor TQﬁC%Qf uee eent module 170
retrieves the DRM SRd enforces the rlgﬁps i the client dévice 110; rgﬁggi ?n som Cgées, the DRM
associatedegithingadnsiesneentsrstamy b dnmiieticaseghtbe Aligsé davige d Gilatbauenotate the digital

content. FRfcRxasanis Hé@dé’ﬁ&émht%?@é'ﬁ(@g@‘,% IFCARERIR e MRS RE e dsianbigkdigt text in a book,
add a note to tﬁxt ina boo%s, or the like, In some cases the ar\a\é)t tjé)rflgrigghts mligsgﬁ restricted such that a

user may o5 PR SHARARRHIF0 SRR LY GHR BEX HsRL: IR GRS Within
certain uséns osgrowyy beerabesstddsOhier tinepdate dinpdessiiifgiogjtébicpoigises of explanation,

numerous [%b'ﬁis AGsSRIIRIHY A I LRBrOYNER IR HEVHRARIRR AR NS Sappdiments.

However, it will be apparent to one skilled in the art that these specific details may not be required. In

other instaPieied Aigig| SRt Rt REM e sirA P ERIKIC RIS SIRTbASYIFFot 4R RSB DB e the
understanclisguseo meaxyaniyheo spelaiticticke tid seh 2 mehpaodidesoamteddreRthefdhexampledimiesmts described
herein are implemented as a software routine, hardware circuit, firmware, or a combination thereof.
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[0070] Embodiments of the disclosure can be represented as a computer program product stored in a
non-transitory machine-readable medium (also referred to as a non-transitory computer-readable
medium, a non-transitory processor-readable medium, or a non-transitory computer usable medium
having a computer-readable program code embodied therein). The machine-readable medium can be any
suitable tangible, non-transitory medium, including magnetic, optical, or electrical storage medium

including &'SREEREIES FRIEesidler s 8RR MBMYRN (8 BPRBRHAsRS B HEMUINRiROYSRBn-volatile),
or similar stedageadétdranisiate Tamel tronditstasitonyemisis sisteer eadiad lenrttedooor ssaancoddise(evgricos sets of

nstructi . o i _ :

processor 5 Lot N e e o e e ey
skill in the GR¥RRAI ]S AE PRIV BIPRISHRALR EHREAHES HsBF fdhdieesisal 88 M@ement the described

implementatiohtatas pissdac: sty eRMNAE tiatedranaitas/dhashioateaatalle megdium. The instructions

stored on n-transitory machjne-readahle medium can.be executed b ocC [ or other suitable
S osesamd B YRR G A e R e S
above-desefibistaiDo dionerample iateihdisdooraayxapdple sertificAMBMassesiaied i Atbgitahnd

variations gghdift Riferiaddgihrmantiiasrrleaiaienisby Ihesenelsiilip sherardivitheuhtgparting from
the scope, w%(_: IS d?fined solel the clai ? appended heretiq. WHAT IS AIMED"E: 1.A met_h(_)d
for onforci AU A ARG ALUB R B (TS0 SR EARI LB EBABHIFR! cetermining
client requessteek t dfita data tihet systaavirl) bR eatacassutdimthiniRNhegegeestdd dititahgontent;

other associated DRM prior to transmitting the digital content to the student. If the instructor

assigns a group case study, the system 100 retrieves any DRM associated with the case

study and bundles any additional DRM initiated by an instructor. The enforcement module

170 retrieves the DRM and enforces the rights at the client device 110.

[0068] In some cases, the DRM associated with the digital content may be annotation

rights. A user may be able to annotate the digital content. For example, the user may be able

to add a caption to an image or video, highlight text in a book, add a note to text in a book, or

the like. In some cases the annotation rights may be restricted such that a user may annotate

but not share the annotations or only be allowed to share the annotations within certain users

or group members.

[0069] In the preceding description, for purposes of explanation, numerous details are set

forth in order to provide a thorough understanding of the embodiments. However, it will be

apparent to one skilled in the art that these specific details may not be required. In other

instances, well-known structures are shown in block diagram form in order not to obscure the

understanding. For example, specific details are not provided as to whether the

embodiments described herein are implemented as a software routine, hardware circuit,

firmware, or a combination thereof.

[0070] Embodiments of the disclosure can be represented as a computer program product

stored in a non-transitory machine-readable medium (also referred to as a non-transitory

computer-readable medium, a non-transitory processor-readable medium, or a non-transitory

computer usable medium having a computer-readable program code embodied therein). The

machine-readable medium can be any suitable tangible, non-transitory medium, including
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bundling the associated DRM with the requested digital content; transmitting the bundled DRM and digital
content to the client device; and enforcing the DRM on the client device. 2. The method of claim 1, further
comprising: storing the requested digital content and DRM on the client device; accessing the digital
content on the client device; retrieving the associated DRM stored locally on the client device; and limiting
use of the digital content as restricted by the DRM. 3. The method of claim 1, further comprising

informing A'A98F 1 PRIBRRI SRTERRLIURSPIME FMn NGk B R A iR roPaat Jifkd R Iaim 1,
further compansing (diBaBldig) aceessryaithiceeyoksilecd digital catitenoasiddtinetbiagdenassaciated DRM. 5.

The meth%g@aﬂr&&sitwmﬁaaané@réﬂagoﬁ’eelﬁga@&b&ﬁ?%ﬁﬁ%@ﬂ@'&?@&?%&ﬁj@m‘?%eéhe

associated D _ o _ _
sequences, configuration information, or other data, which, when executed, cause a

processor to perform steps in a method according to an embodiment of the disclosure. Those
of ordinary skill in the art will appreciate that other instructions and operations necessary to
implement the described implementations can also be stored on the non-transitory machine-
readable medium. The instructions stored on the non-transitory machine-readable medium
can be executed by a processor or other suitable processing device, and can interface with
circuitry to perform the described tasks.

[0071] The above-described embodiments are intended to be examples only. Alterations,
modifications and variations can be effected to the particular embodiments by those of skill in
the art without departing from the scope, which is defined solely by the claims appended
hereto.
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6. The method of claim 1, wherein the retrieving of the DRM includes querying a learning management
system. 7. The method of claim 1, wherein the determining of the client requested digital content further
includes determining user data related to a user requesting the digital content. 8. The method of claim 7,
wherein the retrieving of the DRM includes retrieving DRM related to the user data. 9. The method of
claim 7, wherein the user data includes at least one of user identification data, user membership data,
user role, WHALL SHAMEDB5e of the data. 10. The method of claim 1, wherein the enforcing of the
DRM on the client device comprises determining whether the client device has appropriate rights for

Goice. 13 The M e e e e e e e

appropriatB'#igRe& 98MpBEFBEMIng the requested operation in relation to the digital content is performed

using informationgsiierafinipgalliearrégasdientditgdreonteht:The method of claim 11, wherein the determining
of whether the client.devicsﬁﬁlsgtqg ggggg{éﬁ%mﬁ; ts for performin fhe re !t{ested operation in relation to
ou r [

the content is perr%rrh%\ga%lt ?equmng UFther INTOFmA lfgﬁt?glafﬁ{g tgoélltgeltdl rights associated with the

content to be trarmitied toetaesoiaied idd witls the spqussidd digifareandenigital Right Management
(DRM) on a clientdgyiggirh ereVsi@l<ePDNISIAg digital content to the client device; and

enforcing the DRM on the client device.

2. The method of claim 1, further comprising:
storing the requested digital content and DRM on the client device;
accessing the digital content on the client device;
retrieving the associated DRM stored locally on the client device; and
limiting use of the digital content as restricted by the DRM.

3. The method of claim 1, further comprising informing a user of the DRM associated
with the requested digital content.

4. The method of claim 1, further comprising disabling access to the requested digital
content as defined in the associated DRM.

5. The method of claim 1, further comprising deleting the requested digital content as
defined in the associated DRM.

6. The method of claim 1, wherein the retrieving of the DRM includes querying a

learning management system.

7. The method of claim 1, wherein the determining of the client requested digital content
further includes determining user data related to a user requesting the digital content.
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the client device configured to issue a request for digital content; a content review module configured
to retrieve DRM data associated with the requested digital content; a bundler module configured to
bundle the associated DRM with the requested digital content; a connection module configured to
transmit the bundled DRM and digital content to the client device; and an enforcement module configured
to enforce the DRM on the client device. 14.The system of claim 13, further comprising: a memory

module coffigurel o BeRadIRL ??ﬂmgst\éfaed@ﬂé%gﬁ?é‘?\‘fi%Bflﬁﬁl\wgwﬂﬂ@"&ﬂ%ﬁf e BRMput

componentetaiafiqoited tealidavaa user to access the digital content on the client device; and

9. The method of claim 7, wherein the user data includes at least one of user
identification data, user membership data, user role, and user’s intended use of the data.

10. The method of claim 1, wherein the enforcing of the DRM on the client device
comprises determining whether the client device has appropriate rights for performing a
requested operation in relation to the digital content based on DRM stored on the client
device.

11. The method of claim 10, wherein the determining of whether the client device has the
appropriate rights for performing the requested operation in relation to the digital content is
performed using information stored locally on the client device.

12. The method of claim 11, wherein the determining of whether the client device has the
appropriate rights for performing the requested operation in relation to the content is
performed without requiring further information relating to digital rights associated with the
content to be transmitted to the client device.

13. A system for enforcing Digital Right Management (DRM) on a client device, the
system comprising:

the client device configured to issue a request for digital content;

a content review module configured to retrieve DRM data associated with the
requested digital content;

a bundler module configured to bundle the associated DRM with the requested digital
content;

a connection module configured to transmit the bundled DRM and digital content to
the client device; and

an enforcement module configured to enforce the DRM on the client device.

14. The system of claim 13, further comprising:
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the enforcement module further configured to retrieve the associated DRM stored locally on the client
device and limit the use of the digital content as restricted by the DRM. 15. The system of claim 13,
wherein the content review module is further configured to retrieve the DRM by querying a learning
management system. 16. The system of claim 13, wherein the content review module is further
configured to determine user data related to a user requesting the ,di?étal content. 17. The system of

claim 16, whereirf e B8AtERRTEG ERNIBUEIL RS SAHG RS TRk RRVE B R AR Y fhe user

data. 18. The systient dédiem 17, wherein the user data includes at least one of user identification data,

user membershin, 1313, osh (e ARSI ANIEHNISH e0tine date i Je sxaIaR e 13,

wherein the enforcement module Is igured to determine whether the client device has
appropriate rightS¥6PeTsMiRa requested operation in relation to the digital content based on DRM

stored on the cliefedgifisieerdéht theosystarmer cbaliiguk8d terasvihe eatemamenbmadiieds further

configured to determipne whether the client device has the ropriate rights for performj e requested
operation in relatBrA e LR T B S e o R e G018 (e ol et
device. 21. The $§BMm of claim 20, wherein the enforcement module is further configured to determine

whether the client device has the appropriate rights for performing the requested

15. The system of claim 13, wherein the content review module is further configured to
retrieve the DRM by querying a learning management system.

16. The system of claim 13, wherein the content review module is further configured to
determine user data related to a user requesting the digital content.

17. The system of claim 16, wherein the content review module is further configured to
retrieve DRM related to the user data.

18. The system of claim 17, wherein the user data includes at least one of user
identification data, user membership data, user role, and user’s intended use of the data.

19. The system of claim 13, wherein the enforcement module is further configured to
determine whether the client device has appropriate rights for performing a requested
operation in relation to the digital content based on DRM stored on the client device.

20. The system of claim 19, wherein the enforcement module is further configured to
determine whether the client device has the appropriate rights for performing the requested
operation in relation to the digital content is performed using information stored locally on the
client device.

21. The system of claim 20, wherein the enforcement module is further configured to
determine whether the client device has the appropriate rights for performing the requested
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operation in relation to the content is performed without requiring further information relating to digital
rights associated with the content to be transmitted to the client device.

operation in relation to the content is performed without requiring further information relating
to digital rights associated with the content to be transmitted to the client device.
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