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CLAIMS 

 

What is claimed is: 

1.         A computer-implemented method, comprising: 

receiving, by a blockchain system of a blockchain, from a certificate authority distinct 5 

from the blockchain, a digital certificate of a first node in the blockchain and new validity status 

information of the digital certificate, wherein the digital certificate comprises at least one of a 

certificate version number, certificate holder information, certificate authority information, or a 

certificate validity period; 

collating, by the blockchain system, the digital certificate of the first node and the new 10 

validity status information to form new certificate validity information; and 

updating, by the blockchain system, old certificate validity information previously stored 

in the blockchain, to indicate that the digital certificate is invalid, 

            wherein the old certificate validity information and the new certificate validity 

information are assembled based on a valid certificate list for valid digital certificates and a 15 

revoked certificate list for invalid digital certificates, 

wherein updating the old certificate validity information comprises storing the 

new certificate validity information in the blockchain, and 

wherein the new certificate validity information is locally invoked, by a second 

node, to verify validity of the digital certificate of the first node. 20 

 

2. The method according to claim 1, comprising storing, by the blockchain system, the 

digital certificate of the first node in all nodes of the blockchain. 

 

3. The method according to any one of claims 1 to 2,  comprising storing, by the blockchain 25 

system, the digital certificate of the first node in the valid certificate list or in the revoked 

certificate list. 

 

4. The method according to any one of claim 1 to 3, wherein the digital certificate of the 

first node and the new validity status information of the digital certificate are received 30 
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subsequent to the first node sending, to the certificate authority, an application applying for the 

digital certificate. 

 

5. The method according to any one of claims 1 to 4, wherein the second node locally 

invoking the new certificate validity information comprises: 5 

receiving, by the second node, a first request for establishing a first communication 

connection between the first node and the second node, wherein the first request comprises the 

digital certificate of the first node; 

determining, by the second node, whether the digital certificate of the first node is valid or 

invalid based on the new certificate validity information stored locally at the second node; and 10 

when the digital certificate of the first node is determined to be valid based on the new 

certificate validity information, determining, by the second node, to establish the first 

communication connection to the first node. 

6. The method according to claim 5, wherein the new certificate validity information records 

an invalid digital certificate that is revoked, and wherein the second node locally invoking the new 15 

certificate validity information comprises: 

 determining, based on the new certificate validity information, that the digital certificate of 

the first node is revoked; and 

 based on determining that the digital certificate of the first node is revoked, not establishing 

the first communication connection to the first node. 20 

 

7. The method according to any one of claim 5-6, wherein the first request received by the 

second node is sent by the first node based on the SSL protocol or the TLS protocol. 

8. The method according to any one of claims 1 to 7, wherein the digital certificate of the first 

node is invalid before being chained in the blockchain. 25 

9. An electronic device, wherein the electronic device is applied to a blockchain system in a 

blockchain and comprises: 

a processor; and 

a memory, configured to store a computer executable instruction, wherein the computer 
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executable instruction is executed by the processor to perform the following operations according 

to any one of claims 1 to 8. 


