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MANAGING INFORMATION ASSOCIATED
WITH NETWORK RESOURCES

BACKGROUND

{0001 ] Generally described, computing devices and communication networks
can be utilized to exchange information. In one use, a computing device can request
information from content providers via a conununication network. Content providers can
be, for cxample, Web sites such as blog sites, e-commerce sites, search engines, social
network sites and the like. For example, a user of a personal computing device can utilize
a browser to request content {¢.g., a Web page) from a server computing device via the
Interuet. In such embodiments, the user computing device can be referred to as a clieut
computing device and the server computing device can be referred to as the content
provider.

(00021 To facilitate accessing a history of accessed network resources,
browsers provide navigation controls that allow users to provide an indication that they
wish to return to a previously accessed network resource. For example, browsers provide
a graphical icon or control that corresponds to a user request to access the most recent
previously accessed network resource, often referred to as a “back button” or “back
arrow.” Upon receipt of such a request, a browser can utilize an access history of the
network resource identifiers (e.g., URLs) that have been accessed over a defined period
of time to identify the most recent resource identifier Hsted in the history and attempt to
display and/or access the network resource corresponding to the identifier again,
Multiple selections of such a back button navigation control cause the browser to display
the network resources in the reverse order of a particular user’s access history. A
“torward button” navigation control further factlitates selection of content from network
resources in the forward order of the user’s access history.

100031 Because users can access the same network resources multiple times,
browsers often attempt to improve performance and/or convenicnce by maintaimng
information about the network resources {e.g., Web pages) that have been accessed. As
previcusly discussed, the information maintained by the browser applications can include
an access history of the network resource identifiers {¢.g., URLs) that have been accessed
over a defined period of time. The information maintained by the browser application
can also mclude user or account identificrs that are exchanged between the browser

application and the content provider that allow for the 1dentification of users and
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custormzation of content by the content provider. This information roay be retained or
referenced in what is known as “Web cookies,” among other possibilities. Additionally,
the information maintained by the browser application can include information provided
by a user while accessing a network resource, such as user identifiers/login data,
password data, form or text entry data and the like. Suill further, the information
maintained by the browser can include locally stored (e.g., cached) copies of embedded
text, images and other content utilized in the rendering of the network resource, such as in
a file or mewmory.

BRIEF DESCRIPTION OF THE DRAWINGS

{0004} The foregoing aspects and many of the attendant advantages will
become more readily appreciated by reference to the following detailed description, when
taken in conjunction with the accompanying drawings, wherein:

{00051 FIGS. 1(a}) — I{c) depict example user interfaces generated by a
browser for presenting one or more controls corresponding to an mtegrated command o
remove information associated with a current network resource and access a previously
accessed network resource;

100061 FIG. 2(a) 1s a block diagram illustrative of a content delivery
environment including a number of client computing devices and a content provider;

{30071 FIGS. 2{b} and 2{c) are block diagrams of the content delivery
environment of FIG. 2(a) illustrating the accessing of network resources and the
processing of an integrated command to remove information associated with a current
network resource and access a previously accessed network resource;

{0008] FIG. 3(a) is a block diagram tllustrative of a content delivery
environment inchuding a number of client computing devices, a content provider and a
network accessible computing provider;

{0009] FIGS. 3(b)-3{d} arc block diagrams of the content delivery
environment of FIG. 2(a) illustrating the accessing of network resources and the
processing of an integrated command to remove information associated with a current
network resource and access a previcusly accessed network resource;

100101 FIG. 4 15 3 flow diagram of an input processing routine implemented
by a browser for processing integrated commands to remove mtormmation associatod with

a current network resource and access a previously accessed network resource;
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10011 FIGS. 3(a)-5(1) are diagrams illustrative of various user interfaces
generated by a browser for presenting one or more controls corresponding to an
integrated command to remove information associated with a current network resource
and access a previously accessed network resource;

100121 FIG. 6 is a flow diagram illustrative of an integrated command
processing routine implemented by a network resource for processing notifications of the
sclection of an integrated command to remove mtormation associated with a current
network resource and access a previously accessed network resource; and

10013} FIG. 7 15 a diagram illastrative of a user interface generated by a
browser for presenting identifiers indicative of network resources that have been subject
to the selection of an integrated command to remove information associated with a
current network resource and access a previously accessed network resource.

DETAILED DESCRIPTION

10014] Generally described, aspects of the present disclosure relate to the
management of content and information corresponding to the access of content.
Specifically, aspects of the present disclosure relate to the selective management of
inforration collected by a software application such as a browser. The browser obtains
content by accessing a network resource, such as a Web page, from a content provider
and collects information associated with the display and interaction of the network
resource by a user. In one embodiment, the browser presents, among other controls or
icons, a graphical icon that is representative of an integrated command 10 remove access
information collected while accessing the current network resource and to cause the
browser application to return to display a previously accessed network resource. Thus,
respousive to a selection of the graphical 1coun, the browser removes at least a portion of
the access mformation associated with the current network resource and also displays the
previously accessed network resource without any additional interaction from the user.
Accordingly, the user is able to return to the previously displayed Web page and remove
the appropriate access information from the computing device such that the computing
device returns to a state betore the Web browser accessed the current network resource,
all 1n a single action.

{0015} For purposes of tlustration, a user accesses a series of Web pages
utilizing a browser on a client computing device, ¢.g., a tablet computer, a personal

computer, an e-book reader, cic. As the browser 15 accessing each Web page under the
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control of a user, the browser is configured to collect and maintain access information,
such as by adding the URL of the current Web page to a history, storing cookies
transmitted by the content provider and saving password and form information utilized
while the user accessed the Web page. During the particular browsing session, the user
utilizes conventional navigation controls to access a previously accessed Web page {¢.g.,
a “back button”} and return to the Web page (e.g., a “forward bution”}. At some point,
however, the user decides that he or she wishes to not only return to the previously
accessed Web page, but that at least some or all information associated with the current
Web page should be removed by the browser application. In this respect, the computing
device returns to a state before the Web browser accessed the Web page and electronic
artifacts stored on the computing device are removed. Accordingly, the user selects a
different navigation control that corresponds to an integrated command to access the
previously accessed Web page and to remove all the access information the browser
application had collected when the user accessed the current Web page (Mintegrated
command”’}. From the user perspective, the browser deletes at least some or all
information corresponding to the curvent Web page and auvtomatically accesses the
previously accessed Web page by sitaply selecting the integrated coramand,

{3016} In another illustrative example, a user accesses a Web page that
corresponds to a search provider. Based on a search query, the search provider returns a
listing of URLs that may be relevant to the search query. Upon accessing one of the
identified URLs, the user determines that this URL was either not appropriate or not
relevant. By selecting a graphical control] that corresponds to the ntegrated command,
the user can return to the previously accessed Web page that included the search results
and cause the removal of at least some or all information from the browser that 8
associated with the URL that was determined (o be not appropriate or not relevaut,
Additionally, in the same or another embodiment, the browser can be configured to
transmit a notification to the search provider that informs the search provider that the user
utilized the integrated command. As such, the search provider can utilize the information
to, among other possibilitics, modify its relevance ranking systems such that the search
fistings for subsequent queries by the users and/or others 18 modified. In some
embodiments, the scarch provider can modify the presentation of the URL to the user to
be indicative of the user’s previous utilization of the integrated command with respect to

the network resource at that URL. In some embodiments the search provider can alert
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other users that the wntegrated action of deleting and displaying the previous Web page
has occurred with one or more other users.

{00171 According to another example, a user accesses a Web page that
corresponds to an e-commerce provider. The user is browsing a selection of items for
consumption (e.g., sale, rental, etc.) presented through a browser interface. The ¢-
commerce provider uses the browsing activity of the users to later make suggestions to
the user in which the user may be wteresied. For example, if the user has browsed
mystery books in the past, the e-commerce Web site may provide aniomated
recommendations for mystery books in the future. While the user s searching for iterus
in the catalog the user views a product Web page listing details for an item that does not
accurately reflect the user’s interests and for which the user does not want their
automated reconunendations to present related products. To avoid this issue, the user
then sclects the graphical control that corresponds to the integrated command causing the
software browsing application to return to displaying the previously accessed Web page
{c.g., a prior product page, browse page, search result page) and causes the romoval of all
access information from the browser that is associated with the URL associated with the
product page that fists details for the item that does not accurately reflect the user’s
interests. Additionally, in one embodiment, without any additional action by the user, the
browser transmits a notification to the e~-commerce provider informing it that the user
utilized the integrated command. As such, the e-commerce provider can utilize the
information to, among other possibilities, remove the product page from the user’s
browsing history such that its visit does not affect the user’s recommendations. In some
embodiments the e-commerce provider could modify the presentation of the URL to the
user to be indicative of previous utilization of the integrated command or could alert other
users that the 1ntegrated action of deleting and displaying the previous product page has
occurred with one or more other users.

{0018} Although examples are provided in which the browser displays the
most recently accessed network resource in response to a user selecting the integrated
command, in other embodiments the integrated conumand may cause the browser to
display any of a number of other network resources, For example, the browser
application may display a predefined network resource, such as a “home page.”
Additionally, in some embodiments the browser application could display a subsequent

viewed page i a user’s access history n respouse to the integrated command.
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100191 With reference to the previouns Hustrative examples, the user can be
presented with a number of graphical icons that are associated with an integrated
command. In one approach, a browser can include a first graphical icon that corresponds
to a traditional “back button” and a second graphical icon that corresponds to the
integrated command. In this approach, the two graphical icons can be distinguished
based on size, color or placement on the display screen. In another approach, a browser
can inchude a single graphic icon that corresponds to a combination of a conventional
“back bution” and the ntegrated comrnand. In one example, a graphical icon can 1nclade
a portion for selecting the functionality traditionally associated with a back navigation
control and a second portion for selecting the integrated command. In another example,
the control corresponding to the functionality traditionally associated with a back
navigation control is embodied as a small back button icon that can be at least partially
superimposed over a larger icon corresponding to the integrated conunand.

100201 In accordance with another illustrative cxample, a user accesses one or
more Web pages utilizing a computing device that has a touch user interface. As the user
is accessing a particular Web page, the user decides that he or she wishes to not ouly
return to a previously accessed Web page, but that information associated with the current
Web page should be removed by the browser. 1o Heu of manipulating any type of
graphical icon, the user makes some type of gesture on the touch interface {(e.g., a swipe
pattern) or sclects a quadrant of the touch mterface {e.g., holding a finger down fora
predetermined time). Based on the gesture, the browser, without any additional
interaction from the user, deletes all access information on the computing device
corresponding to the current Web page and accesses the previously aceessed Web page.

10021} In accordance with a further dlustrative example, a user accesses one
or more Web pages utilizing a computing device that has andio toput {e.g., a
microphone}. As the user ts accessing a particular Web page, the user decides that he or
she wishes to not only retum to a previcusly accessed Web page, but that at least some or
all information associated with the current Web page should be removed by the browser.
In this example, to initiate the integrated command control, the user utters a
predetermuned phrase, such as “Back and Forget.” Based on processing and maiching the
received voice data, the browser, without any additional interaction from the user, deletes
at least some or all information corresponding to the carrent Web page and accesses the

previously accessed Web page.
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10022 With reference to yet another dlusirative example, a user nitiates a
request for a Web page utilizing a browser. In this example, the request for the Web page
is transmitted to a network accessible computing provider that initiates a network-based
virtual machine instance that requests the Web page on behalf of the client computing
device via a browser executing on the virtual machine instance. The browser executing
on the virtual machine mstance works in conjunction with the browser on the chient
computing device n order to process the content associated with the current Web page.
During a particular browsing session, the user utilizes traditional navigation coutrols to
access one or more Web pages, information of which is maintained as browser access
information at both the client computing device and the virtual machine instance. At
some point, the user selects or initiates a control corresponding to the integrated
command {¢.z., the selection of a graphical icon) and the browser, without any additional
interaction from the uscr, deletes all access information corresponding to the current Web
page maintained on the client corputing device, Additionally, the browscer transmits a
notification to the virtual machine instance to cause the sarue processing of the received
integrated command oun the browser executing on the virtual machine 1nstance.

100231 As used herein, the information collected or generated by the browser
or client computing device while accessing network resources will be collectively
referred to as “browser access information.” However, reference to “browser access
information” does not imply any limitation as to any singular type or specific instance of
information or any combination of information. Additionally, although various examples
in the detailed description describe removal of the browser access information, any
modification of the information that etfectively removes any history of the computing
systen accessing the network resource 1s contemplated. For example, modifications such
as deletion, encryption or obfuscation of the browser access information is conteruplated.
The browser access information could also be medified by moving it to another location
{e.g., in a location not accessible by the browser). Additionally, reference to “client
computing device” will not necessarily be limited to any particular type of device or to
the illustrative examples of devices described herein. Still further, reference to “browser”
will not necessarily be limited as to any type of sofiware application and does not prevent
the incorporation of aspects of the present disclosure into other types of software
applications or operating system functionality, For example, although a browser

application 1s used to describe various embodiments the application could be, among
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others, an application dedicated for the navigation content of a specific remote content
provider such as commonly used on mobile devices, tablets, e-readers and the like.
Although aspects of the present disclosure will be described with regard to an illustrative
network environments and component interactions, flow diagrams, graphical icons and
user interfaces, one skilled in the relevant art will appreciate that the disclosed
embodiments are tlustrative in nature and should not be construed as limiting.

{0024] FIGS. 1{a) — 1{c} depict example user interfaces generated by a
browser SO for presenting one or more controls corresponding to an integrated command
to remove formation associated with a current network resource and access a previously
accessed network resource. With reference to FIG. 1(a), in one embodiment, a user
interface 52 generated by the browser 50 displays a set of selectable controls (e.g.,
buttons) that arc presented to users as they access a network resource. The set of controls
can inclade a first control 54 reflective of a command to access a previously accessed
network resource without deleting any browser access imformation {¢.g., a conventional
“back button™). The set of controls also include a second, separate control 36, labeled
“FORGET,” reflective of an integrated command to remove wmiormation associated with a
current network resource and to access a previously accessed network resource. The user
mnterface 52 can alse include an additional control 58, such as a conventional forward
button, for additional navigation control to access a network resource in the forward
direction of a user’s access history. Browser access information 60 represents
information stored in a client computing device (not shown) relating to the access of a
particular network resource (e.g., user identification nformation, account identification
information, cookies, electronic tokens, cached content and the like). For example, in
FIG. 1{a), a user has searched for mformation related to “ORANGE CAT” at the network

resource www.cats.com and has been delivered the results at

www.cats. conysearch_results.htmal. Block 62 represents the electronic artifacts [eft

behind in the browser access information from the access of this page. These artifacts
may include, for example, cached search results as depicted in FIG. 1(a) and a history of
the access of this network resource. A user then selects, with cursor 64, a hyperlink
representing the search result for “Tabby Cat”, which has an associated network resource

wdentifier of www, spam.contabby himl

100251 FIG. I{b) depicis the resulting Web page delivered by accessing www,

spam.convtabby.himd. The Web page inchudes text and an image represented as
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content 66. In this illustrated example, the text indicates that the user is the one wmilhiouth
viewer of the network resource and that he or she has won a prize. Content 66, among
other information about the user’s access (i.e., history information, cookie information,
etc.}, may be stored in the browser access information 60 represented by block 68, In this
example, when the Web page is displayed the user may realize that he or she 18 not
interested in this Web page and may cven worry that the Web page mcludes malicious
content, As such, the user may select the control 56 labeled “FORGET” to return to the
search results and remove any electronic artifacts related to the access of at feast this Web
page. As described above, control 56 1s reflective of an integrated command to remove
information associated with a current network resource and to access the previously
accessed network resource.

10026] Accordingly, FIG. 1(c} depicts a user interface as depicted after the
user selects the integrated command. Specifically, the search results at the previocusly

accessed network resource {www.cats.comy/search results himl) are shown, However, the

browser access information 60 from block 68 (FIG. 1{b}) has been removed, therehy
feaving uo electronic artifacts, such as content 66 (FIG. 1(b)), based on the access of

wvwy, spar.comy/tabby.htmal, Thus, the user’s selection of the integrated command

deletes the browser access information 60 related to the network resource from the
computing device such that it appears as if the user never accessed the

www,spam.com/iabby html Web site.

100271 With reference now to FIG. 2(a}, a block diagram illustrative of a
content delivery environment 100 for accessing network resources and managing access
information associated with the access of the network resources will be described. As
ilfustrated in FIG. 2(a), the content dehivery environment 100 mcludes a mumber of client
computing devices 102 for requesting network resources frora content providers 1140, o
an tllustrative embodiment, the client computing devices 102 can correspond to a wide
variety of computing devices including personal computing devices, laptop computing
devices, hand-held computing devices, terminal computing devices, mobile devices {(e.g.,
mobile phones, tablet computing devices, e-book readers, etc. ), wireless devices, various
clectronic devices and appliances and the bike. The content delivery environment 100 can
mchude any number of and types of client computing devices 102,

10028} I an itlustrative emabodiment, the client computing devices 102

inchude vecessary hardware and software components for establishing communications
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over a communication network 116, such as a2 wide area network or local area network,
For example, the client computing devices 102 may be equipped with networking
equipment and browsers that facilitate communications via the Internet or an intranet,
100291 lHustratively, the client computing devices 102 may have varied local
computing resources such as central processing units and architectures, memory, mass
storage, graphics processing units, communtcation network availability and bandwidth,
ete. Generally, however, cach client computing device 102 may include one or more
processing units, such as one or more CPUs, The client computing device 102 may also
include systers memory, which ruay correspond to any combination of volatile and/or
non-volatile storage mechanisms. The system memory may store information that
provides an operating system component, various program modules, program data or
other components. The client computing device 102 performs functions by using the
processing unit(s) to execute nstructions provided by the system memory. The client
computing device 102 may also include one or more input devices (keyboard, mouse
device, specialized seloction keys, touch screen interface, stylus, etc.) and one or more
output devices (displays, printers, audio ouiput wechamnisms, eic.). The client computing
device 102 may also include oune or more types of removable storage and one or more
types of non-removable storage. Still further, the client computing device 102 can
include communication components for facilitating communication via wired and
wircless conumunication networks, such as the wireless communication network 116,
(00301 As dlustrated in FIG. 2{(a), the cliont computing devices 102 can
include, among other hardware or software components, a browser 104 for facilitating
access to network resources, such as Web pages provided by the content provider 110,
The browser 104 can correspond to a stand-alone software application ot be wntegrated in
conjunction with other software applications, software components or operating
environments, Alternatively, the software browser application can be a monolithic
application, i.e., the software browser application can include data access instructions. In
this example embodiment, the software browser application can run directly on the
hardware of the computing device 102 and an operating system is not required.
Hlustratively, the browser 104 includes an mput interface component 106 for obtaining
mformation associated with the selection of various user input and determining whether
the input corresponds to an mtegrated command to remove wmiormation associated with a

current network resource and display and/or access a previously accessed network
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resource. The mput interface component 106 is further operable for transmitting
notifications, 1o an entity, of the selection of an integrated command to delete information
associated with a current network resource and display and/or access a previously
accessed network resource. The entity could be, for example, the content provider of the
current network resource, an entity that aggregates information associated with the
integrated command or a network accessible computing provider that executes at least a
portion of the browser, among other possibilitics. The browser 104 also includes an
information management component 108 for processing requests to implement an
integrated comomand to delete mformation associated with a current network resource and
display and/or access a previously accessed network resource. Although the input
interface component 106 and information management component 108 are illustrated as
logically included in the browser 104, the components may be implemented in other
software applications, combined or impiomented as separate, stand-alone software
applications.

{0031 The content delivery environment 100 can also include one or more
countent providers 110 1o communication with the oue or more client computing
devices 102 or other service providers via the commuunication network 116, The content
provider 110 illustrated in FIG. 2(a}) corresponds to a logical association of one or more
client computing devices. Specifically, in some embodiments, the content provider 110
can include a Web server 112 corresponding to one or more server computing devices for
obtaining and processing requests for content {such as Web pages or Web service
information) from the client computing devices 102, One skilled i the relevant art will
appreciate that the content provider 110 can be associated with various additional
computing resources, such as additional computing devices {or admunistration of content
and resources, dorain name service (IINS) name servers, application servers, proxy
servers and the like. For example, although not iflustrated tn FIG. 2(a), the content
provider 110 can be associated with one or more INS name server components that
would be authoritative to resolve client computing device DNS queries corresponding o
a domain of the content provider. Although only a single content provider 110 1s
thustrated in FIG. 2(a), the content delivery environment 100 can include any number of
content providers, including various grouping of coutent providers. For example, other

countent providers can correspond to aun entity such as a network-based service provider,
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such as search service providers {e.g., search engines), content management service
providers, content delivery service providers and the like.

{3032 With continued reference to FIG. 2(a), the content delivery
environment 100 can include a number of other entities such as network based service
providers 118, Network based service providers 118 can be, for example, other content
providers {e.g. scarch service providers, e-commerce siies, blogs, etc.}, content
management service providers, content delivery service providers, entitics that aggregate
information associated with the integrated commands used by users and the like.

10033} With reference now to FIGS, 2(b) and 2{c¢}, the inleraction between
various components of the content delivery environment 100 of FIG. 2(a) will be
flhustrated. Specifically, FIG. 2(b} illustrates the interaction between various components
of the content delivery environment 100 for the exchange of content between a client
computing device 102 and a content provider 110 via communication network 116,
FI1G. 2{c) tlustrates the mteraction between various components of the content dehivery
environment 100 with regard to the processing of an integrated command to remove
inforration associated with a currently accessed network resource and to display a
previously accessed network resource. For purposes of the exaruple, however, the
tustration has been simplified such that many of the components utilized to facilitate
commuiications are not shown. Une skilled in the relevant art will appreciate that such
components can be utilized and that additional interactions would accordingly occur
without departing from the spirit and scope of the present disclosure.

10034] With reference to FIG. 2(b), illustratively, a clicnt computing
device 102 initiates a request (1) for content by identification of a desired network
resource, such as via identification of a specific URL. In oue exaruple, the browser 104
recetves an wnput of a specific URL to access. 1o one example, the URL is input using a
keyboard associated with the client computing device 102, In another example, a user
can manipulate a graphical user interface to select an object, such as a selection of an
embedded hyperlink or sclection of an entry in a “Favorites” listing. The manipulation of
the graphical user interface results in the browser 104 receiving or recalling the
mformation {(e.g., the URL or network address) used to access the desired network
resource. As illustrated m FIG. 2(b), the content request is received by an appropriate

countent provider 110 and processed to provide (2) the requested network resource.
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10035} Upon accessing the network resource {(e.g., a Web page, document,
video object, audio object, etc.) and receiving any associated content from the content
provider 110, the client computing device 102, via browser 104, begins collecting (3}
varigus information related to the access of the specific network resource. As previously
described, such information can be generally referred to as browser access information
{or access information). Hustratively, the browser access mtormation can include the
URL, or other network resource identifier, that can then be added to a history of URLs
matntained by the browser 104, The browser access information caun also include user
identification information or account identification information provided by the content
provider 110 or generated on behalf of a user/user account associated with the client
computing device 102, Examples of the user or account identification information can
include display preferences, content filtering preferences, cookies, electronic tokens and
the like. The browser access information can further include information associated with
the presentation of content on the client computing device 102 or with the interaction
with the network resource, including, but not limited to, form data, password data,
downloaded images and texi, advertiserents, video content and the hike.

10036} With reference to FIG. 2{(¢), at some point after accessing the network
resource and collecting the browser access information, the browser 104 obtains (4) an
input from a user that is interpreted as a selection of the integrated command to remove
information associated with a current network resource and display and/or access a
previously accessed network resource, which, as previously described, will be referred to
as the integrated command. Responsive to the sclection of the mtegrated command, the
browser 104 remmoves (5}, or causes to be removed, at least a subset of the browser access
information collected by the browser and associated with the currently accessed network
resource. HHustratively, the selection of the information {or type of information) that will
be removed can be made in accordance with configuration information provided by a user
or system administrator. The browser 104 can cause the deletion of browser access
information collected during the most recent access to the current network resource.
Additionally, the browser 104 can cause the deletion of browser access information
coliected during all previous accesses to the current network resource uitlizing a single
action by the user.

100371 In addition to the deletion of selected browser access information, the

browser 104 can request {6} a previously accessed network resource, such as the network
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resource that immediately preceded the current network resource, or some other specified
network resource, such as one associated with a browser “home™ page. The browser 104
may be able to display and/or access the previously accessed network resource, at leastin
part, with the utilization of cached information and proxy server components. Thus, in
some embodiments the access of the previously accessed network resource causes the
browser to retrieve the network resource from the content provider again before
displaving it. However, in some embodiments the browser retrieves the previously
accessed network resource frovu its internal cache and/or intermediate client computing
devices rather than accessing the network resource by retrieving it over the network
{again} from the content provider. For example, suppose that access information for the
current network resource and access information for the previcusly accessed network
resource are stored on the client computing device 102, In this specific example, if the
integrated command is selected, the browser access information associated with the
current network resource is deleted and the access information for the previously
accessed network resource 18 used to return the browser 104 to the previously accessed
network resource,

{0038} As further tustrated in FIG. 2{(c}, the browser 104 can transmit (7} one
or more notifications indicative of the receipt and determiination of an integrated
command to one or more specific entities, such as content providers or other network
based-service providers. In one example, the notification may be transmitted to the
content provider 110 associated with the current network rescurce or one or more other
network based service providers &, such as a search provider or reporting service, The
scarch provider may be a search engine that uses the information to, arnong other things,
assist in determining relevant search resuits for particular keywords, The reporting
service may collect mformation about the notifications and provide this wmformation to
other entities. In some embodiments other entities may subscribe to the reporting service
to periodically {or in real time} determine which of their own network resources or the
resources of others have been subject to use of the integrated command by various users.
The notifications can be sent either in real time {(¢.g., substantially close to the time when
the integrated command was selected) or could be sent at some time substantially atter
the time the integrated command was selected at the client computing device. In

embodiments 1o which the notifications are sent at some time substantially after the time
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the integrated command was selected the notifications may be sent as a batch {e.g., once
or a few times per day, among other possibilities).

{30391 With reference now to FIG. 3{a)}, a block diagram iHustrative of
another embodiment of a content delivery environment 100 for accessing network
resources from content providers 110 and managing information associated with the
access of the network resources will be described. As iHlustrated 1n FIG. 3(a), the content
delivery environment 100 includes a number of clicut computing devices 102 for
requesting content from content providers 110, In an illustrative embodiment, the client
computing devices 102, content providers 110 and network-based service providers 118
can operate in a manner substantially similar to the functionality discussed with regard to
FIG. 2{a).

10044] With continued reference to FIG. 3(a), the content delivery
environment 100 can also include a network accessible computing provider 120 in
communication with the one or more client computing devices 102, the content
provider 110 and the network based service provider 118 via the communication
network 116, The network accessible computing provider 120 corresponds to a logical
association of one or more computing devices 122 associated with a network accessible
computing provider 120, Specifically, the network accessible computing provider 120
can include a number of Point of Presence (POP) locations that correspond to nodes on
the communication network 116, Each POP includes a network computing component
(NCC) for hosting applications, such as data streaming applications, among others, via a
number of stances of a virtual machine 124, gencrally referred to as an mstance of an
NCC.

10041} Oue skalled in the relevant art will appreciate that NCCs utihize
physical computing device resources and software to provide multiple instances of a
virtual machine or to dynamically cause the creation of instances of a virtual machine.
As applied to the present disclosure, the virtual machine instances execute a browser 126
that is in communication with the browser 104 on the client computing device 102, In
this embodiment, the browser executed on the virtual machine instance works in
conjunction with the browser 104 on the chient coraputing device 102 to process content
retrieved froma content provider 110, The NCCs may turther include additional software
or hardware components that facilitate communications including, but not lirmied to, load

balancing or load sharing software or hardware components for selecting 1ustances of a
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virtual machine supporting a requesied application or providing wnformation to a DNS
nameserver to facilitate request routing. Although embodiments of the NCC are
described as using virtual machines to host browsers 126 in communication with the
browser 104 on the client computing device, in some embodiments the browsers may be
hosted on physical (non-virtual} machines such as computing device 122.

100421 With reference now to FIGS, 3(b)3-3(d), the mteraction between
various components of the content delivery environment 100 of FIG. 3(a) will be
ilfustrated. Specifically, FIG. 3(b) illustrates the interaction between various components
of the content delivery environment 100 for the exchange of content between a chient
computing device 102, the network accessible computing provider 128 and a content
provider 110 via commumication network 116, FIGS. 3(¢) and 3(d) illustrate the
interaction between various components of the content delivery environment 100 with
regard to the processing of an integrated command to remove information associated with
a currently accessed network resource and to access @ previously accessed network
resource. For purposcs of the example, however, the illustration has been simplified such
that many of the components utilized to facilitate comrmumnications are not shown., One
skilled 1u the relevant art will appreciate that such components can be utilized and that
additional interactions would accordingly occur without departing from the spirit and
scope of the present disclosure.

100431 With reference to FIG. 3{b), illustratively, a client computing
device 102 initiates a request for a network resource by identification of the network
resource, such as via a URL. As previously described, in one example, the browser 104
receives an mput of a specific URL to access, such via a keyboard associated with the
chent computing device 102, In avother exaruple, a user can manipulate a graphical user
interface to select a URL from a previously accessed Web page such that the browser 104
is provided the information required to access the network resource. ln FIG. 3(b}, the
request for the network resource 1s handled partly through the browser 104 of client
computing device 102 and partly by the browser 126 residing within network accessible
computing provider 120, where both operate together, in concert, to retrieve and display
the network resource on clicnt computing device 102,

100447 As illustrated m FIG. 3(b), the network resource reguest 18
transrmited (1) by client computing device 102 and received by the network accessible

computing provider 120, which processes (2) the network resource request. In one
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embodiment, the network accessible computing provider 120 can wnstantiate a virtual
machine instance 124 to execute a browser 126 that will work in parallel with the
browser 104 to render the content associated with the network resource for display. In
another embodiment, network accessible computing provider 120 may already have an
instantiated virtnal machine instance 124 for processing the network resource request.
Thereatter, a network resource request 18 fransmitied (3) to an appropriate content
provider 110 and processed by the content provider to provide the requested notwork
resource to the network accessible computing provider 120 and the clicut coraputing
device 102, Hlustrative ewnbodiments for accessing content based on browsers executing
orr client computing devices 102 and network accessible computing provider 120
components are described in co-pending and commonly owned U.S. Patent Application
No. 13/174,615, entitled “Remote Browsing Session Management,” filed on June 30,
2011, and incorporated by reference in its entirety herein.

10045} With reference to FIG. 3(c}, the network resource 18 transmitted (4)
from content provider 110 to the network accessible computing provider 120, Network
accessible computing provider 120 processes (3) the network resource by performing
various operations described 1o the previously incorporated U.S. Patent Application
No. 13/174,615. In some embodiments the browser 126 executing on computing device
122 of the network accessible computing provider 120 collects and stores somie browser
access mformation (not shown). The network resource, portions thereof, or an image
representing the network resource is then transnitted (6) to the client computing
device 102, Clicnt computing deviee 102 collects (7) various browser access information
related to the access of the network resource. Hustratively, the browser access
information collected at network accessible computing provider 120 and/or chient
computing device 102 can inchude the storage of the URL, or other network resource
identifier, to a history of URLs maintained by the browser 104, The browser access
information can also include user identification information or account identification
information provided by content provider 110 or generated on behalf of a user/user
account associated with the client computing device 102 (e.g., preference data, cookies,
eic.). The browser access information can further mclude information associated with the
presentation of content on the client computing device 102 or with the interaction with
the network resource, including, bl not himited to, form data, password data, downloaded

images and text and the like.
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10046} With reference to FIG. 3(d), at some point after accessing the network
resource and collecting the browser access information, the browser 104 obtains (8) an
input from a user that is interpreted as a selection of the integrated command to remove
information associated with a current network resource and access and/or display a
previously accessed network resource. Responsive to the selection of the integrated
command, the browser 104 removes (9), or causes to be removed, at least a subset of the
browser access information collected by the browser and associated with the currently
accessed network resource. IHustratively, the selection of the access information {or type
of access mnformation} that will be deleted can be made in accordance with configuration
information provided by a user or system administrator. As previously described, the
browser 104 can cause the removal of browser access information collected during the
most recent access to the current network resource (i.e., only the access information for
the most recently visited network resource). Additionally, the browser 104 can cause the
deletion of browser access information collected during all previous aceess to the current
network resource {¢.g., including historical accesses to the network resource). In either
situation, i some embodiments, the removal of the browser access information can make
il appear as if the user never accessed the current network resource. In such an
embodiment there are no electronic artifacts from the access of that network resource
remaining on the client computing device 102, including any malicious software or
viruses that were transmitted as part of the content associated with the current network
resource. For example, malicions software could change registry scttings and install
programs. The integrated command can be coupled to a system restore function that
causes the client computing device to revert to a prior saved known healthy state.

100471 In addition to the deletion of the selected browser access information,
the browser 104 accesses and/or displays (10) a previously accessed network resource,
such as the network resource that immediately preceded the currently accessed network
resource. The browser 104 may be able to access the previously accessed network
resource, at least in part, with the utilization of cached information and proxy server
components. As further tllustrated in FIG. 3(d), the browser 104 transmits {11} a
notification to the network accessible computing provider 120, which processes the
notification to remove {12) the same set of selecied browser access information
maintained at the network accessible computing provider 120 (e.g., within browser 126)

and requests {13} the previous network resource. In a further embodiment, receipt of the
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notification at the network accessible computing provider 120 can further result 1o the
modification of the sharing of processing tasks between the browser 126 executed on the
network accessible computing provider 120 and the browser 184 on the client computing
device 102. For example, the browser 104 may assume that the user could have used the
integrated command because they encountered an untrustworthy network resource.
Accordingly, the browser 104 may cuter into a “sate mode” in which the processing of all
content is corpleted at the network accessible coraputing provider 120 in order to
prevent any malicious processing affecting the chient computing device 102, In such an
emabodiment, while the processing of the network resource occurs at the network
accessible computing provider 120, only a display of the content may ocecur at the
browser 104 (e.g., through a remote desktop protocol, streaming video or the like).
Additionally, the client computing device 102 or a computing device 122 of the network
accessible computing provider 120 can transmit (14} one or more notifications indicative
of the receipt of an ntegrated conumand for specific network resources. The notification
may be transmitted to the content provider 110 associated with the current network
resource and/or one or more other network based service providers 118, such as a search
provider or reporting service, The notifications can be sent either n real time {e.g.,
substantially close to the time when the integrated command was selected) or could be
sent at some time after the time the integrated command was selected at the client
computing device 102. In some embodiments, the notifications may be sent as a batch
{o.g., once or a few times per day, among other possibilities).

10045} Turning now to FIG. 4, a routine 300 for processing mtegrated
commands to remove mformation associated with a current network resource and access
a previously accessed network resource will be described. Hhustratively, routine 300 will
be described as being implemented by a browser 104 (FIG. 2(a)) on a client computing
device 102 (FIG. 2{(a)}. However, one skilled in the relevant art will appreciate that
routine 300, or portions thereof, may be implemented by one or more additional
components of a content delivery environment 100 (FIG. 2(a}).

10049] At block 302, the browser 104 obtains user input or indications of user
mput, such as via mtormation provided to the input mterface component 106, In one
embodiment, the user input can correspond to a selection of a graphical 1con or control
provided by, or otherwise associated with, the browser 104, Exaraple graphical icons and

coutrols that are associated with a browser 104 will be descuibed with regard to
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FIGR, 5(a)-5(e). In another embodiment, the user fnput can correspond to a mampulation
of various touch screen interfaces. An example user interface related to touch screen
interfaces will be described with regard to FIG. 5(f). In a further embodiment, the user
input can correspond to hardware controls, such as a dedicated hardware button or
customized hardware control. In yet another embodiment, the input can correspond to
audio commands or video-based commands. One skilled 1o the relevant art will
appreciate that additional or aliernative fnputs may also be implemented.

{0050] At decision block 304, a test is conducted to determine whether the
received foput corresponds to an mtegrated corumand to remove wnforration associated
with a current network resource and access a previously accessed network resource. In
one embodiment, if a graphical icon is reflective solely of the integrated command to
remove information associated with a current network resource and access a previously
accessed network resource, a selection of the graphical icon will be indicative of selection
of the mtegrated commmand. In another embodiment, if a graphical icon corabines
multiple controls into distinet portions, the mput interface coraponent 106 can conduct
additional processing to determine whether or not the selection corresponds to a selection
of an jutegrated command. For example, f the corbined graphical icon includes
nmultiple, distinct portions, a selection of the appropriate portion will be indicative of the
selection of the integrated command. [n another example, a length of time in which a
combined graphical icon is selected through a user interface, such as through a mouse
interface or touch screen interface, can be indicative of the selection of the integrated
command. Iu this example, the input interface component 106 (FIG. 2{(a)} may cstablish
one or more time and location thresholds that are applied to determine whether the length
of time an icon is selected is indicative of a selection of the integrated command.

10051} In a further embodiment, the input interface component 106 may
utilize additional data processing techniques such as voice data processing, pattern
matching, video matching and the hike to determine whether received user input is
indicative of a selection of the integrated command. For example, the input interface
component 106 can have video pattern processing functionality that can detect user
movements and attempt to match the detected movements to a predetermined patiern
mdicative of a selection of the integrated command. In yet another embodiment, the
wnput interface compouent 106 may establish one or more timing thresholds or implement

various patiern matching routines that process inputs fromw a touch sereen interface. For
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example, the input interface component 136 may have a timae and location threshold that
is applied to determine whether a consistent touching of the screen (e.g., holding a stylus
or finger on the touch screen interface for more than 2 seconds} 13 indicative of a
sclection of the integrated command.

(00521 If at decision block 304, the input is not indicative of a selection of an
integrated command to remove access information associated with a current network
resource and access a previously accessed network resource, at block 306, the
browser 104 processes the other input. For example, the input may correspond ouly to a
selection of a “back bution” 1n which the browser 104 would access a previcusly accessed
network resource without causing the selective deletion of the browser access
information. One skilled in the relevant art will appreciate that type and processing of
other input can vary with specific implementations of the browser 104, The routine 300
then terminates at biock 314,

10053} Alternatively, it at decision block 304, the mput is indicative of a
selection of control or icon corresponding to an integrated command, at block 308, the
browser 104 obtains configuration information associaled with the wntegrated command.
Specifically, in one embodiment, the configuration wnformation can tnclude a
specification of the type of browser access information that should be deleted or
otherwise removed. For example, a user may configure the browser to delete all collected
browser access information. In another example, the user may configure the browser to
delete the entry in the URL history and any stored personal information, but allow cached
images and text to remain behind. In some embodiments, the browser 104 may be
configured with default setiings, which may or may not be capable of adjustment by a
user of system adrmnistrator,

10054] At block 310, the browser 104, through the wformation management
component 108 (FIG. 2{a}}, processes the browser access information in accordance with
the configuration information. In one aspect, the deletion or removal of the browser
access information can correspond to deletion of one or more URLs in a history of
accessed network resources, identifiers associated with the network resources (e.g.,
cookics), form data, password data, cached images or data and the like. In another aspect,
at least a portion of the browser access information may be maintained for information
that may be associated with multiple previously accessed network resources (e.g., a

company logo) or that otherwise have been selected to avoid deletion. For exaruple, a
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content provider 110 can associate meta-data with select content, such as images, text or
data that identifies the selected content as content that should persist regardless of a
received integrated command. As previously described, the information management
component 108 can cause the deletion of browser access information collected only
during the most recent access to the current network rescurce. Additionally, the

browser 104 can cause the deletion of browser access information collected during all
previous accesses to the current network resource or during a particular browsing session.

10055] At block 312, the browser 104, through the wmierface component 106,
transmits any optional notifications or notices. As previously described, the client
computing device 102, either directly or via the network accessible computing
provider 120, can transmit one or more notifications indicative of the receipt of an
integrated command for specific network resources. The notification may be transmitted
to the content provider 110 associated with the current network resource or one or more
network based service providers 118 (FEG. 2(a)), such as a search provider, reporting
service or network accessible computing provider 120 (FIG. 3(a)). Additionally, steps
can be taken at this point in the process, or earlier, to request a previously accessed
network resource or sorue other specified network resource (not shown), Atblock 314,
the routine 300 terminates.

{3056} FIGS 5(a)-5{f) are block diagrams illustrative of various user interfaces
generated by a browser 104 for presenting, among other controls, one or more graphical
icons or controls corresponding to an integrated command to remove information
associated with a current network resource and access a previously accessed network
resource, With reference to FIG. 5(a), in one embodiment, a user interface 400 generated
by a browser 104 displays a set of selectable controls (e.g., buttons) that are presented to
asers as they access a network resource. The set of controls can include a first
control 402 reflective of a command to access a previously accessed network resource
without deleting any browser access information {¢.g., a conventional “back button”}.
The set of controls also include a second, separate control 404, labeled “FORGET.”
reflective of an integrated command to remove information associated with a current
network resource and to access a previously accessed network resource. The user
mnterface 400 can also include an additional control 406, such as a conventional forward

buttoun, for additional navigation control to access a network resource in the forward
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direction. As illastrated in FIG. 5(a), the controls 432, 404 and 406 wnchude both graphics
and text to indicate to a user the intended configuration of the respective control.

{00571 With reference to FIG. 5(b), in another embodiment, the user
interface 400 generated by a browser 104 displays a set of controls that are presented to
users as they access a network resource. The set of controls include a first control 408
reflective of a command to access a previously accessed network resource without
deleting any browser access information. The controls also mchude a second control 410
reflective of an integrated command to remove information associated with a current
network resource and to access a previously accessed network resource. As iltastrated n
FIG. 5(b}, the first and second controls 408, 410 are more closely combined and can be
encompassed into a single, multi-part control. The user interface 400 can also include an
additional control 412, such as a conventional forward button, for additional navigation
control to access a network resource in the forward direction. As tllustrated in FI1G. 5(b},
the controls 408, 410 and 412 mchade only graphics to indicate o a user the mtended
configuration of the respective control,

{0058} With reference to FIG. 5(¢}, in ancther embodiment, the use
interface 400 generated by a browser 104 displays a set of controls that are presented to
users as they access a network resource. The set of controls include a first control 414
reflective of a command to access a previously accessed network resource without
deleting any browser access information. The controls also inchude a second control 416
reflective of an mtegrated conumand to remove information associated with a current
network resource and to access a previously accessed network resource. Unlike the
exarnpies in FIGS. 5(a) and 5(b), in this embodiment, the first control 414 1s
superimposed over the secoud control 416, In this erbodiruent, the input interface
component 106 may determine whether the first control or second control has been
selected according to the specific location selected by a user. Additionally, or
alternatively, the input interface component 106 may determine whether the first control
or second control has been selected according to a time that any portion of the combined
graphical icon is seiected. The user interface 400 can also include an additional
control 418, such as a forward button, for additional navigation control. As illusirated in
FIG. 5{c}, the controls 414, 416 and 418 include only graphics, without associated text, to

indicate to a user the mtended configuration of the respective control,
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100591 With reference to FIG. 5(d), wn a further embodiment, the user
interface 400 generated by a browser 104 displays a set of controls that are presented to
users as they access a network resource. The set of controls include a first control 420
reflective of a command to access a previously accessed network resource without
deleting any browser access information. The controls also inchude a second control 422
reflective of an integrated conunand to remove information associated with a corrent
network resource and to access a previously accessed network resource. Unlike the
examples in FIGS, 5(a)-5(¢), 1n this embodiment, the second control 422 1s located m a
different location on the user iterface 400, The user interface 400 can also include an
additional control 424, such as a forward button, for additional navigation control. As
flhustrated 1n FIG. 5(d}, controls 420 and 424 inchude only graphics, without associated
text, to indicate to a user the intended configuration of the respective control.

Control 422 includes both graphics and associated text.

100601 With reference to FIG. 5(e}, in a further embodiment, the user
mterface 400 generated by a browser 104 displays a set of controls that are presented to
users as they access a network resource. The set of controls include a first control 426
reflective of a command to access a previously accessed network resource without
deleting any browser access information and an additional control 428 for additional
navigation control. The controls also include a third control 430 reflective of an
integrated command to remove imformation associated with a current network resource
and to access a previously accessed network resource. Unlike the examples in
FIGS, 5(a)-5(c}, in this embodiment, the additional control 430 1s located in a differcunt
location on the user interface 400 and associated with particular tabs 432 of the screen
display. As tlustrated i FIG. 5(¢), the additional control 430 is displayed on each
tab 432 that is generated by the browser 104, Adduionally, controls 426-4390 wnclude only
graphics to indicate to a user the intended configuration of the respective control. In
some embodiments the control 430 can be configured to remove access iformation
assoctated with all network resources accessed while the user browsed within the
associated tab 432 rather than removing the access information associated with only the
currently accessed network resource, In such an embodiment, responsive to the access
mformation being removed, the tab 432 may be closed and the browser then displays the
network resource of a second tab, or a new {ab may be opened and a predetermine

network resource {¢.g., a user’s home page) s displayved. Sumuilar to embodiments n
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which the control 430 removes access information associated with all network resources
accessed while the user browsed within the associated tab, the browser can be configured
with an integrated command to close (e.g., exit) the browser application and remove
access information associated with all network resources accessed while the user browsed
within any tabs while the browser application was open. Such a command could be
surfaced to the user within 4 menu option or a graphical 1con 1 the tframework of the
browser similar to control 430.

{0061} With reference to FIG, 3(f), in an ernbodiment in which some portion
of the user interface 400 may correspond 1o a touch interface, the browser 104 may utilize
physical touch gestares or movements to obtain fnput indicative of a selection of the
integrated command. As illustrated in FIG. 5(f), the user interface 400 does not
necessarily have any graphical icons or controls that are dispiayed to users as they access
a network resource, such as the controls illustrated in FIGS. 5(a)-5(e}. In alternative
embodiments, however, one or more controls may be provided or displayed in
conjunction with this emabodiment. For example, a housing of the client computing
device could melude a physical button (not shown) and/or a control could be displayed by
the touch interface (not shown) to allow the user to mitiate the integrated command (e.g.,
activate the integrated command by pushing a button or elicking on an icon). For
purposes of an illustrative embodiment, the user interface 400 can be divided into a
nunmber of subareas 434, 436 and 438 in which input from a touch may correspond to
different commands. For example, subarea 434 may be configured such that any touch
lasting over five scconds may correspond o a conunand to access a previously accessed
network resource without deleting any browser access information. Subarea 436 may be
configured such that any touch/input lasting over ten seconds may correspond to an
integrated command to remove wnformation associated with a current network resource
and to access a previously accessed network resource. In a further embodiment,
subarea 438 can also configured to accept user gestures or patterns (as illustrated at 440}
that can be interpreted by the input interface component 106 as indicative of one or more
commands, such as the integrated command.

100621 In an tllustrative embodiment, a network based service provider 118,
such as search provider or rating service, may monitor the number of times a particular
network resource has been the subject of an mtegrated comruand. Based on the number

of integrated comruands (cumulatively over a number of users) or a severity associated
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with a particular integrated command {(assurmng sorue type of metadata or feedback
mechanism is provided), the network resources can implement various mitigation or
notification techniques. In one embodiment, the network based service provider 118 can
define one or more thresholds based on a number of integrated commands for
determining whether to initiate additional actions or mitigation techniques. In one
exampie, the network based service provider 118 can establish a maximum threshold that,
when exceeded, causes the network based service provider 118 to contact a respective
content provider 110, In avother exaraple, the network based service provider can moditfy
the appearance of URLs or other network identifiers that allow the network based service
provider 118 to identify network resources that are more commonly subject to an
integrated command. For example, if a total of twenty-thousand users have viewed a
particular network resource and ten-thousand of those users used the integrated command
after accessing it, the network service provider may change the color of the URL to a
more prominent color {¢.g. red, orange, ncon, ¢tc.). In still another example, if a
particular network based service provider 118 has financial dealings with various content
providers 110, the network based service provider 118 can initiate the modification of
financial compensation paid to one or more content providers 110 based on the numbe
integrated commands or severity associated with one or more integrated commands.

{3063} Turning now to FIG. 6, an integrated command processing routine 500
implemented by a network based service provider | 1¥ for processing notifications of the
sclection of an integrated command to remove imformation associated with a current
network resource and access a proviously accessed network resource will be deseribed,
Routine 500 describes an embodiment in which a network based service provider 118
implements various thresholds as to a number of allowable notifications that can result in
the modification of how network identifiers are subsequently presented to users.

{0064] At block 502, the network based service provider 118 obtains a
notification of the initiation of an integrated command to remove information associated
with a current network resource and o access a previously accessed network resource.
The notification may be transmitted by a browser 104 or network accessible computing
provider 120, as previously described. Hlustratively, the notification can include an
wdentification of the network resource wdentifier {e.g,, URL) that was subject the

integrated command. Additionally, the notification can include additional information
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about the browser application 104 or user, inclading additional comments or explanations
provided by the user.

{30651 At decision block 504, a test is conducted to determine whether
notification for a particular network resource has exceeded one or more thresholds, In
one embodiment, the one or more thresholds can correspond to a total number of received
integrated commands over a defined period of time.  In another embodiment, the one or
more thresholds can correspond to @ maximur severity rating that cannot be exceeded, I
one or more thresholds have not been exceeded, the routine 500 retums to block 302 to
await any potential notifications from a browser,

{0006] Alternatively, if the one or more thresholds have been exceeded, at
block 506, the network based service provider 118 processes one or more network
resource identificrs based on the exceecded threshold. In one embodiment, the network
based service provider 118 can modify the appearance of URLs or other network
wdentifiers associated with specific network resources, such as via nstructions provided to
content providers 110 or browsers 104, An illustrative screen display for the
modification of the appearance of network resource identifiers s described with regard to
FIG. 7. In other emsbodiments, the modification of the resource identifiers can correspond
to the alternation of the appearance of the resource identifier when displayed as part of
the retrieved network resource, such as font color, size and the hike. In further
embodiments, the network based service provider can cause a modification of various
algorithms or criteria that may affect the selection of specific network resources or cause
or instruct various content providers 10 to do so. For example, the network based
service provider 118 may cause the selection of the network identifier to present a
warning message {e.g., “A large number of users have removed access information about
this network resource from their browsing history, Are yvou sure vou want to select this
Hnk 77} In stili another embodiment, the network based service provider 118 can cause or
instruct various content providers 110 to remove one or more identifiers corresponding to
specific network resources. The routine 500 returns to block 502 to await any potential
notifications from browsers.

100671 FIG. 7 tllustrates a user mterface 600 generated by a browser 104 for
presenting identificrs indicative of network resources that have been subject to the
selection of an integrated command to remove information associated with a current

network resource and access a previously accessed network resource. Specifically, the
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user interface 600 corresponds to search results provided by network based service
provider 118, such as a search provider, that has received a search query from a client
computing device 102, As illustrated in FIG. 7, the user interface 600 inchades a first
portion 602 that corresponds to the scarch query submitted to the search provider.
Additionally, the user interface 600 includes a listing of three network resources 604, 606
and 608 determined by the search provider to have some relevance to the search query.
Additionally, search listing 608 1s also associated with a graphical icon 610 that provides
a user with additional information, such as a caution, that the network resource
corresponding to the network resource identifiers has been associated with a threshold
number of integrated commands. In some embodiments this threshold counld also reflect a
percentage of occurrences that users have accessed the network resource without using
the integrated command with respect to the number of occurrences that users have used
the integrated command. Graphical icon 610 could also inform the user that he or she had
previously used the mtegrated command with respect to that specific network resource,
although this requires retaining some history information with respect to that user’s
access of that network resource. In au additional or aliernative embodiment the caution
may be presented to the user within the browser itself as opposed to being overlaid in the
displayed content. For example, the caution may be displayed with a graphical icon 612
within the browser framework such as the notification tray. When a user hovers over or
sclects the graphical icon 612 a text box 614 can be surfaced to display a warning such as
“Caution! Many users have chosen to remove this site from their browser history after
viewing it” or “Caution! You previously removed this siie from your browser history
after viewing it.”

10068} According to another ewbodiment a search provider can impleroent
functionahity to completely remove the network resource identifier from the search results
when a user uses the integrated command. For example, if a user is provider with search

results shown in FIG. 7 and selects the network identifier 604 (“www.fagcvears.com™),

the browser 104 then accesses and displays the network resource located at

www . fancycars.com. According to such an embodiment, if the user then selects the

mtegrated command, browser 104 notities the search provider of this action. The secarch
provider then interprets this action as an indication by the user that they are not mterested
in the information associated with this network resource subject to the integrated

command. When the browser 104 accesses the previously displayed search results (as


http://www.faneycars.com
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part of the jutegrated command) the search provider removes the network resource
subject to the integrated command and displays the remaining search results,
Accordingly, the search results would appear as shown in FIG.7 except that the

www.fancvears.com URL is not displayed. Thus, the search provider uses the

notification of the integrated command to further remove the network resource identifier
completely from view of the user 1n any search results or, 1 some embodiments, for
scarch results for the particular keyword used.

{0069] Various embodiments of the disclosure can be described by at least the
following clauses:

Clause 1. A computing device configured to manage information associated

with Web pages comprising:

one or more processors; and

one or more computer-readable media storing computer-executable instructions

that, when exccuted, cause one or more processors to perform acts comprising:

recetving a command to display a previously accessed Web page on the
computing device and to remove access information associated with a currently
accessed Web page from the computing device; and
responsive to receiving the command:
causing the removal of the access information associated with the
currently accessed Web page from the computing device such that the
computing device removes a record that the currently accessed Web page
was accessed;
causing the display of the previcusly accessed Web page; and
transmitting a notification to at least one other entity reporting an
indication of the receipt of the command and an identification of the
currently accessed Web page.

Clause 2. The computing device as recited in Clause 1, wherein transmitting
the notification to at least one other entity includes transmitting a notification to at {east
one oft

an eutity associated with the currently accessed network resource;

an entity associated with a network accessible computing service;

an eutity associated with a reporting service; and

an entity associated with a search service.
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Clanse 3. The computing device as recited m Clause [, wherein the one or
more computer-readable media storing executable instructions that, when executed caunse
the one or more processors to receive a navigation comumand to cause display of a
previously accessed Web page without removal of access information associated with the
currently accessed Web page.

Clause 4. The computing device as recited in Clause 1, wherein the removal
of the access mformation includes the removal off one or more network resource
identifiers associated with the currently accessed Web page from a software application
history, user identification associated with the currently accessed Web page and content
previously requested in accessing the currently accessed Web page.

Clause 5. A computer-implemented method for managing  information
assoctated with network resources comprising:

under control of one or more processors configured with specific executable
mstructions,

determining whether a single mput corresponds to a command to (1)
remove access information associated with the access of a first network resource
and (i1} display a second network resource; and

responsive to determiming that the single input corresponds to the
command to remove the access information and display the second network
resource:

causing the display of the second network resource; and
causing rernoval of access information mdicating that the first
network resource was accessed.

Clause 6. The computer-implemented method of Clause 5, wherein the fivst
network resource 1 a currently accessed network resource and the second nelwork
resgurce 18 a network resource that is identified, in a network resource access history, as

being displayed immediately before the currently accessed network resource.

Clause 7. The computer-implemented method of Clause 5, further
comprising:

determining whether at least one additional nput corresponds to a command (o
navigate to the network resource that is identified, in a network resource access history,
as being displayed ummediately before the currently accessed network resource without

deleting information associated with the currently accessed network resource,

30
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Clanse 8. The computer-implemented method of Clause 5, wherein the first
network resource is a currently accessed network resource and the second network
resource is a network resource that is identified, in a network resource access history, as
being displayed immediately after the currently accessed network resource.

(Clause @, The computer-implemented method of Clause 8, further
comprising;

determining whether at least one additional input corresponds to a command to
navigate to the network resource that is wdentified, in a network resource access history,
as being displayed immediately after the currently accessed network resource without
deleting information associated with the currently accessed network resource.

Clause 10. The computer-implemented method of Clause 5, wherein the single
input corresponds to a single, integrated action to perform both the causing the display of
the second network resource and causing removal of access information indicating that
the first network resource was accessed,

Clanse 11 The computer-implemented method of Clause 5, wherein causing
removal of access information indicating that the first network resource was accessed
includes causing removal from a software application history of at least one of:

a network resource dentifier of the first network resource;

account identifiers associated with the first network resource;

user identifiers associated with the first network resource:; and

content associated with the first network resource identifier.

Clause 12. The computer-implemented method of Clause 11, wherein the
content associated with the first network resource identifier meludes at least one of form
information, password mformation, images and text.

Clause 13. The computer-implemented  method  of  Clause S, further
comprising, responsive to determining that the single input corresponds to the command
to remove the access information and display the second network resource:

transmitting a notification to at least one network based service provider,

Clause 14. The computer-implemented method of Clause 13, wherein
transmiiting the notification to the at least one network resource based service provider
mchudes transmitting a notification to at least one of:

a coutent provider associated with the first network resource;

a network accessible computing provider;

)
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a network resource associated with a reporting service; and

a network resource associated with a search service.

Clause 15. The computer-implemented method of Clause 5, wherein causing
removal of access information indicating that the first network resource was accessed
includes:

obtaining configuration information, the configuration mformation identifying
information that will be removed in response 1o the single mput; and

causing removal of the access iformation 1n accordance with the configuration
information.

Clause 16. The computer-implemented method of Clause 5, wherein the single
input corresponds to at least one of a selection of a control button, a selection of a touch
mterface, a selection of a hardware control and a voice command.

Clause 17. The computer-implemented method of Clause 5, wherein determining
whether the single mput corresponds to the command fo remove access mmformation and
display a second network resource includes determining an amount of time a touch
wnterface has been accessed.

Clanse 18. The computer-implemented method of Clause 5, wherein determining
whether the single input corresponds to the command {0 remove access information and
display a second network resource includes determining whether a pattern associated with
a touch interface substantially matches a previcusly determined pattern.

Clause 19. A computer-readable storage media storing computer-readable
instructions, that when exccuted instruct a processor to perform a method comprising:

rendering, for display on a computing device, a first selectable component for
displaving a furst network resource and wodifving information associated with a second
network resource; and

responsive to an input corresponding to a selection of the first selectable

component.
causing the processing of the display of the first network resource; and
causing information associated with the second network resource to be
modified.

Clause 20. The computer-readable instructions of Clause 19, wherein the frst
selectable componeut is operative solely to wntiate a command to display the first

network resource and modify information associated with the second network resource.
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Clanse 21, The cowputer-readable iustructions of Clause 19, wherein the first
selectable component is operative to initiate a command to display the first network
resource, modify information associated with the second network resource and at least
one additional command.

Clause 22. The computer-readable instructions of Clause 19, wherein causing
information associated with the second network resource to be moditied includes
modification of the wformation to remove information indicating that the computing

device accessed the second network resource.

Clause 23. The computer-readable instructions of Clause 19, wherein causing
information associated with the second network resource to be modified includes at least
one oft

deleting the information;

encrypting the information; and

obfuscating the information.

Clanse 24. The computer-readable wnstructions of Clause 19, wherein the furst
network resource is a previously accessed network resource and the second network
resource is a currently accessed network resource.

Clause 25, The computer-readable instructions of Clause 19, wherein the first
network resource is a predefined network resource and the second network resource is a
currently accessed network resource.

Clause 26, The computer-readable instructions of Clause 19, further comprising

imstructions for:

rendering, for display on the computing device, a second selectable component for
displaving the first network resource without removing the fnformation associated with
the second network resource; and

responsive to an input corresponding to a selection of the second selectable
component, causing the processing of the display of the first network resource without
deleting the mformation associated with the second network resource.

Clause 27. The computer-readable instructions of Clause 19, wherein causing
mformation associated with the second network resource to be modified includes causing
removal of access information {rom the computing device and a conient provider that

provided the second network resource to the computing device.

)
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Clanse 28. The computer-readable wnstructions of Clause 27, wherein causing

removal of access information from the content provider includes:

providing a notification to the content provider responsive to the input
corresponding to the selection of the first selectable component.

(Clause 29. A computer-implemented method for managing information
associated with network resources comprising:
receiving, at a network based service provider, a notification from a computing

device that a single input corresponding to a command to (i} remove access information
associated with the access of g first network resource and (1) display a second network
resource has been selected, the notification including an identification of the first network
resource; and

responsive to receiving the indication, storing a record of the indication along
with an identification of the first network resource.

Clause 30.  The computer-implemented method  of Clause 29, further
comprising

determining whether a guantity of indications recetved by the network based
scrvice provider has at least reached a threshold; and

responsive (o the quantity of indications reaching at least a threshold, mitiating an
action by the network based service provider.

Clause 31. The computer-imaplemented method of Clause 30, wherein inttiating an
action by the network based service provider includes at least one oft

notifying a content provider of the first network resource that the quantity of
indications received by the network based service provider has at least reached the
threshold; and

causing the display of an mndication on the computing device that the quantity of
mdications received by the network based service provider has reached the threshold.

Clanse 32. The computer-implemenied method  of Clause 29, further
COmprising:

causing the removal of access information associated with the access of the first
network resource from the network based resource provider.

(Clause 33. The computer-implemented method of Clause 29, wherein network
resource based service provider is at least one of!

a comtent provider associated with the first network resource;

a network accessible computing provider;
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a network resource associated with a reporting service; and

a network resource associated with a search service.

Clause 34. The computer-implemented method of Clause 29, wherein the network
resource based service provider is a network accessible computing provider that executes
at least a portion of a browser application in combination with a second browser
application on the computing device to display the first and second network resources.

10070] While illustrative embodiments have been disclosed and discussed, one
skilled in the relevant art will appreciate that additional or alternative embodiments may
be implernented within the spirit and scope of the present disclosure. Additionally,
although many embodiments have been indicated as illustrative, one skilled in the
relevant art will appreciate that the illustrative embodiments do not need to be combined
or implemented together. As such, some tllustrative embodiments do not need to be
utilized or implemented in accordance with the scope of variations to the present
disclosure.

(0671} Conditional language, such as, among others, “can,” “could,” “might,”

3

or “may,” unless specifically stated otherwise, or otherwise understood within the context
as used, is generally intended to convey that certain embodiments include, while other
embodiments do not include, certain features, elements or steps. Thus, such conditional
fanguage is not generally intended to imply that features, elements or steps are in any way
required for one or more embodiments or that one or more embodiments necessarily
include logic for deciding, with or without user input or prompting, whether these
features, elements or steps are included or are to be performed in any particular
embodiment. Morcover, unless specifically stated otherwise, or otherwise understood
within the context as used, is generally ntended to convey utilization of the conjunction
“or” i evumerating a hist of elements does not limit the selection of only a single element
and can include the combination of two or more elements.

{00721 Auy process descriptions, elements or blocks in the flow diagrams
described herein and/or depicted in the attached figures should be understood as
potentially representing modules, segments, or portions of code which include one or
more executable instructions for irmplementing specific logical functions or steps in the
process, Alternate iraplementations are included within the scope of the embodiments
described heremn in which elements or functions may be deleted, executed out of order

from that showu or discussed, including substantially concurrently or i reverse order,
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depending on the functionality 1nvelved, as would be understood by those skilled wn the
art. It will further be appreciated that the data and/or components described above may
be stored on a computer-readable mediom and loaded into memory of the client
computing device using a drive mechanism associated with a computer-readable medium
storing the computer executable components, such as a CD-ROM, DVD-ROM, or
network imnterface. Further, the component and/or data can be included in a single device
or disiributed in any manner. Accordingly, general purpose computing devices may be
configured to implement the processes, algonithms and rocthodology ot the present
disclosure with the processing and/or execution of the various data and/or components
deseribed above. Alternatively, some or all of the methods described herein may
alternatively be embodied in specialized computer hardware. In addition, the components
referred to herein may be implemented in hardware, software, firnvware or a combination
thereof.

100731 It should be emphasized that many variations and modifications may
be made to the above-described embodiments, the elements of which are to be understood
as being among other acceptable examples. All such roodifications and variations are
intended to be ncluded herein within the scope of this disclosure and protected by the

following claims.
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WHAT IS CLAIMED IS;

I A computing device configured to manage information associated with

Web pages comprising:

one Of MOre processors; and
one or more computer-readable media storing computer-executable mstructions
that, when executed, cause one or more processors to porform acts comprising:
receiving a command to display a previously accessed Web page on the
cormputing device and to remove access wnformation associated with a currently
accessed Web page from the coraputing device; and
responsive 1o receiving the command:
causing the removal of the access information associated with the
currently accessed Web page from the computing device such that the
computing device removes a record that the currently accessed Web page
was accessed;
causing the display of the previously accessed Web page; and
transmitiing a notification o at least one other entily reporting an
indication of the receipt of the commmand and av identification of the
currently accessed Web page.

2. The computing device as recited in Claim 1, wherein transmitting the

notification to at least one other entity inchudes transmitting a notification to at least one

of:

an cntity associated with the currently accessed network resource;
an entity associated with a network accessible computing service;
an entity associated with a reporting service; and

an entity associated with a scarch service.

-

3. The computing device as recited in Claim 1, wherein the one or more

computer-readable media storing executable instructions that, when executed cause the

ON¢ O MOTe Processors to receive a navigation command to cause display of a previously

accessed Web page without removal of access information associated with the currently

accessed Web page.

4. The computing device as recited in Claim 1, wherein the removal of the

access information includes the removal of one or more network resource identifiers

associated with the currently accessed Web page from a software application history, user

~3
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wdentification associated with the cwrrently accessed Web page and conteut previously
requested in accessing the currently accessed Web page.

5. A computer-implemented method for managing information associated
with network resources comprising:

under control of one or more processors configured with specific executable
instructions,

determining whether a single input corresponds o a command to (i)
reraove access nformation associated with the access of a first network resource
and {11} display a second network resource; and

responsive to determining that the single input corresponds to the
command to remove the access information and display the second network
resource:

causing the display of the second network resource; and
causing removal of access information mdicating that the first
network resource was accessed.

6. The computer-implernented method of Claim 5, wherein the first network
resource 15 a currently accessed network resource and the secound network resource is a
network resource that is identified, in a network resource access history, as being
displayed immediately before the currently accessed network resource.

7. The computer-implemented method of Claim 5, further comprising:

determining whether at least one additional input corresponds to a command to
navigate to the network resource that is wdentified, in a network resource access history,
as being displayed nmmediately betore the currently accessed network resource without
deleting juformation associated with the currently accessed network resource.

8. The computer-imiplemented rocthod of Claim 5, wherewn the {irst network
resource is a currently accessed network resource and the second network resource is a
network resource that is identified, in a network resource access history, as being
displayed immediately after the currently accessed network resource.

9. The computer-implemented method of Claim 8, further comprising:

determining whether at least one additional nput corresponds to a command (o
navigate to the network resource that is identified, in a network resource access history,
as being displaved mmediately after the currenily accessed network resource without

deleting information associated with the currently accessed network resource,

()
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10, The computer-iaplemented method of Claim 5, wherein the single wput
corresponds to a single, integrated action to perform both the causing the display of the
second network resource and causing removal of access information indicating that the
first network resource was accessed.

1. The computer-implemented method of Claim 5, wherein causing removal
of access information mdicating that the first network resource was aceessed includes
causing rermoval from a software application history of at least one of:

a network resource identifier of the first network resource;

account identifiers associated with the first network resource;

user identificrs associated with the first network resource; and

content associated with the first network resource identifier.

12, The computer-implemented method of Claim 5, further comprising,
responsive to determining that the single input corresponds to the command to remove the
access information and display the second network resource:

transmitting a notification to at least one network based service provider,

13, The computer-implemented method of Claim 5, wherein caunsing rerooval
of access information indicating that the fivst network resource was accessed includes:

obtaining configuration information, the configuration information identifying
information that will be removed in response to the single input; and

causing removal of the access information in accordance with the configuration
information,

14. The computer-implemented method of Claim S, wherein the single input
corresponds o at least one of a selection of a control bution, a sclection of a touch
interface, a selection of a hardware conirol and a voice command.

15, The computer-implemented roethod of Claum S, wherein determining
whether the single input corresponds to the command to remove access information and
display a second unetwork resource includes determining an amount of time a touch
interface has been accessed.

6. The computer-implemented method of Claim 5, wherein determining
whether the single mput corresponds to the command fo remove access mmformation and
display a second network resource includes determining whether a pattern associated with

a touch nterface substautially matches a previously determined pattern.



