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METHOD AND DEVICE FOR DETECTING INFORMATION LEAKAGE, 

SERVER, AND COMPUTER-READABLE STORAGE MEDIUM 

[0001] The present application claims priority to China Patent Application No. 

201710164043.7, filed March 17, 2017 before the State Intellectual Property Office 

and entitled “Method and Device for Detecting Information Leakage, Server, and 

Computer-readable Storage Medium”, the entirety of which is hereby incorporated 

herein by reference. 

[0002] TECHNICAL FIELD 

[0003] The present disclosure relates to the technical field of information security, 

and more particularly relates to a method and a device for detecting information 

leakage, a server, and a computer-readable storage medium. 

[0004] BACKGROUND 

[0005] In order to guarantee user’s information security, a server typically detects 

leakage of information through a web application vulnerability scanner. To do so, the 

server defines some specific keywords (e.g., “email,” or “username,”) in advance that 

correspond to some sensitive information, and then compares the parameter included 

in a scanned record against the predefined keywords, so that when any parameter that 

is consistent with any one of the keywords shows up in the scanned record, it would 

indicate that plaintext transmission of sensitive information is being used, which 

would also indicate the risk of information leakage. However, if the parameter 

“USERNAME” appears in a newly developed system http request while the specific 

keywords include the keyword “username” but not the keyword “USERNAME”, the 

parameter “USERNAME” would not be matched or identified; the same goes with the 

parameter “uname” that shows up in the http request leaving it unidentified, resulting 

in plaintext transmission of the sensitive information, hence the risk of information 

leakage. 

[0006] Since the above method just roughly detects the presence of any plaintext 

transmission of sensitive information, it requires security testers to invest more efforts 
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for subsequent analysis and inspection. This not only reduces the efficiency of 

identifying the leakage of sensitive information, but requires the security testers to put 

in additional labor. 

[0007] SUMMARY 

[0008] One main object of the present disclosure is to provide a method for detecting 

information leakage and device, a server and a computer-readable storage medium to 

improve efficiency of detecting information leakage and reduce the risk of 

information leakage.   

[0009] In order to accomplish the above-mentioned object, the present disclosure 

provides a method for detecting information leakage, the method including the 

following operations:  

[0010] a request message is received from a channel party;  

[0011] then parameters included in the request message are matched against keywords 

obtained in advance through machine learning, and a matching degree between the 

parameter and the keyword is obtained based on the matching result;  

[0012] when the matching degree is higher than a preset threshold, it is determined 

that information of the request message is leaked and related information of the 

request message is then recorded.   

[0013] To accomplish the above-mentioned object, the present disclosure also 

provides a device for detecting information leakage, the device including:  

[0014] a receiving module that receives a request message sent from a channel party;  

[0015] a matching module that matches parameters included in the request message 

against keywords obtained in advance through machine learning, and then obtains a 

matching degree between the parameter and the keyword based on the matching 

result; and  

[0016] a first determination module that determines information of the request 

message is leaked and then records the related information of the request message 

when the matching degree is higher than a preset threshold. 

[0017] To accomplish the above-mentioned object, the present disclose further 

provides a server that includes a processor and a memory. The processor is configured 
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to execute an information leakage detection program stored in the memory to perform 

the following operations:  

[0018] receiving a request message sent from a channel party;  

[0019] matching parameters included in the request message against keywords 

obtained in advance through machine learning, and obtaining a matching degree 

between the parameter and the keyword based on the matching result; and  

[0020] when the matching degree is higher than a preset threshold, determining 

information of the request message is leaked and recording the related information of 

the request message.   

[0021] To accomplish the above-mentioned object, the present disclosure still further 

provides a computer-readable storage medium, which stores one or more programs 

executable by one or more processors to perform the following operations:  

[0022] receiving a request message sent from a channel party;  

[0023] matching parameters included in the request message against keywords 

obtained in advance through machine learning, and obtaining a matching degree 

between the parameter and the keyword based on the matching result; and  

[0024] when the matching degree is higher than a preset threshold, determining 

information of the request message is leaked and recording the related information of 

the request message.   

[0025] In accordance with the embodiments of the present disclosure, after receiving 

a request message sent from a channel party, the parameter included in the request 

message are matched against the keywords obtained in advance through machine 

learning to obtain a matching degree between the parameter and the keyword. When 

the matching degree between the parameter and the keyword is higher than a preset 

threshold, the information of the request message is determined as leaked and as such 

the related information of the request message would be recorded. Therefore, more 

keywords can be automatically identified based on machine learning, which allows 

the sensitive information to be identified in a very efficient manner, reducing the 

efforts required of security testers, improving the efficiency of detecting information 

leakage, and reducing the risk of information leakage. 

[0026] BRIEF DESCRIPTION OF THE ACCOMPANING DRAWING 
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[0027] FIG. 1 is a flow diagram of a first embodiment of a method for detecting 

information leakage according to the present disclosure; 

[0028] FIG. 2 is a flow diagram of a second embodiment of the method for detecting 

information leakage according to the present disclosure; 

[0029] FIG. 3 is a flow diagram of a third embodiment of the method for detecting 

information leakage according to the present disclosure; 

[0030] FIG. 4 is a flow diagram of a fourth embodiment of the method for detecting 

information leakage according to the present disclosure; 

[0031] FIG. 5 is a flow diagram of a fifth embodiment of the method for detecting 

information leakage according to the present disclosure; 

[0032] FIG. 6 is a functional block diagram of a first embodiment of a device for 

detecting information leakage according to the present disclosure; 

[0033] FIG. 7 is a functional block diagram of a fourth embodiment of the device for 

detecting information leakage according to the present disclosure; 

[0034] FIG. 8 is a functional block diagram of a fifth embodiment of the device for 

detecting information leakage according to the present disclosure; and 

[0035] FIG. 9 is a structural diagram of a hardware execution environment of a server 

related to the embodiments of the present disclosure. 

[0036] The achievement of the object, functional features and advantages of the 

present disclosure will be further described with reference to the embodiments and 

accompanying drawings. 

[0037] DETAILED DESCRIPTION OF ILLUSTRATIVE 

[0038] It is to be understood that, all specific embodiments described herein serve 

only for illustrative purpose, and are not a limitation of the disclosure. 

[0039] FIG. 1 shows a first embodiment of a method for detecting information 

leakage according to the present disclosure. The method for detecting information 

leakage in the embodiment includes: 

[0040] step S10, receiving a request message sent from a channel party. 

[0041] In the present embodiment, the method for detecting information leakage is 

applied to a server, and mainly detects interface information leakage. The server is a 
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back-end server corresponding to a front-end channel party. When the server receives 

an http request message sent from the channel party or returns a response packet to 

the channel party based on the request message, the server may detect the request 

message or the response packet to prevent the leakage of information.   

[0042] Preferably, the server may be pre-configured with a security application for 

intercepting of the http request message sent from the channel party to the server and 

detecting information leakage, or intercepting the response packet returned by the 

server to the channel party based on the request message and executing the 

information leakage detection. That is, when the channel party sends the http request 

message to the server, or the server returns the response packet to the channel party, 

the request message and the response packet may transit through the security 

application.   

[0043] The channel parties are tested products, including online banking, bank back 

office app, etc., the app may run on PC, mobile phone and other terminals. The 

channel party may send the request message to the server according to its usage 

demand, the server may receive the request message sent from the channel party, the 

request message includes entering account and password, logging in, sending a 

message, and opening an interface. 

[0044] Step S20, matching a parameter included in the request message against a 

keyword obtained in advance through machine learning, and obtaining a matching 

degree between the parameter and the keyword based on the matching result. 

[0045] In the present embodiment, the server may perform machine learning in 

advance through a preset security application to identify multiple keywords, that is, 

more keywords are automatically identified by machine learning in advance, for 

example, e-mail, email, e-mail, Email , EMAIL, etc., rather than just simply identify 

email only.   

[0046] Specifically, in the method of machine learning, the keywords are firstly 

obtained through learning and recognizing a plurality of samples, such as username, 

Username, USERNANME, user, name and the like. Simply transformation of 

alphabetical case may be identified directly, for example, username, Username, 

UserName, etc. Common vocabularies may also be identified directly, such as 
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username, uname, name, etc. Other cases may also be identified and matched by 

determininga most probable probability from a decision tree algorithm in machine 

learning and a probabilistic algorithm. Detailed description is given through below 

embodiments. 

[0047] After machine learning, a plurality of keywords may be recorded. When the 

server receives the request message sent from the channel party, the server determines 

whether the request message is in plaintext or ciphertext transmission, that is, matches 

the parameter included in the request message against the keywords obtained in 

advance through machine learning, obtains the matching degree between the 

parameter included in the request message and the keyword obtained in advance 

through machine learning, so as to determine meanings of the parameter in the request 

message according to the matching degree. When the request message is transmitted 

in plaintext, the parameter included in the request message may include some terms 

such as Email, username, passwd, flagname and the like; when the request message is 

ciphertext transmission, the parameter included in the request message are some 

garbled characters.   

[0048] Step S30, determining information of the request message is leaked and 

recording the related information of the request message when the matching degree is 

higher than a preset threshold. 

[0049] After obtaining the matching degree between the parameter included in the 

request message and the keywords obtained in advance through machine learning, 

determines whether the matching degree is higher than a preset threshold, and the 

preset threshold may be flexibly set according to a specific situation.   

[0050] When the matching degree between the keyword and the parameter is higher 

than the preset threshold, determines that the meanings of the parameter in the request 

message are the meanings corresponding to the keywords. After determining 

meanings of the parameter in the request message, it is determined that the parameter 

is transmitted in plaintext, which will be the risk of information leakage. In this case, 

it is determined that the information of the request message is leaked, meanwhile the 

related information of the request message is recorded, and the related information of 

the request message may be stored in a preset database. Record fields may include a 
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request url (url is a uniform resource locator) of the request message, request sensitive 

parameters, a serial number and other related information. The url request is an 

interface address bound to the server by the channel party; the request sensitive 

parameters are plaintext data, which may include multiple parameters; the serial 

number is a sequence number for ordering the request message.   

[0051] Preferably, when the server transits through the security application and when 

the security application detects that the data of the request message in the 

transmission process s plaintext transmission, the security application records the 

related information of the request message in the database “redis” of the security 

application. It should be noted that, whether the request message sent from the 

channel party is in plaintext or ciphertext transmission, the security application needs 

to transfer the request message to the back-end server.   

[0052] When the matching degree between the keyword and the parameter is not 

higher than the preset threshold, it indicates that the meanings of the parameter in the 

request message may not be determined, in this case, it is determined that the request 

message is ciphertext transmission, and no risk of information leakage shows up.  

When the request message is ciphertext transmission, it is determined that the 

information of the request message is not leaked, and the related information of the 

request message does not need to be recorded.   

[0053] After completing the test, the data with the security risk that stored in the 

database may be exported, that is, exports the related information of the request 

message recorded in the database, and processed by relevant security testers.   

[0054] An example is described below that, when the channel party transmits the http 

request message to the server; the server receives the request message, wherein the 

parameters of the request message include Username, passwd, IDCard, and the like.  

The server matches the parameter included in the request message against the 

keywords acquired through the machine in advance and determines that the values of 

the Username, passwd and IDCard are transmitted in plaintext, that is, the username 

Username is aaaa aa, the password passwd is bbbbb, the bank card IDCard is 

4205xxxxxxxxxxxx11. At this time, it is determined that the information of the 
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request message is leaked and the related information of the request message is 

recorded.   

[0055] The embodiment of the present disclosure obtains the matching degree 

between the parameter included in the request message and the keyword obtained in 

advance through machine learning by receiving the request message sent from the 

channel party and by matching the parameter included in the request message against 

the keyword obtained in advance through machine learning. When the matching 

degree between the parameter and the keyword is higher than the preset threshold, 

determines that the information of the request message is leaked and records the 

related information of the request message. Based on machine learning, more 

keywords can be automatically identified, allowing the sensitive information to be 

identified in very efficient manner, leading to reduced efforts required of security 

testers, improved efficiency of detecting information leakage and reduced risk of 

information leakage. 

[0056] Further, as shown in FIG. 2, based on the first embodiment of the method for 

detecting information leakage, a second embodiment of the method for detecting 

information leakage according to the present disclosure is proposed. In the present 

embodiment, the above step S20 may include: 

[0057] step S21, matching the parameter included in the request message with the 

keyword obtained in advance through machine learning, and obtaining the matching 

degree between the parameter and the keyword based on the matching result; and 

[0058] step S22, determining the matching degree between the parameter and the 

keyword based on the first matching degree and a context of the parameter in the 

request message. 

[0059] In the present embodiment, during the process by the server of matching the 

parameter included in the request message against the keyword obtained in advance 

through machine learning, firstly comparing the parameter against the keywords and 

determining the first matching degree between the parameter and the keyword. When 

multiple parameters exist, multiple parameters may be compared against each 

keyword respectively to determine the matching degree between each parameter and 

the keywords. Then, a weighted calculation is performed according to the matching 
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degree of each parameter, to obtain the first matching degree between the multiple 

parameters and the keywords, and determines the matching degree between the 

parameter and the keyword based on the first matching degree and the context of the 

parameter in the request message.   

[0060] An example is described below that, when the request message received by the 

server includes the parameter “name”, the parameter “name” will be determined due 

to multiple trainings of determining name and account in the process of machine 

learning, by the probability algorithm, determines the possible probability (that is, the 

first matching degree) that the meaning of the parameter “name” is name is 30%, 

while the possible probability (that is, the first matching degree) that the meaning is 

account is 70%, and then according that the parameter “password” appears in the 

context of the request message, e.g., password, determines that the matching degree 

between the meaning of the parameter “name” and the keyword account is 95% by the 

decision tree algorithm. 

[0061] In the present embodiment during the process by the server of matching the 

parameter included in the request message with the keyword obtained in advance 

through machine learning, firstly determining the first matching degree between the 

parameter and the keyword by the probability algorithm, then based on the first 

matching degree and the context of the parameter in the request message, determines 

the matching degree between the parameter and the keyword by the decision tree 

algorithm, to improve accuracy and reliability of the matching degree.   

[0062] Further, as shown in FIG. 3, based on the first embodiment of the method for 

detecting information leakage, a third embodiment of the method for detecting 

information leakage according to the present disclosure is proposed. In the present 

embodiment, the above step S20 may further include: 

[0063] step S23, splitting the parameter included in the request message into a first 

sub-parameter and a second sub-parameter according to keywords obtained in 

advance through machine learning; 

[0064] step S24, matching the keywords obtained in advance through machine 

learning against the first sub-parameter and the second sub-parameter respectively to 

determine a first probability of matching between the first sub-parameter and a first 
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keyword and a second probability of matching between the second sub-parameter and 

a second keyword; and 

[0065] step S25, determining the matching degree between the parameter and the 

keyword based on the first probability, the second probability, and a context of the 

parameter in the request message. 

[0066] In the present embodiment, during the process of matching the parameter 

included in the request message with the keyword obtained in advance through 

machine learning by the server, firstly the parameter included in the request message 

are split into a plurality of sub-parameters based on the keywords obtained in advance 

through machine learning, for example, the first sub-parameter and the second sub-

parameter.  Then the keywords obtained in advance through machine learning are 

matched with the first sub-parameter and the second sub-parameter respectively to 

determine a first probability of matching between the first sub-parameter and a first 

keyword and a second probability of matching between the second sub-parameter and 

a second keyword based on the probability algorithm.  And then determines the 

matching degree between the parameter and the keyword according to the decision 

tree algorithm and the first probability, the second probability and the context of the 

parameter in the request message so as to determine the meaning of the parameter in 

the request message according to the matching degree.   

[0067] Optionally, after determining the first probability of matching between the first 

sub-parameter and a first keyword and the second probability of matching between 

the second sub-parameter and a second keyword, a third probability of matching 

between the first sub-parameter and the first keyword may be calculated based on the 

first probability and the context of the parameter in the request message, and a fourth 

probability of matching between the second sub-parameter and the second keyword 

may be determined based on the second probability and the context of the parameter 

in the request message.  Finally, compares the third probability against the fourth 

probability, the larger is set as the parameter and the keyword.  And the determination 

of the matching degree between the parameter and the keyword may also be flexibly 

set according to the specific situation, which does not limit the present disclosure.   



 

11 
 

[0068] An example is described below that, when the request message received by the 

server includes the parameter “flagname”, firstly the parameter “flagname” is split 

into a flag and a name, wherein the flag will be selected due to multiple trainings of 

determining mark and identify, the name will be selected due to multiple trainings of 

name and account.  Through multiple algorithms, it is determined that the possible 

probability of the parameter “flagname” that used to mark is 40%, the possible 

probability of the parameter “flagname” that used to account name is 60%, and then 

according that the parameter “password” appears in the context of the request 

message, e.g., password, determines that the flagname matches the meaning of the 

account as 90%, that is, determines that the matching degree between the parameter 

“flagname” and the keyword account is 90% by the decision tree algorithm. 

[0069] In the present embodiment, the server may split the parameter, and then 

determines the matching degree between the parameter and the keyword based on the 

probability algorithm, the decision tree algorithm and the context of the parameter in 

the request message, which may effectively identify sensitive information and 

improve efficiency of detecting information leakage.   

[0070] Further, as shown in FIG. 4, based on the first embodiment of the method for 

detecting information leakage, a fourth embodiment of the method for detecting 

information leakage according to the present disclosure is proposed.  In the present 

embodiment, after step S10 include: 

[0071] step S40, determining whether an identifier of non-sensitive information that is 

set by the channel party is present in the request message; and 

[0072] step S50, determining the information of the request message is not leaked 

when the identifier of non-sensitive information set by the channel party is present in 

the request message. 

[0073] It should be noted that the fourth embodiment of the method for detecting 

information leakage in the present disclosure may also be put forward based on the 

second or third embodiment of the method for detecting information leakage 

described above.   

[0074] In the present embodiment, as some request messages are ruled to transmit in 

plaintext, the channel party may identify the request messages that need to be 
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transmitted in plaintext, and set the request messages that need to be transmitted in 

plaintext to be non-sensitive information.   

[0075] When the server receives the request message sent from the channel party, 

firstly judging whether the identifier of non-sensitive information that is set by the 

channel party is present in the request message.  When the identifier of non-sensitive 

information that is set by the channel party is present in the request message, it is 

determined that the information of the request message is not leaked.  Even though 

the request message is in plaintext, it indicates that no risk of information leakage is in 

the request message and not need to record the related information of the request 

message.   

[0076] In the present embodiment, after the server receiving the request message sent 

from the channel party, when determines that the identifier of non-sensitive 

information that is set by the channel party is present, determines that the information 

of the request message is not leaked.  It ensures that the request message with 

requirements may be transmitted in plaintext and improves the reliability of the 

information leakage detection.   

[0077] Further, as shown in FIG. 5, based on the first, second, third or fourth 

embodiment of the method for detecting information leakage, a fifth embodiment of 

the method for detecting information leakage according to the present disclosure is 

proposed.  In the present embodiment, the method for detecting information leakage 

further includes: 

[0078] step S60, obtaining a response packet that is returned to the channel party in 

response to the request message; 

[0079] step S70, comparing information contained in the response packet against pre-

recorded target parameters in corresponding fields of the request message; and 

[0080] step S80, determining the information contained in the response packet is 

leaked and recording the related information of the response packet when the response 

packet contains more information than the pre-recorded target parameters of the 

corresponding fields.   

[0081] It should be noted that the step S60 in the fifth embodiment of the method for 

detecting information leakage of the present disclosure may be performed after the 
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step S10, and may be performed after the step S20, or the step S30, or the step S40 or 

the step S50.   

[0082] In the present embodiment, when the server receives the request message sent 

from the channel party and returns the response packet to the channel party according 

to the request message, in order to further reduce risk of information leakage, the 

response packet needs to be detected.   

[0083] Specifically and firstly, when receiving the request message sent from the 

channel party, the server records the target parameters in the corresponding fields of 

the request message based on the request message.  Then, obtains the response packet 

that is returned to the channel party in response to the request message; compares the 

information contained in the response packet against the pre-recorded target 

parameters in corresponding fields of the request message, and determines whether 

the information contained in the response packet is more than the target parameters of 

the fields.  When the response packet contains more information than the pre-recorded 

target parameters of the corresponding fields, determines the information contained in 

the response packet is leaked and records the related information, the related 

information may contain more data than the target parameters.  The related 

information of the response packet may be stored in a preset database, and the 

recorded fields may include the request url (url is a uniform resource locator) of the 

request message, the request sensitive parameters, a serial number and other related 

information.  The url request is the interface address bound to the server by the 

channel party; the request sensitive parameters is data that more than the target 

parameters, which may include multiple parameters; the serial number is the sequence 

number for ordering the response packet.   

[0084] Preferably, when the server returns the response packet to the channel party, 

the response packet may be transmitted and detected by the security application.   

[0085] An example is described below that, when the channel party sends a 

transaction record page query to the server, the server records html page fields that 

need to be returned to the channel party.  In here it is the page to be requested, a bank 

card number has not been entered for querying.  The transaction record includes a 

transaction amount and a transaction time, the html page fields record the transaction 
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amount and the transaction time.  After that, when the channel party sends the bank 

card number to the server for initiating a http query request, that is, when entering a 

bank card number for inquiry, the server records when matching the bank card 

number parameter bankcard, and compares the response packet returned based on the 

bank card number against the recorded parameters page fields, if the parameter 

returned are detected more than the parameter recorded in the fields, it indicates that 

the server returns more information than requested by the channel party.  At this time, 

the url request, the sensitive parameters, and the serial number are recorded in the 

database redis.  For example, a certain page of bank website of the channel party, 

which is used to query the transaction record according to the bank card number input 

by the user, and the response packet returned by the server according to the request 

includes a transaction amount of 1000, a transaction time of 20160101, a transaction 

user of test, a transaction user bank card number xxxxx, a business name aaa; a 

transaction amount 400, a transaction time 20161201, a transaction user  bbb, a 

transaction user bank card number aaaa, a business name cccc and so on, in this 

example what the service the channel party requested is only the transaction data, but 

the returned information still contains the user's identity information.  If too much 

information is returned, it may be determined that the sensitive information may be 

leaked.   

[0086] Finally, after completing the test, the data with the security risk that stored in 

the database may be exported, that is, exports the related information of the response 

packet recorded in the database, and processed by the relevant security testers.   

[0087] In the present embodiment, the server compares the returned response packet 

based on the request message against the target parameters requested by the request 

message to determine which parameters in the response packet are more than the 

target parameters requested by the request message, extra parameters are related to 

sensitive information, and records the related information of the response packet.  It is 

achieved that the information returned by some interfaces that not the data to be 

displayed on the front-end channel party page will be determined as the leakage of 

sensitive information, and automatic detection is also achieved to avoid manual 
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detection, which not only improves efficiency of the detecting information leakage 

but also reduces risk of information leakage.   

[0088] Persons of ordinary skill in the art may understand that all or part of the steps 

of the foregoing embodiments may be achieved by a hardware, or by instructing 

relevant hardware through a program, the program may be stored in a computer-

readable storage medium and the computer-readable storage medium may be a read-

only memory, a magnetic disk or an optical disk.   

[0089] FIG. 6 shows a first embodiment of a device for detecting information leakage 

according to the present disclosure.  The device for detecting information leakage in 

the embodiment includes: 

[0090] a receiving module 100, configured to receive a request message sent from a 

channel party.   

[0091] In the present embodiment, the method for detecting information leakage is 

applied to a server, and mainly detects interface information leakage.  The server is a 

back-end server corresponding to a front-end channel party.  When the server receives 

an http request message sent from the channel party or returns a response packet to 

the channel party based on the request message, the server may detect the request 

message or the response packet to prevent the leakage of information.   

[0092] Preferably, the server may be pre-configured with a security application for 

intercepting of the http request message sent from the channel party to the server and 

detecting information leakage, or intercepting the response packet returned by the 

server to the channel party based on the request message and executing the 

information leakage detection.  That is, when the channel party sends the http request 

message to the server, or the server returns the response packet to the channel party, 

the request message and the response packet may transit through the security 

application.   

[0093] The channel parties are tested products, including online banking, bank back 

office app, etc., the app may run on PC, mobile phone and other terminals.  The 

channel party may send the request message to the server according to its usage 

demand, the server may call the receiving module 100 to receive the request message 
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sent from the channel party, the request message includes entering account and 

password, logging in, sending a message, and opening an interface. 

[0094] A matching module 200, configured to match the parameter included in the 

request message with the keywords obtained in advance through machine learning, 

and obtain the matching degree between the parameter and the keyword based on the 

matching result; and 

[0095] In the present embodiment, the server may perform machine learning in 

advance through a preset security application to identify multiple keywords, that is, 

more keywords are automatically identified by machine learning in advance, for 

example, e-mail, email, e-mail, Email , EMAIL, etc., rather than just simply identify 

email only.   

[0096] Specifically, in the method of machine learning, the keywords are firstly 

acquired through learning and recognizing a plurality of samples, such as username, 

Username, USERNANME, user, name and the like.  Simply transformation of 

alphabetical case may be identified directly, for example, username, Username, 

UserName, etc.  Common vocabularies may also be identified directly, such as 

username, uname, name, etc.  Other cases may also be identified and matched by 

determininga most probable probability from a decision tree algorithm in machine 

learning and a probabilistic algorithm.  Detailed description is given through below 

embodiments. 

[0097] After machine learning, a plurality of keywords may be recorded.  When the 

server receives the request message sent from the channel party, the server determines 

whether the request message is in plaintext or ciphertext transmission, that is, matches 

the parameter included in the request message with the keywords obtained in advance 

through machine learning, obtains the matching degree between the parameter 

included in the request message and the keywords obtained in advance through 

machine learning, so as to determine meanings of the parameter in the request 

message according to the matching degree.  When the request message is transmitted 

in plaintext, the parameter included in the request message may include some terms 

such as Email, username, passwd, flagname and the like; when the request message is 
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ciphertext transmission, the parameter included in the request message are some 

garbled characters.   

[0098] A first determination module 300, configured to determine the information of 

the request message is leaked and record the related information of the request 

message when the matching degree is higher than the preset threshold. 

[0099] After obtaining the matching degree between the parameter included in the 

request message and the keywords obtained in advance through machine learning, 

determines whether the matching degree is higher than a preset threshold, and the 

preset threshold may be flexibly set according to a specific situation.   

[00100] When the matching degree between the keyword and the parameter is higher 

than the preset threshold, the first determination module 300 determines that the 

meanings of the parameter in the request message are the meanings corresponding to 

the keywords.  After determining meanings of the parameter in the request message, it 

is determined that the parameter is transmitted in plaintext, which will be the risk of 

information leakage.  In this case, it is determined that the information of the request 

message is leaked, meanwhile the related information of the request message is 

recorded, and the related information of the request message may be stored in a preset 

database.  Record fields may include a request url (url is a uniform resource locator) 

of the request message, request sensitive parameters, a serial number and other related 

information.  The url request is an interface address bound to the server by the 

channel party; the request sensitive parameters are plaintext data, which may include 

multiple parameters; the serial number is a sequence number for ordering the request 

message.   

[00101] Preferably, when the server transits through the security application and 

when the security application detects that the data of the request message in the 

transmission process s plaintext transmission, the security application records the 

related information of the request message in the database redis of the security 

application.  It should be noted that, whether the request message sent from the 

channel party is in plaintext or ciphertext transmission, the security application needs 

to transfer the request message to the back-end server.   
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[00102] When the matching degree between the keyword and the parameter is not 

higher than the preset threshold, it indicates that the meanings of the parameter in the 

request message may not be determined, in this case, it is determined that the request 

message is ciphertext transmission, and no risk of information leakage exists.  When 

the request message is ciphertext transmission, it is determined that the information of 

the request message is not leaked, and the related information of the request message 

does not need to be recorded.   

[00103] After completing the test, the data with the security risk that stored in the 

database may be exported, that is, exports the related information of the request 

message recorded in the database, and processed by relevant security testers. 

[00104] An example is described below that, when the channel party transmits the 

http request message to the server; the server receives the request message, wherein 

the parameter of the request message includes Username, passwd, IDCard, and the 

like.  The server matches the parameter included in the request message with the 

keywords acquired through the machine in advance and determines that the values of 

the Username, passwd and IDCard are transmitted in plaintext, that is, the username 

Username is aaaa aa, the password passwd is bbbbb, the bank card IDCard is 

4205xxxxxxxxxxxx11.  At this time, it is determined that the information of the 

request message is leaked and the related information of the request message is 

recorded.   

[00105] The embodiment of the present disclosure obtains the matching degree 

between the parameter included in the request message and the keywords obtained in 

advance through machine learning by receiving the request message sent from the 

channel party and by matching the parameter included in the request message with the 

keywords obtained in advance through machine learning.  When the matching degree 

between the parameter and the keyword is higher than the preset threshold, 

determines that the information of the request message is leaked and records the 

related information of the request message.  Based on machine learning, more 

keywords can be automatically identified, allowing the sensitive information to be 

identified in very efficient manner, leading to reduced efforts required of security 
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testers, improved efficiency of detecting information leakage and reduced risk of 

information leakage. 

[00106] Further, based on the first embodiment of the device for detecting 

information leakage, a second embodiment of the device for detecting information 

leakage according to the present disclosure is proposed.  In the present embodiment, 

the above matching module 200 may include: 

[00107] a first determining unit, configured to match the parameter included in the 

request message with the keywords obtained in advance through machine learning, 

and determine a first matching degree between the parameter and the keyword; and 

[00108] a second determining unit, configured to determine the matching degree 

between the parameter and the keyword based on the first matching degree and the 

context of the parameter in the request message.   

[00109] In the present embodiment, during the process by the server of matching the 

parameter included in the request message with the keywords obtained in advance 

through machine learning, firstly the first determining unit comparing the parameter 

against the keywords and determining the first matching degree between the 

parameter and the keyword.  When multiple parameters exist, multiple parameters 

may be compared against each keyword respectively to determine the first matching 

degree between each parameter and the keywords.  Then, a weighted calculation is 

performed by the second determining unit according to the matching degree of each 

parameter, to obtain the first matching degree between the multiple parameters and 

the keywords, and determines the matching degree between the parameter and the 

keyword based on the first matching degree and the context of the parameter in the 

request message.   

[00110] An example is described below that, when the request message received by 

the server includes the parameter “name”, the parameter “name” will be determined 

due to multiple trainings of determining name and account in the process of machine 

learning, by the probability algorithm, determines the possible probability (that is, the 

first matching degree) that the meaning of the parameter “name” is name is 30%, 

while the possible probability (that is, the first matching degree) that the meaning is 

account is 70%, and then according that the parameter “password” appears in the 



 

20 
 

context of the request message, e.g., password, determines that the matching degree 

between the meaning of the parameter “name” and the keyword account is 95% by the 

decision tree algorithm. 

[00111] In the present embodiment during the process by the server of matching the 

parameter included in the request message with the keywords obtained in advance 

through machine learning, firstly determining the first matching degree between the 

parameter and the keyword by the probability algorithm, then based on the first 

matching degree and the context of the parameter in the request message, determines 

the matching degree between the parameter and the keyword by the decision tree 

algorithm, to improve accuracy and reliability of the matching degree.   

[00112] Further, based on the first embodiment of the device for detecting 

information leakage, a thirdly embodiment of the device for detecting information 

leakage according to the present disclosure is proposed.  In the present embodiment, 

the above matching module 200 also may include: 

[00113] a splitting unit, configured to split the parameter included in the request 

message into the first sub-parameter and the second sub-parameter according to the 

keywords obtained in advance through machine learning; 

[00114] a matching unit, configured to match the keywords obtained in advance 

through machine learning against the first sub-parameter and the second sub-

parameter respectively to determines the first probability of matching between the 

first sub-parameter and the first keyword and the second probability of matching 

between the second sub-parameter and the second keyword; and 

[00115] a third determining unit, configured to determine the matching degree 

between the parameter and the keyword based on the first probability, the second 

probability and the context of the parameter in the request message.   

[00116] In the present embodiment, during the process of matching the parameter 

included in the request message against the keywords obtained in advance through 

machine learning by the server, firstly the parameter included in the request message 

are split by the splitting unit into a plurality of sub-parameters based on the keywords 

obtained in advance through machine learning, for example, the first sub-parameter 

and the second sub-parameter.  Then the keywords obtained in advance through 
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machine learning are matched by the matching unit with the first sub-parameter and 

the second sub-parameter respectively, and based on the probability algorithm, the 

third determining unit determines the first probability of matching between the first 

sub-parameter and the first keyword and the second probability of matching between 

the second sub-parameter and the second keyword.  And then determines the 

matching degree between the parameter and the keyword according to the decision 

tree algorithm and the first probability, the second probability and the context of the 

parameter in the request message so as to determine the meaning of the parameter in 

the request message according to the matching degree.   

[00117] Optionally, after determining the first probability of matching between the 

first sub-parameter and the first keyword and the second probability of matching 

between the second sub-parameter and the second keyword, a third probability 

matched by the first sub-parameter and the first keyword may be calculated based on 

the first probability and the context of the parameter in the request message, and a 

fourth probability matched by the second sub-parameter and the second keyword may 

be determined based on the second probability and the context of the parameter in the 

request message.  Finally, compares the third probability against the fourth 

probability, the larger is set as the parameter and the keyword.  And the determination 

of the matching degree between the parameter and the keyword may also be flexibly 

set according to the specific situation, which does not limit the present disclosure.   

[00118] An example is described below that, when the request message received by 

the server includes the parameter “flagname”, firstly the parameter “flagname” is split 

into a flag and a name, wherein the flag will be selected due to multiple trainings of 

determining mark and identify, the name will be selected due to multiple trainings of 

name and account.  Through multiple algorithms, it is determined that the possible 

probability of the parameter “flagname” that used to mark is 40%, the possible 

probability of the parameter “flagname” that used to account name is 60%, and then 

according that the parameter “password” appears in the context of the request 

message, e.g., password, determines that the flagname matches the meaning of the 

account as 90%, that is, determines that the matching degree between the parameter 

“flagname” and the keyword account is 90% by the decision tree algorithm. 
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[00119] In the present embodiment, the server may split the parameter, and then 

determines the matching degree between the parameter and the keyword based on the 

probability algorithm, the decision tree algorithm and the context of the parameter in 

the request message, which may effectively identify sensitive information and 

improve efficiency of detecting information leakage.   

[00120] Further, as shown in FIG. 7, based on the first embodiment of the device for 

detecting information leakage, a fourth embodiment of the device for detecting 

information leakage according to the present disclosure is proposed.  In the present 

embodiment, the device for detecting information leakage also includes: 

[00121] a determination module 400, configured to determine whether a identifier of 

non-sensitive information that is set by the channel party is present in the request 

message; and 

[00122] a second determination module 500, configured to determine the information 

of the request message is not leaked when the identifier of non-sensitive information 

set by the channel party is present.   

[00123] It should be noted that the fourth embodiment of the device for detecting 

information leakage in the present disclosure may also be put forward based on the 

second or third embodiment of the device for detecting information leakage described 

above.   

[00124] In the present embodiment, as some request messages are ruled to transmit in 

plaintext, the channel party may identify the request messages that need to be 

transmitted in plaintext, and set the request messages that need to be transmitted in 

plaintext to be non-sensitive information.   

[00125] When the server receives the request message sent from the channel party, 

firstly the determination module 400 determines whether the identifier of non-

sensitive information that is set by the channel party is present in the request message.  

When the identifier of non-sensitive information that is set by the channel party is 

present in the request message, the second determination module 500 determines that 

the information of the request message is not leaked.  Even though the request 

message is in plaintext, it indicates that no risk of information leakage is in the request 

message and not need to record the related information of the request message.   
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[00126] In the present embodiment, after the server receiving the request message 

sent from the channel party, when determines that the identifier of non-sensitive 

information that is set by the channel party is present, determines that the information 

of the request message is not leaked.  It ensures that the request message with 

requirements may be transmitted in plaintext and improves the reliability of the 

information leakage detection.   

[00127] Further, as shown in FIG. 8, based on the first embodiment, the second 

embodiment, the third embodiment or the fourth embodiment of the device for 

detecting information leakage, a fifth embodiment of the device for detecting 

information leakage according to the present disclosure is proposed.  In the present 

embodiment, the device for detecting information leakage further includes: 

[00128] an acquisition module 600, configured to obtain a response packet that is 

returned to the channel party in response to the request message; 

[00129] a comparison module 700, configured to compare information contained in 

the response packet against pre-recorded target parameters in corresponding fields of 

the request message; and 

[00130] a third determination module 800, configured to determine the information 

contained in the response packet is leaked and record the related information of the 

response packet when the response packet contains more information than the pre-

recorded target parameters of the corresponding fields. 

[00131] In the present embodiment, when the server receives the request message sent 

from the channel party and returns the response packet to the channel party according 

to the request message, in order to further reduce risk of information leakage, the 

response packet needs to be detected.   

[00132] Specifically and firstly, when receiving the request message sent from the 

channel party, the server records the target parameters in the corresponding fields of 

the request message based on the request message.  Then the server calls the 

acquisition module 600 to obtain the response packet that is returned to the channel 

party in response to the request message; the comparison module 700 compares the 

information contained in the response packet against the pre-recorded target 

parameters in corresponding fields of the request message, and determines whether 
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the response packet contains more information than the pre-recorded target 

parameters of the corresponding fields.  When the response packet contains more 

information than the pre-recorded target parameters of the corresponding fields, the 

third determination module 800 determines the information contained in the response 

packet is leaked and records the related information; the related information may 

contain more data than the target parameters.  The related information of the response 

packet may be stored in a preset database, and the recorded fields may include the 

request url (url is a uniform resource locator) of the request message, the request 

sensitive parameters, a serial number and other related information.  The url request is 

the interface address bound to the server by the channel party; the request sensitive 

parameters is data that more than the target parameters, which may include multiple 

parameters; the serial number is the sequence number for ordering the response 

packet.   

[00133] Preferably, when the server returns the response packet to the channel party, 

the response packet may be transmitted and detected by the security application.   

[00134] An example is described below that, when the channel party sends a 

transaction record page query to the server, the server records html page fields that 

need to be returned to the channel party.  In here it is the page to be requested, a bank 

card number has not been entered for querying.  The transaction record includes a 

transaction amount and a transaction time, the html page fields record the transaction 

amount and the transaction time.  After that, when the channel party sends the bank 

card number to the server for initiating a http query request, that is, when entering a 

bank card number for inquiry, the server records when matching the bank card 

number parameter bankcard, and compares the response packet returned based on the 

bank card number against the recorded parameters page fields, if the parameter 

returned are detected more than the parameter recorded in the fields, it indicates that 

the server returns more information than requested by the channel party.  At this time, 

the url request, the sensitive parameters, and the serial number are recorded in the 

database redis.  For example, a certain page of bank website of the channel party, 

which is used to query the transaction record according to the bank card number input 

by the user, and the response packet returned by the server according to the request 
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includes a transaction amount of 1000, a transaction time of 20160101, a transaction 

user of test, a transaction user bank card number xxxxx, a business name aaa; a 

transaction amount 400, a transaction time 20161201, a transaction user  bbb, a 

transaction user bank card number aaaa, a business name cccc and so on, in this 

example what the service the channel party requested is only the transaction data, but 

the returned information still contains the user's identity information.  If too much 

information is returned, it may be determined that the sensitive information may be 

leaked.   

[00135] Finally, after completing the test, the data with the security risk that stored in 

the database may be exported, that is, exports the related information of the response 

packet recorded in the database, and processed by the relevant security testers.   

[00136] In the present embodiment, the server compares the returned response packet 

based on the request message against the target parameters requested by the request 

message to determine which parameters in the response packet are more than the 

target parameters requested by the request message, extra parameters are related to 

sensitive information, and records the related information of the response packet.  It is 

achieved that the information returned by some interfaces that not the data to be 

displayed on the front-end channel party page will be determined as the leakage of 

sensitive information, and automatic detection is also achieved to avoid manual 

detection, which not only improves efficiency of detecting information leakage but 

also reduces risk of information leakage.   

[00137] In terms of hardware implementation, the receiving module 100, the 

matching module 200 and the first determination module 300 may be embedded in the 

device for detecting information leakage or independently of the device in form of 

hardware, or may be stored in the memory of the device for detecting information 

leakage in form of software, for the processor to perform the operations 

corresponding to the above modules.  The processor may be a central processing unit 

(CPU), a microprocessor, a microcontroller, or the like.   

[00138] FIG. 9 shows a structural diagram of a hardware execution environment of 

the server related to the embodiments of the present disclosure. 



 

26 
 

[00139] As shown in FIG. 9, the server may include a processor 1001, a 

communication bus 1002, a memory 1003, and a communication interface 1004.  The 

communication bus 1002 is used to implement connection and communication among 

above components.  The memory 1003 may be a high-speed RAM memory or a non-

volatile memory (non-volatile memory) such as a disk memory.  Optionally, the 

memory 1003 may also be a storage device independent of the processor 1001.  The 

communication interface 1004 may include a user interface (not shown in FIG. 9) 

and/or a network interface (not shown in FIG. 9), wherein, the user interface may be 

used to connect input/output devices such as a display screen and a keyboard, the 

network interface may be used to connect to a network, including a wired network 

and/or a wireless network.   

[00140] Those skilled in the art may understand that the structure of the server shown 

in FIG. 9 does not constitute a limitation on the server, and may include more or 

fewer components than above illustrated, or combine some components or different 

components.   

[00141] As shown in FIG. 9, as a computer storage medium, the memory 1003 may 

include an operating system, a network communication module, and an information 

leakage detection program.   

[00142] In the server shown in FIG. 9, the processor 1001 may be configured to call 

the information leakage detection program stored in the memory 1003 and perform 

the following operations: 

[00143] receiving the request message sent from the channel party; 

[00144] matching a parameter included in the request message against a keyword 

obtained in advance through machine learning, and obtaining a matching degree 

between the parameter and the keyword based on the matching result; and 

[00145] determining information of the request message is leaked and recording 

related information of the request message when the matching degree is higher than a 

preset threshold.   

[00146] Further, the processor 1001 may execute the information leakage detection 

program stored in the memory 1003 to realize the following operations: 
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[00147] matching parameters included in the request message against the keyword 

obtained in advance through machine learning and obtaining the first matching degree 

between the parameter and the keyword; and 

[00148] determining the matching degree between the parameter and the keyword 

based on the first matching degree and the context of the parameter in the request 

message.   

[00149] Further, the processor 1001 may execute the information leakage detection 

program stored in the memory 1003 to realize the following operations: 

[00150] splitting the parameter included in the request message into the first sub-

parameter and the second sub-parameter according to the keywords obtained in 

advance through machine learning; 

[00151] matching the keywords obtained in advance through machine learning 

against the first sub-parameter and the second sub-parameter respectively to 

determines the first probability of matching between the first sub-parameter and the 

first keyword and the second probability of matching between the second sub-

parameter and the second keyword; and 

[00152] determining the matching degree between the parameter and the keyword 

based on the first probability, the second probability and the context of the parameter 

in the request message.   

[00153] Further, the processor 1001 may execute the information leakage detection 

program stored in the memory 1003 to realize the following operations: 

[00154] determining whether the identifier of non-sensitive information that is set by 

the channel party is present in the request message; and 

[00155] determining that information of the request message is not leaked when the 

identifier of non-sensitive information that is set by the channel party is present.   

[00156] Further, the processor 1001 may execute the information leakage detection 

program stored in the memory 1003 to realize the following operations: 

[00157] obtaining the response packet that is returned to the channel party in response 

to the request message; 

[00158] comparing the information contained in the response packet against the pre-

recorded target parameters in corresponding fields of the request message, and 
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[00159] determining the information contained in the response packet is leaked when 

the response packet contains more information than the pre-recorded target 

parameters of the corresponding fields, and recording the related information of the 

response packet.   

[00160] The embodiment of the present disclosure obtains the matching degree 

between the parameter included in the request message and the keywords obtained in 

advance through machine learning by receiving the request message sent from the 

channel party and by matching the parameter included in the request message with the 

keywords obtained in advance through machine learning.  When the matching degree 

between the parameter and the keyword is higher than the preset threshold, 

determines that the information of the request message is leaked and records the 

related information of the request message.  Based on machine learning, more 

keywords can be automatically identified, allowing the sensitive information to be 

identified in very efficient manner, leading to reduced efforts required of security 

testers, improved efficiency of detecting information leakage and reduced risk of 

information leakage. 

[00161] The disclosure provides a computer-readable storage medium, which stores 

one or more programs, the one or more programs may be executed by one or more 

processors, to perform the following operations: 

[00162] receiving a request message sent from a channel party;  

[00163] matching a parameter included in the request message against a keyword 

obtained in advance through machine learning, and obtaining a matching degree 

between the parameter and the keyword based on the matching result; and 

[00164] determining information of the request message is leaked and recording 

related information of the request message when the matching degree is higher than a 

preset threshold.   

[00165] Preferably, the computer-readable storage medium storage also configured to 

achieve the operations of matching the parameter included in the request message 

with the keywords obtained in advance through machine learning, and obtaining the 

matching degree between the parameter and the keyword based on the matching 

result: 
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[00166] matching the parameter included in the request message against the keyword 

obtained in advance through machine learning, and obtaining the first matching 

degree between the parameter and the keyword; and 

[00167] determining the matching degree between the parameter and the keyword 

based on the first matching degree and the context of the parameter in the request 

message.   

[00168] Preferably, the computer-readable storage medium storage also configured to 

achieve the operations of matching the parameter included in the request message 

against the keyword obtained in advance through machine learning and obtaining the 

matching degree between the parameter and the keyword based on the matching 

result: 

[00169] splitting the parameter included in the request message into the first sub-

parameter and the second sub-parameter according to the keywords obtained in 

advance through machine learning; 

[00170] matching the keywords obtained in advance through machine learning 

against the first sub-parameter and the second sub-parameter respectively to 

determines the first probability of matching between the first sub-parameter and the 

first keyword and the second probability of matching between the second sub-

parameter and the second keyword; and 

[00171] determining the matching degree between the parameter and the keyword 

based on the first probability, the second probability and the context of the parameter 

in the request message.   

[00172] Preferably, the computer-readable storage medium storage also configured to 

achieve the operations after receiving the request message sent from the channel 

party: 

[00173] determining whether the identifier of non-sensitive information that is set by 

the channel party is present in the request message; and 

[00174] determining that the information of the request message is not leaked when 

the identifier of non-sensitive information that is set by the channel party is present.   

[00175] Preferably, the computer-readable storage medium storage also configured to 

perform the following operations: 
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[00176] obtaining the response packet that is returned to the channel party in response 

to the request message; 

[00177] comparing information contained in the response packet against pre-recorded 

target parameters in corresponding fields of the request message; and 

[00178] determining the information contained in the response packet is leaked and 

recording the related information of the response packet when the response packet 

contains more information than the pre-recorded target parameters of the 

corresponding fields.   

[00179] Persons of ordinary skill in the art may understand that all or part of the 

operations of the foregoing embodiments may be achieved by a hardware, or by 

instructing relevant hardware through a program, the program may be stored in a 

computer-readable storage medium and the computer-readable storage medium may 

be a read-only memory, a magnetic disk or an optical disk.   

[00180] It should also be noted that the terms "comprising"., "including" or any other 

variants used herein is intended to encompass a non-exclusive inclusion, such that the 

process, the method, the article or the device of that comprising a series of elements is 

not only comprise the above elements, but also comprise other elements not explicitly 

listed., or further comprise elements inherent to the process, the method, the article or 

the device.  Under the condition that no more limitation exists, the description 

“comprising a” limits an element, which is not excluded that the process, the method, 

the article or the device comprised the element may further comprise other same 

elements. 

[00181] The serial numbers of the embodiments of the present disclosure are only for 

description, and do not represent the advantages and disadvantages of the 

embodiments. 

[00182] Through the above description of the embodiments, those skilled in the art 

may clearly understand that the above-mentioned method In the present embodiments 

may be implemented by means of software plus a necessary universal hardware 

platform, the hardware may also be used, but in many cases, the former is the better 

implementation.  Based on this understanding, the technical solution of the present 

disclosure essentially, or the part contributing to the prior art, may be embodied in the 



 

31 
 

form of a software product stored on a storage medium (such as a ROM/RAM, a 

magnetic disk, an optical disc), several instructions are included to enable a server to 

execute the method according to each embodiment of the present disclosure.   

[00183] The forgoing description is merely preferred embodiments of the present 

disclosure and does not limit the patent scope of the present disclosure, any equivalent 

structure or equivalent process modification used according to the contents of the 

specification and accompanying drawings in the present disclosure, no matter whether 

it is directly or indirectly used in any other related technical field, should be included 

within the protection scope of the present disclosure. 



 

32 
 

CLAIMS 

WHAT IS CLAIMED IS:  

1. A method for detecting information leakage, comprising:  

receiving a request message sent from a channel party; 

matching a parameter included in the request message against a keyword 

obtained in advance through machine learning, and obtaining a matching degree 

between the parameter and the keyword based on the matching result; and 

determining information of the request message is leaked and recording related 

information of the request message when the matching degree is higher than a preset 

threshold. 

2. The method according to claim 1, wherein, the operation of matching a 

parameter included in the request message against a keyword obtained in advance 

through machine learning, and obtaining a matching degree between the parameter 

and the keyword based on the matching result comprises:  

matching the parameter included in the request message against the keyword 

obtained in advance through machine learning to determine a first matching degree 

between the parameter and the keyword; and 

determining the matching degree between the parameter and the keyword based 

on the first matching degree and a context of the parameter in the request message.   

3. The method according to claim 1, wherein, the operation of matching a 

parameter included in the request message against a keyword obtained in advance 

through machine learning, and obtaining a matching degree between the parameter 

and the keyword based on the matching result comprises:  

splitting the parameter included in the request message into a first sub-parameter 

and a second sub-parameter according to keywords obtained in advance through 

machine learning;  

matching the keywords obtained in advance through machine learning against 

the first sub-parameter and the second sub-parameter respectively to determine a first 

probability of matching between the first sub-parameter and a first keyword and a 

second probability of matching between the second sub-parameter and a second 

keyword; and 
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determining the matching degree between the parameter and the keyword based 

on the first probability, the second probability, and a context of the parameter in the 

request message. 

4. The method according to claim 1, wherein, after the operation of receiving a 

request message sent from a channel party, the method further comprises:  

determining whether an identifier of non-sensitive information that is set by the 

channel party is present in the request message; and 

determining the information of the request message is not leaked when the 

identifier of non-sensitive information set by the channel party is present in the 

request message. 

5. The method according to claim 1, wherein, the method further comprises:  

obtaining a response packet that is returned to the channel party in response to 

the request message;  

comparing information contained in the response packet against pre-recorded 

target parameters in corresponding fields of the request message; and 

determining the information contained in the response packet is leaked and 

recording the related information of the response packet when the response packet 

contains more information than the pre-recorded target parameters of the 

corresponding fields.   

6. The method according to claim 2, wherein, the method further comprises:  

obtaining a response packet that is returned to the channel party in response to 

the request message;  

comparing information contained in the response packet against pre-recorded 

target parameters of corresponding fields of the request message; and 

determining the information contained in the response packet is leaked and 

recording the related information of the response packet when the response packet 

contains more information than the pre-recorded target parameters of the 

corresponding fields. 

7. A device for detecting information leakage, the device comprising:  

a receiving module, configured to receive a request message sent from a channel 

party;  
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a matching module, configured to match a parameter included in the request 

message against a keyword obtained in advance through machine learning, and obtain 

a matching degree between the parameter and the keyword based on the matching 

result; and 

a first determination module, configured to determine information of the request 

message is leaked and record related information of the request message when the 

matching degree is higher than a preset threshold. 

8. The device according to claim 7, wherein, the matching module comprises:  

a first determination unit, configured to match the parameter included in the 

request message against the keyword obtained in advance through machine learning 

to determine a first matching degree between the parameter and the keyword; and 

a second determination unit, configured to determine the matching degree 

between the parameter and the keyword based on a first matching degree and a 

context of the parameter in the request message. 

9.  The device according to claim 7, wherein, the matching module further 

comprises:  

a splitting unit, configured to split the parameter included in the request message 

into a first sub-parameter and a second sub-parameter according to keywords obtained 

in advance through machine learning;  

a matching unit, configured to match the keywords obtained in advance through 

machine learning against the first sub-parameter and the second sub-parameter 

respectively to determine a first probability of matching between the first sub-

parameter and a first keyword and a second probability of matching between the 

second sub-parameter and a second keyword; and 

a third determination unit, configured to determine the matching degree between 

the parameter and the keyword based on the first probability, the second probability, 

and a context of the parameter in the request message. 

10.  The device according to claim 7, wherein, the device further comprises:  

a determination module, configured to determine whether an identifier of non-

sensitive information that is set by the channel party is present in the request message; 

and 
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a second determination module, configured to determine the information of the 

request message is not leaked when the identifier of non-sensitive information set by 

the channel party is present in the request message. 

11.  The device according to claim 7, wherein, the device further comprises:  

an acquisition module, configured to obtain a response packet that is returned to 

the channel party in response to the request message;  

a comparison module, configured to compare information contained in the 

response packet against pre-recorded target parameters in corresponding fields of the 

request message; and 

a third determination module, configured to determine the information contained 

in the response packet is leaked and record the related information of the response 

packet when the response packet contains more information than the pre-recorded 

target parameters of the corresponding fields.   

12.  The device according to claim 8, wherein, the device further comprises:  

an acquisition module, configured to obtain a response packet that is returned to 

the channel party in response to the request message;  

a comparison module, configured to compare information contained in the 

response packet against pre-recorded target parameters in corresponding fields of the 

request message; and 

a third determination module, configured to determine the information contained 

in the response packet is leaked and record the related information of the response 

packet when the response packet contains more information than the pre-recorded 

parameters of the corresponding fields. 

13. A server comprising a memory storing an information leakage detection 

program and a processor configured to execute the information leakage detection 

program to perform the following operations:  

receiving a request message sent from a channel party;  

matching a parameter included in the request message against a keyword 

obtained in advance through machine learning, and obtaining a matching degree 

between the parameter and the keyword based on the matching result; and 
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determining information of the request message is leaked and recording related 

information of the request message when the matching degree is higher than a preset 

threshold.   

14. The server according to claim 13, wherein, the processor is further 

configured to execute the information leakage detection program stored in the 

memory to perform the operations of matching the parameter included in the request 

message against the keyword obtained in advance through machine learning and 

obtaining the matching degree between the parameter and the keyword, by:  

matching the parameter included in the request message against the keyword 

obtained in advance through machine learning to determine a first matching degree 

between the parameter and the keyword; and 

determining the matching degree between the parameter and the keyword based 

on the first matching degree and a context of the parameter in the request message.   

15. The server according to claim 13, wherein, the processor is further 

configured to execute the information leakage detection program stored in the 

memory to perform the operations of matching the parameter included in the request 

message against the keyword obtained in advance through machine learning and 

obtaining the matching degree between the parameter and the keyword, by:  

splitting the parameter included in the request message into a first sub-parameter 

and a second sub-parameter according to keywords obtained in advance through 

machine learning;  

matching the keywords obtained in advance through machine learning against 

the first sub-parameter and the second sub-parameter respectively to determine a first 

probability of matching between the first sub-parameter and a first keyword and a 

second probability of matching between the second sub-parameter and a second 

keyword; and 

determining the matching degree between the parameter and the keyword based 

on the first probability, the second probability, and a context of the parameter in the 

request message. 

16. The server according to claim 13, wherein, the processor is further 

configured to execute the information leakage detection program stored in the 



 

37 
 

memory to further perform the following operations subsequent to receiving the 

request message sent from the channel party:  

determining whether an identifier of non-sensitive information that is set by the 

channel party is present in the request message; and 

determining the information of the request message is not leaked when the 

identifier of non-sensitive information set by the channel party is present in the 

request message. 

17. The server according to claim 13, wherein, the processor is further 

configured to execute the information leakage detection program stored in the 

memory to further perform the following operations:  

obtaining a response packet that is returned to the channel party in response to 

the request message;  

comparing information contained in the response packet against pre-recorded 

target parameters in corresponding fields of the request message; and 

determining the information contained in the response packet is leaked and 

recording the related information of the response packet when the response packet 

contains more information than the pre-recorded target parameters of the 

corresponding fields. 

18. A computer-readable storage medium storing one or more programs that 

when executed by one or more processors cause the following operations to be 

performed:  

receiving a request message sent from a channel party;  

matching a parameter included in the request message against a keyword 

obtained in advance through machine learning, and obtaining a matching degree 

between the parameter and the keyword based on the matching result; and 

determining information of the request message is leaked and recording related 

information of the request message when the matching degree is higher than a preset 

threshold.   

19. The computer-readable storage medium according to claim 18, wherein, the 

computer-readable storage medium is further configured to perform the operation of 

matching a parameter included in the request message against a keyword obtained in 
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advance through machine learning, and obtaining a matching degree between the 

parameter and the keyword based on the matching result:  

matching the parameter included in the request message against the keyword 

obtained in advance through machine learning to determine a first matching degree 

between the parameter and the keyword; and 

determining the matching degree between the parameter and the keyword based 

on the first matching degree and a context of the parameter in the request message.   

20. The computer-readable storage medium according to claim 18, wherein, the 

computer-readable storage medium is further configured to perform the operation of 

matching a parameter included in the request message against a keyword obtained in 

advance through machine learning, and obtaining a matching degree between the 

parameter and the keyword based on the matching result:  

splitting the parameter included in the request message into a first sub-parameter 

and a second sub-parameter according to keywords obtained in advance through 

machine learning;  

matching the keywords obtained in advance through machine learning against 

the first sub-parameter and the second sub-parameter respectively to determine a first 

probability of matching between the first sub-parameter and a first keyword and a 

second probability of matching between the second sub-parameter and a second 

keyword; and 

determining the matching degree between the parameter and the keyword based 

on the first probability, the second probability, and a context of the parameter in the 

request message. 

21. The computer-readable storage medium according to claim 18, wherein, the 

computer-readable storage medium is further configured to perform operations after 

the operation of receiving a request message sent from a channel party:  

determining whether an identifier of non-sensitive information that is set by the 

channel party is present in the request message; and 

determining the information of the request message is not leaked when the 

identifier of non-sensitive information set by the channel party is present in the 

request message. 
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22. The computer-readable storage medium according to claim 18, wherein, the 

computer-readable storage medium is further configured to perform following 

operations:  

obtaining a response packet that is returned to the channel party in response to 

the request message;  

comparing information contained in the response packet against pre-recorded 

target parameters in corresponding fields of the request message; and 

determining the information contained in the response packet is leaked and 

recording the related information of the response packet when the response packet 

contains more information than the pre-recorded target parameters of the 

corresponding fields. 


