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ENCRYPT SENSITIVE DATA BY USING A KEY IN RESPONSE TO RECEIPT OF SENSITIVE
DATA
5210

SEND ENCRYPTED SENSITIVE DATA TO PROVIDER SERVER THROUGH FIRST REQUEST,
AND OBTAIN UNIQUE TAG CORRESPONDING TO SENSITIVE DATA
5220

SEND KEY AND UNIQUE TAG TO PROVIDER SERVER THROUGH SECOND REQUEST, IN
ORDER THAT PROVIDER SERVER DECRYPTS SENSITIVE DATA CORRESPONDING TO
UNIQUE TAG BY USING KEY, WHEREIN FIRST REQUEST AND SECOND REQUEST ARE
DIFFERENT REQUESTS
5230

FIG. 2
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CLIENT TERMINAL ] (THIRD PARTY SERVER ] [ PROVIDER SERVER ]

ENCRYPT SENSITIVE DATA BY USING KEY IN
RESPONSE TO RECEIPT OF SENSITIVE DATA
S310

SEND FIRST REQUEST THAT CARRIES
ENCRYPTED SENSITIVE DATA S320

-

GENERATE UNIQUE TAG, AND STORE
ENCRYPTED SENSITIVE DATA AND UNIQUE
TAG IN CORRESPONDING RELATIONSHIP
5330

\,

UNIQUE TAG

SEND SECOND REQUEST THAT
CARRIES THREE-PARTY SERVICE
DATA, KEY AND UNIQUE TAG S$331

-
OBTAIN UNIQUE TAG, KEY AND THREE-PARTY
SERVICE DATA FROM SECOND REQUEST S332

SEND THREE-PARTY SERVICE
REQUEST THAT CARRIES UNIQUE
TAG, KEY AND THREE-PARTY
SERVICE DATA S333

OBTAIN UNIQUE TAG, KEY AND
THREE-PARTY SERVICE DATA FROM
THREE-PARTY SERVICE REQUEST

L 5334
l
DECRYPT ENCRYPTED SENSITIVE
DATA CORRESPONDING TO UNIQUE
TAG BY USING KEY TO OBTAIN
DECRYPTED SENSITIVE DATA
\ 5_3_3|£
[ PERFORM RELATED PROCESSING ON )
THREE-PARTY SERVICE DATA AND
SENSITIVE DATA CORRESPONDING TO
UNIQUE TAG
L 5336

FIG. 3
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CLIENT TERMINAL ] (THIRD PARTY SERVER ] [ PROVIDER SERVER ]

ENCRYPT SENSITIVE DATA BY USING KEY IN
RESPONSE TO RECEIPT OF SENSITIVE DATA
5410

SEND FIRST REQUEST THAT CARRIES
ENCRYPTED SENSITIVE DATA S420

-

GENERATE UNIQUE TAG, AND STORE ENCRYPTED
SENSITIVE DATA AND UNIQUE TAG IN
CORRESPONDING RELATIONSHIP S430

UNIQUE TAG

SEND SECOND REQUEST THAT
CARRIES KEY AND UNIQUE TAG
5431

-
DECRYPT ENCRYPTED SENSITIVE DATA
CORRESPONDING TO UNIQUE TAG IN SECOND
REQUEST BY USING KEY TO OBTAIN DECRYPTED
SENSITIVE DATA S432

SEND THIRD REQUEST THAT
CARRIES UNIQUE TAG AND THE
THREE-PARTY SERVICE DATA S$433

L
OBTAIN UNIQUE TAG AND THREE-PARTY SERVICE DATA FROM ]

THIRD REQUEST S434

GENERATE THREE-PARTY SERVICE REQUEST THAT CARRIES
UNIQUE TAG AND THREE-PARTY SERVICE DATA $435

SEND THREE-PARTY SERVICE
REQUEST THAT CARRIES UNIQUE
TAG AND THREE-PARTY SERVICE

DATA 5436

>

OBTAIN UNIQUE TAG AND THREE-PARTY
SERVICE DATA FROM THREE-PARTY SERVICE
REQUEST S437

PERFORM RELATED PROCESSING ON THREE-
PARTY SERVICE DATA AND SENSITIVE DATA
CORRESPONDING TO UNIQUE TAG S438

FIG. 4
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ACQUIRE ENCRYPTED SENSITIVE DATA SENT BY CLIENT TERMINAL THROUGH
FIRST REQUEST, WHEREIN ENCRYPTED SENSITIVE DATA IS OBTAINED BY
CLIENT TERMINAL THROUGH ENCRYPTION BY USING KEY IN RESPONSE TO
RECEIPT OF SENSITIVE DATA
5610

ACQUIRE UNIQUE TAG AND KEY SENT BY CLIENT TERMINAL THROUGH
SECOND REQUEST, WHEREIN UNIQUE TAG IS UNIQUE TAG OF SENSITIVE
DATA, AND FIRST REQUEST AND SECOND REQUEST ARE DIFFERENT REQUESTS
S620

DECRYPT SENSITIVE DATA CORRESPONDING TO UNIQUE TAG BY USING KEY
5630

FIG. 6
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ACQUIRE UNIQUE TAG CORRESPONDING TO SENSITIVE DATA RECEIVED BY CLIENT TERMINAL
5810

SEND THREE-PARTY SERVICE REQUEST THAT CARRIES UNIQUE TAG OF SENSITIVE DATA AND
THREE-PARTY SERVICE DATA TO PROVIDER SERVER, IN ORDER THAT PROVIDER SERVER
PERFORMS RELATED PROCESSING ON THREE-PARTY SERVICE DATA AND SENSITIVE DATA

CORRESPONDING TO UNIQUE TAG
5820

FIG. 8
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