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SUMMARY

In accordance with the teachings disclosed herein, systems and methods are
provided for managing data transfers between a secure location and a less secure location.
As an example of a system and method, a data transfer checker operating on a mobile
device determines whether an attempted data, transfer between two locations is permitted.
If it is not permitted, then the data fcransfer is prevented and the user may be notified of the
data transfer prevention.

As anothef example of a system and method, a tsystem and method can receive a

data transfer request to transfer data from a first location to a second location, wherein the
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FIGS. 6 and 7 are flowcharts depicting a data trans er operatlonal scenario.
FIG. 8 is a block diagram depicting a data transfer prevention feature wherein data
forwarding between service books is prevented.

FIG. 9 is a block diagram depicting a data transfer prevention feature wherein

cut/copy/paste operations are disabled for applications on a mobile device.
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messaging systems might not require a message server system 40, a mobile device 100
configured for receiving and possibly sending e-mail will normally be associated with an
accoﬁnt on a message server. Perhaps the two most common message servers are
Microsoft Exchange™ and Lotus Domino™. These products are often used in
conjunction with Internet mail routers that route and deliver mail. ’ These intermediate

components are not shown in FIG. 1, as they do not directly play a role in the secure
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three different types of networks, those being (1) data- centric wireless networks, (2) voice-

centric wireless networks and (3) dual-mode networks that can support both voice and data
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the redirection software 45 may be found in the commonly assigned United States Patent
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Q:%ﬁ&olai)rytp BDbIQTORPIL bralsef DidtagralePromtall(UDShveRri cmilnbemnltg dehver the

rough a specific wreles vvo
deegsages digpgtly 1hike PHFYIF? fp éxflwées%gﬁ\l 7&8' 1§29 nop vﬁwble thena
rh?ﬂfbg Mo zl"I_’e RRtnd QIOYis Wﬁﬂit'cﬁmﬂﬁﬁ&oﬁﬁb@hérﬁbﬂe&aﬁﬁﬂh o@aildtde and has
be used when the new Internet Protocol (IP) Version 6

beeBpcrihediah@s- i nt o | P-based wirel ess networks. This

new protacql Péét d reRfrQYibA &y &R UEFIGP 2268 dopHERE d-Mail message 15
dedicat e an T ddr ess to every nob bile devi ce 100, a
tibuvingnthk e-rhail powlsi B errives puthh Mesrage FEEFOA) PBd & WE}B?qt“éi by the

reallre%t?onl gr%g%tm 35%o ttf’lJTETObﬁé REHACHMR! As this redirection takes place the
message 15 is re-enveloped, as indicated at 80, and a possibly proprietary compression and

encryption algorithm can then be applied to the original message 15. In this way,
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advantage of using this wireless VPN router 75 is that
it could be an off-the-shelf VPN conmponent, thus it

woawsdoniat require a separate wirel ess gat ewayP8%/Canas/000652

wreless infrastructure 90 to be used. A VPN

HORRREHER r&ﬂlﬂnd:hepihefnw cﬁiﬁicy 1b@am n$rla;@ setugsthanif @entwesd read on
Pr ot ocol iTCP)/ I P or %3& tocol {UE%F%@I Eb

& Berkipt Werkstatogch \?%P é’&‘%sfa;%e & ed between
ﬁgbﬂehl?ecgsﬂ'ﬁggréﬂrQWS bhd QhéMn{dBll@S&vMPNOG%rbﬁraB@t use this message
available then a link 95 to the Internet 20 i.s the

mgtkaglemhmﬁ% ARG o BAORFY SHE|OPRE (@ Taijaif dle addressing

afi65 ?f iR %glgﬁlgp%@ssaéé‘ey&gﬁ A B! dnd TR B6drisAdress. This
em o 2, a conposed e-nai l massaa)ge 15 | eavin

allmvsemnlm rhe%m@lé‘r repoh dher pnpeeprigte deinaersagerleplips th@)gfrom"
ﬁ%lg tcr ﬂacetqfu{ %Sﬁgdusglys &e@lﬁt ég QCUbﬂE t1RREF AP acicf?es'é. I?x%m the

evice |rect|on takes place t
mebikagevitsd 108 allbwenthel spavd a@saagrdut@ areehraas Soughnee ainessage

033|b rlet
i i b hief QBT Sirefil: AREuE REIAPLOAR 100,
15. lemheﬁrewam;ﬂ:g @ort5@iand) cradladhs @nmteh‘ewtmb ithesmobile device -

bt e By Y e o

fakgeen@hd.. Aot e skgRE iBxad aﬁg&fdpélaimbdfglthlhﬁsmtants (PDAs) and
redi rection program 45 ndt Ie dV|ce 100

BrreheREBiy oot Fenien dx 6 hap 5’? {5 MR P! Information
ﬁggs H8lenB@M) Qhta b W&Hte%haﬁgéd&bﬂme fik§ titn@ tHBId#th &inds tde large
ressing information of the origi n]g mess?gg exc?l\gl bil
irheuastiydbylky ingpriure §ad FeauBes Alarge bandidihgto gphlo eéill qufgre mobile
ﬁéa\géey 66'5‘\%1?&8 f%ah Be ﬁ%ccl?l th® €oad P AhBREHARKARST d15abd @8d for other
so allows the "from' field to reflect the mobile

pepnies, welitingFetisiel sy Privase seyutifvekayskil' @ik aggn S/MIME or PGP
%geglr d)nv%t% ?cg%ttﬂeeCémﬁHtﬁ(o&ﬁX bﬁﬁe 3P 2R IS ctiitRate R@%c\iﬁ& Lists

ear as t nessage ori gi nat ed
t(mm)td@e Tisgprivatedeskis prefaytdy emhasquépﬁw ththegskiopeS and mobile

goﬂcec f%od i?h\é{llreg gnel Oe(r)son%g%t& N 8LE ﬁ BR g&e§sﬂlgt AEmBRr tThg’ @ert and

nne y to evi ce 10
ORLS agondtarlly ejﬁchp%eld qyérf Bich admh)begﬁyeeaﬂppjag@gesplﬁra large ‘amount of

one-t. | gl
ltkﬁzozgaéa gu% i rgaulr hee adre g ?&L%E/Isﬂglfr]]ié}l)%gl a tcgﬂ?é?sgubf:@f(ey security
assicdt.ants (PDAs) and synchroni zation, the nost common
dat a exchanged over t | r
l\/lanag@%r?t ?pF_th sy@mwg%reln\/%ga treglsf ofs a%%e%%wegg t E&E% io%{l]tlon 220
Lhds k& &8%“80'&161? @20 1i® nidadedr @ea Irr[bbdtl davicd Y00 leIakgata rlransfer
nature and requires a r e
checker HE. Hodata gangtay Ic]eeé:k( (@Smgﬂeem}p?en&egﬁe%bg auné%bola%ew%%loo asa
r9fFare LSS 6F i thaldwile BRYirAWE®. bEI@IScEd)r(f\mies adeheal examples of
pur poses, Including setting up a vate security

a0 240 SR BTl PRS0 P aE A e BTk
dioca%tl&laidf% rl(l:.l?q; oloh WQfestRRdue®oriand their Certificate

REBVOCALT on LI
As another example, location 220 may be a first application that has received
sensitive or confidential information. An attempt to transfer data from the first application

to a second application may be prevente'd by the data transfer checker 202 because if the
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(CRLs) 60. The private key is preferably exchanged so
that the desktop 35 and nobil e device 100 share one

woeosanal4tty and one net hod for accessing all maricA20i3®00652

Cert and CRLs are normally exchanged over such a link

bas ausdertipeytceR il astBke@nd apieatiuii theh tief setdid aphatibhatight be
is required bﬁiﬁt he.  device for S/ MdgE, PGP and ot her

Piggite dissemymale the sensifvedRiA fyd unepred3do@lifict s a system
wher-eFig. datiépidts apSTesoRdfioh atdasltg? ARGHIERatbIOZSN [2Mts agent)
220 and_a |l ess secure locatign 240 is_nanaged on a .
pROide daéa franster guiteHgn gr {pEHngS £ralvsd @b Lediar 090 3he pettings 252

dat fdatsRNthelatt hafhkey 2302 ?@fﬁlit&% AR EIFESHe Bre MOt Fermitted. The
nobi | e device 100 as a software routine or in hardware

sattifigs 2adhaeebe spred ima gata yiogreZ04dacatadn ta sippiledevige 100 for access
%&gg&%ggﬁﬁgggﬂﬁgpmgﬁo. For exanple, |ocation 220 may

e a top-secret or secure network and | ocation 240 may

be anThmFEsdmingstretdr 369 wer kpeciy dataordnefer estamgs| 252 to one or more
l.ocat i 2 | IS L Cati -ha
PRAEy dde SaRu Y7 o sk PhioE R ARbLP Beliiftog B network (o
athtedpi comettianskennie an ordemid hgdatd thetdatpgidre P8 i camnthe anobile

second pli.cati on be prevented he dat.a
drifrontr TRaeeeaR b5 PR st bRRlsRn e Y oo B ond oan e
EpEEAsSS the ITduligisteer@0rtd @pphibaed iherinitibheitingh resizang the IT
application mght be used to dissem nate the sensitive

gispraton o Qnsecured 1ocation. FIG 5 depicts an IT
(i nf orREpicHet, 261000 bOBYthingsl Fbmbadigsalied the bdpability tolcBstomize data
agent) provi di ng[ data transfer cr%%eri on gé)zsetti ngs
prapsier Sedingpis U8 By Needs 10650, ShEL apinisHaier oEhoaupyovide the same

‘ ﬁﬁﬁgﬁ%e&wﬁwéﬂ abAcds ' ANGE @bSpa0 tiREedy RREWFHg! 86t @Mthany mobile
1 C

_ ones are not pernm.tted. The settings 252 can be
derdeas ddhienc i arppaistsrtdl @0h04- | ocat ed on the nobile f
_(Ij_ﬁv' |C$n %’g %ofi@f caft®e @RforddY vPotiAbBild dANet B meReske) sudPds through

e a

ni'strator 250 can specify data transfer
thet epmepshexs describashin dhe frblowinge gorermenly Tassigassh Upigys St patent

i i il | " e etho wner
g@%ilﬁgtf%p\%gl\réh gsteﬂer&a, P& pERREI HR¥nEE "50QeRVARH Method Of O

er "data connecCtion nechanisn) in order
Contigidit BlettivaicBtacest (edalXumisn 10782.hdbfiled on dippeaber @) 2003).
e J1obi | e.deyj i t .
T PR R0 SRR Rl BT A e g
3b6rasing oamehamerol inéorinatidn @&lg..slata trangfer patingsPSd) tpgcifing by an IT

I%rpadm' tni 2%ator 250. Thi s provides, anong ot her
EAPHGERL ipani es with the capability to custonize

dat a FIGR%faad 79Bistrhre@siatacranslet orfetational nexmaiso 300, S, steprd02. in the

la}-)rq:rg%nﬁﬂ;céltq%g, ﬁgr:t% %ggsfe%?sntggésg%bg)ﬁyfr&?c}?é%menesgrtr}lcl)rg. obglg devices

S
reBy” Enstrihg
hhat QREMaRYiolPeisbhel. A company's IT policy can specify that many different

data transfer-related features can be enabled/disabled. As an illustration, the data transfer
settings can enable/disable such security-related aspects associated with data transfers as
the following:

* whether data forwarding between service books should be allowed.

* whether cut/copy/paste operations between applications should be allowed.
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devi ces adhere to a consistent IT policy. An IT policy
can be enforced upon nobile devices in many ways, such

weaoeshwoggh t he ' approaches described in the Poricazoei®ooss2

commonly assigned United States patent application
whi che ixether @pplichfiGr ghotildt Rd pleyerttef @omnopeningSyss titemAinghd an
Met hod OF Qamer Control O Electronic Devices" (Seria
NiieFBYCOAFFTEY 132 filed on Decenber 10, 2003). This
docunengnhdihdr USEC atifsrphiusa coiamimiehtidnl eshidoldi e @gotiede between
can be prevented fromaltering or erasing owner
awheations.i nformation (e.g., data transfer settings 252)
specified by an IT admi ni strator 250. FIGS. 6 and 7
illustrate a data transfer operational scenari o, 300.
Wsing pespor3nare ohtheseelceipies.4he mmpnys easrshn eosurg ehthelr gryyiedata is
%e)}:stt %«J_FHI%S 198 Raid FraRir 6L RiGES 410 st@fé@ ap§teﬂ"3U4Qn HH&%II Bordl Q¥th SR %es
admi ni'stration personnel. A conpany's |IT policy
mannspemmdynﬂhamﬂmdeWdzfferent data transfer-rel ated
featu e I
the. dat e F0b e B fitatlaf A Sirora Aot K7 bRl Ot from o
AR Uddation e laasteemdabp&tmhs S\tspsdd() attelde théy ddtat wansfer settings, and
%%;?{,@L%é@ é?% %aérmB%soW eotlémeﬁ ? gat% tran P shogfat %c&ﬁfn\l\ﬁg\glo?qm data
Gaiske @@ gt te apa maﬁsfmsombmems cm:qnﬂmmedby dedsisthoe 312, then
be allomed.mhetqfr a atlons Squ?d be Ereyen ﬁ
the slagpepieneecars eﬁ’t’eé tn‘8°*‘§ﬁn a3d op3gi0nd ifARQ pifprosessing
M%{m@ﬁerdtﬁﬁal(skataﬁb RITRERES aCadmlutk3a0.i on) shoul d be

al l oned between applicatijo Using o

t heseHeween i dlecisien Sé"c?n%)]a?nge %‘Hﬂmﬁe’gi} @ﬁéﬁfae f[“ﬁ%f 4‘?1‘&?1 r“ot be
RiidwWeatif vEE & the séﬁ‘?r%% tﬁ&ﬁdbﬁﬁlonﬁé@ 3d ﬁﬁéteﬁﬁlﬁéssvflmher the user should
settings are stored at step 304 in one or

be opifiedt thel the Aela tgesieid Toh P oL 2 HEYiSl! e §?téf&d (e-g,
?90@%186 e e‘?tlﬂg§ a8 ﬁo@&lfo@%edbﬁcﬁ ﬁé@ag‘ép SRt JréRHMinSOE @y dperational

er data froma first location to a second
b@oadd ‘@rmm&%egi @d dlackBR9-ellewevondf Bgtgeris ioremmofified as determined

gg%itgél%qgns blo gltg%:é Sd.élqulgétﬁﬂ iSiRvREAH HES3 1‘@‘1@&1&@&5& 8t the data

rans ' Shou occur in view of the d
et ie rbesmt prevagse.d | Progdseing] erathisr engzptiepal §H@@rlel teyadptes at end
gﬁ)ﬁgéﬁrn1ned by decision step 312, then the data

4 r occurs between the first |ocation and the
secontt sh@nabé andersaord tbatcsinei‘sas itcn@e other prhi:®sio@ 8pws desambed herein,
scenari o t '

g@c§t§?soar11 St?lg an' até)%ﬁg étfgﬁng e, owcﬁ%rg de tﬁérrgﬁs’?zgr be altered,
SiAied 20@br Afmented and still achieve the desired outcome

FIG. 8 illustrates a data transfer prevention feature mentioned above wherein data
transfer 410 between services (400, 420) is prevented. Exemplary services comprise a
company email service, a user's personal e-mail service, and an instant messaging service.
This data transfef prevention feature allows the company to disable improper
forwarding/replying between services. For example, if a user receives an email message

via a first service 400, the user is unable to forward it to another email account via a

second service 420 (such as a personal e-mail account of the user). Optionally, messages
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allowed in view of the settings, then decision step
316 determ nes whether the user should be notified

woheds/ha4dat a transfer is not permtted. |If tRETAMA2005/000652

is not to be notified (e.g., because the settings do
DOt 13l howe &id aedbre ke-inkis Sager) 430 ham by ephisd itd1gr fawarded back

this operational scenario rmnates at end ock 320.
Vel B sapnp SO I ST a0 BETHERF e e e AL Hog

by degiSiconubkasKa 36, trhieR Revenfish Eatir® AndnSiomsdortiode dvherein
at step 318 to the user that the ﬁata transfer i

. S .
bicony/pastev enrrasions P8 cas sisaglef ot Hi & Baate! gppfications on the
I‘?a%gﬂé{l L Qobifer BEnat e80.at AGNG BIREKi0A2Qved tif INOYb/aRBng between
linder st ood that simlar to the other processing flows
dplicatiope dr servisen is disabled, e detgringdnusen mepyr cOpy Mprsaass dfsgn one
in.the f i : & - I, g .

RO OB £EAEELES S PR 08 cnd it o
the sli ffeeeht applivetien 579 @isgling lcubtopapasie epegritoas mekgssthis much more

. ' f . ' : .
B 0, SRS U e S nelape g e
@éﬁagﬁ @fdgtaser vi ces conprise a conpany enail service, a
rossaingUSRres < i S GiPh e Pl S RPheg, sbove wheri

fRa bR st baMEanic fonqOIMETY dan bdidisalibd betwpenogpptications (700, 720)
forwarding/re [ bet ween services.

Lyin or .example, if. .
that enefats g a gg devies 100 41se1§ %v%n tp, ope gi(: |e<]1, i t%gglljtﬂn Cagphcanon
499 initifte oS BF mofe pBakb® ih @rded t\@ICEmplisht @ riAinGhdke on eeBhdndheld

account via a second service 420 (such as ersonal ...
ol Feviesc Bt TP EHETREET PreverindRr o CaEgE A ralicious

ngﬁ'll*cat?ofg& O, Y5@ WorBRE iR HRr fRiphod TaMeTAABCxaMple, Bi@ application
replited to or forwarded back through the sanme source
20(heould openvap asondctippningiecthe frevalle aad garther ppphigafig 420 could

Fl G . s i8S na €fatan! roRs fshe APEVAD! eD cbe@tttinster data
ﬁ%er?t?gﬂlglgt%%o@gglﬁiér eln cut/co ;I/égcgst e ogper a?i ons 5
€

10

Bewedi Smbived apicatigng (390.dE8) § tiyglyl $iphomi i drisabHaeg IPC

ndheld mobi | j - Apd b MU Bt BRurBHEN
F?atwf?fééhfs Slgﬂ%?%”s‘ﬁgﬁ&mi’%gg%ﬁﬁ‘%gﬂ onas or ser viucrzlgﬁsge i S
di sabired data tleister rirevedtiors provivgg o pydatre S8Bschiepkn 298 ewould
appl i cation .50 S 1eW: €, dqn ' ti
Broraty ronah e ABRRE S JASRRATald e plirieP bR hat ar
3pfthiikpabn @ Babile diviab]l G0ngTioust A copypiyasancaddpionallyi elpgse which
makes .this nmuch nore difficult for.the _Si:ph
GBRlicatns &EFS?QPWQ);O U\ﬁ?&? > BSOFS AR aP%rEf Seutlrh?/ g‘géthtg3 %erﬁéelfr)l{)}?grgm and
MRSRIARSs BokORhyhavklGalid Gseifbl itist rat es a data transfer
prevention feature tjoped above wherei
| nt er Tiwp gysteans 3@8%&%@ Siseigred ey a‘?l‘ﬁesggtﬁg BB P4 Y frample
Qﬁ% %fe%t ARt S BnkiQRS scopO Bk th? & pniidaatOthpenaitnonf the systems and
nobi I e device 100. As I's known to one. ski.lled in 3he b
awethoda riesgsibid @heveoyyill be apparent to those skilled in the art and as such are
considered to be within the scope of the invention. For example, the systems and methods

disclosed herein may be used with many different computers and devices, such as a
wireless mobile communications device shown in FIG. 11. With reference to FIG. 11, the
mobile device 100 is a dual-mode mobile device and includes a transceiver 811, a

microprocessor 838, a display 822, non-volatile memory 824, random access memory
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may initiate one or nore processes in order to
acconplish certain tasks on the handhel d nobil e device

waQms5/10hi4¢ data transfer prevention feature WoRBCT/CA2005/000652

prevent two malicious applications (700, 720) working
(Rﬁ%t %Y. oh® of n® BudRdrR . inA% oBPu LAY eRiceDBEB, a serial port 830, a

applicafion 700 coul d open up_a connection, |g5|de t he

Keypaaydh P32, azerkshdih érmlﬁfﬂyp?fl?aﬁ%ﬁ shoshrangg e ﬁe‘f?“&“‘lmca“"ns
sﬁﬁ@%@é}ﬁ kA 1M bR vicBSud-tysenalghz. Then using | PC 710,

coul d transfer data between the twg applications
( 700, Th7 2@nscaiver &F 1 welufesed (eceiveitdR. & Hrasmiftsistl) pHgrppglo and
5koi t X\ll't?eten &B%r RPA! dsCRhRNS1 3( ZIQP a d? Q) s@ﬁeﬁ\ﬁ%ge%o{f RSPt $00€ The

om occurri ng. a transfer prevention
aplenyasoRiG dnd # Sdatabe aanlgfaeqleremk@ npipleglgpent antenna, and are
dvertentl

AR PR R Hab e JFL URR A SroTRiG) SPIcRBEPHbein are

idewi ws keMictedola, pasicobngeyof catensad dir tvantel Wigeless semenunication
whj ch applications are allowed to use IPC, as sone

desISFY-cat i ons, such as the e-mail program and the

addr egs hesile, devey 1OVE mEefeablyda tse-wap rcohtnuanaéms;ﬂswtiemhaving
and net hods di scl gsed herein e present n

Sheceanive CoImEUAF R EPT (P P e <ROReeay dF e 100
BY e5thinBRicatXoVer a Wdick afetvams @Eh ta anﬁy)fttlﬁmna&rgjomghﬂdiellular
escri bed above will be ap gnt to those skil

Rhors Ry o RNt P 8L b B, 74 e hetworks

A& gﬁﬁc 0d i Jf ﬂ% h DY$ Rl Rminedatiex xRt 819. tTl&séy(iEdEiﬂii dafthetworks
J I scl osed herein may be used wt

lﬁﬂSf foersemratecﬂmuntév@tl% deiyerkscping sqpeRte Sw Protigh as base
$1 }fons, n&&%@é&@lb&”%mde&' &%%QH@VVBC iftegrhied kb a Widdle wireless

ér'ence , the nobile device 100 is a
ﬂﬂﬁmknode mobi | e devi ce and i ncludes a transceiver

8 11, '@1 g] G gc%R/ep 53 ggedqg §omﬁuﬁb§tpw t}%%r%tw&ﬁ) 819 (ahdifn'ciuﬁes the

andom access nenory( RAM 826, one or

ﬁldéﬁ’vérl gipyihi mqaumhtten gt the loh©pr m@m loead oglfatorg 84 ﬁn%the DSP 820.
%%DS%%Q(}] g?.ltsé(cf éb 9 acf gnd%%%ive%l %S "{%(gf{d fﬁﬁ(‘l" theq:raHéchv% I@@@ &nd 818,

e Wreless onnunlcatlons sub-syst em
&ﬂﬁalscﬁﬁk@vﬂ&dﬂﬁfnhdhﬂfmaambmstys teoniyeisil2, anttitke Trangmittes8yér If the

811 includes a receiver 812 d sets of
HieeArh data 1@“%1%%@5 eur g2 Sm%feaﬁgdc%ﬁgcg’osm foﬁ Opgoe 80
ﬁ en@B¢] tiRndi s@gleAbcas bgiﬂlﬁtorr&’l@cn&ssbe me(d%l@?m&ﬁ:@on TFith the receiver
ennas 816 and_ 818 b enent
1A encpihe Senawar 5 e MR St Spaetgy s «Brusthae fpr voic
(R@sions MRS datal BEmBUBILAITRS abd emﬂmdﬁlemesplwdjﬁyj of local
erein are in no way restrlctggal articul a

g$cﬂ@ﬁqre B3 cap e é@% SENRT %R @ dquencies ¢ %esyglpcf' Sg to the
v01 e PRI hfa AR &Rs 1409, | InPrBitRhAHCHA itdwiewepth voice and data
comuni cat1 on devi ce havi ng sp
information, is communicated to and from the transceiver 811 via a link between the D
820 and the microprocessor 838.
The detailed design of the transceiver 811, such as frequency band, component
selection, power level, etc., will be dependent upon the communication network 819 in
which the mobile device 100 is intended to operate. For example, a mobile device 100

intended to operate in a North American market may include a transceiver 811 designed to
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voi ce and data conmuni cation capabilities. Thus, for

exanpl e, the nobile device 100 nay conmuni cate over a
woabsaongd wor k, such as any of the anal og or degrical005/000652

cellul ar networks, and may al so conmuni cate over a

of@h® Wigt ém%/f(lff a J&}ﬁtw@ﬂ Eficeadtthralafiatioe hwweoks, ack as dpi Mbeitx or
In FIG 1

th t
D AGa o e e R e L B Ay gAY LS e,

WISINO L KSoHiR | dadics D@ bl B @68 tih Bukdpe Gna}SUEC Eblﬂi‘?guﬂa $6 operate
stations, network controllers, etc t he

be
witht thgyGERE diatarsommyimisp gy RUypTk ang & GOV B COI%W&mcaﬁon nefwork.
dt arnws %E g?{} a 8o %)&esnett'\%@ﬂis,tbgthcs@mt@ laf @i oitdd) niap &lso be utilized
, an

i ncl udes the receiver 812, the
vhmmmbltetcbvicelm t he one or nor e | ocal oscillators 813

and ﬁ) r@ﬂsrgqu%zmq tl%eTtgg (l(;j)[ﬁf 2004 ol ﬁet%%ﬁg sh8, tﬁc?%e@ngulrements for

rece romt e transceivers 81
{86l Sobidd devades 0PNy dlsie sary o rftor ekanipié,on et M@hthXoarldh]éataTAC data

812 dth
| ng g&: Ozl S\e/er Q?g{‘]: d. ﬁgeereg ! S%re% tﬂ% ne%gvﬁl’k {}Jmégtqg%n @'e Cilerfifiation

ctr-‘at
h®SEA¥oSREE R6that!s mobild dmmehr:G@RS dnhereteorks, ﬁ@lwever, network

| ocal oscillataqor 8 ed | unc W. t
serie oGl T S PR R e SR OPRS allddbypicatly
r?%utn%g RAdubY@ib¥r idehtitdlirhddRIeOBININE uihCik &Squ&bde inbidet ze@dperate a
r voi ce conmuni cations. versus data omTunl ca
{ ilif Bhgtops i

riahileedeaieplon, 2 CRBA nebitly heget 9F B ?H-P%\if Ok TS

a%gfm bé@%ga O wIRBRI R SIMLdRidy, Bitialriotilke dbviewarisd wable to carry
: responding to the voice and data networ kga{gﬁé her fh
dunboy fenctions, iny¢lvias comatugigations over thgidatd nghyer other than any
ng,ai @Sﬂeg Qpeéétlibng %Hgﬂj:ﬁ' ¢t &ger%éhc?eﬂhﬁg’ om t he

iver via a link ween the DSP 820 _and_t he
mi cr oyftrceys orquBeB netftnek degiardtion eedftAtign profgdures have been

Cté)rg}%i‘%?(f tﬁ 2 0%11% de§1ld8 I]()@Sm;}r %U&H& yan@ %&wec SSTRAREEH on signals,

['evel’, etc., wl ependent upon
hbediag rmstlﬂvmaet amh dartetsvgnnlk 819 thlennwpltkh 8t1 eSigpt Feseived by the

devi ¢ 2 égg, lfg%le A 91% Q\Q&[{ektl § areF Rlite@ % ! r@cel\%r 812, which

I'n gto operate in a Nort

ﬁﬂﬁﬂés(?ﬁﬂ sigid] k&ﬁiphfimﬁon Mqud@ydoWn&ngml% filtgring, g]@gp@r@@lsctlon
tooperate wt

¢fes Wslrrﬂg’ almﬂwg Xnaﬁ (o} tR/tSlk% fec)?)%%errg CH?%% t& Qwryoﬁégrél&pof the

LN Skl Qllovet Word Sc,on‘xﬁl&SpoﬁEﬁM@lpat@DMﬁ;ncﬁ@s; ek as  digital

whereas a nobji | e_device 1 t end e

ﬁggod@@%@@ raps glla«fcélepgt %I l&ppgefr e, UFIRE Skhef)%égﬁ Ir{ A sﬁllﬁ[a(? Rftanner,

881{1%“ E}{(B@tn'a RéniRed W ke mﬂoﬂcfﬂi 9GBMpraiessed,Ciortnding catidulation and
her types_of ta_ and_voi ce. ch?tt k[rah 11%%%111814 for

smpdingy for aﬁa}nnlnt‘%'gfh%ﬂ)éa d afssthem groftee fansmar

Q%Rall % da%ﬁl'og econgé}?loﬁ)e B@lf%‘n@}g upP 6(5hvbf?.&>nt yfﬂErlﬁ)é meplvﬁmkon and

et wo he access requ1 renmen g{)é’
transmission to the communlcatlon network 819 via the antenna

In addition to processing the communication signals, the DSP 820 also provides for
transceiver control. For example, the gain levels applied to communication signals in the
receiver 812 and the transmitter 814 may be adaptively controlled through automatic gain

control algorithms implemented in the DSP 820. Other transceiver control algorithms
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the nobil e device 100 may al so vary. For exanple, in

t he Mbbitex and Dat aTAC data networks, nobil e devices
wanreosriegi4st ered on the network using a uni que PCT/CA2005/000652

identification nunber associated with each nobile

REMi 8. bel impERRGteddh theraS M2k, orden we peride metrevsophist ca@bentrol

i S associ at mﬁth a subscri ber or user of a nobile

EagSCEpYS device typically requires a subscriber
i dentyipk ){mﬂi@gwc&sér S8\ ferablyi iBdmapss andGohtralsl themvefaﬁe]pelfat)on of
operate a nobil e device ﬂn a GPRS net work.

omonts 86519 QBrmARD CHES SR GHEE I {1 PRy aiay B be used

pe]e ‘?bilt%mai%éli;‘ opfind10 DSP! dockdMidCKR: udedtio darfDBitl tRe ﬂﬁMﬂl(ﬁﬁ of the
unable to carry out any functjons. invol vi

mmmmws,sar $Bndowvere! coramprieaiion Simaene. meydingahiepst i3 nd voice

ANl @abhsY a e%%ﬁl?ézl ARBERiH AP 8BUGIhARans&lder 811. Other, high-

energency c¢alling. After any required network,

ey pmnmanucmncwppb@tlmﬁawcb S PVoie® RITBYNIPAPR apRligation 824A, and a

cf gng el eleathbllS éi%hé)r?S%vhlg‘fbé'%rM theNSonSRNi1ARAEmory 824 for
VB o MmN tron signals, including both voice

adadltdmthy Blbgnﬂfaprocesselr 81&1eFmetmmplkﬁs tig] YoiceSrgpnmpBication module

%{fgrg?é élr}gglf ngéir 1r81t% ce o ré@a{)fgqo %ng%pén%%%%eg% voice calls

ecel ver
Wéldnd%mbblﬂe @dvg:aaloo anph plﬁlradnm ofather fVOleq medielmadevievices via the

conver si on, channel. et nd,.
Wé\yorgﬁég EFIB\}?TLY 915[{%1%0 n&un&ﬁaao? 3103@8 r%g\algl?SI g erY&%e h1§h—leve1
1r Shit@dcalopeaBiefos b@ﬂn@f aridhecdieitgideted SIK:hgiS&i-rnalll Inma&ges files,
nore canpl ex, communi cation functio
QrEFEER | TRIOFBH 10%n Uk EBHIN 8% £~ 6’8{‘]‘?8? puontiias ng‘""g et fto and «
]E‘f&%h%%} otHel d#ta 9bvitds Fa tHBAIRBrks 8199 nals to be

ansmtted to the network 819 a rocesse

i ncl ubhengicraraeneaor 838 alse THFRTH G, ot B IeWeS s Estenpsy sygheas the
@;F ayggﬁ GR.QMGSZ'Bhﬂ?lQ aREBMY Q’rﬁﬂt/blﬁpﬁtmﬁ05 §®B§s‘%rﬂid@8 #d derial port

’tal to anal og conversion, freque

mvmes keyboardi [3B2r itheg, sPeskeH iSPfcaks dﬁl%?ﬁaorter §§§mt SiSBytrange
t Ot heceﬁ ms &rh 80 et M@rd‘thé% LQvivd %bﬁiﬁ%n@r‘éeﬁ&ﬁﬂy 8dBnated as

processi ng the communi cati on signal s,
BhB DSP 820 al so provides for transceiver control. For

[ | t cation-relate
exanple,  theg0al Rl el APk SHG! 1AM Gakkocation-relstd

si gnah e recelver 812 and the transmtter 814
: myum adephs \othey subsrysuemblre@t’ pravislegresidang nar jog-dgyips functions.

g:i; f éqnafégl%g%?& ! nssfdc 1?0%& 49) cjilﬂﬁ tlQSFsp@a?}pBZZ%Me used for

algor nscou al so
b@iﬁ' QiRninedtibmrdihiel RGR@Rstich ao orentering o text @mseﬁge ¥y Eansmission

o 2&%&%&%&;&&%@% E’gth"é’ﬁ‘fe A t% ev1ce aa Sgl&e%lt \f‘l%%(%%]such-rﬂea calcﬁﬂator or

y manages and controls
‘Pa‘éﬁ‘i@tUroﬁﬁ?PEF\lt%bf@ﬁctiohe mobi | e devi ce 100 Many types

ﬁ;rg] g%&%n?ﬁ%%fé}%%&ﬁ@fgﬁs&%b tﬁ%ﬁ%&'ﬁ@%ssg% LFPGS ﬂéﬁ§Qtored ina
%@r@gteihpst&%rsﬁlyh Qo PRatfle RehiogN8240fThe lflen~volatlle memory 824 may be
implemented, for example, as a Flash memory component, or as battery backed-up RAM.
In addition to the operating system, which controls low-level functions of the mobile
device 810, the non-volatile memory 824 includes a plurality of software modules 824A-
824N that can be executed by the microprocessor 838 (and/or the DSP 820), including a
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m croprocessor 838. Low Il evel comunication functions,
i ncluding at | east data and voi ce conmuni cati ons, are

woeodsaomad t hrough the DSP 820 in the transcei ver/ca2005/000652

O her, highlevel comrunication applications, such as a

VR Q‘%m%ﬁl%&!ﬁ'érpﬁbdlﬂé] 824 d @ad ¢ @MmEdébtion andule 8délBaand a plurality
comruni cati on application 824B nay

Iﬁ t or eg %1
of othey operetiqnal He 82§§I4f0f STV Ry qf (ogher nctiohs. These
M LIQPIE Ce?éé@erd g?’%he 'ﬁﬁﬁroﬁ?é@éﬁ%re%g Gl lbﬁivi‘cﬁ a hlgh level interface

conmuni cat i on dul e 824A may provide a hi zl
betveren jarser dnglcthe @pé?rlaép‘écet K0 rHﬁ% Hteriage ypice zéul dgt)p ggaphical

l iBh¥o vide
c%{anll?ogenp toVeea th%ﬁgm bip18le ¥ L end G a0t &4, rﬁﬂdn&ﬁ/[ dﬂ@ ided

er v |ce or evi ¢es via the network
thongh drel gu,xﬂtah}e I/ﬁ)aB%B d@yﬂvmrd 834, isperkap 8if @n@;g@gog%@pe 836 The

! %\élpg Sgye = X GCI &, 8J>v1c%s a]%phCmO%E [ RORoRRE! %Flp%rtg Fhereof, may be

as e-mai | nessages,
tfaﬂnb@&mlyabagiaa mte a vohfll@rstmt:,l soch assthsivi 826t fantes engtpdion. Moreover,

bet ween .t he. no |Ie [ Lyl st 960
‘ot HATRPE SR gm0 S A e b TRl 6D bctor
PERARAP LB theddd alitosystemeloatdsin pdusigetietorel euwchge the Flash
subsystems such as the display 822, the RAM 826, the
memeWi%dty i nput/output (1/0) subsystems 828, the
ser i aly BRk1BphplitRRnkedRB2dNGRR mayibe Iededines 1B3dqbile device

the m crophone 836, the sh range .comun

b poreemRBL BT Aot YR APELC S YU PDY Ronctonalcy,

s%%ﬁ] & &l e}‘ldﬂeé}eﬁﬁ abssbimeRd 2andSQBE iteins.t Teis &hﬂlﬁl}éﬁ 82M% may also
own 1 n 1 perform comuni Cat'ﬁ{ﬂ rel ate

mtme@t |vso‘¢lnsthe VW@P ecg)gnr@{m@pog lgt % )}ne&awg d)gone calls, voice

ge Nhd n?ag eﬁﬁ) HeYice %mﬁmttﬁ& 149 RSmmi¥ai Aknymo& @ ®or managing e-
su é VSt ens uch as the keyboard 832 and the di shlaa/. :
AP cmmllmeaupsle dnd ohednth traismissiape af lteRatPElya plk gt the functionality

ctl.ons LRIHAS 28d Rt B AR afi module 824B may
?tﬂ §%°ssq%r§ﬁ%€hg?ﬁgﬁ§ata cor?wunl catal on network, and
Bevitogataddaioden®IM medtleons such as a cal cul ator or task
list gr ot her EDA L 1sERRSRh RIS ¥t facilitate
sof t wate™ Ti’segat ) n}eﬁ%p}r?n %#g%i%%g%8&838 i s preferab oly

SibRAEEdf | IP![Madamee ttsms oertbe devivee ThadhiMaszpphiertiopairefefaply includes the
nmenory

at i. V.
FHBP SRR T SR s, S AP TE G RE it the woiee and
@4ta *SmPRhic&ion Ih&ﬁk@oBMA RMB vientha oidieldsonetworks [§39. The PIM data

operating_system vvhchc trols 0
ggmg [BEe pﬁg@frk{) 5\-@\1}}1%3@ y8111'6:gr aS o}ﬁro\glgia ?X(f lupéaltjéaavia gﬁ% wireless

ﬂ%ﬂ&ieﬁ 92 with W adrtersyoﬁaingsm ofvaite o Uitered aeassom&gm Mith a host
t can be executed the m % opr oc sg or .838 éﬂﬁ@ﬂéa‘arwnha
DMPIIMPSY‘@‘Z@) theyeby &Eﬁaﬁﬁg VBT ' on o
24’%1 Adat a conmuni cation nodul e 824B and a
B irafi ty of other operational

carr yCpgteijquQgtsmemrp@np{lglatdpasb?%?lfl}? %Pﬁg(h%odﬁg 1£eﬂ§egs well as fully

decoded data items, are preferably stored on the mobile device 100 in a volatile and non-

persistent store such as the RAM 826. Such information may instead be stored in the non-
volatile memory 824, for example, when storage intervals are relatively short, such that
the information is removed from memory soon after it is, stored. However, storage of this

information in the RAM 826 or another volatile and non-persistent store is preferred, in
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nodul es are executed by the m croprocessor 838 and
provide a high-level interface between a user and the

wouhislie7devi ce 100. This interface typically i RCTMABSD00652

graphical conmponent provi ded through the display 822,

?Qnéuﬂaoﬂﬁd/ AL i m O AROSERE fRhOMetier) Wiinotg hhdbhe device 100
CAUXi 1T ar / O 828, keyboard 832, speaker .834,

an

Ics popHHoBLS BISYen e BRREPHbPAY SFaR OO S v e fsgded or
he Rahdnfory RBIpERIm tHEyokR d 100,

tg%gggééﬁgﬁ%%gg%ﬁmgﬁv%l atil ed'st gre njlsuchoas F?Xll\jle

ﬁﬁ%&am@b faster operation. Mreover, received

(%Dll%nde% | 9NBbSmAP¥e %&Qalﬁﬁsﬁ%%&&@& hhitn aS‘hQJtes stem by

before permanently Wwiting themto_ a
Iﬂac?;rtgethie |doeiat 660 iim am nptenfmemr@h véidly eovplps hepserigh éorFlSa% lpf the

rﬁggl% Vﬁcgi%% thg)éee glrt%f ggpllnb\ggxt §y9t@mr6}%él11€e 8%&%&1laﬁﬁort 830

onto evice ) er sonal
th&f Q0T used) tonemablg eluse(rl?d) Bt pwyﬁqybnccaﬂircmgh pn WﬁmﬂlrigVPDAr software

f I h d is wi
anptatoyor o Ao, PUEE R 2 AP R This wired

d’M\AInlibaH hfathvak Be @At Nbaedn ﬂﬁryljmdu k@/ 824 fhef dpviceawbigh frga more
phone calls, voice mails,

{
Sen oo ion SHAREE DB SRR IPD o D eGSR e 19,

I%%M' | 5L thONwir@&NGovll SRl patiatrBayt HSe’iplﬁm'Id&S inOﬂhS moblle dev1ce 100, in
ternatively

, all of the fun tlona % ﬂf d 4
aiditionio entistsad pbthg seriad 2K & P’h%"a % éjo)%rﬁmﬁ Xvé?t‘ dﬁ"“ ¢ an
1'1‘{%%1:&'0%%%%I%%q%pédéﬁe@%ﬁtc%ﬂl pitef.0 the PIM nodule. The

non-vo menor 24 preferablg al sqg pro
%

file Addtican mhﬁﬁmmm«tda@% 82 rBRye Pabﬂmnaoa%ﬁ bl deyie 100
@ougab ln%ﬁxmrﬂ-bgldo t%%@&h'aﬁﬁﬁlh&mcp Eis Pt BYS, 6 dHA8S serial port

to sén receive data itens, either by
BIOS ghfopgto rtha sharbrangn COMORMIGAEINS t HESKPETL §4Gner &5?%*1 any other

%Eﬁ@satgﬁ%ﬁ%‘d ﬁﬁlﬁ%@ a GRABy th¥ indn- t/@l@tlan'ie%luﬁﬁ $24 or RAM

Itens are pre er ab é
sEASLes skyibilint egapplietiongysiadlation ingtegsearibe ﬁ@g‘gﬁr@ ty gfjthe mobile

éeg?e%w: @ el e z?gfég‘g’é’r ge enﬁancedM og(]ie@lcg Oth&RHS) ngdrﬁ]lgutﬁ@}tloﬁfrelated

of assoclated Wwth a host conputer
fnSli@R) ortﬂfbﬂf e blyemfr@ht saagrea:onmwmwa’ecdl appHeationd wey ehablg electronic

itens aSSOCIated Wit h rtlc

eYIBErS p]g;élpg% éﬂq oﬂ)@r 5P0k{)ggarf01apar P?agﬁ(ﬁ{/ tgg%ghé)f&gxed using the

idoBliBdevaz 108! | as fully decoded data itens, are

preferably stored on, the nobile deV|ce .

vol at When a*h"d mbHp é1%§1° @rqt 15 SQRSFREIE R dgtgtﬁ?ﬂ%ag% mode, a
Fﬂled g gﬁz{l”@ﬁdhozﬂ et ntsdagadr hewat pd@CHdwmldah,elsrmncessed by the

volatil e nenory 824, for exa

imhseeiver mochﬂq;S{]eangmrQ\éﬁei;i tg ﬁ}bq,nglcr%%qqssph gﬁ%& W%%% preferably further

processes the received signal in multiple stages as described above, for eventual output to

the display 822, or, alternatively, to an auxiliary I/O device 828. A user of mobile device
100 may also compose data items, such as e—mall messages, using the keyboard 832,
which is preferably a complete alphanumeric keyboard laid out in the QWERTY style,
although other styles of complete alphanumeric keyboards such as the known DVORAK
style may also be used. User input to the mobile device 100 is further enhanced with a

plurality of auxiliary I/O devices 828, which may include a thumbwheel input device, a
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the information is renoved from nmenory soon after it
is, stored. However, storage of this information in
wOheosRAM4826 or anot her vol atile and non-per si BCEMA2005/000652
store is preferred, inorder to ensure that the
tbihBEdTR Ry b8 swithe £ d rbdkeMnPBIBMityh, Wie Mhelkempedad kista items input
device 100 [oses power. This prevents an. unauth ri% d. h
yatheyuser araYotheRibsi FpsEiledseYEF dof AUEBHEGRNOR PRAYeks§ § via the
d Jopfekpati on by renoving a menory chip fromthe
t?rao%g%?% gigv{lce 100, for exanple. The nobile device 100
may B¥herathe anobilesdenicn Ol egeriingning2 foise cepawaiatign mode, the
A8 AGrali Y 611 8 ideNs abstaftiaal RGEr & B8 lfa m¥AL Hcept that
%gﬂaglloggrabﬁrgpgtggpgﬁl port1 e8?%0 (S)f tahgsmnbirl e devi ce 10.0CelD
receitddesigeals ate prfualdy te ewmputoethesspstlem Gf adyyeies siERgls for
serial. port 830 may, al - aded Aahl B e AviUSE or t Aidio /O
LAEMEPEF 181 eggra&ﬁr 8€gaaqgggg§<%er nal §e€}?ceeo¥ s_ofotr vare
applstean] sueh,as arvoiee ressage gachrding subspgtgm,i raast #lenberiyapltmented on

824N _for, i.nstallation. This wi.r 0 .
B b e el S A PRl R Pined
AP RRQuSe Ches EpeaidrE3d, tiieadisplxy [3aR gnaygalen beyysed ¢m provide an

informatjon via the w.reless.network 819.. Interfaces .
PRSP BN HEAP i 1 CHAJURE. Dl A BEer B Ngice ca
ehid graeNice B Qxarhple,atlé hiidroprotedsdp 838,ris caganadion twith the voice
serial’ port 830. For exanple, a USB B rt woul ddgtrc%vithde 1
eominyrieation ceote £n6; el Pyt & %@?@oﬁ%ﬁy ect the - cafler
@Qﬁfg%aﬁén infAEth G drodtah iRRRliiCRide@all BRUIdLRS) 183k e Minylah 822,
oaded onto the nobil e device 100 thr ou%h1 %hde E]i(‘et r.{<sd .
819, ARhahgReHePTEDKHFAIRSSuUPRYSeE) HOYS tidtingaged ip eda“% ¢ device
Mbe ThE is%syp@ﬁlt 84%’391@ LA Q40M R redn@vice @A ORsociated circuits and

conmmuni cat rons subsystem 840, or through ané ot h%?]M
sanicabite, oz alshyrttasey BE zomapgicptipnaeduiapupl asp Bligioothy ™ mogule or
nonsyol at & F&ETY M3 28mmanfhtidd ®¥th Qithildrly-enabled
f‘lh%%%g* inclzoéltlu}%bn i ns"fl%hg%lzg(t) %(E)(_)rﬁ?%ncr ealsnes t hele_ ) i erj'a )
fyseeatsi aniatievigesof Thase skblsd| ia tearc il eopiasiate iyt Prlasipefd’ and
gnnaneed. on: devi ¢ i i hCAL I1RAmkE | At Ektrical and
f%ﬁ?‘ﬁi SRE QPR P ¢ o(?atng%;frag?lga?m;g%r e communi cati on
apphofiat Enisermyclaing b wirleecparmnilarerormieerseafd fielpgrgcal area
and qt her suc? financial transactions to be perforned
BEVAEStTREPCHO e devi ce 100. Wien the nobil e device
100 i $hdSteak'ang nicthods' dath anaydstonidiabhoor moddatagtores. The data
recei ved signal, _such as t ext . messa
A b AR R R e R
ahf ARE, RO eHaitPmbRerypropRphitesansinB8s, ogemming variables, etc.
preferably further pr oce‘ﬁsgs t he received sfa%naal si:oQin data in
Huib mojs dba agedrugyren deXTPh EmAB JUeUSCr D PSP RS StoTine
%Qt%’a?ééséltppogfr 5, GhheXRIrRYor &er cBinputel-fe@dabRt invdth Yor dse bgre computer
rary

auxi device 828. A user of nobile device :
program. ~

The systems and methods may be provided on many different types of computer-
readable media including computer storage mechanisms (e.g., CD-ROM, diskette, RAM,
flash memory, computer's hard drive, etc.) that contain instructions for use in execution by

a processor to perform the methods' operations and implement the systems described
herein.
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100 may al so conpose data itens, such as e-nai
nmessages, using the keyboard 832, which is preferably
wea 20npfat e al phanuneri c keyboard | aid out in PO®CA2005/000652
QNERTY styl e, although other styles of conplete
al pharhgnmesthputde ytropordstss salwae mbdalésn dumeioORAK dtay |sructures

s Dt win S omie i S P ooy R P o fy o e
A8V f fataBred dedViir CtheiM@yernticils U die i alst woteditba| a mopulb Or Processor

devi ce, atouchp a va of sw tche a roc

e T 0k DL Lo AT I LB BT T EOE PSR cR, nd cam b
Hﬁerﬁ'&ﬁé’d f@i@)éxén'i}ﬂ@ ad g stfram§id dnited code€ lor b @ software function unit of
conmuni cati on networks 819 via the transcelver nmodul e

@1ie, oAl en oblset (ADI) LS PEBCARITAIEIY pr a5 2 ARPIFty iR @ computer

9%{3% gl% | Sakb@er f??g &f cbift t@Mﬁ)ﬁ@' IThe Refivdrk QBmﬁ&neh{%de/or

e Vice is substantially S|n1 ar to the d '

ﬁmdtmnabixfoezpt ba legated e aisinglp OMpHERS daties %rdésf”é‘?"é?ﬂ %Fr?fé multiple
out signals for

e B8l e S P SR o AR L hone 836,
Alternatlve voi ce or audio I/O subsystens, such as a
voi ce nessage recordi ng subsystem may al so be
i mpl emented on the nobile device 100. Although voice
or audi o signal output is preferably acconplished
primarily through the speaker 834, the display 822 nay
al so be used to provide an indication of the identity
of a calling party, the duration of a voice call, or
ot her voice call related informati on. For exanple, the
m croprocessor 838, in conjunction with the voice
conmuni cati on nodul e and the operating system
software, nmay detect the caller identification
informati on of an incomng voice call and display it
on the display 822. A short-range contmuni cati ons
subsystem 840 is also included in the nobile device
100. The subsystem 840 may include an infrared device
and associated circuits and conponents, or a
short-range RF communi cation nodul e such as a
Bl uetooth(tn) nodule or an 802.11 nodul e, for exanple,
to provide for communication with simlarly-enabled
systens and devices. Those skilled in the art wll
appreci ate that "Bluetooth" and "802.11" refer to sets
of specifications, available fromthe Institute of
El ectrical and El ectronics Engineers, relating to
Wi rel ess personal area networks and w rel ess | ocal
area networks, respectively. The systens' and net hods'
data nay be stored in one or nore data stores. The
data stores can be of many different types of storage
devi ces and programm ng constructs, such as RAM ROM
Fl ash nenory, programmng data structures, programmi ng
vari abl es, etc.
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It is noted that data structures describe formats for
use in organi zing and storing data in databases,

wonogriangs nenory, or other conputer-readabl e redicA2005000652

use by a conputer program The systens and net hods nay
ke Anpyvi ded on many different types of
conput erreadabl e nedi a i ncl udi ng conputer storage
nmechani sms (e.g., CD-ROM diskette, RAM flash nenory,
qonpu%ex{let‘ﬁoch@f’ﬁn&iﬁ'ﬂ cﬁta t?atngfe)s otnhﬁfevﬁg QBIQI HSl#l structions
for use In executlon by a processor to pertformthe
met hotseivinger datd dprsfaaaquestph drspsfer datre framst frst location to a second
qggﬁ%{bed her ei n. The conputer conponents, software
functions and data structures descri bed
herelWhﬁ@yﬂh@ﬁ$0hmﬂﬁm&dHMKm§0Héﬂmmﬂwmnﬁmd&ﬁbhqyt0 each
other _in ord of data

e P g, bfoefi ik o O leork e PR B the data

m@mﬁaae@mmtncludes but isnot limted to a unit of

code t rfor sof t war eration, and can be
o cireiatiR ik Pnhreting Ty iofR Mo bp Ada it nsEe tggcus based
ngrﬁ@se@uﬁ@frEM&ﬂ@sﬁeumﬁdcﬁﬁbduﬂtH th@fate edleferor as an

ject (as in an object-oriented parad

2pp! ofeIgRnin HhedSht P e e AaY Fg e vilootion 1o the sccond

ANt EBast Y BRNUhe GRIPHERE s » The software conponents
and/or functionality may be 1ocated on a single

c onputvhwglndbml%lséﬁanﬁ%@rrﬁww igdhcodetermpining gire

conmput i ng devi ces dependi ng upon the situation at

hand. CLAIMS: 1. A nethod of handling data transfers on

a. devifbemethodef ickimd; whetewi the defe dradsfersseryrifmeslated aspect includes

ag g%)%gtt slefegte{l E’r%ﬁll’s‘tﬁ%grgr é?z%nér% gr[% ?evrell Jf%&ultigpa%gdc?ﬁecf Vgltl?destmatlon

second T ocation rst location is
of ther data hiansferhigps e mmimhmigeaioh opsratiat tol eyvpanfyrded hetween the first

‘ sf er ettl s _f.orom st o r sponS|ve to
50"8@ I\/anﬁl { ei‘c‘r%orgiq?cauf’ Pahs er i %nons Ur eo\%her ein the data
tr ansﬁvhéremethé itypg ofidathi tembfer wdsmmhmcat@ndmbmtlm fokikiey ardl Speration

tQ occur sed upon a.security-r

a8 o R Bions BREp GRS P utitioafind hEfeft et ik, bogs: gpaping an
ﬁtﬁeﬁlﬁlgﬂlﬁif e ekféﬁlag &bﬁaef:ﬁ@m etnhﬁltefril’(rsdesd %aﬁnmr&:aﬁ@ (iP€) between
secon ocati on base on the tra fer set .
AOBNoTE; Aoy ahy Rae, IR CPETIGY oF BEpb AP ENs: B combinations
determ ning step. 2. The nethod of claim1l, wherein

the data transfer security-related aspect i ncl udes
aspect hEMeCIEFCr T Pfﬂ-iﬂ%ﬁ U VB AYPHTE 9 they deyic fojndicate that

SRt thsRSRQEdsBl BThoM5hp1eR8 bédaadel FFihe determining step.

3. The method of claim 1, further comprising:
receiving the data transfer settings from an administrator; and
storing the data transfer settings in a data store, responsive to receiving the data

transfer settings from the administrator.

4. The method of claim 1, wherein the first location is a first application, and the

second location is a second application.

-18-



10

15

20

25

30

of the data transfer; type of comrunication operation
to be perforned between the first |ocation and the

woeeawnd7l4ocat i on; and conbi nati ons t hereof; wheCcesiQaA2003®00652

type of data transfer conmmunication operation includes
an operation selected fromthe group conprising: data

forwardi ng between service books; opening an interna
ind aRiREBR a%m clgigh heticr o theclist Iagagipe (ot esvice, and the second
fRBMBAN & 3ddoBNs1iBS) between applications; a
cut - copy- paste type operation between applications;
and conbi nati ons thereof;: wherein a notification is
roviged [
Phat | PRemgaed of P bTMAELANE: fle WP SN SR el R1ER- Srom o
Broup 0§ servifest dompaisingr mparsangl @e@qomc:inalrl'deemrnea Ipm:fessfonal electronic
1 recei ving the data
ana%%?(%gﬁ%g%%g&ggg%#éggg nrnlstrator and storing
the data transfer settings in a data store responsive
0 regeivi t a transfer settings fromt
e O Goinh bl Bt S S AR el RefetPRmncipasea won
fhre rdata tramefat avtings prevefris rashalfvpals iapsticaien frarﬁd;l];thbﬁmg QeQNWntained
éatron IS g second a&ggrcat on. 5, The_ et hod
WRIgP AeqrPoRfier Lon oy Fameisdre vk opisideithe Grewpll st
service, and the second location is a second service.
6. The nethod of claim5, wherein the first and second

&er vi thedneihod %férleetleerhrre&ﬂlsﬁer loGpiowris & Bfsy memgry associated with
0 ABVikeS hAthe SRl RRAMN i8h SLhAPRALRORBbdatcdDn thEBer Rvice.
profeSS|onaI electronic mail service, or an instant
nmessagi ng service. 7. The nethod of claim1l1l, wherein

¢ he defeahdthet Sifhe wilbddin b ﬁ}e%&rlﬂrf Ind @365 108t B espond

data transfer settings prevents a malicious
qrpmipezies Grgoveronwest Bhbhive ghfﬁmlﬁ typonofietreetks wih didfesent levels of
$:&pgaat|on s or government's firewall to outside the

Ir 8. The nethod of claim1l, wherein the first
location is a first nenory associated with the device,

d the s a n [ cated on
B ot ndF GRS AFFL Bl of ASROTY 8 TR ¥ D5 EH fhpRcatons
davicet | ocati on and second | ocati on correspond to
conpani es or governnments that have different types of
networks with different levels of security. 10. The
et hothe O]ﬁetlﬁid&ifl'ﬂa]m IWviereinrthd duea tlmstes eetiisgsara@biip@ed to prevent

i reless co atio devi
ata transters using nter- rOCESS I?jsommunlcaF ions (IPC).

12. The method of claim 11, wherein a company or government that owns the device
sets the data transfer settings to choose which applications are permitted to use IPC for

data transfers.

13.  The method of claim 1, wherein the data transfer settings indicate what data

transfers are permitted and which data transfers are not permitted.
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11. The method of claim1l, wherein the data transfer
settings are configured to prevent data transfers

wag00sgoraeer - Process Conmuni cations (1 PC). 12. PTHEA2005/000652

met hod of claim 11, wherein a conpany or governnent

tthat Twasethbé oflelvinCh fedies céhgisilagt a transfer settings

t o choose. v\,h‘:%c;“wi p&)l ications.are permtted to use | PC

for JECHVINEalRRleHsdats fransfpr, sqttineg S ang fprRaion \ipphpelogy (IT)
hhaitkdkeriagansf er settings indicate what data

transfers are permtted and which data transfers are

not pEPkringdie dafa transber selfipgsdn die datasipre loqatadignethe device with the

GRAd B WhinsfeSelingsNg updated data transfer settings

froman informati on technology (1 T) adm nistrator; and

replacing the data transfer settings in the data store

Lk ocat Bibd6r ASM G Wil : fer

BT BB o B kb Bpvcrnment

thakiawinst that davicef custonmrsatly dta dgovsem pettigst inatccowlascet dth the
Lce QM. zES sfer settings in

g%%%a%ggﬁgg&vﬂ her’f%églgggiogﬁﬁﬁ}é&%r governnent's policy

requi renents. 16. The nethod of claim 15, wherein the

| ??ﬁegﬁl%gé(? fq‘fgcgaim\égg%gin# egﬁaglﬁlg%%tt%rlrp?(?‘ﬁ%ets?he same settings to
gathiaidevites bwaskby thasdofipagy ohahe QoNEaRYntPhereby ensuring that

over nnent nobil e vices aghere to a copnsistent |IT
YTpagy or gopernpgnt H”é’gﬁ% VEs pehgTedp § oDy Ef

Plicke 1T

adm ni strator can specify at |east data transfer

settings selected.fromone or nore of the follown

Dbl i TR me{ld o6 it i PEbIng P IBRHHEAST SBrpreily at least data

Rarks shoul dekeed! davemie WhBbRess gt follBRMEPAScRs: whether data

operati ons between apgl i cations should be all owed,

{wading heppencsrisieoshagrly iseallsiediortefr CritPPYPAHE ARETations

Pk el ol Bt ORGSR i o

breningetn @iphalcadi nexterad d-oserebpm aviedhes IntsePwe¢ss G@umunication
 h o :
(Pl ROKYBS G5t 0r £ 0RoRD S LonROROTDILC

uter software conprising
program code for carrying out a nmethod according to

ai t e .
an dopi ot B BOBLG ARDLLAN: Halvg et g o
sofsecoconpgrsogtpregram thde fappauyatgust ¢ owthod sccoglingtoddtm 1.
store that stores data transfer settings; wherein the
data transfer settings indicate whether a data

1 9.ansA gatai thantfor fpatatusdasiesferring data on a device from a first location to a
second location, the apparatus comprising:

a data store that stores data transfer settings;

wherein the data transfer settings indicate whether a data transfer is to occur based
upon a security-related aspect associated with the data transfer;

a data transfer checker that is configured to retrieve data transfer settings from the
data store responsive to the device receiving a request to transfer data from the first

location to the second location;
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upon a security-rel ated aspect associated with the
data transfer; a data transfer checker that is
woanfsiigused to retrieve data transfer setti ngsPET@m003®00652
data store responsive to the device receiving a
I equegdiereimthe rdansttansfed elicakdrrio nortfigareflite ptevemdhg regnest rom being
t he second I.ocatf'lo(?'m%ergi n.the data transfer checker
ep AR LA B "‘ge'quest from bei ng

performed responsive to the data transfer setti ngs'.

20. A data transfer stemfor. transferring data on a .
7 el FOT GO EBOR FaITERIHLEN e FIegTgoR feapnorcatons
deORatbRN £ir9t BediRs @dsdcowdlbtRidn, thhieyseysdoaipris®pPr i Si ng:

neans for receiving a data transfer r

\ fgq es]%Er to .

t r angegps areservingn date trangler fegusst fodrneigt é:f"“‘s g 3 first location to a
Jeg&latlé) fonWherein the first location is nore secure

than the second | ocatjion; nmeans for retrjeving data

t r ansthereins e firsi derationigmereisecure S e seeuddeefion to

rece In¥éaﬂ§3fotr p&nggﬁf‘dgti AR L SethiSRYRR 2 AR SORI BspoRvORtraceiving
store 1s [ocated on the wrel ess nobile comuni cations
iledate gansfdreeqiest; t he data transfer settings indicate

whet her a data t sf [ ; .
securtipn BE R OB LGl Do kR FFAUS nRBRe B dons dovice

t r ans#iercin eelawi transfeesettinga indicatestlmther ¢ datattrangierfis fo occur based

selected fr he group_.c 1,Si Ng: f orwar di ng
‘H’@P\ﬂé‘é‘ﬂ‘r‘%‘fe\%}m%%as%‘% ﬁgg?&ge%%ﬁ tlgh(‘? p({/A%ptéag ?féeo peration

bet wagRrapphd &4l irander appirdnstet iselegedfremi the gampi aomprisiag: data
e S oSBT 5 A SHBLREBgpeen appicaions
Aptiefildhdi signige e intdrialt bad sérerextehel dednacdtioomIPe (interprocess
first location to the .second | ocation based upon the
ehatraunicatigR) RefwesBEpplifgionsyher ei n the data is

transfenk ¢sk dRSRONSE Waethe fohensiet e datl fign alie filsetdestion to the
to transfer the data fromthe first location to the

seowhidedtion desed yroribe data HarsierieiB&% a transfer settings.

wherein the data is transferred responsive to the determining of whether to transfer

the data from the first location to the second location based upon the data transfer settings.
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