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(gover nnment aBACKGROUND OF THE INVENTION
[0003] Identity theft is the unauthorized use of personal information such as name,
address, social security number, date of birth and mother’s maiden name to establish or
assume credit under someone else’s name. Identity theft manifests itself primarily in tvwo
ways: First, as a fraudulent application in which a new credit relationship is established
using someone else’s personal information, and, second, through account takeover in
which an existing credit relationship is assumed using someone else’s personal
information.
[0004] Identity theft occurs through various means, for example, through increased

availability of information online and elsewhere (MMN, passwords, etc.); illegal access

to credit bureau information; illegal sale of information by trusted sources (governmental



WD 2005/ 065073 PCT/ US2004/ 028569 agenci es, col |l usive
enpl oyees, etc.); fraud scans that seek this

wonbwroes7d on directly from consumners; PCT/US2004/028569
acquai ntance/ fam |y menber who generally has access to
a victims personal information; and theft of

o S5 e R 1 Ay o
consvt[fgxogrgg ?Jgigﬁlelp t g]i%é 3 : (? tgflal%)r(elll é&afg%cg%g Ié(?]% V\1/c|t1m s personal

institution' g., a bank's) individual creditor
informetiemn;i andsthef qﬁ/lmﬂ@rmhteon/fr@mu am unlgtkedghaiftmx, stebanepwrse@wallet or
several different systenms (even within an institution,

discagdedhinfsmbigdningahe g@abignk' s card busi ness and banki ng
- business) whereby the victimhas to vvork W th

[OOO;ﬂ' ff@;uglgﬁt Btised tha egﬁ{ ‘hegssﬁf‘\éﬁztlms 0 Q‘ﬁ{t tﬁ&?%lletﬁ(rlmanly

esto or exanp Vi ctim vvo

arti cuI 0. cl ose a
based 3 ol Y ey fh??@ Vrie VldPF‘]a‘f’F%‘Flé‘Frrg@“%S%% Bithepe victim.
unit for another account, and even to a further unit
Therefprees thegsuard seysrdviiercuy SYSIEME A Sitvie en ifstiog®}, such as between
Accordingly, there is a need for a victimassistance
a banfet el bidnsy sindnbdntte bysinegs)deBerébe tthers/icim itdenbi work with
theft not only the capability of restoring their good

dlffer@ﬁ‘tnﬁn@ 6 ordet ﬁfjl'wtve‘l‘ﬁ’sr %Irﬁef‘ Rﬁﬁtﬂ?g eH NghVL le tc}ﬁ@gﬁ{if.nn@ould

basis, but also on the basis a therr

r Iatlon hi RI.EF SCRI PTI ON THE
conteb B8 ST AL GF AWRESD TO6CBPIRE arfcw%sﬁfaet gt is then
theft prevention process flow of an enbodi nent of the
transigrred doyanpthge Heit At apether] BUOw). prdseven {9 pulrthen Beit ghat would
vi ctim assi stance process flow of an enbodi nent of the
provifle esemt assistasert. i on. 2

[0006]  Accordingly, there is a need for a victim assistance method and system that
provides victims of identity theft not only the capability of rgstoring their good name and
credit worthiness on an individual tradeline basis, but also on the basis of all their creditor
relationships.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] In the drawings:

[0008] FIG. 1 illustrates a theft prevention process flow of an embodiment of the
present invention; and

[0009] FIG. 2 illustrates a victim assistance process flow of an embodiment of the

present invention.
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[0010] Reference will now be nmade in detail to
wendchent s of the invention, one or nore exaapiuss008/028569

which are illustrated in the acconpanyi ng draw ngs.

Each exanple is provided by way of explanation of the

invention, not agpyErhinkEbadkSORIPTION i nvention. It
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present invention cover such nodifications and
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prevention actions |nvoIV|ng a free service
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data changes that match a fraud indicator system
anotlen embadinidné tdiyoeivh a Ftiflufirthad embodimesy s flans, if KFir®ndednttat the
industry data, such as, Issuer Clearing Service (ICS)
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for internal collusion to identify potential

J,om se issues, and monitoring suspicious
the m%HlFl catl ons transaction activity, and high risk
eq ne enbo i ment further v?rlfles activity
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Anot her errbodl ment of the present invention relates to
See BiGevbnt Aofurthet icovpedinieny gbhiesgmaref particulsdyl tprpdueatiion actions
Thi s enbodi nent includes a nethodol ogy for sending
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chan r§ erfrlleil:@ié b %‘r%‘{é@ g[f({l A tr%%&tt%(ﬂélt, sl ¥ HE R 468 mdicator System
(KFIS), and industry data, such as, Issuer Clearing Service (ICS) alerts. The embodiment
further comprises monitoring for internal collusion to identify potential compromise
issues, and monitoring suspicious applications, transaction activity, and high risk
requests. The embodiment further verifies activity with the customer to ensure it was
authorized.

[0012] Another embodiment of the present invention relates to prevention actions
involving a fee-based product. This embodiment includes a methodology for sending

credit bureau reports to the customer on, for example, a quarterly or semiannual basis,

and to assist him or her in reviewing for potentially unauthorized tradelines, not limited to
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institution. The nethodol ogy includes working with the
woustsmesnr73t o establish a true password on al | PaTASVYB28569

and recomrendi ng that the custonmer update all creditor
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(e.g., address), the changes are verified with the
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changaselegntaldioss), tecloingerdars evetifiad withythassisi®mer no ensure they were
protecting the custoner (e.g., shredders, |ocking
autho¥zed.DOXe Sanoftet - gmbdPR&R] the dp}eébhh Shyv&BAdARAs &at tHS new
present invention, bank card detection actions are
. [ .agai kcations. (EqQr .exanple,.
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. thorizatiaon detection strategjies are used to detect
with _chrtc_ntli.t ] fgrﬁléqqoqrglgadtgﬁantp Witg arg pdfepgleon preventative
otential victimis proactively contacted to validate
merchangdissatltat omgy assist K| Sotratinpade cwtwonets (akl, fhreddds, elotking
addresses and the phone nunbers |[|isted on accounts;
mailboredjatc. )y eports | ook for new accounts with a bal ance
transfer check request; investigations are conducted
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Credit ers, ICé reports are

when .i dent | ef t rpetrators ar identified; and
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.relationship with law enforcenent to prosecute
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present invention, bank card detection actions are

spendirgound] pdyraeats,naid AeCpoisiitial aketidVieproATibly Ettatd PP elidate
an enbodi nent perforns increnental verification when

transagﬁfh%(;) Ellie;ig%?lfsg ﬁét't%és% r&ofds R afihi AN A8 tand the phone numbers
listed on accounts; manual reports look for new accounts with a balance transfer check
request; investigations are conducted on accounts that have credit inquiries by collusive
credit bureau subscribers; police reports are filed when identity theft perpetrators are
identified; and investigative intelligence is shared in a working relationship with law
enforcement to prosecute criminals.

[0014] In a further embodiment of the present invention, bank card detection actions
are provided against Account Take Over (ATO). For example, an embodiment performs

incremental verification when high risk requests are made on an account; authorization

detection strategies monitor for high risk ATO transactions; and the KFIS database
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detection strategies nonitor for high risk ATO

transactions; and the KFI S database 4 WO 2005/ 065073
WOCHsWeA004/ 028569 records all fraudul ent addr eesas2@md28569

phone nunbers that are |listed on accounts identified

as an ATO. This database then nonitors the host system

recordsO411 BRYIMH BHJRELO WA Phératuniess thahandistbdton dchaunts identified
address. [0015] A further enbodinent of the pr esent

as ang%“l”(é ARG R0 g0 (8 oot SERACKL BAF oLbFRROhs that are
V to a hlgh risk zip code area or an overnight card
dmn%%é%ﬁ@fwﬁgﬁﬁlternate shi ppi ng address located in a
high risk zip code area). AddltlonaIIY customers who,
[00153r e wifotthen awlbdimensPOtlie present awesntioreincludet Bightrisk transactions
flagged to ensure that a representative handling the

reporf‘sL(%tgo NBYtvinp @tirebEHanEY ah® cadatquebthant tot hbighuiskaimpcsede area
have been inpacted by ATO fraud. Enbodi nents al so

or anr?g/%%lgé'g 'axlatr%aﬁ]%k i %u aHé 'sl‘ﬁ %ﬂgtaﬁg{ebs‘:’ﬁc&@@ﬁﬂ Qh$eh risk zip dcode

I nvesti gation/ Frau

0016 Enbodlnent
area); ool alc%gl?lﬁrél o ragiirnget Re AT SRERIRYE dheiy account
as supporting the prioritization of passwords, IP
flaggeticr essredhptarceresarittivedwadingthe ouaioment aextipauirafevenrthat
fraud alerts. Further enbodi nents include, for

the cB%GEBlsChavpUew@iBpictdicby AMRD €eiuilorEabddimests péso aichidagnternal
to high risk cllent checks whereby store applications

colluﬁ{)r? fietrecec}/d éﬁ‘%@rois?ﬁﬁga@%&{ R RBR Tan Bk ﬁl@&ﬁlg@ﬁ&@Fra@ﬂ Policy

stori ca eta t’ enbodi nents i ncl ude

. sSuspicious activity nonitoring such as the b||||ng
unit: 5qdr ess/ shi p-t o- address ni smatch. [ 0017] Additional
enbodi nents of the present invention also relate to
[001Glhe Folbbdimans of the aredeni dnvantgn wie ietbydeddegisy dhaficogiglsguch
attenpts to predict the likelihood of fraud on an
as supporting the prioritization of passwords, IP address capture, enhanced fraud variable

TPR, and CBR fraud alerts. Further embodiments include, for example, private label
detection actions pertaining to high risk client checks whereby store applications are
reviewed that have a higher fraud rate based on historical details. Other embodiments
include FEW suspicious activity monitoring such as the billing address/ship-to-address
mismatch.

[0017] Additional embodiments of the present invention also relate to the following:
Fraud scoring whereby a systemic score attempts to predict the likelihood of fraud on an
application; New Account Processing System (NAPS) fraud controls wherein NAPS
verification of information is provided by the customer; California identity theft

legislation that targets applications from California where the bureau details differ from
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appl i cation; New Account Processing System ( NAPS)
fraud controls wherein NAPS verification of
wonbwroest7d on i s provi ded by the custoner; Cali POTRIS2004/028569
identity theft |legislation that targets applications
fromCalifornia where the bureau details differ from5
the appli2A/ 0507 3 PEAYISINAH00RE B %buirben apdtichal bh as a suspect
details; a database that |ooks for bureau variations,

datalMHENarRP fidud L@&ﬁﬁtstatgnﬂfﬁp %I?érelﬁfggagfstr %H?:ﬁg(jlé: td The Rld%ee pumber

statenments whereby calls are e phone

i de verify the i cant lied for the
provgi%gg%ﬁ?néfyﬁ%oﬁlcgﬁﬁgglﬁggﬁi)@e@fch pBr esent invention
al so i nclude victimassistance actions. See Fig. 2.
[0018)r dimahadipents ef the prdsant fesntignalse ierindeyictimeassistades agions.
deleted fromthe bureau and reporting is suppressed.

See TGg) 2.eEtii wmutinkizal wideliaty fpesample; tieattRle)s ddidted from the bureau
statenments are no |onger sent on the account. Victins

i t : - [
ok, ey S L bl Pl Sobed ARl st e
' es are inv i gated as individual. .busi nesses. . .
no 1oL SRUESh G BotolE sl Rls Pl She ERdiL PRgRID P abbly @ victim
close their account. Enbodinents of the invention
statergpaldo jeagh eidbe bHay end arydimremBer dispries oref investigatsd ap énslividual
report wth [ocal |aw enforcenent, providing identity
businebsef.t Butiodny vésiniso ateheefaust doverthdrf crediesrseet eldse aldr account.
sending a letter to a nortgage conpany if the customer

Embédim@hts @TRhé Mereh@orfgko iflh@®ARstrl @Rt Yhe gf@@g :tﬁvﬁg % B_ince report

the present invention also conpriSe the

with tﬁ?@eﬁ' laQrOtellfoirfe%JHQ gp{oggiﬁe%ﬁ %n%ttlitécﬁ% 25&8@%%#( Eg t%x% gcustomer if

ureau reports an _

customer t.o dzterm’ ne if any are unpauthorized, _
feq“eéfﬁat a&gfﬁeﬂ%‘ns ReCtist fea tnaFispsr ¢qvepany ikthe sustomar istattemphieg to get

to assist himin applying a victimstatenment;
aloagonpl eting all paper work required to subst antiate

the victimstatenent; and sending the information to
[0019]he Embodiments of the present invention also comprise the following: Upon
notification from the customer, pulling the bureau reports and reviewing the trades with
the customer to determine if any are unauthorized; contacting the bureau with the
customer on the line to assist him in applying a victim statement; completing all paper
work required to substantiate the victim statement; and sending the information to the
customer who will then sign the notification and send it to the bureaus.
[0020] Embodiments of the present invention further include acting for the customer
and/or providing assistance to the customer to make it easier for him or her to recover

from an identity theft incident. In a further embodiment of the present invention, as a

first step, a new account is established and the victim gets his new card in hand, for
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custoner who wll then sign the notification and send
it to the bureaus. [0020] Enbodi nents of the present
wonvasmksos further include acting for the cust BABMUS2004/028569
and/ or providing assistance to the customer to make it
easier for himor her to recover froman identity
exantphe fwithiin @4 dents. aslanfast dand tiba cesetio diearedtfoofradkieg pridefdiviv-up.
invention, as a first step, a new account is

mfor8iakli shed hinS
For 6 WO 200%%%%%%%% %%gggcs)isfsozscs 2‘3‘3%% délwe\?mﬁm Qfﬁda“t

urs,as a.f.as and a I e
fmﬁ?&?& GBSt Rl BT 08 e SichEE P et Rl A
customer that assists in co Ietlng a universa
assistefl fipaeppmnleting the #ffatine Thasafodasit, isi seat cathameustomer pigher, for
is avictimof identity fraud. The custoner is
exanpds ived &k, ienmainpl vedriser gadeh éhradghi @gwlat mailhe thbf thdastistonied can
sent to the custoner either, for exanple, via fax,

s1gnt%er£ﬁ‘ida;v1t%d\fﬁéhsf§rv@£§§totat&['é?iﬁ’tgp regular mail so t hat
the customer can sign the affidavit and then forward

|tor 0 bureau report
00241} | 3 b el APOETE SRkl he it S sq Hay the
.and the tradelines on those bureaus can be revi ewed
inquiies pnd the tradskngson thesedrugedus capbejeavigvadnsitiviecqustomeasdn order
wer e unaut hori zed or had been conprom sed. The credit
to determana) svhaghe itbine nwere ninacthedzdédnoohate betro cphpaeniséte The credit
victims statenent on those bureaus and i ndicate what
bureaut @RBtheh @ohiBctdd SPYL8F to &l‘é h8 Witthhrs 5Renedts bR MBS se bureaus and
creditors are contacte order to close the

indlc% gﬁﬁ{ thm?‘lil%?ﬂ%s%u%r WO é@ﬁ&/ltﬁ Iﬁ% c% t%B)l'gi (%edl{o? e contacted in

t1ona rrespon gSled 1o cre
di c hat. the custoner has initiated an
Order| H’e ﬁrqSFy et HEsotedc PERORRIS] B FOTeqinthy Figputad riteiy o gitfdifipnally,
of the present invention, if the custoner indicated a
correspoaderfogris tsletid th ereditosrte didicatathpisths ewstomor hagmitipied anfidentity
a credit line increase is perforned if there is a
theft slainh.d account open or, upon a custoner's request, an
account is established

[0022] In a further embodiment of the present invention, if the customer indicated a
need for additional credit, a review, for example, for a credit line increase is performed if
there is a valid account open or, upon a customer’s request, an account is established
through which credit could be provided. In one embodiment a follow-up is scheduled, for
example, within 30 days to re-cdntact the customer to review yet again the bureau reports
for any new inquiries or tradelines that have come up that are either unauthorized or
compromised. Activity will continue to be monitored on a case-by-case basis. For

example, monitoring could last for 90 days to six months until the case is brought to a full

resolution



t hrough which credit could be provided. In one

enbodi nent a followup is schedul ed, for exanple,
Woi20051065(3® days to re-contact the custoner to PeEVIUS2N04/028569

yet again the bureau reports for any new inquiries or

tradelines that have conme up that are either

[00231*' nauticlk 2@80@men&0sMho Preseat inferition ihylude providing imfemation
be nonitored on a case-by-case basis. For exanple,

which, Wﬂ glg nl%scq%%'onger St:ton{agtr ?19 %IQMO%IZ%@ c?éd’ftof@ﬁfdﬁ%qﬁ’é’éﬁ ttat the

rou resolutlon

2005/ 065073 PCT/ U 2004/ 0285
affectehbonRE MO IoRL | amrgg%ﬁ% e Regy Pﬁmeﬁaf;afmw ddgted
information which will allow the custonmer to contact
aboveals coupdetthaund satitocthe dirttomer &n signatyise skhe fgtomen ghen sends it to
af fected accounts be closed. |If approved by the

a repre§&fith@rwhAwlDifehasRlt tafdl dawtibatiwesuitt etheredfioy he cestomer
conpleted and sent to the custoner for signature. The

sends llijesgxf%ﬁ%;lt{ Qﬁﬂer F&%mréatsré ired, representative who will

or War nvestrgative units. Thereafter, the

002425 BT et 1 BUA R h B ebhn o et

I nvention conprise neeting with a field
investigntiess | gt itoneutineafthe tigpiealt MasHonshased, pinc aplicgueperty pad to
used on police reports and to docunent these itens

docurh@ft HRSe GHSisO®T thelhRsighrEt | Qhs questianptetcohpiatef tahil sthis
information is sent to the custoner. The custoner then

mforr}lﬁ#% Jahtsto tﬂé %E%Elo NTHO cﬁ&n&r thef) @efkeh agakintb@M4tion to his or

or Gerent aut ority. Further enbodinents include

e e i BT PR T B o o

Adm ni stration, etc) docunentation and farwardj $
appropatehgocusnearar agey r@d-efedaid Téﬂﬁlﬁrﬁsg@%?ﬁmr{ I pepurity

account takeover and limted fraud application
Admini¥&htent &) éstaadntaeivh andf forwarding it to the customer for review and

submission.

[0025] In account takeover and limited fraud application incidents, embodiments of
the present invention include working with the customer to determine if an extension of
credit to cover necessary transaction activity during the investigation can be facilitated.
Additionally, potential credit extension opportunities for identity theft victims are
outlined with the credit policy unit.

[0026] If the customer is applying for a mortgage, embodiments of the invention
provide for a letter to be written to the lender educating the lender that identity theft bas

been reported and creditors are currently investigating claims. Individual business

dispute representatives proactively contact the victim to explain the actions that will be
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the present invention include working with the
custoner to determne if an extension of «credit to
woaQuisroefesessary transaction activity during t RET/US2004/028569

i nvestigation can be facilitated. Additionally,
potential credit extension opportunities for identity

takert treflie act@intdTsA avréiten@uplahatizg ofithdadtioas thae il bpahlietto assist the
unit. [0026] If the custoner is applying for a

victillﬁg.tE Ia% IRoviQED O%QEHE»&e@ftraHQlﬂfég %gﬁﬁ‘ﬁdeoﬂa beO&&L‘ﬂe? Grdif thbureau

er to be witten to the er educating the
identit% t.hef.t

. ender that. as. been reported, and

reporg A gbEotipe S Pkt i poEtog. e i g EEfehEnes ¢ stopped. A
I'ndividual business dispute representatives _

the tigieoRfcthe nextybilmgtcyele, theacsaust isrretdveesdping thetchstomer iid pentacted
that will be 8 WD 2005/ 065073 PCT/ US2004/ 028569 t aken

to reoiewt He aacactids actAityr | At e el thedhvatgationshereagdrhplete, final
that will be taken to assist the victimis also

resol M@V b inmﬁ?&c'ﬂﬁr is 2B Fhntdn A&l t'aecﬁ% CO0bInBHE BeBuRE identity theft
del eted fromthe bureau report, bureau reporting Is

L pressed, and collection calls and statenents, are .

incia 8 B 3G coRues el hhss B i A BB né bhgomer i

. account is re-queued and the custonmer is contacted to

assisted yeatiless o hpyibatdenity theft moy have oseumrese time t he
i nvestigations are conplete, final resolution of the

[0027]nv eFtithyat iembodisnentmuetnihe apesert Oirvhrticu odifise Bagblisteng a
identity theft incidents are often commtted by

specihld®d | dnit BB ve @MY sBRH , 0 b

P assi sted regardl ess of hogv%/{ tﬁﬁgﬁt?(ﬁel%a?{d;g%tﬁep?gengﬁt ﬁgsv%ccess
0 r 00 Furih enbodi nents_of t.h esent .

to alPEE imeEoti elly BEHRREE S p drer iRl SRR yion «
.Leceive calls sgrvi cing .an identity theft program The

speci{j, PETSAR 45 aRRAEE g o7Cak Wilhaihg YiRERS Shtie allewp eafciationship fo be
accounts are assigned to a specialized unit in which a

estabkyhed ibkiveeep dhe vistiinsandgho serviethgt roprasariativies Whilkerovidinignstability
This allows a relationship to be established between

during hetryingdtiovendd t RediseavlyC iR nigRiiese Heahdete forMie! Gistomer to
providing stability during a traumatic event.

repeatt%gﬂj Ehﬁgiﬁl hi¥s ort Hérssima%rm Zﬁﬁbé(ﬁ&leﬁﬁegf {h%r p}elggntcﬁl%ter?trlrc?nr also
includes, at the time of initial enrollment, providing the customer with an identity theft
welcome kit that focuses on how to prevent identity theft. This includes an internet link
and a checklist of actions that should be taken to minimize the potential of identity theft.
Phone numbers to call in the event of suspected identity theft is also included.

[0028] Embodiments of the present invention have now been described in fulfillment

of the above objects. It will be appreciated that these examples are merely illustrative of

the invention. Many variations and modifications will be apparent those skilled in the art.



repeatedly explain his or her situation. Enbodi nents
of the present invention also includes, at the tine
wohoismiesa7al enrol | ment, providi ng the custonmer POIUS2@1/028569
identity theft welcone kit that focuses on how to
prevent identity theft. This includes an internet |ink
Thatavhichais ehaaéd:i st of actions that should be taken to
mnimze the potential of identity theft. Phone
1. AHePSESohpri§aL! i n the event of suspected identity
thett |% g soélncluded. [ 0028] Enbodi ments of the
resent. i nventi on have now been descrihed in
o R e o RS S CBL ET00 A YA 4 cBgfomer for potential
anrecjated that these exanples are nerely
fraudujentietivilyi ve of the invention. Many variations and
nodi fications will be apparent those skilled in the

identifyiy pURRROFAQGHETE IcREH V520846 R2F26 R Thald Whicatord;S
clainmed: 1. A nmethod conprising: electronically

vERRnsIhd ﬂg%)c% erlt §&Nity3ieh @%Q,g%{ngpssoci ated with a

cust oner r potentral rau it activity;

identifving. potential fraudul ent activity based on one .
o pRloal P e fon PR o phonnt e FreaQBP e in o
activity with the custoner; automatically storing
databpsgs or nat i on rel at | ng to the account and fraudul ent
activity in a database; assisting the custoner to

agsistihg fhy cubtembr audctifynhe Aauduldnt Yctivi.
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