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BRIEF DESCRIPTION OF THE DRAWINGS

[0609] The invention can be more fully understood by reading the following detailed
description together with the accompanying drawings, in which like reference indicators are used

to designate like elements, and in which:

[00010] Figure 1 illustrates an exemplary encoded image formed from primary and secondary

authentication images;
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which the encoded images are applied.

[00020] As used herein, the term “encoded image” (or “optically encoded image”) refers to a
rasterized, scrambled or otherwise manipulated variation of one or more authentication images
that, when embedded in a document, or in another printed background or source image, cannot
be discerned from the base document material or other background or source image without the
use of a decoding device. An encoded image may be generated from an authentication image

using a particular set of characteristics that include encoding parameters corresponding to certain .
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[00024]  Figures 1 and 2 illustrate the use of a lenticular lens to decode an encoded image.

Figure 1 shows an enlarged view of an optically encoded image 10. The encoded image 10 was
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[00026] ! t'[n \ﬁ’lle cilscussmns that follow, encoded images that may be decoded by lenticular
optical decoding devices are used to illustrate the embodiments of the invention. It will be
understood by those of ordinary skill in the art, however, that any image encoding method

. having a set of definable image characteristics and encoding parameters may be used in

conjunction with the methods of the present invention.
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validation server 140 to a plurality of data processors 110. Alternatively, the validation server

140 may be remotely located relative to the data processor 110, the two being connected or
connectable via the Internet or other wide area network. In either case, the user data processor

110 may be one of a plurality of user data processors and may be connected to a user interface
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all of the adtiome fdquareé toconstrectusencaleddmagor It #1l0 be pOGPF0Pd Habthese actions

ey b oG B e SSHTERL AULNCIL oLt Y SHEm A0 TR e

transactlotrl%oﬁmcf Bl eNthe &R el ﬁr&?&@%r 110 aWd te JABAMRFEIER 0. Tt will

hat these actions may be divided up so that sonme or
also be umietstcm‘d thitepnaor mems ofithe actégnsiof theguethads gfdhe inyentign may be carried

t t t d th
out by Bk 2ABE ST FORGRL A% GEROH AR RGBSR ooy e
validatioMddrerayg0 be understood that one or nore of the
actions of the nethods of the invention nay be carried

0
[00031] 9 g% Fl?%’)ééﬁ%ﬁﬁli%%bOﬁﬁﬁ&t%Qﬁ%ﬁ% aésgowzlyeoece@ﬁabﬁghmeaveen the

ctions are carried out by the validation
user data percessor 1UDand 96 @didatibn semverelddnplpayt ithis dnanmlon,athe user may

ter cl.ive se on may be bl.i shed bet
submit to i FIGEHON Sorisd 33 She BE pon TRl e e PRGSO mpge user-
supplied Aﬁ:o@ﬁgﬁ)aﬁfme‘té?é SThds8Mgsahébs udeh ®y Wisevalidaors s82ert140@o produce
he validation server 140 one or nore authentication

an encod¢dm§gx§s thegh &y revurasdeio dhe wask data peacessppl 1 & avherrcibaiepgpded image is
embedde(g glﬁt@gﬁ&%ﬁlgentt gﬁ‘f StEredR¥ thFeH tg gla)gggéjarp%tﬁ%}ﬁw%ﬁ@h ?gﬂ{ed%cument

uceran enc
Additiondl ﬁ-ﬁbtﬁu@ﬁdsubphdcf@th@ﬁbatﬁﬁt1ﬁ1agémﬂﬁ8@ncddlﬁg pashieters ey be

) encoded i mage_ i s enbedde nto a docunment and stored
incorporagid igio;the é‘&F"g%d Bragg ydh %\Ngéii‘flﬂ%ﬁ?r"%ra]t"’gd print ed

docunent. Additional non-user-supplied authentication
[00032] | ﬁ@g@ghqmpmpla@h@r@mmglepfar@n@@reméy prbyniben entie dpeiagns & the

va_hdatlort %&%&?8 \%18199 teE %@gmg ds alﬁeengggdegqﬂltag«?ﬂltc?ﬁ]e\ﬁ%ﬁmﬁég and

n ano er exenp user may

returns it wmmuhermtaq}}b¢€s§t>rdQ0&ﬁinﬁnthxg or beragel iAlefig with siey deiment, the
140, -whi ch creates .and enbeds an encoded i mage |nt§
user may sparmig @@@%mpreaaﬁl&lepawmgmage&@#%@nﬁgbmosrawsgr-ﬁwé@ gpgoding

parametelgsﬁr {18V aRE 3k B e LT 4030 UsE FecredrpHe YhdoBed ffagdocurment

[00033] In some embodiments, some or all of the actions required to produce an encoded
image may produced by a second server. This provides for separation of the validation and
image encoding tasks and also allows for multiple levels of authorization and control. With

reference to Figure 4, an automated encoded image validation system 200 includes a first



user may submt one or nore authentication inages

and/ or one or nore user-supplied encodi ng paraneters
w0 o00sp6p10/al | dati on server 140 to use in creatPCUs1ve4/043218
~encoded image. [00033] In sonme enbodi nents, some or

‘all of the actions required to produce an encoded

validatio VG AR GHEP e Puf PaRirens 0E sl g diueBiigoo. The
first netwodie 560 ARY, B8l Sfndlle, ®8% 166 affdlnetdiR ah@WR! firsOfalidation server 240

aut horization and control. Wth reference to Figure 4,
may be carocatadowith the datecydesssariid fe Algmatiaelyothe Siysitvalida @ server 240 may

i-nclu firstvalidati ver .240 conpected to _a
be remorg]§ SocafEirafiib ot B DRise Ry AT EeifEF o8 IBE it BalpGuBoossor 210
may be o8 6f & bluslit{ 6F Wk Katd HEbcBdrs drmeX BB BectB@ tcPa hdes Aterface 220
area network and the first validation server 240 nay

and a prifer 2H). | e atthentigption eanerolde\acp¥aay also ba attached to or in
Al ternativel he f] | idati on server 240 may be
conunun?@%ﬁ{gﬁéhF%%%R%%aE%Fé%ﬁé%N?o t he data processor 210.
In.either case, t user. data processor, 210 may be_ one.
100034] N1 uspi s iRGesser AIOHRO FpIedeSuaF SULERE O IBel the Actions
associate@ QHEGE6MnE Gn AnsRe HIWEVRF, iRC@seRdita F&e@sopﬂl(ﬂhﬁg cédP out these
) An aut hentication control device 250 may al so be
~ actions onlytupoh eereivingruthorizetom{rameeneiasiothi eftibe fiest ualidatiga server 240 and
d &r ?Cgagssor g 0 [ 00034] The user data processor 210 may
a secon §~ QBFQE'E tarry out one or nore of the actions

asgoci ated with encqdin n i mge. However, the user
1000351 38 BT oELdtinn o067 Al Mo P promniont S RE e <y the
processingpﬁ RBnéRES ¥tidds MR AUséZdkd ARcELOHM 10N FoP ExPRHIB, 18 fitNSalidation
~Tirst. validation server 240 and a second validation
server 248 anagere @nfigued 6OBSEiva Front the gservlala piacdseny 24 Bravequeauto encode an
. may. bhe progr.amm to..monitor and control .the . ... .
image us e Buig PP ol Rutflndl B Pt Fonltfaigaicia. e i
validatiol §62 0@ 0 maA/Ke. fufthér R¥@aRingd tb Rerifyl thatthy ader dad th@Miser data
server 240 may be configured to receive fromthe user
processorfphlearp pejbedzsdiio samy guiyiae eroodingreiss BENG hicphergedingipagmeters
. 1. Cer s = o r .
o neBE L RS SHIOLARA ARG 18, BRCEIR G R 00 LA0t sy e
establishét¥} @t lemsy ibpart, by ttiremaprgegeanereidy tentrodling the finsatvalidezionserver 240.
and, the user data processor 21Q are authorized to . '
Upon cor@ﬁﬂxgg %ﬁtt t?lft ﬁeélugﬁ(%«%sﬂt e %eg r1a;g1[q.qg:r1ﬁ{gjs gl.eéﬁéto\@&ﬁ@non servgr
240 may RAATRIRDridftthd fptdabro RO User Welal frb&&dr 200 $he B84 UGta8Hocessor
using a first set of authentication criteria that ma
210 may Benesidibk refuest,or atmaodifaert form qfdlne reqgst tchibe nenoad ankdrtion server

. entity contraqll.i the first wvaljdation s er 240.
210 via iSRRG, Pty B Sl @il g seha the request
or a modidiell erit 8Pthe RuedtidireEdytto thdGecbhd Fhlidafibh davéoryoser ver
240 may return an authorization approval to the user
00036 1348 EERRRRI o el 436E0 B B Al
communicgipnegith tither bebatb ©btht uset dajaprooessee? Meand the first validation server

240 via the second network 280. It will be understood that the second network 280 may be the
same network as the first network 260 or may be a different network. In an illustrative

embodiment, the first network 260 is a local network while the second network 280 is the



270 via the second network 280. Alternatively, the

first data processor 240 may send the request or a
wore@sNexd f orm of the request directly to the BEDUSIN04/043218

val i dation server 270. [00036] The second validation

server 270 is in communication with- or selectively in

ommruni cat.i on ei ther or bot e user data
Internet. 7 BRIB GBoEmSRtcihe Fesr ARIATORRTGE A1 Bf B g EAaBRG R 240 and

the seconH@ﬁh&eﬁfbﬁ@grv@F%’WPﬁr{é aﬁ%ercbhné’&téd viReheRSht ood that . the

second net wor be the same network as the

[00037) | bR SeLRkNASa e Gefller E?dmt‘ag LB pfrlififi o RELYRGH ohdludl
encoding|aﬁth@hzzlftﬁinvmq1k:st&4ﬁdrﬁ ainef splaediily aﬁﬁsw tita pBékebsors 210 and first

thelnternet. In another enbodi nent, the user data
vahdatlormeéz@é 340 Phosecprrbvalidaden seayerPAOimay ke perriptyo! aer-asperiated
I
or custonBE SR it Bort GG (A haF BE cBofare P EANBREL A n an
authonzaﬂ(‘o’ﬁ) repyst fonpa agar alaratqﬂodessaréd@ ioy éirsh vallidatioh sadver. ENteodomgl
aut horj_zati gn requgsts ‘pluraljty of user

validationysgryer 770 FRAyRsr adapied (o Kef! .ﬂiwé?h%laﬁer it s s fatrgpracessqy 210 are
Va4l of

authorized 35 cAHF O Thel lch B! LAY (1€ ol PRMRCRr Al RN

submittectini the puthotitetion megpeie Tdnmmfledtmmmah be denidacredawingexchecond set of

authenticB iied 16 o Pe B O o OB} Ot RGisaBEtstedhant caatisyed with
the usmg%ﬁﬁﬁjﬂfr ofddhiZM¥n behad %ﬁie‘i‘i‘a th&y MElldé Yinfilddh thdéndéaBls pARMneters

he "user data processor 210 are authorized to carry
that may b@ psednBméta 0o diengnme@ obtmes dierrgceding softvale mpyprrusndoehew long
it may be%%gd {"bng 81% &h é b %&Fﬁggte,gtgr Egaer%@gi, Tgufs%%tnthg rQurE eC}uo? gB%Oélted

images thaf maybh ?ﬁidu@éﬁ arlNirfitd diethe@ohieat oﬁtﬁ&r—h@phé@ @.ﬁh@mctahﬁl indicia.
ternms of any usage agreenent established with the

Upon conglyding at the yeqyestsrepinihe tqonf authREz¥ion iteia, therpgond validation
server 27b %g%gﬁx& m&ﬁo 159 gﬂﬁggzﬁqb F}Q Rt mél%@ssgpﬂo é:ﬂ?lyorQEe first

ts on er of ti1nmes encod
vahdatlon; sﬂrtrelﬂzlé myhebsfamaﬂﬂﬂe dlte seownd vrrlglatld)n saayerl280 lnﬁz{;@br()hds eertain

non-user—ﬁ ]gfﬂ ee)ég dé%%aggragq%% (ot @Htgl)é a% % @Jbgg HL%E 0 ggﬁ?g}ethe user data

processoﬂlh%hﬁnﬁﬁfHﬁr@@féﬁﬁ%ﬂ'én&fdeﬂ%ﬁﬁ gssuppl i ed authentication
i ndicia pon concl udi ng that the request rreets t he

[00038] Sf}@&ﬁﬁb@%&%&oﬁ%bﬁﬂe Fhridu ehodid 21 R8C 8o BRVIAIRYY) Rcribed

return an aut ation app ov tot
authenticat$@r melthbds pay be dvided2ipGodhat/sometohell bf thetactieds atatistributed
erver_ 240. At nd valida

the s 0 )
between N%rrdaéamogaeéwr F%Hg\’ﬁ@g? cttérlsi %ﬂ%eﬁ%l ‘(i’i‘a?tl%lﬁﬁb‘r%é‘b 270, 1t will
also be u&fé?&gé@@lap&fe%&é of ARAQEnsHHINERELSA! bORe iﬂlf@hﬁd)r?‘mta? be carried

be used by the user data processor in constructing
out by thcr: emu daltaepdoces&oo dé&@iwhitegae of m@@%l]dltiomawchbnsbae ummiedwbbyj the
vahdatlora ggg?r‘rs Eg%\éaIBIa(s) 5:‘?& 5 gralglcggju%gttlclmovgﬁh 8’16 Ven%cgt{oenYau?henuXatlon

process.

[00039] Figure 5 illustrates a general method of controlling the production of encoded image
* according to an embodiment of the invention. The method begins at S105, and at S110,

encoding parameters and variable indicia are received by the data processor running the

9



aut henti cati on nmet hods may be divided up so that sone

or all of the actions are distributed between the user
wal2aa0s/0po0cessor 210 and the first and second vRCT/US2000043218

servers 240, 270. It will also be understood that one

or nore of the actions of the nethods of the invention

PR RN S -
supplied R¥hddiRaticH fnﬁj%ytiﬁﬂciﬁ ShY/6F élcgdi(ﬁg pArehedss.PAE 5120 ardl S130, a

conj uncti on the verification/authentication )
verificatipn Beesductd OB SrmEieglithe eBcaditgparameiess raqupstedriyl andésr poavided

of . controlling the production of encoded.,i na .
by the usqi el RGPSy SHEBU L A Sz SRR S her Chfsgia may, for
example, TRAMRDrE&Y Rfindd liktOsh thaRHcingPatAmeRRAAG thduser may submit. For
: paranmeters and variable indicia are received by the
example, daiser Ipaybepaontted mchaeseonbixucdran sceeem; feaguendst evnrigntation of an
. These may include any conbi nati on of user-supplied and
authenticgad AEE-< npl i ed aut henti cati on i mage indicia and/ or

encodi n araneters. At S d S130, a verificatio
ron04] 3 Saalebn i aaner i SO s Ehab g SRR S Dy the
user. In 4080165 'Q%n%gécﬁﬁ%g&gfﬁbt@%dor%tﬂehﬁcéﬂﬁﬁrin(fi@ila! theivbRfifation

previously established authorization criteria. These

criteria may irtchrdeza lomit on ftioe nuextzamoef uses ioh tlewdtheptieatmnepftivaredor the number.
li.mts on the encqdi nhg.paraneters that the user may.

of encoded ¢ thatgpay e Riuceds S Ra ool mrPehotires Ry iseages

may be ifefinYenfedCich @hdd tRE §TBIhré [sQBBENA Yedbiti 1Y, QiR bageddfmi@Buch as an
aut henti cation i nmage. [00040] The verification

expiratiorcdate gray derdrgluded. est abl i shed based on ternms of use
agreed to by the user. In addition to limts on

[00041] efbedithgntxatiamsticrae oraydetchefigiredsd that amealierpt, bytawser to exceed

. verification.criteria may i.ncl.ude a |i.m nth
usage imj 54 ehCRREE b SprBrs R kit R ET el PdiPaiogl upp for ha
user will RSIPR! ardrr @ IERSEE belBURSDIdvRatkt SE35. DEndrRWERSagel dBuld be
ei ther case, an actual nunber of uses or inmages may be

displayed; for exarapleeid theatshr renwsts aneensedadvigiage havipg agereen frequency outside

e rane SRS Yt P B ORRAE M BB g i o

user, or ifakké Rehddtcati droin:elibyaie sakyy pedeenhingd cattriaoelufedtto ancontent or
attenpt by a user to exceed usage limts aor to use
dots-per-ia¢fe 58pIHEOpat Rfk fepEnipingithadiths antharizatian eriisrip 8aYRNq!hgen met, the

method Hfﬁg rbg"ferﬁti%éfécf Agémﬁtff\%ﬁ égl"f'e:l{seié\fillgg .bE ?ﬁc&eﬂqgteél b ﬁ%vﬁerig(glt meeting

ssage belng disp rror- messa
the authodzatilbd chieerddi spl ayed, for exanple, if the user requests
an encoded i mage having a screen frequency outside the

[00042] I BBE adBEHigHNRd chiteriaheée 18§ the dntodihg paethak inauthetzedfat S140.
uses, woul d exceed the usage |imt for the user, or if
The authepfieatigntipdipieiteast thei be Risgdo ayadish@rdigifiped pyfhentication image (or

iméges) aP$§ fﬁqftl? ngegs%gy,%&ng oF bﬁ' of ﬂe%ﬁ%nﬁ&tfoﬁ%cﬁ&’i@tﬂ?ﬂ bé¥endered to form
a digitized image. The authentication images may also include non-user-supplied authentication
indicia. At S160, the encoding parameters are assembled into an encoding parameter set, which
may be used to encode the authentication image(s) at S170. The encoding parameter set may

include non-user-supplied encoding parametérs in addition to any user-supplied encoding

10



dot s-per-inch resolution. Upon determ ning that the
aut hori zation criteria have not been net, the nethod
woreapshoeoter m nated. Alternatively, the user neERCDES2004/043218
pronpted to provide input neeting the authorization
criteria [00042] If the authorization criteria are
the_encodi ng procedure is authorized at S140. The
pmamete@utﬂhéﬁ@suamgi esodasdimega MRRpe sHEH Peerpdded e a daginan ay
d [ mage (or images) at S150. If
prevmus}ﬂ d%cﬁ%é(? Tﬂyh@%ﬁ eﬁﬁ% %t(quljt he aut hentication indicia
form.a_di

o0y et U R bt PGP, Wi o

multiple ﬁ%ﬂes@&@ hinchutiRg b @Qer@utafiﬁmesmtah@ Bné Blinbieavalifhticnlédvers. NBigure 6
ncodi ng paraneters are assenbled into an encodi

ng
111ustratespar y se¢odedfimage vadigatinn ysiem 30 1Balcis ginildséo the system 100 of

rswe > SHSEBAFALLO0,L TR 4 R OE TR s

connecte® &) WIHALESsdrerddditlirosh 4 fetdvioyk EHEFA§ﬂmBﬂratedi in Figure 6, the
. encodi ngparanmeters. The resulting encoded i mage may be
validation; mgtheds o the abecatier mapbe cartigd Odheine ﬁ%eewréwwgﬁvare modules: a
. i h t
et sl SEHER 3P YIFIORH N 2 SIER QU hoobh 20 ol
modules dhay ittbpthe @D bgmptiset dnel og nprosEssm@iuiesito tpbnfmrm particuigefunctions

within 2 Rple B B TEE8H S a0l LGP ag. e clien

software %‘83'8{1 O?Btlz%ﬂd ?%Sétﬁ%ﬁg Qﬂ&d’ﬂ&% 1451 fe@ldeﬁtr orf @eub& B¥SH88Bssor 310

igure 3 val 1 dati on system 300 has a user
and the valdagiop mosiats? i8 i@idenaon thayvab@t@alsewr 940.ylt (mkh be @n@eutstood that
val i dation server. 340 throu net wor k
the encodify 0I5 LA Ty M8 Fe R AP G OHE b B 1 ne
communicBYG Wit theRY¥r 8fa HRCEIEN l@LﬁveH&ieriﬂt\i'dS}k@aO@E bh@Taydifferent
software nodul es: " a client software nodul e 312, a
network.val i dati on nodul e 342, and an encodi ng nodul e 314.
These nodul es may thensel ves conprise one or nore
[00044] s irntishesitvarqpapdde Gl Hary ibe ubaﬁiglfrmm leogige wipthirpmghe user and
. . dul e erface with ot
i ypieafy Fisetied ot BABOA LSOm0t ARE ClaolPa e 7yay be
adapted t@ RGe & E&pﬁﬁﬁp@eﬂﬁtéfﬁéé R owwRICE tHelfsefRAY it HAL fotSfinsmission
data processor 310 and the validation nodule 342 is
and operatinsi hyethe soyven sofiwiard andanrehing mogales 344 342 Tnjut frogethe user might
d t h t [
inctude iR EHGLER Y kel B EERE BRI, By el Mlcr pidden ipacs n
the creatiof) o@@ﬂ&h&fdﬁ@@lmﬂg& \li inby hibe inthrle Wat spepified eacuding3ddarnsters such
the network 370 or over a different network. [00044]
as the scrppre frequeany ostsselpeohe ariginghimagss ansethe éﬁ%ﬁe&&%@ dinage.
recei:ve input fromthe user and is typically executed
[00045] f rBm dlieat awﬁt@rarmpéulp B2 awy be adawed fuyacedpiiag thegtset inanteand

formulatmg% requesf’L Izor rEII‘Jaﬁllonzatlon to produce an encoded image based on that input. This

request can be transmitted to the validation server as described in the previously discussed
validation methods. The client software module 312 may also be adapted to compress the
authentication image files that have been identified for use in creating the encoded image.
" Compression of an authentication image produces a compressed or “thumbnail” authentication

image. The original authentication image (and the resulting compressed image) may be any type

11



adapted to use a graphical user interface through

whi ch the user may input data for transm ssion and
woep@sastioon by the server software and encodi ngPemusioes043218

314, 342. Input fromthe user mght include the

aut hentication i nmages that the user wants to use as

) vi si bl e and/ or hi dden | es in tg[%ﬂgj%ea]ii]g@ of an .
of image dile suetas Hiipap, IPEGhlFFar SHYiimagssd paig guipRticagon 1mages
s r . :

may o HELAS RRSATEARSSe AL g e NRAYy . n
as will bedieadsd in nmge detal GiekafterT ban d usedtbystbé valadagionmehdue B0

may be adapted for acceptin th& userfin ut.. and
gencrate i {RHC A SIS b eAaS 1S &ERoRBR 1eyak dfoRrRgaifoduce an

encoded i mage based on that input. This request can be
[00046] t rTatemyalidaidon systere 30 thedienbselivereBpduls 342 sequess gutharization

e P P S P 1 T 14
an encod6@ AR IRInghEe authéivichii@piniages anbgreoding parahtesdrs hpprevdidgnthe

identified for use in creating the encoded i nage
validatiowsiaghlesioht Wil bender¥RINNR iilsrine FHEGE SHFbHE caiule 312 may be
i ! bt IRt R Mati dhient
R L L
remote s@oef(whichaday beaihe Jvatidationscavny 340) peafssadrirggbe fisdrevia & weh browser
.as bitmap,. JPEG TEFEor, G F i es. Thunbnaj |
or a decliggiech @I WHOTHH MRG0 S e P SHCHHTE ST Qe userdata
processoY @‘10 %@% bONmMHBE Y&E usd o RRGsMA {dsubhft iffeRElBPto request validation
val 1 dation request, and, as will be discussed in nore
and constte¢tiinl of las epefdedimagean be used by the validation nodul e
- 342 to generate an imge signature that can be used in
[00047] a Bgamendllhstaeds adlow diagfancef a ofa pfoo&s 46 pblamitgdhan encoded image

val i dation_system 300, the c¢lient.softwar dul e 312
from the pEFFBRENS OhIENGF A PIBRESFOIGH WA ARE Sliontsnparesndiute
The procgér'égoae?fﬁg SESENAYS 0@ {nForRABn tRIRNE L MgiB® AR hbddihg is

e an encoded i nage using the authentication .
received fivayessea titowgicodien inigrdacandhe nserapgyr Adscepiopige thes credentials, such

val i dation dule, 342, |t w |l . r t s
o st S ROuREHb B by RSORS00 b pporzaion
of an enc@fedithee X 6 irFBrotionRoHEET byttt as@ HSERIBMITYDHE or iforéray

alternatively be resident _on a renote server (which '

authentiqatign iseagehto Reised den tha enedod jmageo Thaseimageympy be piorgkigimage
e q Vied Iy i

s g B e A SN PR . oo v

informatlésighayddicinpinde escdingdkdametyrshe bé usddtie dntalisg the @nthentication

) interface used to submt information to request

image(slval i dati on and construction of an encoded i mage.

[00047] Figure 7 illustrates a flow diagramof a of a
[00048] prAt$279, the onp PRMerh Y thentispéaiiareehelg Obtaies byHhe client software

rspectiv.e of. user. g ot
mocule B SREGHT AR Bb PSR Al b on
informatRRgrévded bySBe aserAtAlf2Zddlivelynthey i borenteded fiongthemsttygrovided
desired image encoding is ) .
data. The authentication images may then be compressed into thumbnail images at S230. The
thumbnail images, along with the user credentials (if required) and the encoding parameters are
then transmitted as an encoded image authorization requést to a validation server at a location

that may be remote from the user processor. It will be understood by those of ordinary skill in
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received froma user through a user interface. The
user may al so provide user credentials, such as a
wa@s@soeaye0 and password, which may optional |y bRCT/US2004/043218
required in order to obtain authorization of an
encoded i mage. The information provided by the user
may identify one or re authentication ges to be
the art thajdkeintages o w@hé@fa@&"ﬁ?ﬁﬁ@aue%ﬁ%é ISragLe BEE Seh I Rgogpressed
tfel gk &8I TRARGhsRE d
form. It lgaglbggfﬂﬁnﬁ Véld?ﬁ%meanyeg%t a st [%gge d| u?nﬁlrls 3sion Spee,'
advantagmﬁmsmgfcompwssmnmgyflklsso i ncl ude encodi ng par amet ers
to be used in encoding the authentication inmage(s).
[00049] [ 0R94Bdusdéd i92RGe dehd teleav,dlic vadatiainbaltionahd Odidatiog esver
are obtained by the client software nodul e. The i mages
verifies thgi user Ql‘y‘#ﬂnélalSIa}ldlﬂ@? m@@ma Parapiptereand wiurayan Aehersagan response.
f 0
1f an encdef A% BERRE-OR, WY RIIORAORNOKI Sfhoiubf Gl ihore image

s1gnatures1 g@feranécbﬁtbﬁeﬂe ﬁi&hamcﬂiml antdgbend escdimyparamgers ragyvddiathe
npressed into thunbnail | rraﬂe at S230. The

request. mmhoduaﬁg%éhe valisagommodule el glserempnaRipsexisepplied
encoding FEEMASEF or 30 nf Qs EAGAR 10eRBNATTEES 1P L0t O Ress embadiments,
the validdtionanodald wlay alem anqﬂyeno%sel-shppimdl anthentiedtionsnapefor use in
rempte fromt user ess I't. will be understood
encodingsy e Secs Ay B RCH E R SPES 91E%E Hatimges
ent wth the encoded request could alternatively be
[00050] eﬁ:ftSZﬁﬂ apgh 86 s isat sfpware modplgdeqsives theaitRprizaH R frsponse

from the {/Qﬁfaggﬁ‘ %fr@era Teh Aol &R e PoREER %E@w@nﬁ éx?c?r%é@ség%' ion

ant ages 1n using conpressed i nage files
generated zﬁC‘&’léB]and\B:nd:ns&msthe dsarn ’Ihmrmesd@eandiy inédrothe tukber as to why the
val i dati on nodul e on I idatiaqn Sberver verifie

authorizafige WS B0 B AR 1rab e YREERES Vot oBpptunity to
request aﬁtﬁBHia‘ﬁ%n%} tﬁé’irﬁ&% | &@e&ioﬁn Iff e Bﬁ’tﬂéﬁzau'oﬁ 18poBRCO P88l dTRES270,

I's authorized e validation nodule may al so return
image signaira(s) may dso hagaeema@ framuthe yalidation anodylef (ldwoliprt software module

then callsi g?ﬁcg)%l cat ! (ﬁ{f arf%%%gg étﬁgt%g&p,eﬁl? Qﬁgg{sgér?aglfreégetclelgﬁg grom the

validatiolR$Eh1e aYhirﬂg'wﬂi &8 oFigindl, Ainbéiiprd§sel a6tpitidatien BRgedileg the
parameters for use in _constructing _the encoded inmage.

encoding|parasesiess G¢signiasibyehp SHFITRRPS L0 TeakesiBE PHBeTAHORBEd 1
approprla}@ﬁéag x?cg)rd%‘n e}{né%er@ QP Htﬁgﬁtlc%{i&ﬁ) dﬁfglg’ona neq h'o eQrthatlon

inencod I'ng an ad enco i mag
module. @M&Vlll\midﬁ:sl&uishe inigere dtoeibbelow, thaercodiry module b&ﬂi@‘.&&]a ﬁ’ﬁal
S250 and S260, the client sof tware modul e recei v s the
validation progedire aad, dthe BBl ASROSHFG RS ARBUG S e dsqyesisd w%ﬁ Impge. The

sseh&gm%@bgorlzatlon response i s negative, an error
proce sage Is generat ed at S265 and returned to the user.

[00051] hll“he vahaaod e fn {l BE @?)ﬁfik%réﬁst% re@fvel a%d%détg ®ncoded i image -

requests. Validation may include verifying that the user is an authorized user of encode images,

generally and whether that user is authorized to receive or produce the requested encoded image.
It will be understood that the functions of the validation module may be executed by a single

* validation server or may be spread across plurality of servers, any or all of which may be remote
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aut hori zati on was negative an/or may indicate that the
user is to be given another opportunity to request
wa@eaokoeiorat i on for the image creation. |f the PCT/US2004/043218
aut hori zation response is positive, at S270, inmage .
signature(s) nmay al so be received fromthe validation
: nodul e. The client software dul e then calls the . :
from the Wies JARREOGHRIH EeeliIHOR Serverds)imay by hesga®Y anpgnlicaige such as
- t IRfoPRAh A SSvESTESh WEkrdsbR ok Banyak] dat i on nodul e al ong
! Interne m#%ﬁ ﬁﬁg or%ﬁ%ﬁgpgiﬁgconpressé% aut henti cati on i mage
fid. t.he cody . e ' .
1000521 PR 8 AR ARG BERATE £l fBRL PR b ARalte b Facoded image
request frdRPhe peispéctive aftheantidationgepar and;tie partionlaq fiohehkipemsbeaive of
__images received fromthe validation nodule. As will be
the validagios anediie) Tha meghas begingiat SBY)- ot S3 We 21 pRIOIRH naasFaaUSSt is
' £ ar i . ¢ . .
reccived Gl i APodba raR; rofibd S0 A PEATRRNE Srole ch'ogklmaep request
may inchideagguestoh &leptifice®a isfodnatainIneh as b 0Qdhdnhe ditepasal drdak vl as
nmodul e [crfl, be confi@gjgred to receive and validate

image infeHBRY BT %g) t‘hgﬁg d 1megg (?rdgpg%snremtqdn cf\g discussed above, the

image infbfhhd iIH%fn@ﬁﬁie Eifer$3 Bbth! u%ef’-‘ghmﬁ&{[: Qﬁth@rﬁféaﬂi‘&f"fm&feé and user-
encode | mages, generally and ether that user 7's
supplied encolimgipzeamedias.r Bsiagefounatpmiiiona ustralatabgses theadqesstoded

identiﬁcalggg ?rgaxﬁ!lagw\rllmﬁlﬁ% ml? gs%l&g %rslillygtﬁgtctb? gqtﬂ]utg{];graifs é?ﬁéf;‘l g;rf]s‘?ergfusetrrzl:l(te S320
and S330V & $hd AkdrAnS BV FossWbrd BRY nbey3R! £A6kaAGE ORARIaAbY FRbbisk iPfeturned
servers, any or all of which may be renotefromthe

to the requestor ai §645.pH deewscurameTind pasiwadd ricovalider sas of piedeteymined

v 3 PR LSR5 5 5 LOH USSR B s

and encodihf ParfafiRte@Sredeil D R0 tAYFeRNebr A 0dmparpd 04@3Be Pdlidation criteria.
val i dating an encoded i nmage request fromthe '

If the reqyesteshracedipe PERMERE & PPHRIthigihe Enges spapified jmthe validation criteria,
. ; . ; N~ _
sneguiERE0h Hpo IR PO RPRAEYG RS USSR BB pcocpne

parametetsrapg &itheghe singesspeeified we thefvatidatam ceitertg € reqeeged encoded image
rocessar. T oded i ma

. .requestaor via user data he. en e
creation i é@ﬁe%%ed@g R R R A fealesior At S380.
For futurd Wri{daB5A gﬁ@g&éﬁﬁm@%m?da%ﬁh&i‘ﬁ?e A ste?esasmg lofl e MBS ad@tvity in

I mage information relating to the encoded | mage or
the user datmhgees Assthowstiethe sxsmglasy systaanl 36B of/Eigutel(e aiuserglatabase 352 may
i.nformation

. i ncl ude _ejt her or h user-supplied
be establigHRA T 1B AP 130 SR 8 B8 e ¥ cod o

paranmeters. Using.information froma user database, .
[00053] { s nolsgh by &g Ia%ﬁlﬂ‘fef‘ia@geatiwemné@ Fra AR inclifegonsesupplicd
authenticitfhnifla Es\’aﬂdlftﬁ'tnohlﬁ%eﬂs%ﬂgﬁe% &fcoﬂﬁg%aﬁé%été}s B WAb RRbrRkated

S320 and S330. If the usernane d password are not
into the ragmiesteld ercodedjpbagee Asalniadditional seegiy pseEantson tetpueveatilatep attempts
by the red o GERS e B S o pdahe 05 TR DS RRRRLS
-authorization, the positive validation response sent to the requestor at S380 may include an
image signature generated at S370 from the authentication images passed to the validation
module in the encoded image request. As used herein, “image signature” means any unique

numerical calculation or graphical representation that is calculated or constructed from an image

14



validation criteria for the requestor are retrieved

fromdata storage at S350. At S360, the inages and
wWE@p@sMe220 par aneters recei ved fromthe requestPCT/HSM04/043218

conpared with the validation criteria.. If the

request ed encoding paraneters are not within the

using; @ RO RERIFELOiRFER 1EAT PBCISH et ok bF B amp g diecontent of ne

image to 'ﬂfe%%&ln@Bf ﬂ{oﬂ%%%a%el ft he r equest ed encodi ng

arameters are wthin the ranges specified in the
[00054] V?[g' dat In IE%I %g %(%Slgtzlteho&t 8S ql%agg S%n%@?eg%%gﬁht?@%ﬁ the valldatlon

module u@ﬁgﬁqﬁﬁtﬁzdl:ﬁr sightikgdoitithnt Mey befassed ©rthd\eqheo)’s ek processor
future verification purposes, the validation nodul e

where theygare secsiied Ry thrclisnt sofetre morlle aad forarded ta theracediag module.

As will bg%&%&&&g théa‘g’nc%ﬁ%\ggm%dﬁéé 1'115%5 gsgme%[%‘g %Jggﬂlll% togenerate

a user ase

comparis6g pighattes daina e satisatication 3higes ucﬂ&caSesafmrﬁ‘fhe denvseftware
00053] As noted above, the positive validation

module. &@@ﬂéb@bcweaqhg 6OTRRISPE S HBNIFRe thestigptrepreceived from the
vahdatlolgirﬂé)lagﬁttb Gefchhe i RY Q&tﬁgrtﬁﬁl\%@ﬂ ngzgey Woﬁ&ﬁ@&hg ‘ﬂarameter% have

ng paraneters t I ncorporated into
been chamgeguest ed encoded i mage. As an additional security
precaution to prevent later attenpts by the requestor

[00055] t artelaB@tng hedaletihestportiini ofithd SREASthAY isteRecuesticodigage an
paraneters after authorization, the positive
encoded waednatnigdbp rehgiRaonsERgey g qli‘éoﬁhéa Bé@ﬂ@?er%uT@swowgg module

may execluﬂa yﬂﬁy WHin kélﬁ&? t>thg RBEA" o fd sith %WQséﬁ@gpghﬁwaued on

entlcatl mages asse e ’va tion
the user’d crompmaere rz’dmdtmﬂwehya@e enemﬂlmtrmdlﬂs meyecketige ednnptel"yg steh@s on the

nature ns. an ni gue nuneri cal cul a
computerjsa i By tiedgRORiRuRRd e DrieiPeie sttt Shethogfing Module should
execute l&%l?toE wGh&dly frﬁzﬁnde?)@nd PRARWH tie RcB8&] Ba3kd&dated. The system
sighature algorithmand that can be used to conpare

is capabl¢ biecregingemtodsil imagesi thaigee oldbath bighamtdewv resolugiont her
i mage. [00054] In the nethod of the present invention,
[00056] i Mabealsixgoetonre shagyecediag ehdoie mhg by prefatalle &Jhenﬂmﬂmoded image

rticular s at.ure al gor be passed
i to be pigrAklto B giEN ot AR utiets, T o areote
executlolf ﬁsﬁu\fsqinmlé Bﬁglﬁau a%ﬁtenéiﬂ?feﬁ %agesrf@ de ltﬁnﬁﬂl@tea QErORY ARGwork,
to the encodi ng nodul e. be di scussed, the

which coekicrosllltng tiepahe! exmge@cmglbns dimaes $0 gm@thr@%urg@gas tahdrgceive

ot AEDEL g ORI SR RBRE 634 R BB

inventionGadly Bé"@;ﬂtcﬁpﬁB&FrQaﬂg&ein@%p ghu$ 38mBiePNBSUAE fral @ndMe prohibitively
signatures received fromthe validation nodule to

high procgesing tinpe I fhopreaers datadiansientrceh isi nph g €ancerypbid bardvidinig

L LT N T

desirable alleihie®d € an

[00057] The client and validation modules are typically developed using interpreted
languages, such as Java, or managed code, such as Microsoft .NET, that may not provide for

 sufficient data processing speed and security against decompiling. Because of this, the encoding .
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encoded i mage using the authentication i nages and
encodi ng paraneters. The encodi ng nodul e may execute

WO omalobapion t h respect to the client software nPCUg2004/043218
such as via software installed on the user's conputer.
Al ternatively, the encoding nodul e may execute
renotely, such as_on_the conputer gﬁ,ed to host t

~ . ! ) e .
module pieferpblatisena psaemailedpbigBhentimigedsict phidpage Wéoegﬁ%%%j?%@tlons from
 mese AL ETRUHF AL, LR Bl Y nlsonr
additionail§ weapellie a eécutiteaivielnpe suchdeond pragidsd b atladdie Spéterhot This
hi gh and | ow reso] ution. &OOO 6] A Igcal executi on of
may providedOE EEARSIPIRERTSING Sﬂ%?@ss ing Be spcpded IRpgs Cretiondies R gs well

as providia H@%ﬁoﬁeﬁ séc%rikg}ﬁfrpﬁloﬁﬂéﬁﬁ%l tH B hE GRA) ri)&@sin% code.

en.tl catl rmges n suc . | r]St ances, renote
o00ss) CAGEAS B S S B SRS g

of the endo@fiig! thodule ishBowaen Feaped.i Eiremsol bagint anSE0tand 2e84i10, the
_original imges and receive encoded i mges. High .
encodmgm@ygiqnep@ﬁe @ BeRs SigRIGESS Rrsted fTom Biecyabidatign module, along with
' t f 0 | ' \enticati
e s GREAIER: B oY FAPITTALD6, 8 S, lponicain
images tobealsed tdri credting hhagdncpdatiemge.nGhe emedingl hodiiouey sxceiveatha
transfer sp(fedis not a cqncern or if bandwidth is

encoding Parameiars Rli4aled 0sas PEsVIdRidhy the velitatipp sodyls whgr the Epgaged

" qiodsad i mage creation may be a desirable
1mage creglﬁtgﬂéﬁxﬁat [ vg. [ 00057] The c! i ent and val i dation nodul es
ar 6 J .
90059 215 AR, e ELOREEL 30 1B 2108 05 ot
may optiérally retryvelotalpy avied ealidation cfiferiaitiemts nettaacessibleaoshagser. In

cases wheTh 18 IERUng RS- GHGHIFIQh et R C<aGs Vaation cileria may be

stored, fop E)‘é‘zﬁﬁlﬁp,i ih 8hardVi @B k¥y SPichdd AR 88k dfth prRERrPTAE BFAAL key
unctions frominmage processing code, witten in C,

may haveCGisepaatearssmotyl that iangeeasgd bydheicamhpusér taivghify that the encoding

addi tionally w.apped,in.a.securi vel ope, .S as ..
parametcfysee i Ak A P RO SPRRES K DFaGRRs ST EE @Rpaine
parametels"Heé BASHE@rddl FRL S Flidikiod B? efsvalidsticiombide e TEOHAHwafBl@s may also

creation process, as well as provide additional '

include ligwisonithg userafithaencofipegnedylefeasehpn p eradsermingg @umber of uses
available g?r g,%eusgrl 3 %agé)cfj r} %r{a%@%gmm @ge exenpl ary method of

umgrava encoded i mage fromthe

perspectj.ve of the encaodi ule i hown..in Fi e
roonso] & TrsREEKdit i me FRE e reton g bR Pt o
validates PROUHCEdIRE pRiavRSers R BRSe SriteRRhIS 830. PHSIHE dalida0ioh bR is not

val i dati on nodul e, along with the actual, original

successfulj aneerror message ipressetiyt S4addg Hsvalidetinn if iseerespful; e egeading module
. h h [ [ i. . ' . .
ossnof S R TR SRR R LARD 8 o

images pAd3&d to the encoding module by the client module. The comparison image signature is

calculated using the same algorithm used by the validation module to calculate the image
signature for the images sent to the validation module. The image signature(s) created by the
encoding module are then compared at S450 against the o'ne(s) passed to the encoding module

from the validation module. If the signatures do not match within a certain, pre-determined
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encodi ng paraneters validated and/ or provided by the

val i dati on nodul e when the encoded i nage creati on was
wa@eikoeiored. [ 00059] Upon receiving the i mage BEMUS2004/043218

encodi ng paraneter information, the encodi ng nodul e

may optionally retrieve locally stored validation

criteria that. is no ssible. to the er..ln cases
tolerance, BT TR D BTG ShBTICE. TaP SEMLR TR i HEPE
determin® PERSHRE! thery BleifiAl hitRodatibe FordrdRidg B sncOl@Timal:e /s %ranted and

exanple, in a hardware key attached to the user data ‘
the encoded dmeagesis creadet BATGwAL 843k thempyv1y eiated eaeqsisd amegavmayp then be

that is accessed t he .c ter to.verify that th
saved to 1. foh g0 Fag® SIPIRE oty GoCr Rt deres® 1 Freaneprt ineaiiien,
AlternatiVdl@ ofr 2 dRion, e ¥ncodall SmASSHEE sminbdihtelyise @@@@gédr& printed. The
paraneters are not altered after validation by the
method epdd 4t#4PP.on nodul e. The hardware key may al so incl ude
limts on the use of the encodi ng nodul e based on a
[00061] pdfitetimagyssepplivdrthdre Giidats@smadide Fabiabidatont dre proyetedon

SO T T e
account f6f diffehSesetwidbAtinaRfdgd ﬁ%hﬂ@k@:%eété@fr&ﬁcaﬁdﬂr@ﬂlaﬂ) hasEEtie M ersus

against these criterra at S 430. If this validation
one creatgd Bpmjascompressed brageflile, suelhascthe dmageesignagiaes ereated by thegvalidation

S435.. 1f validation.is sucecessful,...t.he.encodin .
module. (iAo fp ERerfE 0Dt Bd ARAERIHY O SRR P Ggicssing the
authentichtiGiOienaBeOFradrub alcalatisd 68 @bmpaSonisiganirée AfdtBérdkrmative is to

i mges passed to the encodi ng nodul e by the client

have the elsgtisestwarnBrovislerampsesscd inages & thaarapding Bodue alonamed the
umcomprifSLOSB07 PRELAARLILAD Vagt R om0 Bl e

comparisbwsighgtunes hndithieivanompsded imags to pagibcs ihgreatoded(ishge.
created by the encodi ng nodul e are then conpared at.

[00062] SAE sfgeth 380 of NipueE iy aRassaadd Dddtiase radbhige Mddule860. For
fromthe validation nodule. If the signatures do not

enhancedrpaeuriyaihe ArtAbase sxanitaring morduledoP anay; hecbitiendatansarodulgoutside of

the call ifilcfiBfs FRRSANE tl%esclfe% wg{b@ﬂe,%rv%ﬁ%wdr& &nG%né«‘t)L’Hah}#)' 8Rs 312, -
mtcn w I n~t e pre etermned to erance, nen tne :

314, 342.f Thadatghakd monitafingmofiule 360 emlyibegxtheedncasiagici wmistaticn or over
granted and t he encoded i is created at $S470. At

a secure 180ad gjetworle H’ﬁéw SHther ease @&f@%gj@a a?%ﬁ%ﬂlﬁﬁ‘ﬁfﬁsw eb%atﬁ’ase to

keep the AR5 eée tBnforfi Rodi10BE0 SpaRM HBISHE Bth@tﬁggﬁehssgf th€6ystem 300.

r access 1n creating printing pla
The databaké¢ monitringshpdwe 3601 cadel used by atpagy etteo tea theragpe tveogess and

update PSSl 5B B e BHE 05 Bl o TS pHE g oz
encoding \patanféfdrd R aPactitutar uSér AabitdatdARocdae AiRicAYNARETUl th servicing the
conpressed format, the tol erance range for signature

database 3% chi ng shoul d be established so as. to

[00063] The system 300 may be established in any development environment, such as Java or
Microsoft .NET, for example. Likewise, the programming model may use any available model,

although three widely available options include ASP.NET, .NET Remoting, and Web Services.

- For example, a model built with ASP.NET or Web Services may be preferable if a large number

of encoding requests and many client access points on diverse computing systems are
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account for differences between an inmage signature

created froman original imge file versus one created
wo eseeotnpr essed i nmage file, such as the i maERET/US2004/043218

signatures created by the validation nodul e.

Al ternatively, the encoding nodul e may include the

addi tional step of conpressing the authentication

anticipatécheiiessever.i NETtRemaiingunat baryefermble oimare samirodiedlarear &lume

| t
custom—b@ﬂg%;f r at?o&ﬁ,g\&fgg@ yﬂgéall}pas?%?tﬁ% G@Hgl d%x?%‘éolﬁﬁ%ﬁ mcftgs%ﬁ for the
protectloi'i\"of Padkﬁgingi NGPRREIES %&ﬁlpsnmeﬁ etdthe ‘encodi ng nodul e
use the conpressed images to cal cul ate

c | $12306mbAG RGP MiYre SiRibdulRaRSigheY t
[00064] %%ﬁ%@%eﬁé%{:}%gg?i r?gge f)[00062] Tﬁe syst élm 3001 of ?

perform @r@lﬂfmnalmwlﬂilm@pmguladmoéuba’f Hisspystermp Aior gxam@len&a@l glient

enha d secur. th ba e orln
software gt 3aonay e S Lk haRUE AT XS TRobEt hiflge 516,
andanmﬁ@hhgnﬁaawéﬁﬁmﬂ@gppct|ng the client softmare server
software, and encodi ng nodul es 312, 314, 342. The

[00065]. daﬁé‘%@éﬁn&gﬂbé Rblifyg 378 g%e?afié}aﬁﬁyal SereNBeaHtL drtﬁé/m@erface is the

l'e workstation ar ovér a Secure |ocal network that
portion of ﬂleeswstbmrthartabaeclmnes@s ab Ihys doaputer sersen il thatis usdrkto collect

. server datahase to kee dat abase noni.t dul e
encoding 359 CORBTIECEOR PUARENE PISRnBaR LR OGS BRO¢pauds Bp Bnberor
orientatict A thel GR o0& ARRSE1I Bt AL, RehiRRAHnRINRRH o8 Phrabfetdls By RNjust

a party other than the user to access ‘and update
how the ¢liehbsaftrare modelecenndcts witlethseialiéationanedvle 34 Bmauthaiizh thes

(%ctg I?q gr expandi ng aut hori zed encodi ng paraneters for
creation qf the prGodd 1 gﬁ%er and ot her managerlal functi ons

oonser 55t e B R i OO e

‘communﬁﬁﬂérfs%meﬂ% Nal@dh@len SodhByY201SiMilaN RIS Encoldal. infeBace module 317
exanpl e. Likew se, the programm ng nodel nay use any

communigetgs Withltke mﬁéllng nagdy Hp easposide for passingifermation to the

encoding%ﬁ%n{lﬂ(fg %]Séi I%E%?g AF?;E ent softwg;lél 1§§ %:?P%frgﬁﬂﬂg‘éﬁ%&{mg rmodule

342 as wilé bs BeinfoRgioNEyomR mermeﬁmaﬂwaee mbdlale 332 gselfiulrioet alsb send
encodi ng requests and_ nmany i ent access points_aon

informatigh foms te caeqsling mgduly Silé ﬁecka@éhwlﬂeat peftweare Hr%%@ such as

encodlnglﬂygge@% Efngtgoﬁyte%%}dg{ﬁt app gtor nore controlled,

e, cus catl ons, which are

[00067] t ﬁ]gul la.bfl%anlss ocfué?a g%ﬁ; ngﬁg'inclume%n*bﬁlgalﬂleﬂdcﬁ s ta'l&%%? reﬁi?cfting

currencl es

module ﬂﬂQKﬁ&rﬁanﬁg&s cohﬁﬂﬁ@éﬁhoﬁ@ﬁfhnﬁtffhﬂl theadliehtw@fiswasd ﬁﬂdﬁl&)BlZ and a
nprise one or nore subnodul es designed to perf

database @é@lﬁwe mngdutreI460hat managehcprRicatiqns afith e mréerodat%hﬁlée 352tolog
client acth;éér th%? g%i’daﬁér‘?@b& 34bh Q“fh‘élv'aﬁﬁﬁtlé%ll 5%?42'@1%‘ Iaﬁo %de a data

a user interface no
processidgefodula84 3heiproce3dds, information received by other modules and submodules of

the system 300.

[00068] If a database monitoring module 360 is used, it may also include several submodules.
Typical submodules may include a user interface module 362 for use by the party accessing the

monitoring application module to view database records, client reports, and other stored
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and an encodi ng interface nodule 317. [00065]. The
user interface nodul e 315 may be a graphical user

WO pioséace. This interface is the portion of tPET/ByRDemm3218
that the client sees on his conputer screen and that

is used to collect encoding and conmuni cati on

. paraneters. Encodi ng paraneters i nclude the n
informatigp. drdagabesa inistaet mpﬁ\éleéﬁé é%?éagf?srfsaaégun&ﬁtl@es w@abfe@atabase 352

oo ABTGR 0, 85 BIELEC AR, 9, Uebaliht ffpiaion
module 366 thdyebe3hed t@a@dleradm'lmetratm fmmm)hs encloés dttringuseadchedts and

i mages. . [ 00066] The cI| nndul 316 of
passwordgy pesiopmigrafazate bKRsang pih Eﬁ%@feg %qqoalﬁgswhltfﬁr the

mamtenaﬁ&e f"t?éh%%ds@@ grodul e 342. Simlarly, the encodi ng

rmdu e 317 communi cates with the encoding

I a f t .
one P38 R A e B R B S0
various c6@bindB6 d'mﬂifh%nﬁclﬁnﬂmamd ¢1eaty alnndatfineatedglittn tBatdepsates the

well as the information fromthe client software

software poguies intq olignt-sidefand ppsipess-sidesprieatigns-nk srihke vadersiogahat one
or more utrsm&g lﬁﬁépa%gézsg gkéegég/gﬂéhlethﬁ;u%h gaﬁl ufefs Jotﬂﬁe&«l:d &hhe ﬁﬁgﬁl@@ rI?shrould be

as en progress 1 nfornation
~ appreciatehthataltigugl teriniess agede thONOS Fpadilyacoasibttatdtonrknmdnivhich the

342 may incl ude, subnodul es ch as a seryer renpti.n
modules e SYStesA SO YRt W B RIOERRISEHEAY B B3f- AR e
prev1ousl$mlT ﬁfétuséloédqﬂ@ﬁ&s MR 83 o8Rg rRodhdd, %téac%%lﬂu%rﬁ h{a§G&0 have a

e 346 at nmenages communications with the Server
security kitgtatthcted, B6R at thelFDYSR kéeanailableifnom slagdint Biesterad.i dat i on
server 340. The validation nodule 342 may al so incl ude
[00070] a Ukat eonppnere 8airyigg voickhb encBifls bfl‘c'lte ipvemtios s&y connect to a web

o information rec |ved ul es and, subnodul
server acigps {RANESt BHFIEHE flrfbfg%gvgil  HehSFPHBRS hEhfGeers Hprmation in
a databasgg %ﬁhl%@lgh 'a%eébi@%re\!vﬁll ﬂﬁy{)tﬁh %ﬁdfbf‘félc&}ﬁqnﬁﬁx\fﬁﬁ@ﬂ The database
nodul e Typi cal subnodul es may include a user

server mayruimwmnmwoa 1B6Etdrmg mmbllfbshat ey petudg oalc oegBiragorkstations

e nmonitori applicati ule to . view.d
and an explgf qQver el O Rese s SO o &t PGB AR of incoming
and outgoﬁlgéérﬁmﬁl@aﬂl&isqfd‘nm@ dindEeseBRs. MNages comuni cations
with the database 352 to retrieve information provi ded

t
0071 {3pbUpEfad SRS a0y of i v

respect toguavantisg uadtthaizedmet bya sqummteagr lsﬂepmgragusasﬁpnmmmg

encoded %&%ﬁ 8@?1&%{)? @18 aﬁ@uﬁ%%«i\%}g?@%é%ﬁ%@%&f? falfag 5@ aor}gphsimec? in several
ways. AdBticHa® pRRGEEOR nalyhe cH@bRdIRE ehrd@zh the use of a hashing function to create

the described image signatures for the images that the user intends to use to create the encoded

imége. A hashing function assigns a compact digest or signature to transmitted data that may
then be compared against an independently created signature to analyze whether or not the data
was tampered with during transmission. Some examples of hashing functions known in the art

are MD2, MD4, MD5, SHA, and SHA-1.
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[ 00069] The functions of the primary software nodul es
di scussed above nay be executed in various
w@ooobioeeato ons on di fferent conmputers to creat ePEI/US2004/043218
mul ti-furcated systemthat separates the software
nDduIes into client-side and busi ness-side
plications. It will be understqod that one or nore
[00072] ué@r@sqmgpd@b@%essn samee pqdiments b theHnveabent 3éﬂr%lth“ﬁntlca“imn image
ctedto th
demgnateflﬁ)g SRS S, té%lsgﬁtedqg t‘a{g:kﬁlévter %r%ft@%g lﬁinﬁiéﬂfrlgg?ﬁ?ea

compressé@ﬁi%ﬁﬁl IWhweingetmAEdtion)iae swhexcdmfftwme modulle gsodufced ehﬁgnature for the
stem communi cat e, any network of conpute

transmitterbisange Asd mtg@astge@wéwla%wh the Vetrms ey %@Pﬁé@l@&@odﬂe

nependh PSS SRGRL 09 Syt G AR PSR e e

comparecd®¥gidst tHaeretiraed ¥y adderveSydtvens moklﬁléo 10fhe ilnege the mmaetbmpts to
carrying out the methaods of t enti con
use for cregfing %@%Wgﬁ&% the e dt g O{Iﬁ?dgiygtﬁa)éeff’f’fr Sgnatures

will not coh%ﬁ%@ Ttﬂ:es VYER Wil ;()E Fr&éﬁ thORQueGsS %a&@ﬁ@éﬂé@&é@ﬁ‘mge

ase server ough a second firewall
B

are, howéveg lceflgin Gipdafie ¢HaF R taMBtiksthat dnhasceathel se&nngb(pdnﬁ]mgnence and
server useful for _accessing the database server_to
PfOCCSSIWﬁﬁQdde thpenventign, VBen deating ity higkrresalugn fgages, for example, an

imge sV 50] 870,l8t ShaEay Mo ok 0000 Tt
strong anki&h‘ pbsr ﬁ)delﬁﬁmgetcymprdshon eSprElmompresmmﬂe oftem gesuable in order to
unaut horj.zed use fg% fe| er or g 8 ;
reduce the BB I PTORGARNTL BT RS GEIBERL Y ey PROFRSRgte
verificati&f! gﬁﬁb é[@x@rs?gﬁﬁﬁ]% @alé@éﬁoﬁ%%l@%@ﬁpilﬂﬁﬁm 1hiBh $L¢Rfi8h speed to
tional protection may be ‘establ shed through
avoid untdvessasyededfysan reasivinggh¢ sareerirosponse, delsas i thp pregensedingstgnature

a8 5L G550 L SN TR A 8 AR AR,

Notwiths@dirdhe destAPMRESS e gosie dhﬁraﬁleﬁ@!@dsuﬂle sigmatulreiﬂgﬁmﬂlheshould also
data that may then be congared agai nst an

be sensitivagaprghdentlpy detestienel signjHeans modilicalinng (PAbe {ipageheThohashing
funct1ons§8ent}olﬁgd gg‘c%v% ﬁﬂ‘%ﬁb%é}g% gﬂ Wbitile Bidy WodifRARA cﬁﬁhé) tected

exanpl es unctlons known 1 n
image, b@ra@soaze Idviddolervhifz, to Pbidy ccﬁnqﬂeﬁidﬁ aﬂgor[tﬂﬂ@?S}gnA(stres based on the
di scussed above, .in sone adlne s . of, ?e |nven i on

image conienhdRsREROr: HClusing. aqot &éfgﬁe ﬁ%ffé’&?flﬂloal %?é‘éfFSnCQ or and
brlghtnes% rh?srtlééﬁﬁlg 6. LA de ?tﬁfc\’éﬁrto%ﬁﬁfsi’éﬁﬁ%lg‘ﬁﬁ’i&hﬁlebéls Bﬁéﬁfbﬁl@ésﬁon and .

conpr esse orm During verification
still be searitive ren&[ghttm&letecmdnl hemgl mnhd:ﬁ@tla»ngf theamage ngnatph?é may be

constcuc SRR yeFYE DS ROFEST BB g baiah ane s of B taer tends

handd\HERERAGR I RIAMI6QEs.2 Signature for the sanme but
toenanun ﬁ%ﬁésse ?matgg'hL whi ch may then be

[00074] The above-stated signature goals may be achieved by constructing the image
signatures using image projection on the specified axis. The image is thresholded first and the
number of foreground pixels is calculated for every point on the given axis, thus creating a

signature. To make the signature more robust relative to compression losses, the image can be .
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conpared agai nst that returned by the server software
nmodul e. |If the image the user attenpts to use for
W@e®@ane2ay an encoded i mage is not the sane as PEEUS2004/043218
aut hori zed by the server, the signatures wll not
correspond and the systemw || not pr ocess the request

to create the encoded i [
divided irgg g@fqdpﬂmdfﬂynlafé of stEiges ﬁn%c% %n{%@g §°¥9€¥q é% i‘s‘éﬁ%ﬁn
ai I
e QSR e TRRLR i csLPUSHES, pESKLT B ARDAIH B o
normalizeditd kpephe sipinagrsshapel imibpdrident Of\lkmlmagn sizéhdio 1d1@m\rlert@e

wi th hi gh-resaol ution lITH% glsdﬁxan"s nb
sensitivity o e MO iCaEPRREPIFERPTS PASC ¥ nAgh g be used
significantly when the inmage is subjected to strong
[00075] afde magﬁmgnaﬁurd @ﬁlpulﬁteidrbé@lée %Yﬁéﬁé@?{ﬁ%ﬂ%ﬁ%mﬂy be based on
ressi an r
compress GBS B AL SR Spb et SRR s o
the invenfiéit #ay ke délﬁlpfk@sdthE(BmIgES VHfei 1f11agatllgﬁatumcmdxm$eﬁed Bynthe encoding
signature cal cul ation also preferably has a hig
module UgssEEIgINab NS pERWSTeE THefoi UL MAR ESEL AR Wdag?dalgfgc‘?Sﬁmg time and
simplified g&ﬁl‘éﬁ#&l&%ﬂ%ﬁ%@& Fl% Pé&glgcﬁff | Fefot tﬁ%r%olhﬂ ahE ¥mage processing code
that creatémmé) andcgled 1mﬁget hEhlsmgm Airtheeresnk ant & smalh diffezerse iv ealues between
sof tware nodul e. Not w ﬁ_lhst ndi ng t he d§SI rabilit
client and §¢5veR BEREAIEH BICERYEP AL PRSI0 oS niedfon furing g sign ~

comparisSif OBhaRbRR: peﬁué@ﬂﬁé Eir¥eis %Ql@ﬁ'lgfédtfgr Slebpwitebeme 's%ﬂat@fe These

significant nodifications to the images. The hashi ng
error valies aetthemsornetizédbaidhe bser isrralculpdede X therraean mss bigger than the

difjcation of the cted a
precefinei Ay EPHEEIo oh M AeEes B U R FEeEiuh SR gy Ribhe TR results in
the vahda%ioﬁ@%%ﬂ’iﬁg@ﬁé@ﬂeﬁﬂr Eﬂé@sagm&n@@m ent descr| ptors,

i ncluding, but not limted to norphol ogi cal features,

[00076] C3h %m@QﬁbQ&h&er&%ﬁe 1lﬂkze°ﬁt9>9r AEREhBNailGARAgAEeing sent to the
constructed to withstand significant |evels of

software mmqsmn&hxl@m,ay b gackeil lthgelfer sun g|smg~ltedaém goghure befpeg being sent by

di ficat e [
e clen 54 S TR R e S R on FAIRH Y srve
at the sarhd ﬁ'ﬂﬁ@f Sirhldriy0 e si dglﬁﬁiﬂmréeh&i bip theklilhion| mbduls foralldmages may
enhance the speed of the overall process. [00074] The
be packed ingehiesinia ep cgat@ sietctire beioat keing§enp BackcRi the/&sgr pgroputer.
constructing the inmage signatures using inage
[00077] prioj Jseme lembo«hmetntseWiaplethefsm’@r sofiveare Fetermigrpgjdaj arequest is not

first and t r of foreqro
vaid,the SR e e o G GG HERSht st P P e amy
s1gnature%@a@éd WEthd ef @i Mb&ule TThIRBRERIE REths leg iy MobdBle @enying any
robust rel ative to conpression | osses, the inage can

processingeof tati ericdded image. a predefi ned nunber of stri pes and
t he nunber of foreground pixels is then calcul ated for
[00078] edkte wt of pe&;cu'ntbsltca/aid soine femboéimtmimaﬂm thetuse gk sygnmetric key
Tecalcu% d val ues are orrra E?Io kel?e

encrypriog g i, GAELEE AL SEOTHIBR ARPE e GGG F s gRCieAdaiigecous in
providing fEE{ePM&nﬁlhﬁlcatlons while still keeping the data encrypted.

[00079] Yet another level of protection that may be instituted individually or in combination

with the other discussed security features is a secure Internet connection, such as a Secure
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sensitivity to inmage nodification, projections on

several different axes can be used. [00075] The i nage
wG@r@ame29i@e cal cul ated by the server software nmed/US200%§43218

be based on conpressed i mages received fromthe client

sof tware nodul e, which in some enbodi rents of the

i nventi on be c ressed JPEG i e im
Sockets ls3ygh4? BRdidEFewE 59@55) afIRRs Retwerh tﬁa g aPE duotiule and the

vahdauoREﬂéﬂhBa' unconpr essed files. This may result in
ced processing time and sinplified comunication

[00080] Bf%%@gé}lla;l] gecgg gffegﬁlp%s%%%}glgﬁ %nsﬂl%ﬁa‘ftéd]ﬁ g%%p eusll_ll% 0 #ﬁ%gte servers

to perforfBiie functiby offtes vidlidation sotdnlgl Fotléxanele ndirsi wrwedimsge a web
between client and server Ee&grated si gnat ures 't hat

server, sqpagatqdofr@@ all chigpintidampdiles e ¢lignt $pftvearg medyleeand in some cases, the
t ,

o R0 AL, AR L s R 0 i o

software a[dd!ille commmscasewhdresending m&hqwelcfoarmindth eerifiéeations The web server -

cal cul a | f themener er than th
may alsofediged M?@g ey BFYAL o tﬁ aseh Lefﬁ? ggewsrr may &?g%&épgaected toa
second sérgfﬁgr gﬁ EH&B&dfn‘a{?vaFV‘@HQ ?&ona_ BdrSer'i€ el datablabl $eber that growdes
validatifon step failing and an error nmessage returned.
the primdr§ ﬁ@tﬁ@}or:hgc us;edmo wnrfydndreutherizf the breatio efdncoded mt@es by the

ges bei n nt . to the software serve
ctient. AYDEH TP o VGReREE HBDER P ITRE 4" S PLc R ces. i will be
understoSd fh‘d@ﬁﬁ’sﬁ@ n@ﬁfeﬁﬁl@‘e@&idﬁﬂe 88 Mast Yerv&teanalth©Rtb §@VENRNRI in fact be a
nmodul e. This assures that the digital informti on IS
single cogipluter @dinpdlireypll praegipmpstwesn thée sanme ti ne.
Simlarly, the signatures created by the validation
[00081] nddwiilebé omdezdtbod thagca:snmmyicafmnp aledomel mdgmmmaMg formemote

canmi o A58 S DS e o B e B30, T

protocol SR iHeaFAs AR HF A8R ihdlade ATTRAHETTP SI'h@Qltse ¥RITCH mdyhesult in
val i dation nodul e may assign a default signature, such

significaptdy festentransmission, laithergh thisd partiaerclishfingiatle aed prorE gettygrs may
hinder orrﬁacaﬁe’g@ d' rrﬁglu%gﬁ{)/nsp P%c(li:yetg%tr}glsﬂi ’ftﬂ%Y Pee afé Egco g&g»?ed&r&en preferable
alternatieQf QIYt&]neﬂ' &Biteamenfs. Daselounhtters kay 1mdDud‘eCS"@AEmhiﬁﬂ1ymt BliSom

may all ow the use of symmetric key encryption in the
formattessy ansf er of information across the network. This may

be advantageous in providing faster communications
[00082] whi Wll be rdaflily sedsirsigod hietheae pereonsisiidleddn thegoiohg]therpresent -

t her

mventlor} is &PW@UQ? ?/inrggd Iuﬁ Mt t ' (iaélﬂ g N{Eﬁy EI%OH]{I]T% nlts ahd a%aptatlons of

the prescéif BeRPADUS Chinl thyisef h%@élhl fi&ﬁ:nbéd as wedus endnlytv@flﬁlt@éns modifications
connection, such as a SecureSocket s Layer, provi de
and equivalenteerapgsimans, Al e ARPASR! fEoEHOL §asoRRbly ﬁtlg&eé%efl\lvé(rthﬁ present

1nventlol{rgnqil“@oFeggﬁl% cfe@cglp\fi%k'tﬂ&&f?@ltﬁml&eﬁamng from the substance or scope of the

invention.

[00083] While the foregoing illustrates and describes exemplary embodiments of this

invention, it is to be understood that the invention is not limited to the construction disclosed
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[ 00080] Additional security features may be

i npl emented, such as using two separate servers to
w@egoboeand he functions of the validati on nodul BCT/BS2004/043218

exanple, a first server may be a web server, separated

fromall client-side nodules (the client softmare

erin, RN e R4 S B R SR o s
i Orﬁﬁmnﬂ@hﬁphkgﬁ client software nodul e connunlcates when
ng a request for renote verification. The web

server may al so be used to add new records to the
dat abase. The web server nmay then be connected to a
second server through another firewall. The second
server is the database server that provides the
primary data storage used to verify and authorize the
creation of encoded inages by the client. Although the
use of two servers may be advantageous in sone
circunstances, it will be understood that thi's is not
requi red and the database server and the web server
could in fact be a single conmputer with no firewall
protection between them [00081] It will be understood
that communi cati ons channel and data formatting for
renote transm ssion of data may vary dependi ng on the
desired functionality of the system Typical protocols
for the transm ssion of data include HTTP and TCP. The
use of TCP may result in significantly faster
transm ssion, although third party or client firewalls
and proxy servers nay hinder or block TCP
conmuni cati ons, such that HTTP nmay be an acceptable or
even preferable alternative in Internet environnents.
Data formatters may include SOAP, binary or custom
formatters. [00082] It will be readily understood by
t hose persons skilled in the art that the present
invention is susceptible to broad utility and
application. Many enbodi nents and adaptations of the
present invention other than those herein described,
as well as many variations, nodifications and
equi val ent arrangenents, will be apparent from or
reasonabl y suggested by the present invention and
foregoi ng description thereof, w thout departing from
t he substance or scope of the invention. [00083] Wile
the foregoing illustrates and descri bes exenplary
enbodi nents of this invention, it is to be understood
that the invention is not limted to the construction
di scl osedherein. The invention can be enbodied in
ot her specific forns without departing fromthe spirit
or essential attributes. CLAI M5
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What is clained is: 1. An automated nethod for
aut hori zing and control ling the production of
W@piosoedohy encoded i mages, the met hod conpri siPQI/US2004/043218
receiving froma user data processor a request for
aut hori zation to produce an encoded image, the
aut hori zation request including user-supplied data
CLA.]]\/Iscorrprising at | east one authentication inage file;
======det er mi ni ng whet her the user is authorized to produce
an encoded i mage using the usersupplied dat a;
What is cl85p@ORSI ve to a determ nation that the user is
aut hori zed to produce an encoded i mage using the

user-suppl i ed data, generating an authentication_ inage
1. An autgmgtios mBod fernionzint Mg sontrelas thepreeicienp RiiGaty gacoded

images, hd Jn@thﬂ?!cgﬂpﬁﬁ{l%:rmge signature al gorithmand returning
a positive autforization response to the user data
repEioigRmi 2 ukdrelapgrbtdsse aguduest for atthomzaties po pseuce an encoded :
i ncluding the authenticati.on image signature. 2. An ’
AUt GHEREE BN ABREAOB ST oGt BIEE 2oeh St DRl a4 cpyising at least

acti &{éd;f&ftheﬂﬁéafifoﬁiiﬁlagé?fﬂ’&‘et her the user is authorized
d

|
to produce an encoded i nmage using the user-supplied
ddetEning sthethes thitetser inanihagzaghtetpneduce ke engoded snpgs! uséng the user-
dat a meEtds%iRrvedet erm ned authorization criteria for
t he 9B E%An aut omat ed met hod according to claim 1
redpisisRe o h R6teHBRBSHHARY (he thsétaé AutBOYTRAILS PFodace an encoded image
usersupplied encodi ng paranmeter. 4. An autonated
met hexdngibie veatisagpliesl datdiganatikeinedutheantieatipptimgge gignature from
det er m_nj ng wh . ' ' .
an creabishtoa o EliclSh iR 1P uBHb AR T ARG R RE A i and
det erctirhing@ pobigive enithbligation @éspdhigEabitedusdatiaa pretssor, the positive
predeterm ned authorization criteria for the user, the
pr e dEHRTHRHSHTCAPANSE IRHUHNS e aphetiGaion HRpgFIT gRpRFe-
"limting range on the user-supplied encoding
2. Anau ﬁé&a&%ﬁ@ acc%?diﬁ% IPORLE Y Wikl the2E 6N S OBerhfnink FHAEr the
erein the action of determ ning whether the uSer is
user is autharized toz@ddics apreocidsd imngewsinglthe vsersyyeplies daga ingbides

user.-suppl i,ed .data is carried out by a val.idati.on. .
AR S e e PO 4R ToRs Pt Apfhsxigaiop critera for
overauggt work. 6. An automated net hod according to
claim1 wherein the at | east one authentication inage
file
3. An automated method according to claim 1 wherein the user-supplied data comprises a user-

supplied encoding parameter.

4. An automated method according to claim 3 wherein the action of determining whether the
user is authorized to produce an encoded image using the user-supplied data includes '
determining whether the user-supplied data meets predetermined authorization criteria for
the user, the predetermined authorization criteria including a limiting range on the

user-supplied encoding parameter.
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conprises a thunbnail authentication inmage forned by
conpressi ng an unconpressed aut hentication i mage and
wob@se6291¢ he aut henticati on i mage signature i SPCT/US2004/043218
generated fromthe thunbnail authentication inmage. 7.
An aut omat ed net hod according to claim®6 wherein the
. i mage,signature al gorithmis adapted so at_.the
5. An auigipdlh BTG R Jec i P BBrepat Shotp g ahether the
| useris auttl%fggéﬂ% roRHE BN HC68Ld iR gk TRAE thef Usbr-SRppHBd WAth B dirded out by a
. predeterm ned tol erance range a conpari son i mage
validatios sgmvert inrcemgemérative withrtbemsch data peenepsoe 9 ¥sd network.
aut henti cation i nage using the inmge signature

6. an i et D SRR S3GRE Al ke e
comprises ARBEMBREIOAHE ORBHiRagOforibd BALEmPres G Ak &S indodiprédied
~encoded i mage, the inmage encoding nodule being in
' authenticatemimageanil srhewin thetanhepdeation dmageyignabiys by soagentaskirery the
thumb a{zi\da&tﬁeol .0f . réacei ving froma client software nodule on
umbnajl QUEhGIRCALGH 11 %rocessor an unconpressed aut hentication
i mage and the authentication i mage signature,
7. An aug@hgedhctt@dacesdipgnod slaim crwigeeis itgniatage sighatara dlpeithm is adapted
unconpressed aut hentication inage using the inmage , .
so that thejaythgRiigabion iags LEAUE SRRERED &Oghféle é‘%@%ﬁﬁ%ﬁep n image
i | ! rotRqRHERABE Fnt b eOmbARAE ifhg @bk e RACkated f
Wﬂlmatc?le‘g%@hgip\?%&e%o a gg!tﬂerm néat ?%‘n t hat thelz c%@npgri sgng% dlec from
the uncomprgedsugratication imbgdwesing the imagdhagiatwatelgonithmage
signature within a predeterm ned tol erance range,

» initiati the productio f an_.encoded. i mage. usi
8. An auyiusginslipaeGuling s Fairt oerdh (R aREe Sgh MR is AR fog e oy
an image Bakb@iflg hiduRItO YhlidAa Rigubst bd a0 ﬁﬁﬁmaﬁla?&&wﬁnagef&coding
met hod™ conprising: receiving a request_froma user for
module hgingsncomainiqrtige Withdbepser degfa@rocgsonard beipg pdaptsdiwge to
be. use r ' ; i Vi
e o % B RG aLTRoR0E B8 Bt PO plRESL b Bmprgesed
encodetlentivagen Beapdiang theaushendtatibatimape sigdathe, a r equest
for authorization to produce an encoded i e, the, - :
SPREGIIENG2 GOSPAHSTHRALE S180BITG ﬁemda? H@C%‘Praﬁﬁgﬁ gﬁb?f&ml%lmage
i magegti : . one encodi ng paraneter,
t he gﬂ%g%tllﬁgg% |lgﬁat?%a%§ﬁ§%uln’e i ncludi ng at | east one
cofpiring the ovpparizos imagenggoitura te thepudestchtive imagnsighatatecand

RO el et bR il e AhpARS A RIER 3atR! RhfRehe

authentication image signature within a predetermined tolerance range, initiating

the production of an encoded image using the uncompressed authentication

image.

9. An automated method for producing optically encoded images, the method comprising:
receiving a request from a user for an encoded image;
receiving an authentication image to be used to produce the encoded image;

receiving at least one encoding parameter to be used to produce the encoded image;
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recei ving an authorization response fromthe
val i dati on nodul e, the authorization response
w0 p@bielong an aut hentication i mage signature; PCT/US2004/043218
generating a conparison inmage signature fromthe
aut henti cation i mage using an inmage signature

al gorithm conparing the conparison. i nage signature to
sepfiBe &0 NaWateR MTH e HggRess g RAtoPgatas Berelig AR eRgodef gmage,

CONMDAE k& RABst FIBAR o2 HERid aqﬁ“a%%hefnhsatﬁﬂtﬁ%gé FifeHnd e at least

I mage signature wthin a predeterm ned tol erance

r angmie eancding pramsiey,¢h¢ autberdieb@ominmge ifdainchading dideast one of the

conparison i nage_signatur rratchefs t he aut hentj cati on

| I GEOLF GRTSSIRB Ok ERTPICSRA VERURe e PR oAt irisg and an

r an%cog@%%a' YkiGfoae g&ﬁ%tmas@ iHadeng the

aut henti cati1on 1 nage. . aut onated net hod

recai viog @i ngthodzagloairesponsefeomitine vdllation inddulepthe puthiotization

part of a validation server and the actions of

et epUie oS g dBRes PERBRYi ng an
geRbiafiRPhiceRphdn iMBESsi ghRERI NI thefuthe@fsdtioANRaSd6HRE A¥image

paraneter, sending a request for authorization,

r eceflignataye algosithnhor i zati on response, generating a

conpari,son i nage Signature. C aring. the conparison
cof AR RS Bt Sellhre AR AlthBtichiich RS o
and dut@ehingd i eheOnRALsiCithAgt B PRamEEmaRhés 186 a@ibntidtion image

user 'data processor in selective conmunication wth
t he signatyamibn spiedetprogied toderargogenge; and . An aut omat ed

ref RIS P BOEA ARG fs BpliNSh Shled S ERSRe

of ratienticatpndmageisigsitukervithia thesgedet¢radesdviolegan@s range,

aut henti cation i nage, receivi n%lrtat 1l east, one encodi ng

par dfefusing %‘b‘?ﬂ?Pﬁi&igléﬂalg%é}ﬂ@gtthq? heplic MM iBRESon, and -

recei ving an aut hori zation response are carried out on
10. An atoRafH riRh& RIERESSBIcldif FRh&EI HE vARIIBA nfodliead piY bha

the validation server over a first network and \qur ein
validationt dgeveg end thesactidnsgd megeaiting g resuesirinam i 38T, fegeiying an authentication
. si.gnat ur e, comparing the co £ison i e sj,gnature to..
image, reqidng af et o SREI BRI polig £l NE AT rcSiving
an authorRBESHRIpIRBIRn&tEn £ ALSThEM sBH imbYe & fniveOstiniBfRE thecoRibarison
) _an encodi ng. processor in selective conmunication wth
image sigpafBra fedhe HHbRliSRENEREPR SigUeiNrea ABERIHACIAR eReRdedeth HRageerye
carried 01}? 8 ta*h%eé@a%pl%ﬁesg&qn fsélEcctEver&%ﬁ‘rpﬁlﬁﬁﬁcatfog%iﬁF&g Q/gliéalfi%h lerver over a

conpri Sing: - sending a reques or an encoded | nage <
network. from t he user data processor to the encoding

processor, the request for an encoded inmage including

11. An a&tgr%at‘%ﬁtrrtl]eetgéd gc%grid?nng to a¥m 9 wherein the validation module is part of a
validation server and the actions of receiving a request from a user, receiving an authentication
image, receiving at least one encoding parameter, sending a reques‘t for authorization, and
receiving an authorization response are carried out on a user data processor in selective
communication with the validation server over a first network and wherein the actions of
generating a comparison image signature, comparing the comparison image signature to the

authentication image signature, and producing an encoded image are carried out by an encoding
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file, the at |east one encodi ng paraneter and the
aut hentication i nage signature. 12. An autonated
woredokoekoaccording to claim9 further conprisi NRCT/US2004/043218
conpressing the authentication imge to forma
conpressed aut hentication inmage; and storing the
. conpressed aut henticati,on image, in the authentication -
module %aa’g@wamg POFESSRAITLIFEGHEE ERMMERISAORWED Fifi Usgr ¢4 Pogestpr over a
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for authorizing and produci hg optically encoded
12. An aubegated method syperirdinmg ¢oelpin 9ifwgher gomplisidgt i on nodul e

resident .on g fi.rst data processor, the validation )
cHBaisF S ey Ceblistion et BUOER ORGP A A Ot gee: and
stk D d doRlpreRed A& catdoiMade i tHeaniRhticdHdE imesgRt
i ncl'udi ng "user-supplied data conprising an ‘
authentication image file and at | east one encoding
13. An aygmgied methof gecaiding tnelaion &2 wheraie thetmagg signatiug algorithmis
' .praduce an ' ' t .
wpred QUB0SE US4 ey SO ARSI Lo verion
of the aufhenietidoh gmageunstng the imidessignatdre algdogidinh ahe torapeisbn iage signature
. usi ng an | nmage, si gnature al g,ori thm_ and for returning
will matchythe aythepticaten Bppee signaleeWitBinthe Predgigaaingd tolerppce range.
: aut hori zation response including the authentication
14. An ahﬂﬁx%ecﬁég@{&%{ ¥ Quthdrigihy 8Ad pRRAhENE bﬁtimﬂwn@odéﬁeihﬁ?&t, tHeystem
a second data processor ih selecCtive ¢onmuni catron
comprising:t h the first data processor over a network, the

oS SRR R AR b Bl A0 B

I ecehyphal fPraabity lifRAké efitodiBgmthRizagontgdest &om a requestor,
encodi ng the encoded i mage, for sending the inage

encotiedgduest inelufingisesrsuppligsedata eQmprsng an ayfhertisation image file
< o ‘ e

rr omt 308 DRl sr B8k balel ol Ubisthinb ARG SO

sel eaithvézedaoproducain aroded iindgeasitlgitbdtises-ohipphid data, for

nodul e, the encodi ng nodul e heing adapted for , . . i
r eceBYISFRINGRE 4RERRRLIPR A0S gaige [ranp dheputhepticatiop pwage file

enc Ogéiﬂg ﬂ?ﬁ%ﬁ%ﬁ @ratﬁff'g g&ﬁfﬁnﬁ Uhi M eeRih® Bn hiRGSzation response to
signature fr the clieéent ‘
the requestor, the authorization response including the authentication image
signature;

a client software module resident on a second data processor in selective communication .
with the first data processor over a network, the client software module being
adapted for receiving a request for an encoded image from a user, for receiving an
authentication image to be used for encoding the encoded image, for sending the

image encoding authorization request to the validation module, and for receiving

the authorization response from the validation module;
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software nodul e, for generating a conparison inmage
signature fromthe authentication inmage using the

w0 pmgee®i@nat ure al gorithm for conparing the PCT/US2004/043218
conpari son i mage signature with the authentication
I mage signature to deternine i f the conparison image

o PR R G SpqE 5Bl 68 bk nd ORGP st B8 bt the

erance rang
pr od lé‘fib&ﬁn% hRdhe BeRgtadapted I:‘(Qd@dél\hﬂ@gﬁ auﬁieﬁ@cﬁlbﬁ image, the at least
aut hentication i nage and the at | east one_encodi ng
par am@ncq@@mywér sl the aethentisation lmﬁgetsm@t%@mm the client

conmparkson | e hent.i
 ragcelR g OREE 5t SRS E - PR R MR h L

r angeuthkRticafion MbLRERCEhS Yih &8I 00E dlgngtﬁr@ fei eompatihg the
wherein authentication inage file conprises

t huniSEIPRrisnR iIage slaa@tmnwathrﬁ@@uﬂ@ﬁm%ymw@é@ﬁ figydetermine
an “gﬁﬁaﬂ%&@&&%ﬂ g@aggna | ORI f‘c{fn‘ﬁg%gt Egnature

aut h on 1 nma ure 1s generate

t humwigtih adtddeihinedtolonntamgge, aib for@nodmingﬂhe egdjuested encoded
system according to claim 15 wherein the inma
si gnatggeusngbepienication dppgsrnddhe pdeast Aee eiicoding parameter

?EL Eg&tad ﬁﬁ(lé ¥ &é@ﬂﬁnzﬁioﬂ'}ﬁﬁt%@c%ﬁ@ﬁ ﬁﬁiage ?%’ﬁ‘a“?@ matches the

authentication | mage hin a
pr edetheniication imhgr agrature angen ﬁleqmﬂcmrnm@d toleragee range.
Si gnature generated from the unconpressed

15. An %}l{é{%&g{t{ tnll %‘cor&%‘g fo &SJ 094 W[Plerem alﬁﬁen%lcgt?oant 1Lrjnage file comprises a

.\

thumbnail authentication image formed by compressing an uncompressed authentication image

and wherein the authentication image signature is generated from the thumbnail authentication
image;

16. An automated system according to claim 15 wherein the image signature algorithm is
adapted so that the authentication image signature generated from the thumbnail authentication

image will match within a predetermined tolerance range a comparison image signature

generated from the uncompressed authentication image using the image signature algorithm.
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