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. RAID LEVEL 5 WITH FREE BLOCKS PARITY CACHE

Background of the Invention

Field of the Invention

‘This invention relates generally to permanent storage systems

S for digital information, especially those of the disk type, and
more particularly to disk array systems which create and store
parity blocks in order to facilitate recovery from a disk failure.

Related Art

A Redundant Array of Inexpensive Disks (RAID) has been

10 proposed as a low cost alternative to a Single Large Expensive Disk

(SLED) for providing large storage of digital information with high

throughput. The theory of RAID is to use relatively inexpensive

disks, which may individually have a higher chance of failure than

more expensive disks, and compensating for this higher failure rate

15 by adding redundancy by creating and storing parity blocks to
facilitate recovery from a disk failure.

FIG. 1A shows a disk array subsystem architecture on which a

RAID organization can be implemented. A disk controller 30

connected to a host SYStem 10, and having a cache 31 manages an

20 array of 1nexpens1ve dlSkS 40-43. 1In a RAID organization with a

total of N+1 dlSkS, Qne parity block is created for each N data

blocks, and each.of_thesé N+1 blocks (N data blocks plus one parity

block) is stored on a different disk. In one implementation, a

parity block is computed from the N data blocks by computing a

25 bitwise "Exclusive Or" (XOR) of the N data blockS. The parity

block along with the N data blocks from which tuat parity block was

-—
This Sheet Has Bee,

' IBM Contidentil TR



particularly to disk array systems which create and store t Ve a7 in
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order to Yacilitate recovery froma disk failure.
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and storing parity blocks to facilitate recovery froma disk failure.

In "A Case for Redundant Arrays of Inexpensive Dlsks (RAID) ",

Proc. of ACM SIGMOD International Conference on Management of Data,

5 pp. 109-116, 1988, incorporated herein by reference, D. A.

Patterson, G. Gibson and R. H. Katz describe five types of disk

arrays classified as RAID levels 1 through 5. Oof particular

interest are disk arrays with an organization of RAID level 5,

because the parity blocks. in such a RAID type are distributed

10 evenly across all disks, and therefore cause no bottleneck
problems. '

One shortcoming of the RAID environment is that a disk write
operation is far more expensive than on a SLED, because a data
write on RAID requires as many as four disk access operations as

15 compared with two disk access operations on a SLED. Whenever the
disk controller in a RAID organization receives a request to write

a data block, it must not only update (i.e., read and write) the

data block, but it also must update (i.e., read and write) the
‘cornespOndinq parity block to maintain consistency. For instance,

20 if data block D1 in FIG. 2A is to be written, the new value of PO

is calculated as:
" new P0 = (old D1 XOR new D1 XOR old PO)
Therefore, the following four disk access operations are required:
(1) réad_thehold data block Di; (2) read the old parity block PO;

25 (3) write the new data block D1; and (4) write the new parity block
PO. The reads must be completed before the writes can be
started.

Tr  "Performance of Disk Arrays in Transaction Processing

Environments", Proc. of International Conference on Distributed
30 Computing Systems, pp. 302-309, 1992, J. Menon and D. Mattson teach
2

‘.‘ i IBM C n-fid . .al is Sheet Has Been Replaced -
o coniensel




Lo . . . . . REPLLCED -
organi zati on can be i npl enent ed. A disk controller 30 contlected fo-a~

host system 10, and having a cache 31 manages an array of inexpensive disks’
40-43: In a RAID organi zation with a total. of N+1 -disks, one parity bl ock
Is created Jﬁ% & h N data bl ocks, and each of these N+1 bl ocks (N data

bl ocks plﬂ% e @grity bl ock) is stored on a different disk. |In one

ol o . ) ; ) ko
comput o preadn i oy ey SAUPULECPLEARL\AE PhdthdsR SiGrdier,
bl ock al oPanvANBIEYe KheaPerEPSBRRCErof AhRAAD: KdSkpATTaY HuURSYSkem. If

there is a disk cache, the pre-reading from the disk array of a
block to be replaced can be avoided if the block is in the cache.

5 Furthermore, if the parity block for each parity group is also
stored in the cache, then both reads from the disk array can be
avoided if the parity block is in the cache.

. . ’ by e S IF"F"-‘ AG - -
FIG 1A shows a disk. array subsystem architecture on which aﬂ??ﬂﬁ h"'L“°8E:N_J

Commonly assigned and co-pending United States Patent

Application 07/017,920, filed February 16, 1993 (IBM Docket Y0993 -

10 013), describes a system wherein parity blocks from high write

activity parity groups are stored in a cache buffer in order to
reduce the number of disk accesses during updating.

A drawback of prior schemes is that at any given time, various
data blocks within a given parity group may not contain useful
15 data. For example, some of the data blocks may not have been used,
while others, although previously used, may have been freed by the
operating system. Thus, while each parity block is assigned to a
group of data blocks, each parity block bit depends on all
corresponding data block bits, regardless of whether the data block

20 is in use.

Summary of the Invention

The present invention..eiiminates the drawbacks discussed

above. The present invention is a system for writing data to a

disk array wherein a parity block can'provide parity information

25 either for all data blocks within its parity group or for any
arbitrary subset of these data blocks. This allows parity
information to be stored only for data blocks that are currently in

use. The system includes a cache memory coupled to the disk array

for storing parity blocks associated with parity groups comprising

3
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each of the parity blocks includes an identifier indicative of data
blocks within a particular parity group which are protected by the
parity data. Write logic, coupled to the cache memory and the disk
array, includes means for reading the identifier and determining
whether a destination block is not protected by the parity data.
The write logic also includes write means for writing to the
unprotected location and update means for updating the parity data
and the identifier associated with the parity block including the
location, to indicate that the location is protected.

Brief Description of the Drawings

The present invention will be better understood by reference

to the'drawings, in which:

FIG. 1A is a block diagram illustrating the architecture of a disk
array subsystem;

FIG. 1B is a block diagram illustrating the architecture of a disk
array subsystem in which the present invention is implemented;

FIG. 2A is a conventional RAID level 5 data mapping showing the
placement of data and parity blocks;

FIG. 2 is a partitionéd ﬁarity/data disk cache;

FIG. 3 is a flow chart of a single block write according to an
embodiment of the present invention;

FIG. 4 is a flow chart of - fr:e blocks command according to an
embodiment of the present invention;
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because the parity bl.ocks in such a RAID type are distribut ed| engdllrae HASSIEEN
all disks, and therefore cause no bottleneck problens. : One REPLACED
shortcom ng of the RAID environnent is that a disk wite operator=Fs=fat——ou=
‘nor e expen3|ve t han on a SLED, because a data wite on RAID requires as

many as f access operatlons as conpared with two disk access

oper ati ons on a LED. Whenever the disk controller in a RAID organization

receives eqge t & b ol y

S e B ek U MG 81 4idh PhOSkr b lnguEhel ferdRlY RS e
wite) tHIRYET &hdhif ﬁfeﬁénitt 9“5?—6%0{‘0 mai ntai n consi stency. For

instance, if data block D1 in FIG 2A is to be witten, the new val ue of PO

s cal cul ated 5 porayjeq peDEMFRG (@ LRl XBSUPLERRELPO

The present invention may be practiced on the disk array
5 subsystem shown in FIG. 1B, which includes a disk controller 30.
having a cache memory 31 and an afray of disks 40, 41, 42, and 43.

The cache memory 31 is divided into two partitions: a data
partition 3la for buffering data blocks and a parity partition 31b

for buffering parity blocks. The data partition 31a and the parity

10 partition 31b are independently accessible by the cache controller.
In accordance with an embodiment of the present invention, data

block writes are performed under control of variable write
protection logic 32, which is connected to both partitions 31la and

31b of the cache 31. The data mapping in the disk array 40-43 of

15 the preferred embodiment to be described is a RAID level 5 (RAID V)

mapping.

FIG. 2 represents the data structures used 'by the disk

controller 30 for its caches 3la and 31b. When block 202 is given

a stripe's ID, RAID V determines which disk has the parity and the

20 ‘numbering of data blocks on the other disks. The disk controller
then works with real disk addresses. Cache directories 204 and 206

are implemented as hash tables, .one for the parity cache and one

for the data cache. Givén;é'disk block address, the hash table is
consulted to determine whether or not the data having the address

25 is in the cache, and if it is in the cache, where it is. A hash
table entry for a block in the parity cache points to a least
recently used (LRU) stack 208. The address of the LRU stack entry
Jetarmines where the actual data is, since there is a one-to-one
correspondence between LRU stack entries and cache blocks. ToO

30 compute the address of data, use (cache space base address) +
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Therefore, the foll owi ng four disk access operations are requilredis ' N
the old data block D1; (2) read the old parity block PG (3) Ite %igi%g@gBEEN
data block D1; and (4) wite the new parity block PO The rea —e=

PR

conpleted before the wites can be started. ' "Performance of Di sk
Arrays in %ﬁthn Processi ng Environments”, Proc. of Internationa
Conf er ence on stributed Conputing Systens, pp. 302-309, 1992, J. Menon
and D. Mt eaglve)» (LRU stack entry address - LRU stack base
address)/(LRU stack entry length). LRU stack 210 entries have a

data block address‘field.

In operation, each cache is used in the following way: (1)
5 each time a parity/data block is accessed, it is moved from its
current position to thé most recently used (MRU) position in the
LRU stack; (2) when space is needed to read-in a parity/data block,
the cache space for the LRU block is freed, the block is read into
this location, placed at the MRU position, and the cache directory
10 is updated accordingly.

In a preferred embodiment, an LRU stack is implemented as a
doubly-linked list, or chain, of fixed size entries. Each entry
may have information about the object for which it is a LRU stack.
In this case, a pointer to the cache block is unnecessary if

15 address computation techniques are used. Each entry may also have
information about two pointers, one to the next MRU entry (or NIL
if it is the MRU entry) and one to the next LRU entry (or NIL if it
is the LRU entry). The LRU stack can be implemented in software,
sigce entries can be moved anywhere out of the middle of the stack

20 and then put on the top of the stack with a few instructions.

FIG. 2A shows a RAID level 5 data mapping. In a RAID level 5
system w1th a total of N*l dlSkS, each parity group includes N data
blocks and a parity block The tradltlonal approach is to divide
data blocks into parity groups, such as that shown in FIG. 2A. In

25 FIG. 2A, for example, data blocks DO, D1, D2 and D3 and parity
block PO form a parity group. In FIG. 2A pafity blocks are
labelled 100, 101, 102, 103, and 104. Parity block PO (labelled
100), therefore, is the XOR of data blocks DO (labn1'ed 110), D1

(labelled 111), D2 (labelled 112), and D3 (labelLed 113). In
30 accordance with the present invention, for each data block update
6
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- 3- that caching or. buffering.storage bl ocks at the di sk dFﬁﬁﬁb$$%ETEASBEEN
i nprove the performance of a RAID disk array subsystem | fi t her BEPEAGED ‘

di sk cache, the pre-reading fromthe disk array of a block to be reptraced—
- can be avoided if the block is in the cache. Furthernore, if the parity

bl ock for weadu @7ty group is also stored in the cache, then both reads
fromthe disk array can be avoided if the parity block is in the cache.

CO?nDnIg26assu§ﬁmxfggguthexhqs&nébﬁaéFP%bt%S tﬁ%a$%g§3863%gélf@g|ﬁ@??%@nthe
07/ 017, ' .16, cke - 013), escribes_a
system V\/ne?oeél#\ %%rtfty %?’%%ﬁigf?%gngﬁllg 3 ietagb in"ERE Contrdr unltEhens 31,
three physical disk access operations are required for a data
update: 1) read the old data; and 2) write the new data; 3) write

5 the new parity block.

In accordance with an embodiment of the present invention,
each of the parity blocks includes an identifier, or "prefix",
which indicates which of the data blocks in the parity group are
protected. When the host system 10 sends a write command to the

10 disk controller 30, variable write protection logic 32 reads the
prefix from the relevant parity block in the cache memory 31. 1In
instances where the parity block prefix associated with a parity
group (or "stripe") to be written-to indicates that a particular
data block is not protected by the parity, the old parity is XOR'ed

15 with the new data block, the prefix is updated to indicate that the
data block is protected, the new data is written to the data block
on disk, and the new parity block is written to disk. Thus, the
step of reading the old data from the disk is avoided completely.

A flow chart' of the variable protection single block write
20 logic 32 in accordance with the invention is illustrated in FIG. 3.
This wvariable protection write logic 32 can be embodied as a
microcode control program. executing on the disk controller's
microprocessor.
The logic starts when the 'disk controller receives a write
25 command from the host processor 10. The write command includes the
data block, and the write address. Also included in the write
command is a flag, set by the host file system, which indicates
whether the entire strin. consists of free (i.e., unused) space.

B N [ (1]}




activity parity groups are stored in a cache buffer in order t
nunber of di sk accesses during updating. A drawback of
is that at any given tine,. various data blocks within a given [
may not contain useful data. For exanple, sone of the data blocks may not
have beenygsed.-owhi |l e others, although previously used, may have been freed
by the operating system Thus whi'l e each parity block is assigned to a

group of data bhogksp }ﬁﬂﬂtnéaﬁh%k Ebﬁﬁkoblérdé£ﬁﬁﬁﬁe§”hﬁﬂ|fﬂ€¥’%%§ﬂ%%gkﬂgg
data bl oc b|t rdleeﬁlo ether, the datfa block is. in
Summary o IﬁU%%F ) the entire stripe to which the data block

belongs is free. If the entire stripe is free, in step 304 the
disk controller sets the stripe's parity block P equal to the data

S block D (P=D). Also, data block D is marked as protected in the
free blocks bit vector. It is noted that this operation requires no
reads from the cache or disk. In step 306 the controller writes P
and D to the disk.

If, in step 302, the disk controller determines that the
10 entire stripe is not free, in step 308 the controller determines if
the parity block P is in the cache 31 by means of hash table 304.
If not, in step 310 the controller determines if the data block
being replaced (D,4) is in the cache 31. If yes, in step 312 the
controller reads P from the disk. If not, in step 314 the

15 controller reads both P and D,;; from the disk.

Next, in step 316 the controller examines the parity block
prefix to determine whether D, is protected. If yes, in step 318

the controller determines the new value for the parity P as P = P
XOR*D,;4 XOR D. Then, in step 306, P and D are written to the disk.
20 If D,;4 is not protected, in step 320 the new value for P is

determined as P = P XOR D and D is marked as protected in the block
prefix’. Then, in step 306, P and D are written to the disk.

If in step 308'it is determined that P is in the cache, in
step 324 the controller examines the parity block prefix .to
25 determine whether D,, is protected. If yes, in step 326 the disk

controller determines whether D, is in the cache. If yes, steps

318, and 306 are performed. If not, D

b,iqa 1S read from the disk in

step 328 and then steps 318 and 306 are performed.

' IBM cnnﬁdgnnal This Sheet Has Been Reﬂlaced
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The present invention elininates the drawbacks di scussed aljo

present invention is a systemfor witing data to a disk arrdeQBsﬁiﬂﬁggﬁgsEtN |
parity bl ock can provide parity information either for all déata=blecks —— J
withinmn its parity group or for any arbitrary subset of these data

bl ocks. ¥ $g-gdF ows party information to be stored only for data bl ocks
that are currently in use. The systemincludes a cache nenory coupled to

tC grerp di sk array feprefdmrdidp Payd tix Blsoakseamsneatgedt Wol )y Rar hby proupsted,
ri sing

in step 320 the controller determines the new parity value as P =

P XOR D and then marks D as protected. Then step 306 is performed.
It is noted that in step 320 all values are taken from the cache
5 and thus no reads are required from the disk.

In a preferred embodiment, disk space is managed by a

component of the host operating system known as the file system.

The file system is responsible for mapping logical entities known

as files and directories to physical space on disk, and for

10 managing the free (unused) disk space. For example, when it is

necessary to create a new file, or to extend an existing file, the

file system may allocate existing free space for this purpose, so

that the free space becomes non-free (i.e., in use). Conversely,

when files are deleted, or when the space necessary to store a file

15 decreases, previously in-use space may become free. In order to

optimize the performance of disk writes to free space, and in order

to speed recovery after a disk failure, it is desirable that free

disk blocks be unprotected. For this purpose, a "Free Blocks

Command" is provided to the disk controllef, the logic of which is

20 shown in FIG. 4. This command can be issued by the file system,

' for example, either whenever previously-in-use space is made free

in any given stripe S, or else in batches (a batch consisting of

one command for each stripe containing protected free space which

1t is de51red to make unprotected), periodically, as determlned by

25 a‘ ‘given tlme 1nterval or. by a threshold amount of protected free
space having eccumulated, etc.

The "Free Blocks Command® of FIG. 4 operates as follows:

First, in step 402 the cache maintenance program determines if P is

in the cache. If not, in step 404 P is read Ivom disk into the

30 cache. Next, in step 406, the program determines whether the
number of blocks to be freed (k) is equal to the number of blocks
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-4- respecti’ve locations. In accordance with the present |
~of .the parity blocks includes an identifier indicative of dgt
within a particular parity group which are protected by the
wite-logic, coupled to the cache nmenory and the disk array,
for readi ggobhepodentifier and determ ni ng whether a destination block is
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not protected by the parity data. The wite logic also includes wite neans

for witidg thet berippr ¢Neciade| cmaidiony and umatthemeans feors turiges | (exdepe:
pari ty dag ang the tdeptl fr2lqassaciAlad yhi Naihe paridy logkohBekidiang

the location, to 1ndicate that thé |l ocation is protec i
Bri ef DesBarperonnpIotpeted aniligstep 410, each of the blocks Bj to be freed

which are stored in cache is marked as free cache space. Then in
5 step 412, the new parity block is written to the disk.

If less than the entire stripe of data blocks is to be freed,
then in step 414 the number of in-use data blocks (d) which are not
stored in cache is determined. d is the number of data blocks that
have to be read from disk to compute parity by XORing all in-use

10 data blocks. In step 416, the number b of protected data blocks to
be freed that are not in the cache is determined. b is the number
of blocks that need to be read from the disk if parity is
recomputed by subtracting out the protected blocks that are
becoming unprotected.

15 Next, in step 415 it is determined whether d is less than or
equal to b. The purpose of this step is to do the minimum number
of I/0 operations of the two alternatives. If 4 is less than or
equal to b, in step 418 all of the in-use data blocks not in the
‘cache are read from disk and then in step 420 the parity is

20 recémputed by XORing all of the data blocks D1 ... Dn with one
another. If, on the other hand, 4 is greater than b, in step 422
all of the protected data blocks not in the cache are read from
disk ‘and then in step 424 each data block Bj to be freed is XOR'ed
with-the parity block P. This operation subtracts the protected

25 data“blocks Bj to be freed out of the parity block.

In step 426, all of the blocks Bj being freed are marked as

unprotected by clearing their entries in the relevant block prefix.
Then, scers 410 and 412 are performed as previously described.

10
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Thé resent invention will be better understood by referenc
dramfngs y [44‘?§PP§FHASBEEN

I n whi ch: FIG 1A is a block diagramillustrati

architecture of a disk array subsysten. FIG IBis a bl ock=t '“HVEP ACED

RS R O i

illustrating the architecture of a disk array subsystemin which t he

present ip¥eeaLepzi s i npl emented, FIG 2A is a conventional RAID level 5
data mappi ng show ng the placenent of data and parity bl ocks;

10
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FIGS. SA-5C show some examples of how parity is determined
using a parity block prefix 502 in accordance with the present
invention. An embodiment having four data blocks and one parity
block per stripe (parity group) is shown. The prefix is mapped
such that each data block Dn has a position in the prefix. A zero
indicates that the respective data block is not included in the
parity calculation, and a 1 indicates that the data block is
included in the parity calculation.

In FIG. 53, data blocks D9, D10 and D11 are free, thus only
data block D8 is protected by the parity block P2. The prefix 502a
is set to 1000 (binary) to indicate that the parity bits 504a of
parity block P2 were generated'only from block D8. The three zeros
indicate that the remaining three data blocks are unprotected.

In FIG. 5B, it is assumed that the controller needs to perform
a write to block D10. By examining the old parity block prefix
502a the controller determines that only block D8 is protected by
the parity bits, and thus the new parity is calculated as P=D8 XOR
D10, or P = D10 XOR old P, and is stored in parity biock 504b.
K In FIG. 5C, it is assumed that the controller needs to perform
a write to block D9. The old parity 502b indicates that block D9
is not protected. Thus, the new parity is calculated as P=D8 XOR
DS XOR D10, .or:P = D9 XOR old P. P is stored in parity block 504c,
and preflx updated as shown 1n 502c.

With the RAID 5 with free blocks parity system of the present
invention, if a disk in the disk array fails, the recovery scenario
is the same as that of a standard RAID disk array. The missing
block in each parity group having a block on the failed disk is
derived from the other blocks of its parity group on other disks.
An advantage during recovery, however, is that in the present

11
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FIG 2 is a partitioned parity/data disk cache; FIG 3 19 aijgWEgﬂmgé
a single block wite according to an enbodi ment of the pregent |ngﬁng R,
FIG 4 is a flow chart of a free bl ocks command accordi ng to=ar—enbodirent
of the present invention;
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~system the prefix providés a map of the data blocks described by

the parity block. Reconstruction of unused data blocks, therefore,
is unnecessary.

In the event of a single disk failure, the contents of the
disk in prior RAID architecture disk systems can be reconstructed.
Essentially, for each block of the failed disk, if it is a parity
block, then the parity information is re-computed, and if it is a
data block, then its contents can be reconstructed using all other
data blocks in the stripe, together with the parity block for the
stripe.

Using the variable stripe protection scheme of the current
invention, reconstruction takes place as follows. First, suppose
the block on the failed disk is a data block. From the parity
block for the stripe, it "can be determined if the block is
protected or unprotected. If it is protected, then its contents
are reconstructed as described above, except that only the other
protected data blocks (together with the parity block) in the
stripe are used. If only a few other blocks are protected, this
results in I/O savings (as compared to prior art methods), and
hence faster disk recovery, with increasing savings for fewer
protected blocks in each stripe. The other case is that the data
block is unprotected. In this case, no further action is
necessary., which clearly is a large improvement over prior art
methods. In particular, néte that if the failed disk contains
larée amounts of unproteéted (free) space, disk recovery will be
extremely fast as compared to the prior disk reconstruction
methods. '

Next, suppose the block ~n che: failed disk is a parity block.
In this case there are two m.chods for reconstructing the block.
First, if it is desired to have the disk reconstruction proceed

12
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5 FIG. 5is a block dlagran1descr|b|ng, the parity and idLnﬂmBmBﬁfthngptN
of the present invention. Detail ed Description of ffhe Prifeuramsch

!
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Enbodlnent The present invention may be practiced on the Orsk—array
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_independently of a host system, then it is necessary to make the

worst-case assumption that all data blocks in the stripe are valid
(in-use) blocks. In this case, the parity block is found by
computing the parity of all data blocks in the stripe, and
furthermore, all data blocks are marked as protected in the parity
block prefix area.

A second method, which involves communication with a host

system, is as follows. For each parity block on the failed disk,
the disk controller queries a host file system for the status (free
or in-use) of the data-blocks in the stripe. The host file system
returns a bit-vector indicating, for each block in the stripe,
whether it is free. Each such free block is marked as unprotected,
and the other data blocks in the stripe are marked as protected.
Finally, parity is computed for the protected blocks in the stripe,
thus reconstructing the parity block on the failed disk. If fewer
than all of the data blocks are protected in a stripe, this also is
an improvement over prior methods, since only the protected blocks
need to be read from disk to recompute the parity block.

In summary, the present invention reduces the number of
required reads and writes when fewer than all data blocks within a
stripe are protected by the parity block. Specifically, the parity
blocks include identifiers which classify each data block as being
either: protected data, i.e., data for which parity information has
been domputed_and stored-instpg parity block; or unprotected data,
i.e., data for which there_isfﬁo stored parity information. A data
block in the latter category should always be a block that is not
in use. Additionally, data blocks in the first (protected)
category may be further classified as being in use or not in use.
Tre rase in which a protected data block contains data that is not
in use may arise, for example, when information in the given block
is updated and written to another disk location, or when the

13
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subsystem shown in FIG 1B, which includes a disk controller 3ﬂﬂ§% %%%ﬁh%ﬁEEN
c .

cache nenpry'31 and an array of disks 40, 41, 42, and 43. Thg ca h?E- )
31 is divided into two partitions: a data partition 3la for buffering data

|

|

|

bl ocks and a parity partition 31b for buffering parity blocks. The data

partitionwiﬁﬁ gngthe parity partition 31b are independently accessible by
the cache T0 ﬁr er. In accordance with an enbodi nent of the present

the cache' . f e present
or ot oot | O Gge A3 Cele SPRBIREE AT RIEk Spve Mooyt ghE diis ©

the cachel31fTeRE it athBpPHPEFALANThSYHLSR -ar r HY 1865 4 CofURBROYRGTRS r data

enbodi neng1bekHeadespetbodmed #ibAGEX | eVEst SdéRAHRLMIngBERE Ngurrent bl&tk
2 represents the data structures used by.thfhéggk fontroller 30 for_its

caches 315°RRP%n. etk 2362 PRt i RN n the ' current  parity

5 information. Further, data blocks that are protected, but not in
use, can be converted to unprotected blocks by recomputing parity

information for the in-use data blocks. In a preferred embodiment,
the syétem utilizes a cache memory whose contents include a number
of data and parity blocks, as well as write logic which reads and

10 modifies prefixes in parity blocks so as to determine the actions
required for reading and writing blocks of each type.

While the invention has been particularly shown and described
with reference to preferred embodiments thereof, it will be
understood by those skilled in the art that various changes in form

15 and details may be made therein departing from the spirit and scope
of the invention.

14
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a stripe's ID, RAID V deternines which disk has 't he parity and the-
nunbering of data blocks on the other disks. The di sk cont mhi bieét HabiBén WOSId Sy

with real di sk addresses. Cache directories 204 and 206 are

hash t.abl es, one for the parity cache and one for the data HE ,m
di sk bl ock r , the hash table is consulted to determ ne r t
the data Y]%%?‘ggg@ie

address is in the cache, and if it is in the cache,
where it is. A hash table entry for;aTﬁigf%Fin the parity cache points to a
| east recently used (LRU) stack 208. e address of the LRU stack entry -
det er ni neBavhegethhe descmibefhtauy sinveintden, hahati ¥eaCdAdmt 8SoRgw, and’ -

corr espongdgg¢ee bed W KUy tiandc &Y 'Hendnd sgache bl ocks. To conpute the
address of data, use (cache space base address) + '

e |
Bl

1 1. A system for writing data to a disk array, comprising:

2 a cache memory coupled to the disk array, the cache memory

3 storing one or more parity blocks associated with stripes of
4 disk data blocks, each parity block including parity data

5 for one or more data blocks in its stripe and an identifier
6 identifying protected data blocks in its stripe; and

write logic coupled to the cache memory and the disk array,

8 the write logic including:

9 - means for determining whether or not a location is protected
10 by the parity data;

11 means for writing data to a selected location;

12 means for computing new parity data and updating the

13 " jdentifier associated with the new parity data if necessary
14 to indicate that the selected location is protected.

1 2. The system according to claim 1, further comprising:

means for reading from the disk array a block of data after
it. has been freed; and

means for recomputing parity data and updating the

identifier associate? witn the recomputed parity data to
reflect the freeing of the block of data.

15
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.6 (block size)* (LRU stack entry address - L U st %mRe
address)/ (LRU stack ‘entry Iength) LRU stack 210 entries have
address field. o _

Y0994 -007
1 3. The system according to claim 2, including means for reading
2 from the disk array a block of data as it is freed.
3 4. The system according to claim 2, further comprising means
4 for determining an optimal set of blocks to read from disk so as

to recompute the parity data.
5. The system according to claim 2, further comprising means
for reading from the disk array a plurality of blocks of data

after they have been freed.

-1 6. A method of writing new data to disk in a redundant array of
inexpensive disks, comprising:

3 storing the new data in a cache memory;

computing a parity block for in-use data blocks of a group
of data blocks in the disk array;

6 attaching to the parity block an identifier indicating which
data blocks of the group of data blocks are in use;

8 choosing a destination data block for the new data;
9 determining whether the destination block belongs to a group
10 5f free data blocks}.andf;f so, setting the parity block
11 using only the new data, and writing the set parity block
12 and the new data to disk; otherwise, determining from the
13 identifier whether the destination block is protected by the
14 parity block;
15 if so, using the new data, the destination block and
16 the parity block to -compute a new parity block
16
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I n operation, each cache is used in the follow ng way: (1) eacThiiShe® Has Been Replaced
parity/data block is accessed, it is noved fromits current posi '
most recently used (MRU) position in the LRU stack; (2) when sp mm
needed to read-in a parity/data bl ock, the cache space for the L 0 [
freed, thedockyds read into this | ocation, placed at the MRU position,

and the cache directory is updated accordingly. In a preferred.

enbogh nent, an LRU 1+S; A ouyhly-1in LSt hai n,

of T xed 51 zo entri ce s i AT Rate AoiCUErkibiTERE bhFLRaBLrECT for
whickBit is a LRU stRIEK 59 qficdiec 388 diskeinter to the cache block is
unnecessary if address conputation techni ques are used. Each entry nmay al so

have, | nf or mati on abo t poi nter,s, one to_the _ne U eptr %or | L if
it F]séthe MRU ent ry)* r&?\%n@%ut%‘}é’gn@xf‘eﬁ?eaﬁﬁﬂ’y ES?NEI\FEPHXF 85 the néw
20 data, writing the new parity block to cache and disk
21 and updating the identifier to indicate that the
22 destination block is now protected by the parity block.

7. The method of claim 6, wherein if the destination block is
protected by the parity block and if the contents of the
destination block are not stored in cache, reading the
contents of the destination block from disk prior to
computing the new parity block.

Vo W e

[
o
.

The method of claim 7, wherein the parity block and each of
the blocks in the group of data blocks are stored on a
different disk in the disk array.

(VSR S ]

9. The method according to claim 6, wherein if the parity block
is not stored in cache, reading the parity block and the
identifier from disk prior to the step of determining
whether the destination block is protected.

oW N

1 10. The method of claim 6, wherein the new parity block is
2 computed by XORing the new data block and the parity block.
1 11. A method of accountihg“%of-uhUsed data blocks in a redundant

2 array of inexpensive disks, comprising:

computing a parity block for data blocks in a group of data
blocks stored on the disks;

17
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is the LRU ently). The LRU stack can be inplemented in sof t war & ufiasBeen Replaced
entries can be noved anywhere out of the mddle of the stack a HH”I”",
on the top of the stack with a few instructions. FI G 2

RAID level 5 data mapping. In a RAID level 5 systemwith a total of N+1

di sks, ead®3%94r-i007 group i ncludes N data bl ocks and a parity block. The

tradi tional approach is to divide data blocks into parity groups, such as

t hat Shown i n At&aching jorFtlte pArityrbieakpie, identihierkendidaping Dehigh

D3 argd parity BieeiksPOsf @hl grbapi 4¥e9iRURse; !N FIG  2A parity blocks are
| abel | ed 100, 101, 102, 103, and 104. Parity block PO (Il abelled 100),

therefore, is the XOR of data bl ocks DO (| abelled 110), D1 (| abelled 111),
D2 (l7abel | ed 1lien ant1bdk(lisbebl bd #d3)lassifiedctotiaigeuse tto tlugpsdsent

invquion, fordgmﬁﬁﬂ¥ﬂ5aabhg%kpgpge§eblock using the parity block and the
9 data in the block to be reclassified, and updating the
10 identifier to indicate that the block to be reclassified is
11 not protected by the new parity block.

12. The method according to claim 11, wherein the array has an
associated cache memory, and wherein if the parity block and
identifier are not stored in the cache memory, reading the
parity block and identifier from disk prior to the step of

B W N

computing a new parity block.

13. The method according to claim 11, wherein the array has an
associated cache memory, and if the data block to be
reclassified is not stored in the cache memory, reading the
data block to be reclassified from disk prior to the step of
computing a new parity block.

(V2N N VE R S I

14." The method according to claim 11, wherein the identifier
comprises a number of bits equal to the number of data
blocks in the group, each bit corresponding to a different
one of the data blocks in the group, and wherein the step of
updating the identifier comprises changing the state of the

bit cbfrespondin@gtojtpé.pdoék to be reclassified.

O Lo W

15. The method according to claim 11, wherein the parity block
and each of the data blocks in the group are stored on a
different disk in the array.

18
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request fromthe host system 10 to the disk controller 30, [[fr§8&, -
corresponding parity block is already in the control unit c che :
physi cal di sk access operations are required for a data up
old data; and 2) wite the new data; 3) wite the new parity block.

Y0994 -007
1 16. The method according to claim 11, wherein the step of
computing a new parity block comprises XORing the parity
3 block and the data in the block to be reclassified.
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In accordance with an enbodi nent .of the present invention, ea ==
parity blocks includes an identifier, or "prefix", which indifga §SWEFEM#%HBEEN
the data blocks in.the parity group are protected: Wwen the hib VSHEACED
sends-a wite command to the disk controller 30, variable wite protectiom —"
| ogi c 32 yeeda-pbe prefix fromthe relevant parity block in the cache

menory 31. In instances where the parity bl ock prefix associated with a

parity group (or "strRAED LEVEIDE WITHt PREEOBLOJKSaPRRITNaCAGHParti cul ar,

data block is not protected by the parity, the old parity is XOR ed with

the new data block, the prefix is updated to indicate that the data bl ock

is protected, the new data i PBHIRACTNOFoTERePIEEROBUBEK on di sk, and the

new parity block is witten to disk. Thus, the step of reading the old data

fromthe disk is avoi ded. conpl et.elvy. /\élOM/chart of hg vari abl
prot ecti on sin@léyﬁﬁﬁm< 1 1t1n&ldata to a disk array 1includes a cache

memory coupled to the disk array for storing data indicative of

5 locations on the disk array and parity blocks associated with
parity groups including the locations. Each of the parity blocks
includes an identifier indicative of locations within a particular
parity group which are protected by the parity data. Write logic
reads the identifier from the parity block, and based thereon,

10 determines whether a disk location is not protected by the parity
data. The write logic also writes to the location and updates the
parity data and the identifier associated with the parity block to
include the location of the data block to indicate that the
location is protected.

20
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logi ¢ 32 in accordance with the |nvent|dMI|s illustrated iniF ! —
vari abl e protectionnwite logic 32 PALRANAS ZEKiFddL ed as a ni cfio +@§%E}Q’§B:EN
program executing on the disk contrdb &9 <c¥8processor. ——Jdhe=fogic I

starts when the disk controller receives a wite command from t he host
processor 10. The wite command includes the data block, and the wite.
addr ess. Al'so included in the wite command i's a flag, set by the host
file system which indicates whether the entire stripe consists of free
(i.e., unused) space.

FIG. 1A
PRIOR ART
cru
CHANNEL 20
bl . 5
31

CACHE
30

DISK CONTROLLER

42 43
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determ ne whether the entire stripe to WAREN0Ghe data blo
free. If-the entire stripe is free, in step 304 the disk *“" iﬁ}__
the stripe's parity block P equal - to the data block D (P=D). Also, data '
block D is marked as protected in the free blocks bit vector. It is noted
that this operation requires no reads fromthe cache or disk. In step 306

the controller wites P
FIG. 1B

8 In step 302 the disk controller&kanines the fr T§!§SHE._+14 ng%NJ

HOST SYSTEM

/10

FILE
SYSTEM
CHANNEL 20
2 i S
32 316 CACHE 31 i 30
/ ] / it °
VARIABLE |
WRITE o
PROTECTION PARITY | DATA
LOGIC
DISK CONTROLLER
e @ o
40 42 43
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and D to the disk. [f, in stepg’d the di sk control
that the entire stripe is not free, |9°é08 the controlfer deiEtimdEs

T

if the parity block Pis in the cache 31 by neans of hash ta 41T :
not, in step 310 the controller deternmines if the data bl ock being repl aced
(D[err]) is in the cache 31. If yes, in step 312 the <controller reads P
fromthe disk. If-not, in step 314 the controller reads both P and
Derr] fromthe disk. Next, in step 316 the controller exanines the

parity block prefix to determ ne whether Dierr] is protected. If yes, in
step 318

FIG. 2A

DISK NUMBER
¢ 10 1 i1 2 112 3 U3

o [V [V [V [ 7ee) 0%
1 | D4 DS D6 i % | b7
sLock 2 | D8 D9 76212 oo D11
NUMBER 3 [piz2| PR3 i3 D14 DIS
| 4 f/.f;z%/m D16 D17 D18 DIS
s |pao D2l D22 D23 ps | 19°
L J L J [ ] ] L) ]
. . . . . . .
| ] [ ] P 3 o L]

S
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IHP % HEET HAS BEEN

the controller determ nes-the new val ue §for the parity P as
XOR[err]Dlerr] XOR D. Then, in step 3@834Ro@nd D are witte EPBAGRD
If Dierr]"is not protected, in step 320 the new value for Pis eter :
as P = P XOR D and D is marked as protected in the block prefix. Then, in
step 306, P and D are witten to the disk. If &kn step 308 it is

determined that Pis in tlee™ache, in step 324 the ccmt\&ol | er exam nes the

parity block prefixtp<td¢termne etner Plerr] irsTprotected—tHf—yesyin
step 326 the disk onhfroller determnes Whether [Dgrr] is irithe cache. If
yes, steps 318, arch"‘Bgﬁ are peg@grned. I{ not, err] is r&€l fromthe
disk in S w4 L

— oJ . .
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step 328 and then steps 318 and 306 are5 ér f or med.
9 Y0954-007

'ﬂﬂSShEEIFASBCbN
REPI.ACED

[ U——
p!

v

FIG.3 W @ vES

308
- 304
\
324 P=D;
MARK D ONLY
320 1S Doig AS PROTECTED
PROTECTED
— ?
P =P XOR D: - 310
MARK D YES IS Dotd
PROTECTED IN CACHE
?

READ
' P, Dotd

P = P XOR Dgig XOR D318

b VJL .
WRITE  T~306
P.D
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|f fromstep 324 it is determned thatglpgerr] is not protecle B EN
320 the controller determ nes the newgagiggr value as P = 7 “‘ - “
marks D as protected. Then .step 306 is perforned. It is not

320 all values are taken fromthe cache and thus no reads are required from

t he di sk. ‘In a preferred enbodi nent, disk space is managed by a

conmponent of - the host operating systen1kn@mn as _the file system The file
systemis responsible for mapping | ogical ent*fes known as files and

directories to physical space onv@d$s adiNBL _miagi ng the free (unused)
di sk space. For exanple, when i caesigarny 4 reate a new file, or to
extend an existing file, the filp system y_al l ocqdte existing free space.
for this purpose, so that the free space becones—rdnr—free éi.e., in use).
Conver sel y, READ | 40

P

MARK ALL BLOCKS 7408 LET d = NUMBER OF} , .,
IN AS UNPROTECTED] Di NOT IN CACHE
! LET b = NUMBER OF 16
FOR EACH Bj IN Bj MARKED PROTECTED |-°°
CACHE: FREE CACHE THAT ARE NOT IN CACHE
SPACE FOR Bj
L410
WRITE 422
(418 READ ALL
PROTECTED Bj
READ ALL D; TO BE FREED
FIG. 4 NOT IN CACHE NOT IN CACHE
. 420
P = DI XDR"} FOR EACH
D2 XOR...XOR PROTECTED B
Dm-k TO BE FREED
P=P XOR Bj
“"—_‘} [——'—_“‘ L424
MARK ALL 3Bj | 426
UNPROTECTED
]

[
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when files are deletéd, or when the spadél’necessary to storl'%ﬂ$BH§ETHASBEEN

decreases, previously in-use space may0BgtQok free. In orddf to dFHIuHCES

the perfermance of disk wites to free space, and in order TO speed
recovery after a disk failure, it is desirable that free disk blocks be
unpr ot ect ed. For this purpose, a "Free Blocks Command"” is provided to
the disk controller, the |ogic of mhicﬁ:i hQ&M\in FIG 4. This conmand
can be issued by the file system for exanpl'e, elther whenever previously

I n-use space i s nmade 2yinoa
O ® mman|d
Em’ or b

1000\

o0 {0101 | BLOCK PREFIX:
5020 | ONLY 08 IS PROTECTED; P= 08
T—504a

FIG. 5B

009
o8| L TR DO o
B

LOCK PREFIX: 1010f~-502b

bat ch consi sting of
space which it is d
by a given tinme int
havi ng accunul at ed,
operates as foll ows

110404 D8 AND DIO ARE 011011 101110
PROTECTED ;
P=p8 XOR D10
904b
F1G. 5C

sisisls
BRenre .' MO o

TT0—s02c [/
Holo! 111001 100010 101140

BLOCK PREFIX: D8,09,010 a04c
ARE PROTECTED ; P 08 XOR D9 XOR Di0
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Flrst in, step 402 the cache mai nt enance program determn srtt  PhS i & thET i
cache I'f not, in step 404 P is read fromdisk into the ache. , Ne \ |
step 406, the program determ nes whet her the nunber of bﬂ ks - tz éh} §§§ 4}
(k) is equal to the nunber of bl ocks - 1 4n the stritpe ’““ !
counting P). I'f the entire stripe (except wom=pP) |s to be f freed |n step
408 all of the data bDRATLBSLEVEL 5 WITH FREE BLOCKS PARITY CACHE

Background of the Invention

Field of the Invention

This invention relates generally to permanent storage systems
for digital information, especially those of the disk type. and
more particularly to disk array systems which create and store
parity blocks in order to facilitate recovery from a disk failure.

Related Art

A Redundant Array of Inexpensive Disks (RAID) has beeq
proposed as a low cost alternative to a Single Large Expensive Disk
(SLED) for providing large storage of digital information with high
throughput. The theory of RAID is to use relatively inexpensive
disks, which may individually have a higher chance of failure than
more expensive disks, and compensating for this higher failure rate
by adding redundancy by creating and stbrinq pa;ity blocks to
facilitate recovery from a disk failure.

FIG. 1A shows a disk array subsystem architecture on which a
RAID organization can be implemented. A disk controller 30
connected to a host system 10, and having a cache 31 manages an
array of inexpensive disks 40-43. 1In a RAID organization with a
total of N+1 -disks, one parity block is created for each N data
blocks, and each of these N+1 blocks (N data blocks plus one parity
block) is stored on a differen; disk. In one implementation, a
parity block is computed from the N data blocks by computing a
bitwise "gxclusive Or" (XOR) of the N data bloeckS. The parity
blgck along with the N data blocks from which tuat parity block was



X

“ St e

mar ked unprotected. In step 410, each of the blocks Bj to EQ&?&Q&@ whpcﬁ:;g“ﬁ
are stored in cache is marked as free cache space. Then in jstep 4ézﬂgﬁgﬁ95“ ”

new parity block is witten to the disk. | f | ess thanDehé’ Entyf eV
stripe of data blocks is to be freed, then jn step 414 the 4 —of—A-yuse
data bl ocks (d) which are not stored in Chadar i s determned. d |s t he
nunber of data bl cks th h ve to be read fro to conpute parltg by
XORi ng al |C9TR 3 |BALLSY, IFRIP ¢ hgl1 | itblé?c’b M HrfettEdIENR
bl ocks to &&nfwe*ubmﬂunede&cnomhbnothercagbekssodetnaa1ﬁeﬂltp gBolipe nunber
of blocks that need to be read fromthe disk if parity is reconputed by
subtracting out the protected bl ocks that are becom ng unprotected.

In "A Case for Redundant Arrays of Inexpensive Disks (RAID)",

Proc. of ACM SIGMOD International Conference on Management of Data.

pp. 109-116, 1988, incorporated herein by reference, D. A.
Patterson, G. Gibson and R. H. Katz describe five types of disk

arrays classified 'as RAID levels 1 through S. Of particular

interest are disk arrays with an organization of RAID level 5,

because the parity blocks in such a RAID type are distributed

evenly across all disks, and therefore cause no bottleneck

problems. '

One shbrtcoming of the RAID environment is that a disk write
operation is far more expensive than on a SLED, because a data
write on RAID requires as many as four disk access operations as
compared with two disk access operations on a SLED. Whenever the
disk controller in a RAID organization receives a request to write
a data block,'it must not only update (i.e., read and write) the
data block, but it also must update (i.e., read and write) the
corxesponding parity block to maintain consistency. For instance,
if data block DI in FIG. 2A is to be written, the new value of P0
is calculated as:

" new PO = (old DI XOR new DI XOR old P0)
Therefore, the follbwinq four disk access operations are required:
(1) read the old data block D1; (2) read the old parity block 29;
(3) write the new data block DI1; and (4) write the new parity block
P0. The realdls must be completed before the writes can be
started.

» =~

r "performance of Disk Arrays in Transaction Process-.-ng
Environments", Proc. of International Conference on Distribuced
Computing Systems, pp. 302-309, 1992, J. Menon and D. Mattson teach
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Nexty ih step 415 it is determ ned whether d is less than
The' pwr pose of this step is to do.-the m ni mum nunber of I/
the two alternatives. |If dis less than or equal to b, injstgR
the in-use data blocks not in the cache_are read from disk e LN SR |
420 the parity is reconputed by XORi ng f the data bl ocks DL ... Dn '
with one a&mhhecachﬁnqoartb&fﬁéhenghgﬂﬂraﬂeIﬁl@ﬁk@l&t t&ewutsk|¢bw¢f¢nﬁ€£

al | of the_protected daé} bl ocks not in %Sﬁg ggﬁgRagggK{%ﬁg% g???y‘

then in st &A™
bl ock P. Tmmarcqoarata ou!ns;lubo&aetm,s ttme pr@tt@;énhqiafaoml tbkesdBsk werry fafced

out of ¢ he i ¢ pbleer1acon kil §boRdR%ea oL} oo WDl O BILREIEne.

freed are ed as un earin helr entrles int evant
bl ock pref |F»rthmor§t.ep}§ 4qlte an@lrxm:e blecberfpé'r RAFMSPPF BN ogEPYP 1s also

described. grored in the cache, then both reads from the disk array can be
avoided if the parity block is in the cache.

Commonly aésigned and co-pending United States Patent
Application 07/017,920, filed February 16, 1993 (IBM Docket YQ993-
013y, describes a system wherein parity blocks from high write
activity parity groups are stored in a cache buffer in order to
reduce the number of disk accesses during updating.

L e

A drawback of prior schemes is that at any given time, various
data blocks within a given parity group may not contain useful
data. For example, some of the data blocks may not have been used,
while others, although previously used, may have been freed by the
operating system. Thus, while each parity block is assigned to a
group of data blocks, each parity block bit depends on all
corresponding data block bits, regardless of whether Qhe data biock
is in use.

Summary of the Invention

The present invention eliminates the drawbacks discussed
above. The present invention is a system for writing data =5 a
disk array wherein a parity block can provide parity informa:z:.on
either for all data blocks within its parity group or fcr any
arbitrary subset of these data blocks. This allows garizy
information to be stored only for data blocks that are currenz.y :n
use. The system includes a cache memory coupled to the disk array
for storing parity blocks associated with parity groups compr.s.ng
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.FI GS. 5A-5C show sone exanples of how parity is d %Eﬁﬂﬂﬂﬁﬂi:ﬂSlﬂgiET

a pariiy bl ock prefix 502 in accordance with the present in entlog Q/Nuv‘m

embodi ment havi.ng four data bl ocks and one parity bl ock per||statep
is showmn. The prefix is mapped

group)

to the drawings, in which:

pari.ty..

-4-

respective locations. 1In accordance with the present invention,
each of the parity blocks includes an identifier indicative of data
blocks within a particular parity group which are protected by the
parity data. Write logic, coupled to the cache memory and the disk
array, includes means for reading the identifier and determining
whether a destination block is not protected by the parity data.
The write logic also includes write means for writing to the
unprotected location and update means for updating the parity dgcé'
and the identifier associated with the parity block including the
location, to indicate that the location is protected. '

 Brief Description of the Drawings

[ ]
¢

The present invention will be better understood by reference

FIG. 1A is a block diagram illustrating the architecture of a disk
array subsystem;

FIG. 1B is a block diagram illustrating the architecture of a disk
array subsystem in wpich the present invention is implemented:

FIG. 2A is a conventional RAID level 5 data méppinq showing the
placement of data and parity blocks;

FIG. 2 is a partitioned paricy/daca disk cache;

FIG. 3 is a flow chart of a single block write according to an
embodiment of the present invention:

FIG. 4 is a flow chart of - rfr:e blocks command according to an
embodiment of the present invention;



such” that each data block Dn has a position in the prefix. | égy dw?QJﬁa£€§Er
that the respective data block is not included in the parit caICQFa%“ﬂnﬁﬁﬁ
and a 1 indicates that the data block is included in the pafidy,

cal cul ati on. In FIG B5A, .data blocks D9, D10 and D11

only data block D8 is protected by the parity block P2. The prefix 502a S
‘set to 1000 (binary) to indicate that th arity bits 504a of parity bl ock
P2 were generated only fromblock D8. The three zeros indicate that the
remai ni ng .t hree data bl ocks are unprotect ed. In FIG 5B, it is

- assuned that the controller needs to performa wite to block D10. By
exam ni nFIte Bl #spar ikdogh odiagprami desoribing  ¢bet rmeitidyy denér Adentifher

onl'y bl oy de&ks %fprtcpieeqiz@éebx\t invention.

Detailed Description of the Preferred Embodiment

The present invention may be practiced on the disk array
subsystem shown in FIG. 1B, which includes a disk controller 30
having a cache memory 31 and an arfay of disks 40, 41, 42, and 43.
The cache memory 31 is divided into two partitiongi a data
partition 31a for buffering data blocks and a parity partition 31b
for buffering parity blocks. The data partition 3la and the parity
partition 31b are independently accessible by the cache cont:oller.
In accordance with an embodiment of the present invention, data:
block writes are performed under control of variable write
protection logic 32, which is connected to both partitions 31a and
31b of the cache 31. The data mapping in the disk array 40-43 of
the preferred embodiment to be described is a RAID level 5 (RAID V)
mapping.

FIG. 2 represents the data structures used by the disk
controller 30 for its caches 3la and 31b. When block 202 is given
a stripe's ID, RAID V determines which disk has the parity and the
numbering of data blocks on the other disks. The disk controller
then works with real disk addresses. Cache directories 204 and 206
are implemented as hash tables, one for the parity cache and one
for the data cache. Given a disk block address, the hash table is
consulted to determine whether of not the data having the address
is in the cache, and if it is in the cache, where it is. A hash
table entry for a block in the parity cache points to a least
recently used (LRU) stack 208. The address of the LRU stack entry
determines where the actual data is, since there is a one-to-one
correspondence between LRU stack entries and cache blocks. To
compute the address of data, use (cache space base address): +



the parity bits, and thus the new parity is calcul ated as PﬁBG?XER?§1QTTQt:f““
P=DIO XORold P, and is stored in parity bl ock 504b. RERLEL G 2BESiEET
it is assumed that the controller needs to performa wite tip block D9. The
old parity 502b indi.cates that- block D9 is not protected. THu&a&: 19985 -

parity is calculated as P=D8 XOR' D9 XOR D10, or P = D9 XOR ofd P. P IS
stored in parity block 504c, and prefix gﬁgated as shown in 502c.

Wth the RAID5 with free bl ocks parity systemof the present invention, if
a disk in the disk array fails, the recovery scenario is the same as that
of a standard RAID disk array. The m ssing block in each parity group
havi ng a. bbbo&konsike)fai (BRUdI skack dentwed addmeisise ot haRwl asdaciof bdse

parity grQ&&rQQsP}PﬁﬁUdé§§ék entry length). LRU stack 210 entries have a
data block address field.

In operation, each cache is used in the following way: (1)
each time a parity/data block is accessed, it is moved from its
current position to the most recently used (MRU) position in the
LRU stack; (2) when space is needed to read-in a parity/data block,
the cache space for the LRU block is freed, the block is read into
this location, placed at the MRU position, and the cache directory
is updated accordingly.

In a preferred embodiment, an LRU stack is implemented as a’
doubly-linked list, or chain, of fixed size entries. Each entry
may have information about the object for which it is a LRU stack.
In this case, a pointer to the cache block is unnecessary if
address computation techniques are used. Each entry may also have
information about two pointers, one to the next MRU entry (or NIL
if it is the MRU entry) and one to the next LRU entry (or NIL if it
is the LRU entry). The LRU stack can be implemented in software,
sigce entries can be moved anywhere out of the middle of the stack
and then put on the top of the stack with a few instructions.

FIG. 2A shows a RAID level 5 data mapping. In a RAID level 5
system with a total of N+1 disks, each parity group includes N data
blocks and a parity block. The traditional approach is to divide
data blocks into parity groups, such as that shown in FIG. 2A. 1In
FIG. 2A, for example, data blocks DO, D1, D2 and D3 and parity
block PO form a parity group. In FIG. 2A parity blocks are
labelled 100, 101, 102, 103, and 104. Parity block PO (labelled
100), therefore, is the XOR of data blocks DO (lab~'ved 110), DI
(labelled 111), D2 (labelled 112), and D3 (label.ed 113). In
accordance with the present invention, for each data block update
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An: advant age during recovery, however, is that in the presen REPLACEMENT SHEET
12" systemthe prefix provides a map of the data bl ocks dgscribed by the

parity block. Reconstruction of unused data bl ocks, thereforaome;zbanugnggﬁ
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request from the host system 10 to the disk controller 30, if the
corresponding parity block is already in the control unit cache 31,
three physical disk access operations are required for a data.
update: 1) read the old data; and 2) write the new data; 3) write
the new parity block. '

In accordance with an embodiment of the present invention,
each of the parity blocks includes an identifier, or "prefix",
which indicates which of the data blocks in the parity group are
protected. When the host system 10 sends a write command to the
disk controller 30, variable write protection logic 32 reads the
prefix from the relevant parity block in the cache memory 31. 1In
instances where the parity block prefix associated with a pa;ity
group (or "stripe®) to be written-to indicates that a particular,
data block is not protected by the parity, the old parity is XOR'ed
‘with the new data block, the prefix is updated to indicate that the
data block is protected, the new data is written to the data block
on disk, and the new parity block is written to disk. Thus, the
step of readiﬁq the old data from the disk is avoided completely.

A flow chart of the variable protection single block write
logic 32 in accordance with the invention is illustrated in FIG. 3.
This variable protection write logic 32 can be embodied as a
microcode control program executing on the disk controller's '
microprocessor. ' '

‘The logi¢ starts when the disk controller receives a write
command from the host processor 10. The write command includes the
data block, and the write addreass. Also included in the wri:ze
command is a flag, set by the host file system, which indicates
whether the entire strin-. cunsists of free (i.e., unused) space.
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fS‘uhnecessary. In the event of a single disk failure
of. the disk in prior RAID architecture disk systems can be r
Essentially, for each block of the failed disk, if it is ap
then the parity information is re-conputed, and if it is a data
its contents can be reconstructed using all other data blocks in the
stripe, together with the parity block fo8 the stripe. Usi ng the
vari abl e stripe protection schenme of the current. invention, reconstruction
takes place as follows. First, suppose the block on the failed disk is a
dat a bl ock. Fromthe parity block for the stripe, it _can be determned if
the block is In step 302 the disk controller examines the free stripe flag
to determine whether the entire stripe to which the data block
belongs is free. If the entire stripe is free, in step 304 the
disk controller sets the stripe's parity block P equal to the data
block D (P=D). Also, data block D is marked as protected in the

free blocks bit vector. It is noted that this operation requires no

reads from the cache or disk. In step 306 the controller writes P
and D to the disk.

If, in step 302, the disk controller determines that the
entire stripe is not free, in step 308 the controller determines if
the parity block P is in the cache 31 by means of hash table 304.
If not, in step 310 the controller determines if the data block.
being replaced (D,,) is in the cache 31. If yes, in step 312 the
controller reads P from the disk. If not, in step 314 the
controller reads both P and D,, from the disk.

Next, in step 316 the controller examines the parity block
prefix to determine whether D, is protected. 1If yes, in step 318

the controller determines the new value for the parity P as P = P
XOR*D,,;, XOR D. Then, in step 306, P and D are written to the disk.
1f D,, is not protected, in step 320 the new value for P is

determined as P = P XOR D and D is marked as protected in the block
prefix. Then, in step 306, P and D are written to the disk.

If in step 308 it is determined that P is in the cache, in
step 324 the controller examines the parity block prefix .to
determine whether D,,, is protected. If ves, in step 326 the disk

controller determines whether D,,, is in the cache. If yes, steps

318, and 306 are performed. If not, D,, is read from the disk in

ol

step 328 and then steps 318 and 306 are performed.



protected or unprotected. If it is protected, then its cont @ngspal®@:r:snT SHEET
reconstructed as. descri bed above, except that only the othef] protected data
bl ocks (together with the parity block) in the stripe are u egme;gi,qnnuﬁﬁﬁ“"
few other blocks are protected, this results in I/O savings
prior art nethods), and hence faster disk_recovery, wth increasing savings
for fewer protected blocks in each stripeg_The other case is that the data

~block is unprotected. In this case, no further action is
necessary, which clearly is a large inprovenment over prior art nethods. In
particul ar, nekeribatstépt s fal | od HdapiRichat! ¥ g‘g ATYEY Hrdftected,
unprotected (free) space, disk recovery will be extrénely fast as conpar ed

to the pinopt@psiPetbascentroblernedefrignines the /s Daglifiyosi luee asl Gcle on
the fail @dx@rsH drkd &ne¥ ia¥kBl BCXs protected. Then step 306 is performed.

"It is noted that in step 320 all values are taken from the cache
and thus no reads are required from the disk.

In a preferred embodiment, disk space is managed by a
component of the host operating system known as the file system.
The file system is responsible for mapping logical entities known
as files and directories to physical space on disk, and for
managing the free (unused) disk space. For example, when it is
necessary to create a new file, or to extend an existing file, the
file system may allocate existing free space for this purpose, so
that the free space becomes non-free (i.e.,.-in use). Conversely,
when files are deléted, or when the space necessary to store a file
decreases, previously in-use space may become free. In order to
optimize the performance of disk writes to free space, and in order
to speed recovery after a disk failure, it is desiréble that free
disk blocks be unprotected. For this purpose, a "Free Blocks
Command" is provided to the disk controller, the logic of which is
shown in FIG. 4. This command can be issued by the file system,
for example, either whenever previously'in‘use space is made free
in-any given stripe S, or else in batches (a batch consisting of
one command for each stripe containing protected free space which:
it is desired to make unprotected), periodically, as determined by
a given time interval, or by a threshold amount of protected free
space having accumulated, etc.

The "Free Blocks Command" of FIG. 4 operates as follows:
First, in step 402 the cache maintenance program determines if P is
in the cache. 1If not, in step 404 P is read Zrom disk into the
cache. Next, in step 406, the program determines whether the
number of blocks to be freed (k) is equal to the number of blocks
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In this case there are two methods for reconstructing the bl gcREPEAZENIE
it 1s desired to have the di sk reconstruction proceed
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in the stripe-(N) (not counting P}. If the entire stripe (except
for P) is to be freed, in step 408 all of che daca blocks are
marked unprotected. In step 410, each of the blocks Bj to be freed
which are stored in cache is marked as free cache space. Then in
step 412, the new parity block is written to the disk.

If less than the entire stripe of data blocks is to be freed,
then in step 414 the number of in-use data blocks (d) which are not
stored in cache is determined. 4 is the number of data blocks that
have to be read from disk to compute parity by XORing all in-use
data blocks. In step 416, the number b of protected data blocks to
be freed that are not in the cache is determined. b is the number
of blocks that need to be read from the disk if parity is
recomputed by subtracting out the protected blocks that are

becoming unprotected.

Next, in step 415 it is determined whether 4 is less than or

equal to b. The purpose of this step is to do the minimum number
of I/0 opefétfons of the two alternatives. If d is less than or
equal to b, in step 418 all of the in-use data blocks not in the
cache are read from disk and then in step 420 the parity is
recomputed by XORing all of the data blocks D1 ... Dn with one
another. If, on the other hand, d is greater than b, in step 422
all of the protected data blocks not in the cache are read from
disk and then in step 424 each data block Bj to be freed is XOR'ed
with the parity block P. This operation subtracts the protected
data blocks BF to be freed out of the parity block.

In step 426, all of the blocks Bj being freed are marked as
unprotected by clearing their entries in the relevant block prefix.
Then, rc_.ers 410 and 412 are performed as previously described.
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i ndependently of a host system then it is necessary to naké L WoEstgaseEeT |
assunption that all data blocks in the stripe are valid (in-juse) bl ocks.
In this case, the parity block is found by conputing the pajfi , n
data blocks in the stripe, and furthernore, all data bl ocks ke
protected in the parity block prefix areall A second net hod, which

I nvol ves communi cation with a host systemm—is as follows. For each parity
bl ock on the failed disk, the disk controller queries a host file system

for the statuspfdg eesQlséNsHSH) sShet BRaRBLBsPLEC KW hrb%ﬂhﬁ%‘ﬁt Iign p?ﬁg—%ﬁiﬁgét

file systemreturns g bit-vector Indicating, for eac i
whet her i¥S}R9 1 RePATELYh RISk RRRE I3 0292 | dNnRCEOFdzacen Hidiectel, PERESRKe
ot her datinwémicicon i n Ameembod jmerit chanbiree df Asr pdot£Chbock$i #ad | gnepparivyi S

conmput ed gf&cﬁhﬁeprgk§fbgd(859§g§ 590&3? iErEBEWn. The prefix is mapped
such that each data block Dn has a position in the prefix. A zero
indicates that the respective data block is not included in the
parity calculation, and a 1 indicates that the data block is
included in the parity calculation.

In FIG. 5A, data blocks D9, D10 and D11 are free, thus only
data block D8 is protected by the parity block P2. The prefix 502a
is set to 1000 (binary) to indicate that the parity bits 504a of
parity block P2 were generated only from block D8. The three zeros
indicate that the remaining three data blocks are unprotected.

In FIG. 5B, it is assumed that the controller needs to perform
a write to block D10. By examining the old parity block prefix
502a the controller determines that only block D8 is protected by
the parity bits, and thus the new parity is calculated as P=D8 XOR
D10, or P = D10 XOR old P, and is stored in parity block 504b.
) In FIG. 5C, it is assumed that the controller needs to perform
a write to block D9. The old parity 502b indicates that block D9
is not protected. Thus, the new parity is calculated as P=D8 XOR
D9 XOR D10, or P = D9 XOR old P. P is stored in parity block 504c,
and prefix updated as shown in 502c.

With the RAID S with free blocks parity system of the present
invention, if a disk in the disk array fails. the recovery scenario
is the same as that of a standard RAID disk array. The missing
block in each parity group having a block on the failed disk is
derived from the other blocks of its parity group on other disks.
An advantage during recovery, however, is that in the present
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of . the data bl ocks are protected in a stripe, this also is roveneﬁfwwr ]
over prior methods, since only the protected bl ocks need t “gyjﬂWbﬁms
di sk to reconpute the parity bl ock. In summary, the 2y S o

i nvention reduces the nunber of requiired reads and wites when fewer t han
all data blocks within a stripe are protekded by the parity bl ock.
Specifically, the parity blocks include identifiers which classify each.
data bl ock as being either: protected data, i.e., data for which parity

I nformati on has been conputed and stored in the parity bl ock; or

unpr ot ect etstiaimathe. erefdat proeideki ahmhped€ thendashaobgdcRer He¥cribed by
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that is not i'n use,
(protect edi§ BBREEBE§ARYyY be further classified as being in use or not in
use.

In the event of a single disk failure, the contents of the
disk in prior RAID architecture disk systems can be reconstructed.
Essentially, for each block of the failed disk, if it is a parity
block, then the parity information is re-computed, and if it is a
data block, then its contents can be reconstructed using all other
data blocks in the stripe, together with the parity block for the
stripe. ’

Using the variable stripe protection scheme of the current.
invention, reconstruction takes place as follows. First, suppose
the block on the failed disk is a data block. From the parity
block for the stripe, it can be determined if the block is
protected or unprotected. If it is protected, then its contents
are reconstructed as described above, except that only the other
protected data blocks (together with the parity block) in the
.stripe are used. If only a few other blocks are protected, this
results in I/O savings (as compared to prior art methods), and
hence faster disk recovery, with increasing savings for fewer
protected blocks in each stripe. The other case is that the data
block is unprotected. In this case, no further action is
necessary, which clearly is a large improvement over prior art
methods. In particular, note that if the failed disk contains
large amounts of unprotected (free) space, disk recovery will be
extremely fast as compared to the prior disk reconstruction
methods.

Next, suppose the block on the failed disk is a parity block.
In this case there are two methods for reconstructing the block.
First, if it is desired to have the disk reconstruction proceed
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‘independently of a host system, then it is necessary to make the
worst-case assumption that all data blocks in the stripe are valid
(in-use) blocks. In this case, the parity block is found by
computing the parity of all data blocks in the stripe, and
furthermore, all data blocks are marked as protected in the parity
block prefix area.

A second method, which involves communication with a host
system, is as follows. For each parity block on the failed disk,
the disk controller queries a host file system for the status (free
or in-use) of the data blocks in the stripe. The host file system
returns a bit-vector indicating, for each block in the stripe,
whether it is free. Each such free block is marked as unprotected,
and the other data blocks in the stripe are marked as protected.
Finally, parity is computed for the protected blocks in the stripe,
thus reconstructing the parity block on the failed disk. If fewer
than all of the data blocks are protected in a stripe, this also is
an improvement over prior methods, since only the protected blocks
need to be read from disk to recompute the parity block.

In summary, the present invention reduces the number of
required reads and writes when fewer than all data blocks within a
stripe are protected by the parity block. Specifically, the parity
blocks include identifiers which classify each data block as being
either: protected data, i.e., data for which parity information has
been computed and stored in the parity block; or unprotected data,
i.e., data for which there is no stored parity information. A data
block in the latter category should always be a block that is not
in use. Additionally, data blocks in the first (protected)
category may be further classified as being in use or not in use.
The case in which a protected data block contains data that is not

-Ln use may arise, for example, when information in the given block
is wupdated and written to another disk location, or when the
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preferred enbodi nent, the systemutilizes a cache nenory whose contents
i nclude a nunber of data and parity bl gckit as well as wite | ogic which

reads and nodifies prefixes in parity blocks so as to determ ne the actions
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departi ng donwenitse Spis'i thasd S&e®e not  included in the current parity

information. Further, data blocks that are protected, but not in
use, can be converted to unprotected blocks by recomputing parity
information for the in’-use data blocks. In a preferred embodiment,
the system utilizes a cache memory whose contents include a number
of data and parity blocks, as well as write logic which reads and
modifies prefixes in parity blocks so as tc determine the actions
required for reading and writing blocks of each type.

While the invention has been particularly shown and described® -

with reference to preferred embodiments thereof, it will be
understood by those skilled in the art that various changes in form
and details may be made therein departing from the spirit and scope
of the invention.
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desire to secure by Letters Patent is: 1. A systemfor vwitbgg_data,\FE&
di sk array, conprising: - 15~ - | "Zygjgil;_§::_
| CLAIMS

Having thus described our invention. what we claim as new, and
desire to secure by Letters Patent is:

1. A system for writing data to a disk array, comprisinq:

a cache memory coupled to the disk array, the cache memory
storing one or more barity blocks associated with stripes of
disk data blocks, each parity block including parity data
for one or more data blocks in its stripe and an identifier
identifying protected data blocks in its stripe:; and

write logic coupled to the cache memory and the disk array,
the write logic including:

means for determining whether or not a location is protected
by the parity data:

means fot writing data to a selected location;

means for computing new parity data and updating the
identifier associated with the new parity data if necessary
. to indicate that the selected location is protected.

2. The system according to claim 1, further comprising:

- means for reading from the disk array a block of data after
it has been freed: and

means for recomputing parity data and updating the'
identifier associat¢? ~i*n the recomputed parity data :o
reflect the freeing of the block of data.

= ¢ L M s %




a cache nenory coupled to the disk array, the cache nenory | Rug#q%gngy"Q¢ —
or ‘nore parity blocks associated with stripes of di sk™ d#t 3-br'e %ﬁ?”%@'ﬁfr'
parity block including parity data for one or nore data bb&gks i 4§ 1935
stripe and an identifier identifying protected data bl o@gkS I8 e
stripe; and wite logic coupled to the cache nenory and the disk
array, the wite | ogic including: 16 _nmeans for determ ning whet her
or not a location is protected by the parity data;

3. The system according to claim 2, including means for reading

from the disk array a block of data as it is freed.

4. The system according to claim 2, further comprising means
for determining an optimal set of blocks to read from disk so as
to recompute the parity data.

5. The system according to claim 2, further comprising means
for reading from the disk array a plurality of blocks of data
after they have been freed.

6. A method of writing new data to disk in a redundant array of
inexpensive disks, comprising:

storing the new data in a cache memory;

computing a parity block for in-use data blocks of a group
of data blocks in the disk array; -

attaching to the parity block an identifier indicating which
data blocks of the group of data blocks are in use;

choosing a destination data block for the new data;

determining whether the destination block belongs to a group
of free data blocks, and if so, setting the parity block
using only the new data, and writing the set parity block
and the new data to disk; otherwise, determining from the
identifier whether the destination block is protected by the
parity block;

if so, using the new data, the destination block and .
the parity block to compute a new parity block

AR
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The system according to claim 1. further

means for readlng fromthe disk ar[ay a QIogk_of data after =Tt fas pbeen

freed: and

10.

11.
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reflecting the new data and writing the new parity
block to cacne and disk:.

if not, computing a new parity block reflecting the new
data, writing the new parity block to cache and disk
and updating the identifier to indicate that the
destination block is now protected by the parity block.

The method of claim 6, wherein if the destination block is
protected by the parity block and if the contents of the
destination block are not stored in cache, reading the
contents of the destination block from disk prior to
computing the new parity block.

The method of claim 7, wherein the parity block and each of
the blocks in the group of data blocks are stored on a
different disk in the disk array.

The method according to claim 6, wherein if the parity block
is not stored in cache, reading the parity block and the
identifier from disk prior to the step of determining
whether the destination block is protected.

The method of claim 6, wherein the new parity block is
computgd by XORing the new data block and the parity block.
A method of accountlnq for unused data blocks in a redundan:
array of inexpensive dlsks, comprising:

computing a parity block for data blocks in a group of daza
blocks stored on the disks:

B * < L L] S *
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attaching to the parity block an identifier indicating which
blocks of the group are in use;

when a block is to be reclassified from in-use to unused,
computing a new parity block usinq the parity block and the
data in the block to be reclassified, and updating che
identifier to-indicate that the block to be reclassified is
not protected by the new parity block.

12. The method according to claim 11, wherein the array has an
associated cache memory, and whlierein if the parity block and
identifier are not stored in the cache memory, reading the
parity block and identifier from disk prior to the step of' *
computing a new parity block.

3. The method according to claim 11, wherein the array has an
associated cache memory, and if the data block to be _
reclassified is not stored in the cache memofy. reading the
data block to be reclassified from disk prior to the step of
computing a new parity block.

14. The method according to claim 11, wherein the identifier
comprises a number of bits equal to the number of data
blocks in the group. each bit corresponding to a differen:
one of the data blocks in the group, and wherein the s:zeg of
updating-ihe identifier comprises changing the state of =nhe
bit corresponding to the block to be reclassified.

15. The method according to claim 11, wherein the paricy blzck
and each of the data blocks in the group are stored on 2
different disk in the array.
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3. "The system according to claim2, including nmeans for rgeEFrg Fom=
the disk array a block of data as it is freed. 4. The §ySERMAQIETHTUBHBET
to claim2, further conprising means for determ ning an opf|i maé seﬁmﬁs

bl ocks to read fromdisk so as to reconpute the parity dat §.Daté ). NUN %0
system according to claim2, further conprising neans for readrng fronrche—
disk array a plurality of bIocks of data after they have been freed 6.

A method of witing new data to disk ima%etundant array of '

16. The methqQd according to claim-ll. wherein the step of
computing a new parity block comprises XORing the parity
block and the data in the block to be reclassified.
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|nexpeﬂ5|ve di sks, conpf?sing storing the new data jFraeache— . |

menory; computing a parity block for in-use data bl REF §$ﬁ%%655 JEET
of* data bl ocks in the disk array; attaching to the rity bZofkN 1935
i dentifier indicating which data bl ocks of ‘the group Datgt:a--bl-ocks
are in use; ~choosing a desti:pation data block for themew dgara;
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“det’er.mi ni ng whet her t:he destination bl ock bel ongs to a grou REPLAC@@;@J@.;E;} il

data bl ocks, and-if so, setting the parity bl ock ~usingj|only, the new
data, and witing the set parity block - and the new dati g dl%nNOV%
ot herwi se, determning fromthe i dentifier whether thel f-Frab-4
bl ock is protected by the parity bl ock; I f so, using the
new data, the destination block and ™+ the parity block to conpute
a new parity bl ock : ' ‘-—'F.IG {8 '
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reflecting the new data and witing the new parity F ?
eg

Lo‘Q e,
and di 5Kk; I f not, conputing a new parity block r il%%ﬁf w’EET
new’ data, witing the new parity block.-to cache an ﬁétgk 2 n NUV 1995
and updating the identifier to indicate that the Lnation Hlroek

| Sommmiopmanmpewovmm———

IS now protected by the parity bl ock. 7. The nethod of cIa| m 6, wherein
I f the destination block is '
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protected by the parity block and if the contents of the [ dest rarl.on., .

block are not stored in cache, reading the contents of Fre ‘?{ H@Hvﬁggsr l
bl ock fromdisk prior to conputing the new parity bl ockj 8. i gt i
met hod of claim7, whereingthe parity. bl OCE and each of | R aeksra 1
the group of data bl ocks amessStored on a--=d.fferent dis\k in the disk
array. 9. The rrethad—;aeeaé%-»g—ue—d_ai_m 6, whereiA—f-t-ho—pari-ty—bhock
is not stored in cagh L, arieadi ng the parityj bl ock and!the Ldentifigqr
fromdisk prior to TQeggtiep of dgtérrrj ni ng V\he-t—h-br the desinatior
block is protected.n; |a| - =< Lo, ==
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- 10: The nethod of claim6, wherein the new parity bl ock is

XORi ng the new data bl ock and the parity bl ock. 11. A ne
accounting for unused data blocks in a redundant array
di sks, conpri sing: conputing a parity block for inu
a group of data bl ocks stored on the disks;
17 :
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: attabhing to the parify bl ock an identifier indicating whicd
the ‘group are in use; .
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when a block is to be reclassified fromin-use to unused, i ggbrrutm% M:T \

new parity block using the parity block and the data inlt ‘mk&gﬁ@
futc2 01 5P

reclassified, and updating the identifier to indicate t
be reclassified is not protected by the new parity bl ocki

met hod according to claim1l, wherein the garray has an ~associ ated cache
nmenory, and wherein if the parlty bl ock i dentifier are not stored
in the cache nenory, reading the ;Gbl 5Aand identifier fromdisk
prior to the step of - ' a new parity bl ock 13. The_net hod

according to claim 1} 2 at ed @@
menory, and if the dftta D L
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REPUACAMBENI GHEET
to be reclassified fromdisk prior to the step of conputil ng a new

i . : . |
retlassified is not stored in the cache nenory, reading the

parity bl ock. 14. The nethod according to claim 11, wher rﬁ)atel":e.z..ﬂ.-Nm--mS---
i dentifier conprises a nunber of bits equal to the nunbe '

bl ocks in the group, each bit corresponding to a different one of the
data bl ocks in the group, and wherein the step of updating the

i dentifier conprises RABIMOLEMEL I® wittei #r®E BROCKS PRRETEORREERONdIing to the

bl ock to be reclassified. 15. The method according to claim1l, wherein

the parity bl ock and each of the data blocks in the group are stored

on a different disk in tARSTRACTy OF THE DISCLOSURE

A system for writing data to a disk array includes a cache
memory coupled to the disk array for storing data indicative of
locations on the disk array and parity blocks associated with
parity groups including the locations. Each of the parity blocks
includes an identifier indicative of locations within a particular
parity group which are protected by the parity data. Write logic
reads the identifier from the parity block, and based thereon,
determines whether a disk location is not protected by the parity
data. The write logic also writes to the location and updates the
parity data and the identifier associated with the parity block to
include the location of the data block to indicate that the
location is protected. '



- 19- 16. The method according to claim 1l

conputlng a new parity block conprises Xﬁﬁg&g&tﬁ@ﬂ&#ﬁﬁw=
data rnfthe bl ock to be reclassified. REPLACED

PRePlagens d*ﬂqé“

reflecting the new data and wrltlng the new parlty
block to cache and dlsk

if not, computing a new parity block reflecting the new
data, writing the new parity block to cache and disk
and updating the identifier to indicate that the
destination block is now protected by the parity block.

7. The method of claim 6, wherein if the destination block is
protected by the parity block and if the contents of the
destination block are not stored in cache, reading the
~contents of the destination block from disk prior to
computing the new parity block.

‘8. The method of claim 7, wherein the parity block and each of
the blocks in the group of data blocks are stored on a
different disk in the disk array.

"9, The method according to claim 6, wherein if the parity block
h is not stored in cache, reading the parlty block and the
1dent1f1er from disk prior to the step’of determining
whether the destination block is protected.

;555‘10; The method of claim 6, wherein the new parity block is
computed by XORing the new data blobk and the parity block.

11. A method of accounting for unused data blocks in a redundant
array of inexpensive disks, comprising:

A et eet—— .

_computlng a parlty block for. in use data blocks in group

B oL
of data blocks stored on the dlSkS,
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12.

13.
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attachlng to the parity block an 1dent1f1er 1nd1cat1ng which

blocks of the group are the in-use data blocks,,

when a block is to be reclassified from in-use to unused,
éomputing;a new parity block using the parity block and the
data in the block to be reclassified, and updating the
identifier to indicate that the block to be reclassified is.

not in use.

The method according to claim 11, wherein the array has an
associated cache memory, and wherein if the parity block and
identifier are not stored in the cache memory, reading the
parity block and identifier from disk prior to the step of
computing a new parity block.

The method according to claim 11, wherein the array has an

o associated cache memory, and if the data block to be
“. reclassified is not stored in the cache memory, reading the

14.

"15.

data block:to be reclassified from disk prior to the step of
computing a new parity block.

The method according to claim 11, wherein the identifier
cdmprises a number of bits equal to .the number of data
blocks in the group, each bit corresponding to a different
one of the data blocks in the grodp; and wherein the step of

-updating the identifier comprises changing the state of the

bit corresponding to the block to be reclassified.
The method according to claim 11, wherein the parity block

and each of the data blocks in the group are stored on a
different disk in the array. '
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10.

11.

 REPLACEMENT BHEET

-----------------

reflecting the new data and writiné the new parity
block to cache and disk:

if not, computing a new parity block reflecting the new
data, writing the new parity block to cache and disk
and updating the identifier to indicate that the
destination block is now protected by the parity block.

The method of claim 6, wherein if the destination block is
protected by the parity block and if the contents of the
destination block are not stored in cache, reading the .
contents of the destination block from disk prior to
computing the new parity block.

The method of claim 7, wherein the parity block and each of
the blocks in the group of data blocks are stored on a

. different disk in the disk array.

The method according to claim 6, wherein if the parity block
is not stored in cache, reading the parity block and the
identifier from disk prior to the step of determining
whether the destination block is protected.

The method of claim 6, wherein the new parity block is
computed by XORing the new data block and the parity block.

A method of accounting for unused data blocks in a redundant
array of inexpensive disks, comprising:

computlng a parlty block for in use data blocks in a_ group

of data blocks stored on the dlsks,.
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