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Technical Field

The present invention relates to a contents
distribution system and a contents distribution method.
More particularly, the present invention relates to a
contents distribution system and a contents distribution
method wherein, in transactions of contents between entities
which perform contents providing services and user devices
which perform reception of contents, execution of settlement
processing of compensation for contents charges to license
managers and content copyright holders in a sure and
efficient manner is enabled, wherein actual trading of
contents can be accurately understood in a sure and
efficient manner in transactions of contents between
entities which perform contents providing services and user
devices which perform reception of contents, and further
wherein data communication processing such as contenfs
distribution processing and the like with high security and
validity can be executed by executing attributes
confirmation of the other party of communication between

entities executing data communication.



confirmation of the other party of comunication between entities
executing data communi cation. 25 2 Background Art As of recent, the
distribution of various types of software data (hereafter referred to as-
contents) such as gane prograns, audio data, inage data, docunent-creating
5 prograns, etc. have cone to be wdely distributed over networks, such as
the Internet. Also, on-line shopping, bank settlenent, ticket sales, and
other like selling and buying of products, settlenent processing, etc.,
via networks has becone comonpl ace: 210- Wt h such data conmmuni cation via
networ ks, transferring necessary information upon the transmtting side
and the receiving side nutually confirmng that the other is the proper
obj ect ﬁgﬁ hange, i.e., assunmng a data transfer configuration
t aki ng g%%% ékﬁéhéggonsideration 15 is common. Methods for realizing the
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decryption processing follow ng predeternined procedures Dat a encryption
and decrgiid Proptdfls AW dL0E;) YA &&Va f doSiméneLeLlaPiggessi ng and

the decryption
5 programs, etc. have come to be widely distributed over
networks, such as the Internet. Also, on-line shopping,
bank settlement, ticket sales, and other like selling and
buYing of products, settlement processing, etc., via
networks has become commonplace.

10 With such data communication via networks, transferring
necessary information upon the transmitting sidé and the
receiving side mutually confirming that the other is the
proper object of the data exchange, i.e., assuming a data
transfer configuration taking security into consideration,

15 is common. Methods for realizing the security configuration
at the time of transferring data include encryption
processing of transfer data, signature processing for data,
and so forth.

Encrypted data can be restored to usable decrypted data

20 (plaintext) by decryption processing following predetermined
procedures. Data encryption and decryption methods using
encryption key for encryption processing and the decryption
key for decryption processing such information, are
conventionally well known.

25 Various types of data encryption/decryption methods



key for decryption processing such information, are conventionally well
known. 25 Various types of data encryption/decryption nethods 3 using
encryption keys and decryption keys are known, with one exanpl e thereof
being the so-called public key encryption nethod. The public key
encryption nmethod involves the originator and receiver having different
keys, 5 wth one of the keys being a public key which unspecified users
can use, and the other being a secret key which is kept secret. For
exanpl e, the data encryption key is a 3public key, and the decryption key
Is a secret key. O, this may be used.. in forns wherein an authenticator
10 generating key is a secret key, and an authenticator verifying key is a
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users can use, and the other being a secret key which is
kept secret. For example, the data encryption key is a
public key, and the decryption key is a secret key. Or,
this may be usgd"in forms wherein an authenticator

10 generating key is a secret key, and an authenticator

verifying key is a public key, and so forth.

Unlike so-called shared key encryption wherein a common
key is used for encryption/decryption, only one
predetermined party needs to hold the secret key which needs

15 to be kept secret with a public key encryption method, which
is advantageous in managing keys. However, the data
processing speed of the public key method of encryption is
slow in comparison to that of the shared key encryption
method, and accordingly is often used for small amounts of

20 data, such as distributing secret keys, digital signatures,
and so forth. A representative of type of the public key
encryption method is RSA (Rivest-Shamir-Adleman) encryption.
This_involves using the prodﬁct of two extremely large prime

numbers (e.g., 150 digits), and employs the difficulty of

25 processing factorization of the product of two extremely



This involves using the product of two extrenely large prime nunbers
(e.g., 150 digits), and enploys the difficulty of 25 processing
factorization of the product of two extrenely 4 |arge prine nunbers (e.g.,"
150 digits). The public key nethod is of a configuration wherein many and
unspecified users can use the public key, and nethods using certificates
for certifying whether or not the 5 public key to be distributed is valid,
i.e., so-called public key certificates, are often used. For exanple, a
user A generates a pair of public key 4amd secret key, sends the generated
public key to an authority, and obtains a public key certificate fromthe
authority. The user A 10 publicly discloses the public key certificate. An

unspeci fi S i tRifbedtd e SUP! | Cred@Yaisprajhe public key certificate
t hr ough Sﬁgheﬁg?hined proced%rgi,'encrypt a ;docunent or the like, and
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wth this system 20 A public key certificate is a certificate issued by a
certbfi galkd iautdey idoy by distieibwiddials tyaXid) of.d A seshiBed a certificate
created by the user presenting a certificate
public key certificates, are often used. For example, a
user A generates a pair of public key and secret key, sends
the generated public key to an authority, and obtains a
public key certificate from the authority. The user A
10 publicly discloses the public key certificate. An
unspecified user obtains the public key from the public key
certificate through predetermined procedures, encrypts a
document or the like, and sends this to the user A. The
user A decrypts the encrypted document or the like using a
15 secret key, and so forth, with this system. Also, the user
A affixes a signature to the document or the like using the
secret key, an unspecified user obtains the public key from
the public key certificate through predetermined procedures,
and verifies the signature, with this system.
20 A public key certificate is a certificate issued by a
certificate authority or issuer authority (CA or IA), and is
a certificate created by the user presenting a certificate
authority with his/her own ID, public key, etc., this

certificate authority adding information such as the ID of

25 the certificate authority and validity, etc., and further



authority with his/her owm ID, public key, etc., this certificate
authority adding information such as the ID of 25 the certificate authority
and validity, etc., and further 5 adding a signature of the certificate
authority. A public key certificate contains the version nunber of the
certificate, a serial nunber of the certificate which the issuer authority
has appropriated to the user of the 5 certificate, algorithnms and
paranmeters used for electronic signature, the nane of the certifying
authority, the wvalidity of the certtfPcate, the nane of the user of the
certificate (user ID), and the public key and electronic signature of the
user of the certificate. 10 A hash function is applied to the entirety of

the vergi@inguabsigRichbe &erthbi caleiribstrachithopyher of the
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certificate ich the certifying authority has appropriated to the user of
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the name of the certifying 15 authority, the validity of the certificate,

the nametipé ¢&erifbeate®] aheesesli humBEL, o8NEhbhBepHREicakaYwREENE! ectronic
signature of the user of the certificate, so as to generate a hash val ue,

and is defie penesatLechor gyt hes seppeopkestel tbheneenbeti 68t ephauthority on
that hash value. 20 On the other hand, at the tinme of using this public key

cert ibf i catetif heatspraligesitines pahdi pakayevérsheseer tofi edtetranibority
whi ch the user holds, to verify that electronic
signature, the name of the certifying authority, the
validity of the certificate, the name of the user of the
certificate (usef ID), and the public key and electronic
signature of the.user of the certificate.

10 A hash function is applied to the entirety of the
version number of the certificate, the serial number of the
certificate which the certifying authority has appropriated
to the user of the certificate, algorithms and parameters
used for electronic signature, the name of the certifying

15 authority, the validity of the certificate, the name of the
user of the certificate, and the public key and electronic
signature of the user of the certificate, so as to generate
a hash value, and is data generated using the secret key of
the certificate authority on that hash value.

20 On the other hand, at the time of using this public key
certificate, the user uses the public key of the certificate
authority which the user holds, to verify that electronic
signature of the public key certificate, extracts the public

key from the public key certificate following successful

25 verification of electronic signature, and uses this public



signature of the public key certificate, extracts the public key fromthe
public key certificate follow ng successful 25 verification of electronic
signature, and uses this public 6 key. Accordingly, all users using the
public key <certificate need to hold a comon certificate authority public
key. 5 Disclosure of Invention In transactions of content such as descri bed
above, those having the rights to gain profits fromsales of contents are
not restricted to the shops selling the contents, rather, there are many,
such as copyright holders 10 of the Ttoftents, |icense right hol ders who
have obtained distribution rights fromcontents copyright hol ders, service
operators (system hol ders) managi ng contents distribution systens, and so

forth. VEr prvdyvd AR t agguhat t actual fl ow of
cont ont SFEEY G Aceoraindiy} 1 aYL | ubers 2E NG Enk BLBIRC] RBYEC e B e

dependenteppitiCatd Ohdddaty HETHAL aEbAMSNObetbershaRe §AkhbRIt{he
i ndi vidual contents. In such a state, in the event that unauthorized

cont ent spibBSaAkéy PNs occur, the state arises wherein the 20 copyright
fees or the |ike acconpanying the transaction cannot be collected. That is
to say, the license holder having the distribution rights for the
contents, or the contents producer having the copyrights for the contents,
5 Disclosure of Invention
In transactions of content such as described above,
those having the rights to gain profits from sales of
contents are not restricted to the shops selling the
contents, rather, there are many, such as copyright holders
10 of the contents, license right holders who have obtained
distribution rights from contents copyright holders, service
operators (system holders) managing contents distribution
systems, and so forth. However, it is difficult to
accurately grasp the actual flow of contents, and the state
15 of the fact remains that such systems are dependent on the
voluntary declarations of the shops selling the individual
contents.
In such a state, in the event that unauthorized
contents transactions occur, the state arises wherein the
20 copyright fees or the like accompanying the transaction
cannot be collected. That is to say, the license holder
having the distribution rights for the contents, or the
contents producer having the copyrights for the contents,

are not guaranteed receipt of the license fees accompanying

25 transactions of contents between shops and users.



are not guaranteed receipt of the |icense fees acconpanying 25 transactions
of contents between shops and users. 7 The present invention has been nade
in light of the problens occurring in transactions of contents such as
descri bed above, and provides a contents charges settlenment system based
on tickets and a contents charges settlenment 5 nethod based on tickets,
enabling processing to be executed for accurately distributing contents
charges collected by distribution of contents to copyright hol ders and
others involved, i.e., so-called charlge receiving entities, followng
predeterm ned rul es, based on tickets. 10 Also, with the data transm ssion
system according to the public key encryption nethod using public key

certificatesmgygs gﬁ':feslé%ta i%%re?ﬂgjﬂoﬁ?th%salﬂéw e S asigHibest @ahkove,

contents distribation shops stributing contents,” for exanple,
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the user, and transmt these to the users. The user device which has
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decryption of the encrypted contents with his/her own secret key
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are often a different entity fromthe contents distribution
for accurately distributing contents charges collected by
distribution of contents to copyright holders and others
involved, i.e., so-called charge receiving entities,
following predetermined rules, based on tickets.

10 Also, with the data transmission system according to
the public key encryption method using public key
certificates issued by a certificate authority as described
above, contents distribution shops for distributing contents,
for example, encrypt contents to be distributed to users

15 based on the public key of the user, and transmit these to
the users. The user device which has received the encrypted
data from the contents distribution shop executes decryption
of the encrypted contents with his/her own secret key
corresponding to his/her own public key.

20 However, in actual contents transactions, the license
holder having the distribution right of the contents, or the
contents producer having the copyrights for the contents,
are often a different entity from the contents distribution

shops which perform the services of providing users with

25 contents, and oftentimes the contents distribution shops




shops which performthe services of providing users with 25 contents, and
oftentimes the contents distribution shops 8 distribute contents w thout
confirm ng whether or not the wusers to which the shop is transmtted
contents has a valid contents usage rights. That is, there are cases
wherein unauthorized usage and sales of contents are perfornmed by 5 users
whi ch do not have authorized usage rights. Also, with the types of
transactions such as descri bed above, transactions acconpani ed by due
contents charges can be established Hetween the two parties of the
contents distribution shop which is the vendor of the contents and 10 the
user device which is the user of the contents, but the |icense hol der

whi ch hof gt it Addtuie Oyi LS ¢ont DEnik§NyEBERer 998 Ro€OPRENT S

producer who has the copyrights to the contents, is not guaranteed receipt

of licengedLan WACLEHPEY i iop NEs L 2asai t ©8d odoREBRLES Ba®eh WegDnid he shop
15 and the user. At the present, the conmmopn transaction form is for the

anount forertaN s £ dr D thg. Cortiat nesl, byhewe! ané acysdecknepéinon by the
contents distribution shop, and the license fees based on a voluntary
decl ar atirgnutionmigedrusagedand salde shoponente dreepsefdbohe@rbycont ents
20 producer, etc. Wth such a contents transaction form the |icense
hol dér s dedd mhidie db giot havemuthdt sz¢d wdageonigmts, or the contents
producer hol di ng copyrights the contents,
Also, with the types of transactions such as described
above, transactions accompanied by due contents charges can
be established between the two parties of the contents
distribution shop which is the vendor of the contents and
10 the user device which is the user of the contents, but the
license holder which holds the distribution rights to the
contents, and a contents producer who has the copyrights to
the contents, is not guaranteed receipt of license fees
accompanying the transaction of contents between the shop
15 and the user. At the present, the common transaction form
is for the amount of contents sold being confirmed by
voluntary declaration by the contents distribution shop, and
the license fees based on a voluntary declaration being
provided from the shop to the license holder, contents
20 producer, etc.
With such a contents transaction form, the license
holders holding the distribution rights to the contents, or
the contents producer holding copyrights the contents,

cannot know the actual transaction of contents, and there

25 have been no means by which confirmation can be made



cannot know the actual transaction of contents, and there 25 have been no
means by which confirmati on can be nmade 9 regardi ng whet her or not

aut hori zed distribution of contents is being carried out under accurate
usage rights. The present invention has been made in |ight of the problens
I n transactions of contents such as descri bed above, 5 and provides a
contents distribution system and contents distribution nmethod having a | og
managenent configuration wherein contents distribution is carried out
under managenent of authorized conten?s-usage rights, enabling actual
transactions of contents between the contents 10 distribution shops
carrying out distribution services of contents, and users, to be

accur at ef ¥gAQ¥Mlg bvnét kE€PSEr AOLdgEEnORYLBY distriBULiGR bEIBbAtbALENe
contents, or contents producers holding the copyrights to the contents.

Speci fi cad | yeig COaELIES Sttt ahdeti 88ciPARECABALe1PigARBEL gur ation based on
purchase logs is realized wherein purchase |o0gS genérated at user devices

accordi ng to ThHaahasmtofimaieids e Hesn alidal 1y Tojhecsedd a | og
collection server. Further, in the event that the data comunication is 20

execut etbrobTamt eirt sttameseciony ofi agnBentsastcANas dés00ibedSabBove,
according to the public key encryption nethod using a public key
cert bf i cnid prsubtesdya asoweents | daser dbvhbont gyasemdasdr cobpteabsve, it is
difficult to confirm whether the
distribution method having a log management configuration
wherein contents distribution is carried out under
management of authorized contents usage rights, enabling
actual transactions of contents between the contents
10 distribution shops carrying out distribution services of
contents, and users, to be accurately known by license
holders having distribution rights to the contents, or
contents producers holding the copyrights to the contents.
Specifically, a contents distribution management
15 confiquration based on purchase logs is realized wherein
purchase logs generated at user devices according to
purchase of contents are periodically collected at a log
collection server.
Further, in the event that the data communication is
20 executed in contents transaction using a data transmission
system according to the public key encryption method using a
public key certificate issued by as certificate authority as
described above, it is difficult to confirm whether the

other party of communication is a shop, a user device, or

25 another administration server such as a system holder or the




ot her party of communication is a shop, a user device, or 25 another

adm ni stration server such as a system holder or the - 10 like. In the
present state, judgnment can only been nade based on the data transmtted
fromthe other party of communication. Accordingly, there is the
possibility that unauthorized 5 user devices, unauthorized shops, etc.,
exi st, and that unauthorized user devices nay execute fictitious
transactions of contents under the guise of a shop. Also, in the event
that a user device attenpting to execlfe-an authorized transaction
believes that this is a shop server 10 and starts comuni cati on, and
executes a contents purchase request to be nade with a shop server, e.g.,

executi anf. orfdife G atd ANNAGRERD PARCESEY "Beeh NRigei s the

danger of processing being execut ed such” as il1legally obtaining the credit

card numgyed e e Wemiheitidd afrdib €178 OVREF ShartPeopt her party is
an unaut hori zed server in guise of a shop server. Also, 1Tn the event that

unaut hordoathroicdtdidr t 1 ous contents transacti ons are executed, it becones
difficult to know the actual transaction of contents. Generally, the 20
comon transaetoedingly,i Thiede tile tae wis sdfb iAdRiye itats Alrthuteirigeconf i r ned

by voluntary declaration by the contents distribution shop, and the
| i cehise useas desierkson wamtihotisred sienpsay adtion, bex bt pranwd dgloat rom t he shop
to the license
unauthorized user devices may execute fictitious
transactions of contents under the guise of a shop. Also,
in the event that a user device attempting to execute an |
authorized transaction believes that this is a shop server
10 and starts communication, and executes a contents purchase
request to be made with a shop server, e.g., execution of
credit card number transmission processing, there is the
danger of processing being executed such as illegally
obtaining the credit card number from the user device, in a
15 case wherein the other party is an unauthorized server in
guise of a shop server.

Also, in the event that unauthorized or fictitious
contents transactions are executed, it becomes difficult to
know the actual transaction of contents. Generally, the

20 common transaction form is for the amount of contents sold
being confirmed by voluntary declaration by the contents
distribution shop, and the license fees based on a voluntary
declaration being provided from the shop to the license

holder, contents producer, etc., but in the event that

25 unauthorized or fictitious contents transactions are



hol der, contents producer, etc., but in the event that 25 unauthorized or
fictitious contents transactions are - 11 executed, there is no guarantee
that the license holder having the distribution rights for the contents or
the contents producers holding the contents copyrights can receive the

| i cense fees acconpanying the valid contents 5 transactions, even at the
shop. The present invention has been nade in light of problens in contents
transaction such as described above, and realizes a data comunication
systemcontaining attributes confirnhtion processing and data

communi cation 10 nethod containing attributes confirmation processing,
enabling prevention of processing with an unauthorized party, e.g., of

execut | Qiedola Y | Qfiedy/PRS RS SN 20th PEIREPRLdIL @OTRERY | N0

pur chasi ng of content y executing processing upon confirmation of that
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entities whi'ch execute data commini cation. Mre specifically, a data

COMUNI intdhtE Profucery HNdihAitHd MefsePnfddpipti fixPragessi ng and
data comrunication nmethod containing attributes confirtmation 20

processid@eiive AheYildednderfRids addonpBHBa mpddse arelidPravmtlateas di fferent
attributes information to the different entities, e.g., user devices
havi g fotatisa@tion®, gwerchasitig ehdpents, shop servers having functions

ror The present invention has been made in light of

problems in contents transaction such as described above,
and realizes a data communication system containing
attributes confirmation processing and data communication

10 method containing attributes confirmation processing,
enabling prevention of processing with an unauthorized party,
e.g., of execution of various types of unauthorized
processing accompanying purchasing of contents, by executing
processing upon confirmation of that attributes of the

15 entity of the other party of communication, between entities
which execute data communication.

More specifically, a data communication system
containing attributes confirmation processing and data
communication method containing attributes confirmation

20 processing, is provided wherein attributes codes are
provided as different attributes information to the
different entities, e.g., user devices having functions for
purchasing contents, shop servers having functions for

receiving purchase commissioning for contents, service

25 operator servers having functions for managing contents



recei ving purchase conmm ssioning for contents, service 25 operator servers
havi ng functions for nmanagi ng contents - 12 distribution, distribution
servers for distributing contents, etc., enabling confirmation of the

ot her party of comunication with the attributes information stored in the
public certificate or attributes certificate of each entity, 5 thereby
realizing a safe contents transaction form According to a first aspect of
the present invention, a contents charges settlenment system based on
tickets, conprises: a ticket issuiﬁglgerver for issuing tickets storing a
10 charges reception entity identifier as contents charges information
acconpanyi ng processing for purchasing of contents, and allocated charges

data w tdigegmsek ien | "eis€hib@esoh e§epireps £6F1 d¥stHnBetih§ec6rRpehtEONS
that billing processing based on purchase request data froma user device

15 has hean. coamdlel By conBirmateioneof othérebhstt papgyaoeontents purchase
request to the ticket issuing server, and receiving the ticket; a user

devi ce adnmam icsticm witlvethe Wit chibstes ubeformft deni seopstihent that i on
server configured as one of the charges reception entity, for executing
conver sipubXiomentifimatmtedd xont Hmtseskeyemhi £hcaseunficeaght abtetyjth a
stored Kkey in the user device to an encrypted contents key which is
5 thereby realizing a safe contents transaction form.
According to a first aspect of the present invention,
a contents charges settlement system based on tickets,
comprises:
a ticket issuing server for issuing tickets storing a
10 charges reception entity identifier as contents charges
information accompanying processing for purchasing of
contents, and allocated charges data with regard to the
charges reception entity, under the conditions that billing
processing based on purchase request data from a user device
15 has been completed;
a user device for transmitting a contents purchase
request to the ticket issuing server, and receiving the
ticket;
a user device authentication server, which is a user
20 device authentication server configured as one of the
charges reception entity, for executing conversion from an
encrypted contents key which is undecryptable with a stored
key in the user device to aﬁ encrypted contents key which is

decryptable with a stored key in the user device by key

25 switching processing, under the conditions that the ticket



decryptable with a stored key in the user device by key 25 sw tching
processi ng, under the conditions that the ticket - 13 has been recei
fromthe user device; and a ticket exchange server for executing char

settl ement processing based on the received ticket,

of a ticket fromthe charges reception 5 entity. Further, according

enbodi nent of the contents

pr esent

char ges

ved
ges

according to receipt

to an

charges settlenent system according to the

i nvention, tickets issued by the ticket issuing server store one
or a plurality of charges receptiom 83ti<ty identifiers as 10 contents

I nformati on and all ocated charges data with regard to one or

a

plurality of charges reception entities, and in the event of issuing a
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Further, according to an embodiment of the contents
charges settlement system according to the present invention,
tickets issued by the ticket issuing server store one or a
plurality of charges reception entity identifiers as
contents charges information and allocated charges data with
regard to one or a plurality of charges reception entities,
and in the event of issuing a ticket with a plurality of
charges reception entity identifiers the ticket issuing
server issues to the user device a number of tickets
corresponding to the charges reception entity identifiers;
and the user device has a configuration for executing
processing for transmitting the received tickets to each of
the entities corresponding to the charges reception entity
identifiers.

Further, according to an embodiment of the contents
charges settlement system according to the present invention,
a transaction identifier for identifying contents
transaction processing is stored in tickets issued by the
ticket issuing server, and in the event of issuing a

plurality of tickets with regard to one contents transaction

g fortransmtting the

of



ticket
tickets

i denti f

the tic

I ssuing server, and in the event of issuing a 25 plurality of

with regard to one contents transaction - 14 fromthe user device,
the plurality of tickets are issued storing a comon transaction ‘
ier. Further, according to an enbodi nent of the contents charges
settlement system according to the present invention, 5 tickets issued by
ket issuing server store a charges reception entity identifier as

contents charges information and allocated charges data with regard

char ges
ticket

execut es processing based on receipt of the

verificatign PEOCEssENgePicthecn

reception entity, and also—cd#dta n an electronic signature
| ssuing server; wherein the charges reception 10 entity which

to the
of the

ti cket executes signature

ngtHkecaf atRekkakgt issuing

| BELEQD €y SLE
server contained 1 n the receive ??cﬁe?? gng executes processing based on

the recotdfind & NComhékCtransdeetibr £QBALLEQRS that confirmation 15
made that there is no tanpering wth data. Further, according to an

enbodi ment  ofpritthedONtRIHSY d SRS Sarf BB SIBREN © VST CFRSCEGREREs t O the
invention, 'a user device authentication server configured as one
of the cherges secepément esystemi sScoOdbraingntogunat peaskae exeentiog, 20
key sw tching processing consisting of decrypting an encrypted contents key
KpDAS( Koy i sty pi esuend tihy atpeibt ickéeyisKpDAS sérvbe psotedavih&rges
ication server (DAS) with own secret key KsDAS to obtain a contents

pr esent

aut hent
key Kc,

10

15

20

25

rxexkeption entity identifier as contents charges information
and allocated charges data with regard to the charges
reception entity, and also contain an electronic signature
of the ticket issuing server; wherein the charges reception
entity which executes processing based on receipt of the
ticket executes signature verification processing of the
electronic signature of the ticket issuing server contained
in the received ticket, and executes processing based on the
receipt of the ticket under the conditions that confirmation
is made that there is no tampering with data.

Further, according to an embodiment of the contents
charges settlement system according to the present invention,
a user device authentication server configured as one of the
charges reception entity is of a configuration for executing
key switching processing consisting of decrypting an
encrypted contents key KpDAS(Kc) encrypted with a public key
KpDAS of the user device authentication server (DAS) with
own secret key KsDAS to obtain a contents key Kc, and
further re-encrypting with a public key KpDEV of the user

device (DEV) to generate an encrypted contents key KpDEV(Kc),

S



further re-encrypting with a public key KpDEV of the user 25 device (DEV)
to generate an encrypted contents key KpDEV(Kc), - 15 wth receipt of the
ticket as conditions thereof. Further, according to an enbodi nent of the -
contents charges settl enent system according to the present invention,
validity data is contained in a ticket issued by the ticket 5 issuing
server, as a valid processing period for charges settl enent processing
based on tickets; and the ticket exchange server executes charges

settl ement processing based on the-tildket followi ng verification of the
validity, under the conditions that validity is confirned. 10 Further, an
enbodi nent of the contents charges settlenent system according to the

Dr esent  wentd o (uré fetne MRPc Rodll 357 LOHAL P00RET KRErBIF2 Char ges I eception

entity for executing distribution of encrypted contents and encrypted

contents keyguidfir ! Meddflidd A5 M dfisSd e &f CKRL Scdmpedfin the user

devi ce; wherein encrypted contents keys transmtted by the distribution

server akafqed YPh el @it o8y St &RYScHbi-&ingr €o UBHECHYBEBRE €iRYeAt SHR! €d key
of the user device. Further, according to an enbodinent of the contents 20
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purchase request data which the user device generates and transmts to the

ticket iGssuigy SEEmedr ) Sas CONFATILM efir GGesl@iAg hpet Dgd afopechdeyese | D
serving as a user
settlement processing based on tickets; and the ticket
exchange server executes charges settlement processing based
on the ticket following verification of the validity, under
the conditions that validity is confirmed.

10 Further, an embodiment of the contents charges
settlement system according to the present invention further
has a distribution server as a charges reception entity for
executing distribution of encrypted contents and encrypted
contents keys under the conditions of receipt of tickets

15 from the user device; wherein encrypted contents keys
transmitted by the distribution server are encrypted
contents keys which are undecryptable by a stored key of the
user device.

Further, according to an embodiment of the contents

20 charges settlement system according to the present invention,
contents purchase request data which the user device
generates and transmits to the ticket issuing server is
configured as data having a user device ID serving as a user

device identifier, a transaction ID serving as a contents

25 transaction identifier, and a contents ID serving as a



device identifier, a transaction ID serving as a contents 25 transaction
identifier, and a contents ID serving as a - 16 contents identifier which
is the object of purchase request, along with containing an electronic
signature of the user device; wherein the ticket issuing server checks
whet her or not there is data tanpering by executing signature 5
verification of the contents purchase request data, and adds a new entry
in a ticket issuing nanagenent database based on the contents purchase
request data, sets status informationléindicating the processing state with
regard to the added entry, and nanages the processing sequence transition
at the 10 ticket issuing server based on the status information. Further,

accor di R R 55 G 13SREC uritie NS mrﬁé?dﬂgjeé%q;oeﬁtxﬁc.ﬁ%n%agsdé Seardy, medi um

which stores electronic tickets contalnin e en ‘entities
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processi ng, ‘charges reception entity identifiers serving as contents

char ges dehfioiefaiiheF eAHC AUHRA MK tC ANy HESARS Chd s Gafdt e P HY:
al l ocated charges data with regard to the 20 charges reception entities.

Furt her not ithheae @8badivaerianpertifiny 8C @hxdiout ifRflidignaanas di ng storing
el ectronic tickets according to Caim9 of the present invention, the
ti ck®t s vaird fdkca ieanbifgthal icdmtents purchase request data, and adds
a new entry in a ticket issuing management database based on
the contents purchase request data, sets status information
indicating the processing state with regard to the added |
entry, and manages the processing sequence transition at the
10 ticket issuing server based on the status information.
Further, according to a second aspect of the present
invention,
a recording medium, which stores electronic tickets
containing data exchanged between entities relating to
15 contents transactions according to contents transaction
processing,
charges reception entity identifiers serving as
contents charges information accompanying contents purchase
processing and allocated charges data with regard to the
20 charges reception entities.
Further, with an embodiment of the recording medium
according storing electronic tickets according to Claim 9 of
the present invention, the tickets are of a configuration

storing, as contents charges information, a plurality of

25 charges reception entity identifiers and allocated charges



storing, as contents charges information, a plurality of 25 charges
reception entity identifiers and all ocated charges - 17 data to each of
the plurality of charges reception entities. Further, according to an
enbodi ment of the recording nmedium according to the present invention, the
tickets are of a configuration storing validity data as a valid 5
processing period for charges settl enent processing based on tickets.
Further, according to an enbodi nent of the recording mediumaccording to
the present invention, the tickets aré7 of a configuration storing an

el ectronic signature of a 10 ticket issuing server. Further, according to a
third aspect of the present invention, a contents charges settl enent

method Reaned @) ddQKS CEOTPILPEPity Sof ShEPILO rLEBDEIbR! LRY; i EOT! oo 3

purchase request froma us eviceto atic ISSuTng server; a Step at
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purchase request data fromthe wuser device, and I1ssuing tickets storing a
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acconpanyi ng processing for purchasing of contents, and allocated charges
data W tJ¥ r£@TE idu el S B RS @ CRPL i Pty edd£4 Yas UAJ@4118e conditions the

billing processing has been
5 processing period for charges settlement processing based on
tickets.

Further, according to an embodiment of the recording
medium according to the present invention, the tickets are
of a configuration storing an electronic signature of a

10 ticket issuing server.

Further, according to a third aspect of the present
invention,

a contents charges settlement method based on tickets
comprises:

15 a step for transmitting a contents purchase request
from a user device to a ticket issuing server;

a step at the ticket issuing server for executing
billing processing based on purchase request data from the
user device, and issuing tickets storing a charges reception

20 entity identifier as contents charges information
accompanying processing for purchasing of contents, and
allocated charges data with regard to the charges reception
entity, under the conditions the billing processing has been

completed;

25 a step at the user device for receiving the ticket;



conpleted; 25 a step at the user device for receiving the ticket; - 18 a
step at a user device authentication server, which is configured as one of
the charges reception entity, for executing conversion froman encrypted-
contents key which is undecryptable with a stored key in the user device
to an 5 encrypted contents key which is decryptable with a stored key in
the user device by key swi tching processing, under the conditions that the
ti cket has been received fromthe wuser device; and a step at a-ticket
exchange server for executing 10 chard8s-settl| enent processing based on the
received ticket, according to receipt of a ticket fromthe charges
reception entity. Further, according to an enbodi nent of the contents

c i c ! ent of the contents
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entity identifiers; and the user devitCe executes processing for
trangm tdadypted contents key which is decryptable with a stored
key in the user device by key switching processing, under
the conditions that the ticket has been received from the
user device; and
a step at a-ticket exchange server for executing
10 charges settlement processing based on the received ticket,
according to receipt of a ticket from the charges reception
entity.
Further, according to an embodiment of the contents
charges settlement method according to the present invention,
15 tickets issued by the ticket issuing server store one or a
plurality of charges reception entity identifiers as
contents charges information and allocated charges data with
regard to one or a plurality of charges reception entities,
and in the event of issuing a ticket with a plurality of
20 charges reception entity identifiers the ticket issuing
server issues to the user device a number of tickets
corresponding to charges reception entity identifiers; and
the user device executes processing for transmitting the

received tickets to each of the entities corresponding to

25 the charges reception entity identifiers.



received tickets to each of the entities corresponding to 25 the charges
reception entity identifiers. - 19 Further, according to an enbodi nent of
the contents charges settlenent nmethod according to the present invention,
a transaction identifier for identifying contents transaction processing
Is stored in tickets issued by the 5 ticket issuing server, and in the
event of issuing a plurality of tickets with regard to one contents
transaction fromthe user device, the plurality of tickets are issued
storing a common transaction identi#i &P.~Further, according to an

enbodi nent of the contents 10 charges settlenment nmethod according to the
present invention, tickets issued by the ticket issuing server store a

charges  receplign entip JAgnt i o asusentelts Shagesdigraption and

al | ocated charges a wthTegard charges Teception entity, and
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charges settl enent nethod according to the present invention,
plurality of tickets with regard to one contents transaction
from the user device, the plurality of tickets are issued
storing a common transaction identifier.
Further, according to an embodiment of the contents
10 charges settlement method according to the present invention,
tickets issued by the ticket issuing server store a charges
reception entity identifier as contents charges information
and allocated charges data with regard to the charges
reception entity, and also contain an electronic signature
15 of the ticket issuing server; wherein the charges reception
entity which executes processing based on receipt of the
ticket executes signature verification processing of the
electronic signature of the ticket issuing server contained
in the received ticket, and executes processing based on the
20 receipt of the ticket under the conditions that confirmation
is made that there is no tampering with data.
Further, according to an embodiment of the contents
charges settlement method according to the present invention,

a user device authentication server configured as one of the

25 charges reception entity executes key switching processing



a user device authentication server configured as one of the 25 charges
reception entity executes key switching processing - 20 which generates an
encrypted contents key KpDEV(Kc), consisting of decrypting an encrypted
contents key KpDAS(Kc) encrypted with a public key KpDAS of the user
device authentication server (DAS) with own secret key KsDAS to 5 obtain a
contents key Kc, and further re-encrypting with a public key KpDEV of the
user device (DEV); with receipt of the ticket as the condition thereof.
Further, according to an enbodi nent-020the contents charges settl enent

met hod according to the present invention, 10 validity data is contained
in a ticket issued by the ticket issuing server, as a valid processing

peri od Qv%ric%hgegl%§:ats%t talnerg?{}:tr rtgeg quoier{n%nl{{a%ﬁg%}g;kséé%\gg‘gégﬁand the ticket

exchange serv executes charg on the ticket
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under the conditions of receipt of tickets fromthe user device; wherein
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encrypted contents keys whi ch are undecryptable by a stored
public key KpDEV of the user device (DEV); with receipt of
the ticket as the condition thereof.

Further, according to an embodiment of the contents
charges settlement method according to the present invention,

10 wvalidity data is contained in a ticket issued by the ticket
issuing server, as a valid processing period for charges
settlement processing based on tickets; and the ticket
exchange server executes charges settlement processing based
on the ticket following verification of the validity, under

15 the conditions that validity is confirmed.

Further, an embodiment of the contents charges
settlement method based on tickets according to the present
invention further has a distribution server as a charges
reception entity for executing distribution of encrypted

20 contents and encrypted contents keys under the conditions of
receipt of tickets from the user device; wherein encrypted
contents keys transmitted by the distribution server are
encrypted contents keys which are undecryptable by a stored

key of the user device.

25 Further, according to an embodiment of the contents



key of the user device. 25 Further, according to an enbodi nent of the
contents - 21 charges settlenent nethod according to the present

i nvention, contents purchase request data which the user device generates
and transmts to the ticket issuing server is configured as data having a
user device ID serving as a user 5 device identifier, a transaction ID
serving as a contents transaction identifier, and a contents |ID serving as
a contents identifier which is the object of purchase request, along with
containing an electronic signature of 2tlhe- user device; wherein the ticket

| ssui ng server checks whether or 10 not there is data tanpering by
executing signature verification of the contents purchase request data,

cont ont SHEFIRAEEHLHendp® hpEHSh pESUEAPnE"PRPERR b BRERR SRARR TG,
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processi ng sequence fransitron at ft I'Ssuing server based on the
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conput er system the conputer program conprising: a step for receiving
tickets gbpiédJidefhbBEPEF, a transaction ID serving as a contents
transaction identifier, and a contents ID serving as a
contents identifier which is the object of purchase request,
along with containing an electronic signature of the user
device; wherein the ticket issuing server checks whether or
10 not there is data tampering by executing signature
verification of the contents purchase request data, and adds
a new entry in a ticket issuing management database based on
the contents purchase request data, sets status information
indicating the processing state with regard to the added
15 entry, and manages the processing sequence transition at the
ticket issuing server based on the status information.
Further, according to a fourth aspect of the present
invention,
a program providing medium provides a computer program
20 for executing contents charges settlement processing based
on tickets on a computer system, the computer program
comprising:
a step for receiving tickets storing a charges

reception entity identifier as contents charges information

25 accompanying processing for purchasing of contents, and



reception entity identifier as contents charges information 25 acconpanyi ng
processi ng for purchasing of contents, and - 22 allocated charges data
with regard to the charges reception entity; a step for executing
signature verification processing of the electronic signature of the
ticket issuing server 5 contained in the received ticket; a step for
executing processing based on the receipt of the ticket under the
conditions that confirmation is nade that there is no tanpering with data
by verification of the signature; 3022 step for executing a charges

settl enent request based on the ticket. Further, according to a fifth
aspect of the present invention, a contents distribution system having a

| og W“agif&%éédcwékg&% a&é?& %9€HrLégﬁgdatéhfeﬂesgh‘f!\?geEoEeﬁﬁ%EXh”g
contents purchase requests froma user device, and trdnsmttiIng sales
confirmjpopgata to the user device; a user device for transmtting

contents purchase 20 request data to the shop server and executing .
contents purfhass rf’dlueéEéélgtﬂi@%f@ﬁé‘ﬂ:?@%?f‘i@é@f&ﬂ%f‘écé’éé%‘19?a public

key certificate of the user devite having validity set, ‘and als ecei vi ng
the sal esf ceméi é18EL PO f@t &igRflture of the ticket issuing server
5 contained in the received ticket;

a step for executing processing based on the receipt of
the ticket under the conditions that confirmation is made
that there is no tampering with data by verification of the
signature;

10 a step for executing a charges settlement request based
on the ticket.

Further, according to a fifth aspect of the present
invention,

a contents distribution system having a log managing

15 configuration comprises:

a shop server for receiving contents purchase requests
from a user device, and transmitting sales confirmation data
to the user device;

a user device for transmitting contents purchase

20 request data to the shop server and executing contents
purchase requesting processing based on procedures using a
public key certificate of the user device having validity
set, and also receiving the sales confirmation data and
generating and storing a purchase log based on the received

25 sales confirmation data; and



generating and storing a purchase | og based on the received 25 sales
confirmation data; and - 23 a log collection server for receiving an
updating request for a public key certificate of the user device based on
recei pt of the purchase log, and transmtting an wupdated public key
certificate of the user device issued by 5 a public key certificate issuer
authority to the user device. Further, according to an enbodi nent of the
contents distribution systemaccording to the present invention,
procedures using a public key certifi@ate having validity set consist of
mut ual aut hentication processing using a 10 public key certificate,
execut ed between the user device and shop server. Further, according to an

enbodi ment of, t t di i utd ngg*VQ&H: (Hé&h Q.4 he present
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server W regard to an electronic signature generated by the user device

as to co DrPWddET ISfuad priddmaseNtod ) Adnd heraisdhigevhgean 0 the shop
server, and the signature verification processing is processing using a 20

public kfyated grhiIN A Kuipldertkeficerd idf caie Wief hbewbees igeyedepy Furt her,
according to an enbodi nent of the contents distribution system according
to the pr gallicd BNidertifMicate issuer authority to the user device.

Further, according to an embodiment of the contents
distribution system according to the present invention,
procedures using a public key certificate having validity.
set consist of mutual authentication processing using a

10 public key certificate, executed between the user device and
shop server.

Further, according to an embodiment of the contents
distribution system according to the present invention,
procedures using a public key certificate having the

15 wvalidity set is signature verification processing executed
by the shop server with regard to an electronic signature
generated by the user device as to contents purchase request
data sent from the user device to the shop server, and the
signature verification processing is processing using a

20 public key stored in a public key certificate of the user
device.

Further, according to an embodiment of the contents
distribution system according to the present invention, at
least part of data exchanged between the user device and the

25 shop server is transmitted with an integrity check value




| east part of data exchanged between the user device and the 25 shop server
is transmtted with an integrity check value - 24 (ICV), based on a
session key Kses generated at the tine of nmutual authentication executed
bet ween the user device and the shop server, added thereto, and wherein
data tanpering check processing based on the ICV is executed at the 5
recei ving side. Further, according to an enbodi nent of the contents

di stribution systemaccording to the present invention, the wuser device
adds, to a purchase log transmtted-t®24the log collection server, an
integrity check value (I1CV) based on a 10 session key Kses generated at the
time of nutual authentication executed between the user device and the |og
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user device. Further, dccording to an enbodi nent of the contents
di st§i bitd Qi eMgeecording to the present invention, the
Further, according to an embodiment of the contents
distribution system according to the present invention, the
user device adds, to a purchase log transmitted to the log
collection server, an integrity check value (ICV) based on a

10 session key Kses generated at the time of mutual
authentication executed between the user device and the log
collection server, and transmits, and wherein data tampering
check processing based on the ICV is executed at the log
collection server side.

15 Further, according to an embodiment of the contents
distribution system according to the present invention, the
user device generates and adds to a purchase log transmitted
to the log collection server an electronic signature of the
user device, and wherein the log collection server executes

20 verification processing of the electronic signature of the
user device.

Further, according to an embodiment of the contents
distribution system according to the present invention, the

log collection server manages charges allocation information

25 as to one or more charges reception entities for contents



| og collection server nmanages charges allocation information 25 as to one
or nore charges reception entities for contents - 25 charges, based on a
purchase | og received fromthe user device, and executes response ‘
processi ng based on the charges allocation information corresponding to
sales confirmation requests fromcharges reception entities. 5 Further,
according to an enbodi nent of the contents distribution system according
to the present invention, the shop server nanages contents sal es data, and
executes processing for transmittimg28 I~ sales data within a

predeterm ned period or sales data per charges reception 10 entity to the

| og collection server. Further, according to an enbodi nent of the contents
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purchase r e user ice generates and transmits to the
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a contents transaction identifi'er, a contents ID serving as a
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containing an electronic signature of the user device; wherein the shop

server h@ekErideiderréquedts t heok SRat§edatrackptipeni agthyiesecuting
signature verification of the contents purchase request data, and executes

processi ng f eurtgsnsr aldotrdiiry 3 et aibsdiBieny siftthdasatteicd he contents
pur chase request data and transmtting to the user device.
distribution system according to the present invention, the
shop server manages contents sales data, and executes
processing for transmitting all sales data within a
predetermined period or sales data per charges reception
10 entity to the log collection server.

Further, according to an embodiment of the contents
distribution system according to the present invention, the
contents purchase request data which the user device
generates and transmits to the shop server is configured as

15 data containing a transaction ID serving as a contents
transaction identifier, and a contents ID serving as a
contents identifier which is the object of purchase request,
along with containing an electronic signature of the user
device; wherein the shop server checks whether or not there

20 is data tampering by executing signature verification of the
contents purchase request data, and executes processing for
generating the sale confirmation data based on the contents
purchase request data and transmitting to the user device.

Further, according to a sixth aspect of the present

25 invention,



Further, according to a sixth aspect of the present 25 invention, - 26 a
| og col |l ection server, for executing sal es managenent of contents
transacted between a shop server and a user device, accepts a public key"
certificate updating request from 5 the user device under the conditions
that a purchase I og generated by the user device according to contents
purchased by the user device is received, and executes contents sal es
managenent based on the received purchase |og. Further, according to a
seventh aspect of the present 10 invea#i-on, a contents distribution nethod
having a | og managi ng configuration conprises: a step for transmtting
contents purchase request data froma user device to a shop server and

. . | 2
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server fge LEELKLI0:3ahQULEALS poRUEERAZC HEAVESLHIOMNG el device, and
transmtting sales contirmatlon atatofseuser evice, 2 a step at t he

user deVEP@iEgr receiving the sales confirmation data and generating a
purchase og based on the received sales confirmation data; and a step at

a log col |l ectyoneSeL VErpliol 16 €keY Ve8Pt #Picate updating request from
5 the user device under the conditions that a purchase log
generated by the user device according to contents purchased
by the user device is received, and executes contents sales
management based on the received purchase log.

Further, acecording to a seventh aspect of the present

10 invention,

a contents distribution method having a log managing
configuration comprises:

a step for transmitting contents purchase request data
from a user device to a shop server and executing contents

15 purchase requesting processing based on procedures using a
public key certificate having validity set;

a step at the shop server for receiving a contents
purchase request from the user device, and transmitting
sales confirmation data to the user device;

20 a step at the user device for receiving the sales
confirmation data and generating a purchase log based on the
received sales confirmation data; and

a step at a log collection server for receiving an
updating request for a public key certificate of the user

25 device based on receipt of the purchase log, and



updating request for a public key certificate of the user 25 device based
on receipt of the purchase log, and - 27 transmtting an updated public
key certificate of the user device issued by a public key certificate

i ssuer authority to the user device. Further, according to an enbodi nent
of the contents 5 distribution nethod according to the present invention,
procedures using a public key certificate having the validity set consist
of nmutual authentication processing using a public key certificate,
execut ed between the user device ard23hep server. 10 Further, according to
an enbodi ment of the contents distribution nmethod according to the present
I nvention, procedures using a public key certificate having the wvalidity

egar d to Pt G R ARl T ioate E BRME LS 0T
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server, an sighature onh processing 1's processing using a
public key slorad i & Ablic key certificate of the user device. 20

Further, according to an enbodi nent of the contents distribution nethod

gccor di ng tOFhQ%h%&‘??%@coir'a‘i%@t kN antlemboBtleReds ¥hdlddhiifianged

etween the user device and the shop server is transmtted wth an

i ntegri tyi adu 4l fnethod according to the present invention,
procedures using a public key certificate having the
validity set consist of mutual authentication processing
using a public key certificate, executed between the user
device and shop server.

10 Further, according to an embodiment of the contents
distribution method according to the present invention,
procedures using a public key certificate having the
validity set is signature verification processing executed
by the shop server with regard to an electronic signature

15 generated by the user device as to contents purchase request
data sent from the user device to the shop server, and the
signature verification processing is processing using a
public key stored in a public key certificate of the user
device.

20 Further, according to an embodiment of the contents
distribution method according to the present invention, at
least part of data exchanged between the user device and the
shop server is transmitted with an integrity check value
(ICV), based on a session key Kses generated at the time of

25 mutual authentication executed between the user device and



(ICV), based on a session key Kses generated at the tinme of 25 nutual

aut henti cati on executed between the user device and - 28 the shop server,
added thereto, and wherein data tanpering check processing based on the
ICV is executed at the receiving side. Further, according to an enbodi nent
of the contents 5 distribution nmethod according to the present invention,
the wuser device adds, to a purchase log transmtted to the log collection
server, an integrity check value (I1CV) based on a session key Kses
generated at the tinme of nutual aut-h@® i-cati on executed between the user
device and the log 10 collection server, and transmts, and wherein data
tanpering check processing based on the ICV is executed at the | og

col I ect | e SeRyet o3l 0gr FURNDAT £nBECAKTI o' OnanothbadiueRl,gL e content s

di stribution acc ng to pfesent "I nventi r device

gener at esngodl AL e;AgPHAChASEy! Pt 180T EElohlnge! Bgecol I ecti on

server onic signature o user devi ce, wherein the | og

col l ectiph-sEyVEL £xgeutes verification processing of the electronic
signature o? t%e‘5 user device. 20 Further, according to an enbodi nent of

the contents pfhgidd PUdBrdBAd Otb 2%k b oFihént NEr PERS eBbnt BNESti On, the
| og col |l ection server manages charges allocation information as to one or
nor e schad §eer i Be€Pdh Ole ERGHt b8E0FQLn§OBLERhE present invention, the
user device adds, to a purchase log transmitted to the log
collection server, an integrity check value (ICV) based on a
session key Kses generated at the time of mutual |
authentication executed between the user device and the log

10 collection server, and transmits, and wherein data tampering
check processing based on the ICV is executed at the log
collection server side.

Further, according to an embodiment of the contents
distribution method according to the present invention, the

15 user device generates and adds to a purchase log transmitted
to the log collection server an electronic signature of the
user device, and wherein the log collection server executes
verification processing of the electronic signature of the
user device.

20 Further, according to an embodiment of the contents
distribution method according to the present invention, the
log collection server manages charges allocation information
as to one or more charges reception entities for contents
charges, based on a purchase log received from the user

25 device, and executes response processing based on the



charges, based on a purchase | og received fromthe user 25 device, and
execut es response processing based on the - 29 charges allocation

i nformati on corresponding to sales confirmation requests from charges
reception entities. Further, according to an enbodi nent of the contents

di stribution nethod according to the present invention, the 5 shop server
manages contents sales data, and executes processing for transmtting al
sales data within a predeterm ned period or sales data per charges
reception entity to the |og collecti@éf server. Further, according to an
enbodi nent of the contents 10 distribution nethod according to the present
I nvention, the contents purchase request data which the user device

gener at g5, AYbd IANYBASidP fmﬁﬁm&?ra&fréép&%iﬁ?%@dséfes dat a

containing & transaction ID serving as a contents ransaction identifier,

and a c¥Eitmdtd SEMediess arddm (Y B4e S Feleabt{berenpieless the object
of purchase request, along with containing an electronic signature of the

user devi Ceruwitdledi,n acho ralion TR W1 citRfdimeMietdercmy dsitditeye is data
tanpering by executing signature verification of the contents purchase

request diaitailard X eetiesd HosRssing (oOrtRd peeesrt | DgvéNeisw) ethe
confirmati on data based on the contents purchase request data and
t ransSm tshopg sexrvdre mEasgate\daretentfairddibes dattdy damd) éxeantes ght h aspect of
the present invention,
processing for transmitting all sales data within a
predetermined period or sales data per charges reception
entity to the log collection server.
Further, according to an embodiment of the contents
10 distribution method according to the present invention, the
contents purchase request data which the user device
generates and transmits to the shop server is configured as
data containing a transaction ID serving as a contents
transaction identifier, and a contents ID serving as a
15 contents identifier which is the object of purchase request,
along with containing an electronic signature of the user
device; wherein the shop server checks whether or not there
is data tampering by executing signature verification of the
contents purchase request data, and executes processing for
20 generating the sale confirmation data based on the contents
purchase request data and transmitting to the user device.
Further, according to an eighth aspect of the present
invention,

a program providing medium for providing a computer

25 program for executing contents distribution management on a



a program providing nmedium for providing a conputer 25 program for
executing contents distribution nmanagenent on a - 30 conputer system
conprises: a step for receiving a purchase | og which a user device '
generates according to contents purchased by the user device; 5 a step for
executing verification of the purchase log; and a step for accepting a
public key certificate updating request fromthe user device under the
conditions that the authority of the-received | og has been confirmed by
the 10 verification of the purchase-l @9, -obtaining the updated public key
certificate, and transmtting to the user device. Further, according to a
ninth aspect of the present invention, a data conmmunication system
contalns attrlbutes 5 confirpation processing, wherein, between entities
execut i NgCRRBYEL ¢ c%??%ﬁlsﬁ§tr|butes i nformation set at an entlty

Certi1i cat Qeoaft ”‘%ra et et ilaitand oRs FoBe o Fade B8eE, ol 1y
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attri but I on e con ons or ex |ng proceSS|ng
Furt her, é@}g@dlng to an enbodlnent of the data communication system
accordlng to the present invention, the

5 a step for executing verification of the purchase log;
and
a step for accepting a public key certificate updating
request from the user device under the conditions that the
authority of the-received log has been confirmed by the
10 verification of the purchase log, obtaining the updated
public key certificate, and transmitting to the user device.
Further, according to a ninth aspect of the present
invention,
a data communication system contains attributes
15 confirmation processing, wherein, between entities executing
data communication, attributes information set at an entity
which is the other party of communication is obtained from a
public key certificate or attributes certificate of an
entity which is the other party of communication, with
20 attributes confirmation based on the obtained attributes
information being the conditions for executing processing.
Further, according to an embodiment of the data
communication system according to the present invention, the
attributes information is attributes information set based

25 on functions of entities.



attributes information is attributes information set based 25 on functions
of entities. - 31 Further, according to an enbodi nent of the data

comuni cation system according to the present invention, entities
executing data comruni cations are entities naking up a contents

di stribution system and contain two or nore 5 entities of user devices
havi ng functions for purchasing contents, shop servers having functions
for receiving contents purchase requests, and service operating servers
havi ng functions for managi ng distri-bgdli en of contents, with attributes
codes-serving as differing attributes information 10 being provided to each
different entity, and stored in a public key certificate or attributes
certificate
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contents, shop servers having functions for receiving
contents purchase requests, and service operating servers
having functions for managing distribution of contents, with
attributes codes- serving as differing attributes information

10 being provided to each different entity, and stored in a
public key certificate or attributes certificate of each
entity.

Further, according to an embodiment of the data
communication system according to the present invention,

15 attributes information of the entities is stored in a public
key certificate of the entity, and wherein the public key
certificate storing the attributes information has a
signature of a public key certificate issuer authority
generated and stored therein.

20 Further, according to an embodiment of the data
communication'system according to the present invention,
attributes information of the entities is stored in an
attributes certificate of the entity, and wherein the
attributes certificate storing the attributes information

25 has a signature of an attributes certificate issuer



attributes certificate storing the attributes information 25 has a
signature of an attributes certificate issuer - 32 authority generated and
stored therein. Further, according to an enbodi nent of the data '
comuni cation system according to the present invention, the processing
for obtaining attributes information set at an 5 entity which is the other
party of comruni cation between entities executing data conmunication, is
executed as processing for obtaining froma public key certificate of the
other party of communication in nutoal2act hentication processing between
entities. 10 Further, according to an enbodi nent of the data communication
system according to the present invention, the processing for obtaining

attri but gsthef PEPBGERBr&€bdahn@Nst8Pbit ¥Ynbksh. i s the other party of
comuni cati on between entities executing data conmuni cation, i s executed

as 15 processhicHer, licdidivyg afb adn rénbd EEmeet tof i €péeqofat he ot her
party of comruni cation, executing signature verification of the attributes

certifi codmmisstgtiont Spstéd avbdbhidngheoathel pubseneeihvbheabs, 8nd
obtaining fromthe attributes certificate under the conditions of success
of 20 sprmedssEngefofichbtabninfuatbeibutesoidfogmatien esbodinent of the
data conmmuni cation system according to the present invention, the
procéssiemt ity wihich nismgthetotherepartnyoofintommusitatioanbetween

entities executing data communication, is executed as

processing for obtaining from a public key certificate of

the other party of communication in mutual authentication'

processing between entities.

10 Further, according to an embodiment of the data
communicatioﬂ system according to the present invention, the
processing for obtaining attributes information set at an
entity which is the other party of communication between
entities executing data communication, is executed as

15 processing for obtaining an attributes certificate of the
other party of communication, executing signature
verification of the attributes certificate issuer authority
within the attributes certificate, and obtaining from the
attributes certificate under the conditions of success of

20 signature verification.

Further, according to an embodiment of the data
communication system according to the present invention, the
processing for obtaining attributes information set at an

entity which is the other party of communication between

25 entities executing data communication, is executed as



entity which is the other party of comrunication between 25 entities
executing data communi cation, is executed as - 33 processing for
obtaining froma public key certificate of an entity which is the other
party of communi cation applied to signature verification processing of
recei ved data. Further, according to an enbodi nent of the data 5

communi cati on system according to the present invention, the processing
for obtaining attributes information set at an entity which is the other
party of communi cati on between entit3ss-executing data conmunication, is
executed as processing for confirmng an attributes certificate linking 10
with a public key certificate of the other party of comrunication, based
on the public ke rtificate serial nu r. stored in the public key
certifi CACE e%’ﬁd"%é’[ tcfr%lrbﬁbetsa“}:]é’rq it Thtdk mﬁclo‘?nm ca‘?%’o%’tca"’fpfrﬁ ncgtc f3hm an
attribu Lcerhifjcate stori ublic key .certifli e, serial 15
nunber E:?g&tlﬁ‘ E)'}lsﬁdl pqlf’e.)}:%c?er tﬁ%ég}%e& Fuorfr?eogtyn%% td’r% ‘?%? ederftfbdi ment
of the dalihaceOUMLGR A Sy LANAGRAIY Nk L ddR ] GREIY T nvent fon, t he

attributés confirmation processing is e as conparison processing
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processing for obtaining attributes information set at an
entity which is the other party of communication between
entities executing data communication, is executed as
processing for confirming an attributes certificate linking
10 with a public key certificate of the other party of
communication, based on the public key certificate.serial
number stored in the public key certificate and attributes
certificate in common, and obtaining from an attributes
certificate storing the same public key certificate serial
15 number as the public key certificate.

Further, according to an embodiment of the data
communication system according to the present invention, the
attributes confirmation processing is executed as comparison
processing between attributes code obtained from a public

20 key certificate or attributes certificate of the other party
of communication and attributes code set in an entity
presupposed to be the other party of communication.

Further, according to an embodiment of the data
communication system according to the present invention, the

25 attributes confirmation processing is comparison processing



Further, according to an enbodi rent of the data conmmunication system
according to the present invention, the 25 attributes confirmation
processing i s conparison processing - 34 of attributes code contained in a
comuni cati on processing execution sequence unique to a particular other
party of comrunication; and is executed as conpari son processing between
attributes code set to the particular other party of 5 comrunication and
attributes code obtained froma public key certificate or attributes
certificate of the other party of coratuni cation. Further, according to a
tenth aspect of the present invention, a data comuni cation nethod
containing attributes 10 confirmation processing conprises: an attributes

i nf ormat i gn tajning st for, hetween _entities executing data
communi c&¢1 81 T OBREFR; RGOk FPPBALEST fAr 3 ARRRYAISACIAR RACERERLPSuni ch i s
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steps s tbAmEANEAE1OASahAr attributes code obtained from a public key
certificate or attributes certificate of the other party of
communication.
Further, according to a tenth aspect of the present
invention, a data communication method containing attributes
10 confirmation processing comprises:
an attributes information obtaining step for, between
entities executing data communication, obtaining attributes
information set at an entity which is the other party of
communication from a public key certificate or attributes
15 certificate of an entity which is the other party of
communication; and
an attributes confirmation processing step for
executing attributes confirmation based on the attributes
information obtained in the attributes information obtaining
20 step;
wherein confirmation of the validity of attributes in
the attributes confirmation step is the conditions for
executing the next process.
Further, according to an embodiment of the data

25 communication method according to the present invention, the



executing the next process. Further, according to an enbodi nent of the data
25 commruni cation nethod according to the present invention, the - 35
attributes information is attributes information set based on functions of
entities. Further, according to an enbodi nent of the data comunication
met hod according to the present invention, 5 entities executing data
communi cations are entities nmaking up a contents distribution system and
contain two or nore entities of user devices having functions for
purchasing contents, shop servers hav¥bng functions for receiving contents
purchase requests, service operating servers having 10 functions for
managi ng di stribution of contents, and distribution servers for
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attributes 1 nformation el ng provided to eac erent entity, and stored

ina pylighovissstdfispifepssattributes certificate of each 15 entity;
and execute attributes confirmation based on the public key certificate or

attributes ceffrithesal @ccdidiMfvo it Unhdiinéh@oerandidgyy of the data
comuni cati on net hod according to the present invention, the public key

certifi cadmmpdiddeiNimdthsPd@doed Bid rtOUERS BPesBAON IRVERDiISE] tO the
entity, with a signature of the public key certificate issuer authority

stor sfl it B fes adec@timntddta feomexeLedt Denat 4ré bohest ce8fmaKkBhgon
sreet eiq:a contents distribution system; and contain two or more
entities of user devices having functions for purchasing
contents, shop servers having functions for receiving
contents purchase requests, service operating servers having
10 functions for managing distribution of contents, and
distribution servers for distributing contents with
attributes codes serving as differing attributes information
being provided to each different entity, and stored in a
public key certificate or attributes certificate of each
15 entity; and execute attributes confirmation based on the
public key certificate or attributes certificate.

Further, according to an embodiment of the data
communication method according to the present invention, the
public key certificate of the entity contains attributes

20 information set to the entity, with a signature of the
public key certificate issuer authority stored therein; and
an entity for executing attributes confirmation executes
processing for obtaining the attributes information
following signature verification of the public key

25 certificate issuer authority.



processing for obtaining the attributes information follow ng signature
verification of the public key 25 certificate issuer authority. - 36
Further, according to an enbodi nent of the data comrunication nethod
according to the present invention, the attributes certificate of the
entity contains attributes information set to the entity, with a signature
of the 5 attributes certificate issuer authority stored therein; and an
entity for executing attributes confirmati on executes processing for
obtaining the attributes informati oA 360kl owi ng signature verification of
the attributes certificate issuer authority. 10 Further, according to an
enbodi nent of the data comunication nethod according to the present

i nvention, t e rocessin% f.or %bt%inin agiri ut iQ;o qgtipn_set at an
entity whi chPLEHEE -oPREPLEATE, t6r o FARRCRT N Porhserta eht i (i s
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an entity for executing attributes confirmation executes

processing for obtaining the attributes information

following signature verification of the attributes

certificate issuer authority.

10 Further, according to an embodiment of the data
communication method according to the present invention, the
processing for obtaining attributes information set at an
entity which is the other party of communication between
entities executing data communication, is executed as

15 processing for obtaining from a public key certificate of
the other party of communication in mutual authentication
processing between entities.

Further, according to an embodiment of the data
communication method according to the present invention, the

20 processing for obtaining attributes inforﬁation set at an
entity which is the other party of communication between
entities executing data communication, is executed as
processing for obtaining from a public key certificate of

the entity which is the other party of communication,

25 applied to signature verification processing of received



processing for obtaining froma public key certificate of the entity which
Is the other party of conmunication, 25 applied to signhature verification
processi ng of received - 37 data. Further, according to an enbodi nent of
the data comuni cation nethod according to the present invention, the
processing for obtaining attributes information set at an 5 entity which is
the other party of comrunication between entities executing data

comuni cation, is executed as processing for confirmng an attri butes
certificate linking with a. public-kéy eertificate of the other party of
comuni cati on, based on the public key certificate serial 10 nunber stored
in the public key certificate and attributes certificate in conmon, and
obt ai ni ngyfyoman attributes certificate storing the sane public key
certificate serial nunber as the public key certificate. Further,

accor di ng t o ey ¢9iER0diaRRlr diind K& Gaf Enkd SRERMN FAlIRD J@thod according to

t he present invention, the attributes confirmation processing step is

execut e iinurPIERATS 5 Ge A Said el DRy ve&%&ét;{fé%ﬁ@ £OGEn LPE R from a
public key certificate or attributes certificate of an entity which is the

ot her pgrotedfsayMisY GO By A0 2ibutdlit BSFSAREE Bt sdcafceaiity
presupposed to be the other party of conmunication. Further, according to
an esbodin®Eitly afhidie idattthe other party of communication between
entities executing data communication, is executed as
processing for confirming an attributes certificate linking
with a public key certificate of the other party of
communication,_based on the public key certificate serial
10 number stored in the public key certificate and attributes
certificate in common, and obtaining from an attributes
certificate storing the same public key certificate serial
number as the public key certificate.
Further, according to an embodiment of the data
15 communication method according to the present invention, the
attributes confirmation processing step is executed as
comparison processing between attributes code obtained from
a public key certificate or attributes certificate of an
entity which is the other party of communication and
20 attributes code set in an entity presupposed to be the other
party of communication.
Further, according to an embodiment of the data
communication method according to the present invention, the
attributes confirmation processing step is comparison

25 processing of attributes code contained in a communication



comuni cati on nethod according to the present invention, the attributes
confirmati on processing step is conparison 25 processing of attributes code
contained in a comruni cation - 38 processing execution program unique to a
particular other party of conmunication; and is executed as conparison
processi ng between attributes code set to the particular other party of
comuni cation and attri butes code obtained 5 froma public key certificate
or attributes certificate of the entity which is the other party of

conmmuni cation. Further, according to3#n-el eventh aspect of the present

I nvention, a recording-nediumhas attributes information based on 10 the
functions of an entity for executing data conmunication as configuration
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Further,oéﬁé¥”§gfﬁyt@facéﬂﬁﬁﬁﬁé&ﬁboﬁsﬂﬁéta@frlﬂ&te@réééétobﬁxﬁﬁéaon,
5 from a public key certificate or attributes certificate of
the entity which is the other party of communication.
Further, according to an eleventh aspect of the present
invention,
a recording-medium has attributes information based on
10 the functions of an entity for executing data communication
as configuration data, and stores a public key certificate
containing signature data of a public key certificate issuer
authority.
Further, according to a twelfth aspect of the present
15 invention, |
a recording medium has attributes information based on
the functions of an entity for executing data communication
as configuration data, and stores an attributes certificate
containing signature data of an attributes certificate
20 issuer authority.
Further, according to a thirteenth aspect of the
present invention,
a program providing medium provides a computer program
for executing data communication processing on a computer

25 system, the computer program comprising:



a program providi ng nmedi um provi des a conputer program for executing data
conmmuni cati on processing on a conputer 25 system the conputer program
conprising: - 39 an attributes information obtaining step for, between
entities executing data comunication, obtaining attributes information
set at an entity which is the other party of comunication froma public
key certificate or attributes 5 certificate of the entity which is the

ot her party of communication; and an attributes confirmati on processing
step for executing attributes confir@&tion based on the attributes

I nformati on obtained in the attributes information obtaining 10 step. Now,
the program providing nediumrelating to the present invention is a nedium
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nmedi um defines the structural 20 or functional cooperative Telation
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functions of a particular conputer programon a conputer system 1In
5 certificate of the entity which is the other party of
communication; and

an attributes confirmation processing step for
executing attributes confirmation based on the attributesl
information obtained in the attributes information obtaining

10 step.

Now, the program providing medium relating to the
present invention is a medium for providing a computer
program in a computer-readable format to a general-purpose
computer system capable of executing various types of

15 program code, for example. The medium is not particularly
restricted in form, such as to recording media such as CDs,
FDs, MOs, or the like, or to transfer media such as networks
or the like.

Such a program providing medium defines the structural

20 or functional cooperative relation between the computer
program and providing medium, for realizing the functions of
a particular computer program on a computer system. In
other words, installing a computer program in a computer
system through the providing medium causes the cooperative

25 operations to be manifested on the computer system, so



other words, installing a conputer programin a conputer systemthrough

t he providi ng nedi um causes the cooperative 25 operations to be manifested
on the conmputer system so - 40 operations the sanme as the other aspects "
of the present invention can be obtained. O her objects, characteristics,
and advantages of the present invention will becone nore apparent from
detailed 5 description based on the | ater-described enbodi nents of the
present invention and the attached drawi ngs. Brief Description of the
Drawings Fig. 1is a diagran1describiﬁ8 ad systemoverview of a 10 contents
di stribution systemaccording to the present invention and contents
distribution processing. Fig. 2 is a diagramillustrating the configuration

of a shijjersiicis WiHd ddife CONtENE Soth St radpedes SFStRE BEEKERENY to the
present invention. 15 Fig. 3 is a diagramillustrating the configuration of

a pur chiasentiay e tbeladlothwieedf the shop server with the contents
di stribution systemaccording to the present invention. Fig. 4 is a
di agram il | usthatd o jidet sGorfhag@wealdrdss tdics ,2@mbradvalntespss of tHe shop
server with the contents distribution systemaccording to the present
i nvent i gresény. iMventaial agikinbddame murecapperennffgom adetamibéda user
devi ce authentication server with the contents

5 description based on the later-described embodiments of the

present invention and the attached drawings.

Brief Description of the Drawings

Fig. 1 is a diagram describing a system overview of a

10 contents distribution system according to the present
invéntion and contents distribution processing.

Fig. 2 is a diagram illustrating the configuration of a
shop server with the contents distribution system according
to the present invention.

15 Fig. 3 is a diagram illustrating the configuration of a
purchase management database of the shop server with the
contents distribution system according to the present
invention.

Fig. 4 is a diagram illustrating the configuration of

20 control means of the shop server with the contents
distribution system according to the present invention.

Fig. 5 is a diagram illustrating the configuration of a
user device authentication server with the contents
distribution system according to the present invention.

25 Fig. 6 is a diagram illustrating the configuration of a



di stribution systemaccording to the present invention. 25 Fig. 6 is a
diagramillustrating the configuration of a - 41 |icense nanagenent

dat abase of the user device authentication server with the contents

di stribution system according to the present invention. Fig. 7 is a
diagramillustrating the configuration of a 5 user device with the
contents distribution systemaccording to the present invention. Fig. 8 is
a diagramillustrating the configuration of a purchase nanagenent database
of the user device with the contents4di stribution systemaccording to the
present 10 invention. Fig. 9 is a diagramillustrating a public key
certificate distribution configuration with the contents distribution

systen1affgégégg?%ﬁﬁggﬁgg£e&gggbgggegki?Hgag%grtégyhéea di agram descri bi ng

si gnat ure gener processing appll € contents distribution

system 2GRk '{‘&aﬁi’oﬁhgei?\rréfeﬂith”}{ﬁgg ?RteE{:Q-dlétﬁbﬁt%ﬁ?é?rg}:gﬁspri bing

signature verifying processing app e to the contents ution

system @@@gf@iﬂg 8 %@ﬁt?fgggﬂg i V@Hﬁi@ﬂ; 20 Fig. 12 is a diagram

descri bi ng mutuall aut cation (symetric key nethod) processing
applicabl e t gritdie oY eNtHiadha 1 PUid OFa SMHY HPRECESH £ HSrd Lidmeo Present

I nvention. Fig.” 13 is a diagram describing nutual authentication
5 user device with the contents distribution system according
to the present invention.

Fig. 8 is a diagram illustrating the confiqguration of a
purchase management database of the user device with the
contents distribution system according to the present

10 invention.

Fig. 9 is a diagram illustrating a public key
certificate distribution configuration with the contents
distribﬁtion system according to the present invention.

Fig. 10 is a diagram describing signature generating

15 processing applicable to the contents distribution system
according to the present invention.

Fig. 11 is a diagram describing signature verifying
processing applicable to the contents distribution system
according to the present invention.

20 Fig. 12 is a diagram describing mutual authentication
(symmetric key method) processing applicable to the contents
distribution system according to the present invention.

Fig. 13 is a diagram describing mutual authentication
(asymmetric key method) processing applicable to the

25 contents distribution system according to the present



(asymmetric key nethod) processing applicable to the 25 contents

di stribution system according to the present - 42 invention. Fig. 14 is a
di agram descri bing the configuration of data conmuni cated between entities
in the contents distribution systemaccording to the present invention. 5
Fig. 15 is a diagram describing. data verification processing applicable to
the contents distribution system according to the present invention. Fig.
16 is a diagramdescribing the key switching processing executed with the
contents distribution system 10 aceod@i rRg to the present invention. Fig.
17 is a diagramdescribing the configuration of data conmuni cated between
entities in the contents distribution systemaccording to the present

i nventi o V%ﬂ%ﬁ &8 is a diagram describing the configuration of 15 data
comuni cat 6d between entities in the contents distribution system

accordi ng toghe presgnty idivaeqq}telnprﬂeﬂxgi.&}:iﬁ% k@%e%@%%%@mlt@f ng the

contents key saving "processing execute r'i bution

system Qeep i f-4 €161 PEESFEEn | SYENE 108 180 hEdeoRPehPs? di agram

describing the status transition e shop server wth the contents

di stri buiion- Syst f80 SFSoed AcdPaifg €6 CeRP prBYERE! PRvefitdon2l s a
di agram describing the status transition
5 Fig. 15 is a diagram describing data verification
processing applicable to the contents distribution system
according to the present invention.

Fig. 16 is a diagram describing the key switching
processing executed with the contents distribution system

10 according to the present invention.

Fig. 17 is a diagram describing the configuration of
data communicated between entities in the contents
distribution system according to the present invention.

Fig. 18 is a diagram describing the configuration of

15 data communicated between entities in the contents
distribution system according to the present invention.

Fig. 19 is a diagram describing the contents key saving
processing executed with the contents distribution system
according to the present invention.

20 Fig. 20 is a diagram describing the status transition
of the shop server with the contents distribution system
according to the present invention.

Fig. 21 is a diagram describing the status transition
of the user device with the contents distribution system

25 according to the present invention.



of the user device with the contents distribution system 25 according to
the present invention. - 43 Fig. 22 is a diagramdescribing the status
transition of the user device authentication server with the contents

di stribution systemaccording to the present invention. Fig. 23 is a

di agram descri bing the processing flow 5 between a shop server and user
device (part 1) with the contents distribution systemaccording to the
present invention. Fig. 24 is a dlagran1descr|b|ng t he processing fl ow
bet ween a shop server and user device4@art 2) with the 10 contents

di stribution systemaccording to the present invention. Fig. 25 is a

di agram describing the processing flow between a user device

aut henti cati g geryer; Ayl &h?&éré’r@%éé‘cr%iﬁbt{ﬁecﬁéﬁﬁ'é stHhRS{¢ Poh i on
system according to the 15 present inventionh. Fig. I's a di agram

descri bigg the wsef£essvigel havtheRCivBLNoA HéEGeQGWhﬁﬁ aHehephteatson server
and shop server wth the contents distribution systemaccording to the

present diwenib@PiorOsys€em2dctsraifljagoathdepeebbhagihenpieagssi ng flow
bet ween a shop server and user device (part 1) with the contents
di stri bution ikt €28 aicc i digyitam tdesqx 8smd thevigrdecessing flow
5 Dbetween a shop server and user device (part 1) with the
contents distribution system according to the present
invention. |

Fig. 24 is a diagram describing the processing flow
between a shop server and user device (part 2) with the

10 contents distribution system according to the present
invention.

Fig. 25 is a diagram describing the processing flow
between a user device authentication server and user device
with the contents distribution system according to the

15 present invention. |

Fig. 26 is a diagram describing the processing flow
between a user device authentication server and shop server
with the contents distribution system according to the
present invention.

20 Fig. 27 is a diagram describing the processing flow
between a shop server and user device (part 1) with the
contents distribution system according to the present
invention.

Fig. 28 is a diagram describing the processing flow

25 Dbetween a shop server and user device (part 2) with the



Fig. 28 is a diagramdescribing the processing flow 25 between a shop
server and user device (part 2) with the - 44 contents distribution system
according to the present invention. Fig. 29 is a diagram descri bing ‘
contents distribution processing using a distribution server as a

nodi fication of 5 the contents distribution systemaccording to the
present invention. Fig. 30 is a diagram describing contents distribution
processing using a distribution server as a nodification of the contents

di stribution systemaccording to the gdesent 10 invention. Fig. 31 is a

di agram descri bing contents distribution processing in a nodification of
the contents distribution systemaccording to the present invention. Fig.

32 is a g d . bi ng. 1t he |0 | fo l a ni cat ed
bet veen SHTTTES T Cher Lot ant L5 aroFPPBERTaY tosPai REeBPig (0 the
present {nvent{gn. Fig. 33 is a diagramdescribing the configuration of

data communi cated between entities in the contents distribution system

according to giie HIESeNta IPMEM AP Heddr i thg Yontere s AL BP1KIGSLSH bi ng the
configuration of data conmunicated between entities in the contents

di stribyttSFeSyThE ALY 8 A9stPibhEeibh eS8 Vel NENLI ABdiFiBatB6ni §Fa
di agram descri bing contents distribution
5 the contents distribution system according to the present
invention.

Fig. 30 is a diagram describing contents distribution
processing using a distribution server as a modification 6f
the contents distribution system according to the present

10 invention.

Fig. 31 is a diagram describing contents distribution
processing in a modification of the contents distribution
system according to the present invention.

Fig. 32 is a diagram describing the configuration of

15 data communicated between entities in the contents
distribution system according to the present invention.

Fig. 33 is a diagram describing the configuration of
data communicated between entities in the contents
distribution system according to the present invention.

20 Fig. 34 is a diagram describing the configuration of
data communicated between entities in the contents
distribution system according to the present invention.

Fig. 35 is a diagram describing contents distribution
processing not accompanied by mutual authentication with the

25 contents distribution system according to the present



processi ng not acconpani ed by nutual authentication with the 25 contents
di stribution system according to the present - 45 invention. Fig. 36 is a
di agram descri bing a nodified exanple of contents distribution processing"
not acconpani ed by mutual authentication with the contents distribution
system 5 according to the present invention. Fig. 37 is a diagram

descri bing contents distribution processing applying to which electronic
tickets are applied, wth the contents distribution systemaccording to
the present invention. 10 Fig. 38 i~s4& i agram descri bing the
configuration of a ticket issuing server with the contents distribution
system according to the present invention. Fig. 39 is a diagram describing
a ticketiﬁ§é#%f€% managenent dat abase configuration of the ticket issuing
15 server w € contents distribution systemaccording to the present

I nvention. Figa 403d S; [ qﬁgi' ' gagg%ﬁgg t.,¢ dat abase
configurati onI‘glo%' %hdeslu%ea?.cg%/%ﬁw t él'?jhgﬂtl: n?g?](tg@ff !est ri |%nogy$t em
accor di NngohLehts P{SELDbuLINRNpLOBesEOnG! Hotdackompadiiadr B AREAALPI NY a

li cense management database configuration of the user device _
aut henti g@thomt iGLEVER With the contents distribytien system according to

the present invention.
5 according to the present invention.

Fig. 37 is a diagram describing contents distribution
processing applying to which electronic tickets are applied,
with the contents distribution system according to the
present invention.

10 Fig. 38 is a diagram describing the configuration of a
ticket issuing server with the contents distribution system
according to the present invention.

Fig. 39 is a diagram describing a ticket issuing
management database configuration of the ticket issuing

15 server with the contents distribution system according to
the present invention.

Fig. 40 is a diagram describing a purchase management
database configuration of the user device with the contents
distribution system according to the present invention.

20 Fig. 41 is a diagram describing a license management
database configuration of the user device authentication
server with the contents distribution system according to
the present invention.

Fig. 42 is a diagram describing the configuration of

25 the distribution server with the contents distribution



Fig. 42 is a diagramdescribing the configuration of 25 the distribution
server wwth the contents distribution - 46 system according to the present
invention. Fig. 43 is a diagram describing the distribution nanagenent

dat abase configuration of the distribution server wth the contents

di stribution systemaccording to the 5 present invention. Fig. 44 is a

di agram describing the configuration of the ticket exchange server with
the contents distribution systemaccording to the present invention. Fig.
45 is a diagram describing the ticket 46ashing 10 nanagenent database
configuration of the ticket exchange server with the contents distribution
system according to the present invention. Fig. 46 is a diagram describing

ai st i pubTBEeR, BPefraiB; for R B RELRF LBk ROBN o Fg. 47 s &
diagra”]descrﬂfﬁ'“hi'%%cé"ﬁiéﬁ%éﬁ'éghé§1b9§§atﬁ€g§¥%£§fﬂﬁglg tween entities

In the content's” distribution’system acco € present I nvent I on.

Fig. 48 fjsn Qméﬂﬁaaaﬁsﬁsgébeagfager§£§ Hso&reﬂa' a Qferlagt@é th ket

| Ssui ng ser r wth e conten Istribution en1accor |ng
present Wﬂtfﬁ“Eh@“coEthté9di§tf‘19hé‘96ﬁ”k9§€€ﬁ1' QbESrHEﬁgSEBt Hiel rans' t ' on
of the user device authentication server"wth the conténts

5 present invention.

Fig. 44 is a diagram describing the configuration of
the ticket exchange server with the contents distribution
system according to the present invention. |

Fig. 45 is a diagram describing the ticket cashing

10 management database configuration of the ticket exchange
server with the contents distribution system according to
the present invention.

Fig. 46 is a diagram describing the configuration of
data communicated between entities in the contents

15 distribution system according to the present invention.

Fig. 47 is a diagram describing the configuration of
data communicated between entities in the contents
distribution system according to the present invention.

Fig. 48 is a diagram describing the status transition

20 of the ticket issuing server with the contents distribution
system according to the present invention.

Fig. 49 is a diagram describing the status transition
of the user device authentication server with the contents
distribution system according to the present invention.

25 Fig. 50 is a diagram describing the status transition



di stribution systemaccording to the present invention. 25 Fig. 50 is a

di agram describing the status transition - 47 of the distribution server
with the contents distribution systemaccording to the present invention.
Fig. 51 is a diagramdescribing the status transition of the user device
with the contents distribution system 5 according to the present

I nvention. Fig. 52 is a diagram describing the status transition of the
ti cket exchange server with the contents distribution systemaccording to
the present invention. Fig. 53 is a-di4dgram descri bing a specific exanple
of 10 contents distribution processing wherein an electronic ticket
server has been applied, with the contents distribution system according

to the pipsghl n@ YERLBORIOR Servdr 18y IEAQ BONEEREL' 108, TuBPEGHT I

exanple © I on~ processing 'n da 15

server t n bution system according to
t‘? d?fdfﬂ'% 0 ggé h§r89§ﬁ€ iﬁvggéiéh

the pres i |nvent|on agran1 €scribing a configuration

exanpl e of %jgprqﬁag%léxafgighﬁrgé éﬂétgﬁ%&ﬁéopr§g§f n @ccording

to the present 7nvention 1g. 56 1s a agran1| strating t e
conf i gurgt i e Alset et R8e CRLERCERONCEREYRES vmgtkbsueﬂahegﬁtémst ribution

system according to the present invention. Fig. 57 is a flowhart
i '] ust r adddiird 1eg PESCEIRS | piBesent invention.

Fig. 52 is a diagram describing the status transition
of the ticket exchange server with the contents distribution
system according to the present invention. |

Fig. 53 is a diagram describing a specific example of

10 contents distribution processing wherein an electronic
ticket server has been applied, with the contents
distribution system according to the present invention.

Fig. 54 is a diagram describing a specific example of
contents distribution processing wherein a log collection

15 server has been applied, with the contents distribution
system according to the present invention.

Fig. 55 is a diagram describing a configuration example
of a purchase log with the contents distribution system
according to the present invention.

20 Fig. 56 is a diagram illustrating the configuration of
the log collection server with the contents distribution
system according to the present invention.

Fig. 57 is a flowchart illustrating the processing
between a user device and shop server (part 1) with the

25 contents distribution system according to the present



bet ween a user device and shop server (part 1) with the 25 contents

di stribution system according to the present - 48 invention. Fig. 58 is a
flowchart illustrating the processing between a user device and shop server
(part 2) with the contents distribution systemaccording to the present 5
invention. Fig. 59 is a diagramillustrating a format exanple of purchase
request data and sales confirmation data, with the contents distribution
system according to the present invention. 10 Fig. 60 is a diagram
illustrating an integrity check valFud8(FCV) generation processing
configuration, applicable to the contents distribution systemaccording to
the present invention. Fig. 61 is a flowhart illustrating the processing
15 bet weghy, é@ {? device and | og collection server (part 1) wth the
contents distrrbution systemaccording to the present invention. Fig. 62

is a flowchargt; \;ielr lggstiraty rﬂé&@iﬁ@cﬁfﬂé@fa@fﬁd\ﬂﬁkﬁl 3 I%n %ce and | og

col l ection ser (part 2) 20 wth the content ystem
accor di ngetedi1ta PEES v iAY i O8hofi Serfari Fp arf;' QY\C@%B thkustrating

the processing between a contents provider and l og collection server with
contents distribution system according to the present
5 invention.

Fig. 59 is a diagram illustrating a format example of
purchase request data and sales confirmation data, with the
contents distribution system according to the present |
invention.

10 Fig. 60 is a diagram illustrating an integrity check
value (ICV) generation processing configuration, applicable
to the contents distribution system according to the present
invention.

Fig. 61 is a flowchart illustrating the processing

15 Dbetween a user device and log collection server (part 1)
with the contents distribution system according to the
present invention.

Fig. 62 is a flowchart illustrating the processing
between a user device and log collection server (part 2)

20 with the contents distribution system according to the
present invention.

Fig. 63 is a flowchart illustrating the processing
between a contents provider and log collection server with

the contents distribution system according to the present

25 invention.



the contents distribution systemaccording to the present 25 invention. -

49 Fig. 64 is a flowhart illustrating the processing between a shop
server and | og collection server with the contents distribution system
according to the present invention. 5 Fig. 65 is a flowhart illustrating

the processing between a shop server and |log collection server with the
contents distribution systemaccording to the present invention. Fig. 66
is a diagram describing attributes information 10 applicable with the

contents distribution system accordind? to the present invention. Fig. 67
Is a diagramillustrating a public key certificate configuration having
attributes information applicable with the contents distribution system

according 154, 1 i @S eioddiePt | P udtfa By 1@ PEageaBIAL| Lstrating a

public key certificate and an attributes certificate con

I guration

appl i cabberwbéh 4 hensndepver dhgllr L8yt LN 8¥E18M 36£0kE R9tht @nkhe present
invention. 20 Fig. 69 is a diagramdéscribing new issuing processing of a
public keyneéntsfdLatLivatohheyspahentsodishyi byt tRE pErskAM according to
the present invention. Fig. 70 1s a diagram déescribi ng updati ng processing

of

10

15

20

25

invention.

Fig. 65 is a flowchart illustrating the processing
between a shop server and log collection server with the
contents distribution system according to the present
invention.

Fig. 66 is a diagram describing attributes information
applicable with the contents distribution system according
to the present invention.

Fig. 67 is a diagram illustrating a public key
certificate configuration having attributes information
applicable with the contents distribution system according
to the present invention.

Fig. 68 is a diagram illustrating a public key
certificate and an attributes certificate configuration
applicable with the contents distribution system according
to the present invention.

Fig. 69 is a diagram describing new issuing processing
of a public key certificate with the contents distribution
system according to the present invention.

Fig. 70 is a diagram describing updating processing of
a public key certificate with the contents distribution

system according to the present invention.



a public key certificate with the contents distribution 25 system according
to the present invention. - 50 Fig. 71 is a diagram describing new issuing
processing of an attributes certificate with the contents distribution
system according to the present invention. Fig. 72 is a diagram descri bing
contents distribution 5 processing acconpani ed by an attributes check,
with the contents distribution systemaccording to the present invention.
Fig. 73 is a flowhart describing nutual authentication processing
acconpani ed by an attri butes check, -w5t0h-the 10 contents distribution
system according to the present invention. Fig. 74 is a diagram descri bing
contents distribution processing acconpanied by an attributes check, with

the content dist{itugion system CooL ing to the g&esent 15 invention.
Flg. 75 1 e a Fibmotari doa I ar e Ser thitfy By Bt P8 chedret tiompan cd
By SLAE ! SEERgen kP LB PR EBL OB LB oK ELSELERT 0 " CO
Lo oo SyfCemPASEERELAg ACOML e SR BRELLALLeS clock, Wih the
Fig. 72 is a diagram describing contents distribution
5 processing accompanied by an attributes check, with the

contents distribution system according to the present

invention.

Fig. 73 is a flowchart describing mutual authentication-
processing accompanied by an attributes check, with the

10 contents distribution system according to the present
invention.

Fig. 74 is a diagram describing contents distribution
processing accompanied by an attributes check, with the
contents distribution system according to the present

15 invention.

Fig. 75 is a flowchart describing data verification
processing accompanied by an attributes check, with the
contents distribution system according to the present
invention.

20 Fig. 76 is a flowchart describing data verification
processing accompanied by an attributes check, with the

contents distribution system according to the present

invention.

25 Best Mode for Carrying Out the Invention



25 Best Mode for Carrying Qut the Invention - 51 The following is a
detail ed description of enbodi nents of the present invention, with
reference to the drawi ngs. The description will proceed along the follow ng
items. 1. Contents distribution managenent by key switching 5 processing
of encrypted keys 1.1 System configuration: basic contents distribution
nodel 1 1..2 Modification of basic contents distribution nodel 1 1.3 Basic
contents distribution nodel 2 10 2. Contents distribution nodel using
electronic tickets 3. Contents dis+rbbu¥i on managenment by | og collection
server 4. Public key certificate or attributes certificate 15 usage
configuration recording attributes data [1 Contents distribution

t b
cont Pour at  onPepse ek AN e, B FERRIED. e S@}Cia*‘a‘lt?j I et Tt s

a dia r 3y YR M EW f éﬁ¥§ nts
dlstr?butlon S é?%ﬁ?g% qlcontléirﬂes |str| ution net Jgiapcordﬁﬁg to the
present invepgl B%sc&‘& %lb twiflhe pfr%rc%%tdzé%%@ iche? fAdickAlng GniCti ve

configuration of mnulti evi ces
1. Contents distribution management by key switching
5 processing of encrypted keys
1.1 System configuration: basic contents distribution
model 1
1.2 Modification of basic contents distribution model 1
1.3 Basic contents distribution model 2

10 2. Contents distribution model using electronic

tickets

3. Contents distribution management by log collection
server

4. Public key certificate or attributes certificate

15 usage configuration recording attributes data

[1. Contents distribution management by key switching
processing of encrypted keys]

[1.1 System configuration: basic contents distribution
model 1]

20 Fig. 1 illustrates a diagram describing the overview of
an embodiment of the contents distribution system and
contents distribution method according to the present
invention. Note that the terms system is a logical
collective configuration of multiple devices, and the

25 component devices do not necessarily exist within the same



25 conponent devices do not necessarily exist within the same - 52

housing. The primary conponents of the contents distribution systens shown
in Fig. 1 is a shop server (SHOP) 100 for perform ng contents distribution
services to user devices, a 5 user device (DEVICE) 200 for receiving
distribution of contents fromthe shop servers 100, and a user device

aut hentication server (DAS:. Device Authentication Server) 300 serving as
an adm ni stration server for managing valid contents transactions. Now,
while in the configuration in 10 Fig. 32 -one each are illustrated for the
shop server 100, wuser device 200, and user device authentication server
300, in an actual contents transaction configuration, a plurality of each
of the fs shown in Fig. 1 exist, and information is exchanged

t hrough various routes each tinme a 15 contents transaction occurs. Fig. 1

illustrates e iy dbpbriditONe Gy &t éi o S@bd t Oibuf Shep server)
Fig. 2 shows the configuration of the shop server 100 of the contents

di stri busystemy sslesws hDnvrig. Figis la dhep 26reepp(sroper 1000fbas t he
contents database 110 storing Kc (Content) which is encrypted contents data
wher ei n parfaimbng Wworchemte dhetobpetionfsérabsasttonuaee devigpsedawith a
contents key, and an encrypted contents key KpDAS(Kc) which 1is a contents
key Bc ameypledioet (DEVWECHUD20C Eey KedABrbhg distribution of
contents from the shop servers 100, and a user device
authentication server (DAS: Device Authentication Server)
300 serving as an administration server for managing valid
contents transactions. Now, while in the configuration in
10 Fig. 1, one each are illustrated for the shop server 100,
user device 200, and user device authentication server 300,
in an actual contents transaction configuration, a plurality
of each of the components shown in Fig. 1 exist, and
information is exchanged through various routes each time a
15 contents transaction occurs. Fig. 1 illustrates the flow of
data for one contents transaction.
(Shop server)
Fig. 2 shows the configuration of the shop server 100
of the contents distribution system shown in Fig. 1. The
20 shop server 100 has the contents database 110 storing Kc
(Content) which is encrypted contents data wherein contents
which are the object of transaction are encrypted with a
contents key, and an encrypted contents key KpDAS(Kc) which

is a contents key Kc encrypted with the public key KpDAS of

25 the user device authentication server (DAS: Device



25 the user device authentication server (DAS: Device - 53 Authentication
Server). Now, as shown in the figure, Kc (Content) which is encrypted
contents data have contents IDs which are each contents identifiers added,
and have a configuration that is identifiable based on the contents IDs. 5
The shop server 100 further has a purchase nanagenent database 120 which
further nmanages contents transaction nanagenent data, e.g., an identifier
of the user device to which.contents are sold, and contents identifiers or
the like, in a correlated manner. TFhi58 f-urther has control 10 neans 130
for executing extraction processing of distribution contents fromthe
contents database 110, generation processing of transaction data to be

d d d
Por ot rbnehbEcRUIGN 36 TBRTOCTREL 2k ?&é@ﬁliﬁﬁﬁézﬂwégr& 200 and
the user E'Sf{t&ﬁtg%ﬁ'f@ﬁ'gét hﬁergpﬁgarcéﬂgem@naag hQ@E, cgmg&i&goengf dat a

encryptl N processi ng an e at the tine eac

commini Cahlon BFQCEach dontefitsSitibhtiriatesabifigatlabiacaabigyration of the

pur chase nmanagenent ase 120 e purchase mahagenent dat abase 120

has Infoé@ﬁfi@@raéléns@ﬁatpi@Cf&éhﬁﬂbebléebxsae aﬁ EHe'éSHEbBtSa&bQ“
nunber which s internally generated at the time of the shop server

execsting Prggesidy 46 vas PRI eri PNt 194 Sa t é%&na@exﬁ'@f{tce | D
which is the identifier of the user device which has issued

database 120 which further manages contents transaction
management data, e.g., an identifier of the user device to
which contents are sold, and contents identifiers or the
like, in a correlated manner. This further has control

10 means 130 for executing extraction processing of
distribution contents from the contents database 110,
generation processing of transaction data to be recorded in
the purchase management database 120 accompanying
transactions, communication processing between the user

15 device 200 and the user device authentication server 300,
and further, execution of data encryption processing and the
like at the time of each of the communication processing.

Fig. 3 illustrates the data configuration of the

purchase management database 120. The purchase management

20 database 120 has information of a shop processing No.
serving as an identification number which is internally
generated at the time of the shop server executing
processing in response to contents transactions, a device ID
which is the identifier of the user device which has issued

25 a contents purchase commission, the transaction ID serving



25 a contents purchase conm ssion, the transaction ID serving - 54 as a
contents transaction identifier generated and issued at the user device at
the tinme of executing contents transactions between the user device and
the shop, a contents ID which is an identifier of contents which are the 5
obj ect of transaction, and the status which indicates the status of
contents transaction processing at the shop server. Though described | ater
in detail, the status is updated according to the progress of multiple
processes acconpanying contents tran84ctions. 10 The control means 130 has
functions as encryption processing nmeans and conmmuni cati on processing
means, as shown in Fig. 2, and control neans 130 are configured of a

conput era StOrddihed N EXAPACe iGNCIIOhE PPj BF Ogéﬁéwﬂﬁcé pflﬁgr ﬁ%ug@?%tr:

conmuni cati on processing prograns. Key data 15 and t e use

encrypt i1k RIAGE VL EXPEUEIRE Pimé NeE eRBEYPhY OFoREERESSI Ng Means of the
control neans 130 is stored securely in the storing neans within the

control tr@Eafot fK WitweeRrOEeses & debacef ardcenet sRopkeys and the like
stored by the shop server 100 include a shop server 20 secret key: KsSHOP,

the shopafyerss PP Iwitideyigedn | idemt Bf iéerdf thitents whéchudtectkey KpCA
of the certificate authority (CA) serving as the public key certificate
i ssuBr chfjdut idfy tveEndRctsidie arsd uvelie ast dous twhDéh pubdlicakey the
certificates.
status of contents transaction processing at the shop server.
Though described later in detail, the status is updated
according to the progress of multiple processes accompanying
contents transactions.
10 The control means 130 has functions as encryption
processing means and communication processing means, as
shown in Fig. 2, and control means 130 are configured of a
computer storing, for example, encfyption processing
programs and communication processing programs. Key data
15 and the like used for encryption processing executed by that
encryption processing means of the control means 130 is
stored securely in the storing means within the control
means. Encryption processing data of encryption keys and
the like stored by the shop server 100 include a shop server
20 secret key: KsSHOP, the shop server public key certificate
Cert_SHOP, and the public key KpCA of the certificate
authority (CA) serving as the public key certificate issuer
authority which is the issuer authority of public key

certificates.

25 Fig. 4 shows a configuration example of the control



25 Fig. 4 shows a configuration exanple of the control - 55 neans 130. The
configuration of the control neans 130 will be described. The control unit
131 is configured of the Central processing unit (CPU) for executing
various types of processing prograns, and controls the processing of the 5
conponents of the control neans shown in Fig. 4. ROM (Read Only Menory)
132 is nmenory storing prograns such as the IPL (lnitial Program Loadi ng).
RAM (Random Access Menory) 133 is used for storing execution prograns
executed by the control unit 131., e. @5, -database nanagenent prograns, 10
encryption processing prograns, conmunication prograns, etc., and as work
area for processing of these prograns. The display unit 134 has displ ay

means S%Q?ﬁé 2301 dUbHle E5NBLGhrIt$8hAYs £RL. cBhEro12RdafllS Byw?u‘ilji“a at

the ti executing variousS prograns, e.g., user data an t he ke of 15

the Contﬁé‘t&egéfiﬁé@m'@Hedééﬁtféi'Qﬂltui‘ﬁifr1§°86£@Egﬁ§ehh8f gRatrol unit
131. The I nput unit 135 has a keyboard, and a pointing

devi ce st AS1 GpFOEESs PhgtBifit | K@PU%fféroéicEé'ﬁEhﬁg GQHBHQSEgBdsdaEa i nput
fromthese input deV|ces to the control unit 131. "The HDD

Drive) 20rd&és$ing esrdgpanasasdchonrtréds abReepivsagenfigPbEItREs,
encryption processing prograns, communi cation prograns, etc. and further,

t he Bar i @oifpdiyPess 06 f dehi@. cdherdl i Méads 7shéwn f mnangns4torRomntRehal ng

access to various types of recording nedia such as, for exanple,
Only Memory) 132 is memory storing programs such as the IPL
(Initial Program Loading). RAM (Random Access Memory) 133
is used for storing execution programs executed by the
control unit 131, e.g., database management programs,

10 encryption processing programs, communication programs, etc.,

and as work area for processing of these programs.

The display unit 134 has display means such as a liquid
crystal display, CRT, etc., and displays data at the time of
executing various programs, e.g., user data and the like of

15 the contents distribution destination, under control of the
control unit 131. The input unit 135 has a keyboard, and,
for example, a pointing device such as a mouse or the like,
for outputting commands and data input from these input
devices to the control unit 131. The HDD (Hard Disk Drive)

20 136 stores programs such as database managing programs,
encryption processing programs, communication programs, etc.,
and further, the various types of data.

The drive 137 has functions for controlling access to
various types of recording media such as, for example,

25 magnetic disks such as HDs (Hard Disk) and FDs (Floppy Disk),



25 magnetic di sks such as HDs (Hard Di sk) and FDs (Floppy Disk), - 56
optical disks such as CD-ROWs (Conpact disk ROM, magneto- optical disks
such as M ni-disks and the |ike, sem conductor nenory such as ROM and
flash nenory and the |ike, and so forth. The various types of recording
medi a such as 5 magnetic disks and the |ike store prograns, data, etc. The
network interface 138 functions as a conmunication interface through cable
or wireless [nmeans], such as the Internet, telephone lines, etc. The shop
server 100 executes various types of 36 encryption processing,

aut henti cati on processing, etc. acconpanyi ng a contents transactions W th
user devices 200 which are the obj ect of contents transactions, user

Sﬁé'véedztﬁ"%ﬁ%d Ha SEEy e cpthot | (confabpralfh REAT? m iﬂtﬁém "dation
server) & td\§ots 0xM '@iﬁﬂamgfaﬁ@etuéehﬁsv' gsﬂléaﬁaﬁetbfat I on

server ﬁ%S) 300.  The user device authenticafion serVer has a |icense

nanagenﬁmm&w ase a2 koM FAtd £184WVRehdiey 024& €RET1OKEATARA 96 the
license 20 nenagement database 320. The |icense nanagement database has

the varifssci Nf orn@tyHnidis a SleVi o P g Nhégad | Pichsgsver processing
No. serving as a processing identifier internally generated according to

procss?lm@mtmm dl® thselike Vs teraupreqitans) | @atsprees. (D at the
v o network interface 138 functions as a communication interface
through cable or wireless [means], such as the Internet,
telephone lines, etc.

The shop seﬁver 100 executes various types of

10 encryption processing, authentication processing, etc.,
accompanying a contents transactions with user devices 200
which are the object of contents transactions, or user
device authentication servers 300, with the control means
130 having the above-described configuration, for example.

15 (User device authentication server)

Fig. 5 shows the configuration of the user device
authentication server (DAS) 300. The user device
authentication server has a license management database 320.
Fig. 6 shows the data configuration of the license

20 management database 320. The license management database
has the various information of a user device authentication
server processing No. serving as a processing identifier
internally generated according to processing executed by the

user device authentication server (DAS) at the time of

25 contents transactions, device ID which is an identifier of



25 contents transactions, device ID which is an identifier of - 57 the
user device that has issued a contents purchasing comm ssion, the
transaction ID serving as the contents transaction identifier generated
and issued at the user device at the tinme of executing contents
transactions, a 5 contents ID which is the identifier of contents which are
an object of transaction, a shop ID which is the identifier of a shop
server executing contents transactions, the shop processing No. which is
the processing identifier at the shop7i ssued by the shop, and status which
I ndicates the 10 status of contents transaction processing at the user

device authentication server (DAS). Wile described later in detail, the
status i R ) ' t res | £ rocesses
cooman Do aan AT U e e ARl S o e S RBIREST on ser ver

(DAS)  3Qoriigd 10, Ahelas S OLoTANS: S 1 PTa &AWL SR Lk P OCCSSI NG

with the wuser device 200 and shop server ' r executing

the dat & reReauticn IHRRESSIdY qindiidd %d?fif‘eﬁféh K Lfie Gofgruni cation

processes. As with the above-described control neans of the shop server,

the condeslicepants thi0 tiawe 020 RSt BN Cn XY Rid s HOLERS) g means and
communi cation processing neans. The configuration thereof to is the sane

as the conftiegusatrivowhdesc Hishathen identsiffirancsr tvficht whidle 4y fata and
the like used in the encryption processing executed by the encryption
processiobjectans d¢iranisactdemnr,ola shop ID which is the identifier of
a shop server executing contents transactions, the shop
processing No. which is the processing identifier at the
shop issued by the shop, and status which indicates the
10 status of contents transaction processing at the user device
authentication server (DAS). While described later in
detail, the status is updated according to the progress of
multiple processes accompanying contents transactions.
The user device authentication server (DAS) 300 further
15 has control means 330 for communication processing with the
user device 200 and shop server 100, and further, for
executing the data encryption processing at the time of each
of the communication processes. As with the above-described
control means of the shop server, the control means 330 have
20 functions as encryption processing means and communication
processing means. The configuration thereof to is the same
as the configuration described with reference to Fig. 4.
The key data and the like used in the encryption processing

executed by the encryption processing means of the control

25 means 330 is securely stored in storing means within the



25 neans 330 is securely stored in storing neans within the - 58 control
means. The encryption processing data such as encryption keys and the |ike
stored by the user device authentication server (DAS) 300 include the
secret key KsDAS of the user device authentication server (DAS), the public
5 key certificate Cert_DAS of the user device authentication server (DAS),
and the public key KpCA of the certificate authority (CA) serving as the
public key certificate issuer authority which is the issuer authority of
public key certificates. 10 (User de®isce) Fig. 7 shows the configuration
of the user device 200. The user device is a contents reprodu0|ng devi ce,
for exanple, which executes purchasing of contents, and uses, i.e.

h d b
b U 800 SfeEL o= SRR SHLayp It NGRoteRUERHOGE IS pagl g ol abase
079 SheAEr i FPESLABReRLNg, o' abace. a5 LhE YErLousytalort on of @

t ransact I on serv as a contents transac
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whi ch 5”6Etfﬁécﬁ&é¥“déﬁlcér@@éﬁéﬁtf@htfbﬁhQQerE“@bEQ)lSt@@ Pgﬁfiéf'er of
the shop server which executes contents transactrlons atus™ which
i ndi 6at ggey Neerst £t it5attd 6 PE SRS "IF EhEONEP evice authentication
server (DAS), and the public key KpCA of the certificate
authority (CA) serving as the public key certificate issuer
authority which is the issuer authority of public key |
certificates.
10 (User device)
Fig. 7 shows the configuration of the user device 200.
The user device is a contents reproducing device, for
example, which executes purchasing of contents, and uses,
i.e., reproduces and executes contents, and has a purchase
15 managing database 220. The data confiqguration of the
purchase managing database 220 is shown in Fig. 8. The
purchase managing database has the various information of a
transaction ID serving as a contents transaction identifier
which is generated and issued at the user device at the time
20 of executing contents transactions, a contents ID which is
an identifier of contents which are the object of
transaction, a shop ID which is an identifier of the shop
server which executes contents transactions, and status
which indicates the status of processing of contents

25 transactions at the user device, and further has a device ID



25 transactions at the user device, and further has a device ID - 59 which
Is the device identifier of the user device. Though described later in
detail, the status is updated according to the progress of nultiple
processes acconpanyi ng transactions of contents. 5 The user device 200 has
control neans 230 for executing conmmunication processing with a shop
server 100 and the user device authentication server 300, and further
executing data encryption processing and the |ike at the tinme of each of

t he comuni cation processes. The cont 3@ —neans 230, as with 10 the
above-described shop server control neans, has functions as encryption
processi ng nmeans and commruni cati on processing neans. The configuration

Lher eof didei§afke deyiCe £QOhLAKIAE! 08 €RECLLRRIAUI B! ST RRENGE O FIO.

4. The key data and the I1ke used In the encryption proceSS|ng cuted 15

by the edesoPibhEd DEOSLSEh GetBEDS Shel BEaLRBL LS u5§§9éd2§8co¥alﬁ80‘”e' y
stored in storing nmeans within the control neans. e encryption

processity €nd FedS GHCHYDEiPle kp¥Scasfest Recbhks ed by the user
devi ce 200 |nc?ﬁ§§§the secret kgy KEDEV of the useg Hg é t he public key

certificatendcttoons Y edntdetsiser device, the public key_KpCA of the
certificate authority (CA) serving as the public key certificate issuer

authérity whiThe iwserheldwisieer2 Guthuy idontfl medns 6y £F tédfdaaiag and a
storing key Ksto applied as an encryption key at the tine of storing
cont ent scammunication processing with a shop server 100 and the user
device authentication server 300, and further executing data
encryption processing and the like at the time of each of
the communication processes. The control means 230, as with
10 the above-described shop server control means, has functions
as encryption processing means and communication processing
means. The configuration thereof is the same as the
configuration described with reference to Fig. 4. The key
data and the like used in the encryption processing executed
15 by the encryption processing means of the control means 230
is securely stored in storing means within the control means.
The encryption processing data such as encryption keys and
the like stored by the user device 200 include the secret
key KsDEV of the user device, the public key certificate
20 Cert_DEV of the user device, the public key KpCA of the
certificate authority (CA) serving as the public key
certificate issuer authority which is the issuer authority
of public key certificates, and a storing key Ksto applied

as an encryption key at the time of storing contents in

25 storing means such as the hard disk or the like, for example,



-y

25 storing neans such as the hard disk or the like, for exanple, ~ - 60 of
the user device. (Public key certificate] The public key certificate held
by the above-described shop server (SHOP) 100, user device (DEVICE) 200,
and user 5 device authentication server (DAS) 300, will be described wth
reference to Fig. 9. The public key certificate is certification that a
public key used imwexchange of encrypted data using a public key, or
processi ng such as nutual authentication between two 10 parties carrying
out data exchange, is a public key whiédh-an aut horized user has, by a
third party, i.e., an issuer authority (CA Certificate Authority). Fig.
9(a) shows an overview of the format of public key certificate. The

version j i cat h ion of the certificate 15 format. The
certific%?gtggrﬁi?fnﬁﬁggééfs a serial nunmber, and is the serial nunber of

the public k dBﬁﬂéfﬂé?ﬂébf%&f{B%tére public key certificate issuer
authority (CA). The signature algorithmidentifier and al gorithm 20
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key certificate, and the paraneters thereof. ~ for e signature
al gori t hemop téervenr esidb ) PL06, WE¥E da6VEE¥PIDRVIGRY R66, aRd hLBelhe event

that Elliptic Curve _
5 device authentication server (DAS) 300, will be described
with reference to Fig. 9. |

The public key certificate is certification that a
public key used in exchange of encrypted data using a public
key, or processing such as mutual authentication between two

10 parties carrying out data exchange, is a public key which an
authorized user has, by a third party, i.e., an issuer
authority (CA: Certificate Authority). Fig. 9(a) shows an
overview of the format of public key certificate.

The version indicates the version of the certificate

15 format.

The certificate serial number is a serial number, and
is the serial number of the public key certificate set by
the public key certificate issuer authority (CA).

The signature algorithm identifier and algorithm

20 parameter are fields for recording the signature algorithm
of the public key certificate, and the parameters thereof.
Now, for the signature algorithms, there are Elliptic Curve
encryption and RSA, and in the event that Elliptic Curve
encryption is applied, the parameters and key length are

25 recorded, and in the event that RSA is applied, the key



encryption is applied, the paranmeters and key length are 25 recorded, and

in the event thati RSA is applied, the key - 61 length is recorded. The
name of the issuer authority is a fiéld which is recorded with the issuer
name of the public key certificate, ,i.e., the nane of the public key

certificate issuer 5 authority (CA) #n an identifiable format

(Di stinguished Nanme). For the validity of the certificate, the starting
date and tine, and ending date and tine, of the valid period of the
certificate is recorded. 10 For the-u$édr -nane (1 D) of the public key
certificate, the name of the subject of certification, which is the user,
Is recorded. Specifically, this is, for exanple, the user device ID,

servi CeKloéﬂ)ﬂl?ifég Ieé'léé%%e&.[), or the like. The user public key (subject
ey 1n

Publ i c o al'gofithm 15 subject Public key) is a field for storing
!t Efolr(ﬁ%i i glng(;&rfﬂe.t H]Qgeﬁs%gfr %?%dg%a%@dvﬁk%tﬁg |€J§%fe)¢lqglhf%lgﬁ% y attaches
L5 CARSSEAN SumANA ey e Lo e AL 7 BUBLLSuLaNe 2
aut hori ty, d CAth@nthid o tiSeie Publfc key certificate issuer
5 authority (CA) in an identifiable format (Distinguished
Name) .
For the validity of the certificate, the starting date
and time, and ending date and time, of the valid period of
the certificate is recorded.
10 For the user name (ID) of the public key certificate,
the name of the subject of certification, which is the user,
is recorded. Specifically, this is, for example, the user
device ID, service providing entity ID, or the like.
The user public key (subject Public Key Info algorithm
15 subject Public key) is a field for storing the key.algorithm
and the key information itself as public key information of
the user.
The signature which the issuer authority attaches is an
electronic signature executed to the data of the public key
20 certificate using the secret key of the public key
certificate issuer authority (CA), and the user of the
public key certificate can perform verification using the
public key of the public key certificate issuer authority

(CA), to check whether or not there has been tampering with

25 the public key certificate.



public key certificate can performverification using the public key of
the public key certificate issuer authority (CA), to check whether or not
there has been tanpering with 25 the public key certificate. - 62 The
met hod for generating an el ectronic signature using public key encryption
method will be described with referénce to Fig. 10. The processi ng shown
in Fig. 10 is the flow for the generation processing of electronic 5
signature data using EC-DSA((Elliptic Curve Digital Signature Al gorithn,
| EEE P1363/D3). Here, an exanple usi®g@ Hliptic Curve Cryptography
(hereafter referred to as ECC) will be described for public key
encryption. Note that the dat a processi ng device according to the present

enel !
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Fig. 10 scrl n step Is set as cC eristic, a
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4a’ + 27b2 0 0 (nod p G as the base point~on the curve r as digits of

G a”d'ﬁﬁeafl@WSEGfeéhgegeﬁgrétfﬁn<?f&ceé§1ﬁ%;8fSgle&ﬁfoﬁiéh val ue of
nmessage Mis cal cul ated, and set as 20 Now, the nethod for

usi ng a dipsiateretdbat @s ohyakO-psapesD] yptue datklebpigeesli bed. A hash
function is a function

Signature Algorithm), IEEE P1363/D3). Here, an example

using Elliptic Curve Cryptography (hereafter referred to as
ECC) will be described for public key encryption. Note that
the data processing device according to the present

10 invention is capable of using other similar public key
encryption methods besides elliptic curve cryptography, such
as RSA encryption ((Rivest, Shamir, Adleman), etc. (ANSI
X9.31)), for example.

The steps in Fig. 10 will be described. In step S1, p

15 is set as characteristic, a and b as coefficients of the
elliptic curve (wherein the elliptic curve is 4a’ + 27b? = 0
(mod p), G as the base point on the curve, r as digits of G,
and Ks as a secret key (0 < Ks < r). In step S2, the hash
value of message M is calculated, and set as f = Hash(M).

20 Now, the method for using a hash function to obtain a
hash value will be described. A hash function is a function
wherein a message is taken as input, which is compressed to
data of a predetermined bit length, and output as a hash
value. It is difficult to predict the input from the hash

25 value (output) with hash functions, and in the event that



wherein a nmessage is taken as input, which is conpressed to data of a
predeterm ned bit I ength, and output as a hash value. It is difficult to
predict the input fromthe hash 25 value (output) with hash functions, and
in the event that - 63 one bit of the data input to the hash function
changes, a great nunber of bits of the hash value change, and al so, the
difficulty in finding different input data having the sanme hash value is
al so a characteristic thereof. M4, MD5, SHA 5 1, and the |ike may be used
for hash functions, or DES-CBC may-bé3used. In this case, MAC (check
val ue: equivalent to ICV) which is the final output value is the hash
val ue. hbxt in step S3, a random nuneral u (0 < u <r) is generated, and
in step $4 cqgrd¢ tes . base 0|nt mul tiplied
e

by u, %P%mﬁ% er&ﬁ t%%?u%dﬂ?t#%ﬁshgﬁ%lg% ﬂBSCB n?ﬁ%’e?llptlc
Curve 2, 51 AL of% (0}l a0, lBlge e edend 0
z(déuéf(?ndﬁfﬁ%lty ’gf”%{]% a(ﬂf/?’ﬁé %‘ﬁ %5%6%’28 aga,ﬁ’%) I (2Ya)
hash value is also a characteristic thereof. MD4, MD5, SHA-
5 1, and the like may be used for hash functions, or DES-CBC
may be used. 1In this case, MAC (check value: equivalent to
ICV) which is the final output value is the hash value.
Next, in step S3, a random numeral u (0 < u < r) is
generated, and in step S4, coordinates V (Xv, Yv) which is
10 the base point multiplied by u, are calculated. Note that
additions and doublings on the elliptic curve are stipulated
as follows.
With P = (Xa, Ya), Q = (Xb, Yb), R = (Xc, Yc) =P + Q,
in the event that P = Q (addition),

15 Xc = A? - Xa - Xb

Yc A x (Xa - Xc) - Ya

= (Yb - Ya) / (Xb - Xa)
in the event that P = Q (doubling),
Xc = A? - 2Xa

20 Yc

A x (Xa - Xc) - Ya
= (3 (Xa)’ + a) / (2Ya)
These are used to calculate u times the point G (though
the speed is slow, the following calculation method will be
carried out since it is the easiest to understand. G, 2 x G,

25 4 x G -+ is calculated, binary expansion of u is performed,



These are used to calculate u tines the point G (though the speed is slow,
the following calculation nethod will be carried out since it is the
easiest to understand. G 2 x G 25 4 x G-- is calculated, binary
expansion of uis perfornmed, - 64 and 21 x G (a value wherein Gis double
I times (whereini is the bit position when counted fromthe LSB of u)) is
added to the place wherein 1 is situated. In step S5, ¢ = Xvnod r is

cal cul ated, judgnent is made 5 in step S6 regardi ng whet her or not the
value is 0, and in the event that Tt®f#s=not 0, d = [(f + cKs)/u] mod r is
calculated in step S7, judgnent is made in step S8 regarding whether d is
O, and in the event that d is not O, ¢ and d are output as electronic

si gnat urg fdafiaxi g shePaPle whefBIHNLENYs! dbiipdehendithnel ¥@Rekiclin iin | ength,
the electronic signature data is 320 bits'in length. In step S6, in the

event thal thd $ib g iV wifdnldBunted Stdin Shé s BeHEr@f psig new random
nunber again. In the sane way, in the event that d is O in step S8, the

flow 15 JRidd o ttheS tARCES Wk dianer af£Ss frugwed andom nunber again.  Next,
the verification nethod for an electronic signature using the public key
encryption nghhedepi kb,be =dasmoidoad iw idalcefl@tme juddnient ik nadest ep
S11, Mis set as a nessage, p as a characteristic, a and b as coefficients
20 of thm edtddptdiec magarslire) |whEther ww aioty' the x8abuaxis ®) ,ad s the base
point on the elliptic curve, r as digits of G

the event that it is not 0, d = [(f + cKs)/u] mod r is

calculated in step S7, judgment is made in step S8 regarding
whether d is 0, and in the event that d is not 0, ¢ and d
are output as electronic signature data in step S9.

10 Assuming r is a length of 160 bits in length, the electronic
signature data is 320 bits in length.

In step S6, in the event that c is 0, the flow returns
to step S3 and generates a new random number again. In the
same way, in the event that d is 0 in step S8, the flow

15 returns to step S3 and generates a new random number again.

Next, the verification method for an electronic
signature using the public key encryption method will be
described with reference to Fig. 11. In step S11, M is set
as a message, p as a characteristic, a and b as coefficients

20 of the elliptic curve (elliptic curve: y’ = x* + ax + b), G
as the base point on the elliptic curve, r as digits of G,
and G and Ks x G as a public key (0 < Ks < r). In step Sl12,
verification is performed regarding whether the electronic
signature data ¢ and d satisfy 0 < c < r and 0 <d <r. 1In

25 the event that these are satisfied, the hash value of the



and G and Ks x Gas a public key (0 < Ks <r). In step S12, wverification

I's perforned regarding whether the electronic

satisfy

t he hash val ue of the -

f = Hash(M. Next, in step S14, h = 1/d nod r is calculated, and in

S15, hl

=fh nmod r and h2 = ch nod r are calculated. In step S16, poi

(Xp, Yp) = hl x G+ h2-Ks x Gis 5 calculated, using the

al ready-

public key Gand Ks x G and accordingly can cal cul ate the Scal ar

Mul tipli

cations of points on the elliptic curve I n the sane rmanner

signature data ¢ and d
O<c<rand 0 <d<r. In 25 the event that these are satisfied,
65 message Mis calculated in step S13, and set to
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signature 1s 20 correct. I'n the event that judgnment is nmade that the

el ectrondectronic signature verifier knows the public key G and Ks

10

15

20

25

x G, and accordingly can calculate the Scalar
Multiplications of points on the elliptic curve, in the séme
manner as with step S84 in Fig. 10. Judgment is made in step
S17 regarding whether or not point P is a point at infinity,
and in the event that this is not a point at infinity, the
flow proceeds to step S18 (Actually, judgment whether a
point at infinity can be done in step S16. That is, upon
performing addition of P = (X, Y) and Q = (X, -Y), A cannot
be calculated, so the fact that P + Q is a point at infinity
is found out there.). Xp mod r is calculated in step S18,
and compared with the electronic signature c. Finally, in
the event that the values match, the flow proceeds to step
$19, and judgment is made that the electronic signature is
correct.

In the event that judgment is made that the electronic
signature is correct, it can be understood that the data has
not been tampered with, and that one holding the secret key
corresponding to the public key has generated the electronic

signature.

nmty s found out

t he



signature is correct, it can be understood that the data has not been
tanpered with, and that one holding the secret key corresponding to the
public key has generated the electronic 25 signature. - 66 |In step S12,
in the event that the electronic signature data c or d do not satisfy 0 <
c <r and 0 <d<r, the flow proceeds to step S20. Al so, the flow
proceeds to step S20 in the event that the point Pis a point at infinity
in step 5 517, as well. Mreover, the flow al so proceeds to step S20 in
the event that the value of Xp nod r 86es not match the electronic
signature data c in step S18. In the event that judgnent is nmade that the
el ectronic signature S not correct in step S20, it can be understood

10 that the t . t
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key certificate whet t the certl | cat e 5 ha$ been tanpered

Wi th can, e cdpcked s?&’e%'@i‘@‘turﬁlél@“ihéafiw pyo@e@aplts KE¥p US 6 - NOW
l et us returnto Fig to continue fhe description. Fig. 9( % 'S

public #enierdddntcatipat CGeié _pnefpthe al 1ﬁeva€elﬁf9ﬁ_e€ylﬂnt§@e user
devi ce, and stores the user deV|ce I D and the public 20 key KpDEV of the

user sde\d e, d8 Gvell£) NSrédeepHbthe Keow £ESbipireaéeds CestsSpPspd the
shop server stored in the shop
in the event that the value of Xp mod r does not match the
electronic signature data ¢ in step S18.
In the event that judgment is made that the electronic

signature is not.correct in step S20, it can be understood

10 that the data has been tampered with, or that one holding
the secret key corresponding to the public key has not
generated the electronic signature.

The signature of the issuer authority is affixed to the

public key certificate, and whether or not the certificate

15 has been tampered with can be checked by signature
verification by a public key user. Now, let us return to
Fig. 9 to continue the description. Fig. 9(b) is the public
key certificate: Cert DEV of the user device stored in the
user device, and stores the user device ID and the public

20 key KpDEV of the user device. Fig. 9(c) is the public key
certificate: Cert SHOP of the shop server stored in the shop
server, and stores the shop ID and the public key KpSHOP of
the shop server. Fig. 9(d) is the public key certificate:

Cert DAS of the user device authentication server stored in

25 the user device authentication server, and stores the user



server,
server.

server,

t he user device purchasing

Pr ocessi

and stores the shop ID and the public key KpSHOP of the shop

Fig. 9(d) is the public key certificate: Cert DAS of the user
devi ce aut hentication server stored in 25 the user device authenticat
and stores the user - 67 device authentication server ID and the
public key KpDAS of the user device authentication server. In this way,

the user device, shop server, and user device authentication server
have a public key certificate. 5 [Contents purchase processing] Next,
returning to Fig. 1, description w | é6be-made regarding the process

ng proceeds in the order of nunbers (1) through (20) in Fig.

i on

each

ng of

contents froma shop server and using them
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Next, returning to Fig. 1, description will be made
regarding the processing of the user device purchasing
contents from a shop server and using them. Processing
proceeds in the order of numbers (1) through (20) in Fig. 1.
The details of the processing will be described in order of
the numbers. Note that with the present embodiment, mutual
authentication processing ((1), (7), (11)) is described
being performed in the communication between the entities,
but may be omitted as necessary.

(1) Mutual authentication

The user device 200 which is attempting to purchase
contents from the shop server 100 performs mutual
authentication processing with a shop server. Between the
two means for executing data exchange, mutual confirmation
is made regarding whether the other party is the correct
data communicator, following which necessary data transfer
is performed. The confirmation processing of whether or not
the other party is the correct data communicator, is mutual
authentication processing. A confiquration wherein a

session key is generated at the time of mutual confirmation




I's perfornmed. The confirmation processing of whether or not the other
party is the correct data conmunicator, is nutual authentication
processi ng. A configuration wherein a 25 session key is generated at the
time of nutual confirmation - 68 processing, and encryption processing is
executed with the generated session key as a shared key to performdata
comuni cation, is one preferable data transfer nethod. The nutual

aut henti cati on nmethod using a shared the key 5 encryption nethod, will be
described with reference to Fig. 12 6élBh-Fig. 12, DES is used as the shared
key encryption nethod, but any of such simlar shared key encryption

nmet hods nay be used. First, B generates a 64-bit randon1nunber Rb, and 10

EKL?Q?”‘gépﬁ% kAR DB BhokBsh Ehy l%:ﬁﬁeyé‘f Stéaﬁ lsing the
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first, decryptlng the' C|pherte to obtain the random

nunber Ra. Neptle i€l RATHERE ik id® Iﬁ’@ﬂ[d(dpt\%jlr‘ﬂété‘ éﬁ@ré‘@yu@bke%e

exclusive-OR of the results thereof and El 1s obtained, to obtain

Fi naksl y, e@ﬁel@ﬁ PRSERSX] P11 Sbdeqeyet eHei {vh‘]thhﬁekéi‘eﬁé‘é tbhRiqg.
excl usi ve of the results thereof and E2 is obtained,
12. 1In Fig. 12, DES is used as the shared key encryptlon
method, but any of such similar shared key encryption
methods may be used.
First, B generates a 64-bit random number Rb, and
10 transmits the Rb and its own ID which is ID(b) to A. A,
upon receiving this, generates a new 64-bit random number Ra,
encrypts the data using the key Kab in this CBC mode of DES,
in the order of Ra, Rb, ID(b), and returns this to B.
B, upon receiving this, decrypts the received data with
15 the key Kab. The method for decrypting the received data
involves first, decrypting the ciphertext El1 with the key
Kab to obtain the random number Ra. Next, the ciphertext E2
is decrypted with the key Kab, the exclusive-OR of the
results thereof and El1 is obtained, to obtain Rb. Finally,
20 the ciphertext E3 is decrypted with the key Kab, the
exclusive-OR of the results thereof and E2 is obtained, to
obtain the ID(b). Of the Ra, Rb, and ID(b) thus obtained,
verification is made regarding whether or not Rb and ID(b)

match that transmitted by B. 1In the event that this

25 verification passes, B authenticates A to be valid.



obtain

made regardi ng whether or not Ro and ID(b) match that transmtted by B.
the event that this 25 verification passes,
- 69 Next, B generates a session key (hereafter referred to as Kses) to

the ID(b). O the Ra, Rb, and ID(b) thus obtained, verification is

be used follow ng authentication (the generation nethod uses random
nunbers). Then, encryption is perforned using the key Kab in the CBC node

of DES,
recei vi

in the order of Rb, 5 Ra, Kses, and this is returned to A Upon

ng this, A decrypts the recei-vé® data with the key Kab. The

decryption nethod of the received data is the same as the decryption

processing for

B, so details will be omtted here.- & the Rb, Ra, and
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Upon receiving this, A decrypts the received data with
the key Kab. The decryption method of the received data is
the same as the decryption processing for B, so details will
be omitted here.. Of the Rb, Ra, and Kses thus obtained,
verification is made regarding whether or not Rb and Ra
match that transmitted by A. In the event that this
verification passes, A authenticates B to be valid.
Following mutual authentication, the session key Kses is
used as a shared key for secret communication following
authentication.

Now, in the event that something not authorized or not
matching is found at the time of verifying the received data,
the mutual authentication is taken to have failed and the
processing is cancelled.

Next, a mutual authentication method using 160-bit
length elliptic curve encryption, which is the public key
encryption method, will be described with reference to Fig.
13. Though ECC is used as the public key encryption method
in Fig. 13, any similar public key encryption method is

suitable, as described above. Also, the key size does not

mruni cat1 on

ed. 20 Next, a nutual authentication method using

e received



encryption nethod, wll be described with reference to Fig. 13. Though ECC
Is used as the public key encryption nethod in Fig. 13, any simlar public
key encryption nethod is 25 suitable, as described above. Al so, the key
size does not - 70 have to be 160 bits. In Fig. 13, first, B generates a
64- bit random nunber Rb, and transmits this to A. Upon receiving this, A
generates a new 64-bit random nunber Ra and a random nunber Ak which is
smaller than the 5 characteristic p. Then, a point Av = Ak x G wherein the
base point Gis nultiplied by Ak is-oBfarned, an electronic signature
A.Sig is generated with regard to Ra, Rb, Av (X- coordi nate and
Y-coordinate) and is returned to B along wth the public key certificate

of A cf”l%je R 5164 1%3:8 %fqeafi‘ f‘{@m}ée}? GER9F L8t

Y-coordlnate Av are ~each sb an e Oni ¢ srgna ur

gener at %wg%d({r@%n%ép Igbtog"g({l é@l ét ! pz%(%h}g ev[;;,&g of usi ng a

public key certificate, the ey 0 i'c key certificate

| ssuer %Mﬁyg{ dirid OB deibe fgﬁg&b M?evvs% D87 AEES6h Tn m# g used, the

electronic signature of the pu c key certificate Is the public

key i's exid aftrathddn® MdiseP Ut | wh K&y 1§e§xﬁai1@@tﬂﬁ@|tw ng success of
verification of electronic signature, and the public key is used.

Accosdi nilafracldrid Us g S Usidl, thepdibt i v keyakex td fukateimegse to hold a
shared public key certificate issuer authority (CA) public key.
base point G is multiplied by Ak is obtained, an electronic
signature A.Sig is generated with regard to Ra, Rb, Av (X-
coordinate and Y-coordinate), and is returned to B along |
with the public key certificate of A. Now, Ra and Rb are 64
10 bits each, and the X-coordinate and Y-coordinate of Av are
each 160 bits, so an electronic signature is generated with
regard to a total of 448 bits.
In the event of using a public key certificate, the
public key of the public key certificate issuer authority
15 (CA) 410 which the user him/herself holds is used, the
electronic signature of the public key certificate is
verified, the public key is extracted from the public key
certificate following success of verification of electronic
signature, and the public key is used. Accordingly, all
20 users using the public key certificate need to hold a shared
public key certificate issuer authority (CA) public key.
The method for verifying the electronic signature has been
described with reference to Fig. 11, so the details thereof

will be omitted.

25 B, who has received the public key certificate of A, Ra,
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ty,” and the public¢ key of S
extracted. Then, the electronic signature A.Sig is verified

using the public key of A that has been extracted.
Following success of verifying the electronic signature, B
authenticates A as being valid.

Next, B generates a random number Bk smaller than the
characteristic p. Then, a point Bv = Bk x G wherein the
base point G is multiplied by Bk is obtained, an electronic
signature B.Sig is generated with regard to Rb, Ra, Bv (X-
coordinate and Y-coordinate), and is returned to A along
with the public key certificate of B.

A, who has received the public key certificate of B, Rb,
Ra, Bv, and electronic signature B.Sig, verifies whether or
not the Ra which B has sent matches that generated by A. In
the event that it matches, the electronic signature within
the public key certificate of B is verified with the public
key of the certifying authority, and the public key of B is
extracted. Then, the electronic signature B.Sig is verified
using the public key of B that has been extracted.

Following success of verifying the electronic signature, A

authenticates B as being valid.



extracted. Then, the electronic signature B.Sig is verified wusing the
public key of B that has been extracted. Follow ng success of verifying the
el ectronic signature, A 25 authenticates B as being valid. - 72 1In the
event that verification of both has succeeded, B calculates Bk x Av
(wherein Bk is a random nunber, but Av is a point of the elliptic curve,
so scalar nmultiplications of points on the elliptic curve is necessary), A
calculates Ak 5 x Bv, and the |ower-order 64 bits of that X-coordinate of

t hese points is subsequently used in @@nmunication as a session key (in
the event that shared key encryption with a 64-bit key length used for the
shared key encryption). O course, the session key nay be generated from

the Y 10 coond Raeo il THA¢QferliS LRI NCYE YN 1B Mdcteddap, g0 Lhe

secret communi cation oW ng mutua ent’i cati on, e transdlgied dat a

may be af ﬂautfa%etf%g e el ChidiEin BINAS W Sraddbdidb R, 108 VY s

encrypted w e session Kkey. 15 In the event that sonething

unaut horg 24 ANt N athe NBECIH L | Suf NG Rtsdd Bk imﬁgy%&éy&ﬁg déhe
el ectronic signature or verifying the received data, the nutua

aut hent ikt dif drekeasl 1 iy ecdiié etk mdskd SrPy P SSaT@ul dtes anicel | ed.
20 I'n such nmutual authentication processing, transmssion data is
encrypt &d Bis| nhd Fehe it -ask &ens O b ey o Brchaiate-coordinate of
these points is subsequently used in communication as a
session key (in the event that shared key encryption with a
64-bit key length used for the shared key encryption). Of
course, the session key may be generated from the Y-

10 coordinate, and may not be the lower-order 64 bits. Also,
in the secret communication following mutual authentication,
the transmitted data may be affixed with an electronic
signature, in addition to being encrypted with the session
key.

15 In the ‘event that something unauthorized and not
matching is found at the time of verifying the electronic
signature or verifying the received data, the mutual
authentication is taken to have failed, and the processing
is cancelled.

20 In such mutual authentication processing, transmission
data is encrypted using the generated session key, and data
communication is mutually executed.

(2) Generate transaction ID and purchase request data,
and

25 (3) Transmit purchase request data



comuni cation is nmutually executed. (2) Generate transaction |ID and
purchase request data, and 25 (3) Transmt purchase request data - 73 Upon
success of mutual authentication between the above-described shop server
100 and user device 200, the wuser device 200 generates contents purchase
request data. Fig. 14(a) illustrates the configuration of purchase request
5 data. The purchase request data has the data of: a shop ID which is an
identifier of the shop server 100 and which is the destination of the
request of contents purchasing; a trddsaction ID generated based on a
random nunber, for exanple by encryption processing neans of the user
device 10 200, as an identifier for contents transactions; and further a

contents 1D Spiofl Mhckedd d AL Prafind i LONAN B MG cddie user device

desires to purchase, and electronic signature o e user device is

af fixed do¢dll fesldt foed MdPCEertOE DO®! dfa ke¥ereabiileas o Of thbe user
device is 15 attached to the purchase request data, and 1s sent to the

shop serygdr 188:idOVB00 %éﬁ@r&ﬂé@tcéﬁ@én’éé‘e?\ﬁ’f@hiﬁe kedquest thitgate has
al ready been sent to the shop side at the i me of the above-described to

nut ual aEdentd CRf | DM usLLesS i e EOnfIgRFPELSHI B PitOhas® tbghesthere is
not 20 necessarily the need to send it again. (4) Verify received data

5 data. The purchase request data has the data of: a shop ID
which is an identifier of the shop server 100 and which is
the destination of the request of contents purchasing; a
transaction ID generated based on a random number, for
example by enc:yption processing means of the user device

10 200, as an identifier for contents transactions; and further
a contents ID serving as an identifier of the contents which
the user device desires to purchase, and electronic
signature of the user device is affixed to this data.
Further, the public key certificate of the user device is

15 attached to the purchase request data, and is sent to the
shop server 100. Now, in the event that the public key
certificate has already been sent to the shop side at the
time of the above-described to mutual authentication
processing, or in processing prior to that, there is not

20 necessarily the need to send it again.

(4) Verify received data
Upon receiving the purchase request data shown in Fig.

l4(a) from the user device 200, the shop server 100 executes

the verification processing of the received data. The

25 details of the verification processing will be described



Upon receiving the purchase request data shown in Fig. 14(a) fromthe user
devi ce 200, the shop server 100 executes the verification processing of
the received data. The 25 details of the verification processing will be
described - 74 wth reference to Fig. 15. First, the shop server 100
perforns verification of the public key certificate Cert_DEV of the user
device within the received data (S51). As described above, this is
executed as processing for 5 verifying this signature of the issuer
authority (CA) contained in the publi’d key certificate (see Fig. 1), and
I's executed applying the public key of the issuer authority KpCA. . In
the event that verificationis OK, i.e., that there 10 is no tanpering

with the P?ﬁ %8¥§P¥n8§r£ fbggtengESFigsggfggﬁfgﬁehlgﬁggégciggs to S53. In

t he eveﬁY verrfication is no j udgenent

'S éﬁﬂst9é£1£géaeﬂg+'8fk€ﬁe Bi1&9?E§a93§t9§§8athaﬁBgEe EV‘th

and proc SS|ng usi ng the public key 1 certi te 1s cancelle

the publjg gy KPOFVadbickNGitReh €AY £8cbiveYy! aaeaegsgﬁ M tRe pub' | C .key
certificate, and in step S54, verification processi the user device

Si gnat Ur ge &t ribEd PAKEPEs et h EHUESt efabateq séegybeesgihagfbbe public key
KpDEV (see Fig. 11). Then in the event that 20 verificationis OK 1i.e.

j udgmentyési fpdegt bRist egRatSr80oft BRBCLEBGeM hithBeipyr ¢hase request data
(yes in Sb5), the
contained in the public key certificate (see Fig. 1), and is
executed applying the public key of the issuer authority |
KpCA.
In the event that verification is OK, i.e., that there

10 is no tampering with the public key certificate (Yes in S52),
the flow proceeds to S53. 1In the event that the
verification is not established (No in S52), judgement is
made in S57 that the public key certificate has been
tampered with, and processing using the public key

15 certificate is cancelled. In S53, the public key KpDEV of
the user device is extracted from the public key certificate,
and in step S54, verification processing of the user device
signature of the purchase request data is executed using the
public key KpDEV (see Fig. 11). Then in the event that

20 verification is OK, i.e., judgment is made that there is no
tampering with the purchase request data (yes in 855), the
flow proceeds to S56, and judgment is made that the received
data is authorized contents purchase request data. In the

event that the verification is not established (No in S55),

25 judgement is made in S57 that there is tampering with the



fl ow proceeds to S56, and judgnent is nmade that the received data is

aut hori zed contents purchase request data. In the event that the
verification is not established (No in S55), 25 judgenent is nade in S57
that there is tanpering with the - 75 purchase request data, and
processing with regard to that purchase request data is cancelled. (5)
Transmt encrypted contents and encrypted contents key data 1 (shop) 5
Upon verification of the purchase request data being conpleted at the shop
server 100, and judgnent being nade- t/yat- this is an authorized contents
purchase request with no data tanpering, the shop server 100 transmts
encrypted contents and encrypted contents key data 1 (shop) to the 10 user

devi ce. gg%gagéet¥§§§g§£§ggﬁggngharﬁgog sh2figCRILANERgala! 2BA8RE10, and

are encr con ent erein contents are encrypted with a

contentspgﬁégégagr?gggggpaggacgg;gﬁhgeggﬁﬁgata: KpDAS(Kc) wherein the

contents encrypted wt public key of the user device 15

authent | cat | ofy porvetad BASIyGRfs 6 Grordidble | AYSLASE PEERccaREchayT all on

of the encrypted contents key data 1 (sho The encrypted contents key
data 1 (gpBpPaabasia(yaspydevice ID which is the identifier of the user
devi ce 200 which is the requester of 20 the contents purchase, purchase

(r:g?;lies?_t d?ta Updre it Bf idat fow of4ile PXEChEk @ 0rédpeesEedatigvbeEngubl i c key
Icgbgéieted at the shop server 100, and judgment being made

that this is an authorized contents purchase request with no
data tampering, the shop server 100 transmits encrypted
contents and encrypted contents key data 1 (shop) to the

10 user device. Both of these are data stored in the contents
database 110, and are encrypted contents: Kc (content)
wherein contents are encrypted with a contents key, and
encrypted contents key data: KpDAS(Kc) wherein the contents
key: Kc is encrypted with a public key of the user device

15 authentication server (DAS) 300.

Fig. 14(b) illustrates the configuration of the
encrypted contents key data 1 (shop). The encrypted
contents key data 1 (shop) has a user device ID which is the
identifier of the user device 200 which is the requester of

20 the contents purchase, purchase request data (the data in
Fig. 14(a) excluding the user device public key certificate),
the shop processing No. generated by the shop server 100
accompanying the contents transaction, and the encrypted

contents key data: KpDAS(Kc), with the electronic signature

25 of the shop server 100 affixed to this data. Further, the



the shop processing No. generated by the shop server 100 acconpanying the
contents transaction, and the encrypted contents key data: KpDAS(Kc), with
the el ectronic signature 25 of the shop server 100 affixed to this data. -
Further, the - 76 public key certificate of the shop server 100 is
attached to the encrypted contents key data 1 (shop), and is sent to the
user device 200. Now, in the event that the shop server public key
certificate has already been sent to the user 5 device side at the tinme of
t he above-described nutual authent+cééien processing, or in processing
prior to that, there is not necessarily the need to send it again. (6)
Verify received data Upon receiving the encrypted contents: Kc (content)

and. 10 4he enqiupied LoV as KPhaads (IO SRyt fepdB) _ from

t he shoS Sérver thée "user vice executes ~ veriTticaiion processing

of e a6y Whi.a) RO it difte A datd SOinodl SPTEd | Gt o, Prcessi ng

I S processing Si to the pr sing flow above-descri bed Fig.

15, i tRsky g el ol GRowh 00 arditditht AiHidd adid Uhdf ddirdiibl i key
certificate of the shop server received fromthe shop server 100 using the
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executing verification of the shop signature of the encrypted contents key

datas 1 (f=hGRle HiRMN 230 tHe RiiGne WK Bhdisibigd-hedqubinad kaye dgISHOP of the

shop server that has been extracted fromthe public key certificate.
authentication processing, or in processing prior to that,

there is not necessarily the need to send it again.
(6) Verify received data
Upon receiving the encrypted contents: Kc (content) and
10 the encrypted contents key data 1 (shop) shown in Fig. 14(b)
from the shop server 100, the user device 200 executes
verification processing of the encrypted contents key data 1
(shop). This verification processing is processing similar
to the processing flow in the above-described Fig. 15, with
15 the user device 200 executing verification of the public key
certificate of the shop server received from the shop server
100 using the public key KpCA of the issuer authority (CA)
first, and then next executing verification of the shop
signature of the encrypted contents key data 1 (shop) shown
20 in Fig. 14(b) using the public key KpSHOP of the shop server
that has been extracted from the public key certificate.
(7) Mutual authentication
Upon the user device 200 receiving the encrypted
contents: Kc (content) and the encrypted contents key data 1

25 (shop) from the shop server 100 and ending verification of



(7) Mutual authentication Upon the user device 200 receiving the encrypted
contents: Kc (content) and the encrypted contents key data 1 25 (shop)
fromthe shop server 100 and ending verification of - 77 the encrypted
contents key data 1 (shop), the user device 200 accesses the user device
aut henti cation server 300, and executes nutual authentication processing
bet ween the user device 200 and the user device authentication server 300.
5 This processing is executed by procedures which are the sane as the

mut ual aut henticati on processi ng betwedgn-the shop server 100 and user

devi ce 200, described above. (B) Transmit encrypted contents key data (user
device) and encrypted contents key swi tching request 10 Upon establi shnent

aut hent 1 IO SR SO ek e of ST e e
cont ent o adlildbod IR lew SEdy SONAL NG 106 S0 YBLA: oFFH ST key

KpDAS(Kc)" Teceived Trom the shop Sefver rer, an . ~encrypted
Soo. ° PP LR, R parete etk e iAeE B0
key dat st ARV IR th QT £k SN fededoslad&rtdisefoslevi ce) has
a user device 20 authentication server ID which is the identifier of the
users dewjice gl ifptisP edinmedd I3P pricdidfed Ren fastdratigd $ime
as the mutual authentication processing between the shop
server 100 and user device 200, described above.
(8) Transmit encrypted contents key data (user device)
and encrypted contents key switching request
10 Upon establishment of mutual authentication between the
user device 200 and user device authentication server 300,
the user device 200 transmits encrypted contents key data
(user device) containing the encrypted contents key
KpDAS(Kc) received from the shop server 100 earlier, and an
15 encrypted contents key switching request, to the user device
authentication server 300.
Fig. 14(c) illustrates the configuration of the
encrypted contents key data (user device). The encrypted
contents key data (user device) has a user device
20 authentication server ID which is the identifier of the user
device authentication server 300 which is the destination of
the encrypted contents key switching request, and the
encrypted contents key data received from the shop server
100 (the data in Fig. 14(b) excluding the shop public key

25 certificate), with the electronic signature of the user



the encrypted contents key switching request, and the encrypted contents
key data received fromthe shop server 100 (the data in Fig. 14(b)

excl uding the shop public key 25 certificate), with the electronic
signature of the user - 78 device 200 affixed to this data. Further, the
public key certificate of the shop server 100 and the public key
certificate of the user device 200 are attached to the encrypted contents
key data (user device), and is sent to 5 the user device authentication
server 300. Now, in the event that -thg user device authentication server
300 already has the user device public key certificate and the shop
server public key certificate, there is not necessarily the need to send

oy dat A 28 FEERERCR HERAIGER od EBRERRTs PR BWPLLR REYrequest
R LN LA R I X A
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event that the user device authentication server 300 already
has the user device public key certificate and the shop
server public key certificate, there is not necessarily the
need to send it -again.
10 (9) Verify received data
Upon receiving the encrypted contents key data (user
device) and the encrypted contents key switching request
shown in Fig. 14(c) from the user device 200, the user
device authentication server 300 executes verification
15 processing of the encrypted contents key switching request.
This verification processing is processing the same as the
processing flow in the above-described Fig. 15, with the
user device authentication server 300 first executing
verification of the public key certificate of the user
20 device received from the user device 200 using the public
key KpCA of the issuer authority (CA), and then executing
verification of the electronic signature of the purchase
request data shown in Fig. 14(a) and the encrypted contents

key data (user device) shown in Fig. 14(c) using the public

25 key KpDEV of the user device that has been extracted from



verification of the electronic signature of the purchase request data
shown in Fig. 14(a) and the encrypted contents key data (user device)
shown in Fig. 14(c) using the public 25 key KpDEV of the user device that -
has been extracted from- 79 the public key certificate. Further,
verification of the public key certificate of the shop server is executed
using the public key KpCA of the issuer authority (CA), and next
verification of the shop signature of the (5) encrypted 5 contents key data
1 contained in the encrypted conterds7key data (user device) shown in Fig.
14(c) using the public key KpSHOP of the shop server extracted fromthe
public key <certificate. (10) Encrypted contents key sw tching processing

10 At the user _device aut hent.i cation server 300, .upon . verification of the
encr ypt & EMPdACs Kedy CeE TAGade- df\}’i Eland J;Fpﬁte]d"bé:l# Ceiﬁ'tes key

i t chi t ived f t devi 200 hei l.et ed, d
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key cont&En &4 t con ey ‘device), 1.e., the

data: KpRAS(K W ' Eté : ' i h bl i
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t he conte
data (user device) shown in Fig. 14(c) using the public key

KpSHOP of the shop server extracted from the public key
certificate.
(10) Encrypted contents key switching processing

10 At the user device authentication server 300, upon
verification of the encrypted contents key data (user
device) and encrypted contents key switching request
received from the user device 200 being completed, and
judgment being made that this is an authorized key switching

15 request, the user device authentication server 300 decrypts
the encrypted contents key contained in the encrypted
contents key data (user device), i.e., the data: KpDAS(Kc)
wherein the contents key: Kc is encrypted with the public
key KpDAS of the user device authentication server (DAS) 300,

20 with a secret key KsDAS of the user device authentication
server 300, to obtain the contents key Kc, and further
generates an encrypted contents key: KpDEV(Kc) wherein the
contents key Kc is encrypted with the public key: KpDEV of
the user device. That is to say, key switching processing

25 1is executed in the order of KpDAS(Kc) — Kc — KpDEV(Kc).



generates an encrypted contents key: KpDEV(Kc) wherein the contents key Kc
is encrypted with the public key: KpDEV of the user device. That is to
say, key switching processing 25 is executed in the order of KpDAS(Kc) -->
Kc - KpDEV(Kc). - 80 Fig. 16 shows a flowhart for the processing of
encrypted contents key sw tching executed at the user device

aut hentication server 300. First, the user device authentication server
300 extracts the contents key data: 5 KpDAS(Kc) encrypted with the public
key KpDAS of the user device autheat8oati on server (DAS) 300, fromthe
encrypted contents key data (user device) received fromthe user device
200 (S61). Next, this is decrypted with the secret key KsDAS of the-user

devi hent.i i 00 K i bt ai ned
(552 Nt Hifie donELRbe S &1 et nhm WY GRARARA HIF i€ r - encr yp o
ith th lJc, key: deyi i d
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at the user vice authentication server 3 user ice 20
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aut henti cati on processing I's executed between the

device authentication server (DAS) 300, from the encrypted
contents key data (user device) received from the user
device 200 (S61). Next, this is decrypted with the secret
key KsDAS of the user device authentication server 300, and

10 the contents key Kc is obtained (S62). Next, the contents
key Kc obtained by decryption is re-encrypted with the
public key: KpDEV of the user device, generating the
encrypted contents key: KpDEV(Kc) (S63). Upon this
processing ending, the status of a license management

15 database (see Fig. 6) is set to "key switching completed”.

(11) Mutual authentication
Upon the above-~-described key switching processing of

the encrypted contents key having been completed at the user
device authentication server 300, the user device

20 authentication server 300 accesses the shop server 100, and
mutual authentication processing is executed between the
user device authentication server 300 and the shop server
100. This processing is executed by procedures the same as

the mutual authentication processing between the shop server

25 100 and the user device 200, described above.



user device authentication server 300 and the shop server 100. This
processing i s executed by procedures the sane as the nutual authenticatio
processi ng between the shop server 25 100 and the user device 200, '
descri bed above. - 81 (12) Transmt encrypted contents data Upon the

mut ual aut hentication being established between the user device

aut hentication server 300 and the shop server 100, the user device

aut henti cati on server 300 5 transmts encrypted contents key data (DAS) to
the shop server 100. The configurati 8% ef the encrypted contents key data
(DAS) is shown in Fig. 17(d). The encrypted contents key data (DAS) has a
shop ID which is an identifier of the shop 10 server 100 which is the

destination qgf;.th qﬁ&ﬁ ;&nﬁﬁﬁ ﬁ%gggg, encrypted contents key
data (user dgvllztc,)e;}r%t e q-'szetrg% C udicrf{:] the sﬁioalpé}gnd t he user device public
key certifi bW ddh %%&f&:ﬁ)ﬁcaﬂ% gyt regﬁpo]ﬁiyﬁemé@t ed contents

key data: Kp Kc) generate y the user device 15 aut I cation server

300 in tha@hay e StddPedok e SYEAEHE K PIOE CSSL PO YOb Nahdecgéect roni c
signature of the wuser device authentication server 300 being affixed to

the datghofWdhpsr 10®, P i Es&eYa&ridé fdeari&st Dhat ion UséFvedeyose
aut hentication server 300 and the user device 200 are 20 attached to the

encr gpt e OB Serkeypdd déiftBntaneeypaddta t AYE sbHopheesnep 100. Note
that in the event that the
server 100.
The configuration of the encrypted contents key data

(DAS) is shbwn in Fig. 17(d). The encrypted contents key
data (DAS) has a.shop ID which is an identifier of the shop

10 server 100 which is the destination of the contents purchase
request, the encrypted contents key data (user device) (the
data excluding the shop and the user device public key
certificate shown in Fig. 14(c)), and further the encrypted
contents key data: KpDEV(Kc) generated by the user device

15 authentication server 300 in the above-described key
switching processing, with the electronic signature of the
user device authentication server 300 being affixed to the
data. Further, the public key certificates of the user
device authentication server 300 and the user device 200 are

20 attached to the encrypted contents key data (DAS), and sent
to the shop server 100. Note that in the event that the
shop server already holds these public key certificates,
sending again is not necessarily needed.

Also, in the event that the user device authentication

25 server 300 is an entity acknowledged to be a reliable third



shop server already holds these public key certificates, sending again is
not necessarily needed. Also, in the event that the user device

aut hentication 25 server 300 is an entity acknow edged to be a reliable
third - 82 party, an arrangenent nmay be used wherein the encrypted
contents key data (DAS) is not of a configuration containing the (8)
encrypted contents key data (user device) generated by the user device

wi t hout change, as shown in Fig. 17(d), 5 but rather wherein the user

devi ce authentication server 300 extBdcts the user device ID, the
transaction I D, contents ID, shop processing No., and contents key
KpDEV(Kc) encrypted wth the public key of the user device, affixes the

si gnat urgs Qs e r Al iRest tithy 198 Wyﬂﬁ%ﬁ?hﬁﬁ@?n%‘ﬁ%ﬁ%@?dat a (DAS),

as shown in “Fi g. 18(d")" In this case, verification o encrypt ed
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certificate of the ™ user device authentication server 300 is the on?y
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data The shop server 100 which has received the encrypted “contents key
data (DAY tife disel (dBvide o thiutiseianiyy, Cos shbnenin cRigon sedyger 300

executes verification processing of encrypted contents key data (DAS).
Thi s5verbdt qattier therainestshagus er tdey Bgreaptloseisseagias s&evét ayo®f t he
processi ng shown in Fig. 15 described above, with a shop
extracts the user device ID, the transaction ID, contents ID,
shop processing No., and contents key KpDEV(Kc) encrypted
with the public key of the user device, affixes the
signature to these, and uses this as encrypted contents key
10 data (DAS), as shown in Fig. 18(d'). 1In this case,
verification of the (8) encrypted contents key data (user
device) is unnecessary, so the public key certificate of the
user device authentication server 300 is the only public key
certificate that needs to be attached.
15 (13) Verify received data
The shop server 100 which has received the encrypted
contents key data (DAS) (Fig. 17(d)) from the user device
authentication server 300 executes verification processing
of encrypted contents key data (DAS). This verification
20 processing is the same processing as the flow of the
processing shown in Fig. 15 described above, with a shop
server 100 first executing verification of the public key
certificate of the user device authentication server

received from the user device authentication server 300 with

25 the public key KpCA of the issuer authority (CA), and then



server 100 first executing verification of the public key certificate of

t he user device authentication server received fromthe user device

aut henti cati on server 300 with 25 the public key KpCA of the issuer
authority (CA), and then - 83 wusing the public key KpDAS of the user

devi ce authentication server 300 extracted fromthe public key certificate
to execute verification of electronic signature of the encrypted contents
key data (DAS) shown in Fig. 17(d). 5 Further, verification of the public
key certificate of the user device-i 83executed using the public key KpCA
of the issuer authority (CA), and next, verification is executed wth
regard to the user device signature of the (8) encrypted contents key dat a

o F o Y ERGAUPEE el Rpd? SELIND Sef MHCORE AflndRtiaspral, SO0
fr om theyo bl i o kedGerti & Cﬂg}gtav% té«m]dg%ggéegeﬂggﬁg@yt@e made
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the sinplified encrypt contents key data descri bed above with
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(CA), and then executing verification of the ‘electronic signature of
user device is executed using the public key KpCA of the
issuer authority (CA), and next, verification is executed
with regard to the user device signature of the (8)
encrypted contents key data (user device) contained in the

10 encrypted contents key data (DAS) shown in Fig. 17(d), using
the public key KpDEV of the user device extracted from the
public key certificate. Further, an arrangement may be made
wherein the encrypted contents data (user device) is
verified using own public key KpSHOP.

15 Now, in the event that the shop server 100 receives the
simplified encrypted contents key data (DAS) described above
with reference to Fig. 18(d'), the shop server 100 only
performs processing of executing verification of the public
key certificate of the user device authentication server

20 using the public key KpCA of the issuer authority (CA), and
then executing verification of the electronic signature of
the encrypted contents key data (DAS) shown in Fig. 18(d')
using the public key KpDAS of the user device authentication

server 300 extracted from the public key certificate.

25 (14) Mutual authentication, and



the encrypted contents key data (DAS) shown in Fig. 18(d') wusing the
public key KpDAS of the user device authentication server 300 extracted
fromthe public key certificate. 25 (14) Miutual authentication, and - 84
(15) Transmt encrypted contents key request data Next, the user device
200 transmts encrypted contents key request data to the shop server 100.
Note that at this tine, in the event that a request is to be executed with
a 5 different session fromthe previous request, nutual authentication is
execut ed again, and encrypted content84key request data is transmtted
fromthe user device 200 to the shop server 100, under the conditions that
mutual authentication is established. 10 The configuration of the

ted tyent : ' iR, El Th ted
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is the idéntifier of contents which the user device desires to purchase,

and furdihes, tie orwRcagtdtIth NeqEast ai s1egb e Nexedieedaifch Wi ch the
shop has generated earlier and transmtted to the 20 user device 200 as

encr ypt el it Sderyidhtfrdm (HwPrdsius Requdsd P)nutwal h the el ectronic
signature of the user
authentication is executed again, and encrypted contents key
request data is transmitted from the user device 200 to the
shop server 100, under the conditions that mutual
authentication is established.

10 The configuration of the encrypted contents key request
data is shown in Fig. 17(e). The encrypted contents key
request data has the shop ID which is the identifier of the
shop server 100 which is the destination of the contents
purchase request, the transaction ID which is the identifier

15 of contents transaction generated earlier by the user device
200, and further a contents ID which is the identifier of
contents which the user device desires to purchase, and
further the shop processing No. contained within the data
which the shop has generated earlier and transmitted to the

20 user device 200 as encrypted contents key data 1 (shop) (see
Fig. 14(b)), with the electronic signature of the user
device being affixed to this data. Further, the public key
certificate of the user device is attached to the encrypted

contents key request data, and sent to the shop server 100.

25 Note that in the event that the public key certificate is



device being affixed to this data. Further, the public key «certificate of
the user device is attached to the encrypted contents key request data,
and sent to the shop server 100. 25 Note that in the event that the public
key certificate is - 85 already held at the shop side, it is not
necessarily needed to send this again. (16) Verification processing, and
(17) Billing processing 5 Upon receiving the encrypted contents key request
data fromthe user device, the shop server 100 executes verification
processing of the encrypted contents R& - request data. This is the sane
processing as that described wth reference to Fig. 15. Upon the data
verification 10 finishing, the shop server 100 executes billing processing

rel ati ng,0edde ROTACHE SchE20RGH 5 e, ThE BL! hbBUnefbREERS1 POnbaaBEOCESS] NG

for recerving tontents charges Trom a transaction account of the user. The
rece|vedt&oggﬁ@t§hi§h§%9§§_are di stributed anong various parties involved,

such 15 as the copyright hol der of the contents, the shop, the user device

authenticatiqquﬂvgyifgygﬁmdﬁrﬁgdgesgﬂﬂ?,lghdo this billing processing,
the key switching .processing process of the encrypted contents keys by

t he user dewnqqegﬂﬂyﬂﬁgtgﬁddgggiﬁ¢er 300 is mandatory, so the 20 shop
server 100 cannot execute billing processing only by processing with the
user sdevi ce. @D rddei wisry wayiacAfred contents key request data
from the user device, the shop server 100 executes
verification processing of the encrypted contents key
request data. This is the same processing as that described
with reference to Fig. 15. Upon the data verification
10 finishing, the shop server 100 executes billing processing
relating to the contents transaction. The billing
processing is processing for receiving contents charges from
a transaction account of the user. The received contents
charges are distributed among various parties involved, such
15 as the copyright holder of the contents, the shop, the user
device authentication server administrator, etc.

Up to this billing processing, the key switching
processing process of the encrypted contents keys by the
user device authentication server 300 is mandatory, so the

20 shop server 100 cannot execute billing processing only by
processing with the user device. Also, the user device 200
cannot decrypt the encrypted contents key, and accordingly
can not use the contents. The user device authentication

server records contents transaction contents with all key

25 switching processing that has been executed in the user




cannot decrypt the encrypted contents key, and accordingly can not use the
contents. The user device authentication server records contents
transaction contents with all key 25 sw tching processing that has been
executed in the user - 86 device authentication server |icense managenent
dat abase described with reference to Fig. 6, and can know all contents
transactions which are object of billing. Accordingly, contents
transaction performed by the shop side 5 al one becone inpossible, thereby
preventing unauthorized contents sal868.-(18) Transnmit encrypted contents
key data 2 (shop) Upon the billing processing at the shop server 100

endi ng, the shop-server 100 transmts encrypted contents key 10 data 2

(shop) t J e 17 L1 | ti f

the  endottl AR a9 o e Ao et ey dat a
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authentication server 300 (data excluding the public key" certificates of
the userAcdﬁ@cpﬁl@%, USHt SIEVd CErarBdeiBh GdF £orRed ISy SHOWhop $ide

17(d)), wth the el ectronic signature of the shop server 100 havi ng been
af fi yed d1oddiediia. ifpdddisle | Ntherddy pkeyerEing fikaithorized
contents sales.

(18) Transmit encrypted contents key data 2 (shop)

Upon the billing processing at the shop server 100
ending, the shop.server 100 transmits encrypted contents key

10 data 2 (shop) to the user device 200.

Fig. 17(f) illustrates the configuration of the
encrypted contents key data 2 (shop). The encrypted
contents key data 2 (shop) has the user device ID which is
the identifier of the user device 200 which is the requester

15 of the encrypted contents key request, and the encrypted
contents key data (DAS) received from the user device
authentication server 300 (data excluding the public key
certificates of the user device and user device
authentication server shown in Fig. 17(d)), with the

20 electronic signature of the shop server 100 having been
affixed to this data. Further, the public key certificate
of the shop server 100 and the public key certificate of the
user device authentication server 300 are attached to the
encrypted contents key data 2 (shop), and sent to the user

25 device 200. 1In the event that the user device 200 already



of the shop server 100 and the public key certificate of the wuser device
aut hentication server 300 are attached to the encrypted contents key data
2 (shop), and sent to the user 25 device 200. In the event that the user
device 200 already - 87 holds the public key certificate of the user
device authentication server and the public key certificate of the shop
server, it is not necessarily needed to send this again. Now, in the event
that the user device authentication. 5 server 300 is an entity

acknow edged to be a reliable third= §drty, and in the event that the
encrypted contents key data (DAS) which the shop server 100 receives from
the user device authentication server 300, is the sinplified encrypted

cont ent shkeds deti@ Hk¥Sic desercbeeiescdt8roni the dfereliovenee to Fig.
18(d'), the shop server 100 sends the encrypted contents key data 2 (shop)

shown i radtigentlBédt jori oseter used ey iPebl IBakey Sceiberf $88PeS6f VEheat t aches
the public key certificate of the shop server 100 and the public key

certifi csligp aferrvier ustt Hevice metdesdr LRy i ndededves S6fAd1bhie s§gidata
wherein the signature of the shop server has been affixed to the
sinmplified emowptied thenteorend: Kehatddthee Wd2AS)deshioven duttentiddf(ibn, and
sends this to the user device 200. (19) Verification processing 20 Upon
recebvi ripnvryr o0 yix exh comtt Bty sadlayowlbedged (shidpe afrehiabke stivprder ver
100, the user device 200 executes
party, and in the event that the encrypted contents key data
(DAS) which the shop server 100 receives from the user
device authentication server 300, is the simplified
encrypted contents key data (DAS) described earlier with
10 reference to Fig. 18(d'), the shop server 100 sends the
encrypted contents key data 2 (shop) shown in Fig. 18(f') to
the user device. That is, the shop server attaches the
public key certificate of the shop server 100 and the public
key certificate of the user device authentication server 300
15 to the data wherein the signature of the shop server has
been affixed to the simplified encrypted contents key data
(DAS) shown in Fig. 18(d'), and sends this to the user
device 200.
(19) Verification processing
20 Upon receiving the encrypted contents key data 2 (shop)
from the shop server 100, the user device 200 executes
verification processing of the encrypted contents key data 2
(shop). This verification processing is the same as the

processing in the processing flow described earlier with

25 reference to Fig. 15, with the user device 200 first



verification processing of the encrypted contents key data 2 (shop). This
verification processing is the sane as the processing in the processing

fl ow described earlier with 25 reference to Fig. 15, with the user device "
200 first - 88 executing verification of the public key certificate of the
shop server received fromthe shop server 100, using the public key KpCA
of the issuer authority (CA), then executes verification of the electronic
signature of the encrypted 5 contents key data 2 (shop) shown in Fig.

17(f), using the public key KpSHOP-0oB8 tre shop server 100 extracted from
the public key certificate. Further, verification of the public key
certificate of the user device authentication server 300 is executed using

the publégekeyikpHPepiribgeisnust 4ReaphhPitt Kef CObrt2RICY LRI Bgceﬁéon R
executed on the “signature of the (12) encrypted contents key data (DAS)

cont ai neghdp & &EvENCF YOS EFleqOPEEMT EhEeyhapt 3e2vEshPDd, SB8MAg tReFi - 17(f),
using the public key KpDAS of the user device authentication server 300

extract gsulbI i kée KA i 6f kele 1Dsseeti AhERbLityU(LAS] , tBBnaEkaBGEEENt NMAy
be nmade wherein the encrypted contents data (user device) is verified

usi ng ower pfibdtatcideyo Kpbhy. el@@yr&aie ngignatessi og The eaerypgesdce 200
whi ch has verified the encrypted 20 contents key data 2 (shop) received
frombt hecaiogntserkey d90a 2etshpps sheweninypied ToONfpptaskey: thKpDEV( Kc)
encryptE;Lblic key KpSHOP of the shop server 100 extracted from the
public key certificate. Further, verification of the public
key certificate of the user device authentication server 300
is executed using the public key KpCA of the issuer
10 authority (CA), and verification is executed on the
signature of the (12) encrypted contents key data (DAS)
contained in the encrypted contents key data 2 (shop) shown
in Fig. 17(f), using the public key KpDAS of the user device
authentication server 300 extracted from the public key
15 certificate. Further, an arrangement may be made wherein
the encrypted contents data (user device) is verified using
own public key KpDEV.
(20) Saving processing
The user device 200 which has verified the encrypted
20 contents key data 2 (shop) received from the shop server 100
decrypts the encrypted contents key: KpDEV(Kc) encrypted
with its own public key KpDEV contained in the encrypted
contents key data 2 (shop), using its own secret key KsDEV,

further generates the encrypted contents key: Ksto(Kc) by

25 encryption using the storing key Ksto of the user device,



with its own public key KpDEV contained in the encrypted contents key data
2 (shop), using its own secret key KsDEV, further generates the encrypted
contents key: Ksto(Kc) by 25 encryption using the storing key Ksto of the -
user device, - 89 and stores this in the storing neans of the user device
200. At the time of using contents, the encrypted contents key: Ksto(Kc)
I s decrypted using the stored key Ksto and the contents key Kc is
extracted, and the extracted contents key 5 Kc is used to execute
decryption processing of the encrypte8? econtents Kc (Content), thereby
reproduci ng and executing the contents (Content). Fig. 19 illustrates the
processing flow for obtaining and saving the contents key Kc with the user
devi ce | ; ef¥Gd Y, : Vi p,%% r ed with
own pubfé?}gh k%%%%é@%i%(t r actﬁ%@%@gﬁgﬁé e‘?fddg\l#ce %Olﬁévﬁl%rr?/(me

encrypt eg GHY afife k&Y Wiy TdPtRls | eCgé Vet Fi9Frd L hen 880Ps SRSy £T
100(S71), the extracted encrypted contents key.” KpDEV(Kc) Is decrypted

usi Nng OWMBERUHE! & WERIPtednsk iy tiee CONS LAY Sk&PYr&o | Sn@Xtn@ct ed (S72).

Further, encryption processing of the contents Key Kc is executed using

the stajcittdiys Hedyp K idaettsfictiay] Gind xS NGt etfctd® covtaptLdegont ents
key: Ksto(Kc), which is stored in the storing nmeans (internal nenory) of

the BseKales ameDGd Bdcutd duerypt ide plhsvesPingessitige dhErysesd devi ce
can obtain the encrypted contents Kc (Content) and the contents key Kc
contents Kc (Content), thereby reproducing and executing the
contents (Content).
Fig. 19 illustrates the processing flow for obtaining

and saving the_contents key Kc with the user device 200.

10 First, the encrypted contents key: KpDEV(Kc) encrypted with
own public key KpDEV is extracted, by the user device 200,
from the encrypted contents key data 2 (shop) received from
the shop server 100(S71), the extracted encrypted contents
key: KpDEV(Kc) is decrypted using own secret key KsDEV, and

15 the contents key Kc is extracted (S72). Further, encryption
processing of the contents key Kc is executed using the
stored key Ksto of the user device to generate the encrypted
contents key: Ksto(Kc), which is stored in the storing means
(internal memory) of the user device 200 (S73).

20 Due to the above processing, the user device can obtain
the encrypted contents Kc (Content) and the contents key Kc
of the encrypted contents, so the contents can be used. As
can clearly be understood from the above description, a key

switching processing process for encrypted contents keys at

25 the user device authentication server 300 is mandatory



of the encrypted contents, so the contents can be used. As can clearly be
understood fromthe above description, a key sw tching processing process
for encrypted contents keys at 25 the user device authentication server
300 is mandatory - 90 before the contents can be made usabl e at the user
device 200. Accordingly, the shop server 100 is not capable of selling
contents to the user device 200 secretly fromthe wuser device

aut henti cati on server 300 and maki ng the 5 contents usable at the user

devi ce. The user device authenticati8R Server records all contents
transaction contents wherein key swi tching processi ng has been executed,

I n the user device authentication server |icense managenent database

descri bege fhid ¥16d ESNEEED &l b . madd @€£016i 9! ¥hdOusap AepIeEe
transactions of all shops, know transactions of contents billed, and

accur at e} g0 di HdddndEngOP} eths SHGH 0eSrve£CROY edls | ot heéapabl éngf pr ocessi ng
of the shops to the various parties involved, such as the copyright

hol der s ed11ide cntents,tshdps, usserdeeide e2 aut dedtethy i bromether 15
adm nistrator, and so forth. (Transition status in the devices) In this
seri es afser abmsiceauttieriticpt o sernes 300 aasdahalisgi theach of the shop
server 100, user device 200, wuser authentication server (DAS) 300, shown
in Fbg. dontdretLisabde mcessiwser defetee ni rMEle awser diegice t he st atus
i ndicating the processing state. The status is nmanaged for
authentication server records all contents transaction
contents wherein key switching processing has been executed,
in the user device authentication server license management
database described with reference to Fig. 6, and accordingly
10 can manage transactions of all shops, know transactions of
contents billed, and accurately distribute contents charges
received in the billing processing of the shops to the
various parties involved, such as the copyright holders of
the contents, shops, user device authentication server
15 administrator, and so forth.

(Transition status in the devices)

In this series of processing relating to contents
transactions in each of the shop server 100, user device 200,
user authentication server (DAS) 300, shown in Fig. 1, the

20 next processing is determined according to the status
indicating the processing state. The status is managed for
each of the contents transactions, in the purchase
management database of the shop server shown in Fig. 3, the

license management database of the user device

25 authentication server shown in Fig. 6, and the purchase



each of the contents transactions, in the purchase nmanagenent database of
the shop server shown in Fig. 3, the |icense managenent database of the
user device 25 authentication server shown in Fig. 6, and the purchase - 91
managenent dat abase of the user device shown in Fig. 8, for exanple.

First, the status transition of the shop server 100 w |l be described with
reference to Fig. 20. Processing 5 starts for the shop server by receiving
contents purchase request data fromthe user device 200 (corresponding to a
process (3) in Fig. 1). The shop serv@F 400 verifies the received data
fromthe user device 200, and in the event that the verification succeeds,
sets the status to "purchase 10 reception conpleted”, while in the event

that j uqlcag{a\yagl?éc]& dftaBpsie df oRd Nesdatfevidéd fdI560h On LAY, t@; P chase

request elther the processing is cancelled, or Simlar
processidygymi chasing reception processing in this case, is repeated a
predeterm ned nunber of tinmes and then 15 cancelled, and the status is set

to "purchasepiggent the sfaited trahid thloewoF amredhd ddsrdiextocstep only in
the event that the status is "purchase reception conpleted". Upon the

status wakiINgd rdusdribed twithuret@esendeceptr g, coipl epeosessibng, the shop
server 100 transmts 20 the encrypted contents key data 1 (Shop) to the
usersdedteart2Edby adte edpam B exyeno hy aomssiving icottentd )puarithsecei ves a
request data from the user device 200 (corresponding to a
process (3) in Fig. 1). The shop server 100 verifies the
received data from the user device 200, and in the event
that the verification succeeds, sets the status to "purchase
10 reception completed", while in the event that judgement is
not made from the data verification that the purchase
request is valid, either the processing is cancelled, or
similar processing, purchasing reception processing in this
case, is repeated a predetermined number of times and then
15 cancelled, and the status is set to "purchase reception
failed". The flow proceeds to the next step only in the
event that the status is "purchase reception completed”.
Upon the status making transition to "purchase
reception completed", next, the shop server 100 transmits
20 the encrypted contents key data 1 (Shop) to the user device
200 (corresponding to process (5) in Fig. 1), and receives a
reception response (response) from the user device, and sets
the status to "key 1 distribution completed". In the event

that transmission of the key data 1 was not successful,

25 either the processing is cancelled, or similar processing,



reception response (response) fromthe user device, and sets the status to

"key 1 distribution conpleted". In the event that transm ssion of the key
data 1 was not successful, 25 either the processing is cancelled, or ‘
simlar processing, - 92 transm ssion processing of the key data 1 in this

case, is repeated a predeterm ned nunber of tines, follow ng which the
processing is cancelled, and the status is set to "key 1 distribution
failed". The flow proceeds to the next step 5 only in the event that the
status is "key 1 distribution conptePdd“. In the event that the status
makes transition to "key | distribution conpleted”, next, the shop server
100 receives the encrypted contents key data (DAS) fromthe user device 10

aut hent i.Gal i} SSHHE prfbd SHG SR HKE Ny UPELCESEn (Hifds | Pasé) Gis 1), and
executes data verification. In the event that the verification is

successfudpedthal  Priddtereindd niidyer IEEPinal), CRIDI S Elly widéhe in the

event that judgenent was not nmade by the data verification that the
encrypt athel provysying kisy daice IAD) dnd villé tetddels tdhet processy i B

cancel ed, or the sane processing, key reception processing in this case,
I s repeatiedt rd Hutaidat efai Inall nunttes flfow ipisceeds|toving néxchstdye
processing is cancelled, and the status is set to "key reception failed".
The $1 ownlyodeedhd eudret thtnedtie Htegptumlis i Thehel evistribatidme status is
"key reception step conpleted”.
completed".
In the event that the status makes transition to "key 1
distribution completed", next, the shop server 100 receives
the encrypted contents key data (DAS) from the user device
10 authentication server 300 (corresponding to process (12) in
Fig. 1), and executes data verification. In the event that
the verification is successful, the status is set to "key
reception completed", while in the event that judgement was
not made by the data verification that the encrypted
15 contents key data (DAS) is valid, either the process is
canceled, or the same processing, key reception processing
in this case, is repeated a predetermined number of times,
following which the processing is cancelled, and the status
is set to "key reception failed". The flow proceeds to the
20 next step only in the event that the status is "key
reception step completed".
In the event that the status makes transition to "key
reception completed", next, the shop server 100 receives

encrypted contents key transmission request data from the

25 user device 200 (corresponding to process (15) in Fig. 1),



In the event that the status nmakes transition to "key reception

conpl eted”, next, the shop server 100 receives encrypted contents key
transm ssion request data fromthe 25 user device 200 (corresponding to
process (15) in Fig. 1), - 93 and data verification is executed. In the
event that verification is successful, the status is set to "encrypted
contents key transm ssion request reception conpleted', and in the event
that judgenent is not made fromthe data 5 verification that the key
transm ssion request data is valid, = 8@¢ther the processing is cancelled, or
simlar processing, encrypted contents key transm ssion request data
reception processing in this case, is repeated a predeterm ned nunber of

tinmes, fold oyidl) WhE £ ddei P OLe Skt &a CaneR! efle 8PENL0chAe Status is set
to "encrypted contents key transm ssion request reception failed). The

F1ow progseds dfx 1die 84ucebePeeD)] Vehd dbfr@yens sbated heeﬁéfg{%%gcisl Che

"encrypted contents key transm ssion request reception conpl

event t hadntdmtid kP kasansiiss 1o @ Nrdgue LN Cr adéSelion Sc6Mpl €0 §" Keynd
transm ssi on request reception conpleted”, next, the shop server 100

execut esibidie ngrgroatsst Niddeamsnesi®ntbtmdde pfeeRSEhé Idatan Fig. 1).
Upon the billing processing having been conpleted, the status is set to
"bi | bi ngrexninfileiteibn ek ithé Heeyvierdndmibds ide bedhesy Rt prdsessl g, does
not finish, e.g., in the event that the contents charges could not be
wi t hdr awnithexmtibe mpemdd oy is cancelled, or similar processing,
encrypted contents key transmission request data reception
processing in this case, is repeated a predetermined number
of times, follqwing which the processing is canceled, and
10 the status is set to "encrypted contents key transmission
request reception failed). The flow proceeds to the next
step only in the event that the status is "encrypted
contents key transmission request reception completed".
In the event that status makes transition to "encrypted
15 contents key transmission request reception completed", next,
the shop server 100 executes billing processing
(corresponding to process (17) in Fig. 1). Upon the billing
processing having been completed, the status is set to
"billing completed”, and in the event that the billing
20 processing does not finish, e.g., in the event that the
contents charges could not be withdrawn from the specified
account of the user device, the subsequent processing is not
executed, and either the processing is cancelled, or similar

processing, billing processing in this case, is repeated a

25 predetermined number of times, following which the



account of the user device, the subsequent processing is not executed, and
either the processing is cancelled, or simlar processing, billing
processing in this case, is repeated a 25 predeterm ned nunber of tines,
following which the - 94 processing is cancelled, and the status is set to

"billing failed". The flow proceeds to the next step only in the event
that the status is "billing conpleted”. In the event that the status makes
transition to 5 "billing conpleted", next, the shops server 100 executes

transmi ssi on processing of the encryptddd-—contents key data 2 (shop) to the
user device (corresponding to process (18) in Fig. 1). In the event that
the encrypted contents key data 2 (shop) transm ssion processing is

conpl et roéggsfngo%%eeggéégfa§esgﬁgSEhESSESEEFVEQ BeeMbnapisgsngdevi ce.

the stafus Is se Stribution conpleted™, e event

t hat thef&fye&atangnésfﬁaw §f68é83§8£entﬁgg §§EiE?eb$oH9k §ANehet ed, the

status is set to ey 2 distribution fai Only~in the event that the

status |gyek€YtRadSedbssthbusi 98 cpiPl eh§dcompesehife flow proceed to the
next step, which is ending of processing here, or in the event that the

status is "keyn 2Kk dvditiit fiid asbatid analbedseEawsit PHOCESSI Ng is not
executed, and either the processing is canceled, or the sane processing,

key dat avpiPDifghepnpléeasan] saeRd, ptRéEsRbPs bBrvBrs10asexecategpeated a
predet er mi ned nunber of times. The shop server 100 executes

transmission processing of the encrypted contents key data 2
(shop) to the user device (corresponding to process (18) in
Fig. 1). In the event that the encrypted contents key data
2 (shop) transmission processing is completed, and a

10 reception response is received from the user device, the
status is set to "key 2 distribution completed”, while in
the event that the key data 2 (shop) transmission processing
is not completed, the status is set to "key 2 distribution
failed". Only in the event that the status is "key 2

15 distribution completed", does the flow proceed to the next
step, which is ending of processing here, or in the event
that the status is "key 2 distribution failed", the
subsequent processing is not executed, and either the
processing is canceled, or the same processing, key data 2

20 (shop) transmission processing in this case, is repeated a
predetermined number of times. The shop server 100 executes
such state transition for each contents transaction.

Next, transition of status of the user device 200 will

be described with reference to Fig. 21. First, the user

25 device 200 starts processing by transmitting contents



such state transition for each contents transaction. Next, transition of
status of the user device 200 will be described with reference to Fig. 21.
First, the user 25 device 200 starts processing by transmtting contents -
95 purchase request data to the shop server 100 (corresponding to process
(3) in Fig. 1). Upon the user device 200 receiving a reception conpleted
response to the contents purchase request data to the shop server 100, the
status is 5 set to (purchase request transm ssion conpleted", and in the
event that a response for reception &nhpteted fromthe shop 100 cannot be
received, either the processing is cancelled, or simlar processing,
purchase request transm ssion processing in this case, is repeated a

predeteégyaggaguggghgfiodgkatk%E%hef%b% WsAg Y G0l NBRAGERAAIA S

cancel | atus 1s set to rchase request transm ss

fail ed" i . that th i " t
ailed”y, ggbxeg-a 3?2 d&}aegg _haty %gahgﬁcgageggerplam%%e Jogaues

transm ssi conpl s the fl to the next step. 15 In the

event t?%};e‘ib@.n?‘ at éc@?lﬁ‘i%nt EBRDN e L@ spoRidet R3S & Hel Pttlentlsansni ssi on
conpl eted™, next, the uSer device 200 recéives encrypted contents key data

| (shoppurthaset ReqaBer agituciol @fe( GR0pE SRRVENT 0100 RhRCRTAtuR) ish Fi g.
1), and verifies the received data. In the event that 20 verification of

the ncgkpt €8 ¢pareRbsekerqdest tiramshiesidhorRomplededtQO ansl Sucadesf ul,
the status is set to "key 1

event that a response for reception completed from the shop

100 cannot be received, either the processing is cancelled,

or similar processing, purchase request transmission

processing in this case, is repeated a predetermined number

10 of times,'following which the processing is cancelled, and
the status is set to "purchase request transmission failed".
Only in the event that the status is "purchase request
transmission completed", does the flow proceed to the next
step.

15 In the event that the status makes transition to
"purchase request transmission completed", next, the user
device 200 receives encrypted contents key data 1 (shop)
from the shop server 100 (corresponding to process (5) in
Fig. 1), and verifies the received data. 1In the event that

20 verification of the encrypted contents key data from the
shop server 100 is successful, the status is set to "key 1
reception completed", and in the event that judgement is not
made from the data verification that the encrypted contents

key data is valid, either the processing is canceled, or the

25 same processing, key 1 reception processing in this case, is



reception conpleted”, and in the event that judgenent is not nade fromthe
data verification that the encrypted contents Kkey data is valid, either
the processing is canceled, or the 25 sanme processing, key 1 reception
processing in this case, is - 96 repeated a predeterm ned nunber of tines,
foll owi ng which the processing I s cancel ed, and the status is set to "key
1 reception failed". Only in the event that the status is "key 1
reception conpleted does the flow proceed to the 5 next step. In the
event that the status makes transitrof6to "key 1 reception conpleted",
next, the user device 200 transmts encrypted contents key data (user
device) to the user device authentication server 300 (corresponding to

process Yfe akabdl% Rieddder®iitbd SRAANES S doihed ece&iw@lﬁss‘me&- In the

event that” the data reception response is recei ved, the atus I's set to

"key tr AN SAHYP | B GhncdlEl ) ddecheVardtidals asdgt€or eﬁ@pti on
response i s not received, either t he processing is cancelled, simlar

prOCGSSiMed@brﬂ&éﬂwm SOy PIPCESS| digent) tHAE €RSEstatus ei)@at ed for a
predeterm ned nunber of times, follow ng which the processing is canceled,

and the (et us receAiidm cdﬁﬁ)’leﬁéc&ﬂ,s s Orhd af 1 el prédéedi to thige event t hat
the status is "key transm ssion conpl eted", does the fIOM/proceed to the
20 next rdxp.sdepd he event that the status makes transition to "key

In the event that the status makes transition to "key 1
reception completed", next, the user device 200 transmits
encrypted contents key data (user device) to the user device
authentication server 300 (corresponding to process (8) in

10 Fig. 1), and receives a data reception response. In the
event that the data reception response is received, the
status is set to "key transmission completed", and in the
event that a data reception response is not received, either
the processing is cancelled, or similar processing, key

15 transmission processing in this case, is repeated for a
predetermined number of times, following which the
processing is canceled, and the status is set to "key
transmission failed". Only in the event that the status is
"key transmission completed", does the flow proceed to the

20 next step.

In the event that the status makes transition to "key
transmission completed", next, the user device 200 transmits
an encrypted contents key transmission request to the shop
server 100 (corresponding to process (15) in Fig. 1), and

25 receives a data reception response. In the event that the



transm ssi on conpl eted", next, the user device 200 transmts an encrypted
contents key transm ssion request to the shop server 100 (corresponding to
process (15) in Fig. 1), and 25 receives a data reception response. In the
event that the - 97 data reception response is received, the status is set
to "encrypted contents key transm ssion request transm ssion conpleted",
while in the event that the data reception response is not received,

either the processing is canceled, 5 or the sanme processing, encrypted
contents key transm ssion requests't?éngnission processing in this case,
I's repeated a predeterm ned nunber of times, follow ng which the
processing is canceled, and the status is set to "encrypted contents key

transni $E) fR@sion Iralisdlissi ) fadd Bebd, Mhondtatus tie sventothat the
status is "encrypted contents key transm ssion request transm ssion

conpl et e@ncrigred orilents Kaeanthiamidei srextegiet trandmwisybot that the
status naekes transition to "encrypted contents key transm ssion requests

transm sonpletkhl ol iledin tlextevdrte tlser teyidetflecepeiors encrypt ed
contents key data 2 (shop) fromthe shop server 100 (corresponding to
pr ocess rekponse Hisg.ndt) ,revaiivkt a eitgrerf it iprodes ping orsrechandelede event
that the data verification is successful, the status is set to "key 2 20
recept i @r cdreplsstred'progudsing, tenerxpted t(dentents keprtrarsnismioms not
successful or the like, either the ) . .
requests transmission processing in this case, is repeated a
predetermined number of times, following which the
processing is canceled, and the status is set to "encrypted
contents key transmission requests transmission failed".

10 only in the event that the status is "encrypted contents key
transmission request transmission completed", does the flow
proceed to the next step.

In the event that the status makes transition to
"encrypted contents key transmission requests transmission

15 completed", next, the user device 200 receives encrypted
contents key data 2 (shop) from the shop server 100
(corresponding to process (18) in Fig. 1), and data
verification is performed. In the event that the data
verification is successful, the status is set to "key 2

20 reception completed", while in the event that data
verification was not successful or the like, either the
processing is canceled, or the same processing, key data 2
(shop) reception processing in this case, is repeated a

predetermined number of times, following which the

25 processing is canceled, and the status is set to "key 2



processing is canceled, or the same processing, key data 2 (shop)
reception processing in this case, is repeated a predeterm ned nunber of
times, follow ng which the 25 processing is canceled, and the status is set
to "key 2 - 98 reception failed". In the event that the status is "key 2
reception conpleted”, the processing ends. The user device 200 executes
such status transition for each contents transaction. 5 Next, status
transition at the user device authentication server 300 will be described
with reference to Fig. 22. The user %8vice authentication server 300
starts. processing by receiving encrypted contents key data (user device)
fromthe user device (corresponding to process 10 (8) in Fig. 1). The user

devi ce JUNGUIGALAN Y Verrithe \RIddY Shdd'd e sk G algpm the user

devi ce e even he veriftication IS successfu sets the

st at us tr%céé:%ﬂ,{o[}n: A i%é%?‘”pltﬂ'k?g%ro Uy jiir{?eté'}?‘dse.ve“ﬁhé I‘]_?éerjd.{ngé‘@nt i's

not made fr a verificati t 15 data 1s authorized or the

i ke, eb%mﬁ%?&ﬂﬁﬁﬂﬁp%%%ﬂ'Eiéﬁhs(%¥Hﬁ§f%&oﬁ”fdf“ééﬁﬁﬂhdﬁﬂﬁﬁﬁﬁ!ng, reception
processing o the encrypted contents key data (user device) in this case,

I's repeaigGhsad¥iefet erm ned nunber of tines, follow ng which the
processing is canceled, and the status is set to "key 20 reception failed".

Onlysin the geqRt, bhatubherabatisonsat’ ke Leeepideviceonpl eted”, does the
flow proceed to the next

authentication server 300 will be described with reference
to Fig. 22. The user device authentication server 300
starts processing by receiving encrypted contents key data
(user device) from the user device (corresponding to process

10 (8) in Fig. 1). The user device authentication server 300
verifies the received data from the user device 200, and in
the event that the verification is successful, sets the
status to "key reception completed"”, and in the event that
judgement is not made from the data verification that the

15 data is authorized or the like, either the processing is
canceled, or the same processing, reception processing of
the encrypted contents key data (user device) in this case,
is repeated a predetermined number of times, following which
the processing is canceled, and the status is set to "key

20 reception failed". Only in the event that the status is
"key reception completed", does the flow proceed to the next
step.

Upon the status making transition to "key reception

completed", next, the user device authentication server 300

25 executes contents key switching processing (corresponding to



step. Upon the status nmeking transition to "key reception conpleted”,

next, the user device authentication server 300 25 executes contents key
swi tching processing (corresponding to - 99 process (10) in Fig. 1), and "
in the event that the key sw tching processing is conpleted, the status is
set to "key switching conpleted”. There is no assunption of a case

wherein key switching would fail, so the only status 5 transition that
exists here is "key switching conpleted". In the event that the status
makes transition to "key sw tching-cBfpketed”, next, the user device

aut hentication server 300 transmts encrypted contents key data (DAS) to
shop server 100 (-corresponding to process (12) in Fig. 1), 10 and receives
a data receptj.on response framthe sho erver 100. In_the event that the
data r ecpgrgotcloeoéns r(elsogorfsx{e]%%sg' (r)le)c’eiél %,”thé 2 YTRt i%‘%‘étﬂ?%e"?%y

transm sSj: ! I . e ide d e re.is no_ regeption of
t he dat ?Jl%c@q{q) n resspsolnrg,lsgi%ﬂ“eél e:a/,pp%%%f;% %%‘Plgsfsca%%%l%%, ij)%’a 15

simlar iqﬁlsiﬂﬁqg’% 1RAHY SST PhdELCES SIS et%@éﬁ&p%yﬁ%g%%{ont ents key

data (DAS) I n se, 1S repeated a pre ned nu tinmes,

Fol | owi ey eshdiGh KR sWlRABSY] Wbd1 calce] ah Al iy Sé}iéﬂ?s is set to "key

transm ssion fail ed". Ip the event that the status I's ey 20.transnission
conps et @dangdits dif AIRRS it st herd6idiSatey daYi tcéh At Nedlp Letdpn, server 300

executes such state
In the event that the status makes transition to "key
switching completed", next, the user device authentication
server. 300 transmits encrypted contents key data (DAS) to
shop server 100 (corresponding to process (12) in Fig. 1),
10 and receives a data reception response from the shop server
100. 1In the event that the data reception response is
received, the status is set to "key transmission completed",
while in the event that there is no reception of the data
reception response, either the processing is canceled, or a
15 similar processing, transmission processing of the encrypted
contents key data (DAS) in this case, is repeated a
predetermined number of times, following which the
processing is canceled, and the status is set to "key
transmission failed". In the event that the status is "key
20 transmission completed", the processing ends. The user
device authentication server 300 executes such state
transition for each contents transaction.
(Flow of contents purchase processing)

Next, the processing of data transmission/reception

25 executed between the shop server 100, user device 200, and



transition for each contents transaction. (Flow of contents purchase
processi ng) Next, the processing of data transm ssion/reception 25
executed between the shop server 100, user device 200, and - 100 user

devi ce aut hentication server 300, acconpanying a contents purchase request
made froma user device to shop server, wll be described followng a
flow The processing flowis divided into the followng A B, C and D,
and 5 described accordingly. A Processing between the shop server and user
device (the processing (1) througtr )P shown in Fig. 1) Mt ual

aut henti cati on between the user device 200 and shop server 100,,, -through
the contents purchase request from 1.0 the user device 200 to the shop

server 100.r WU dIaSTE Selomelsdivekend, (ahasipdnpmghe shop server

100 to the user device 200. B. Processing between the user device

aut hent iGateiits SUMHas G dififstlandde fidie Prasessdagidd)td hetasgh (9) in
15 Fig. 1) Miutual authentication between the user device 200 and user

devi ce yHRARIM, GALII0bes e r iH¥H AdTBMWing raANSI6wSi arhe oprddees sivey ypt ed
contents key data, through received data verification at the user device

aut hent ifgav Qs sEiwiledBlht2GHe frdoasiiqiA bed weBn dmd Diseandlevi ce
aut hentication server and shop server (the processing (11) through (13) in
5 described accordingly.

A. Processing between the shop server and user device
(the processing (1) through (6) shown in Fig. 1)

Mutual authentication between the user device 200 and
shop server 109,,through the contents purchase request from

10 the user device 200 to the shop server 100, through
transmission of the key 1 (shop) from the shop server 100 to
the user device 200.

B. Processing between the user device authentication

server and user device (the processing (7) through (9) in
15 Fig. 1)

Mutual authentication between the user device 200 and
user device authentication server 300, through transmission
of the encrypted contents key data, through received data
verification at the user device authentication server 300.

20 C. Processing between the user device authentication
server and shop server (the processing (11) through (13) in
Fig. 1)

Mutual authentication between the user device

authentication server 300 and the shop server 100, through

25 +transmission of encrypted contents key data (DAS), through



Fig. 1)

at the shop server.

Mut ual aut hentication between the user device authentication
server 300 and the shop server 100, through 25 transm ssion of encr
contents key data (DAS), through - 101 verification of the received data

ypt ed

D. Processing between the shop server and user device

(the processing (14) through (19) in Fig. 1) Mitual authentication between
the user device 200 and 5 shop server 100, through transm ssion of

encrypted contents

server

100, through transm ssion Gflpﬂe'key 2 (shop) fromthe shop

key request data_fromthe user device 200 to the shop

server

100 to the user device 200, through verification of received data at-the
user device 200. 10 First, description wll be made with reference t

23 and RidtifAibat iAo riﬂméré?fé)i&ﬁaﬁﬁldb@:d@%ﬁ/\ﬂﬂfe tdteops hoprveser ver and user
device (the processing (1) through (6) showmmn in Fig. 1). In Fig. 23 and

Fig. 24,

t hepl,ef Procdesiingupletiieen the phopeseirvgratandhassodesdiceer ,

o Fig.

and

t he right side, processing at the user device. Note that in all the flows,
pr ocessi(theatpridtession Srajertliroughli (d#t)ed by gy .odessi ng  step Nos.
processing at the user device is indicated by processing step Nos.
and processi Ngtaalt hetheatizatdew betweehethiecasieon degriver 209 jandi cat ed by
proceSS|ng step Nos. S30xx.

5

10

15

20

25

shop server 100, through transmission of encrypted contents
key request data from the user device 200 to the shop server
100, through transmission of the key 2 (shop) from the shop
server 100 to the user device 200, through verification of
received data at,the user device 200.

First, description will be made with reference to Fig.
23 and Fig. 24, regarding A. Processing between the shop
ser#er and user device (the processing (1) through (6) shown
in Fig. 1).

In Fig. 23 and Fig. 24, the left side illustrates
processing at the shop server, and the right side,
processing at the user device. Note that in all the flows,
processing at the shop server is indicated by processing
step Nos. S10xx, processing at the user device is indicated
by processing step Nos. S20xx, and processing at the user
device authentication server is indicated by processing step
Nos. S30xx.

First, as shown in Fig. 23, mutual authentication is
executed between the shop server and the user device (S1001,
S2001). The mutual authentication processing is executed as

the processing described with reference to Fig. 12 or Fig.

Sl Oxx,
S20xX,



First, as showmn in Fig. 23, nutual authentication is executed between the
shop server and the user device (51001, S2001). The nutual authentication
processing is executed as 25 the processing described with reference to
Fig. 12 or Fig. - 102 13. Data comunication is executed by encrypting the
transmtted data as necessary using the session key generated in the

mut ual aut hentication processing. Upon nutual authentication being

establ’i shed, the shop server 5 adds &fm/shop processing No. to the

pur chase nmanagenent database (see Fab , as a new processing entry
(S1003). On the other hand, upon nutual authentication bei ng establ i shed,
the user device generates a transaction IDto be applied to this contents

transactian, basgdcommanieatoch 1§ exebetedf by enerppeingndhadds the new
transaction ID to the purchase database (see Fig. 8 as a new entry

(S2003) . tFamsmitted hdatiseds dpecessaxgcus £agt thesmassiion kéycontents
purchase request data to the shop server (S2004), i.e., transm ssion of

t he (3) gemehasedriguelsé mataadhawbhent EcatiodSpitd¢agsinge sUppnserver
receives the contents purchase request data fromthe user device (S1004),
and exeowesalcauthenticatioh bééngeestabllidhed, (B160ShopTherdetra
verification is processing follow ng the processing flowin Fig. 11 20
deschi beaddsira i rew shop hpregessingalot heodbhe purcbasermegagenent

aut hori zed data with no_ tanpering fromthe
database (see Fig. 3), as a new processing entry (SlOO3)

Oon the other hand, upon mutual authentication being
established, the user device generates a transaction ID to
be applied to this contents transaction, based on a random

10 number, for example, and adds the new transaction ID to the
purchase database (see Fig. 8), as a new entry (S2003).
Further, the user device executes transmission of contents
purchase request data to the shop server (S2004), i.e.,
transmission of the (3) purchase request data shown in Fig.

15 14(a).

The shop server receives the contents purchase request
data from the user device (S1004), and executes verification
of the received data (S1005). The data verification is
processing following the processing flow in Fig. 11

20 described earlier. 1In the event that the data is confirmed
to be authorized data with no tampering from the
verification of the received, a reception OK response is
transmitted to the user device (S1008), and the status of
the purchase management database is set to "purchase

25 reception completed" (S1010). 1In the event that



verification of the received, a reception OK response is transmtted to
the user device (S1008), and the status of the purchase managenent

dat abase is set to "purchase 25 reception conpleted" (51010). In the event
that - 103 wverification of the received data shows that the data is

unaut hori zed data that has been tanpered with, a reception fail response
Is transmtted to the user device (S1007), and the status of the purchase
managenent dat abase is set to 5 "purchase reception failed" (S1009). Upon
receiving a reception OK response tr @3t me shop server (Yes in S2005,
S2006), the user device sets the status of the purchase nmanagenent

dat abase to "purchase request transm ssion conpleted”, and upon receiving

a 10 reqRplifqaitdion bFSRARS & ddedfidd @atao R eiis hdtNaten 305 S2006) ,
the user device sets the status of the purchase managenent database to

" pur chag@ ai@hveSizeldr dasa $3adn hasaiderdl' tampdrad nditist ta nedeptisimt us of
t he purchase managenent 15 database to "purchase reception conpl eted”
(51010) fatihe refapRnseeriver rgavpariattas] dec thet e exomieanitce KL 0dt)a Rndshop)
(see Fig. 14(b)) (51011), transmits the encrypted contents: Kc (Content)
encr ypt ethenistta tiulse ofo then tpm dokhyas ekmanagements efat abadec ey $EX1 2P0 and
further transmts encrypted contents key 20 data 1 (shop) shown in Fig.
14(H ( SpatBhasdpaecepitiiomg fiaid est"at($d 089 )t-he pur chase nmanagenent
Upon receiving a reception OK response from the shop
server (Yes in S2005, S2006), the user device sets the
status of the purchase management database to "purchase
request transmission completed", and upon receiving a
10 reception fail response from the shop server (No in 52005,
S2006), the user device sets the status of the purchase
management database to "purchase request transmission
failed".
Following setting the status of the purchase management
15 database to "purchase reception completed" (§1010), the shop
server generates encrypted contents key data 1 (shop) (see
Fig. 14(b)) (S1011), transmits the encrypted contents: Kc
(Content) encrypted with the contents key: Kc to the user
device (S1012), and further transmits encrypted contents key
20 data 1 (shop) shown in Fig. 14(b) (S1013).
Upon setting the status of the purchase management
database to "purchase request transmission completed"
(S2007), the user device receives the encrypted contents: Kc

(Content) encrypted with the contents key: Kc from the shop

25 server (S2009), and further receives the encrypted contents



dat abase to "purchase request transm ssion conpleted"” (S2007), the user
devi ce receives the encrypted contents: Kc (Content) encrypted with the
contents key: Kc fromthe shop 25 server (S2009), and further receives the
encrypted contents - 104 key data 1 (shop) shown in Fig. 14(b) (S2010).
The user device executes verification processing of the data received in
step S2009 and S2010 (see Fig. 11) (S2021), and in the event that
verification of the received data 5 confirnms that the data is valid data
with no tanmpering, a reception CK'TéHB%nSe is transmtted to the shop
server (S2023), and the status of the purchase managenent database is set
to "key 1 reception conpleted" (S2025). In the event that verification of

t he rec?{é/fchéj@éal s(;gqy&%)t hefowheilak 8g 1014 pbynpgpboo) zed data that has been

tanpered wth, a reception fail response Is transmtted to the shop server

(S2024), and qipee wledt Wevdicd Exddiitdnse gt pldedssing icf sgieto "key
1 reception failed" (S2026), follow ng which the connection with the shop

server iga€dltreddiv&R0AY)stdp SHe0Shapd SE20E0 (seei Pig.t he) r ¢SpO2EE, f rom
the user device (S1021), and in the event that the response is K, the

st at us ofnd hen pthie hexgen tretriaae et i flic abibce 0f the receikeg datiastri bution
success" (S1024). In the event that the response is fail, the status of the
pur cBas ecomfingesretiat 2theladatbmsks ivakid datd keyth wpstampering, fail ed"
(S1023), follow ng which connection with the user device is cut off
reception OK response is transmitted to the shop server
(S2023), and the status of the purchase management database
is set to "key 1 reception completed" (S52025). In the event
that verification of the received data shows that the data
10 is unauthorized data that has been tampered with, a
reception fail response is transmitted to the shop server
(S2024), and the status of the purchase management database
is set to "key 1 reception failed" (S2026), following which
the connection with the shop server is cut off (S2027).
15 The shop server receives the response from the user
device (S1021), and in the event that the response is OK,
the status of the purchase management database is set to
"key 1 distribution success" (S1024). In the event that the
response is fail, the status of the purchase management
20 database is set to "key 1 distribution failed" (51023),
following which connection with the user device is cut off
(81025).
Note that in the event of mutual authentication failure

in step S1002 or S2002, or in the case of a "purchase

25 reception failed" setting for the status in S1009 or a



(S1025). Note that in the event of nutual authentication failure in step
S1002 or S2002, or in the case of a "purchase 25 reception failed" setting
for the status in S1009 or a - 105 "purchase request transm ssion failed"
setting for the status in the S2008, the processing is canceled for either
case, processing for cutting off the connection is perfornmed and the
processi ng ends. 5 Next, description will be nmade with reference to the
flow shown in Fig. 25, with regard t . Processing between the user

devi ce aut hentication server and user%evi ce (the processing (7) through
(9) in Fig. 1). First, nmutual authentication is executed between the 10
user device authentication server and the user device (S3001, $S2031). The
mut ual - ayyeitd st dy o anssi i d ssicx efatt ket asset hingr foessheg descri bed
with reference to Fig. 12 or Fig. 13. The data communication i s executed
by encrygddtig in asnig200B dathke gerowessivagy yis usanceled fesseithéry 15
generated in the mutual authentication processing. Upon nutual

aut hent iatd Orprueiens iasg avr shedk indieo ik erhelevdnrectiomeis i ReX formedr ver
adds a new user device authentication server processing No. to the license
manageneanid dadieahasecesssigsy s 6), as a new processing entry (S3003). 20 On
the other hand, upon nutual authentication being established, the user

devi Be gener MMext ,edesyptipd ioonwddils be made with reference to the

flow shown in Fig. 25, with regard to B. Processing between
the user device authentication server and user device (the
processing (7) through (9) in Fig. 1).

First, mutual authentication is executed between the

10 user device authentication server and the user device (53001,

| $2031). The mutual authentication processing is executed as
the processing described with reference to Fig. 12 or Fig.
13. The data communication is executed by encrypting
transmitted data as necessary, using the session key

15 generated in the mutual authentication processing. Upon
mutual authentication being established, the user device
authentication server adds a new user device authentication
server processing No. to the license management database
(see Fig. 6), as a new processing entry (S3003).

20 on the other hand, upon mutual authentication being
established, the user device generates encrypted contents
key data (user device) (see Fig. 14(c)) (S2033), and
transmits this to the user device authentication server
(52034).

25 The user device authentication server receives the



key data (user device) (see Fig. 14(c)) (S2033), and transmits this to the
user device authentication server (S2034). 25 The user device
authentication server receives the - 106 encrypted contents key (user
device) data fromthe user device (S3004), and executes verification.of
the received data (S3005). The data verification is processing follow ng
the processing flowin Fig. 11 described earlier. In the 5 event that the
data is confirned to be authorized data with no tanpering fromthe
verification of the received data, =al®ception OK response is transmitted
to the user device (S3008), and the status of the |license management

dat abase is set to "key reception conpleted" (S3010). In the event 10 that

ver i1 cali i tied MEodEGRY teflal fsh Wovide) dd€a IBiam theuges horized data

t hat ha anpere th, @ "reception fail response is transmtted to

the Userd%é&eﬁsimpz)an@@xéé\?téé af i PicabEoh i 6ENERe "RBAGEVEAT dat abase
Is set to ey reception failed" in (S3009), followi ng which 15 connection

With thequser(Syasg, | srikeitd#éd «eBPiddat 1Ponis espovesgingr eoEpbwimg OK
response fromthe user device authentication server (Yes in S2035, S2036),

the user¢hdlqyisceseing tHow!t fi Usi@l 1hedgseciibsd eanbjerment Inatléase to
key transm ssion conpl eted" (S2037), and upon receiving 20 a reception

fail sresponge tHamthe dees ieviorf inmedens  batavtherized ¢abaiwig2035,
S2036), the user device
no tampering from the verification of the received data, a
reception OK response is transmitted to the user device
(S3008), and the status of the license management database
is set to "key reception completed" (S3010). In the event
10 that verification of the received data shows that the data
is unauthorized data that has been tampered with, a
reception fail response is transmitted to the user device
(S3007), and the status of the license management database
is set to "key reception failed" in (S3009), following which
15 connection with the user device is cut off (S3011).

Upon receiving a reception OK response from the user
device authentication server (Yes in S2035, S2036), the user
device sets the status of the purchase management database
to "key transmission completed" (S52037), and upon receiving

20 a reception fail response from the user device
authentication server (No in S2035, S2036), the user device
sets the status of the purchase management database to "key
transmission failed" (S2038), following which connection

with the user device is cut off (S2039).

25 Note that in the event of mutual authentication failure



sets the status of the purchase nmanagenent database to "key transm ssion
failed" (S2038), follow ng which connection wth the user device is cut
of f (S2039). 25 Note that in the event of mutual authentication failure -
107 in step S3002 or S2032, the processing is canceled, processing for
cutting off the connection is performed and the processing ends. Next,
description will be nade with reference to the 5 flow shown in Fig. 26,
with regard to C. Processing between the user device authentication server
and shop server (the processing (1t)1PArough (13) in Fig. 1). First,

mut ual authentication is executed between the user device authentication
server and the shop server (S3021, 10 S21031). The mutual authentication

processi i 58epx850b9do2s 528 20T @RESprBgedasnly Had cankl 1Rl erence to Fig.
12 or Fig. 13. The data comuni cation is executed by encrypting

transm t hedcdakngs roeceasding BEENEhEheoHRSSIAdNKAY peeFordiedd and t he
mut ual aut henti cafion processing. Upon 15 nutual authentication being

establ i shpd, ptbeesgehgdenidee authentication server generates encrypted
contents key data (DAS) (see Fig. 17(d)) (S3023), and transmts this to
the shop sernext [ SPEdyiptionhheidl hpe madd, wiphnrebfénahcautbenhecati on

bei ng 20 established, the shop server receives the encrypted contents key
dat a 5 DAS)lowsehokwnginlF@id).) 2651038h, ragdrdxeoues Processing between
the user device authentication server and shop server (the
processing (11) through (13) in Fig. 1).
First, mutual authentication is executed between the.
user device authentication server and the shop server (53021,
10 Ss21031). The mutual authentication processing is executed
as the processing described with reference to Fig. 12 or Fig.
13. The data communication is executed by encrypting
transmitted data as necessary, using the session key
generated in the mutual authentication processing. Upon
15 mutual authentication being established, the user device
authentication server generates encrypted contents key data
(DAS) (see Fig. 17(d)) (S3023), and transmits this to the
shop server (S3024).
On the other hand, upon mutual authentication being
20 established, the shop server receives the encrypted contents
key data (DAS) (see Fig. 17(d)) (S1033), and executes
verification of the received data (S1034). The data
verification is processing following the processing flow in
Fig. 11 described earlier. 1In the event that the data is

25 confirmed to be authorized data with no tampering from the



verification of the received data (S1034). The data verification is
processing following the processing flowin Fig. 11 described earlier. In
the event that the data is 25 confirmed to be authorized data with no
tanpering fromthe - 108 wverification of the received data, a reception K
response is transmtted to the user device authentication server (S1036),
and the status of the purchase nmanagenent database is set to "key
reception conpleted" (S1038). In the event 5 that verification of the
received data shows that the data t+sl@Banthorized data that has been
tanpered with, a reception fail response is transmtted to the user device
aut hentication server (S1037), and the status of the purchase nmanagenent

dat abaseybg; 8¢tat Qonk6¥Y tRECPELGAVES aakbgda_Eeceg%qsa)prebbgwhee whi ch
connection wth the user device authentication server is cut off (S1040).

Upon recesVvipgndmieceqt tonthK h188poReeikeoAuthentheRt isar ¥8kve¥es i n S3025,
S3026), the user device authentication server sets the status of the

li cense (Bpageypnandatnlaseataslof” kh¥ puaBhEEeSmANagefiehet adtabgse28), and
upon receiving a reception fail response fromthe user device (No in

S3025, £8086%, tsetReyheeséptiisnotompietedengsloaBygenent ttat abaae to "key
transm ssion failed" (S3027), follow ng which connection with the user
devi &e athhenverhfiocatienvef thecnece2bedf 8at836R6)Ws khae thet dabat he event
of nmutual authentication failure
is unauthorized data that has been tampered with, a
reception fail response is transmitted to the user device
authentication server (S1037), and the status of the
purchase management database is set to "key reception
10 failed" in (S1039), following which connection with the user
device authentication server is cut off (S1040).

Upon receiving a reception OK response from the shop
server (Yes in S3025, S3026), the user device authentication
server sets the status of the license management database to

15 "key transmission completed" (S3028), and upon receiving a
reception fail response from the user device (No in S3025,
S3026), sets the status of the license management database
to "key transmission failed" (S3027), following which
connection with the user device authentication server is cut

20 off (S3029).

Note that in the event of mutual authentication failure
in step S3022 or sS1032, the processing is canceled,
processing for cutting off the connection is performed and

the processing ends.

25 Next, description will be made with reference to the



In step S3022 or S1032, the processing is canceled, processing for cutting
off the connection is perfornmed and the processing ends. 25 Next,
description will be made with reference to the - 109 flow shown in Fig. 27
and Fig. 28, with regard to D. Processing between the shop server and user
device (the processing (14) through (19) in Fig. 1). First, at the tine of
starting processing, nutual 5 verification is executed between the shop
server and the user device (S1051, S2051). The nutual authentication is
executed as the processing described M&h-reference to Fig. 12 or Fig. 13.
Dat a communi cation is executed by encrypting the transmtted. data as
necessary using the session key 10 generated in the nmutual authentication

brocess! fithy Sifflm "4 Yilq AU3 1 SIHd CPLG O BP1 PO RSERAEaNEG pLhe user device

generates encrypt nt's key transm sSion requést data (see Fig.

17(e)) (520580 1 A bt e (4l et ir SR ust W@evi0Pdle 15 The shop

server recelves e encrypt ed cont'ents key transm ssi on request data from

the userpdevd£ei dP1000) v gieXers!f esn VIRL f i gption of the received data
(S1055)." The ata verification is processing tollow ng the processing

flow in Fig. rFiks#esari k@ adnld &f dtartdinie\dcddifing hanwtthadata i s
confirnmed to be authorized data with no tanpering fromthe verification of
t he peceajeseif iafttion Iepddwitedbetween the shop server and the
user device (S1051, S2051). The mutual authentication is
executed as the processing described with reference to Fig.
12 or Fig. 13. Data communication is executed by encrypting
the transmitted .data as necessary using the session key
10 generated in the mutual authentication processing. Upon
mutual authentication being established, the user device
generates encrypted contents key transmission request data
(see Fig. 17(e)) (S2053), and transmits this to the shop
server (S2054). |
15 The shop server receives the encrypted contents key
transmission request data from the user device (S1054), and
executes verification of the received data (S1055). The
data verification is processing following the processing
flow in Fig. 11 described earlier. In the event that the
20 data is confirmed to be authorized data with no tampering
from the verification of the received data, a reception OK
response is transmitted to the user device (51058), and the
status of the purchase management database is set to
"encrypted contents key transmission request reception

25 completed" (S1060). 1In the event that verification of the



response is transmtted to the user device (S1058), and the status of the
. purchase nmapagenent database is set to "encrypted contents key transm ssion
request reception 25 conpleted" (S1060). In the event that verification of
the - 110 received data shows that the data is unauthorized data that has
been tanpered with, a reception fail response is transmtted to the user
devi ce (S1057), and the status of the purchase nmanagenent database is set
to "encrypted 5 contents key transm ssion request reception failed" in
(S1059). Upon receiving a recepti on~Jd9esponse fromthe shop server (Yes
I n S2055, S2056), the user device sets the status of the purchase
managenent database to "encrypted 10 contents key transm ssion reguest

transm ssie8; ¢eqPhst £dshokS20R4L . tABJdHBAN EeGRAME ABrazeACAAtROBNAR
response from the shop server (No in S2055, S2056), the user device sets

the statngsobebhetapebagewiBRpgaeategbiohagailorésponypt 88 contents key
transm ssion request transm ssion failed" 15 (S2058). Follow ng setting the

status ofrifhemprtefiace theagesendevieeapasestyy,” andr yheedtaonkeofs key
transm ssion request reception conpleted"” (S1060), the shop server

gener at esheeparyhhed manhgamenkegatabas@ (shepy teetehcgyptédf)) 20
(S1061), and transmts the encrypted contents key data 2 (shop) shown in
Fi g. 517(é¢¢ntentbekegetrapsmiss (Gi0B88Juest reception failed" in

(S1059).

Upon receiving a reception OK response from the shop
server (Yes in 52055, S2056), the user device sets the
status of the purchase management database to "encrypted

10 contents key transmission request transmission completed"
(S2057), and upon receiving a reception fail response from
the shop server (No in S2055, S2056), the user device sets
the status of the purchase management database to "encrypted
contents key transmission request transmission failed"

15 (s2058).

Following setting the status of the purchase management
database to "encrypted contents key transmission request
reception completed" (S1060), the shop server generates
encrypted contents key data 2 (shop) (see Fig. 17(f))

20 (S1061), and transmits the encrypted contents key data 2
(shop) shown in Fig. 17(f) to the user device (S1062).

Following setting the status of the purchase management
database to "encrypted contents key transmission request

transmission completed" (S2057), the user device receives

25 encrypted contents key data 2 (shop) (see Fig. 17(f)) from



Foll owi ng setting the status of the purchase managenent database to
"encrypted contents key transm ssion request transm ssion conpleted"
(S2057), the user device receives 25 encrypted contents key data 2 (shop)’
(see Fig. 17(f)) from- 111 the shop server (S2059). The user device
executes verification processing of the data received in step S2059 (see
Fig. 11) (S2071), and in the event that verification of the received data
confirmse 5 that the data is valid data with no tanpering, a reception K
response is transmtted to the shop-sélver (S2073), and the status of the
pur chase managenent database is set to "key 2 reception conpleted"
(S2075). In the event that verification of the received data shows that

the data | a that has been tanpered with, a reception
fail resgg%SéRPE ?§%2§%1t$98g? the shop server (82074) and the status of

the purchase fROAGENPNoPRaDEREchEcs Yol OrickeYoR hEGEBELINS' BE' Eflc

(S2076) , follomﬁng connection wt op serve I'S cut of f

(S2077). T sepv e S po f t1Re r s ndevice
(S1071) 94%a PEcPRRBIEhy SLepPSPOIST (28 FAMOTAY (SO A0E v

prChasetHE“éGGHE”EhQEt@Eéi?lbﬁti@h b? th %efe%eﬁbehraﬁ%h'QQn&HEﬁQSS"
(S1074). In the event that the response is fail, the status of the purchase

nmanagenephat 28hdatiabasesi va3zell Hatak@itB dostampeliiag, fal Ixee pk3ba73) ,
foll owi ng which connection with the user device is cut of
OK response is transmitted to the shop server (82073), and
the status of the purchase management database is set to
"key 2 reception completed" (S2075). In the event that
verification of the received data shows that the data is

10 unauthorized data that has been tampered with, a reception
fail response is transmitted to the shop server (S2074), and
the status of the purchase management database ié set to
"key 2 reception failed" (S2076), following which the
connection with the shop server is cut off (S2077).

15 The shop server receives the response from the user
device (S1071), and in the event that the response is OK,
the status of the purchase management database is set to
"key 2 distribution success" (S1074). 1In the event that the
response is fail, the status of the purchase management

20 database is set to "key 2 distribution failed" (S1073),
following which connection with the user device is cut off
(S1075).

Note that in the event of mutual authentication failure

in step S1052 or $2052, the processing is canceled, and

25 processing for cutting off the connection is performed and



(S1075). Note that in the event of nutual authentication failure in step
S1052 or S2052, the processing is cancel ed, and 25 processing for cutting
of f the connection is performed and - 112 the processing ends.

[ Modi fication of the basic contents distribution nodel 1] So far, the
configuration and processing procedures of contents purchasing processing
have been described based on 5 the configuration of the basic contents
distribution nodel 1 shown in Fig. 1, but various fornms may be realized
other than the configuration shOWW|LiEWg 1, so as long as the
configuration basically has a policy for a configuration for executing
contents key switching processing at a user device 10 authentication

server. \%{g}t& SHidd Galdons will now be described. The configuration
shown in 29 1s a configuration wherein the functions of the shop

server ?l‘ﬁ)ﬂf’ldmgl.orwldfl the YHWi S Vet distribution wedeEr pei ng

provi de The 15 shop server 100 receives contents purchasing requests from

the user devigee r3QQ, thiel cdinHilguaition @nd e MM E groddiirdssSE devi ce
200 is executed by the distribution server 400. Wth the present exanple,

nmut ual st s Furohdy Qoe st dies ditigweavé Neeantdés @sibed amadéddon but t he
mut ual 20 aut hentication processing nay be perfornmed in the sane way as
wi t hst he Hiasdon fipirert iordi s rieitbamicroseitdnts distribution model 1
shown in Fig. 1, but various forms may be realized other
than the configuration shown in Fig. 1, so as long as the
configuration basically has a policy for a configuration for
executing contents key switching processing at a user device
10 authentication server. Various modifications will now be
described.
The configuration shown in Fig. 29 is a configquration
wherein the functions of the shop server are divided, with a
shop server and distribution server being provided. The
15 shop server 100 receives contents purchasing requests from
the user device 200, but distribution of the contents to the
user device 200 is executed by the distribution server 400.
With the present example, mutual authentication processing
between the entities is omitted, but the mutual
20 authentication processing may be performed in the same way
as with the basic contents distribution model 1.
The shop server 100 receives purchase request data from
the user device 200, performs verification of the data
(process (3) in Fig. 29), and verifies the validity of the

25 request data, following which transmission of the contents



The shop server 100 receives purchase request data from the user device
200, perfornms verification of the data (process (3) in Fig. 29), and
verifies the validity of the 25 request data, follow ng which transnm ssion
of the contents - 113 distribution request to the distribution server 400
Is executed (process (4) in Fig. 29). The distribution server 400
verifies contents distribution request data fromthe shop server 100, and
in the event that confirmation is nmade 5 that the data is authorized, the
encrypted contents extracted from-tfd3centents database 410 and the
encrypted contents key data (distribution server) are transmtted
(process (6) in Fig. 29). The encrypted contents key data (distribution

server) gGonre nds. to t . . : t h [ h
above-d ﬁr&z’g&é%&o(fie | n%,teanc(ril)zi%ﬁlsee%d‘at a lm&goér%érﬁ ﬁoé J{cszn?g)nt lsnkteyeKc
encr ypt ' ey th dayi | [

server, %q‘lewél%ig%ﬁg%g C(éboglé{s(??' és 19:)9I)I 'o&ﬁ%’e;delceptﬁun@%%m%f%L ggt ed

15 cont gifes N YRR s 1Rk 193 ar dfleilt idutd Ofrorbiieer) by the
= i

user devi ce romthe ution server 400, Is the sane as the

enbodi Mg, hashdedn 1100 G iderth@Mad dritirrateidd i 8 malld h the
present configuration, the shop server 100 20 primarily executes functions

of receipHai9 1IN e WRHor 7D iR wWRiryRed edaidemar i fying the
aut hori zation thereof,

extracted from the contents database 410 and the encrypted
contents key data (distribution server) are transmitted
(process (6) in Fig. 29). The encrypted contents key data
(distribution server) corresponds to the encrypted contents

10 key data 1 (shop) in the above-described embodiment, and is
data which contains the contents key Kc encrypted with the
public key KpDAS of the user device authentication server,
i.e., KpDAS(Kc).

Processing following reception of the encrypted

15 contents and encrypted contents key data (distribution
server) by the user device 200 from the distribution server
400, is the same as the embodiment based on the
configuration shown in Fig. 1 earlier.

With the present configuration, the shop server 100

20 primarily executes functions of receiving contents request
from the user device and verifying the authorization thereof,
and receiving an encrypted contents key subjected to key
switching from the user device authentication server and

distributing to the user device, and does not perform

25 management or distribution of the contents themselves.



and receiving an encrypted contents key subjected to key swi tching from
the user device authentication server and distributing to the user device,
and does not perform 25 managenent or distribution of the contents '
t hemsel ves. - 114 Accordingly, this is a formsuitable for a configuration
wherein there are nultiple distribution servers serving as various
contents managi ng entities, such as nusic contents distribution servers
for managi ng nusi ¢ data, game contents 5 distribution servers for managi ng
gane contents, etc., and one shop seltd&r-responds to a contents request
fromthe user device and transmts a contents distribution request to

di stribution server nmanagi ng the requested contents, according to

the‘requﬁéﬁEor@iﬁﬁJ{%?:@iQ §5i 3 ¢ophi gyiaLkbea fag aheoﬁiggugs&s&% and shop

server performi I've  conmmuni cation, which uses t nt ernet, but

fro”‘thewhgféiﬁi@H%%Q”aférﬂﬁitigléh&iH%EEbQ@YBﬁesé§v89§' xviﬁgnaynication,

so high-speed satellite comunitation can be used, which is advantageous.

15 As Wihr-Fogs 88ntéﬂ€scﬁﬁﬁ£6%ﬁ§téﬁﬁiﬁb@@@ kQchi 8s ﬁ@sﬁé ﬁénﬁéﬁﬁéguration

wherein the functions of the Shop server are divided, with a shop server

and di stqibutinht 56 VeErPer89ropr AhE§Ing THEs $80RaE8), VEamé0BoheERtYES
contents purchasing requests fromthe uSer device 200, but distribution of

the 20 c@Déepibut Dok h€eb6fs dE¥rCRanAGing GXmeutertbitiheetdl $tahquti on
server 400. This differs fromthe

one shop server responds to a contents request from the user
device and transmits a contents distribution request to
distribution server managing the requested contents,
according to the-request. Also, due to this configuration,

10 the user device and shop server perform interactive
communication, which uses the Internet, but from the
distribution server to the user device is one-way
communication, so high-speed satellite communication can be
used, which is advantageous.

15 As with Fig. 29, the configuration shown in Fig. 30 is
a configuration wherein the functions of the shop server are
divided, with a shop server and distribution server being
provided. The shop server 100 receives contents purchasing
requests from the user device 200, but distribution of the

20 contents to the user device 200 is executed by the
distribution server 400. This differs from the
confiqguration shown in Fig. 29 in that a contents
distribution request is not transmitted from the shop server

100 to the distribution server 400, and rather confiquration

25 is such that the user device authentication server 300



configuration shown in Fig. 29 in that a contents distribution request is
not transmtted fromthe shop server 100 to the distribution server 400,
and rather configuration 25 is such that the user device authentication
server 300 - 115 transmits contents distributions requests to the

di stribution server 400. The shop server 100 receives purchase request data
from the user device 200, perforns verification of the data 5 (process (3)
in Fig. 30), and verifies the validity of the request data, follow ng

whi ch transmni ssion of the contents —diB¥r+bution request to the device

aut hentication server 300 is executed (process (4) in Fig. 30).
Subsequently, the user device authentication server 300 verifies the data,

10 (procesgnémicd "cbhfentt) ai800ibAt s C¥ERheb PRl t60RhEr MaLiOn is made
£ hert ha Fis

that the request data rs authorized, execut transm ssion of the contents

distribu&igerigggfgﬁ sort8f 4@pstribution server 400 (process (6) in Fig.

30). The dist ution server 400 verifies the contents distribution 15

request data fHOMBHdS SoMiEe POl heddé Gadd QP SEHYSS edfddatd £hemevent
that confirmation is nade that this is authorized, the encrypted contents

extract eghér@set h@eveoat 2obs gaiabamne ¢dPiandathencser ypeedaeantents key
data (distribution server) are transmtted to the user device 200 20

(prosess(pBdceéss F{3) BR)ridhesencryniedeconiesnt shkeyalladaty(diEsthebution
server) corresponds to the encrypted contents
request data, following which transmission of the contents
distribution request to the device authentication server 300
is executed (process (4) in Fig. 30). Subsequently, the
user device authentication server 300 verifies the data,

10 (process (5) in Fig. 30), and in the event that confirmation
is made that the request data is authorized, executes
transmission of the contents distribution request to the
distribution server 400 (process (6) in Fig. 30). The
distribution server 400 verifies the contents distribution

15 request data from the device authentication server 300, and
in the event that confirmation is made that this is
authorized, the encrypted contents extracted from the
contents database 410 and the encrypted contents key data
(distribution server) are transmitted to the user device 200

20 (process (8) in Fig. 30). The encrypted contents key data
(distribution server) corresponds to the encrypted contents
key data 1 (shop) in the above-described embodiment, and is
data which contains the contents key Kc encrypted with the

public key KpDAS of the user device authentication server,

25 i.e., KpDAS(Kc).



key data |I (shop) in the above-described enbodinent, and is data which
contains the contents key Kc encrypted with the public key KpDAS of the
user device authentication server, 25 i.e., KpDAS(Kc). - 116 Processing’
foll owi ng reception of the encrypted contents and encrypted contents key
data (distribution server) by the user device 200 fromthe distribution
server 400, is the sane as the enbodi nent based on the 5 configuration
shown in Fig. 1 earlier. Wth the present configuration, the user device
aut hentication server 300 can obtarnldfd-nanage information of the. user
device which is a contents purchase requesting entity at the point that
there is a contents purchase 10 request to the shop server 100, before the

key swi tchi nﬂfﬁésggﬁﬁgwm mg gUzEEefeybficof0Pne ehergihely, al the time

of receiving eques romthe user dévic 200 col l ation

Pr 0ceSS Lagepear G e‘ﬂ*&‘iﬁ/%‘%redorco@ﬁtentt@' SdyS dadh exldmcbwm&; ered contents

pur chase requestlng user “I5 device can be"nade. [1.3 Basic contents

di stribygl Zle Nedr RS Rl00E ren lhee dmlrmgﬁlrdii R rrdiasi ¢

contents |st butlon nodel 2 which differs fromthe basic contents
di stri bybiggn 1%D%Ie bamél &f3 nefeecniterlienti Bas¥h o) 8Ne h the basic contents

di stribution nodel 2, there is no data transm ssion/reception between the
users devba® i40@atidn shown in Fig. 1 earlier.

With the present configuration, the user device
authentication server 300 can obtain and manage information
of the user device which is a contents purchase requesting
entity at the point that there is a contents purchase

10 request to the shop server 100, before the key switching
. request from the user device 200. Accordingly, at the time
of receiving the key switching request from the user device
200, collation processing regarding whether or not this is
an already-registered contents purchase requesting user
15 device can be made.

[1.3 Basic contents distribution model 2]

Next, description will be made regarding a basic
contents distribution model 2 which differs from the basic
contents distribution model 1, with reference to Fig. 31.

20 With the basic contents distribution model 2, there is no
data transmission/reception between the user device 200 and
user device authentication server 300. The processing of
(1) through (19) shown in Fig. 31 will be described
centering on the differences with the basic contents

25 distribution model 1. In the present embodiment, mutual



user device authentication server 300. The processing of (1) through (19)
shown in Fig. 31 will be described centering on the differences with the
basic contents 25 distribution nodel 1. In the present enmbodi ment, mutual -
117 authentication processing ((1), (7), (13)) is described as being
performed in the comunication between the entities, but this may be
omtted as necessary. (1) Mutual authentication 5 The user device 200 which
is attenpting to purchase contents fromthe shop server 100 perforns
nutual aut hentication processing w tli% e shop server 100. The nutua
authentication processing is the processing described wth reference to
Fig. 12 or Fig. 13. In the nutual 10 authentication processing, the session

key generated .i.n the ent4.cat i -
enerypt PR AR kPG Ad (LS AL asen tas xecute
conmuni ¢at..on. r ' ta 15 d
(3) T ane R L e R e A e oot on

bet ween { e é,{lgomaipral@roﬂ%@dﬁcgéj%c%/&%bZOO, t he user device 200

generates contents “purchase request data. . 32(g) 20 illustrates the
conflguratloql fp%%h%ha%%ﬂﬂﬁﬂﬁiﬂaﬂiﬁha- The purchase request data has the

data of: a sho which is an
5 The user device 200 which is attempting to purchase
contents from the shop server 100 performs mutual
authentication processing with the shop server 100. The
mutual authentication processing is the processing described
with reference te Fig. 12 or Fig. 13. In the mutual

10 authentication processing, the session key generated in the
mutual authentication processing is used to execute
encryption of transmitted data as necessary and perform data
communication.

(2) Generate transaction ID and purchase request data

15 and

(3) Transmit purchase request data

Upon success of mutual authentication between the shop
server 100 and user device 200, the user device 200
generates contents purchase request data. Fig. 32(9g)

20 illustrates the configuration of purchase request data. The
purchase request data has the data of: a shop ID which is an
identifier of the shop server 100 and which is the
destination of the request of contents purchasing; a
transaction ID which the encryption processing means of the

25 user device 200 generates based on a random number as an



i dentifier of the shop server 100 and which is the destination of the
request of contents purchasing; a transaction ID which the encryption
processi ng neans of the 25 user device 200 generates based on a random
nunber as an - 118 identifier for contents transactions; and further a
contents ID serving as an identifier of the contents which the user device
desires to purchase, and electronic signature of the wuser device is
affixed to this data. Further, the public 5 key certificate of the user
device is attached to the purchase rldfuest data, and is sent to the shop
server 100. Now, in the event that the public key certificate has already
been sent to the shop side at the tinme of the above- descri bed

mut ual . ‘i%dﬁ@ﬂﬁtf&n JURSERS Nraad ViR PLOS5d NEuAOhOF | #Tcdped@d . there

IS not necessarl the need to send it again. (4) verify recelved data

Upon recq) Wl il darfahasfededtest sotehseontémdivhicB2fwe dd&m the user
devi ce 200, this shop server 100 15 executes the verification processing of

the recejaigtdadiesireadiidiadgy, 1M1 eI édt £61 i O Y RLESEe NG A 1ee aS
described wth reference to Fig. 15 earlier. (5) Transmt encrypted

cont ent 15810 duvidwsies recepiedrtdlaittis 2htdpon mertiecattow mibIiie purchase
request data being conpleted at the shop server 100, and judgnent bei ng
made5 key certificate of the user device is attached to the
purchase request data, and is sent to the shop server 100.
Now, in the event that the public key certificate has
already been sent to the shop side at the time of the above-
described mutual -authentication processing, or in processing
10 prior to that, there is not necessarily the need to send it
again.
(4) Verify received data
Upon receiving the purchase request data shown in Fig.
32(g) from the user device 200, this shop server 100
15 executes the verification processing of the received data.
The details of the verification processing are as described
with reference to Fig. 15 earlier.
(5) Transmit encrypted contents and purchase reception
data
20 Upon verification of the purchase request data being
completed at the shop server 100, and judgment being made
that this is an authorized contents purchase request with no
data tampering, the shop server 100 transmits encrypted

contents and the purchase reception data to the user device.

25 These are encrypted contents: Kc (content) wherein contents



that this is an authorized contents purchase request wwth no data
tanpering, the shop server 100 transmts encrypted contents and the
purchase reception data to the user device. 25 These are encrypted
contents: Kc (content) wherein contents - 119 are encrypted with a
contents key, and data sinply indicating that the purchase request has
been received, this being data that does not contain the encrypted
contents key data: KpDAS(Kc) wherein the contents key: Kc has been 5
encrypted with the public key of the L¥2r-device authentication server
(DAS) 300. Fig. 32(h) illustrates the configuration of the purchase
reception data. The purchase reception data has a wuser device ID which is

e acohkE! Shoflptha LIEh d°¥bAoAlsZRBYMEAR WackBikgayestor of fhe

contents purc ase request da ata in 32(g) excluding

the useén§$¥?ﬁ§ngﬁghhﬁ Eﬁ& Eﬁi&hgbgaiéﬁueQEdhhgeb%gﬁprQE%@%@E'”th@o

gener at e p server acconpanyl ng the contents t ransact ilon, with

the el echighlCastanahutcagbe! BSBORtATnoPhCEni0QpREll veicenrkhiaydal 2
Further, the pu certificate of the shop Server 100 is attached to

the purghgge kgﬁgﬁkkew #Bb2eiAN€hbScoRbbnts kB9 :UREr hdgvbeen200. Now, in
the event that the shop server public key «certificate has already been

sent 5 0 therypeeddRytRethkdpuBl id0kkheoki FReOhiskitedakave- descri bed nut ual
aut hentication processing, or in processing prior to that, there is not
authentication server (DAS) 300.
Fig. 32(h) illustrates the configuration of the
purchase reception data. The purchase reception data has a
user device ID which is the identifier of the user device
10 200 which is the requester of the contents purchase,
purchase request data (the data in Fig. 32(g) excluding the
user device public key certificate), and the shop processing
No. generated by the shop server accompanying the contents
transaction, with the electronic signature of the shop
15 server 100 affixed to this data. Further, the public key
certificate of the shop server 100 is attached to the
purchase reception data, and is sent to the user device 200.
Now, in the event that the shop server public key
certificate has already been sent to the user device side at
20 the time of the above-described mutual authentication
processing, or in processing prior to that, there is not
necessarily the need to send it again.
(6) Verify received data
Upon receiving the encrypted contents: Kc (content) and

25 the purchase reception data shown in Fig. 32(h) from the



necessarily the need to send it again. (6) Verify received data Upon
receiving the encrypted contents: Kc (content) and 25 the purchase
reception data shown in Fig. 32(h) fromthe - 120 shop server 100, the
user device 200 executes verification processing of the purchase reception
data. This wverification processing is processing the sane as the
processing flowin the above-described Fig. 15 wth the 5 user device 200
executing verification of the public ke certificate of the shop server
received fromthe shop server 100 usl%é the public key KpCA of the issuer.
authority (CA) first, and then next executing verification of the shop
signature of the-purchase reception data shown in Fig. 32(h) 10 using the

ublic k f e t : th
P §Mo§g§§§§39 168 g@epuésfvaévi 8 2b@SeRSEH%§§X¥é§§E§€aE&BH‘ e

public key fcate.( Mut ual aut hentication ransmt encrypted

CO”Fe”tsﬁféaeQQi 1of SPRE) puPkithse! PEcEPORoACHNER . 10@hagcesses the user
devi ce 5 aut hentication server 300, and executes nutual authentication

processi pgr Pei ¥8EDok NEroBess $85V 5 %QQCQQSinéthESQéméeHECEhéUthentiCation
server 300. Upon nutual authentication being established, the shop server

100 troppotéss ERGT FPéRAigObheénabokeyddataibedshog) 16,tketHsehe20 device
aut hentication server 300. Fig. 32(i) illustrates the configuration of the
5 user device 200 executing verification of the public key
certificate of the shop server received from the shop server
100 using the public key KpCA of the issuer authority (CA)
first, and then next executing verification of the shop |
signature of the- purchase reception data shown in Fig. 32(h)
10 using the public key KpSHOP of the shop server that has been
extracted from the public key certificate.
(7) Mutual authentication
(8) Transmit encrypted contents key data 1 (shop)
Next, the shop server 100 accesses the user device
15 authentication server 300, and executes mutual
authentication processing between the shop server 100 and
the user device authentication server 300. Upon mutual
authentication being established, the shop server 100
transmits encrypted contents key data 1 (shop) to the user
20 device authentication server 300.
Fig. 32(i) illustrates the configuration of the
encrypted contents key data 1 (shop). The encrypted
contents key data 1 (shop) has a user device authentication

server ID which is the identifier of the user device

25 authentication server 300 which is the destination of the



encrypted contents key data 1 (shop). The encrypted contents key data 1
(shop) has a user device authentication server IDwhich is the identifier
of the user device 25 authentication server 300 which is the destination of
the - 121 encrypted contents key swi tching request, and the purchase
request data received fromthe user device 200 (the data in Fig. 32(9)
excl udi ng the user device public key certificate) and shop processing No.,
with the electronic signature of 5 the shop server 100 affixed to this
data. Further, the public key cert+flZhte of the shop server 100 and the
public key certificate of the user device 200 are attached to the
encrypted contents key data 1 (shop), and is sent to the user device

authentlg@%fgﬁtggrggﬁtégg szgshﬂtéﬂfnﬁvﬁaﬁulgtthﬁhdtQﬁeU?ﬁEcﬁﬁﬁéce

aut henti € server dy has he dser device publi

Cert'f'Cf%guégg &QeaSPQ@eieéHEErOQUEhécugéf aebibélere(thaeaataslﬁOt
necessaril the need to send it again. (9) Verify received data 15 Upon

rece'V'nﬂl§h63§v§Eye&sﬂuaeﬁgeehé kis¥rdabeide(pliBRic kEBygcedZiifirateom the
shop server 100 he user dévice authentication server 300 executes

Yer'f'Ca&h@ﬂsﬁé?0§§5t8931ﬁ§ kibe, retehveHedallactfonscvelighatalreoofpr ocessi ng
Is processing the sane as the processing flowin the above 20 descri bed

Fi g. 515, thét Shépesepeerdevocargikbantocahiondasat veFud@fetir sheexecuting
verification of the public key
public key certificate of the shop server 100 and the public
key certificate of the user device 200 are attached to the
encrypted contents key data 1 (shop), and is sent to the |
user device authentication server 300. Now, in the event

10 that the user device authentication server 300 already has
the user device public key certificate and the shop server
public key certificate, there is not necessarily the need to
send it again.

(9) Verify received data

15 Upon receiving the encrypted contents key data 1 (shop)
(Fig. 32(i)) from the shop server 100, the user device
authentication server 300 executes verification processing
of the received data. This verification processing is
processing the same as the processing flow in the above-

20 described Fig. 15, with the user device authentication
server 300 first executing verification of the public key
certificate of the shop server received from the shop server
100 using the public key KpCA of the issuer authority (CA),

and then executing verification of the electronic signature

25 of the encrypted contents key data 1 (shop) shown in Fig.



certificate of the shop server received fromthe shop server 100 using the
public key KpCA of the issuer authority (CA), and then executing
verification of the electronic signature 25 of the encrypted contents key
data 1 (shop) shown in Fig. - 122 32(i) using the public key KpSHOP of the
shop server that has been extracted fromthe public key certificate.
Further, wverification of the public key certificate of the user device is
execut ed using the public key KpCA of the issuer 5 authority (CA), and next
verification of the user device signa2@re of the (3) purchase request data
contained in the encrypted contents key data 1 (shop) shown in Fig. 32(i)
using the public key KpDEV of the user device extracted from the public

the user k49 cBsHlEnehe] BIPTaY S29, KBSHER, 35, Bhe" Sbbr Bt Bp% 12
encrypt eg,gopLept éixjég)écgégaf}oé\ RRR) p Eﬁ‘i‘é' Yc‘ég E tft|1%a§|é0p Farther r100

ha V|ng been conp ment £ elng na i's i's authoriZed

dat a, sﬁyificéélgﬁvgfetﬁgt ﬁBﬁhEakbgdc%ﬁEl?ﬁch% @%CE%%t%s%?e encrypt ed

contents contal ne n the encr contents key data 1 (shop), i.e.,

t he dat adeKEE)éSigcéx%aeeanugEﬁgceﬁbeghm&eyke Kgplca @FCiye! 9dstielh the
public key KpDAS of the user device aut entlcatlon server (DAS) 300, with

a seg et alighoKsDh S(@A&Zoahaeneﬁer veeVirgeatibhenlti el ABeTCWeicd00, to
obtain the contents key Kc, and further generates an encrypted contents

signature of the (3) purchase request data contained in the
encrypted contents key data 1 (shop) shown in Fig. 32(i)
using.the public key KpDEV of the user device extracted ffom
the public key certificate.

10 (10) Encrypted contents key switching processing

At the user device authentication server 300, upon

verification of the encrypted contents key data 1 (shop)
received from the shop server 100 having been completed, and
judgment being made that this is authorized data, the user

15 device authentication server 300 decrypts the encrypted
contents key contained in the encrypted contents key data 1
(shop), i.e., the data: KpDAS(Kc) wherein the contents key:
Kc is encrypted with the public key KpDAS of the user device
authentication server (DAS) 300, with a secret key KsDAS of

20 the user device authentication server 300, to obtain the
contents key Kc, and further generates an encrypted contents
key: KpDEV(Kc) wherein the contents key Kc is encrypted with
the public key: KpDEV of the user device. That is to say,

key switching processing is executed in the order of

25 KpDAS(Kc) — Kc — KpDEV(Kc). This processing is processing



key: KpDEV(Kc) wherein the contents key Kc is encrypted with the public
key: KpDEV of the user device. That is to say, key switching processing is
executed in the order of 25 KpDAS(Kc) -> Kc -> KpDEV(Kc). This processing
Is processing - 123 following the flow showmn in Fig. 16 described earlier.
(11) Transmt encrypted contents data Next, the user device authentication
server 300 transmts encrypted contents key data (DAS) to the shop 5
server 100. The configuration of the encrypted contents key data (DAS) is
shown in Fig. 33(j). The encrypted eob28nts key data (DAS) has a shop ID
which is an identifier of the shop server 100 which is the destination of
the contents purchase 10 request the encrypted contents key data 1 (shop)

(the dat g 285K gg t?f aNERoART s hNg ssen cdauies il b gy, certificate

shown in fur ncrypte contents key dat a:

KpDEV( Kc) genggﬁt téﬁﬁi%P@gacgbn@gﬁggn&é gtion server 300 in the

above-describ processing, wth the electronic signature

of the user z@&gﬁc ﬁ@tml&@ﬂ@@ SEENERt 300 P6hNgepbbixgdot 0 the data.
Further, the public key certificates of the user device authentication

server 3@9aﬁ§ﬂlﬁgeeﬂéey?éealesneeﬁtarﬁeyaaheathAbq tbe taeckwBped contents
key data (DAS), and sent 20 to the shop server 100. Note that In the event

t hat f hegegidep s@oyer already hol ds these public key certificates,

The configuration of the encrypted contents key data
(DAS) is shown in Fig. 33(j). The encrypted contents key
data (DAS) has a shop ID which is an identifier of the shop
server 100 which- is the destination of the contents purchase
10 request, the encrypted contents key data 1 (shop) (the data
excluding the shop and the user device public key
certificate shown in Fig. 32(i)), and further the encrypted
contents key data: KpDEV(Kc) generated by the user device
authentication server 300 in the above-described key
15 switching processing, with the electronic signature of the
user device authentication server 300 being affixed to the
data. Further, the public key certificates of the user
device authentication server 300 and the user device 200 are
attached to the encrypted contents key data (DAS), and sent
20 to the shop server 100. Note that in the event that the
shop server already holds these public key certificates,
sending again is not necessarily needed.
Also, in the event that the user device authentication
server 300 is an entity acknowledged to be a reliable third

25 party, an arrangement may be used wherein the encrypted



sendi ng again is not necessarily needed. Also, in the event that the user
devi ce authentication server 300 is an entity acknow edged to be a
reliable third 25 party, an arrangenent may be used wherein the encrypted
- 124 contents key data (DAS) is not of a configuration containing the
(8) encrypted contents key data 1 (shop) w thout change, as shown in Fig.
33(j), but rather wherein the user device authentication server 300
extracts the shop ID, the user 5 device ID, the transaction ID, contents

I D, shop processing No., and content32key KpDEV(Kc) encrypted with the
public key of the user device, affixes the signature to these, and uses
this as encrypted contents key data (DAS), as shown in Fig. 34()'). The
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with a shop server 100 first executing verification of the public key 20
certif i cak@iek [he HRErt¥#8ME5a8taBhNERL | %éh‘t@ﬁt%e'f[ber shopC pireedskiag the

user devi ce authentication server 300 w t
No., and contents key KpDEV(Kc) encrypted with the public
key of the user device, affixes the signature to these, and
uses this as encrypted contents key data (DAS), as shown in
Fig. 34(j'). The public key certificate that needs to be
10 attached is the public key certificate of the user device
authentication server 300.
(12) Verify received data
The shop server 100 which has received the encrypted
contents key data (DAS) (Fig. 33(j)) from the user device
15 authentication server 300 executes verification processing
of encrypted contents key data (DAS). This verification
processing is the same processing as the flow of the
processing shown in Fig. 15 described above, with a shop
server 100 first executing verification of the public key
20 certificate of the user device authentication server
received from the user device authentication server 300 with
the public key KpCA of the issuer authority (CA), and then
using the public key KpDAS of the user device authentication

server 300 extracted from the public key certificate to

25 execute verification of electronic signature of the



the public key KpCA of the issuer authority (CA), and then wusing the
public key KpDAS of the user device authentication server 300 extracted
fromthe public key certificate to 25 execute verification of electronic
signature of the - 125 encrypted contents key data (DAS) shown in Fig.
33(j). Note that the sane verification is executed in the event that the
shop server 100 receives the sinplified encrypted contents key data (DAS)
shown in Fig. 34(j'). Further, an 5 arrangenent rmay be nmade wherein the
encrypted contents key 1 (shop 1) w 1Bbn-the encrypted contents data (DAS)
shown in Fig. 33(j) is verified as necessary. (13) Miutual authentication,
and (14) Transmt encrypted contents key request data 10 Next, the user

devi 2 ' k .dat . t,a,th h
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encrypted Contents key request datda fromthe user device, the shop server
100 execyiesngement may be made wherein the encrypted contents key 1
(shop 1) within the encrypted contents data (DAS) shown in
Fig. 33(j) is verified as necessary.
(13) Mutual authentication, and
(14) Transmit encrypted contents key request data
10 Next, the user device 200 transmits encrypted contents
key request data to the shop server. Note that at this time,
in the event that a request is to be executed with a
different session from the previous request, mutual
authentication is executed again, and encrypted contents key
15 request data is transmitted from the user device 200 to the
shop server 100, under the conditions that mutual
authentication is established.
(15) Verification processing, and
(16) Billing processing
20 Upon receiving the encrypted contents key request data
from the user device, the shop server 100 executes
verification processing of the encrypted contents key
request data. This is same processing that described with

reference to Fig. 15. Upon the data verification finishing,

25 the shop server 100 executes billing processing relating to



verification processing of the encrypted contents key request data. This

I S same processing that described with reference to Fig. 15. Upon the data
verification finishing, 25 the shop server 100 executes billing processing
relating to - 126 the contents transaction. The billing processing is
processing for receiving contents charges froma transaction account of
the user. The received contents charges are distributed anong vari ous
parties involved, such as the 5 copyright holder of the contents, the shop,
the user device authentication servdrRéadd nistrator, etc. Up to this
billing processing, the key switching processing process of the encrypted
contents keys by the wuser device authentication server 300 is mandatory,

ith h b d el .
St Ak PR AU AU e SN e
t
e o P S R ABEIRA TR,

server raegry S | ralpﬁéa vceoawtceam} 4 ey, t chi ng
processing hat as een execut ed e user devic ent’i cation server
| i cense HIRY %@a o ooty oM tyf f‘ﬁg@nc;ué}p & %en and can
know al IdI%o%%'?'ent s tran a?:’teal ons lare gbjflct of billing. A%COI’dI ngly,

20 cont IS it Rﬁff&fér%xm@ﬁdbe P SHSS, AOONEE UBY ice

I mpossi bl t hereby preventing unaut hori'zed contents sal es.

authentlcatlon server administrator, etc.

Up to this billing processing, the key switching
processing process of the encrypted contents keys by the
user device authentication server 300 is mandatory, as with

10 the above-described basic model 1, so the shop server 100
cannot execute billing processing only by processing with
the user device. Also, the user device 200 cannot decrypt
the encrypted contents key, and accordingly can not use the
contents. The user device authentication server records

15 contents transaction contents with all key switching
processing that has been executed in the user device
authentication server license management database described
with reference to Fig. 6, and can know all contents
transactions which are object of billing. Accordingly,

20 contents transaction performed by the shop side alone become
impossible, thereby preventing unauthorized contents sales.

(17) Transmit encrypted contents key data 2 (shop)

Upon the billing processing at the shop server 100
ending, the shop server 100 transmits encrypted contents key

25 data 2 (shop) to the user device 200.



(17) Transmt encrypted contents key data 2 (shop) Upon the billing
processing at the shop server 100 ending, the shop server 100 transmts
encrypted contents key 25 data 2 (shop) to the user device 200. - 127
Fig. 33(k) illustrates the configuration of the encrypted contents key
data 2 (shop). The encrypted contents key data 2 (shop) has the user
device ID which is the identifier of the user device 200 which is the
requester 5 of the encrypted contents key request, and the encrypted
contents key data (DAS) received frenikfie-user device authentication
server 300 (data excluding the public key certificates of the user device
aut hentication server shown in Fig. 33(j)), wth the electronic signature
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that the encrypted tontents key da
contents key data (DAS) received from the user device
authentication server 300 (data excluding the public key
certificates of the user device authentication server shown
in Fig. 33(j)), with the electronic signature of the shop
10 server 100 having been affixed to this data. Further, the
public key certificate of the shop server 100 and the public
key certificate of the user device authentication server 300
are attached to the encrypted contents key data 2 (shop),
and sent to the user device 200. In the event that the user
15 device 200 already holds the public key certificate of the
user device authentication server and the public key
certificate of the shop server, it is not necessarily needed
to send this again.
Now, in the event that the user device authentication
20 server 300 is an entity acknowledged to be a reliable third
party, and in the event that the encrypted contents key data
(DAS) which the shop server 100 receives from the user
device authentication server 300, is the simplified

encrypted contents key data (DAS) described earlier with

25 reference to Fig. 34(]j'), the shop server 100 sends the



(DAS) which the shop server 100 receives fromthe user device

aut hentication server 300, is the sinplified encrypted contents key data
(DAS) described earlier with 25 reference to Fig. 34(j'), the shop server
100 sends the - 128 encrypted contents key data 2 (shop) shown in Fig.
34(k') to the user device. That is, the shop server attaches the public
key certificate of the shop server 100 and the public key certificate of

t he user device authentication server 300 5 to the data wherein the
signature of the shop server has beeh28ffixed to the sinplified encrypted
contents key data (DAS) shown in Fig. 34(j'), and sends this to the user
devi ce 200. (18) Verify received data 10 Upon receiving the encrypted

cont ent SeKEXyHELa ZohBlRPE kbyOEREACIS IERORG! ¥RbWAOdn %&gfgggg§d§VEee 200

executes "\ rcatron processing of the ehcrypted conte data 2
(ShOD)-_Eﬁés?géf'ééGﬁééQ” @ﬁQE?%%L”Ehbsfgbge§@¥%e§5aEQ%ch%%O%ﬁés'ng in the

processing flow described earlier wth ference to Fig. 15, with the

user devjggl 200ké|rsbrt LXEEHEENGEVERES bhBp 8Rrobrt NO0PHAL €nkepuselibi ficate
of the 'shop server received fromthe shop server 100, using the public

key KpCAxgy &Bptifssgteadthehit MseEAleviiBenaaxaerntesatithi kegakbirosoof the
el ectroni ¢ signature of the encrypted 20 contents key data 2 (shop) shown

in Fisg. 88(khe @stagwhéeeinUbheCskgnakpbEOBfothehehdbopezoyehas00
extracted fromthe
been affixed to the simplified encrypted contents key data
(DAS) shown in Fig. 34(j'), and sends this to the user
device 200.
(18) vVerify- received data

10 Upon receiving the encrypted contents key data 2 (shop)
from the shop server 100, the user device 200 executes
verification processing of the encrypted contents key data 2
(shop). This verification processing is the same as the
processing in the processing flow described earlier with

15 reference to Fig. 15, with the user device 200 first
executing verification of the public key certificate of the
shop server received from the shop server 100, using the
public key KpCA of the issuer authority (CA), then executes
verification of the electronic signature of the encrypted

20 contents key data 2 (shop) shown in Fig. 33(k), using the
public key KpSHOP of the shop server 100 extracted from the
public key certificate. Further, verification of the public
key certificate of the user device authentication server 300

is executed using the public key KpCA of the issuer

25 authority (CA), and verification is executed on the




public key certificate. Further, verification of the public key
certificate of the user device authentication server 300 is executed using
the public key KpCA of the issuer 25 authority (CA), and verification is
executed on the - 129 signature of the (11) encrypted contents key data
(DAS) contained in the encrypted contents key data 2 (shop) shown in Fig.
33(j), using the public key KpDAS of the user device authentication server
300 extracted fromthe public key 5 certificate. Further, an arrangenent
may be made wherein the encrypted €oh22nts key data 1 (shop 1) contained
in the encrypted contents data (DAS) shown in Fig. 33(j) is verified, as
necessary. (19) Saving-processing 10 The user device 200 which has verified
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the encrypted contents key data 1 (shop 1) contained in the
encrypted contents data (DAS) shown in Fig. 33(j) is
verified, as necessary.
(19) Saving-processing

10 The user device 200 which has verified the encrypted
contents key data 2 (shop) received from the shop server 100
decrypts the encrypted contents key: KpDEV(Kc) encrypted
with its own public key KpDEV contained in the encrypted
contents key data 2 (shop), using its own secret key KsDEV,

15 further generates the encrypted contents key: Ksto(Kc) by
encryption using the storing key Ksto of the user device,
and stores this in the storing means of the user device 200.
At the time of using contents, the encrypted contents key:
Ksto(Kc) is decrypted using the stored key Ksto and the

20 contents key Kc is extracted, and the extracted contents key
Kc is used to execute decryption processing of the encrypted
contents Kc (Content), thereby reproducing and executing the
contents (Content).

Thus, according to the basic distribution model 2,

25 there is no data transmission/reception executed between the



contents Kc (Content), thereby reproducing and executing the contents
(Content). Thus, according to the basic distribution nodel 2, 25 there is
no data transni ssion/reception executed between the - 130 user device 200
and the user device authentication server 300, so all that is necessary
for the user device 200 is to performdata transm ssion/reception with the
shop server 100, thereby reducing the processing |oad on the user device.
5 [1.2 Mdification of the basic contents distribution nodel 2] Next, a
modi fi cation of the configuration of 13@ basic contents distribution nodel
2 shown in Fig. 31 will be described. The configuration shown in Fig. 35
Is a 10 configuration wherein the functions of the shop server are

di vi ded o4t Myd, 260Po 66" ¥R4 RO HbSE! LRYILANAERUREBELIGn BRoyLged. The

shop server 100 receives contents purchasing requests fromthe user device

200, butsghstéobutiomet Lbencgessapysop the Wser devies 39 is eyecuted

by the 15 distribution server 400. the present configuration, nutual
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way 5as W th tihe basdifivdweivrs of Stheé Hs 0 dBednts distribution

model 2]

Next, a modification of the confiquration of the basic
contents distribution model 2 shown in Fig. 31 will be
described. The configuration shown in Fig. 35 is a

10 configuration wherein the functions of the shop server are
divided, with a shop server and distribution server being
provided. The shop server 100 receives contents purchasing
requests from the user device 200, but distribution of the
contents to the user device 200 is executed by the

15 distribution server 400. With the present configuration,
mutual authentication between the entities which execute
data exchange is omitted, with the entities only perfofming
signature verification of the received data. However, an
arrangement may be made wherein mutual authentication

20 processing is performed between the entities in the same way
as with the basic contents distribution model 2.

The shop server 100 receives purchase request data from
the user device 200, performs verification of the data
(process (3) in Fig. 35), and verifies the validity of the

25 request data, following which transmission of the contents



The shop server 100 receives purchase request data from the user device
200, perfornms verification of the data (process (3) in Fig. 35), and
verifies the validity of the 25 request data, follow ng which transm ssion
of the contents - 131 distribution request to the distribution server 400
is executed (process (4) in Fig. 35). The distribution server 400
verifies contents distribution request data fromthe shop server 100, and
in the event that confirmation is made 5 that the data is authorized, the
encrypted contents extracted from+hkE3kontents database 410 are
transmtted (process (6) in Fig. 35). The user device 200 receives the
encrypted contents formthe distribution server 400, and follow ng data 10

veri 11 ool o0 BLANSIT E8adbEe 06 VAL ol SODLENL o oEEpLANapdasg o the
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300 (processing Fi g. Processi ng ow ng reception of the
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contents key switching request by the user device 20 authentication server

300 krongidee ehetdabalt i9nagehyLizE480, theSehbLypee® asntbatgnbodi nent based
on the configuration

extracted from the contents database 410 are transmitted

(process (6) in Fig. 35).

The user device 200 receives the encrypted contents

form the distribution server 400, and following data

10 verification, transmits the encrypted contents reception
data to the distribution server 400 (processing (8) in Fig.
35). Following verification of the received data, the
distribution server 400 transmits the encrypted contents key
data (distribution server) and encrypted contents key

15 switching request to the user device authentication server
300 (processing (10) in Fig. 35).

Processing following reception of the encrypted
contents key data (distribution server) and the encrypted
contents key switching request by the user device

20 authentication server 300 from the distribution server 400,
is the same as the embodiment based on the configuration
shown in Fig. 31 earlier, except for the omission of the
mutual authentication processing.

With the present configuration, the user device

25 transmits contents purchase request to the shop server and




shown in Fig. 31 earlier, except for the om ssion of the nutua

aut hentication processing. Wth the present configuration, the user device
25 transmits contents purchase request to the shop server and - 132

recei ves encrypted contents fromthe distribution server, wthout
perform ng nmutual authentication. The shop server 100 receives contents
requests fromthe user device and verifies the authorization thereof based
on verification of 5 the signature alone. Further, the encrypted contents
key regarding which swtching has bedd2conpleted is received fromthe
user device authentication server, and the authorization thereof is
executed based on verification of the signature. The distribution server

400 per [ pLgB ;185 CARLEYRELOBoRLehRE 2UbRAOLEALIBR AbutiBnBbayEgcei ved from

the shop server by ex ting signature veritication, perforifs contents
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di stribution of e contents thenselves. Accordingly, this™ 15 is a form

sui tabl e1por race9pbs98batbRBsWREHAEBtEN ErBma tBeMuskirPievdcet Ghut i on
Servers serving as varlous contents managl ng entities, such as nusic

cont ent sydisEibButhenausBbyekatiion EhB2eLEIbEBEHC otaver iFatRLI0nt Bt S
distribution servers for managi ng gane contents, etc., and one shop 20

servey repposdgnatusecalbaels raguRek,f the bherypeeddevntentansteyr ansnits a
contents distribution request to

regarding which switching has been completed is received
from the user device authentication server, and the
authorization thereof is executed based on verification of
the signature. The distribution server 400 performs

10 confirmation of the authorization of the data received from
the shop server by executing signature verification, and
performs contents distribution.

The shop server 100 does not perform management or

distribution of the contents themselves. Accordingly, this

15 is a form suitable for a configuration wherein there are
multiple distribution servers serving as various contents
managing entities, such as music contents distribution
servers for managing music data, game contents distribution
servers for managing game contents, etc., and one shop

20 server responds to a contents request from the user device
and transmits a contents distribution request to
distribution server managing the requested contents,
according to the request. Also, due to this configuration,
the user device and shop server perform interactive

25 communication, which uses the Internet, but from the



di stribution server managi ng the requested contents, according to the
request. Also, due to this configuration, the user device and shop server
performinteractive 25 comruni cation, which uses the Internet, but fromthe
- 133 distribution server to the user device is one-way conmunication, so
hi gh-speed satellite communi cati on can be wused, which is advantageous.
Wth the present enbodi nent, nutual authenticationis 5 omtted and the
aut hori zation of the data is confirmed only by signature verification, so
the processing can be made nore effit3&nt. As with Fig. 35, the
configuration shown in Fig. 36 is a configuration wherein the functions of
the shop server are 10 divided, with a shop server and distribution server

bei ng prSXéQfEbﬁgﬂoﬂuéﬁ?be§U£BeEBECGEE?”dééiggi&EegneIQS¥Sh0p server 100

recei ves conten purchasrng requests fromt user device 200, and
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device 2 executed by“the distribution server 400. This differs from

the confjgugatiRicghP¥NadPafitdgedisi.n that a contents distribution request
is not transmtted fromthe shop server 100 to the distribution server

400, and rat hertif Héd Predédd embodidnt Nahut gl UseEhavicst doth st i cation
server 300 20 transmts contents distributions requests to the
di st 5l bubm0BtE@r ¥e8 YRAE. authorization of the data is confirmed only
by signature verification, so the processing can be made
more efficient.
As with Fig. 35, the configuration shown in Fig. 36 is
a configuration wherein the functions of the shop server are
10 divided, with a shop server and distribution server being
provided and mutual authentication is omitted. The shop
server 100 receives contents purchasing requests from the
user device 200, and performs signature verification.
Distribution of the contents to the user device 200 is
15 executed by the distribution server 400. This differs from
the confiquration shown in Fig. 35 in that a contents
distribution request is not transmitted from the shop server
100 to the distribution server 400, and rather confiquration
is such that the user device authentication server 300
20 transmits contents distributions requests to the
distribution server 400.
The shop server 100 receives purchase request data from
the user device 200, performs verification of the data

(process (3) in Fig. 36), and verifies the validity of the

25 request data, following which transmission of the encrypted



The shop server 100 receives purchase request data from the user device
200, perfornms verification of the data (process (3) in Fig. 36), and
verifies the validity of the 25 request data, follow ng which transn ssion
of the encrypted - 134 contents key data 1 (shop) to the device

aut hentication server 300 is executed (process (4) in Fig. 36).
Subsequently, the user device authentication server 300 verifies the data,
(process (5) in Fig. 36), and in the ﬁ% vent that confirmation is nade that
the request data is authorized, exec s transm ssion of the contents

di stribution request to the distribution server 400 (process (6) in Fig.
36). The distribution server 400 verifies the contents distribution
request actaiterdtorkehadaiserl deshaop) 160 achdedeviee i antkenticaBdOn and in the
event that confirmation is made that this is authorized, the encrypted
cont ent ssexternci®ll is exedutedn(precesist bhastn Adgi s36)ransnitted to the
user device 200 (process (8) in Fig. 36). The subsequent processing is the
sane as Susequantky ngths usseddenichcanhenyication sevveri 30Fi g. 35
described earlier. Wth the present configuration, the user device

aut hent i et ibies fherdBoD, caPretees n( 2hdirefibge I0f oradi BA the the user
device which is a contents purchase requesting 20 entity at the point that
t her & i seeertprithaft ok EfRaleion oif diade othae & pr%%‘ﬁ%\g daba before the

key switching |, ..
authorized, executes transmission of the contents

distribution request to the distribution server 400 (process
(6) in Fig. 36). The distribution server 400 verifies the
contents distribution request data from the user device

10 authenticationlserver 300, and in the event that
confirmation is made that this is authorized, the encrypted
contents extracted from the contents database 410 is
transmitted to the user device 200 (process (8) in Fig. 36).
The subsequent processing is the same as the processing

15 based on the configuration shown in Fig. 35 described
earlier.

With the present configuration, the user device
authentication server 300 can obtain and manage information
of the user device which is a contents purchase requesting

20 entity at the point that there is a contents purchase
request to the shop server 100, before the key switching
request from the distribution server 400. Accordingly, at
the time of the key switching request from the distribution
server 400, collation processing regarding whether or not

25 this is an already-registered contents purchase requesting



request fromthe distribution server 400. Accordingly, at the time of the
key switching request fromthe distribution server 400, collation
processing regarding whether or not 25 this is an already-registered
contents purchase requesting - 135 user device can be made. Also, in the
event that the DAS is viewed as being a reliable entity, the distribution
server does not need to verify the transm ssion data of the shop server,

t her eby nmaki ng processing nore efficient. 5 Thus, as described above,
according to the contents dlstrlbutléﬁ5conf|gurat|on of the present
invention, follow ng the user device obtaining the encrypted contents Kc
(Content) up to the contents becom ng usable, the key sw tching processing

process @kekrhaeoneeyphadpeonagels k8%, 1 nPYHhe v IR S&‘?ﬁa‘bt henii cation

server is mandatory. Accordingly, the shop server cannot contents to

user deviiefedwakhbetingoki fr)éllaabtlaeeau%&rtyde\th‘éedqléttil%@}u't%td QRrvegr ver and
t he user device cannot use the contents. he user device authentication

server rdoesdaoal heelieteoneeify theotrhndngdetiban daithh Jeex neWshe ?lng
processi ng that has been executed in the user device authenticaflion server

| i cense semwagentherdbyamakéngspeobiegsify, mond Elfifsciantmanage
transactions of all shops, know transactions of contents billed, and
accubat el y diBhus blae desteibed chlavges aecerding2foi Bhéheohtehtag
processing of the shops to the various parties involved, such as the
copyri ghdigbriention cpafiguration of the present invention,
following the user device obtaining the encrypted contents
Kc (Content) up to the contents becoming usable, the key
switching processing process of the encrypted contents keys
10 by the user device authentication server is mandatory.
Accordingly, the shop server cannot sell contents to user
devices without notifying the user device authentication
server and the user device cannot use the contents. The
user device authentication server records all the contents
15 of transaction with key switching processing that has been
executed in the user device authentication server license
management database (see Fig. 6), and thus can manage
transactions of all shops, know transactions of contents
billed, and accurately distribute contents charges received
20 in the billing processing of the shops to the various
parties involved, such as the copyright holders of the
contents, shops, user device authentication server
administrator, and so forth, thereby realizing a

configuration which eliminates unauthorized contents usage.

25 [2. Contents distribution model using electronic



contents, shops, user device authentication server admnistrator, and so
forth, thereby realizing a configuration which elimnates unauthorized
contents usage. 25 [2. Contents distribution nodel using electronic - 136 °
tickets] Next, a configuration where an electronic tickets are issued
describing profits distribution information with regard to the various

rel ated parties such as the copyright 5 holders of contents, producers,

| i cense hol ders, shops, etc., based 03 Fsage (purchase) of contents by
users, for executing profits distrib $Pon processi ng based on issued

el ectronic tickets, will be described. Fig. 37 illustrates the system
configuration for 10 executing profits distribution based on electronic
tickets.titketsdntents distribution systemshown in Fig. 37 has as the
primary conmponents thereof, a Ticket Issuer Server (TIS) 610 for receiving
purchase requéextfoa confiégusathonhwhere aevetestpoanibatiéckahsd assui ng

el ectronic tickets describing 15 profits distribution information of uses
f ees andisauvedngeagrabipgr phafing dfisthébubabentisfoamasdondeniithe (DEV) 620
which is the contents purchasing entity, the user device authentication
server (PRERrd3tof tihet vaninysasedateddpantiesasiioh asr kbe opypéghtr mi ng
key switching for 20 managi ng authorized_ contents transactions, a

di st & bukpdfersepferoptentegnpradupessi déiyense baodHexs, ashopsenttprovi der

based on usage (purchase) of contents by users, for
executing profits distribution processing based on issued
electronic tickets, will be described.
Fig. 37 illustrates the system configuration for

10 executing profits distribution based on electronic tickets.
The contents distribution system shown in Fig. 37 has as the
primary components thereof, a Ticket Issuer Server (TIS) 610
for receiving purchase request for contents which user
devices purchase, and issuing electronic tickets describing

15 profits distribution information of uses fees and
accompanying purchasing of the contents, a user device (DEV)
620 which is the contents purchasing entity, the user device
authentication server (DAS) 630 functioning as an
administration server for performing key switching for

20 managing authorized contents transactions, a distribution
server (CP: Content Provider) 640 such as a content provider
(CP) or the like which distributes contents, and ticket
exchange server (TES: Ticket Exchange Server) for performing
caching process and such as transfers of usage fees based on

25 electronic tickets.



(CP) or the like which distributes contents, and ticket exchange server
(TES: Ticket Exchange Server) for performng caching process and such as
transfers of usage fees based on 25 electronic tickets. - 137 (Ticket

i ssuer server) Fig. 38 shows the configuration of the ticket issuer server
(TI'S) 610 of the contents distribution systemshown in Fig. 37. The ticket
| ssuer server 610 receives purchase 5 request for an user devices 620, and
i ssues the electronic tickets describing the profits distribution
information thereof corresponding tolBAe-contents which are the object of
transaction, regarding which purchasing has been requested. 10 The ticket

i ssuer server (TIS) 610 has a ticket issuing nanagenent database 612 which

manages managefeeketlal ds@br basyed)ti ckets acconpanying contents
transactions, such as the |dent|f|er of the user device to which contents

are sold andFﬂgcomseghéwsdenélébﬁflgaﬂatieﬂtsﬁt%h@heaeﬁétaﬂgshaﬁ like, 15
in a correlated manner. Further, thiS has control nmeans 613 for executing

content5sauveba$exsgqaestotethbl@@ht@ht%raﬁbt&ﬁ%u&ﬁ%h %%%&@% @2@wncont r ol
of the ticket issuing nanagenent database, billing proCessing with regard

to user ideviges3Basethenttickket dssaefMeeirvali @1 0preeRIViedd piirchageer 20
devices and the like, and further data encryption processing at the tine
of tie coeguastafongapr asegsdevices 620, and issues the electronic

tickets describing the profits distribution information

thereof corresponding to the contents which are the object

of transaction, regarding which purchasing has been

requested.

10 The ticket issuer server (TIS) 610 has a ticket issuing
management database 612 which manages management data of
issued tickets accompanying contents transactions, such as
the identifier of the user device to which contents are sold
and a contents identifier, and contents charges and the like,

15 in a correlated manner. Further, this has control means 613
for executing contents purchase request verification from
the user device 620, control of the ticket issuing
management database, billing processing with regard to user
devices based on tickets, communication processing with user

20 devices and the like, and further data encryption processing
at the time of the communicating processes.

Fig. 39 shows the data configuration of the ticket
issuing management database 612. The ticket issuing

management database 612 has various information of: ticket

25 issuing processing Nos. As identification numbers for the



Fig. 39 shows the data configuration of the ticket issuing management

dat abase 612. The ticket issuing nanagenent database 612 has vari ous

i nformation of: ticket 25 issuing processing Nos. As identification nunbers
for the - 138 ticket issuer server to generate internally at the tinme of
executing ticket issuing processing in response to contents transactions,
the device ID which is an identifier of the user device which issued a
contents purchasing commission, 5 the transaction ID which the user device
generates and issues as a contents—ttdfsaction identifier at the tine of
executing transactions between the user device and ticket issuer server, a
contents ID which is an identifier of contents which are the object of

transaCttQBkethﬁsﬁhékeéerigruﬁgrngeWQt%hlh%e%ﬂaqun%EfEﬁ% fi n %ntlty
whi ch obtains conpensation based on electronic tickets i'ssued

ticket iegeeatsfgVeicRée, 1§sﬁlngCEEEEbQB&nBOhﬂeE%spbh%%n%% cBﬂk@ﬁE%
adm nistrators, those related to contents Sales, and so fort the price

whi ch i strhasaobienss vhegdechaeges %ﬁlth&élantua@nﬁamgb%rﬁfaﬁﬁént
corresponding to each of the ticket user IDs, the valid period for

exchangi ngepr deessenghithsedsnadt Aecohekats pﬁﬁcﬁh@&ug vbmeRskRgnhgat es the
status of the ticket issuing and nmanagi ng processing at the ticket issuer
servér 6ille Thansaatisni SDupbiachdthecasdindetdcehgengdapesgandsi on of
mul tiple processes acconpanying the transaction of contents, and will be
descri beds$uedrasna contents transaction identifier at the time of
executing transactions between the user device and ticket
issuer server, a contents ID which is an identifier of
contents which_are the object of transaction, the ticket
10 user ID which is an identifier of an entity which obtains
compensation based on electronic tickets issued by the
ticket issuer server 610, e.g., copyright holders, license
holders, administrators, those related to contents sales,
and so forth, the price which is the contents usage charges
15 distribution monetary amount corresponding to each of the
ticket user IDs, the valid period for exchanging processing
based on the ticket, and status which indicates the status
of the ticket issuing and managing processing at the ticket
issuer server 610. The status is updated according to the
20 progression of multiple processes accompanying the
transaction of contents, and will be described later in
detail.
The control means 613 of the ticket issuer server 610

also functions as encryption processing means and

25 communication processing means as shown in Fig. 38, and the



detail. The control neans 613 of the ticket issuer server 610 also
functions as encryption processing means and 25 communi cati on processing
means as shown in Fig. 38, and the - 139 control neans 613 are confi gured
of a conputer storing, for exanple, encryption processing programs and
comuni cation processing programs. The key data and the |ike used in the
encryption processing executed by the encryption processing 5 neans of-the
control nmeans 613 is securely stored in storing neans wthin the control
means. The encryption processing dat d3%uch as encryption keys and the like
stored by the ticket issuer server 610 include the secret key KsTIS of the
ticket issuer server 610, the public key certificate 10 Cert _TIS of the

ticket i somerolemeansibll ane Wunfigirdd k& a fabdtferd f‘éﬁ:&e{ﬁd figate

authority (CA) serving as the public key certificate issuer authority

whi ch i s exampilesuencrypition (proefespuibld prkajrgy tarfd G¥nfuniB¥ion
configuration of the control neans 613 is the sane 15 configuration of the

control precessdmnk grogirams .dedtie ey dsita amf ameNad Ko Jian i aard i er,
i.e., a configuration having a Central Processing unit (CPU), RONI(Read

onl y MeRDEFYPLRAN pRecessingeesechimor by, thedieswyptind prictads ingi t
storing neans, communication interface, and so forth. 20 (user deV|ce) The
user YevieangDey) theocoatrnd seapsusdsd deviseeunely stored in storing
means within the control means. The encryption processing
data such as encryption keys and the like stored by the
ticket issuer server 610 include the secret key KsTIS of the
ticket issuer server 610, the public key certificate
10 Cert_TIS of the ticket issuer server 610, and the public key
KpCA of the certificate authority (CA) serving as the public
key certificate issuer authority which is the issuer
authority of public key certificates.
The configuration of the control means 613 is the same
15 configuration of the control means configuration described
with reference to Fig. 4 earlier, i.e., a configuration
having a Central Processing Unit (CPU), ROM (Read Only
Memory), RAM (Random Access Memory), a display unit, input
unit, storing means, communication interface, and so forth.
20 (User device)
The user device (DEV) 620 is the same user device in
the confiquration shown in Fig. 1, i.e., the same
configuration as the cohfiguration in Fig. 7. The

encryption processing data such as encryption keys and the

25 like stored by the user device 600 include the secret key:



the configuration showmn in Fig. 1, i.e., the same configuration as the
configuration in Fig. 7. The encryption processing data such as encryption
keys and the 25 |like stored by the user device 600 include the secret key:-
- 140 KsDEV of the user device, the public key certificate Cert_DEV of

t he user device, the public key KpCA of the certificate authority (CA)
serving as the public key certificate issuer authority which is the issuer
authority 5 of public key certificates,, and a storing key Ksto applied as
an encryption key at the tine of std?ﬂﬁ@ contents in storing nmeans such as
the hard disk or the |ike, for exanple, of the user device. The purchase
managi ng dat abase of the user device 620 10 in the system which executes

the ticketsDmnad rthe amdr devide) SHOWUBTLd ey e POSE Bodlid @
configuration with ticket managing functions. Fig. 40 illustrates the data
conf i gur &ermn DHV tdfe the axmae danageailie qRiDES &key NpCHW Ehse managenent
dat abase has the various information of: 15 a transaction ID which is
gener at eceartd fiissated aatthdrei tys (CA desemeimg dshecHe npulsfieXesyt i ng contents
transactions, a contents ID which is an identifier of contents which are
the obj eertdffitcedesdesuer, autthakidty ivdsicdr isD vite cisswerrautltanitiy i er of a
ticket issuer which issues tickets 20 acconpanying contents transactions, a
ticke? i efuipwplisr keys sierd iNocatssoh amk a istlasting keyn Kty \applaEd sets, a
as an encryption key at the time of storing contents in
storing means such as the hard disk or the like, for example,
of the user device.
The purchase managing database of the user device 620
10 in the system which executes the ticket managing
configuration shown in Fig. 37 has a data configuration with
ticket managing functions. Fig. 40 illustrates the data
configuration of the purchase management database. The
purchase management database has the various information of:
15 a transaction ID which is generated and issued at the user
device at the time of executing contents transactions, a
contents ID which is an identifier of contents which are the
object of transaction, a ticket issuer ID which is an
identifier of a ticket issuer which issues tickets
20 accompanying contents transactions, a ticket issuing
processing No. which the ticket issuing server 610 sets, a
ticket transmission destination ID serving as an identifier
of a transmission destination entity to which the ticket is

transmitted, and further, status which indicates the status

25 of processing of contents transactions at the user device.



ticket transm ssion destination ID serving as an identifier of a

transm ssion destination entity to which the ticket is transmtted, and
further, status which indicates the status 25 of processing of contents
transactions at the user device. - 141 Though described later in detail,
the status is updated according to the progress of nultiple processes
acconpanyi ng transactions of contents. (User device authentication server)
5 The user device authentication server (DAS) 630 is the sane user device
authentication server in the configurklon shown in Fig. 1, i.e., the sane
configuration as the configuration in Fig. 5. The encryption processing
data such as encryption keys and the |ike stored by the user 10 device

aut hent iR N SEEYRLILESOLAPEL UPR dbEaSECT Ehe kWatuSPASuphatBg User device
aut henti cation server (DAS), the public key certificate rt _DAS of the

user deva'@@rcam@emiﬂ@éi;)srfb@@ég@rof%ﬁtipm phScesbbE CakeympRNi R t he
certificate authority (CA) serving as the public key 15 certificate™issuer

aut hor i ttyyras &dt iceng hef | seneentesit hority of public key certificates. The
| i cense managi ng dat abase of the user device authentication server 630 in

t he system whitserexiestilces dutchertt ickettiomrssstvegs conf i gurati on shown in Fig.
37 has a data 20 configuration with ticket nmanagi ng functions. Fig. 41
i1l uStrates tithe desterr deviicpuraattiheen tafcathieor is=anssr NEPRR)enE3IN is the
same user device authentication server in the configuration
shown in Fig. 1, i.e., the same configuration as the
configuration in Fig. 5. The encryption processing data
such as encryppion keys and the like stored by the user
10 device authentication server 630 include the secret key:
KsDAS of the user device authentication server (DAS), the
public key certificate Cert DAS of the user device
authentication server (DAS), and the public key KpCA of the
certificate authority (CA) serving as the public key
15 certificate issuer authority which is the issuer authority
of public key certificates.

The license managing database of the user device
authentication server 630 in the system which executes the
ticket managing configuration shown in Fig. 37 has a data

20 configuration with ticket managing functions. Fig. 41
illustrates the data configuration of the license management
database. The license management database has the various
information of: user device authentication server processing

No. serving as a processing identifier internally generated

25 by the processing executed by the user device authentication



dat abase. The |icense managenent database has the various information of:
user device authentication server processing No. serving as a processing
identifier internally generated 25 by the processing executed by the user
devi ce authentication - 142 server (DAS) 630 at the time of contents
transactions, a device ID which is an identifier of a user device issuing
a contents purchase conm ssion, a transaction ID which is generated and

i ssued at the user device at the tine1§$ 5 executing contents transactions,
a contents ID which is an identifier Contents which are the object of
transaction, a ticket issuer IDwhich is an identifier of a ticket issuer
whi ch issues tickets acconpanying contents transactions, a ticket issuing
processi sigrier ybAsSh 63e atckhRe timei 6§ dObnsenter tehdsaetionandaf urt her,
status which indicates the status of processing of contents transactions
at the udeviceelDcehiachhist anaidentiéieer of DAShsefhdeglicdedissubinag hater in
detail, the status is updated according to the progress of multiple

pr ocessesoptentpapyrogase acennissnenpf acbnapaastioh5IPDwhtichbiisi on server)
The configuration of the distribution server 640 of the contents

di st ri bugenerated cand hbswued &tgthg7usersdewacenatrFthe #2meThé di stribution
server 640 is a contents provider (CP), for exanple, and has Kc (Content)
whi cB i sexeewlyprgdcontenhs chrangachiondr i 4 contents TRawhaeb i#eanbj ect of

transaction have been encrypted with a contents key, and a )
identifier of conténts which are the object of transaction,

a ticket issuer ID which is an identifier of a ticket issuer
which.issues tickets accompanying contents transactions, a
ticket issuing processing No. which the ticket issuing

10 server 610 sets, and further, status which indicates the
status of processing of contents transactions at the user
device authentication server (DAS). Though described later
in detail, the status is updated according to the progress
of multiple processes accompanying transactions of contents.

15 (Distribution server)

The configuration of the distribution server 640 of the
contents distribution system shown in Fig. 37 is shown in
Fig. 42. The distribution server 640 is a contents provider
(CP), for example, and has Kc (Content) which is encrypted

20 contents data wherein contents that are the object of
transaction have been encrypted with a contents key, and a
contents database 644 storing an encrypted contents key
KpDAS(Kc) which is a contents key Kc that has been encrypted
with the public key: KpDAS of the user device authentication

25 server (DAS). Kc (Content) which are the encrypted contents



contents dat abase 644 storing an encrypted contents key KpDAS(Kc) which is
a contents key Kc that has been encrypted wth the public key: KpDAS of

t he user device authentication 25 server (DAS). Kc (Content) which are the
encrypted contents - 143 data have contents IDs which are contents
identifiers added to each, having a configuration which is identifiable
based on the contents ID. The distribution server 640 further has a
distribution 5 nmanagenent database 642 for managi ng the distribution
management data of the contents. The dfdtribution nanagenent database 642
has a data configuration having ticket managing functions. The data
configuration of the purchase nanagenent database is shown in Fig. 43. The

10 distriyhuhi RAvERABHERREE @DEalAIEh642ehaontlatyanigent i fikkar Falkkan of: a
di stribution server processing No. which the distribution server 640 sets

at the ttoeeathgxrauihgga eonfegugadishr whithoAspideassifiable agkants |1 D
which is an identifier of contents which are the object of transaction, 15

a user demi thel Eonbenbsi span identifier to which to distribute contents
to, aticket issuer IDwhich is an identifier of a ticket issuer which
i ssues ti cket®he atirmibnyt hon coeteat 640 afsathéonbas aat d ket ibetibng
processing No. which the ticket issuing entity sets, and 20 further, status
whi clp | ndasagesenhedatabaseob4pr foesmanggihg thet ddssriibandaat i ons at the
di stribution server. Though
management data of the contents. The distribution
management database 642 has a data configuration having
ticket managing functions. The data configuration of the
purchase management database is shown in Fig. 43. The
10 distribution management database 642 has the various
information of: a distribution server processing No. which
the distribution server 640 sets at the time of executing
contents distribution processing, a contents ID which is an
identifier of contents which are the object of transaction,
15 a user device ID which is an identifier to which to
distribute contents to, a ticket issuer ID which is an
identifier of a ticket issuer which issues tickets
accompanying contents transactions, a ticket issuing
processing No. which the ticket issuing entity sets, and
20 further, status which indicates the status of processing of
contents transactions at the distribution server. Though
described later in detail, the status is updated according
to the progress of multiple processes accompanying

transactions of contents.

25 Further, the distribution server 640 has control means



described later in detail, the status is updated according to the progress
of multiple processes acconpanying transactions of contents. 25 Further,
the distribution server 640 has control neans - 144 643 for executing
processing for extracting distribution contents fromthe contents database
644, processing for generating transaction data to be registered in the

di stributi on managenent database 642 acconpanying 5 transactions,
processing for comunicating with the user device 620 and others, and
further executing data encryption prddéssing in communication processing.
As shown in Fig. 42, the control neans 643 functions as encryption
processi ng neans and comruni cati on processing neans, and are configured 10

of a conmuiPricy Qidiit filf PYOUVEYSindNESY R OP &F 56 SH] 9 1 O8,/ms and
ata an t he |

conmmuni cati on processi ng prograns. e key e used in the

encrypt i GoneInss Arign WIRS Witterdts [ HULY B4 PN PFOEESSIAY f@ﬁns of the
control neans 643 is securely stored in storing neans wthin the control

neans. 1geheratyitig) Mraors Utikes datth A e Uedy Bt &FEd Vil ik keys and  the
| i ke stored by the distribution server 640 include the secret key KsCP of

t he di st dilstiriidm tsieny etarGdfemerte qatdbase k2 eriddpaitingert- CP of the
distribution server 640, and the public key KpCA of the certificate
aut ho%i t £ rad&Rc2iogm,vipTpcessting fidh iconesn izesrttifg aaith itSsalaiseaut hority
which 1is the issuer authority of public key certificates.
device 620 and others, and further executing data encryption
processing in communication processing. As shown in Fig. 42,
the control means 643 functions as encryption processing
means and commgnication processing means, and are configqured
10 of a computer storing, for example, encryption processing
programs and communication processing programs. The key
data and the like used in the encryption processing executed
by the encryption processing means of the control means 643
is securely stored in storing means within the control means.
15 The encryption processing data such as encryption keys and
the like stored by the distribution server 640 include the
secret key KsCP of the distribution server 640, the public
key certificate Cert_CP of the distribution server 640, and
the public key KpCA of the certificate authority (CA)
20 serving as the public key certificate issuer authority which
is the issuer authority of public key certificates.
The configuration of the control means 643 is the same
configuration of the control means configuration described

with reference to Fig. 4 earlier, i.e., a configuration

25 having a Central Processing Unit (CPU), ROM (Read Only



The configuration of the control means 643 is the same configuration of
the control neans configuration described wth reference to Fig. 4
earlier, i.e., a configuration 25 having a Central Processing Unit (CPU),
ROM (Read Only - 145 Menory), RAM (Random Access Menory), a display unit,
input unit, storing means, communication interface, and so forth. (Ticket
exchange server) Fig. 44 illustrates the configuration of the ticket 5
exchange server (TES) 650 in the contents distribution systemshown in
Fig. 37. The ticket exchange server =6%85 receives electronic tickets from
various entities, verifies the received data, and subsequently perforns
cashing processing based. on tickets, such as account transfer 10

f idkg wth
proce55|Mgmon)bahﬁM£QRﬁh86&|E&c@%@cﬁ%ﬁb%ﬁg Oly %-%ﬁﬁn?pékét rodd %

one specific exanple allowing a setting rein ange server

650 is aus&tvestmm&hgnm&ahéokcoﬂhhﬁhcﬁ%&@ﬂeinQ%&&a%%PO%1&3§g fjgpentities.
The ticket exchange server 650 has a ticket exchange managemnent

dat abase 652 {Dickevagxelyjangsagerest)data of cashing proceSS|ng based on
tickets issued acconpanying contents transactions. Further, this has

control neansF5$3 44rikkesttategs veliéfeont iguref ibhcket sheegeibyed formthe
entities, control of the ticket exchange managenent database, 20

processi egchangenmenvent (DASY 660t ha ehei tbasengBddiistirhguridat a encryption
processing at the time of the conmmunication

system shown in Fig. 37. The ticket exchange server 650
receives electronic tickets from various entities, verifies
the received data, and subsequently performs cashing
processing based.on tickets, such as account transfer

10 processing, or balance changing processing for e-cash or the
like, with one specific example allowing a setting wherein
the ticket exchange server 650 is a server within a bank
which manages bank accounts of the entities.

The ticket exchange server 650 has a ticket exchange

15 management database 652 for managing management data of
cashing processing based on tickets issued accompanying
contents transactions. Further, this has control means 653
for executing verification of tickets received form the
entities, control of the ticket exchange management database,

20 processing of communication with the entities, and further,
data encryption processing at the time of the communication
processes, and so forth.

The data configuration of the ticket exchange

management database 652 is shown in Fig. 45. The ticket

25 exchange management database 652 has the various information



processes, and so forth. The data configuration of the ticket exchange
managenment database 652 is shown in Fig. 45. The ticket 25 exchange
managenent database 652 has the various information - 146 of: a ticket
exchange server processing No. serving as an identification nunber which
is internally generated at the time of the ticket exchange server _
executing ticket cashing processing according to received tickets, cashing
5 comm ssioning ID serving as a requefélng entity identifier which has
request ed cashi ng based on tickets, a ?cket_ i ssuer | D serving as an
identifier of a ticket issuer for issuing tickets acconpanying contents
transactions, a ticket issuing processing No. which the ticket issuing

server 6df: 19 sitkettarchanfengerveet prycashing Rasedeedihheaki gket. a
user device ID which is an identifier of a user device Mhl?h IS the entity

pur chasi iderbhf trasjiom pumbencvhioh! s grberahtlyagehBeabeqr afeyhee at the
time of executing contents transactions, and further, status which

i ndi cat ésim® afethe aticket enshimgepseressiegecntihg tieket exshapge
server. Though described |ater in detail, the status is updated according

to the exing Ieferding procresetvedceirketyj ngashangact i ons of
contentgﬁangthgr,.the ti cket exchange server 650 has control 20 neans 653

for BxeGRMHE HIJHNGi IR JeFvirganta meawesting entityi tdent ERLdANGE

t. .database 652, updatin
nanagem%hich has requestedrzashié% based on tickets, a ticket

issuer ID serving as an identifier of a ticket issuer for
issuing tickets accompanying contents transactions, a ticket
issuing processing No. which the ticket issuing server 610

10 sets, the cashing monetary amount based on the ticket, a
user device ID which is an identifier of a user device which
is the entity purchasing contents, a transaction ID
generated at the user device at the time of executing
contents transactions, and further, status which indicates

15 the status of cashing processing at the ticket exchange
server. Though described later in detail, the status is
updated according to the progress of multiple processes
accompanying transactions of contents.

Further, the ticket exchange server 650 has control

20 means 653 for executing processing for generating data for
the ticket exchange management database 652, updating
processing, processing for verifying received tickets,
processing for communicating with the entities, and further,
executing processing for encrypting data in communication

25 processing. As shown in Fig. 44, the control means 653



processing, processing for verifying received tickets, processing for
communi cating with the entities, and further, executing processing for
encrypting data in comruni cation 25 processing. As shown in Fig. 44, the
control neans 653 - 147 functioning as encryption processing neans and
communi cation processing neans, and the control neans 653 are confi gured
of a conputer storing, for exanple, encryption processing prograns and
comuni cati on processing prograns. Th Eey 5 data and the like used in the
encryption processing executed by th4 nCrypti on processing neans of the
control neans 653 is securely stored in storing neans within the control
means. The encryption processing data such as encryption keys and the
i ke stofedchyonlirgt askehceyphaogepgetest ifg0meankudndl @omnd8atsbnkey

KSTES of the ticket exchange server 650, the public key certificate
Cer t - TESppéceheingcheansxchndgeheseonerobsieansd 658 apebbonrkgurKaCA of the
certificate authority (CA) serving as the public key certificCate issuer
aut hor i t9fwhi compuetehestexing, afibhoekanpdé, pehtirgpkéyn %io@@ébhhbcates- The
configuration of the control nmeans 653 is the sane configuration of the
control P¥REGEABSnANGUEemNBNidatieonbpdocessiingepeognamst 0 Fheg. kdyearl i er,
i.e., a configuration having a Central Processing Unit (CPU), ROM (Read
Onl y 220 $akdr3nd e I Hsgdesedcipsthereneyyptioni ppbagsanny, ekaputedunit,
storing nmeans, communji cation interface, and so forth.
by the encryption processing means of the control means 653
is securely stored in storing means within the control means.
The encryption processing data such as encryption keys and
the like stored by the ticket exchange server 650 include
100 the secret key KsTES of the ticket exchange server 650, the
public key certificate Cert TES of the ticket exchange
server 650, and the public key KpCA of the certificate
authority (CA) serving as the public key certificate issuer
authority which is the issuer authority of public key
15 certificates.
The configuration of the control means 653 is the same
configuration of the control means configuration described
with reference to Fig. 4 earlier, i.e., a configuration
having a Central Processing Unit (CPU), ROM (Read Only
20 Memory), RAM (Random Access Memory), a display unit, input
unit, storing means, communication interface, and so forth.
[Contents purchasing processing]
Next, returning to Fig. 37, description will be made

regarding the processing for a user device to issue a

25 contents purchase request to a ticket issuer server and save



(Contents purchasing processing] Next, returning to Fig. 37, description
wll be made regarding the processing for a user device to issue a 25
contents purchase request to a ticket issuer server and save - 148 the
contents in a usable state in the user device, on up to the contents
charges being distributed (cashed) based on tickets. Processing proceeds
in the order of nunbers (1) through (32) in Fig. 37. The details of the
processing will 5 be described in ord?r'of the nunbers. (1) Mitual

aut hentication The user device 620 whitéf s attenpting to purchase
contents performs nutual authentication processing with the ticket issuer
server 610. The nmutual authentication 10 processing is the processing

descri bedhei tbntehesenneat asbble stater in @hel®sdr dha Bt W up to
aut henti cati on processing, the session key generated in the nutual

aut hent i thei oontpnbseshangessbedad ddsexdbutede(Sashiedin bafsed apsm tted
data as necessary and performdata communication. 15 (2) Generate
transact ténkebsandPpacebasegr pgoeseddatia, thed ofderTodnaiinberer ghgse request
data Upon success of nutual authentication between the ticket issuer
server 6tbranghuéd?)déni E&962087 .t hFhesdetalldevifc ¢he2proeessdngswiqnt ent s
purchase request data, Fig. 46(n illustrates the configuration of the
pur cPasePped@8gribed in order of the numbers.
(1) Mutual authentication
The user device 620 which is attempting to purchase
contents performs mutual authentication processing with the
ticket issuer server 610. The mutual authentication
10 processing is the processing described with reference to Fig.
12 or Fig. 13. 1In the mutual authentication processing, the
session key generated in the mutual authentication
processing is used to execute encryption of transmitted data
as necessary and perform data communication.
15 (2) Generate transaction ID and purchase request data,
and
(3) Transmit purchase request data
Upon success of mutual authentication between the
ticket issuer server 610 and user device 620, the user
20 device 620 generates contents purchase request data. Fig.
46(m) illustrates the configuration of the purchase request
data. The purchase request data has the data of: a device
ID which is an identifier of the user device 620 which is

the requester of the contents purchase, a transaction ID

25 which the encryption processing means of the user device 620



data. The purchase request data has the data of: a device |ID which is an

I dentifier of the user device 620 which is the requester of the contents
purchase, a transaction ID 25 which the encryption processing neans of the
user device 620 - 149 generates based on a random nunber for exanple, as
an identifier for contents transactions, and further a contents |ID
serving as an identifier of the contents which the user device desires to
purchase, with the electronic signatgrs of 5 the user device affixed to
this data. Further, the public key & tiTicate of the user device is
attached to the purchase request data for signature verification, as
necessary. (4) Verify received data 10 Upon receiving the purchase request

dat a shgemeratlisgbaséd( n fa aandom usabeleige fahplidie 44 @iet i ssuer
server 610 executes the verification processing o#)the received data. The
det ai | s idientthid ieer ifoirc apindrentiso taasisag tdlon sgs airb dudider W idbifience to
Fig. 15 earlier. 15 (5) Billing processing (6) Issue electronic ticket (7)
Tr ansni IDeservingi ast ankddenid flliecketf itdsuicomtsmrisewhith rehe weacut es
billing processing relating to contents transactions, and electronic 20
ti cket He¥drggdgsdEessitagpuTichasenr widds dheared esteomicd sdynatues sifng f or
i ssuing el ectronic tickets within the user
5 “the user device affixed to this data. Further, the public
key certificate of the user device is attached to the
purchase request data for signature verification, as
necessary.
(4) Verify received data
10 Upon receiving the purchase request data shown in Fig.
46(m) from the user device 620, the ticket issuer server 610
executes the verification processing of the received data.
The details of the verification processing are as described
with reference to Fig. 15 earlier.
15 (5) Billing processing
(6) Issue electronic ticket
(7) Transmit electronic ticket
The ticket issuing server 610 next executes billing
processing relating to contents transactions, and electronic
20 ticket issuing processing. These processes are executed as
processing for issuing electronic tickets within the user
transaction monetary amount limit set based on a pre-
registered user account or e-cash account or the like. The

issued electronic tickets are transmitted to the user device

25 620.



transaction nonetary amount linit set based on a pre- registered user
account or e-cash account or the like. The issued electronic tickets are
transmtted to the user device 25 620. - 150 Fig. 47 shows an exanple of"
the configuration of an electronic ticket. Fig. 47(A) is a data
configuration in the event that the charges distribution destination
(charges receiving entity) based on the electronic ticket is singular, 5
and contains a ticket issuer ID, a ticket issuing processing No., a user
device 1D indicating the charges disttPBution recipient (entity) based on
the electronic ticket, the cashing nonetary ampunt based on the electronic
ticket, the wvalid period of .the electronic ticket, i.e., the term10

through whi che g chey aesows Ceh VeRamSTE | &Y €RE SXREYLE 5RSHANGs Lgharges
settlgnent) pr%%essing based on th% ticket, and ?grfﬁer, purc%ase request

data (seelécfrodbémickesusnrigeds7{a9mikha Wseh eeWiriGur3tiBe ticket
issueg serve?. Fu??%er, dat a guch gs?the ticket issui 8 gate ang the like

may be lEhaddedntThEaelEhéronhegébgﬂiéﬁfﬁbﬁiibhedbkﬁﬁﬁhtﬁéﬁug?hﬁﬁgégr 610
Is added to this data. Further, the public key «certificate t I cket

i ssuer seeeivisgaenteityd bheedEbﬂCthénéIeétﬁBﬁic?‘éiBRé_ﬁs§.§_r¥inﬁ9flar,
signature verification. Fig. 47(B) is a data configuration in the event

that 5 20andiecemtaims ali sickeut issudesibpahi bhekéentisbuesy pesedssingt he
electronic ticket are nmultiple, with nultiple ticket

No., a user device ID indicating the charges distribution
recipient (entity) based on the electronic ticket, the
cashing monetary amount based on the electronic ticket, the
valid period of the electronic ticket, i.e., the term

10 through which a charges receiving entity can execute cashing
(charges settlement) processing based on the ticket, and
further, purchase request data (see Fig. 46(m)) transmitted
from the user device to the ticket issuer server. Further,
data such as the ticket issuing date and the like may be

15 added. The electronic signature of the ticket issuer server
610 is added to this data. Further, the public key
certificate of the ticket issuer server is added to the
electronic ticket as necessary, for signature verification.

Fig. 47(B) is a data configuration in the event that

20 the charges distribution destinations (entities) based on
the electronic ticket are multiple, with multiple ticket
user IDs (1 through n) stored, and monetary amounts 1
through n indicating the charges to be distributed based on

the electronic ticket being stored for each ticker user ID.

25 The entities which receive charges based on tickets receive



user IDs (1 through n) stored, and nonetary amounts 1 through n indicating
the charges to be distributed based on the electronic ticket being stored
for each ticker user ID. 25 The entities which receive charges based on
tickets receive - 151 the nonetary ampunt corresponding to their own IDs.
Wth the processing exanple shown in Fig. 37, the ticket issuer server 610
i ssues electronic tickets for contents providers (CP) which nanage
distribution servers, 5 and electronic tickets for user device _

aut henti cation servers (DAS). The desdPAarion of issuing of these tickets
differ according to the contents, and the contents copyright holders and
the like may be included. The ticket issuer server has a table determ ning

the tickehei moneRgriOafeahtnabireespoddiig ¢osithidiw bwn Ghar.ges, based on
the contents ID, and generates tickets upon obtaining the contents

i ssui ng dest iwath ovise apocbes thgt exuplenspbwhges rigt azfroppbhe table,
based on the contents ID contained in the contents purchase request from

the usertileketeisdbet8peverifgloedebved dakatvBancr eaekeitayrarti cket from
the ticket issuer server 610, the user device 620 executes verification

processi fgnbéntshproviders [OP3 whichi mahkhge fisceibungohns spir¢eessi ng the
same as the processing flow in the above-described Fig. 15, 20 with the
user devape electrenici hijcketsf foat usarofleviheepabthenkeyataphi fi cate of the
ticket issuer server using the
servers (DAS). The destination of issuing of these tickets
differ according to the contents, and the contents copyright
holders and the like may be included. The ticket issuer
server has a table determining the ticket issuing
10 destination and the distribution charges, based on the
contents ID, and generates tickets upon obtaining the
contents issuing destinations and the distribution charges
data from the table, based on the contents ID contained in
the contents purchase request from the user device.
15 (8) Verify received data
Upon receiving a ticket from the ticket issuer server
610, the user device 620 executes verification processing of
the ticket. This verification processing is processing the
same as the processing flow in the above-described Fig. 15,
20 with the user device 620 executing verification of the
public key certificate of the ticket issuer server using the
public key KpCA of the issuer authority (CA) first, and then
next executing verification of the signature of the ticket

using the public key KpTIS that has been extracted from the

25 public key certificate.



public key KpCA of the issuer authority (CA) first, and then next
executing verification of the signature of the ticket wusing the public key
KpTl S that has been extracted fromthe 25 public key certificate. - 152
(9) Mutual authentication (10) Transmt electronic ticket (for CP) Next,

t he  user device 620 accesses the distribution server 640, and executes

mut ual aut hentication. Upon nutual 5 authentication being established, the
user device 620 transmits an electronic ticket for the distribution server
(for CP) to the distribution server 28. =(11) Verify received data (12)
Transmt encrypted contents and encrypted contents 10 key Upon verification
of the electronic ticket (for CP) being conpleted at the distribution

server, and gy?gﬁﬁeaalngg@hghgicahggnis an aut horized el ectronic ticket
with no dat anpering, the distribution server 640 transmts the 15

encrypted copigptsransmat enecypbfdccentrats (key te)the user device. These
are data containing the encrypted contents: Kc (content) encrypted with

the contentsnégy, ehné eseryaeeicecepbentaekegsdaha: dkpbaTblicionherein the
contents key: Kc has been encrypted with the public key of the user device
20 aut hgetrivegt 6a0,SandeexBAfte30mutihl) avdhiehnt iicatdioned dipiom mutual
5 authentication being established, the user device 620
transmits an electronic ticket for the distribution server
(for CP) to the distribution server 640.
(11) Verify received data
(12) Transmit encrypted contents and encrypted contents
10 key
Upon verification of the electronic ticket (for CP)
being completed at the distribution server, and judgment
made that this is an authorized electronic ticket with no
data tampering, the distribution server 640 transmits the
15 encrypted contents and an encrypted contents key to the user
device. These are data containing the encrypted contents:
Kc (content) encrypted with the contents key, and encrypted
contents key data: KpDAS(Kc) wherein the contents key: Kc
has been encrypted with the public key of the user device
20 authentication server DAS 630.
(13) Verify received data
(14) Mutual authentication
(15) Transmit electronic ticket (for DAS) and encrypted
contents key switching request

25 Upon receiving the encrypted contents and an encrypted




(14) Mutual authentication (15) Transmit electronic ticket (for DAS) and
encrypted contents key switching request 25 Upon receiving the encrypted
contents and an encrypted - 153 contents key fromthe distribution server -
640, the user device 620 executes verification processing of the data.
Fol I owing data verification, the user device 620 accesses the user device
authentication server 630, and executes 5 nutual authentication processing.
Upon nmutual authentication being established, the user device 620
transmts an electronic ticket (for‘E%é? and encrypted contents key

swi tching request to the device authentication server 630. The key
switching request is the contents key 10 Kc encrypted with the public key

of the usentdavsckeyafirbmntheatiioh ri®utebn Bal-vas ¢a9en vhRcqiswed from the
distribution server 640 earlier. This is a request for -processing to nake

t he encr#pvéde06aoeakecktpsKpBﬁ$¢KthdonCpﬂbeéb%éE%{o@thbpbﬁﬂaW‘th the

public key KpDEV of the user 15 device, i.e., Kp Kc), and is the sane as

the swi tEalhgwipgodatsi wgriéicatlied, wthe usker deeecko 6Biodackestd) Verify
received data (17) Encrypted contents key sw tching processing Upon
recei vi nghenheseredevinecautbeptichbioDASprasd BO0g¢nandperdcaeakents key
KpDAS(Ke) switching request fromthe user device 620, the user device
aut hent i Patvah avkbept sgation processing. Upon mutual

authentication being established, the user device 620
transmits an electronic ticket (for DAS) and encrypted
contents key switching request to the device authenticatidn
server 630. Tbe,key switching request is the contents key
10 Kc encrypted with the public key of the user device
authentication server that has been received from the
distribution server 640 earlier. This is a request for
processing to make the encrypted contents key KpDAS(Kc) a
contents key encrypted with the public key KpDEV of the user
15 device, i.e., KpDEV(Kc), and is the same as the switching
processing described with reference to Fig. 1.
(16) Verify received data
(17) Encrypted contents key switching processing
Upon receiving the electronic ticket (for DAS) and
20 encrypted contents key KpDAS(Kc) switching request from the
user device 620, the user device authentication server 630
executes verification processing of the electronic ticket
(for DAS) and encrypted contents key switching request.
Once the verification has ended and judgment being made that

25 the electronic ticket is an authorized electronic ticket



executes verification processing of the electronic ticket (for DAS) and
encrypted contents key switching request. Once the verification has ended
and judgnent being nade that 25 the electronic ticket is an authorized
electronic ticket - 154 wth no data tanpering, and that the key sw tching
request is authorized, the user device authentication server 630 decrypts
the data KpDAS(Kc) wherein the contents key: Kc has been encrypted with

t he public key KpDAS of the user device 5 authentication server (DAS) 630
to obtain the contents key Kc, and fl#4ther generates an encrypted contents
key: KpDEV(Kc) wherein the contents key Kc is encrypted wwth the public
key: KpDEV of the user device. That is to say, key swtching processing is

execut edy{¢h LR &ésrt&ﬁpgﬁgﬁﬁ Kend 1bhat €he- Eeﬁp%ﬂgﬁingT%auegecessi ng

i's processing follow ng ow shown in Fig.” 16 described €éarlier. (18)

Transm tj £naiiid etz EONTené Sukey déddie VRuth¥nt €68tYEH Hakdet2630Savi ng
processi ng 15 The user device authentication server 630 transmts the

encrypt efeEOb €t Sh& e¥a P MO KS | KE P 'Rt €tn bYh&keyoivkh€Bi R8y:t Rct hgsuser
devi ce 620. 'Upon receiving the encrypted contents key Kp (Kc) fromthe

user devheéen aendiefptedivith tke VeubDO, kéeKpBRS devthe Ga@redecites
verification 20 processing for received data, and foll ow ng the
ver i bi cadutttent ikt gt SséiveeenCbAP) 63 ¢ otd evbsakryt KpDEMOKentsskag i tS own
Kc, and further generates an encrypted contents key:
KpDEV(Kc) wherein the contents key Kc is encrypted with the
public key: KpDEV of the user device. That is to say, key
switching processing is executed in the order of KpDAS(Kc)
100 — Kc — KpDEV(Kc). This processing is processing following
the flow shown in Fig. 16 described earlier.
(18) Transmit encrypted contents key
(19) Verify received data
(20) Saving processing
15 The user device authentication server 630 transmits the
encrypted contents key KpDEV(Kc) generated by key switching
to the user device 620. Upon receiving the encrypted
contents key KpDEV(Kc) from the user device authentication
server 630, the user device 620 executes verification
20 processing for received data, and following the verification,
decrypts the encrypted contents key KpDEV(Kc) using its own
secret key Ks DEV, and further generates the encrypted
contents key: Ksto(Kc) by encryption using the storing key
Ksto of the user device, and stores this in the storing

25 means of the user device 620. At the time of using contents,



secret key Ks DEV, and further generates the encrypted contents key:
Ksto(Kc) by encryption using the storing key Ksto of the user device, and
stores this in the storing 25 neans of the user device 620. At the tine of
usi ng contents, - 155 the encrypted contents key: Ksto(Kc) is decrypted
using the stored key Ksto and the contents key Kc is extracted, and the
extracted contents key Kc is used to execute decryption processing of the
encrypted contents Kc (Content), thergﬁg 5 reproduci ng and executing the
contents (Content). (21) Miutual auth iTation (22) Transmt electronic
ticket (for CP) Follow ng distribution of the encrypted contents to the
user device 620,.. the distribution server 640 accesses the 10 ticket

exchangetﬁéréﬁérﬁﬁeed aRgneEReyt RE Emks'ab(xé?:t Eenabeegbeedpﬁg&ﬁg%ﬁg- Upon
mut ual aut hentication being established, the distribution server 640

transm tst@Ped CkE¢t KOBO CahldCkRE CoAteREd key kBeidi skkirBetie@n agpver to
the ticket exchange server 650. 15 (23) Received data verification, cashing

processi fige Abxt hgctégkebnesnbangey SREVEs §568d HpoBxeeutki aatirgptebn the
el ectronic ticket (for CP) being conpleted and judgnent being made that

this is proeegdibngzefl ehecénenyptédcientghts Koo(dehaehanpethegebyhe ticket
exchange server 650 executes 20 cashing processi ng based on the received
el ec6r onteprodkeing (dnd €Rpcutiirgctbkai agnpentssgCagtentperfornmed by
(21) Mutual authentication
(22) Transmit electronic ticket (for CP)
Following distribution of the encrypted contents to fhe
user device 620,~the distribution server 640 accesses the
10 ticket exchange server 650, and executes mutual
authentication processing. Upon mutual authentication being
established, the distribution server 640 transmits an
electronic ticket (for CP) for the distribution server to
the ticket exchange server 650.
15 (23) Received data verification, cashing processing
At the ticket exchange server 650, upon verification of
the electronic ticket (for CP) being completed and judgment
being made that this is an authorized electronic ticket with
no data tampering, the ticket exchange server 650 executes
20 cashing processing based on the received electronic ticket
(for CP). The cashing processing is pefformed by
transferring the monetary amount set in the electronic
ticket (for CP) to a managed account or e-cash account or

the like of the contents provider (CP) managing the

25 distribution server that has been registered beforehand for




transferring the nonetary anmount set in the electronic ticket (for CP) to
a managed account or e-cash account or the |like of the contents provider
(CP) managing the 25 distribution server that has been registered '
bef orehand for - 156 exanple, froma nanaged user account of the user
device. O, an arrangenent may be nade wherein nonetary anount set in the
ticket is transferred froma ticket issuing server mnanaged account wherein
the ticket issuing server has 5 already received as a pre-paynent fromthe
user, to the nanaged account of the h%mtents provi der (CP). Further, the
ti cket exchange server 650 verifies the valid period stored in the ticket,
and executes the charges settl enent processing based.. on the ticket, under
t he condi h 0. ' ty h d h h kgket Hhs within
the Cval B ool 5 SEAOER AOpr ESoERE O et B eI Re T SR

exchange, § &4 Medn féiflent PRAly CBE hide bdsefe i R mbREL 8L HChRORAE Lbekeh (for CP)
bei ng conpl eted,”the 15 t’icket exchange server 650 transmts a report to

the di sigd betdigdk Sps Verakdfet PEd CREbMTa t PRékEDCi 6880h§TsePyEEESSI Ng has
finished. Fig. 46(n) shows a configuration exanple of a cashing processing

report. maveadets idEb o oessEain repertidist daésuing seghedshast i cket cashing
processing ID which is an identifier of each ticket cashing processing, a
cashbng already received as a pre-payment from the user, to the
managed account of the contents provider (CP). Further, the
ticket exchange server 650 verifies the valid period stored
in the ticket, and executes the charges settlement |
processing basgdnon the ticket, under the condition that
10 confirmation has been made that the ticket is within the
valid period.
(24) Report cashing processing report
At the ticket exchange server 650, upon cashing based
on the electronic ticket (for CP) being completed, the
15 ticket exchange server 650 transmits a report to the
distribution server 640 indicating that the cashing
processing has finished.
Fig. 46(n) shows a configuration example of a cashing
processing report. The cashing processing report has data
20 such as a ticket cashing processing ID which is an
identifier of each ticket cashing processing, a cashing
commissioning ID as an identifier of a requesting entity
requesting cashing based on the ticket, the monetary amount

of cashing based on the ticket, a ticket issuer ID which is

25 an identifier of the ticket issuer which has issued the



comm ssioning ID as an identifier of a requesting entity requesting
cashing based on the ticket, the nonetary anount of cashing based on the
ticket, a ticket issuer IDwhichis 25 an identifier of the ticket issuer-
whi ch has issued the - 157 ticket acconpanying contents transactions, a
ticket issuing processing No. set by the ticket issuing server 610, the

ti cket cashing processing conpl eted date when the cashing processing was
executed at the ticket exchange server 650, 5 and so forth, with the

el ectronic signature of the ticket -et8famge server 650 affixed thereto.
Further, the public key certificate of the ticket exchange server is added
to the cashing processing report as necessary, for signature

verificatijeRetl8ctémpa ?E.gﬁ;y coat@nted t3alnd AR L e ‘le&tli]éeﬂﬂ"é.ls(s‘sﬁ%_l ' '?i on

processing report from ti cket exchange server 650,

server 6Proé§€§.Hbe&oVeébﬁ:i o9t ithle RIQKRESIiIRG U (RN IND PreEessi ng
report. In the event that the data verification shown the 15 report to be

aut hori zedckeenphehing proekssiay ¢omplieed datelGhePANE RGshIMENT S
transactions to the contents provider which is the managing entity of the

di stri bupirooessingr was egechitededt the) thdkerl exdhaarid erirver 280(27)
Transmt electronic ticket (for DAS) (28) Received data verification,
cashi;ng pndcessifogth, with the electronic signature of the ticket
exchange server 650 affixed thereto. Further, the public
key certificate of the ticket exchange server is added to
the cashing processing report as necessary, for signature
verification.
10 (25) Verify received data
Upon receiving the cashing processing report from the
ticket exchange server 650, the distribﬁtion server 640
executes verification processing of the cashing processing
report. In the event that the data verification shown the
15 report to be authorized, completion of charges distribution
accompanying contents transactions to the contents provider
which is the managing entity of the distribution server is
confirmed.
(26) Mutual authentication
20 (27) Transmit electronic ticket (for DAS)
(28) Received data verification, cashing processing
(29) Report cashing processing report
(30) Verify received data
Processing the same as the processing (21) through (25)

25 between the above-described distribution server 640 and



(29) Report cashing processing report (30) Verify received data Processing
the sanme as the processing (21) through (25) 25 between the
above-described distribution server 640 and - 158 ticket exchange server
650 i s al so executed between the user device authentication server 630 and
the ticket exchange server 650, based on the electronic ticket (for DAS).
(31) Mutual authentication 5 (32) Report cashing processing report (33)
Verify received data In the event of having executed cashing processing
based on tickets received fromthe endPBies, the ticket exchange server
650 perfornms mutual authentication with the 10 ticket issuer server 610,
and then transmts a cashing processing report (see Fig. 46(n)) the sane

as sent t9ckbe ekBhhhyessekerN@s50i Gl6eh1isSS Wlecttel bdthlen Md WEKS!

i ssuer server 610 issues a verification of the cashing processing report

recei veddevoaet Batheaketationagaeves’ ¥80 hadbtPe chikketON:idhEnye t hat the
cashing processing relating to the issued tickets has been corpl et ed.

(Transi t sepveratss,i Bakbe @avit@esklebtibingcseiicketof( foga%si.ng relating to
contents transactions with the entities such as the ticket i ssuer 20

server 610 an@31heMhtkel shovhenti€agion?, the next processing is determ ned
according to the status indicating
5 (32) Report cashing processing report
(33) Verify received data
In the event of having executed cashing processing
based on tickets received from the entities, the ticket
exchange server 650 performs mutual authentication with the
10 ticket issuer server 610, and then transmits a cashing
processing report (see Fig. 46(n)) the same as sent to the
entities, to the ticket issuer server 610. The ticket
issuer server 610 issues a verification of the cashing
processing report received from the ticket exchange server
15 650, thus confirming that the cashing processing relating to
the issued tickets has been completed.
(Transition status in the devices)
In this series of processing relating to contents
transactions with the entities such as the ticket issuer
20 server 610 and the like shown in Fig. 37, the next
processing is determined according to the status indicating
the processing state. The status is managed for each of the
contents transactions, in the ticket issuing management

database shown in Fig. 39, the purchase management database

25 of the user device shown in Fig. 40, and so forth, for



the processing state. The status is managed for each of the contents
‘transactions, in the ticket issuing managenent database shown in Fig. 39,
t he purchase managenent database 25 of the user device shown in Fig. 40,
and so forth, for - 159 exanple. First, the status transition of the
ticket issuer server 610 will be described with reference to Fig. 48.
Processing starts for the ticket issuer server 610 by 5 receiving contents
purchase request data fromthe user device 620 (corresponding to process
(3) in Fig. 37). The ticket issuer se¥?®r-610 verifies the received data
fromthe wuser device 620, and in the event that the verification
succeeds, sets the status to "purchase reception conpleted”, 10 while in
the evendyimafe| udgement is not made fromthe data verification that the
purchase request is valid, either the processing is cancelled, or simlar

processing, RuUENRESItHE AN 0N BCRHSIdE the thiské@sesshérrepeated a
predet erm ned nunber of tinmes, follow ng which the 15 processing is

cancel | egervéll §1@ wiBLl Usei GeSCEibed 'WitEhAeLereneeptbonifai hed”. The flow
proceeds to the next step only in the event that the status is "purchase

recept i oprocesPLleg esitartpofiot hehet eicketbkssget r aesireroal0obypur chase 20
reception conpleted", next, the ticket issuer server 610 transmts the
el ecr ontécéiekeg ¢ontéstsispirckaseeré@fest data from the user
device 620 (corresponding to process (3) in Fig. 37). The
ticket issuer server 610 verifies the received data from the
user device 620, and in the event that the verification
succeeds, sets“the status to "purchase reception completed",
10 while in the event that judgement is not made from the data
verification that the purchase request is valid, either the
processing is cancelled, or similar processing, purchasing
reception processing in this case, is repeated a
predetermined number of times, following which the
15 processing is cancelled, and the status is set to "purchase
reception failed". The flow proceeds to the next step only
in the event that the status is "purchase reception
completed"”.
Upon the status making transition to "purchase
20 reception completed", next, the ticket issuer server 610
transmits the electronic ticket to the user device 620
(corresponding to process (7) in Fig. 37), and receives a
reception response (response) from the user device, and sets

the status to "ticket distribution completed". In the event

25 that no response is received, either the processing is



(corresponding to process (7) in Fig. 37), and receives a reception
response (response) fromthe user device, and sets the status to "ticket
distribution conpleted”. In the event 25 that no response is received,
either the processing is - 160 cancelled, or simlar processing,

transm ssion processing of the electronic ticket in this case, is repeated
a predeterm ned nunber of tines, follow ng which the processing is
cancel l ed, and the status is set to "ticket 5 distribution failed". The
flow proceeds to the next step only 160t+e event that the status is
"ticket distribution conpleted”. In the event that the status nakes
transition to "ticket distribution conpleted', next, the ticket issuer 10

server ElDnLetflyesot h§ixﬁ?f£'£ ?ﬁr&é&%@?ﬁé[‘gtﬁﬂgﬂ%%ﬁ‘ Pch%%gﬁ%;OSfc hange

server, an executes veriticatton o repor correspon

process]?%r?e,( ¥eftion i3)t18kbt SinHYis LAskNCi8VEBpehal Bhe verllication is

sSuccess e status 1s se cashi ng procesSing report reception

conpl et g0 eqdte ARLhEDEnRRBELSST NP RBSS - F61160En§VeRichhehel udgnent is not
made that the report is authorized, either the process is canceled, or the

same prosesSeddling ePPrdan@EEPEd PNapddehdesthtaat isnspEoegsstngked this
case, is repeated a predeterm ned nunber of tines, follow ng which the 20

processidiktSilbetien | £4iledd. t hehet Alow pBos€édsOotoCaRBi gxtr epept
reception failed". The ticket issuer server 610
only in the event that the status is "ticket distribution
completed".
In the event that the status makes transition to
"ticket distribution completed", next, the ticket issuer

10 server 610 receives the cashing processing report from the
ticket exchange server, and executes verification of the
report (corresponding to processes (32) and (33) in Fig. 37).
In the event that the verification is successful, the status
is set to "cashing processing report reception completed",

15 and the processing ends. In the event that judgment is not
made that the report is authorized, either the process is
canceled, or the same processing, report reception and
verification_processing in this case, is repeated a
predetermined number of times, following which the

20 processing is cancelled, and the status is set to "cashing
report reception failed". The ticket issuer server 610
executes such state transition for each contents transaction.

Next, transition status at the user device

authentication server 630 will be described with reference

25 to Fig. 49. The user device authentication server 630



executes such state transition for each contents transaction. Next,
transition status at the user device authentication server 630 wll be
described with reference 25 to Fig. 49. The user device authentication
server 630 - 161 starts processing by receiving an encrypted contents key
KpDAS(Kc) fromthe user device 620 (corresponding to process (15) in Fig.
37). The user device authentication server 630 verifies the received data
fromthe user device 620 5 including tgﬁ electronic ticket (DAS), and in
the event that the verification is suctessful, sets the status to "key
reception conpleted”, and in the event that judgenent is not nade fromthe
data verification that the data is authorized, either the processing is
cancel edstarts Iprocess ingdes sregeiving ezppenonyptedessntgnbé kég encrypt ed
contents key data (user device) in this case, is repeated a predeterm ned
nunber PRASEKS) flotomviieg yweex hdewnicer62@sécogrespendingetly pandesse
status is set to "key reception failed". Only in the event that the status
i s "key epth diitordl ket edPhe diger 1device fawthenbication serverx638t ep.
Upon the status making transition to "key reception conpleted", next, the
user deWMeelBifhdhe Easeivedrdata cbom hhe ueer cdeviae s6X@y swit chi ng
processing (corresponding to process.é17 in Fig. 37), and in the event

t hat 2t he- DN G il B IRF ks shigke bes?id | in Hehetevert  thakt to

"key switching conpleted'. There is_no assunption of a case
y the v 1f¥ggtlon i1s successful, setéwkhe status to "key

reception completed”, and in the event that judgement is not
made ﬁrom the data verification that the data is authorized,
either the processing is canceled, or the same processing,
10 reception procéssing of the encrypted contents key data
(user device) in this case, is repeated a predetermined
number of times, following which the processing is canceled,
and the status is set to "key reception failed". Only in
the event that the status is "key reception completed", does
15 the flow proceed to the next step.

Upon the status making transition to "key reception
completed”, next, the user device authentication server 630
executes contents key switching processing (corresponding to
process (17) in Fig. 37), and in the event that the key

20 switching processing is successful, the status is set to
"key switching completed". There is no assumption of a case
wherein key switching would fail, so the only status
transition that exists here is "key switching completed".

In the event that the status makes transition to "key

25 switching completed”, next, the user device authentication



wherein key switching would fail, so the only status transition that
exists here is "key switching conpleted”. In the event that the status
makes transition to "key 25 switching conpleted", next, the user device
aut hentication - 162 server 630 transmts encrypted contents key data
(DAS) to the user device 620 (corresponding to process (18) in Fig. 37),
and receives a data reception response fromthe user device 620. In the
event that the data reception responsg; 5 is received, the status is set to
"key transm ssion conpl eted”, mhileir1%he event that there is no reception
of the data reception response, either the processing is canceled, or a
simlar processing, transm ssion processing of the encrypted, contents key
dat a ( DA®rver td80 touaamsmits dhoreneted dentperdet leeyn deda n(bh®y ©b ti nes,
following which the processing is canceled, and the status is set to "key
transm shieomsex |daificd 6 2the avarespindindetctprocesmkels ) ramsfigon to "key
transm ssion conpl eted”, next, the user device 15 authentication server 630
t ransm 39 Jan agidegteawiives ixldata (fegeplAR)n txeapenss cfrepvike wor
(corresponding to process (27) in Fig. 37), and receives a data reception
r espons@eviicemadle uddr theiaweripthat the datmtreseptior BRSRONFRcepti on
response is received, the status is set to "ticket 20 cashi ng request
trandm S8 GPCEHHidbt dde SHATWS i P tIRE hRentkeY HefaRFREES1RN no reception of

the data reception r?ﬁ onsge, ) )
completed", while in the event that there is no reception of

the data reception response, either the processing is
canceled, or a similar processing, transmission processing
of the encrypted contents key data (DAS) in this case, is

10 repeated a preaetermined number of times, following which
the processing is canceled, and the status is set to "key
transmission failed".

In the event that the status makes transition to "key

transmission completed”, next, the user device

15 authentication server 630 transmits an electronic ticket
(for DAS) to the user device 620 (corresponding to process
(27) in Fig. 37), and receives a data reception response
from the user device 620. 1In the event that the data
reception response is received, the status is set to "ticket

20 cashing request transmission completed", while in the event
that there is no reception of the data reception response,
either the processing is canceled, or the same processing,
transmission processing of the ticket cashing request in
this case, is repeated a predetermined number of times,

25 following which the processing is canceled, and the status



either the processing is canceled, or the same processing, transm ssion
processing of the ticket cashing request in this case, is repeated a
predet er mi ned nunber of times, 25 follow ng which the processing is

cancel ed, and the status - 163 is set to "ticket cashing request

transm ssion failed". |In the event that the status nmakes transition to
"ticket cashing request transm ssion conpleted", next, the wuser device
aut henti cati on server 630 receives thG ashing 5 processing report from
the ticket exchange server 650, and éxécutes verification processing of
the report (corresponding to the processes (29) and (30) shown in Fig.

37). In the event that the verification is successful, the status is set
t o " cashilfgsgitotes$itigkedpoats iage ptequest) tammnsneitsadion afed Tdd pr ocessi ng
ends. In the event that there is no judgnent fromthe report verification
that the repbRtthe evientrthat, thet Béatusempkesessiang itionamoel ed, or
simlar processing is executed, repeating the report reception and

verifi caf'téfkptocasbing Feguesdt dransad.ssimire cotmpleftead neneaxt t Hilke case,
foll owi ng which the processing is canceled, and the status is set to

" cashi ngUPEPoAEVLEBepHLHRNLASALAGN SERYexs 3 0daEced vas lthe icashing server
650 ecutes sych state transition for each contents transaction. Next,
stat us t PAASPPF ORIt EPAELIELPM (e ddckety exchapgergemvear 95 0deadd bed with

reference_to Eig. 50"fThetprocessin .Sstarts by the distribution server 640
receivinaxﬁﬁu es verification processing of the report

(corresponding to the processes (29) and (30) shown in Fig.
37). In the event that the verification is successful, the
status is set to "cashing processing report reception

10 completed", ana the processing ends. In the event that
there is no judgment from the report verification that the
report is authorized, either the processing is canceled, or
similar processing is executed, repeating the report
reception and verification processing a predetermined number

15 of times in this case, following which the processing is
canceled, and the status is set to "cashing report reception
failed". The user device authentication server 650 executes
such state transition for each contents transaction.

Next, status transition to the distribution server 640

20 will be described with reference to Fig. 50. The processing
starts by the distribution server 640 receiving an
electronic ticket (for CP) from the user device 620
(corresponding to the process (10) in Fig. 37). The
distribution server 640 verifies the data received from the

25 user device 620, and in the event that verification is



electronic ticket (for CP) fromthe user device 620 (corresponding to the
process (10) in Fig. 37). The distribution server 640 verifies the data
received fromthe 25 user device 620, and in the event that verification is
-- 164 successful, sets the status to "electronic ticket reception
conpleted”, and in the event that judgenent is not nmade from the
verification that the data is authorized, or the like, either the
processing is canceled, or the sane pgggessing, 5 ticket reception
processing in this case, is repeated pr edet er m ned nunber of tines,
foll owi ng which the processing is canceled, and the status is set to
"electronic ticket reception failed". The flow proceeds to the next step

only in sliecesentl | heetshehet stasusstoelelecerbaiti eieketl@etepeRbhon
conpleted”. In the event that the status makes transition to el ectronic
ti cket recmeplevedtpnphét bn”theeatventhehati §tdgbmenenisehoer ma@de Framsnits
the encrypted contents and encrypted contents key data KpDAS(Kc) to the
user devihe d@bifitcdtionethathdihg datahiéspavthesinrgd(1dx itheFildgke37), and
receives the data reception response fromthe user device 620. In the
event ofeithervilg phecessingeiepctanneledponsethet hamet prosessingt to
“distribution conpleted”, and in the event that there is no reception of
dat a5r eceibtkeh recpphien proeesabngt he phbseccasag is repeskted, aor the sane

processing, . transm ssion processing of the encrypted contents and
predetermined number of times, following which the

processing is canceled, and the status is set to "electronic

ticke; reception failed". The flow proceeds to the next

step only in the event that the status is "electronic ticket
10 reception compieted".

In the event that the status makes transition to
"electronic ticket reception completed", next, the
distribution server 640 transmits the encrypted contents and
encrypted contents key data KpDAS(Kc) to the user device 620

15 (corresponding to the processing (12) in Fig. 37), and
receives the data reception response from the user device
620. In the event of receiving the data reception response,
the status is set to "distribution completed", and in the
event that there is no reception of data reception response,

20 either the processing is canceled, or the same processing,
transmission processing of the encrypted contents and
encrypted contents key data KpDAS(Kc) in this case, is
repeated a predetermined number of times, following which
the processing is canceled, and the status is set to

25 "distribution failed".



encrypted contents key data KpDAS(Kc) in this case, is repeated a
predet erm ned nunber of tinmes, follow ng which the processing is cancel ed,
and the status is set to 25 "distribution failed". - 165 Upon the status
maki ng transition to "distribution conpleted", next, the distribution
server 640 transmts an electronic ticket (for CP) to the ticket exchange
server 650 (corresponding to the process (22) in Fig. 37), and receives 5
a data reception response fromthe Lifggt_exchange server 650. In the
event of receiving the data reception sponse, the status is set to
"ticket cashing request transm ssion conpleted", and in the event that
there is no reception of the data reception response, either the

processi ng i YHGN chhe esaltuprmaking aheaps btissi by, "diahsibasion processing
of the ticket cashing request in this case, is repeated a predeterm ned
nunber otomphetedf ol hextngthki dihsthébupioneserngri §40ancansmitandnt he
status is set to "ticket <cashing request failed". 15 In the event that the
st at us nekestrenisi tieketo (fori ERet teathengickgtieexchragenisesivenr 650

conpl eted", next, the distribution server 640 receives a cashin

processi (FPFEPBPPNALRgntPhENE| PKEECERCchdAYeiBeFiar 830, and sgreedves
verification processing of the repart (corresponding to 20 processes (24)
and P25)aidatn gregeption rREPEDERt frAlt thaetigkets pRahABAS SeE¥eEessf ul ,

the stat&gois fgttﬁg ;8g§@i89 receiving the data reception response,
the status is set to "ticket cashing request transmission
completed”, and in the event that there is no reception of
the data reception response, either the processing is

10 canceled, or the same processing, transmission processing of
the ticket cashing request in this case, is repeated a
predetermined number of times, following which the
processing is canceled, and the status is set to "ticket
cashing request failed".

15 In the event that the status makes transition to
"ticket cashing request transmission completed", next, the
distribution server 640 receives a cashing processing report
from the ticket exchange server 650, and executes
verification processing of the report (corresponding to

20 processes (24) and (25) in Fig. 37). In the event that the
verification is successful, the status is set to "cashing
processing report reception completed", and the processing
ends. In the event that judgement is not made from the
report verification that the report is authorized, or the

25 1like, either the processing is canceled, or the same



processing report reception conpleted”, and the processing ends. In the
event that judgenent is not nade fromthe report verification that the
report is authorized, or the 25 like, either the processing is cancel ed, or
the sane - 166 processing, report reception and verification processing in
this case, is repeated a predeterm ned nunber of times, follow ng which
the processing is canceled, and the state is set to "cashing report
reception failed". The distribution 5 gerver 640 executes such state
transition for each contents transaction. Next, transition of status at
the user device 620 will be described with reference to Fig. 51. The
processing starts by the user device 620 first transmtting purchase 10
request piocessindge répért reseptieerand vépifiocatiepopdbagssiingt e process
(3) in Fig. 37). The user device 620, upon receiving a reception conpleted
responsethig gamepuigheepeateduaspredeterningd nupker pEstidmeserver 610,
sets the status to "purchase request transm ssion conpleted", and in 15

t he everfollaingarrich Hherpepopseing iecepnrehedonpndt the pbabevéd from
the ticket issuer server 610, either the processing is canceled, or the
sane prot@ssihg CasRing EPRREL FegeRtionr hashedsi onTheodéstributionhi s

case, is repeated for a predeterm ned nunber of tinmes, follow ng which the

20 pﬁoce%%‘?‘??gr i @40 prerutes fachitate tgapsitien forparehasenteBEdest

transm ssion fai]ed". The flow proceeds to the next
transaction.

Next, transition of status at the user device 620 will
be described with reference to Fig. 51. The processing
starts by the user device 620 first transmitting purchase

10 request data tb the ticket issuer server 610 (corresponding
to the process (3) in Fig. 37). The user device 620, upon
receiving a reception completed response for the purchase
request data to the ticket issuer server 610, sets the
status to "purchase request transmission completed", and in

15 the event that there is no response of reception completed
received from the ticket issuer server 610, either the
processing is canceled, or the same processing, the purchase
request transmission processing in this case, is repeated
for a predetermined number of times, following which the

20 processing is canceled, and the status is set to "purchase
request transmission failed". The flow proceeds to the next
step only in the event that the status is "purchase request
transmission completed"”.

In the event that the status makes transition to

25 "purchase request transmission completed", next the user



step only in the event that the status is "purchase request transm ssion
conpleted”. In the event that the status nmakes transition to 25 "purchase
request transm ssion conpleted”, next the user - 167 device 620 receives
an electronic ticket fromthe ticket issuer server 610 (corresponding to
the processing (7) and (8) in Fig. 37). and verifies the received data. In
the event that verification of the ticket fromthe ticket issuer 5 server
610 i s successful, the status is set {@;"electronic ticket reception
conpleted”, and in the event that judgenment is not made fromthe data
verification that the ticket is authorized, or the like, either the
processing is canceled, or the sane processing, the ticket reception
processidevice 1629 hnecetvwes, anselepgbuendcatpekett ramntlientigbetof tines,
foll owi ng which the processing is canceled, and the status is set to

"el ect r ob$guer ckervekrceh? i bporrespandimg| §oi hhenproggsfinghs? )t ABdstate is
“electronic ticket reception conpleted", does the flow proceed to the next
step. 15(8h %%er@en37iha@n@hﬁegggiﬁ§ tareseeraneft daharo InefBetronic
ticket reception conpleted”, next, the user device 620 transmts the

el ect r orfPeeRt KRR (pe¥helcat 4on gl FBR Lirbrtefsa® LRS FASKBRAMABUESL the
Procge® {30 ' o, SrdeeBnbhlcopheSErile 55 uEECER' PelebeRBRtE 1" 20
to "eleqé{g{gg Eégéﬁ%iéﬁaggﬁﬁféégg"POQRéeiﬁdEhe event that judgement
is not made from the data verification that the ticket is
authorized, or the like, either the processing is canceled,
or the same processing, the ticket reception processing in
10 this case, is fepeated a predetermined number of times,
following which the processing is canceled, and the status
is set to "electronic ticket reception failed". Only in the
event that the state is "electronic ticket reception
completed”, does the flow proceed to the next step.
15 In the event that the status makes transition to
"electronic ticket reception completed", next, the user
device 620 transmits the electronic ticket to the
distribution service 640 (corresponding to the process (10)
in Fig. 37), and receives the data reception response. In
20 the event that the data reception response is received, the
status is set to "electronic ticket transmission completed",
and in the event that the data reception response is not
received, either the processing is canceled, or the same

processing, the ticket transmission processing in this case,

25 it is repeated a predetermined number of times, following



and in the event that the data reception response is not received, either

the processing is canceled, or the sane processing, the ticket

transm ssion processing in this case, 25 it is repeated a predeterm ned
nunber of tinmes, following - 168 which the processing is cancel ed, and the

status is set to "electronic ticket transmssion failed". Only in the

event that the status is "electronic ticket transm ssion conpl eted", does

the flow proceed to the next step. 5 \ggon. the status making transition to

"electronic ticket transm ssion conpleted”, next, the user device 620
receives the encrypted contents and encrypted contents key KpDAS(Kc) from

the distribution server 640, and executes data verification (correspondi ng

to the mhichssde prcemsdnglds cehdeled,g.amgy)the sratsvightsathdto dat a

verification is successful, the status is set to "key 1 reception

conpl et é&lectaemiion trijekedy dmansmis sdann faddigd cat iQHLY simdthe eamsf ul |

ei ther the processing is canceled, or the same processing, key data

recept i Ghagr ddes Sitaguisn ishi"elegtaonis tesdeated LAMBRMIFSHMN er mi ned number of

times, follaow ng which proceSS|ng is canceled, and the status is set to

"key 1 corplEted fraidosd the Floye Rrpsaed & the nexfk &teRkes transition to
"key 1 reception conpleted", next, the user, deyice SF% transmts_the

el ec¥roni c t PERBt theoptakys Eﬁ&lpﬁetéﬁéﬁ9§ﬂ€ﬁ &6nt” tIoR g iREBAS(Ke) to

}:,hg ug% r%gl\éh&tesgggr\,h gggtkﬁaettle%n senre\;g;r Q:%O (ucs%rrr edSéDVJ.ncdc-:I‘ n692(; Y dbeives (15) in
the encrypted contents and encrypted contents key KpDAS(Kc)
from the distribution server 640, and executes data
verification (corresponding to the processes (12) and (13)

10 in Fig. 37). in the event that data verification is
successful, the status is set to "key 1 reception completed"”,
and in the event that data verification is not successful,
either the processing is canceled, or the same processing,
key data reception processing in this case, is repeated a

15 predetermined number of times, following which processing is
canceled, and the status is set to "key 1 reception failed".

In the event that the status makes transition to "key 1
reception completed", next, the user device 620 transmits
the electronic ticket (for DAS) and the encrypted contents

20 key KpDAS(Kc) to the user device authentication server 630
(corresponding to process (15) in Fig. 37), and receives a
data reception response. In the event that the data
reception response is received, the data is set to "key
switching request transmission completed", and in the event

25 that the data reception response is not received, either the



data reception response. In the event that the data reception response is
received, the data is set to "key swtching request transm ssion
conpleted”, and in the event 25 that the data reception response is not
received, either the - 169 processing is canceled, or the same processing,
transm ssion processing of the electronic ticket (for DAS) and the
encrypted contents key KpDAS(Kc) in this case, is repeated a predeterm ned
nunber of tinmes, follow ng which the ﬁ ﬁ{ocessing i s cancel ed, the status
is set to "key switching request tTa &%iSsion failed". Only in the event
that the status is "key switching request transm ssion conpleted", does
the flow proceed to the next step. In the event that the status nakes
transitiprotesskrny idOcancelbipgoreghessaineapedessinggotphasadssibaxt, the
user device 620 receives the encrypted contents key KpDEV(Kc) fromthe
user devprecessbrgtofathenelecteonfd0tiakdtex€omt PAS)dand taei fication
(corresponding to processes (18) and (19) in Fig. 37). In the event that

t he dat eeneryptedtcontestdSkeucKpBAS(Ke)t he thabusase,sdés repehtpd2a
reception conpleted", the processing ends. In the event that the data
verifi capredeternbneduneeber upf bimede Fokdowdnghwhichethgrocessing is
cancel ed, or the sanme processing, key data reception rocesging_in this
case? isp¥@%@%¥b@9aiiocéﬁéﬁéﬁérnih@dshﬁﬁﬁérléfsﬁtnﬁg,"ﬁQYIQWﬂﬁg whgch the
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processing is canceled, and the status is_set to "key
request transmission failed". Only in the event that the

status is "key switching request transmission completed",
does the flow proceed to the next step.
In the event that the status makes transition to "key
10 switching request transmission completed", next, the user
device 620 receives the encrypted contents key KpDEV(Kc)
from the user device authentication server 630, and executes
data verification (corresponding to processes (18) and (19)
in Fig. 37). 1In the event that the data verification is
15 successful, the status is set to "key 2 reception completed",
the processing ends. In the event that the data
verification is not successful, or the like, either the
processing is canceled, or the same processing, key data
reception processing in this case, is repeated a
20 predetermined number of times, following which the
processing is canceled, and the status is set to "key 2
reception failed".
Next, transition of the status of the ticket exchange
server 650 will be described with reference to Fig. 52. The

25 processing starts by the ticket exchange server 650



reception failed". Next, transition of the status of the ticket exchange
server 650 will be described with reference to Fig. 52. The 25 processing
starts by the ticket exchange server 650 - 170 receiving an electronic '
ticket froman entity which has distribution rights fromthe electronic
ticket (corresponding to processes (22) and (27) in Fig. 37. The ticket
exchange server 650 verifies the received ticket, and 5 in the event that
the verification is successful, sets E?S status to "electronic ticket
reception conpleted', and in the eve t Aat judgenent is not nade fromthe
data verification that the data is authorized, or the like, either the
processing is cancel ed, or the sanme processing, 10 ticket reception
processi ngceavihgsanasdecitsondpeatietter fpoamdancemtied niker nals ti mes,
following which the processing is canceled, and the status is set to

"el ect r oAiigtribukéonr sdgptsofirbmi the" eléctyonict tdckeant that the status

Is "electronic ticket reception conpleted", does the flow 15 proceed to the
next stepCorrespendingt tohprochesesat @2)makds (273ndint Fdky.t 37." elnget roni c
ticket reception conpleted", next, the ticket exchange server 650 executes
cashi ng bteketserghangedservere658| verifiees thekeeceikvedcadkket,paadessi ng
is performed by 20 transferring a nonetary anmount set in the electronic
ticket 1Rotherpventathakalbe Hetdfacabion- dashugcesadulor sehe kthke

status to "electronic ticket reception completed”, and in
the event that judgement is not made from the data
verification that the data is authorized, or the like,
either the progessing is canceled, or the same processing,

10 ticket reception processing in this case, is repeated a
predetermined number of times, following which the
processing is canceled, and the status is set to "electronic
ticket reception failed". Only in the event that the status
is "electronic ticket reception completed", does the flow

15 proceed to the next step.

In the event that the status makes transition to
"electronic ticket reception completed", next, the ticket
exchange server 650 executes cashing processing based on the
electronic ticket. The cashing processing is performed by

20 transferring a monetary amount set in the electronic ticket
(for CP) to a managed account or e-cash account or the like
of the profits distribution entity that has been registered
beforehand, for example, a contents provider (CP) managing
the distribution server, from a managed user account of the

25 user device, or the monetary amount set in the ticket is



of the profits distribution entity that has been regi stered beforehand,

for exanple, a contents provider (CP) managing the distribution server,
from a managed user account of the 25 user device, or the nonetary anount
set inthe ticket is - 171 transferred froma ticket issuing server
managed account wherein the ticket issuing server has already received as
a pre-paynent fromthe user, to the nanaged account of the contents
provider (CP). In the event that the hing 5 processing is conpleted, the
status is set to "cashing processiﬁgfggdﬁleted", and in the event that the
cashing processing could not be executed, the processing is canceled, and
the status is set to "cashing processing failed". In the event that the
stat us Mekerssfermnesd tfromta ddcketshssgipgosessengmanapkdt adtéounext the

ti cket exchange server 650 transmits the cashing processing report to the
entity wheteins Slemttidketi tkeuingeserverfchasespoaddpgreceivad psoaesses
(24) and (29) in Fig. 37), and receives the data reception response from

t he entiprespaymenthefeamnthasbusén; thethatmanagedt aoaountpofsthes recei ved,
the status is set to "cashing report transm ssion conpleted”, and the
processi¢rpieniss providervedk®) i haint bheeevenhothatepheorashinghe dat a
reception response, either_the processing is, canceled, or the same

proc ssiEﬁﬁc%ﬁ%kﬁ%s1$mF9@91§%ﬁ@rah%ﬂi%F@ggsthé g8thtAg"FapBERgi n this case,

is repeated a predeterm ned nunber, of times, fol]owi ng which, the
processing completed", and in the event that the cashing

processing could not be executed, the processing is canceled,
and the status is set to "cashing processing failed".
In the event that the status makes transition to

10 "cashing processing completed", next the ticket exchange
server 650 transmits the cashing processing report to the
entity which is sent the ticket thereto (corresponding to
the processes (24) and (29) in Fig. 37), and receives the
data reception response from the entities. In the event

15 that the data reception response is received, the status is
set to "cashing report transmission completed", and the
processing ends. In the event that there is no reception of
the data reception response, either the processing is
canceled, or the same processing, processing for

20 transmitting the cashing report in this case, is repeated a
predetermined number of times, following which the
processing is canceled, and the status is set to "cashing
report transmission failed". The ticket exchange servers
650 execute such status transition for each contents

25 transaction.



processing is canceled, and the status is set to "cashing report

transm ssion failed". The ticket exchange servers 650 execute such status
transition for each contents 25 transaction. - 172 Fig. 53 illustrates a
specific configuration exanple for perform ng settlenment processing of
contents charges by circulation of tickets issued by ticket issuers. In
the event there is a contents purchase request fromthe user 5 device 802
to a ticket issuer 801, the ticket lergr_ executes billing processing and
el ectronic ticket issuing processing lating to the transaction of the
contents. Such processing is executed as processing for issuing an

el ectronic ticket within the transaction nonetary anount to 10 limt of the
user set baseRign 3B usldusitraied @rspeabfity cenfbgutat bognsérampldef or ehand,
for exanple. In the exanple shown in Fig. 53, the ticket issuer issues an
el ectronfer peéckermiwmgtsetbbemgrh prochespngceff conpanthashaggesnbgnts, to
the user device. 15 In the exanple in Fig. 53, the distribution of the

cont ent sCtreubrbiamoaf yeickets assghednbut tinketppesupast offin the figure,

set such that the shop which is the ticket issuer receives 300 yen as shop
profits e¥enthereecks aheonterksspurghdse regquestiefrew tbehwaercati on
server) 803 which 20 is the system operator for contents distribution

r ecePvesdeviige @02 4o | 3 celeket cbgsugrd8@l cohbentickebdissner

executes billing processing and electronic ticket issuing
processing relating to the transaction of the contents.
Such processing is executed as processing for issuing an
electronic ticket within the transaction monetary amount to

10 limit of the user set based on a user account or e-money
account registered beforehand, for example. In the example
shown in Fig. 53, the ticket issuer issues an electronic
ticket worth 1000 yen as the price for purchasing contents,
to the user device.

15 In the example in Fig. 53, the distribution of the
contents charges 1000 yen is, as shown at the upper part of
the figure, set such that the shop which is the ticket
issuer receives 300 yen as shop profits as sales fees, the
license holder (user device authentication server) 803 which

20 is the system operator for contents distribution receives
100 yen as license fees, and a contents producer
(distribution server) receives 600 yen as contents charges.

The ticket issuer 801 which has received the purchase
request from the user device, obtains setting information of

25 contents charges distribution ratio from the contents ID,



(distribution server) receives 600 yen as contents charges. The ticket

i ssuer 801 which has received the purchase request fromthe user device,
obtains setting information of 25 contents charges distribution ratio from
the contents ID, - 173 and the event that there are nultiple charges
distribution recipients, issues electronic tickets for each. In the
exanpl e shown in Fig. 53, an electronic ticket set with 100 yen in
distribution fees as license fees to ége | i cense 5 hol der 803, and the
ticket with 600 yen in contents chérd to the contents producer, are
distributed to the user device 802. The signature of the ticket issuer is
generated in the electronic tickets to be distributed. The user device 802
transm fandt khecle®entonihatt ittleates dre mldl ttilpd d ictenspesha iserr 808 afn t he
contents producer 804, respectively. The license hol der 803 and contents
pr oducerecipd emtsh \issues teleatoosied iskedts dox gaaatket sin afte fol | owi ng
confirmation that the tickets are authorized, transmt the tickets to a
bank (t exasplexcshampe igePigr.) 5305 anl Blecdnand aitgickelr setewitlcadiQbn at the
exchange server, and upon confirmation that the tickets are authorized,
cashi ngyeof inhdigitatibugionofegsanged license ffgetkedd dheddrensg). ., transfer
processing). Note that the signature verification of the tickets executed
at the badkeft 8ORBet andckheyd icketemitip 609 yearerdn it HICRIRIAS gnat ure

of the ticket issuer generated with regard to the eIectronic(}ickets.
Al so, an@ the contents producer, are distributed to the user device

802. The signature of the ticket issuer is generated in the
electronic tickets to bé distributed.
The user device 802 transmits the electronic tickets to
10 the license hoider 803 of the contents producer 804,
respectively. The license holder 803 and contents producer
804 each verify the received electronic tickets, and
following confirmation that the tickets are authorized,
transmit the tickets to a bank (ticket exchange server) 805,
15 execute signature verification at the exchange server, and
upon confirmation that the tickets are authorized, cashing
of the distribution charges is performed for each (e.q.,
transfer processing). Note that the signature verification
of the tickets executed at the bank (ticket exchange server)
20 1is a verification of the signature of the ticket issuer
generated with regard to the electronic tickets. Also, and
verification of the user device signature of the purchase
request data contained in the ticket, is also executed.
Further, an arrangement may be made wherein the

25 contents producer and license holder, which are the ticket



verification of the user device signature of the purchase request data
contained in the ticket, is also executed. Further, an arrangenent nay be
made wherein the 25 contents producer and |icense hol der, which are the
ticket - 174 transmtting entities, generate signatures with regard to
the transmtted data including the electronic tickets, and the bank
(ticket exchange server) executes signature verification with regard to

t hese signatures, as well. 5 Wth the fgnfiguration in Fig. 53, the ticket
i ssuer (shop) 801 itself al so sends } Oown electronic ticket worth 300
yen for the contents charges to the bank (ticket exchange server) 805, and
cashes it. Due to the cashing processing of these electronic 10 tickets,
di stri butramspittcingeehtithasgegenarasecsigatiras with wagaed. t5ol | owi ng

verification of the electronic tickets received fromthe user device 802,
t he contenestramgniiceed 89dtar anshudinghthenelygptedniontesketencaygted with
the contents key Kc, and the encrypted contents key 15 KpDAS(Kc) wherein
the contdmesbamly (kicketnexghardevsehvehp epebuiteskeygipbaBeof the license
hol der (user device authentication server), to the user device 802. The
user devieelBicatiemswith regardctyptheseonignaturksy XpDABLKC) recei ved
fromthe contents producer 804, along 20 with electronic ticket (DAS), to
t he Picense NbitdethsoTomrGiqwidthipn e fRigt i oh dfhe|eickeni tssueket, the
i cense
(shop) 801 itself also sends its own electronic ticket worth
300 yen for the contents charges to the bank (ticket
exchange server) 805, and cashes it.
Due to the cashing processing of these electronic
10 tickets, distribution of contents charges is executed in a
sure manner. Following verification of the electronic
tickets received from the user device 802, the contents
producer 804 transmits the encrypted contents encrypted with
the contents key Kc, and the encrypted contents key
15 KpDAS(Kc) wherein the contents key Kc is encrypted with the
public key KpDAS of the license holder (user device
authentication server), to the user device 802.
The user device 802 transmits the encrypted contents
key KpDAS(Kc) received from the contents producer 804, along
20 with electronic ticket (DAS), to the license holder 803.
Following verification of electronic ticket, the license
holder executes key switching processing of the encrypted
contents key KpDAS(Kc), encrypts the contents key with the
public key KpDEV of the user device, and generates KpDEV(Kc)

25 which is transmitted to the user device 802. The user



hol der executes key sw tching processing of the encrypted contents key
KpDAS(Kc), encrypts the contents key with the public key KpDEV of the user
devi ce, and generates KpDEV(Kc) 25 which is transmitted to the user device
802. The user - 175 device 802 can decrypt KpDEV(Kc) with its own secret
key KsDEV, so as to obtain the contents key Kc. Also, in the event of
storing the contents key in the device, this is encrypted with its own

stored key Ksto and saved. 5 As descr1 d above, due to the configuration
wherein a ticket issued by a tickel tTSsuer is received, encrypted
contents and an encrypted contents key are transmtted to the user device
by a distribution server (e.g., contents producer) under the condition
that thedévidetsds eahhdeczpgt EPDEM{Ke)owitheibshewnhardres kiegense hol der
(user authentication device) also receives an electronic ticket in the
sane NArKEDEV ansio pas f bo nebkaynsthechongentst keyelcr yphddo,cant thes under
the condition that the ticket is authorized, and distributes this to the
user devéventthfrebyriergcthengontentst kepuinohhef devacent $héFaiges in an
accurate manner based on electronic tickets, and enabling usage of

cont ent sererypieed ugbth dits cewn|[ storedt kay skaret apguep¥Rdmanagenment by | og
collection server] 20 Next, a contents distribution systemwherein the

actull di st A iessr et ReR s WM 1R e FRELJURBIPN pyhesetn a

ticket issued by a ticket issuer is received, encrypted
contents and an encrypted contents key are transmitted to
the user device by a distribution server (e.g., contents
producer) under the condition that the ticket is authorized,

10 while on the ofher hand, a license holder (user
authentication device) also receives an electronic ticket in
the same manner, and performs key switching of the encrypted
contents under the condition that the ticket is authorized,
and distributes this to the user device, thereby executing

15 distribution of contents charges in an accurate manner based
on electronic tickets, and enabling usage of contents at the
user device.

[3. Contents distribution management by log collection
server ]

20 Next, a contents distribution system wherein the actual
distribution of contents can be accurately known by user
devices accumulating the fact of purchasing contents in the
form of a log in the user device, and the system operator
performing log collection, will be described.

25 Fig. 54 illustrates the system configuration of a



devi ces accunul ating the fact of purchasing contents in the formof a |log
I n the user device, and the systemoperator performng |og collection,

will be described. 25 Fig. 54 illustrates the systemconfiguration of a -~
176 contents distribution systemhaving a log collection system The
contents distribution systemshown in Fig. 54 has as the primry
conponents thereof, a shop server (SHOP) 901 for perform ng contents
distribution services to user deviceg,.a_ 5 user device (DEVICE) 902 for
receiving contents distribution fromthe shop server 901, and a | og

coll ection server 903 functioning as a | og managi ng server for managi ng
aut hori zed contents transactions, and further, has an a contents provider
905 ser ¢ongeassadistvriidert ioh cystent havdmdy @n 10y aalieydiziony syertwesr. 904 f or
generating various types of information such as contents usage restriction
i nf or mafthen coafentise dliiske ilutiione garst emo sthioavrc dmt dritgs Frdo\Hadke disf rtdra t he
contents provider, as a header, and providing this to the shop server, and
f urt her PHaBazyceemppneats ahexeocitt,y al GNppl Berved JSHAR) Al iforkey
certificates (Cert_xxx) to the entities. In the configuration shown in
Fig. 54Perferddngdefrateptsyddstrdbyuting SeuNdCes i@ searedeyifes e an
exanple of an entity configuration for praoviding contents which are the 20
obj ett Bfed SEViLEEt i(§ﬁ,VIf:§)a9§Ro§°§eF\¢é’|e19'(}P,g sontents distydbutdeny i ct ed
to the ownﬁpw1n1ﬁg.54 r.at her

Erom e shop server 901, and a log collection server 903

functioning as a log managing server for managing authorized

contents transactions, and further, has an a contents

provider 905 serving as a provider of contents, and an

10 authorizing sefver 904 for generating various types of
information such as contents usage restriction information
and the like with regard to the contents provided from the
contents provider, as a header, and providing this to the
shop server, and further has a certificate authority (CA)

15 for issuing public key certificates (Cert_xxx) to the
entities.

In the configuration shown in Fig. 54, the contents
provider 905 and authorizing server 904 are an example of an
entity configuration for providing contents which are the

20 object of distribution, to a shop server 901, and this is
not restricted to the form shown in Fig. 54, rather,
distributed contents are provided to the shop server in
various other forms, as well. For example, contents may be
directly provided to the shop server from a contents

25 provider, or there may be cases where contents are provided



distributed contents are provided to the shop server in various other
forms, as well. For exanple, contents nay be directly provided to the shop
server froma contents 25 provider, or there nay be cases where contents
are provided - 177 to the shop server via nultiple service providers from
the copyright holder which is the holder of the contents. The
configuration exanple shown in Fig. 54 illustrates a contents provider 905
as a representative exanple of an 5 ﬁ@?ity whi ch has rights to obtain a
part of contents sales, in order to f ITtate understanding of the
description of the present invention. In the configuration exanple shown
in Fig. 54, the contents provider 905 can obtain its own distribution
profits ta tire asitop adervenneia myltopler sengid@ pbevidersnftsomathe data
managed based on the logs collected by the log collection server 903. In

t he eventopymighthehelder ewbidtierienthei bsldlari aff phef conteatsibution rights,
these entities join the configuration shown in Fig. 54, and can confirm
their own di sthe lman forgyradfiians eyl @ rshdwn | DysF idg. ¢t | ELlustiytede | og
collection server 903. In the configuration exanple in Fig. 54, the shop
server 9Iiconterits erowhderohdd gas aki vepresenbabiveserappde oftanreference
to Fig. 1 and the others, having a control wunit capable of encryption
proc8ssieRt iy wahkshinaatFieht® B oektainga parbupPfngoBtants sahegenent

acconpanyi ng _contents transaction processing, and execut[ng_the
in order to facilitate understanding of the description of

the present invention. In the configuration example shown
in Fig. 54, the contents provider 905 can obtain its own
distribution profits in an accurate manner, by confirming

10 the contents sales data managed based on the logs collected
by the log collection server 903. In the event that there
are other entities having profit distribution rights, these
entities join the configuration shown in Fig. 54, and can
confirm their own distribution profits based on the logs

15 collected by the log collection server 903.

In the configuration example in Fig. 54, the shop
server 901 is of the same configuration as those described
with reference to Fig. 1 and the others, having a control
unit capable of encryption processing and communication

20 processing, executing status management accompanying
contents transaction processing, and executing the
transaction processing sequence at the devices. Also, the
contents provider 905 and authorizing server 904 also have
control units capable of encryption processing and

25 communication processing, and execute status management




i on processing sequence at the devices. Also, the contents
L£33?32£|805pand authgriz?ng server 904 also have control units cap?bie of
encryption processing and 25 comuni cation processing, and executeds a gﬁte
nmanagenment - 178 acconpanying contents transaction processing, anThexe ut
the transaction processing sequence at the devices. (User device) ngs ,
device 92 is the same configuration as 5 described with reference to Fig.
earlier, and has control means 230 c g%ble of the encryption processing
and communi cation processing (see Fig.'“7J. However, with the presentt
apartnment, the control neans 230 generate | og data each tine a cogten S
purchase processing is perfornmed, and 10 stores the generated |log data in

j il idd i fjguration
r cResempanydageconteatabasandet ibnd prezdddits],” alRP & d 9!
ngngre of |og da?g generated and stored at the user’ 3&VICE%§%§ Fig. 55

j i ' i 1 15 includes a
t kheekiaprastdapnl pgodesaingAseGuehiceuhat itk AR . _
zggrints | D wh?gh Is an identifier of contents obtained by transaction of

user devi t¥sepxdeyiten shop server 901, a user device |D (ID-DEV)
&E?ch is an identifier of the user device, a shop ID (I D_SHOP) which is an
i dentifier of TRhIEMHAGHICH P2risrobetsamer eonftyipatibheas0 |nformat|onh
I ndi gat i t he dgte_and time of the transaction, with the signature of the
userghev$g§cf5?§.DE%?ha§e?6r?h¢§ to Fig. 7 earlier, and has control

means 230 capable of the encryption processing and
communication processing (see Fig. 7). However, with the
present apartment, the control means 230 generate log data
each time a contents purchase processing is performed, and

10 stores the generated log data in the purchase management
database 220.

Fig. 55 illustrates a configuration example of log data

generated and stored at the user device 902. Fig. 55 shows
two examples of log data. (A) Configuration example 1

15 includes a contents ID which is an identifier of contents
obtained by transaction of the user device 902 with a shop
server 901, a user device ID (ID_DEV) which is an identifier
of the user device, a shop ID (ID_SHOP) which is an
identifier of the shop which performs the transaction, the

20 information indicating the date and time of the transaction,
with the signature of the user device (Sig.DEV) as to this
data being generated. The log collection server executes
verification processing of the electronic signature of the
purchase log received from the user device. (B)

25 Configuration example 2 is a configuration wherein the



data being generated. The |log collection server executes verification
processing of the electronic signature of the purchase |og received from
the user device. (B) 25 Configuration exanple 2 is a configuration wherein
the - 179 signature of the user device (Sig.DEV) is generated as to sales
confirmati on data and contents recei pt date-and-tine data. The sale
confirmation data is data indicating that sales of contents have been
execut ed, generated by the shop 5 seazgr 901 based on the contents purchase
request fromthe user device 902. "Thé”sale confirmation data will be
described |l ater. The user device 902 generates | og data such as shown in
Fig. 55, for exanple, at the tinme of contents purchase 10 processing, and
stores ghignatarehefuste deerceevilte iSdge®EV)odsdafemerattedrsrittaed to the
| og collection server 903. The user device transmts the |og data which it
has acsalesatedfiamhiiono dalta lamg contentisoreseripdr OB -and-tthige ti ne of
executing the updating process sane of its own 15 public key certificate.
These pdataessi Mhesealencenfiinmation deder iilsedlata dardiidatigerthat h
reference to flowharts. (Log collection server) Fig. 56 shows the

conf i gusailiesn off com&endg daviee beiesn exesuked oaenenatadb P dihedhagh server
has a collected log 20 nanagenent database 9031. The coll ected | og
nmandyenserveat 29dsdagedll ons thed goatest st purshasengepipstatir e i ed

user device 902. The sale confirmation data will be
described later.
The user device 902 generates log data such as shown in
Fig. 55, for example, at the time of contents purchase
10 processing, and stores this in the user device. The stored
log data is transmitted to the log collection server 903.
The user device transmits the log data which it has
accumulated so far to the log collection server 903, at the
time of executing the updating process same of its own
15 public key certificate. These processing sequences will be
described in detail later with reference to flowcharts.
(Log collection server)
Fig. 56 shows the configuration of the log collection
server 903. The log collection server has a collected log
20 management database 9031. The collected log management
database 9031 is a database for storing log data received
from various user devices (see Fig. 55).
The log collection server 903 has control means 9032
for executing the encryption processing at the time of

25 communication processing with the user device 902, shop



from various user devices (see Fig. 55). The log collection server 903 has
control neans 9032 for executing the encryption processing at the tine of
25 conmuni cati on processing with the user device 902, shop - 180 server
901, etc., and further for communication processing. The control neans
9032 has functions for serving as encryption processing nmeans and

conmuni cation processing neans, in the sane way as with the control neans
of the shop 5 server, etc., described ove. The configuration thereof is
the sane as the configuration descrrbé ith reference to Fig. 4. Key data
and the like used in the encryption processing executed by the encryption
processi ng neans of the control neans 9032 is stored securely in the
storing s@nveand0di,t tetion ,t kendc divrttenmetns .cdmaiid ib PrPERsSd dithglat a

such as encryption keys and the |ike which the log collection server 903
stores i Alleugontirell agans 199312 dras samoiriddfis Racrssrkiay asL0G the public
key certificate Cert_LOG of the log collection server 903, and the public
15 key KBOAIyPLiea @aocesisdage meamnsomndy dodjursierat it garddess imgl i ¢ key
certificate issyer authority which is the issuer authority of the public
key cert PERBSre INTHEE §gmeoMagc@isowWiddr \tde SO tadc mesns ssflitie shropcedur e
processi ng of public key certificates, in exchange 20 with receipt of |og
dat a ¥ r ofiftKELus&tCdevAeESTded aboyieri c Sihey conf igvdatiinn hhener fkeys i s

recei ved Lron1the . . . .
the same as the configuration described with reference to

Fig. 4. Key data and the like used in the encryption
processing executed by the encryption processing means of
the control means 9032 is stored securely in the storing

10 means with in the control means. Encryption processing data
such as encryption keys and the like which the log
collection server 903 stores include the log collection
server 903 secret key: KsLOG, the public key certificate
Cert_LOG of the log collectioh server 903, and the public

15 key KpCA of the certificate authority (CA) serving as the
public key certificate issuer authority which is the issuer
authority of the public key certificate.

The log collection server 903 executes issuing

procedure processing of public key certificates, in exchange

20 with receipt of log data from the user devices 902.
Specifically, an updating public key is received from the
user device 902, the received public key is transferred to
the certification authority 906, an issuing request of the
public key certificate of the user device is performed, and

25 the public key certificate issued by the certificate



user device 902, the received public key is transferred to the
certification authority 906, an issuing request of the public key
certificate of the user device is perfornmed, and 25 the public key
certificate issued by the certificate - 181 authority 906 is received and
transmtted to the user device 902. This series of processes wll be
described later in detail, with reference to flowharts. (Contents
pur chase processing) 5 As descri bed qégthe top of Fig. 54, processing
according to the present enbodi nent” i Lassified into the four types of
processing of; A Contents purchase processing B. Log transm ssion and
public key certificate 10 updating processing C. Contents selling
pr epar ataurhquricyesHiegis Frecssiwsd cand | traismitipedces sting ddes edev De€sses
will be described with reference to flowharts. 15 (A. Contents purchase
processidfy). Cditientsempies s pmmasssss wilil |be bdesiesibbedebawver hinr ef er ence
to Fig. 57 and Fig. 58. In Fig. 57 and Fig. 58, the left side indicates
processidefanl t withsgrefrdnae tmdElawsghartge side, that of the shop
server. First, as shown in 20 Fig. 57, at the time of starting the
processi ng, KGPoAENtguPHERNASSE PFOCIEsSsdngdut ed bet ween the user devi ce and
t he

5 As described at the top of Fig. 54, processing
according to the present embodiment is classified into the
four types of processing of;

A. Contents purchase processing

B. Log transmission and public key certificate
10 updating processing

C. Contents selling preparation processing

D. Sales confirmation processing

These processes will be described with reference to
flowcharts.

15 (A. Contents purchase processing)

Contents purchase processing will be described with
reference to Fig. 57 and Fig. 58. In Fig. 57 and Fig. 58,
the left side indicates processing by the user device, and
the right side, that of the shop server. First, as shown in

20 Fig. 57, at the time of starting the processing, mutual
authentication is executed between the user device and the
shop server (S1501, S1601).

Mutual authentication processing is executed as

processing based on the public key method described with

25 reference to Fig. 13. This mutual authentication is



shop server (S1501, S1601). Miutual authentication processing is executed as
processi ng based on the public key nethod described with 25 reference to
Fig. 13. This nmutual authentication is - 182 perfornmed using a public key
certificate with a valid period set, that is issued by the certificate
authority (CA) 906, and having a public key certificate that is within the
valid periodis a condition for establishing nutual authentication. 5
Though described | ater, the updating ocessing of the public key
certificate is executed as processi?mﬁg rr transnmitting a log to the | og
col l ection server 903. The session key (Kses) generated in the nutual

aut hentication processing is used for encrypting 10 transm ssion data and

executirgbfkﬁgméaﬂﬂgﬂﬂgxﬁngbrmc Kef essht V£ icatgemtt Rt a ngapidcpesioag of an
integrity check value (I using the Kses. Generating of the ICV wll be

descri bagkt attiat Wonissied| by htisatceft ifi cate aantieoritnt (0h) 20€, user 15
devi ce generates a transaction IDto be applied to the contents
t ransactarad, hdaiass publindosy nuebeifidate exlaapl b5 whbbigebke avabidur chase
request data (S1502). An exanple of the format of the purchase request
data i s péwied iis R gorsditioy) . fe0 ¥kahplishing netuabtawthentipabior-t he
above-described transaction ID (TID DEV), a contents ID which is the
5 Though described later, the updating processing of the
public key certificate is executed as processing for
transmitting a log to the log collection server 903.
The session key (Kses) generated in the mutual
authentication processing is used for encrypting
10 transmission data and executing data communication as
necessary, or generating processing of an integrity check
value (ICV) using the Kses. Generating of the ICV will be
described later.
Upon establishment of mutual authentication, the user
15 device generates a transaction ID to be applied to the
contents transaction, based on a random number, for example,
and generates purchase request data (S1502). An example of
the format of the purchase request data is shown in Fig.'59
(RA).
20 The purchase request data contains the above-described
transaction ID (TID DEV), a contents ID which is the
identifier of the contents, the user device ID (ID_DEV)
which is the identifier of the user device, the listed price

which the price of the contents, and further the date and

25 time of commissioning the purchase, with the signature of



identifier of the contents, the user device ID (ID DEV) which is the

i dentifier of the user device, the listed price which the price of the
contents, and further the date and 25 tinme of comm ssioning the purchase,
with the signature of - 183 the user device (Sig.Dev) being generated as
to this data. Further, the user device generates an integrity check val ue
(ICv 1) of the purchase request data, and transmts this to the shop
server (S1503). The integrity check v e 5 (ICVY) is used for calculation
of the hash function as to the data ch is the object of tanpering
checking, and as cal culated by ICV = hash (Kicv, Cl, C2, ). Kicv is the

| CV generating key. Cl1L and C2 are information of data which are the object
of tanpetheguedeckénige a(dliq. Messageing qehbeatedahsotoCeles( HREY . of

i mportant information of the data which is the object of tanpering

checki ng, i s Fugdder Fitge 8Gen |destice aereravesdlre itegr MYC oldale
generating streamusing a DES encryption processing configuration. As
shown i vakhie coHV gur ;@ ¥ orhe rowicha®e, request néastageantli thansmihe object is
divided into 8-byte increments (hereafter, the divided nessage will be

i ndi cat dehipytavitheshop grvend($15e3) . t HBhexintegviétyrcbéckhealuei ti al

val ue (hereafter referred to as IV) and ML is obtained (the results

t her 8of @CYh)is Ns@d for jcalpypkaigion ofitbhe heagiEStenct jpni as taitheand

encrypted usin ,%lkgy (hereafter referred to as K1) (the results thereof
as E1). ata which is the object of tampering checking, and as

calculated by ICV = hash (Kicv, C1, C2, ---). Kicv is the
ICV generating key. Cl1 and C2 are information of data which
are the object_oﬁ tampering checking, and a Message

10 authentication Code (MAC) of important information of the
data which is the object of tampering checking, is used.

Fig. 60 illustrates an example of an MAC value

generating stream using a DES encryption processing
configuration. As shown in the configuration in Fig. 60, a

15 message which is the object is divided into 8-byte
increments (hereafter, the divided message will be indicated
by M1, M2, -+, MN), and first, the exclusive-OR of the
initial value (hereafter referred to as IV) and Ml is
obtained (the results thereof as Il). Next, Il is placed

20 into the DES encryption unit, and encrypted using a key
(hereafter referred to as K1) (the results thereof as El).
Then, the exclusive-OR is obtained between E1 and M2, the
output I2 thereof is put into the DES encryption unit, an
encrypted using the key K1 (output E2). Hereafter, this is

25 repeated, and the entire message is subjected to encryption



Then, the exclusive-OR is obtained between El and M2, the output 12
thereof is put into the DES encryption unit, an encrypted using the key Kl
(output E2). Hereafter, this is 25 repeated, and the entire nessage is

subj ected to encryption - 184 processing. The EN which cones out at the
end is the Message Authentication Code (MAC). Note that partial data
maki ng up the data which is the object of verification can be used as the
nmessage. 5 The integrity check val ue {%éxo of data to be checked is
configured of the MAC val ue generated ing the 1CV generating key Kicv.
An I CV which is guaranteed to have no tanpering, e.g., one generated at
the data transmtting side at the tinme of generating data, and the ICV

gener at egrbesesing. onThbeERewRi¥Rdcones autt he dakaendcesvichg side, are
conpared, and in the event that the sane ICV is obtained, this guarantees
t hat t hemMessageocAtahprtiocgtivhhCole (MhA@). wWWbte thathpaevdal thaa the | CV
differs, judgenent is nade that there has been tanpering. 15 Here, the
sessi on makindgses tkeedatadwhichhiéstthe objeatt ofl veutliechicdani oani s used
as the I CV generating key. The user device generates the integrity check
val ue (Ilo¥ usedfas the pessagee request data (see Fig. 59 (A)) applying the
session key: Kses, and transmts the purchase request data + 20 the ICV 1

to tRe shop élﬂ'rﬁ/@rntemél@hcﬂh%@ﬁ vealupnekQi esofirdaba et i by eleckedal ue |1 CV

is configured of the MAC value generated using the ICV
generating key Kicv. An ICV which is guaranteed to have no
tampering, e.g., one generated at the data transmitting side
at the time of generating data, and the ICV generated based
10 on the received data at the data receiving side, are
compared, and in the event that the same ICV is obtained,
this guarantees that there is no tampering with the data,
while in the event that the ICV differs, judgement is made
that there has been tampering.
15 Here, the session key: Kses generated at the time of
mutual authentication is used as the ICV generating key.
The user device generates the integrity check value (ICV 1)
for the purchase request data (see Fig. 59 (A)) applying the
session key: Kses, and transmits the purchase request data +
20 the ICV 1 to the shop server.
The shop server generates an integrity check value ICV
1' based on the verification of the ICV 1, on the received
data, applying the session key: Kses, and judges whether or
not the received ICV 1 = ICV 1'. 1In the event that this

25 holds, judgement is made that there is no tampering.



1' based on the verification of the ICV 1, on the received data, applying

the session key: Kses, and judges whether or not the received ICV 1 = I1CV
1'. In the event that this 25 holds, judgenent is nmade that there is no ‘
tanpering. - 185 Further, the shop server perfornms the signature

verification of the purchase request data (S1603). The signature
verification is performed using the public key of the user device. The
public key is extracted fromthe publjic key 5 certificate Cert_ DEV of the
user device, with this being a pu51ﬂéﬁ%éy certificate within the valid
period being a condition. The public key certificates that are out of date
are not used for signature verification at the shop server, as the

pur chasegnaHBSSithe VEhbs d@iver | et fermy etite t Hbgnd Oubet verbeic&¥Viceheck and
signature verification are OK the shop server generates sale confirmation

dat a ( Sk04he Prrardse confiesmtdara des b6 Omp. t HEheas Agnatdigurati on  shown
in Fig. 59 (B), for exanple. This is the transaction ID (TID SHOP) which
t he shopeis igerteia ek pédwfornied Suginy SHEP)publ ot keytdf thenusérer of the
shop, the date and tine that the sale was made, information of charges of
the opefeatiore W tThe quasdic ckepniznexstsadesd fhemetivetpebbperkeyr is, for
exanple,.thq contents sal es system managing entity (SH System hol der),
and bn MertifidaterCert REV fof tioe msexyideviee, |eitkothdetbeingedver 903.
Further, CP (contents provider) sales distribution )
public key certificate within the valid period being a
condition. The public key certificates that are out of date
are not used for signature verification at the shop server,
as the purchase commission would fail. 1In the event that
10 both the ICV check and signature verification are OK, the
shop server generates sale confirmation data (S1604).
The sale confirmation data has the data configuration
shown in Fig. 59 (B), for example. This is the transaction
ID (TID_SHOP) which the shop has generated, shop ID
15 (ID_SHOP) which is the identifier of the shop, the date and
time that the sale was made, information of charges of the
operator with regard to contents sales, wherein the operator
is, for example, the contents sales system managing entity
(SH: System holder), and in Fig. 54 is an entity for
20 managing the log collection server 903.
Further, CP (contents provider) sales distribution
information, this is information illustrating distribution
of the contents provider as to the sales of the contents.

Further, this includes purchase request data (see Fig. 59

25 (A)), with a configuration wherein the signature of the shop



information, this is information illustrating distribution of the contents
provider as to the sales of the contents. Further, this includes purchase
request data (see Fig. 59 25 (A)), with a configuration wherein the -
signature of the shop - 186 (Sig.SHOP) is generated for this data. The
sale confirmation data format shown in Fig. 59 (B) records only the
distribution information for the two entities of the operator (SH System
hol der) and content 5 provider (CP) as_to sales of the contents, but in the
event that there are other entities #8%rstribute contents sales with,
the distribution information of these entities are also stored. In the
event that both the I CV check and signature 10 verification are OK, and

sal e con{Biga8HOR)dasagbneganedatfed th$k6@4ka.t he shop server generates an
integrity check value (1CV 2) using the session key Kses and adds this to

pur chase OKIhﬂesainncbmiimmathQBSGQEaaﬁ@ﬁﬁ&tngh@wﬁcmﬁspiganggt(gysnits
this to the user device (S1605). In the event 15 that either of the ICV
check orrefgndsuerlyecthéi dastonbfiba, infbemalkdpnsEorethgergpat es an
integrity check value (ICV 2) wusing the session key Kses and adds this to
pur chaseehbitlegapf thetaparagon (8¥safgsteml holdgrpunatasentand transmits
this to the user device (S1606). 20 Further, in the event of transmtting
pur cRasePERVdeR (€B) ta@ taepaliesi o6, thhecehbpntey vbntt tanshiet evehe sal e

that there are other entities to distribute contents sales
with, the distribution information of these entities are
also stored.

In the event that both the ICV check and signature

10 verification are OK, and sale confirmation data is generated
(S1604), the shop server generates an integrity check value
(ICV 2) using the session key Kses and adds this to purchase
OK data containing a message accepting purchase, and
transmits this to the user device (S1605). In the event

15 that either of the ICV check or signature verification fails,
the shop server generates an integrity check value (ICV 2)
using the session key Kses and adds this to purchase fail
data containing a message declining purchase, and transmits
this to the user device (S1606).

20 Further, in the event of transmitting purchase OK data
to the user device, the shop server transmits the sale
confirmation data (see Fig. 59 (B)), data wherein an
integrity check value (ICV 3) is generated using the session
key Kses as to the header (various types of contents-related

25 information including usage information and the like of the



confirmation data (see Fig. 59 (B)), data wherein an integrity check val ue
(ICv 3) is generated using the session key Kses as to the header (various
types of contents-related 25 information including usage information and
the like of the - 187 <contents), and the contents, to the user device
(S1607). The user device receives the contents, and purchase request
response data (OK or fail) + the ICVv 2 (S1504), perforns verification of
the ICV 2, and confirns the 5 purchas equest response (S1505). In the
event that judgenent is nmade fron1Th§8 CV 2 that there is no data
tanpering, and purchase has been accepted (OK), the sale confirmation data
(see Fig. 59 (B)) and the header (various types of contents-rel ated

i nf or mat conmtents \di agd ushgecdftentsy madi btheandekrhdekike @B16l0&)contents) +
ICv 3 are accepted (S1506), the ICv 3 is verified, signature verification
of the sal e cthd iuswmt idevike areceipees ctlredcombents p ahé pwrchasdat all are
K, an ICV 4 is generated to a contents reception OK response, and

transm treguest t hespbmpe datae(QBror| haihe ¢vthe TOWt 2t (81pAdgrent in step
S1507 is No, in step S1509 an ICV 4 is generated to a contents reception
fail respenfermgnverrfihcatiordofotheaeI€op, sandeconfhemghspeserver receives
the contents reception OK or 20 fail + ICv4 (S1608), perforns verification
of tBe IBwghaggipaqyestngesporpe £56pP5) hat IRhEheespeRtethatm t he user

judgement is made from the ICV 2 that there is no data
tampering, and purchase has been accepted (OK), the sale
confirmation data (see Fig. 59 (B)) and the header (various
types of contents-related information including usage

10 information and the like of the contents) + ICV 3 are
accepted (S1506), the ICV 3 is verified, signature
verification of the sale confirmation data is performed, and
in the event that all are OK, an ICV 4 is generated to a
contents reception OK response, and transmitted to the shop

15 server.

In the event that the judgment in step S1507 is No, in
step S1509 an ICV 4 is generated to a contents reception
fail response, and transmitted to the shop server.

The shop server receives the contents reception OK or

20 fail + ICV4 (S1608), performs verification of the ICV 4
(S1611), and in the event that the response from the user
device is contents reception OK, executes billing processing
for the contents to the user (S1613). As with the above
embodiments, this billing processing is processing for

25 receiving contents charges from a user transaction account



device is contents reception OK, executes billing processing for the
contents to the user (S1613). As with the above enbodinents, this billing
processing is processing for 25 receiving contents charges froma user '
transaction account - 188 or credit card specified account. Upon the
billing processing ending, an ICV 5 is generated to a billing ended
nmessage, and transmtted to the user device (S1614). In the event that
judgenent in either step S1611 or step S1612 is 5 No, an ICV 5 is generated
to a billing not-ended nessage, and fh%ﬂénitted to the user device. Upon
receiving the billing ended (or not-ended) nessage + |ICV5, the user device
verifies the I1CV 5, nakes judgnent regarding whether or not billing has

successfait | yrediie doapd O féc LipDed can¢btnet | ompbdhathéhpibiihgng has ended,
generates a purchase log (Fig. 55) and stores this in its own nenory, and
t hen usqsrddessing esiding n dmeIeveht is hgénepalgedetd anbiklihgresdieq S1512
or step S1513 is No, processing for deleting the letter and contents

recei vednédemaghopamkriveansmsittied peo f therdsen déepc&1H53161Mext , Ideshei ption
wi |l be made regarding the key wupdating processing and |og transm ssion

pr ocessiewentperiay njuddenentnin helther steepc@laht ¢ohesteg 8b6lacison
server, with reference to Fig. 61 and Fig. 62. In Fig. 61 20 and Fig. 62,

t he bef tNGsi i i¥EN catbs geremedstd ngy billheg neerendedcmessadet he ri ght
side, that at the | og collection

and transmitted to the user device.

Upon receiving the billing ended (or not-ended) message
+ ICV5, the user device verifies the ICV 5, makes judgment
regarding whether or not billing has successfully ended, and

10 upon confirmation that the billing has ended, generates a
purchase log (Fig. 55) and stores this in its own memory,
and then uses the contents. 1In the event that judgement in
either sfep S1512 or step S1513 is No, processing for
deleting the letter and contents received the shop server is

15 performed in step S1514.

Next, description will be made regarding the key
updating processing and log transmission processing
performed between the user device and the log collection
server, with reference to Fig. 61 and Fig. 62. In Fig. 61

20 and Fig. 62, the left side indicates the processing at the
user device, and the right side, that at the log collection
server. This processing is executed at the time of a user
device which purchases contents from the shop server,
updating the public key certificate of the user device

25 stored in the user device. A valid period is set for the



server. This processing is executed at the tine of a user device which
purchases contents fromthe shop server, updating the public key :
certificate of the user device 25 stored in the user device. A valid period
is set for the - 189 public key certificate of the user device, and needs
to be wupdated at predeterm ned periods. Description will be nade fromthe
processing in Fig. 61. First, the user device and |log collection server 5
perform nutual authentication (S1521, 3%721), and generate a session key.
Under the condition of establishment & ut henti cation, the user device
extracts the purchase log stored in the nenory within the user device,
generates an integrity check value (ICV 1) with the session key Kses as 10

to the ppudlase kegdceditd flilcAHTAS thee uddrC RRSE de0d and Réeds o e | o9
col l ection server (S1522). The |log collection server receives the purchase

| og + | QPdateld] 422 preciet@iintitede perioals .on Defsdr@ptidriSidl) ben nidte event
that the verification is OK and saves the log in the 15 database (S1724).
Al so an groanghee prooesslimgnede Rilger 6iln  the | og col | ection server perforns
verification processing of the electronic signature of the user device in
t he purchaseFiogt,tbhéunskerdeliéck ahdt heg oplihetttibar eerverdat a
tanpering. The log collection server further generates an 20 integrity
checld vapes forgvmarugilt huthentdoitdonk y 182ds 5di7 2 It )he dngly geswapiticom OK
data, and transmts the |og reception
session key. Under the condition of establishment of
authentication, the user device extracts the purchase log
stored in the memory within the user device, generates an
integrity check,yélue (ICV 1) with the session key Kses as
10 to the purchase log, and transmits the purchase log + ICV 1
to the log collection server (S1522).
The log collection server receives the purchase log +
ICV 1 (S1722), executes verification of ICV 1 (S1723) in the
event that the verification is OK, and saves the log in the
15 database (S1724). Also an arrangement may be made wherein
the log collection server performs verification processing
of the electronic signature of the user device in the
purchase log, to further check whether or not there is data
tampering. The log collection server further generates an
20 integrity check value (ICV 2) with the session key Kses for
the log reception OK data, and transmits the log reception
OK data + ICV 2 to the user device (S1725). 1In the event
that verification of the ICV 1 fails in step S1723, the log

collection server generates an integqgrity check value (ICV 2)

25 with the session key Kses for the log reception fail data,



K data + ICV 2 to the user device (S1725). In the event that verification
of the ICV 1 fails in step S1723, the log «collection server generates an
integrity check value (ICVv 2) 25 with the session key Kses for the |og
reception fail data, - 190 and transmts the log reception OK data + ICV 2
to the user device (S1726). The user device receives the |og reception
data + ICv 2 (S1523), and in the event that verification of the ICV to is
5 K and | og reception OK (S1524), a pair of updating public key (KpDEV)
and secret key (KsDEV) are generated %ﬁ525), an integrity check val ue
(ICv 3) is generated and added to the generated public key (KpDEV), and
transmtted to the log collection server (S1526). 10 Upon receiving the

public keyd(tpdidMhits vhé iognrébeﬁtmaﬁroﬁeuhea ¢SI¢7p, tohenkogsee! | ection
server executes verification of the ICV 3 (S1731), and in the event that

the verdévieei p917369K, an ICV 4 is generated and added to a public key
reception OK nessage and transmtted to the user 15 device (S1732). In the
event that verhé iwsdr aewicd hseddives tle | bog aredépt fonsdgeaerartevl an added
to a public key reception fail nmessage and transmitted to the user device
(S1733) . (FL52 By, and ihethecavenhathateveogfiohtdéoni ofi sbevECV 26 dgsnerates
an 1CV 4 and adds to the public key reception OK nessage and transmts
thi s5t 0 @Reandfiogerés2pBlon 0Ks(fhh24), a pair of updating public
key (KpDEV) and secret key (KsDEV) are generated (S1525), an
integrity check value (ICV 3) is generated and added to the
generated public key (KpDEV), and transmitted to the log
collection server (S1526).
10 Upon receiving the public key (KpDEV)+ ICV 3 from the
user device (S1727), the log collection server executes
verification of the ICV 3 (S1731), and in the event that the
verification is OK, an ICV 4 is generated and added to a
public key reception OK message and transmitted to the user
15 device (S1732). In the event that verification of the ICV 3
fails, an ICV 4 is generated an added to a public key
reception fail message and transmitted to the user device
(81733).
Further, in the event that the log collection server
20 generates an ICV 4 and adds to the public key reception OK
message and transmits this to the suffice (S1732), issuing
of a public key certificate as well as the reception public
key is requested to the issuer authority (CA), thereby

obtaining the updated public key certificate of the user

25 device (Cert_DEV) (S1734), and further an integrity check



of a public key certificate as well as the reception public key is
requested to the issuer authority (CA), thereby obtaining the updated
public key certificate of the user 25 device (Cert DEV) (S1734), and
further an integrity check - 191 value ICV 5 is generated and added to the
updated public key certificate (Cert_DEV) and transmtted to the user
device (S1735). Follow ng receiving the public key reception result (OK 5
or fail) + ICV 4, the user device perfarns verification of the ICV 4, and
in the event that the ICV 4 verificiﬂ%i;VTs OK and the public key
recepti on OK (S1532), reception of the wupdated public key certificate +
ICV 5 (S1533) is executed, and verification of the ICV 5 and verification
of the Malwcaowed phldgendyratrdnd i added i o exige Uiipdat &l Spdd1id nkéfe

event that both verifications are OK, the public key within the public key
certifi cmtrtifdoatte qalext, DEhpaand drrarssmitdeed id ht hdeusped | dev key
transmtted fromitself (S5035), and in the event that these nmatch, the
secret KelTdénerated for 15 updating and the public key certificate that
has been received, are stored in the nenory of the user device (S1536),
and | og (theFpddoningadpcedniingo thise pudd icolKeyc tdeseptsiony eresudd! (tGkon
processing is executed (S1537). In the event that judgenent in any of the
stepd SP33L£ailio +sieiy 4 orthe sEey dewice mrriognereeestiertigntok valid
public key certificate is not executed, and the processing

the ICV 4, and in the event that the ICV 4 verification is
OK and the public key reception OK (S1532), reception of the
updated public key certificate + ICV 5 (S1533) is executed,
and verification of the ICV 5 and verification of the
10 received public key certificate is executed (S1534). In the
event that both verifications are OK, the public key within
the public key certificate is extracted, comparison is made
with the public key transmitted from itself (S5035), and in
the event that these match, the secret key generated for
15 updating and the public key certificate that has been
received, are stored in the memory of the user device
(S1536), and log (the log already sent to the log collection
server) deletion processing is executed (S1537).
In the event that judgement in any of the steps S1532,
20 S1534, or sS1535 is No, updating processing of the valid
public key certificate is not executed, and the processing
ends.
Next, the contents sales confirmation processing
executed between the contents provider and log collection

25 server will be described based on the flowchart in Fig. 63.



ends. Next, the contents sales confirmation processing executed between
the contents provider and | og collection 25 server will be described based
on the flowhart in Fig. 63. - 192 The log collection server nanages
charges distribution information with regard to one or nultiple charges
receiving entities of contents charges, based on purchase | ogs received
fromuser devices, and executes response processing 5 based on charges
distribution information according to %Ee sal es confirmation requests from
charges receiving entities. The |og L3¢ 8ction server can calculate the
sales of the <charges receiving entities based on sales of contents, from
the contents ID Contained in the purchase |og and contents 10 charges

di stri burhenlogfoobbecbbohesdrbgrt hanhgescohhegesodisteivat ibaf or ehand.
Now, in the event of a configuration for receiving |logs storing the sale
confi r mainbormat doshwixhhi neg&rd. t650B¢, orhmui &lipd eothirgeshaegedviagei vi ng
entities can be calculated based on the distribution information 15

cont ai neentitiés ofil conbantsnehavgedat basEdr eh, pouwthakealdblgenti cation is
execut ed between the contents provider and | og collection server (S1521,
S1721), reedivedefromnuiey dewices,gandr ekeduteadeesphaseopttocegsinghat

mut ual authentication established, the log collection 20 server extracts

t he iSdenpasedronriorrgestdestbhbvhion ppormatrippoarchedpngl te kby

certificate Cert CP of the L L.
sales confirmation requests from charges receiving entities.

The log collection server can calculate the sales of the
charges receiving entities based on sales of contents, from
the contents ID contained in the purchase log and contents

10 charges distribution information held by the log collection
server beforehand. Now, in the event of a configuration for
receiving logs storing the sale confirmation data shown in
Fig. 55(B), the sales of the charges receiving entities can
be calculated based on the distribution information

15 contained in the sale confirmation data.

First, mutual authentication is executed between the
contents provider and log collection server (S1521, S1721),
and a session key Kses is generated. Under the condition
that mutual authentication established, the log collection

20 server extracts the identifier ID _CP of the contents
provider from the public key certificate Cert_CP of the
contents provider (CP) (S1722), and generates sales data
corresponding to the ID_CP, based on the log information
stored in the database (S1723). The collected log data

25 stores distribution information of the contents provider as



contents provider (CP) (S1722), and generates sales data corresponding to
the 1D CP, based on the log information stored in the database (S1723).
The collected | og data 25 stores distribution information of the contents
provider as - 193 described above, and distribution charges of the
contents providers are obtained based on the |og data. Further, the 1|og
col l ection server generates an integrity check value ICV 1 for the sales
data, and attaches and sends this to the 5 contents provider (CP) (S1724).
The contents provider (CP) receives~th&3sales data + ICV 1 fromthe |og
col l ection server (S1522), perfornms verification of the ICV 1 to confirm
that there is no tanpering wth the data (S1523), and stores the sales

data 10 gestkebeamabpveylardd) dibkribet@venicnaidles' & fineldditdnts per formed
and there is data tanmpering, there is no data "saving executed to the

nmenory, pedviierpr agessbngigedsbaked bhi $headeqg datdl.es FRithdrgdued i S
made to the log collection server again. 15 Next, sales reporting

processi hggeretlitetibat veeneirhgenskapeseancinted iy lch@ckohadeld aevser ver,
and contents provider, will be described with reference to the flowharts
shown i nlFfgr theamdlEsgdaBs, ahd altbdpchesvandnsendss ttdst ot £heal es dat a,
and 20 executes processing for transmtting all sales data within a
pr edét er abntenper podvadernhéC®al ¢5§1data.per charges receiving
The contents provider (CP) receives the sales data +
ICV 1 from the log collection server (S1522), performs
verification of the ICV 1 to confirm that there is no
tampering with_the data (S1523), and stores the sales data
10 in the memory (S1524). In the event that verification is
performed and there is data tampering, there is no data
saving executed to the memory, and the processing ends. In
this case, a sales data request is made to the log
collection server again.
15 Next, sales reporting processing executed between the
shop server and the log collection server, and contents
provider, will be described with reference to the flowcharts
shown in Fig. 64 and Fig. 65.
The shop server manages contents sales data, and
20 executes processing for transmitting all sales data within a
predetermined period or the sales data per charges receiving
entities, to the log collection server. Fig. 64 is
processing wherein all contents sale processing which the

shop server has executed is collectively transmitted to the

25 log collection server, and the processing in Fig. 65 is



entities, to the log collection server. Fig. 64 is processing wherein al
contents sal e processing which the shop server has executed is
collectively transmtted to the 25 log collection server, and the
processing in Fig. 65 is - 194 processing wherein, of the contents sale
processing with the shop server has executed, sales relating to contents
provided by a particular contents provider are selected and transmtted to
the contents provider. 5 This sales batch report processing shown in Fig.
64 will be described first. First, nmb?dar authentication is executed

bet ween the shop server and log collection server (S1631, S1731), and the
session key Kses is generated. Under the condition of the establishnent of

mitual lfreceésingtwhereihe sPopheecuntentsl 8618 plrbcesbenqglatini Bhe
particul ar period fromthe database, and generates an intégrity check

val ue | Gvhdpfoereét bas coxdatbedandabesacbbatihfi soaBdntealgnits this to
the log collection server (S1632). The log collection server receives al

sal es daprowid&V by 5a lparvicubar sbopterts epré®iddr) arpesboestedeshdi cati on
of the ICV 1 to confirmthat there is no data tanpering (S1733), and
saves t Heransmebted ato nthéecomnenys (padGiderln the event that verification
of ICV 1 is perforned and there is data tanpering, data saving to nenory
is nét perfofis sades2datnh grepudsipupasmising rshdws fmsieigt het sal es dat a

request s nmade to the shop server again.
will be described first. First, mutual authentication is

executed between the shop server and log collection server
(S1631, s1731), and the session key Kses is generated.
Under the condition of the establishment of mutual
10 confirmation, the shop server extracts all sales data in
particular period from the database, and generates an
integrity check value ICV 1 for all sales data, and attaches
this and transmits this to the log collection server (S1632).
The log collection server receives all sales data + ICV
15 1 from the shop server (S1732), performs verification of the
ICV 1 to confirm that there is no data tampering (S1733),
and saves the sales data in the memory (S1734). 1In the
event that verification of ICV 1 is performed and there is
data tampering, data saving to memory is not performed, and
20 the processing ends. In this case, the sales data request
is made to the shop server again.
The specified contents provider sales report processing
shown in Fig. 65 will be described. First, mutual
authentication is executed between the shop server and

25 contents provider (S1641, S1741), and the session key Kses



The specified contents provider sales report processing shown in Fig. 65
wi || be described. First, nutual authentication is executed between the
shop server and 25 contents provider (S1641, S1741), and the session key
Kses - 195 1is generated. Under the condition of the establishnent of

mut ual confirmation, the shop server extracts the identifier [|IDCP of the
contents provider fromthe public key certificate Cert _CP of the contents
provi der obtai ned and 5 nmutual authen %éa ion (S1642), searches for the
sales data based on the extracted TD"CP, "and obtains the sal es data of
the contents which the specified contents provider has provided (S1643).
Further, an integrity check value IC/ 1 for the sales data is generated

and att atéegeneratdd. t rondertthd tondheibagoeotheckseab3ekyRentSdE44). The
| og collection server receives all sales data + ICV 1 fromthe shop server
(S1742) ,mpend brewn fermat tanj obhef shbp seéfvet erteaotsr thehdadehBeFeers no
data tanpering (S1743), and saves the sales data in the nenory (S1744). In
the 15 elMer@P tohtthercéntentsnpodévider 1frempehéopubliianleyhere is data
tanpering, data saving to nmenory is not performed, and the processing
ends. | rrertisficate ¢emt SGP eaf dbhe centests prowidert obthénetiopnderver
again. According to the configuration of the present 20 enbodi nent,

cont ent Spiach At hent ipatiean(HE64d) | eceearchaschodi bhet salbes dptiati ng

processing of the public keg
based on the extracted ID_CP, and obtains the sales data of

the contents which the specified contents provider has
provided (S1643). Further, an integrity check value ICV 1
for the sales data is generated and attached, and
10 transmitted to the log collection server (S1644).
The log collection server receives all sales data + ICV
1 from the shop server (S1742), performs verification of the
ICV 1 to confirm that there is no data tampering (S1743),
and saves the sales data in the memory (S1744). In the
15 event that verification of ICV 1 is performed and there is
data tampering, data saving to memory is not performed, and
the processing ends. In this case, the sales data request
is made to the shop server again.
According to the configuration of the present
20 embodiment, contents purchase log data can be collected
according to the updating processing of the public key
certificate of the use a device, and the system operator
(SH: System Holder) which manages the log collection server
can tell the state of contents sales in an accurate manner.

25 The public key certificate of the user device is necessary



certificate of the use a device, and the system operator (SH: System

Hol der) which manages the log collection server can tell the state of
contents sales in an accurate manner. 25 The public key certificate of the
user device is necessary - 196 for the nutual authentication processing
with a shop server, so having a public key certificate wwth a valid period
set therein is a condition for executing contents purchasing. Al so,
verification of the signature added to %he purchase 5 request data and the
like fromthe user device is executed? y-the public key extracted fromthe
public key certificate of the user device, so having a public key
certificate with a valid period set is a condition for signature

verificatdm®rche atutvidl . acioen€iegt Yon | pro¢ees ingrwibe wsgn%peyéf@efo 10
purchase contents, there is the need to transmt the | og ata to the | og

col | ect ismn hearivey ,a prrBlion kplaterngi picdbe whtlhl & cvkeyd cpetidacaée, and
hold a public key certificate wth a valid period set. Setting the valid
peri od dfheredn pighla cdeelitcion i fox adeetwt idgrcenvept €, porcha®imd. three 15
mont hs, etc., enables the system operator (SH: System Hol der) which
manages Als® | orpridiicedticon oerviee s ignatieetaddéed o cuimel paechasgs in each
setting entity, in a sure nmanner. As described above, |log data is -

col | 8ct erequesh dadia @ ddwve cleiske nfxom utlee eseerdéwice | gy exddwoed on server

which the system operator manages, so the contents sales state can
by the public key extracted from the public key certificate

of the user device, so having a public key certificate with
a valid period set is a condition for signature verification,
as well. Acco;dingly, in order for the user device to

10 purchase contents, there is the need to transmit the log
data to the log collection server, perform updating of the
public key certificate, and hold a public key certificate
with a valid period set. Setting the valid period of the
public key certificate to, for example, one month, three

15 months, etc., enables the system operator (SH: System
Holder) which manages the log collection server to collect
the accumulated logs in each setting entity, in a sure
manner.

As described above, log data is collected from user

20 devices in a sure manner by a log collection server which
the system operator manages, so the contents sales state can
be managed. Further, contents sales can be distributed to
sales profit obtaining right holders such as content
providers and the like, in an accurate manner.

25 Also, with the present embodiment, the session key Kses



be managed. Further, contents sales can be distributed to sales profit
obt ai ning right holders such as content providers and the like, in an
accurate manner. 25 Also, with the present enbodi nent, the session key Kses
- 197 generated at the tinme of nutual authentication is used as the
generating key for the integrity check value (1CV) for data comuni cated
between the entities, and the ICV is added to the transmtted data and
comuni cated, so the security of 5 the comrunication data further

i ncreases. Also, with the above-destri®éd-enbodi ment, a configuration has
been descri bed wherein each of nutual authentication processing, and
signature generation and signature verification processing, is executed

bet ween §égedfrégest deNecein8doEhatEalvVaathane@Bhtguhaticoiseanahe nade
wherein one is executed, i.e., wherein only nutual authentication

processitie @enerayinggreyurérgener ahtegragy chegRavulaevenclicabiron
processing, Is executed, with usage of a public key certificate within a
val i d pedava denmgnictaveddoétwgefiothei eheitipd, Bnbll thekggvcest afidedate or
attributes certificate wusage configuration recording attributes data]
Next, theo ushgetrxamémijttedi datafandpobimankegteder sdof that seonratyrobut es
certificate usage configuration 20 which has recorded attri butes data,
wi | | 5be theccommunicatite ddbaefurtberbiucreaseats distribution
configuration,
Also, with the above-described embodiment, a
configuration has been described wherein each of mutual
authentication processing, and signature generation and
signature verification processing, is executed between the
10 user device and shop server, a configuration can be made
wherein one is executed, i.e., wherein only mutual
authentication processing, or only signature generation and
signature verification processing, is executed, with usage
of a public key certificate within a valid period being
15 mandatory for either.
[4. Public key certificate or attributes certificate
usage configuration recording attributes data]
Next, the usage configuration of a public key
certificate or attributes certificate usage configuration
20 which has recorded attributes data, will be described. 1In
the above-described contents distribution configquration,
there is the possibility that shop operators with malicious
intent may execute fictitious transactions of contents under

the quise of the user device, or perform fictitious contents

25 transactions between the contents provider and shop. Also,



there is the possibility that shop operators with malicious intent may
execute fictitious transactions of contents under the guise of the user
device, or performfictitious contents 25 transactions between the contents
provi der and shop. Also, - 198 in the event that a user device attenpting
to execute an authorized transaction believes that this is a shop server
and starts communi cati on, and executes a contents purchase request to be
made with a shop server, e.g., execution of 5 credit card nunber

transm ssion processing, there is thet28anger of processing bei ng execut ed
such as illegally obtaining the credit card nunber fromthe user device,
in the event that the other party is an unauthorized server under the

gui se ofj ORIV Fhat Ul thgsy AbLiPOSSEtPeMpEYndOtdhakedutieeandevi ce may
execute fictitious sales of contents to other user devices under the guise

of a shgtHdrizewethadfction tHel Eyeed that €HEH BstaaghepsSsesedr, it
becones difficult for the systemoperator to accurately know the actual

di stri blid s dr o dGitinen idet e, fohd ovkegut s aa deshtentsopuséhabe public
key certificate or attributes certificate usage configuration the

recor di necpidst bitd dse dedde witla zosiiogusetven, ferg. prexeattignfoftiti ous
transactions and the |like, other than the legal contents distribution
rout 8. 2Aredit idardsnuwetier itsramdémisoion demdcéys img i heheyeeisfthentity
maki ng up the contents distribution system such as

danger of processing being executed such as illegally

obtaining the credit card number from the user device, in

the event that the other party is an unauthorized server

under the guise of a shop ser&er. Further, the possibility

10 that a user device may execute fictitious sales of contents
to other user devices under the guise of a shop, is
undeniable. In the event that such situations occur, it
becomes difficult for the system operator to accurately know
the actual distribution of contents.

15 The following is a description of the public key
certificate or attributes certificate usage configuration
the recording attributes data, as a configuration for
preventing fictitious transactions and the like, other than
the legal contents distribution route.

20 Attributes data is data for identifyingvthe type of
entity making up the contents distribution system, such as
user device (DEVICE), shop (SHOP), contents provider (CP),
service operator (SH), registration authority for issuing

and examining public key certificates and attributes

25 certificates, and so forth.



user device (DEVICE), shop (SHOP), contents provider (CP), service
operator (SH), registration authority for issuing and exam ning public key
certificates and attributes 25 certificates, and so forth. - 199 The '
contents of attributes data are shown in the table in Fig. 66 as a
configuration exanple of attributes data. As shown in Fig. 66, different
codes are appropriated to different entities. For exanple, a public key
certificate 5 or attributes certificaig i ssuing request is accepted froma
user device or shop or the like, and 9oo" is appropriated as an
attributes code to a registration authority for perform ng exam nation,
and "0001" is appropriated to a service operator serving as a system

hol der for catnectdmged®s | b£easer ioetes Cdatanaeot Sho@hn@ndiRer thpied on the
contents distribution system In the above-described exanple, the service

oper at orinayiye 66 astatgowliighrasinegeexampier ofdatitedbatielsedaitaat i on
server which executes key switching processing, or maybe an entity which
manages Asl|showh infPBigutbép dififerentncederearehapproplriated kog
information. Further, the code "0002" is appropriated to contents vendors
servi ng dsffapestfentitliesng Eont enample,usepubdévi key, ce@®iFicate
appropriated to contents distributors which.are distribution server
oper & i ngredttributesrceotificatpuisayingnregnestoigsecseptedefponse to
requests from shops (contents vendors), and "0004" is appropriated to user
user device or shop or the like, and "0000" is appropriated
as an attributes code to a registration authority for
performing examination, and "0001" is appropriated to a
service operator.serving as a system holder for collecting
10 license fees for contents being distributed on the contents
distribution system. 1In the above-described example, the
service operator may be an entity which manages a user
device authentication server which executes key switching
processing, or maybe an entity which manages a log
15 information collection server which collects log information.
Further, the code "0002" is appropriated to contents
vendors serving as shops for selling contents to user
devices, "0003" is appropriated to contents distributors
which are distribution server operating entities for
20 distributing contents to users in response to requests from
shops (contents vendors), and "0004" is appropriated to user
devices which purchase and use the contents. Different
codes according to the type of also appropriated to other

entities relating to contents distribution. Now, this is

25 not necessarily restricted to a confiquration wherein one



devi ces which purchase and use the contents. Different codes according to
the type of also appropriated to other entities relating to contents
distribution. Now, this is 25 not necessarily restricted to a configuration
wherein one - 200 code is appropriated to shops, and in the event that
their shops with different roles and functions, different codes may be
appropriated to differentiate, and the configuration my be nmade wherein
different attributes codes are 5 appﬁgﬁgiated to user devices as well,
according to sone sort of category. re is a configuration wherein the
above-described attributes information is included in a public key
certificate, and-the configuration wherein an attributes 10 certificate is
i ssued smpie aielgpprapr idwedubd i shdpy, ardtifhitchéeeventashad thebtify
attributes by the attributes certificate. Fig. 67 illustrates that

conf i gurstiops widdnpd ef ferfert publes &ey fwnctionsi ed bfifengntat coddsit es

I nformati on. The public key certificate shown in Fig. 67 contains 15 the
ver si on mayer apgprdpr ated ficadf fehentsitata) amdbehe ofonfhguratiofi cate to
be appropriated to the certificate user by the public key certificate

i ssuer aghdre madecyhers gordifferent attoiutes cedesfarethe el ectronic
signature, the nane of the issuer authority, the validity of the 20

cert Pfi GRREORMA iR vfugere d¥19es 38 ew%lsﬁr Jecerdingecko gRNe cROYD), the

public k%¥ of the certificates user, and
of category.

There is a configuration wherein the above-described
attributes information is included in a public key
certificate, and the configuration wherein an attributes

10 certificate is issued separately from the public key
certificate, so as to identify attributes by the attributes
certificate. Fig. 67 illustrates that configuration example
of a public key certificate having attributes information.

The public key certificate shown in Fig. 67 contains

15 the version number of thé certificate, the serial number of
the certificate to be appropriated to the certificate user
by the public key certificate issuer authority (CA),
algorithms and parameters used for the electronic signature,
the name of the issuer authority, the validity of the

20 certificate, the name of the certificate user (e.g., user
device ID), the public key of the certificates user, and
further, the above-described attributes informaﬁion such as
[0000], [0001] ‘‘+ [nnnn], and further, an electronic
signature. The serial number of the certificate is, for

25 example, the issuing year (4 bytes), month (2 bytes), date



further, the above-described attributes information such as [0000], [0001]
[nnnn], and further, an electronic signature. The serial nunber of the
certificate is, for 25 exanple, the issuing year (4 bytes), nonth (2
bytes), date - 201 (2 bytes), and serial nunber (8 bytes), for a total of
16 bytes. For the user nane, an identifiable nanme set by the registration
authority, a random nunber, or a serial nunber, may be used. O, a
configuration nmay be nade wherein the & hi gher order bytes are the
category, and the |ower order bytes 29L The serial nunber. The el ectronic
signature is data wherein the version nunber of the certificate, the
serial nunber of the <certificate to be appropriated to the certificate
user by (@ byreeplpland kegrialt nbnbet e(8sbyees pyt Bori AYt6€AL, ol ggrit hns

and paraneters used for the electronic signature, the name of the issuer
aut hor i thyteshe \Bo¥ dihe wierhpame; tafi tdeptifiksbleanamef sebebgethefi cate
user, the public key of the certificate user, and all of the attributes
dat a i s DegRtakien awtkeplityata onandom heuhlash, foncai sersal asunber gener at e
a hash value, and is generated using the secret key of the issuer

aut hor i tBAYniRe ¥efhr d % thecoREFOWEA LEoN Thay pod| mad&eyhereinfthat e i ssuer
authority (CA) issues the public key certificates shown in Fig. 67,
updaPes g onde Ry tkes taxe cthescategory e and tite dhower apdder eat es,

manages, and distributes a list of unauthorized users for revoking
bytes are the serial number.

The electronic signature is data wherein the version
number of the certificate, the serial number of the
certificate to.be appropriated to the certificate user by

10 the public key certificate issuer authority (CA), algorithms
and parameters used for the electronic signature, the name
of the issuer authority, the validity of the certificate,
the name of the certificate user, the public key of the
certificate user, and all of the attributes data is

15 subjected to application of the hash function so as to
generate a hash value, and is generated using the secret key
of the issuer authority with regard to the hash value.

The public key certificate issuer authority (CA) issues
the public key certificates shown in Fig. 67, updates public

20 key certificates that are out of date, and creates, manages,
and distributes a list of unauthorized users for revoking
users who have performed illegalities (this is called
revocation).

On the other hand, at the time of using the public key

25 certificate, the user uses of the public key KpCA of the



users who have perforned illegalities (this is called revocation). On the
other hand, at the tinme of using the public key 25 certificate, the user
uses of the public key KpCA of the - 202 issuer authority which the user
hol ds, to verify that electronic signature of the public key certificate,
and follow ng success of electronic signature verification, the public
key is extracted fromthe public key certificate, and 5 the public key is
used. Accordingly, all users using the public key certificate need to hold
a shared public key of the public ke§0éertificate issuer authority. Next,
Fig. 68 illustrates the data configuration of a public key certificate

whi ch does not have attributes 10 information, and an attributes

certificasguetMuthotity RHBEhCtkRYySeLt hbiaat e hiveh i49eshaet have
attributes information, and has a data configuration ereln attributes

i nf or mat épachasnbeesigraByLE bEOﬁhbhguBmeiRe&G&e&%&&&Eh%%Leanahown in Fig.
67, and is issued by the public key 15 certificate issuer authority. (B) is

an attrib@lBGwiﬁ?rQhéééﬁéeofAélébbﬂbﬁicCQAgbBEﬁ§b¢$e%&QiE§%§@ﬁ,bfhén
attributes certificate issuer authority (AA: Attribute Authority). The

attri butpsbtictkéychs cesbpanted Frgm 6RehpabaidOkedr seenifydhee, ohnkhe
certificate, and the serial nunber of the public key certificate
cor r éspotile npubbic¢ hkent isi beeds Accordingly, all users using the
public key certificate need to hold a shared public key of
the public key certificate issuer authority.
Next, Fig. 68 illustrates the data configuration of a
public key certificate which does not have attributes
10 information, and an attributes certificate. (A) is the
public key certificate which does not have attributes
information, and has a data confiqguration wherein attributes
information has been removed from the public key certificate
shown in Fig. 67, and is issued by the public key
15 certificate issuer authority. (B) is an attributes
certificate. Attributes certificates are issued by an
attributes certd#ficate issuer authority (AA: Attribute
Authority).
The attributes certificate shown in Fig. 68 has a
20 version number of the certificate, and the serial number of
the public key certificate corresponding to the attributes
certificate issued by the attributes certificate issuer
authority (AA) which is the same as the certificates serial

number of the corresponding public key certificate,

25 functioning as linked data for correlating both certificates.



certificate issued by the attributes certificate issuer authority (AA
which is the sane as the certificates serial nunber of the correspondi ng
public key certificate, 25 functioning as |inked data for correlating both
certificates. - 203 An entity which is attenpting to confirmthe
attributes of the other party of conmunication by an attributes
certificate nmakes confirmation of the attributes certificate Ilinked with a
public key certificate, based on the lic 5 key certificate serial nunber
stored in conmmon in the public Kkey certificate and attributes certificate,
and can obtain attributes information fromthat attributes certificate
storing the sane public key certificate serial nunber as the public key
certificn eentliky sehich isndetemptime 419 cenfifinchhe attributesaofple, the

i ssuing year (4 bytes), nonth (2 bytes), date (2 bytes), and serial nunber
(8 byt eshhe dgtrery ptty of aoumnisatioRthgranaptbribwhesand paraneters
used for the electronic signature, the nane of the attributes certificate

i ssuer RRHokiigate meakes epnfigratien aof thetattribetes heerhhfiortene
certificate user, (e.g., user device |D) which is the sare as the user nane
of the XkedpbHdt iy Btie KRy certificate, pasednPenthe PrBEkiEifiabl e
name_set. by the registration authority, a rapdom nunber, or a serjal

n_unbér , kRY Rriskirats seript NURPeh T tRdt ?-Bncﬂ%oﬁelﬁaﬂ’réevm%l?%%ﬂ t he
hi gher qrder, Dytes; re, 40P SALEANYes WS LI LS QLdeLaYSERBEe the
attributes information from that attributes certificate
storiqg the same public key certificate serial number as the
public key certificate. The serial number of the
10 certificate is; for example, the issuing year (4 bytes),
month (2 bytes), date (2 bytes), and serial number (8 bytes),
for a total of 16 bytes. Further, algorithms and parameters
used for the electronic signature, the name of the
attributes certificate issuer authority, the validity of the
15 certificate, the name of the certificate user (e.g., user
device ID) which is the same as the user name of the
corresponding public key certificate, for which an
identifiable name set by the registration authority, a
random number, or a serial number, may be used, or, a data
20 configuration may be made wherein the higher order bytes are
the category, and the lower order bytes are the serial
number. Further included are the above-described attributes
information such as [0000], [0001] '+ [nnnn], and the

electronic signature of the attributes certificate issuer

25 authority (AA).



nunber. Further included are the above-described attributes information
such as (0000], [0001] ... [nnnn], and the electronic signature of the
attributes certificate issuer 25 authority (AA). - 204 The electronic
signature is data wherein the version nunber of the certificate, the
serial nunmber of the public key certificate, algorithns and paraneters
used for the electronic signature, the nanme of the issuer authority, the 5
validity of the certificate, the name_of the certificate wuser, and all of
the attributes data is subjected to~ %%ﬁchation of the hash function so as
to generate a hash value, and is generated using the secret key of the
attributes certificate issuer authority with regard to the 10 hash val ue.

The attribUt@mﬁ*ﬁIédﬂﬁﬁﬂibi§i¥?ﬁt&%@*&§idé%é/Vﬁeféﬁﬂeﬁhet9§r§iéﬁibUteS
certificates shown in Fig. 68(B), updates attributes certificates that are

out of dmmmbeﬁndfCtﬁatcértiﬂﬁﬁage$,tﬁédsdfiélihuhbéraoti&heOFuBmiéFhorized
users for 15 revoking users who have perforned illegalities (this is

cal | ed rkeepcaerbifickte, SBgorithhsatnd padamgtersexped fbrgthbe procedures
for user device and shop server participating in contents transactions
each nevwelectsonihg pigphatukey thetndineavfsthe 28sheruaathodéteg, the shop
server 1010 and the user device 1020 have the sane configuration as
deschi bevad iditefef cbhhe certificate, the name of the certificate

user, and all of the attributes data is subjected to

application of the hash function so as to generate a hash

value, and is generated using the secret key of the

attributes certificate issuer authority with regard to the

10 hash value.

The attributes certificate issuer authority (AA) issues
the attributes certificates shown in Fig. 68(B), updates
attributes certificates that are out of date, and creates,
manages, and distributes a list of unauthorized users for

15 revoking users who have performed illegalities (this is
called revocation).

Fig. 69 illustrates a diagram explaining the procedures
for user device and shop server participating in conténts
transactions each newly issuing public key certificates to

20 be used. Here, the shop server 1010 and the user device
1020 have the same configuration as describe with reference
to Fig. 1 earlier. The service operating entity 1030 is a
system holder (SH) managing all contents distribution, and

can tell the state of contents distribution by means such as

25 the above-described contents key switching processing, or



to Fig. 1 earlier. The service operating entity 1030 is a system hol der
(SH) managing all contents distribution, and can tell the state of
contents distribution by neans such as 25 the above-descri bed contents key
switching processing, or - 205 collecting |ogs generated by user device is
purchasing contents. Here, this also functions as a Registration

Aut hority (RA) for executing reception and exam nation of public key
certificate and attri butes certificatg Lssuing 5 requests fromthe shop
server 1010, user device 1020, and "o fars. In the present enbodi nent, the
service operating entity 1030 is of a configuration having functions of a
system hol der (SH) and functions of a registration authority (RA), but

t hese nagobkecbhfiggliogd geneepaedt Byi ndemeaéeat:eleseph&biha%-inbn Fig. 69,
the procedures for newy issuing a public key certificate at "the user

devi ce 1€x@temesi ndieneedthysAhlsbhfanghidfs asdat Regpiseeadibas for newy
Issuing a public Kkey certificate at the shop server 1010 are indicated by
Bl 15 t hAwtlprB7y RAtfodesrecpting wetepbiéonndadr egamdinagibheofpr ocedur es
for newy issuing a public key certificate at the wuser device 1020. (Al)
Mit ual cRMIPEHE i keY i oerFificatenandsattuébutes10@0téfécates ivsuial 20

aut hentication with the service operating entity 1030. However, at this
poi nP, tFRAVREES JEGPR ctheophepeservernhQéla user device 1020, and

others. 1In the present embodiment, the service operating
entity 1030 is of a configuration having functions of a
system holder (SH) and functions of a registration authority
(RA), but these_may be configured as separate independent

10 entities.

In Fig. 69, the procedures for newly issuing a public
key certificate at the user device 1020 are indicated by Al
through A8, and the procedures for newly issuing a public
key certificate at the shop server 1010 are indicated by Bl

15 through B7. First, description will be made regarding the
procedures for newly issuing a public key certificate at the
user device 1020.

(Al) Mutual authentication

First, the user device 1020 executes mutual

20 authentication with the service operating entity 1030.
However, at this point, the user device 1020 does not have a
public key certificate, so mutual authentication using a
public key certificate cannot be executed, and accordingly,
the symmetric key encryption method described with reference

25 to Fig. 12 earlier, i.e., mutual authentication processing



public key certificate, so nutual authentication using a public key
certificate cannot be executed, and accordingly, the symetric key
encryption method described with reference 25 to Fig. 12 earlier, i.e.,

mut ual aut hentication processing - 206 wusing a shared secret key, and
identifier (1D, is executed (see the description relating to Fig. 12 for
details). (A2) Cenerate pair of public key and secret key (A3) Public key
certificate issue request 5 (A4) Exaninpation and public key certificate

i ssue request (A5) Public key certTf£88ts issue request Upon mnut ual

aut henti cation being established, the user device 1020 generates a pair of
public key and secret key to 10 be newy registered, in the encryption

processiwgingi & oharéa sebrdevkeg, and LHaReHriert hepgenasakadonylli ¢ key
to the service operating entity 1030, along with the certificate issuing

request . (Jbe tkevdescopptibhngedatihy td08Qgwhich fbas deeagikgd the public
key certificate issuing 15 request exam nes the issuing request, and in the
event that t(A2 crGemeratd ahn ehtpulylisskendand psdtiét kkegycertificate
are satisfied, transmts the certificate issuing request to the public key
certificate i(@sUePunitimrkey daa)ifilddte Hessye requéstevent that the public
key certificate to be issued is 20 a public key certificate having
attridbut es i A mEaminalcion sand il ia ey, céBt{R)catdeissuei ce operating
entity 1030 -
request
(A5) Public key certificate issue request
Upon mutual authentication being established, the user
device 1020 generates a pair of public key and secret key to
10 be newly registered, in the encryption processing unit of
its own device, and transmits the generated public key to
the service operating entity 1030, along with the
certificate issuing request. The service operating entity
1030 which has received the public key certificate issuing
15 request examines the issuing request, and in the event that
the criteria for an entity issuing a public key certificate
are satisfied, transmits the certificate issuing request to
the public key certificate issuer authority (CA) 1040. Here,
in the event that the public key certificate to be issued is
20 a public key certificate having attributes information such
as shown in Fig. 68 (A), the service operating entity 1030
judges the attributes of the entity which has transmitted
the certificate issuing request based on the ID.

A user device identifier (ID) and secret key serving as

25 secret information are stored beforehand in the user device



judges the attributes of the entity which has transmtted the certificate
I ssuing request based on the ID. A user device identifier (1D and secret
key serving as 25 secret information are stored beforehand in the user
device - 207 participating in contents distribution, with the user device
I D and secret key being a of a configuration managed by the service
operating entity 1030, where in the service operating entity 1030 searches
the secret information 5 storing datafﬁie based on the ID transmtted from
the user device, and foll owi ng confi tTon that the user device ID has
been regi stered beforehand, extracts the secret key, perforns nutual

aut hentication with the user device based on Fig. 12 using this key, and
only in pdwet byvipat imat in heodBents udistuibabionat wdnhi sheuaeegsfuliks t he
user device confirmed to be capable of participating in contents

di stri buld cand (3gcresueepubéing keyoteat coOnthyeratdd)p mMaaageit bpubhec key
certificate 15 (A8) Transmt public key certificate upon receiving the
publ i c kesreice idpenatingsempity r b@diest whenen fhether sereioperating entity
1030, the public Kkey certificate issuer authority 1040 stores the public
key of aprrating denvtiley 1@3Qesearpesi the&egecreti infarmahaonng 20 the

el ectronic signature of the public key certificate issuer authority 1040
(Fi g2 6BWrmg dagbgse baged remskhesID transmitted from the user

device, and following confirmation that the user device ID
has been registered beforehand, extracts the secret key,
performs mutual authentication with the user device based on
Fig. 12 using this key, and only in the event that the
10 mutual authentication is successful is the user device
confirmed to be capable of participating in contents
distribution.
(A6) Issue public key certificate
(A7) Transmit public key certificate
15 (A8) Transmit public key certificate
Upon receiving the public key certificate issuing
request from the service operating entity 1030, the public
key certificate issuer authority 1040 stores the public key
of the user device, issues a public key certificate having
20 the electronic signature of the public key certificate
issuer authority 1040 (Fig. 67 or Fig. 68(A)), and transmits
this to the service operating entity 1030. The service
operating entity 1030 transmits the public key certificate
received from the public key certificate issuer authority

25 1040 to the user device 1020. The user device stores the



this to the service operating entity 1030. The service operating entity
1030 transmts the public key certificate received fromthe public key
certificate issuer authority 25 1040 to the user device 1020. The user
device stores the - 208 secret key generated earlier in (A2) along with
the received public key certificate within itself, and thus is capabl e of
usi ng mutual authentication, data encryption, decryption processing, etc.,
at the time of contents transactions. E On the other hand, the procedures
for issuing the public key certificat@%for the shop server 1010 are
basically the sane as the certificate issuing procedures for the user

devi ce, but shop server needs to be approved by the service operating
entity 1886rat kayegeneyatkdckalmdndireinl QA9 laliogngofwiddnttdet secadeedi ngl y,
along with its own public Kkey, the shop server 1010 needs to execute

| i cense pubplitcheyoaetthéipateewatbdni ntEedf,6@nd2)thushiis icapablecaifed by
the shop server 1010 accepting execution of selling contents follow ng the
pol i ci esusadngdewhup} antheptieatiien,odatat engraptiion,108Crypsdoaxanpl e. In
the event that the shop server 1010 is capable of executing a selling of
cont ent SPF8FE8GLAg  t RECpol AEy tBEt tdBRnCBy COREeadsy t@ansgsddgnisng entity
1030, and the shop server 1010 accepts confirm ng to these policies, the
servidce oper &% righemthsr Jkandgothe ceeee’dwres fAE peeudiadrEBefor i ssuing

t he blic certifi e for the shop, The processing for the blic ke
pu ﬁubkgg key cér%ggacate for the ghop se@ver %%hogare pubt| y

basically the same as the certificate issuing procedures for
the user device, but shop server needs to be approved by the
service operating entity 1030 as an entity which handles

10 selling of contents. Accordingly, along with its own public
key, the shop server 1010 needs to execute license
application (the procedures in Fig. 69 B2). This is
executed by the shop server 1010 accepting execution of
selling contents following the policies set down by the

15 service operating entity 1030, for example. In the event
that the shop server 1010 is capable of executing a selling
of contents following the policy set down by the service
operating entity 1030, and the shop server 1010 accepts
confirming to these policies, the service operating entity

20 1030 proceeds with the procedures for issuing the public key
certificate for the shop. The processing for the public key
certificate issuing procedures is the same as the case for
the user device, described above.

Next, the processing for updating public key

25 certificates will be described with reference to Fig. 70.



certificate issuing procedures is the same as the case for the user
devi ce, described above. Next, the processing for updating public key 25
certificates will be described with reference to Fig. 70. - 209 As shown °
in Fig. 67 and Fig. 68 (A), public key certificates have a valid period,
and entities using public key certificates cannot use certificates that
are out of date, so there is the need to execute updating processing while
5 still valid, and performissuing pr, %qures for a public key certificate
with the new of valid period set. I'n“Fi"g.” 70, the public key certificate
updating procedures for the user device 1020 are indicated by Al through
A8, and the public key certificate updating 10 procedures for the shop
server N Gruwn iindikiaj.edbyarfd Fidy damh(By, pubbic kiepceéptipicatdd be
made regarding the public key certificate updating procedures for the user
devi ce ha3@ a AtaliMutpeaticalyt heemd ierdtitoied ludingtpulbhic usey devi ce 1020
executes nutual authentication with the service operating entity 1030. At
t hi s poicertitfiasmes danmd 630 dexrtificatenthat vate doutpubf | datkey
certificate, so mutual authentication using the public key certificate is
execut e¢o Thierd sis Hdhennaed t0 exadtie ivpddtingrpeesss singledtiided with
reference to Fi%f 13 earlier. Note that in the event that the public key
5 still valid, and perform issuing procedures for a public key
certificate with the new of valid period set.
In Fig. 70, the public key certificate updating
procedures for the user device 1020 are indicated by Al
through A8, and the public key certificate updating
10 procedures for the shop server 1010 are indicated by Bl
through B7. First, description will be made regarding the
public key certificate updating procedures for the user
device 1020.
(Al) Mutual authentication
15 First, the user device 1020 executes mutual
authentication with the service operating entity 1030. At
this point, to user device 1020 has it currently valid
public key certificate, so mutual authentication using the
public key certificate is executed. This is the mutual
20 authentication processing described with reference to Fig.
13 earlier. Note that in the event that the public key
certificate at hand is out of date, mutual authentication
processing using the shared secret key and identifier (1ID)

as described with reference to Fig. 12 may be executed first

25 in the same manner as with the new issuing procedures.



certificate at hand is out of date, nutual authentication processing using
the shared secret key and identifier (ID) as described with reference to
Fig. 12 may be executed first 25 in the sane manner as with the new i ssuing
procedures. - 210 (A2) Cenerate pair of new public key and secret key

(A3) Public key certificate issue request (A4) Exam nation and public key
certificate update request 5 (A5) Public key certificate update request
Upon nmutual authentication having bee? %stablished, the wuser device 1020
generates a pair of updating new publ & kéy and secret key, at the
encryption processing unit withinits own device, and transmts the
generated public key to the 10 service operating entity 1030, along with
the certifica(®2) upemerager pailesof hpenpublétvkey tha publee key
certificate wupdate request, the service operating entity 1030 exam nes

t he updat e ret@®btPubhiici keyheerbifiicahat isheeupdgienyy criteria are
satisfied, transmts the certificate update 15 request to the public key
certificate i6AtkbrExambeatign @yl publipc Keyecehnttifionatkeupdate that the
public key certificate to be issued here is a public key certificate
havi ng a¥F®d#88tes i nformati on such as shown in Fig. 68 (A), the servers
operating entity 1030 judges that attributes of 20 the entity which has
transntted tH%y Fubkic ey certhficatquerdateasedueatt he | D.

Upon mutual authentication having been established, the
user device 1020 generates a pair of updating new public key
and secret key, at the encryption processing unit within its
own device, anq,transmits the generated public key to the

10 service operating entity 1030, along with the certificate
updating request. Upon receiving the public key certificate
update request, the service operating entity 1030 examines
the update request, and in the event that the updating
criteria are satisfied, transmits the certificate update

15 request to the public key certificate issuer authority (CA)
1040. Note that in the event that the public key
certificate to be issued here is a public key certificate
having attributes information such as shown in Fig. 68 (Aa),
the servers operating entity 1030 judges that attributes of

20 the entity which has transmitted the certificate issuing
request, based on the ID.

(A6) Update public key certificate

(A7) Transmit public key certificate

(A8) Transmit public key certificate

25 Upon receiving the public key certificate update



(A6) Update public key certificate (A7) Transmt public key certificate
(A8) Transmt public key certificate 25 Upon receiving the public key
certificate update - 211 request fromthe service operating entity 1030,
the public key certificate issuer authority 1040 stores the new public
key of the user device, issues a public key certificate having the

el ectronic signature of the public key 5 certificate issuer authority 1040
(Fig. 67 or Fig. 68 (A), and trangnhﬁﬁ this to the service operating
entity 1030. The service operating 'ty 1030 transmits the public key
certificate received fromthe public key certificate issuer authority
1040, to the user device 1020. The user device 10 stores the secret key
gener at edeguesA2fromr ther salroigewoplerating esriited 1pall,i aneeypdarild ficate
inits own device, and thus is capable of using mutual authentication,
data enkeypceohifdestgpisenepr eathsiridy @0d0, sabridse theTmew pupdiient s
transactions. 15 on the other hand, the procedures for issuing the public
key certkevcafetherusae dhupceeriesuesla publibakieyalleytiificaare as the
certificate updating procedures for the user device, but execution of

li cense Bppingathenclepbrenig cibvapnsecodr thei publgc keyB2) is necessary.
In 2Q the event that the service operating entity 1030 pernmits wupdating of
t he Piceﬁ%Etbﬁl?ﬂEesh%5u§§r@EFhQG}SY 1A40séFigee67 or Fig. 68 (A)),

and transmits this to the service operating entity 1030.
The service operating entity 1030 transmits the public key
certificate received from the public key certificate issuer
authority 1040, to the user device 1020. The user device

10 stores the secret key generated in (A2) earlier along with
the received public key certificate in its own device, and
thus is capable of using mutual authentication, data
encryption, decryption processing, etc., at the time of
contents transactions.

15 On the other hand, the procedures for issuing the
public key certificate for the shop server 1010 are
basically the same as the certificate updating procedures
for the user device, but execution of license application
updating (the procedures in Fig. 70 B2) is necessary. In

20 the event that the service operating entity 1030 permits
updating of the license of the shop server 1010, the service
operating entity 1030 proceeds with the procedures for
updating the public key certificate for the shop. The
processing for the public key certificate updating

25 procedures is the same as the case for the user device,



operating entity 1030 proceeds with the procedures for updating the public
key certificate for the shop. The processing for the public key
certificate updating 25 procedures is the sanme as the case for the user
device, - 212 described above. Next, procedures for newy issuing an
attributes certificate will be described with reference to Fig. 71. An
attributes certificate is the certificate shown in Fig. 68 5 (B), with and
attributes certificate being issued_fglboang i ssuing of the public key
certificate shown in Fig. 68 (A). In &ig. 71, the procedures for newy
I ssuing an attributes certificate for the user device 1020 are indicated
by Al through A7, while the procedures for newy issuing a public 10 key
certificdegcrdbedhaboNgp server 1010 are indicated by Bl through B7.
First, the procedures for newy issuing a public key certificate at the
user device 1¥9¥twi Progedurescipbedevlpl iskutiogl aauahertibageson 15 First,
the user device 1020 executes nutual aqthentication with the service
oper at i n§eEhtfLGatg3wilh; bet escpdbed wikd wedersmdec ol ¥AQy.alfeadyphas a
public keg cEr%ificate,issuer authority public key certificate, so nutual
aut hent i 25FFSRUEEF ngeFReLEBERC 1Re hee FRItiiEda ties shp@mesiac iigd. 68A2)
Attr%butsﬁ ceftlficate kgsug request _ .
)s W1 and attributes certificate being issued following
issuing of the public key certificate shown in Fig. 68 (A).
In Fig. 71, the procedures for newly issuing an attributes
certificate for the user device 1020 are indicated by Al
through A7, while the procedures for newly issuing a public
10 key certificate for the shop server 1010 are indicated by B1
through B7. First, the procedures for newly issuing a
public key certificate at the user device 1020 will be
described.
(Al) Mutual authentication
15 First, the user device 1020 executes mutual
authentication with the service operating entity 1030. At
this point, the user device 1020 already has a public key
certificate issuer authority public key certificate, so
mutual authentication using the public key certificate is
20 executed.
(A2) Attributes certificate issue request
(A3) Examination and attributes certificate issue
request
(A4) Attributes certificate issue request

25 Upon mutual authentication been established, the user



(A3) Exam nation and attributes certificate issue request (A4) Attributes
certificate issue request 25 Upon nmutual authentication been established,
the user - 213 device 1020 transmits and attributes certificate issue
request to the service operating entity 1030. Upon receipt of the
attributes certificate issuing request, the service operating entity 1030
exam nes the issuing request, and in 5 the event that the criteria as an
entity for issuing attributes certlf%ggtgs are satisfied, transmts the
certificate issue request to the attr tes certificate issuer authority
(AA) 1050. Here, the service operating entity 1030 judges the attributes
of the entity transmtting 10 the certificate issue requests, based on the
I D. As desicebtd2abtrvansmitiseandeatteibdersti teetiflibptes iskared
beforehand in the user device to participate in contents distribution,

wi th t heregeestevoctheDsebeing opazgtiingyenhétysé0didce Upenariengiphtity
1030, so that the service operating 15 entity 1030 can confirmthe user
devi ce iefcthpabfbtsibupest rerpafiagtenisaningt sednesti btheoseriicanki ng
conparison of the ID transmtted fromthe user device and the user device
| D that PBSratieadonbiey }e3Psesaminegthe| isguingt reauess candi ihcate 20

(A6) Transn1t attributes certificate (A7) Transmt attributes certificate
the event that the criteria as an entity for issuing

attributes certificates are satisfied, transmits the
certificate issue request to the attributes certificate
issue; authority (AA) 1050. Here, the service operating
entity 1030 judges the attributes of the entity transmitting
10 the certificaté issue requests, based on the ID. As
described above, a user device identifier (ID) is stored
beforehand in the user device to participate in contents
distribution, with the user device IDs being managed by the
service operating entity 1030, so that the service operating
15 entity 1030 can confirm the user device is capable of
participating in contents distribution, by making comparison
of the ID transmitted from the user device and the user
device ID that has already been registered.
(A5) Issue attributes certificate
20 (A6) Transmit attributes certificate
(A7) Transmit attributes certificate
Upon receiving the attributes certificate issue request
from the service operating entity 1030, the attributes
certificate issuer authority 1050 stores the attributes

25 information of the user device, issues an attributes



Upon receiving the attributes certificate issue request fromthe service
operating entity 1030, the attributes certificate issuer authority 1050
stores the attributes 25 information of the user device, issues an
attributes - 214 certificate having the el ectronic signature of the
attributes certificate issuer authority 1050 (Fig. 68 (B)), and transmts
this to the service operating entity 1030. The service operating entity
1030 transmits the attributes 5 certl%igate received fromthe attributes
certificate issuer authority 1050, he user device 1020. The user
device stores the received attributes certificate inits ow device, and
uses it for attributes confirmation processing at the tinme of contents.,

transacttencifiGats hieinghehehehdctibaipr edgdutase( BE theough B7) for
issuing the attributes certificate for the shop server 1010 are basically
t he saneatsribetesrteftifif eatesisagepr anthHardésy 1060t hZigseps8deBi)ge. Al so,
the attributes certificate updating procedures are also the sane as the new
i ssui ng aidd pransmitesthiexto tbecsepvioa operabéngadetityal@Bfg contents
transacti ons acconpani ed by attributes confirmation processing by an

attri butBeeceerviceacpevatangr ebbibty 1030f transindhsptbeestingbbyeattri butes
information stored in 20 public keK certificates. Fig. 72 illustrates the
procéss|@grtbﬁi¢gg¢a;e@ﬁlvgd from the attributes certificate issuer

authority 1050, to the user device 1020. The user device
stores the received attributes certificate in its own device,
and uses it for attributes confirmation processing at the
time of contents,K transactions.

10 On the other hand, the procedures (Bl through B7) for
issuing the attributes certificate for the shop server 1010
are basically the same as the certificate issuing procedures
for the user device. Also, the attributes certificate
updating procedures are also the same as the new issuing

15 procedures.

Next, description will be made regarding contents
transactions accompanied by attributes confirmation
processing by an attributes certificate or attributes
confirmation processing by attributes information stored in

20 public key certificates.

Fig. 72 illustrates the processing configquration for
executing attributes confirmation processing at the time of
mutual authentication. The configuration in Fig. 72 is the
same as the system configuration in Fig. 1 described earlier.

25 That is, the components are a shop server 1010 for executing



executing attributes confirmation processing at the tine of nutual

aut hentication. The configuration in Fig. 72 is the sane as the system
configuration in Fig. 1 described earlier. 25 That is, the conponents are a
shop server 1010 for executing - 215 selling of contents, the user device
1020 executing purchasing of contents, and the user device authentication
server 1030. Here, the user device authentication server 1030 is under the
managenment of the above-descri bed ser;gée_S operating entity. The
processing proceeds in order from nu r (1) through (20) in Fig. 72. The
details of processing will be described in order of the nunbers. (1)

Mut ual aut hentication and attributes confirmation processing 10 The user
devi ce 18eblangeaft cagtentpur thasaseantientice flO@Mh axecapiner ver 1010
performance mutual confirmation processing with a shop server. Between two
means expenchagindaof eqohenge, eodf theausem devimee abyhentlieatdiode
regarding whether or not the other party is the correct data 15

communi ceesverf b0 bwi ndewRi chhehuseecdsvacy duthentigstdoni serpertf or ned.

The confirmation processing regardi ng whether or not the other party is
the corrb@30de aupdarukhealapagemenfupfathguahener-desrsibgdosesyigg. A
configuration wherein a session key is generated at the tine of nutual
confﬁrna?P%ﬁaEBnﬁrﬁﬁEé§Yng,TBﬁdPEﬁEP?ﬁﬂPSnPEPS@@§§|AQ P¥dexedteBd with the

generateg 582" OF) “ENrdiqh 798 °¢n P ot 078° TRRT d3t211s of
processing will be described in order of the numbers.
(1) Mutual authentication and attributes confirmation

processing

10 The user device 1020 attempting to purchase contents
from a shop server 1010 performance mutual confirmation
processing with a shop server. Between two means executing
data exchange, confirmation is made by either side regarding
whether or not the other party is the correct data

15 communicator, following which the necessary data transfer is
performed. The confirmation processing regarding whether or
not the other party is the correct data communicator, is
mutual authentication processing. A configuration wherein a
session key is generated at the time of mutual confirmation

20 processing, and encryption processing is executed with the
generated session key as a shared key to perform data
transmission, is one preferable data transfer method.
Mutual authentication processing according to the public key
method is executed by extracting the public key of the other

25 party, following signature verification of the issuer



transm ssion, is one preferable data transfer nethod. Mitual authentication
processing according to the public key nethod is executed by extracting
the public key of the other 25 party, follow ng signature verification of
the issuer - 216 authority of the public key certificate. For details, see
the description relating to Fig. 13, made earlier. Further, with the
present enbodi nent, attributes confirmation processing is executed. In the
event that 5 attributes data is store? %n the public key certificate of

the other party of communication, the % op server 1010 makes confirmation
that the attributes are data indicating a user device. In the event that
there is no attributes data stored in the public key certificate,

attri butgsthoeitp epnthe npdblicnRepncartifhohees.cerbrf deatdls) segnature is
affixed to that attributes certificate using the secret key of the

attri butelse cdescfipieni sslatingt horFiyg, $3,smgdet eaglieerification is
executed using the public key: KpAA of that attributes certificate issuing
aut hority, ccahfritheat, onitils tlite rpes ematented teent f | abteibetesit hori zed, and
confirmation is made that the "serial nunber” and/or "user (ID"™ of the
attri buteenthrmaticniprogessingeissexeantadrbeln the/ eventysbat(I1D)" of the
public key certificate, following which confirmation is nmade of attributes
i nf oPratdokr Wputkes rdate l?OSE@F‘égf inathe ppblpe kereFerha§lcpketAE event

that attributes data is . .
the other party of communication, the shop server 1010 makes

confirmation that the attributes are data indicating a user
devicg. In the event that there is no attributes data
stored in the public key certificate, attributes are

10 confirmed using an attributes certificate. A signature is
affixed to that attributes certificate using the secret key
of the attributes certificate issuer authority, so signature
verification is executed using the public key: KpAA of that
attributes certificate issuing authority, confirmation is

15 made that the certificate is authorized, and confirmation is
made that the "serial number" and/or "user (ID)" of the
attributes certificate match the "serial number" and/or
"user (ID)" of the public key certificate, following which
confirmation is made of attributes information with in the

20 certificate.

On the other hand, in the event that attributes data is
stored in the public key certificate of the other party of
communication, the user device 1020 makes confirmation that
the attributes are data indicating a shop. In the event

25 that there is no attributes data stored in the public key



stored in the public key certificate of the other party of comunication,
t he user device 1020 nakes confirmation that the attributes are data
indicating a shop. In the event 25 that there is no attributes data stored
in the public key - 217 certificate, the authorization of an attributes
certificate is confirmed by executing signature verification using the
public key: KpAA of the attributes certificate issuing insuring authority,
and confirmation is made that the 5 "firial nunber” and/or "user (ID)" of
the attributes certificate match the?l&etial number” and/or "user (ID" of
the public key certificate, follow ng which confirmation is nade of
attributes information with in the certificate. The shop server 1010

confirnscéheifidgtal tthduaethofizdibheopulhi atkeybacebi teedli€ibhte
attributes certificate of the contents purchase requesting entity is the
user devigegotifitrmedeby dexecetiNgOstondtune veaifibatadbhr ubihgsthé t he
public key certificate or attributes certificate of the contents purchase
request pldslimatepn KpAk shophe aattniketesreestifboatéSissusngsequent
processing. Fig. 73 shows of flowhart of the attributes confirmation
processiimsuing FBEUYrivy atand beerfirmabionnbs i nader bbatsthg using a
public key certificate in the event that attributes data is stored in the
publ Bc ktseripkenumbexhtandsen (Bjers(ER)tiofit hecantributesn processing

using an attributes certificate.
certificate match the "serial number" and/or "user (ID)" of

the public key certificate, following which confirmation is
made of attributes information with in the certificate.

The shop server 1010 confirms that the attributes of

10 the public key certificate or attributes certificate of the
contents purchase requesting entity is the user device, the
user device 1020 confirms that the attributes of the public
key certificate or attributes certificate of the contents
purchase request destination is a shop, and makes transition

15 to subsequent processing.

Fig. 73 shows of flowchart of the attributes
confirmation processing. Fig. 73(A) is attributes
confirmation processing using a public key certificate in
the event that attributes data is stored in the public key

20 certificate, and (B) is attributes confirmation processing
using an attributes certificate.

The flow in Fig. 73(A) will be described first. First,
in step S2101, mutual authentication processing using a
public key certificate is executed (see Fig. 13), and under

25 the conditions that authentication has been established (a



The flowin Fig. 73(A) will be described first. First, in step S2101,

mut ual aut hentication processing using a public key certificate is
executed (see Fig. 13), and under 25 the conditions that authentication has
been established (a - 218 judgnent of Yes in S2102), attributes
information is extracted fromthe public key certificate of the other
party. In the event that the attributes information is authorized (a

j udgnment of Yes in S2104), judgenente%ﬁ%nade that mutual 5 authentication
and attributes confirmation has suct d- (S2105), and the flow proceeds
to subsequent processing. Here, the term"attributes are authorized" neans
that for exanple, in the event that the user device is attenpting to

access ajedgpeseroeryéd enesple2a, cavtenbatpsr chasemaequastis 10 this is
judged to be authorized in the event that the attributes indicated shop,
and thenextradiee@vendmt thé phubiicskay eettibiutasecodethadbehbirngaseyet hi ng
ot her than a shop, for exanple, a user device, judgenent is nade that this
is not BEuttlveieeent \Khatt bbhej atgnebutes otrfermgtion tibeaavharizédof
executing a contents purchase request to a shop server for exanple, a step
for exec(aijuedgment hof e¥esotie 82hP4) i shmdgementsisngade thatunetuah t he
contents purchase request processing sequence (e.g., execution progran,
and fhe awehkentpoabionrand debtr tbutes stonf buhat shanbasssuoapaded with t he
20 attributes code obtained fromthe public key certificate or attributes
certificefel®?)« ndthee BhevyPEHPCceedsnte caabsfquent processing.

Here, the term "attributes are authorized" means that for
example, in the event that the user device is attempting to
access a shop server to execute a contents purchase request,
10 this is judged to be authorized in the event that the
attributes indicated shop, and then in the event that this
is an attributes code indicating something other than a shop,
for example, a user device, judgement is made that this is
not authorized. With the judgment processing, in the event
15 of executing a contents purchase request to a shop server
for example, a step for executing attributes code comparison
processing is included in the contents purchase request
processing sequence (e.g., execution program), and the code
[0002] provided to the shop beforehand is compared with the
20 attributes code obtained from the public key certificate or
attributes certificate of the other party of communication
(entity), and in the event that these match, judgement is
made that this is authorized, and in the event that these do
not match, judgement is made that this is not authorized.

25 Or, an arrangement may be made wherein, the attributes code



(entity), and in the event that these match, judgenent is nade that this

I s authorized, and in the event that these do not nmatch, judgenent is nade
that this is not authorized. 25 O, an arrangenent rmay be made wherein, the
attributes code - 219 obtained fromthe public key certificate or
attributes certificate of the other party of conmunication (entity) is

di spl ayed on a display or the like, with the user conparing this wth the
attributes code set to the entity mhlgg the 5 user had assuned to be the

ot her party of comuni cation, and pa ?ng judgnment himherself. In the
event that the judgnment is No in step S2102 and S2104, judgenent is nade
that the nmutual authentication and attributes confirmation has failed
(S2106) , olabdisediségornther pabiscnBeysceandéliedtelbrAatdeibuitked above, for
judgment of authorized attributes, with a processing execution program for
a shop, cersiEpcateeafcthedobbepr paetyi aff commaniogthenwdenttihg)cade

[ 0002] provided to the shop beforehand and the attri butes code obtained
from t hedpsiplayettegncardisptayeovr thet Liket ewith thet ubecratempartihg ot her
party of communication (entity), and with a key sw tching request

processi tgisxeithi bhe' attéqhehee tedg. seprbgr thp eotisyawplieh thecuted by a
user device with regard to user device authentication server, a step is
exec@t eduger phadecasswged okocbaphhengthervweanty eédeomupgggt]wpv oghded to

t he user device authentication server beforehand, and the attributes code
obtmluuP¢$%h¥9hé“%ﬁB?PE him/herself. In the event that the

judgment is No in step S2102 and S2104, judgement is made
that the mutual authentication and attributes confirmation
has failed (S2106), and subsequent processing is canceled.
10 As described above, for judgment of authorized
attributes, with a processing execution program for a shop,
a step is executed as processing comparing between the code
[0002] provided to the shop beforehand and the attributes
code obtained from the public key certificate or attributes
15 certificate of the other party of communication (entity),
and with a key switching request processing executions’
sequence (e.g., program) for example, executed by a user
device with regard to user device authentication server, a
step is executed as processing for comparing between a code
20 [0001] provided to the user device authentication server
beforehand, and the attributes code obtained from the public
key certificate or attributes certificate of the other party
of communication (entity). Further, in communication
processing between a shop and a user device authentication

25 server, in a processing sequence (e.g., program) for



key certificate or attributes certificate of the other party of

communi cation (entity). Further, in communication processing between a shop
and a user device authentication 25 server, in a processing sequence '
(e.g., program for - 220 specifying the other party of comunication at
each entity and executing, a step is executed as processing for conparing
between an attributes code set as an authorized other party of

conmmruni cati on beforehand, and the aitﬁégutes 5 code obtained fromthe
public key certificate or attributes rtificate of the other party of
comuni cation (entity). Next, the flowhart in Fig. 73 (B) applying that
attributes certificate will be described. First, in step S2201, nutual

aut hent i spéc bfy pngcehei aghesi pgraypuolil commapicafioar aif eaghe enti®yecut ed
(see Fig. 13), and under the conditions that authentication has been

est abl i shied ¢ézecytiipgenad stepessi ax€2008Y, asepirbieabing dbrattri butes
certificate of the other party is executed using the public key of the
attri buteemparingi bateeensanratbrihbntes ¢8de0set a5 andautnlierizikd condition
that the verification succeeds and that the attributes certificate |inking
wi th t heopludriparby oferommupicathon befarebands randdbibedashributgeabl i c key
certificate serial nunber stored in both the public key certificate and
attriPbuteedecebtaivadefram thgnenblis kex rerpoficabe) ort phtributeBut es

information is, extracted fromthe attributes certificate storing the sane
public w@@rtlflcate of the other party of communication (entity)-.

Next, the flowchart in Fig. 73 (B) applying that
attributes certificate will be described. First, in step
52201, mutual authentication processing using a public key

10 certificate is executed (see Fig. 13), and under the
conditions that authentication has been established (a
judgment of Yes in S2202), verification of attributes
certificate of the other party is executed using the public
key of the attributes certificate issuer authority (S2203),

15 and under the condition that the verification succeeds and
that the attributes certificate linking with the public key
certificate has been confirmed based on the public key
certificate serial number stored in both the public key
certificate and attributes certificate (a judgment of Yes in

20 S2204), that attributes information is extracted from the
attributes certificate storing the same public key
certificate serial number as the public key certificate
(S2205). In the event that the attributes information is
authorized (a judgment of Yes in S2206), judgement is made

25 that mutual authentication and attributes confirmation has



certificate serial nunber as the public key certificate (S2205). In the
event that the attributes information is authorized (a judgnent of Yes in
S2206), judgenment is made 25 that nmutual authentication and attributes
confirmation has - 221 succeeded (S2207), and the flow proceeds to
subsequent processing. In the event that the judgnent is No in step

S2202, S2204, and S2206, judgenent is nade that the nutual authentication
and attributes confirmation has failﬁﬂq (S2208), and subsequent processing
is canceled. (2) Generate transacti© ,~ purchase request data, and (3)
Transmt purchase request data Upon success of mutual authentication

bet ween the above-described shop server 1010 and user device 1020, and 10
attri butfagscessdéd Ngg 22017 ) | hendisehe deYow epiffedenes agebsequertit s pur chase
request data. The configuration of purchase request data is the

confi gurptocessiroyn iIn Rilge edddt)thescthdejudgménter is hboi iy stspop | D
which is an identifier of the shop server 1010 and which is the 15

desti nat$220f 321204 ccaredtS2206pnfedgement chasnadge thatrtheamsutweal | D
generated based on a random nunber for exanple, by the encryption

pr ocessiateratniscatf iamheand eat t it tes 1000f ixmation deas | faktedor
transactions, and further a contents ID serving as_an identifier of the
cont &nt s( S &) 2and s uktequURN cereoeess brd t bs ptakeaked. and the el ectronic

signature of the user device is affixed to this data.
(2) Generate transaction ID, purchase request data, and

(3) Transmit purchase request data
Upon success of mutual authentication between the
above~described shop server 1010 and user device 1020, and
10 attributes confirmation, the user device 1020 generates
contents purchase request data. The configuration of
purchase request data is the configuration shown in Fig.
l4(a) described earlier, having a shop ID which is an
identifier of the shop server 1010 and which is the
15 destination of the request of contents purchasing, a
transaction ID generated based on a random number for
example, by the encryption processing means of the user
device 1020, as an identifier for transactions, and further
a contents ID serving as an identifier of the contents which
20 the user device desires to purchase, and the electronic
signature of the user device is affixed to this data.
(4) Verify received data
Upon receiving the purchase request data shown in Fig.
l14(a) from the user device 1020, the shop server executes

25 the verification processing of the received data. As



(4) Verify received data Upon receiving the purchase request data shown in
Fig. 1l4(a) fromthe user device 1020, the shop server executes 25 the
verification processing of the received data. As - 222 described earlier
with reference to Fig. 15, in the verification processing, first,
verification of the public key certificate Cert_DEV of the user device is
performed, follow ng which the user device public key: KpDEV is 5
extracted fromthe public key certifiigée, and verification processing of
t he user device signature of the pd?g € request data is executed using
t he public key Kp_DEV of the wuser device. In the event that judgnent is
made that verificationis 10 OK 1i.e., that there is no tanpering with the
pur chasales@Efilesd etathier wdittenteferemee tharighelsgcenveledata i s
aut hori zed contents purchase request data. In the event that the
veri fi cateminf icatnioin geteddssiveyl, §idgeeverifsicatitontdftthaepebl et anpering
with the purchase request data, and 15 processing with regard to that
pur chas&keyxmestifinate CextaRY |efl. thé)ugenndevicents yperformed ent s and
encrypted contents key data 1 (shop) Upon verification of the purchase
request fatlowgiggrhinh ddmpluaen device phbbicdrers KPROV id j udgment
being made that this is an authorized contents purchase request with no

5 extracted from the public key certificate, and verification

processing of the user device signature of the purchase
request data is executed using the public key Kp_DEV of the
user device.
In the event that judgment is made that verification is
10 OK, i.e., that there is no tampering with the purchase
request data, judgment is made that the received data is
authorized contents purchase request data. In the event
that the verification is not established, judgement is made
that there is tampering with the purchase request data, and
15 processing with regard to that purchase request data is
cancelled. |
(5) Transmit encrypted contents and encrypted contents
key data 1 (shop)
Upon verification of the purchase request data being
20 completed at the shop server 1010, and judgment being made
that this is an authorized contents purchase request with no
data tampering, the shop server 1010 transmits encrypted
contents and encrypted contents key data 1 (shop) to the
user device. Both of these are data stored in the contents

25 database, and are encrypted contents: Kc (content) wherein



data tanpering, the shop server 1010 transmts encrypted contents and
encrypted contents key data 1 (shop) to the wuser device. Both of these are
data stored in the contents 25 database, and are encrypted contents: Kc
(content) wherein - 223 contents are encrypted with a contents key, and
encrypted contents key data: KpDAS(Kc) wherein the contents key: Kc is
encrypted with a public key of the user device authentication server (DAS)
1030. 5 The encrypted contents key dg#g 1 (shop) has the configuration
shown in Fig. 14(b), described earlT 23 That is, this has a user device ID
which is the identifier of the wuser device 1020 which is the requester of
the contents purchase, purchase request data (the data in Fig. 14(a) 10

excl udi ngohbentseardesheeypubli @ikRyaceohteheat R)a?]/,t hadseapryptegessi ng No.
generated by the shop server 1010 acconpanying the contents transacti on,

and t he eostypntedkegodseat SKEBXS (Rt i wKpDADOKEhe wohlenlle &egct KRENLS
signature of the shop server 1010 affixed to this data. Further, the 15
publ i c keycrgptediwitle af pubkishkeysefvehel@i8ri deatitached to the
encrypted contents key data 1 (shop), and is sent to the user device 1020.
Now, in aweheyehtathen séevehopDASErV@80public key certificate has already
been sent to the wuser device side at the tinme of the above-described to 20
mut ual aut herthe grnanypirest esitrptorken qattreks(skep) ibasthet hat, there is

not necessarily the need to send it again. _
configuration shown in Fig. 14(b), described earlier. That

is, this has a user device ID which is the identifier of the
user device 1020 which is the requester of the contents
purchase, purchase request data (the data in Fig. 14(a)

10 excluding the user device public key certificate), the shop
processing No. generated by the shop server 1010
accompanying the contents transaction, and the encrypted
contents key data: KpDAS(Kc), with the electronic.signature
of the shop server 1010 affixed to this data. Further, the

15 public key certificate of the shop server 1010 is attached
to the encrypted contents key data 1 (shop), and is sent to
the user device 1020. Now, in the event that the shop
server public key certificate has already been sent to the
user device side at the time of the above-described to

20 mutual authentication processing, or in processing prior to
that, there is not necessarily the need to send it again.

(6) Verify received data
Upon receiving the encrypted contents: Kc (content) and
the encrypted contents key data 1 (shop) shown in Fig. 14(b)

25 from the shop server 1010, the user device 1020 executes



(6) Verify received data Upon receiving the encrypted contents: Kc
(content) and the encrypted contents key data 1 (shop) shown in Fig. 14(b)
25 fromthe shop server 1010, the user device 1020 executes - 224 '
verification processing of the encrypted contents key data 1 (shop). This
verification processing is processing simlar to the processing flowin

t he above-described Fig. 15, with the user device 1020 executi ng
verification of the public 5 key cert%%%cate of the shop server received
fromthe shop server 1010 using the ITc key KpCA of the issuer
authority (CA) first, and then next executing verification of the shop
signature of the encrypted contents key data 1 shown in Fig. 14(b) using
t he publver kEjcdpShiDRbobcebeingopt 10hseenerypbad bastbres kReyrastgdifrom
the public key certificate. (7) Mitual authentication and attributes
confirmatshop) pr dilessi wer Lporat ben usroceesing 182proeessinggsimhglancrypt ed
15 contents: Kc (content) and the encrypted contents key data 1 (shop)
from t hetahdpe qgeroces4.019 fihow eimli vige varoveedesonibéd Fhe.ehbyywith
contents key data 1 (shop), the user device 1020 accesses the user device
aut hent ithe iwies edereica 0B020 execekieqtesr hficatientaéntheapubhbipr ocessi ng
and attributes 20 confirmation processing between the user device 1020 and
t he Susdfeliaprelbigated 9L athonskep \@erveBoreqaiedr feemssthg skop

server 1010 using the public key KpCA of the issuer
authority (CA) first, and then next executing verification
of the shop signature of the encrypted contents key data 1
shown in Fig. 14(b) using the public key KpSHOP of the shop
10 server that has been extracted from the public key
certificate. |
(7) Mutual authentication and attributes confirmation
processing
Upon the user device 1020 receiving the encrypted
15 contents: Kc (content) and the encrypted contents key data 1
(shop) from the shop server 1010 and ending verification of
the encrypted contents key data 1 (shop), the user device
1020 accesses the user device authentication server 1030,
and executes mutual authentication processing and attributes
20 confirmation processing between the user device 1020 and the
user device authentication server 1030. This processing is
executed by procedures which are the same as the mutual
authentication processing and attributes confirmation
processing between the shop server 1010 and user device 1020,

25 described above.



executed by procedures which are the sanme as the nutual authentication
processing and attributes confirmation processing between the shop server
1010 and user device 1020, 25 described above. - 225 (8) Transnmit ‘
encrypted contents key data (user device) and encrypted contents key

swi tching request Upon establishnent of nutual authentication and
attributes confirmation processing between the user device 5 1020 and user
devi ce aut hentication server 1030,tEE;LBer device 1020 transmits the
encrypted contents key KpDAS(Kc) re ed fromthe shop server 1010
earlier, and an encrypted contents key switching request, to the user
device authentication server 1030. The configuration of the 10 encrypted

contents key (#3t arngaitdenicigpticd adltemMts kdy @atal4(Wher dhscidded
earlier. That is, this has a user device authentication server ID which is
t he i dendnd idtcfptidie ametentieVkee switheningatequeserver 1030 which is the
destination of the encrypted contents key swi tching request, and the 15
encrypt ed comupent eskapldshmentc & fv aoh fuadmauthesitip agerorerandl010 (t he data
in Fig. 14(b) excluding the shop public key certificate), with the

el ect r ordtet wilgrizgsu reo noff i ket Lose rpr alees £ind (29t wédn xeue t wsehi dedita.

Further, the public key certificate of the shop server 1010 and the public
key 30 ddt2Q farshtusey dewiasauthenticabiom gereer akhdQ, tiche heserncrypt ed

contents key data (user device), and is sent to
device 1020 transmits the encrypted contents key KpDAS(Kc)

received from the shop server 1010 earlier, and an encrypted
contents key switching request, to the user device
authentication server 1030. The configuration of the

10 encrypted contents key data (user device) is a shown in Fig.
14(c), described earlier. That is, this has a user device
authentication server ID which is the identifier of the user
device authentication server 1030 which is the destination
of the encrypted contents key switching request, and the

15 encrypted contents key data received from the shop server
1010 (the data in Fig. 14(b) excluding the shop public key
certificate), with the electronic signature of the user
device 1020 affixed to this data. Further, the public key
certificate of the shop server 1010 and the public key

20 certificate of the user device 1020 are attached to the
encrypted contents key data (user device), and is sent to
the user device authentication server 1030. Now, in the
event that the user device authentication server 1030
already has the user device public key certificate and the

25 shop server public key certificate, there is not necessarily



t he user device authentication server 1030. Now, in the event that the
user device authentication server 1030 al ready has the user device public
key certificate and the 25 shop server public key certificate, there is
not necessarily - 226 the need to send it again. (9) Verify received data
Upon receiving the encrypted contents key data (user device) and the
encrypted contents key switching request 5 (Fig. 14(c)) fromthe user

devi ce 1020, the user device authent tion server 1030 executes
verification processing of the encr?xé contents key switching request.
This wverification processing is processing the sane as the processing
flowin the above-described Fig. 15 wth the 10 user device authentication
server 119 reedttexsend i g againfication of the public key certificate of
the user device received fromthe user device 1020 using the public key
KpCA of the i(fudterdfiyhardaeivedh)datand t hen executing verification of the
el ectronic signature of the encrypted 15 contents key data (user device)
shown in Fi gUpbi @eagsivigg tihe mnsnyptes) dpbDRnts kdwre dastta dmemxe t hat has
been extracted fromthe public key certificate. Further, wverification of
t he publdevigs) and ithe frcrypied compenterkey switgqkingeteqeesy the public
key KpCA of the issuer 20 authority (CA), and next verification of the shop
si gnat uré@idnf ke X b)Iram e stFenrdentce kY2 Qat Bhe woer sdeedcen t he

authentication server 1030 executes verification processing
of the encrypted contents key switching request. This
verif;cation processing is processing the same as the
processing flow in the above-described Fig. 15, with the

10 user device authentication server 1030 first executing
verification of the public key certificate of the user
device received from the user device 1020 using the public
key KpCA of the issuer authority (CA), and then executing
verification of the electronic signature of the encrypted

15 contents key data (user device) shown in Fig. 14(c) using
the public key KpDEV of the user device that has been
extracted from the public key certificate. Further,
verification of the public key certificate of the shop
server is executed using the public key KpCA of the issuer

20 authority (CA), and next verification of the shop signature
of the (5) encrypted contents key data 1 contained in the
encrypted contents key data (user device) shown in Fig.
14(c) is performed using the public key KpSHOP of the shop
server extracted from the public key certificate. Also, in

25 the event that a telegram which the user device has



encrypted contents key data (user device) shown in Fig. 14(c) is perforned
using the public key KpSHOP of the shop server extracted fromthe public
key certificate. Also, in 25 the event that a tel egram which the user '
device has - 227 transmitted is in the format shown in Fig. 14(c),
verification of the telegramis executed as necessary. (10) Encrypted
contents key switching processing At the user device authentication server
1030, upon 5 verification of the egciyptgd contents key data (user device)
and encrypted contents key switching request received fromthe user device
1020 been conpleted, and judgnment being nmade that this is an authorized
key switching request, the user device authentication server 1030 decrypts
10 the ebrappmittednienins kbg fommatnelown tiheFdger fgt(ed, contents key data
(user device), i.e., the data: KpDAS(Kc) wherein the contents key: Kc is
encrypt ederifhcahéopudfi thekbplrgDAB d& ekecuted devinecessalynti cation
server (DAS) 1030, with a secret key KsDAS of the user device 15

aut henti cat i ol GerBRErypEed eonepnts nkenesebhchhng RE9C®Bsingnd furt her
generates an encrypted contents key: KpDEV(Kc) wherein the contents key Kc
i s encrypt ed Al tHe HES PP Eick AuthemHcat iohesereer dbd38e. upBAL is to
say, key swiftchipg processing is executed in the order of KpDAS(Kc) 20 ->
Kc -2 KptERakegatrengetcthectnehypPred GPhkepkeckercdata ki§erie, with

device) and encrypted contents key switching request
received from the user device 1020 been completed, and
judgmgnt being made that this is an authorized key switching
request, the user device authentication server 1030 decrypts

10 the encrypted éontents key contained in the encrypted
contents key data (user device), i.e., the data: KpDAS(Kc)
wherein the contents key: Kc is encrypted with the public
key KpDAS of the user device authentication server (DAS)
1030, with a secret key KsDAS of the user device

15 authentication server 1030, to obtain the contents key Kc,
and further generates an encrypted contents key: KpDEV(Kc)
wherein the contents key Kc is encrypted with the public
key: KpDEV of the user device. That is to say, key
switching processing is executed in the order of KpDAS(Kc)

20 — Kc —> KpDEV(Kc).

As described earlier with reference to Fig. 16, with
this processing, the contents key data: KpDAS(Kc) encrypted
with the public key KpDAS of the user device authentication
server (DAS) 1030 is extracted from the encrypted contents

25 key data (user device), and next, this is decrypted with the



this processing, the contents key data: KpDAS(Kc) encrypted wth the
public key KpDAS of the user device authentication server (DAS) 1030 is
extracted fromthe encrypted contents 25 key data (user device), and next,’
this is decrypted with the - 228 secret key KsDAS of the user device

aut henti cation server 1030, and the contents key Kc is obtained, and next,
the contents key Kc obtained by decryption is re-encrypted with the
public key: KpDEV of the user device, nerating the 5 encrypted contents
key: KpDEV(Kc). (11) Mutual authentTC%ﬁ?dﬁ and attributes confirmation
processi ng Upon the above-described key swi tching processing of the
encrypted contents key been conpleted at the user device 10 authentication
server l1938€ret heeysksDASVOfethet heeti davice sethentibdBiancseseert he shop
server 1010, and nutual authentication and attributes confirmation
processi B0 s ardethe ecobbenkenkeneKasks odetaipedut Ardt neati obheerver 1030
and the shop server 1010. This processing is executed by 15 procedures the
same as ¢onrtents dkevuKdecpbtainednbyrdeecsygphiyonahd netrenoduyptedowithmati on
processing between the shop server 1010 and the user device 1020,

descri betheyel i¢ gy TrEpBEY toEnthe pager cdeviaes danarapsngt hhenut ual

aut hentication and attri butes 20 confirmati on processi ng bei ng established
bet wien enerypked crntertsukewhtKRREYOfClerver 1030 and the shop server

1010,
(11) Mutual authentication and attributes confirmation

processing
Upon the above~described key switching processing of
the encrypted contents key been completed at the user device
10 authentication.server 1030, the user device authentication
server 1030 accesses the shop server 1010, and mutual
authentication and attributes confirmation processing is
executed between the user device authentication server 1030
and the shop server 1010. This processing is executed by
15 procedures the same as the mutual authentication processing
and attributes confirmation processing between the shop
server 1010 and the user device 1020, described above.
(12) Transmit encrypted contents data
Upon the mutual authentication and attributes
20 confirmation processing being established between the user
device authentication server 1030 and the shop server 1010,
the user device authentication server 1030 transmits
encrypted contents key data (DAS) to the shop server 1010.
The configuration of the encrypted contents key data (DAS)

25 is as described with reference to Fig. 17(d) above. This



t he user device authentication server 1030 transmts encrypted contents
key data (DAS) to the shop server 1010. The configuration of the encrypted
contents key data (DAS) 25 is as described with reference to Fig. 17(d) '
above. This - 229 has a shop ID which is an identifier of the shop server
1010 which is the destination of the contents purchase request, the
encrypted contents key data (user device) (the data excluding the shop and
the user device public key 5 certifi shown in Fig. 14(c)), and further
the encrypted contents key data: Kp Kc) generated by the user device
aut henti cation server 1030 in the above-described key swtching
processing, with the electronic signature of the wuser device

aut hent ilvas i @nslsap VED wiOBEh bies ngn al.dentilfiert b€ thBedahap Ferveer 101lbe
public key certificates of the user device authentication server 1030 and
t he userwhibeh cks 100 desteinatiehedft theheorbenypt purcbasenrequestdat a
(DAS), and sent to the shop server 1010. Note that in the event that the
shop serthe enerypiedorententsckeybiatakeyserrdeviead eéthesdakadi ng again
I's not necessarily needed. Also, in the event that_the user device

aut hent i @tgluding cthershempand the cpse¥ ydavkaswWwPREYEE K8Ybe a reliable
third party, an arrangenment npy be used wherein the encrypted contents
key @at £EHF1catY RSN 18 1T gul hiF bhr cORE af hrhBesothRecparYREedy pt ed

contents. Keve S8l 3 (user, eV el BR05T aLed, o Pla B YRS g8y S, MU

authentication server 1030 in the above-described key
switching processing, with the electronic signature of the
user device authentication server 1030 being affixed to the
10 data. Further; the public key certificates of the user
device authentication server 1030 and the user device 1020
are attached to the encrypted contents key data (DAS), and
sent to the shop server 1010. Note that in the event that
the shop server already holds these public key certificates,
15 sending again is not necessarily needed.

Also, in the event that the user device authentication
server 1030 is an entity acknowledged to be a reliable third
party, an arrangement may be used wherein the encrypted
contents key data (DAS) is not of a configuration containing

20 the (8) encrypted contents key data (user device) generated
by the user device without change, as shown in Fig. 17(d),
but rather wherein the user device authentication server
1030 extracts the data of the user device ID, the
transaction ID, contents ID, shop processing No., and

25 contents key KpDEV(Kc) encrypted with the public key of the



but rather wherein the user device authentication server 1030 extracts the
data of the user device ID, the transaction ID, contents ID, shop
processing No., and 25 contents key KpDEV(Kc) encrypted with the public key
of the - 230 user device, affixes the signature to these, and uses this

as encrypted contents key data (DAS) as shown in Fig. 18(d'). In this
case, verification of the (8) encrypted contents key data (user device) is
unnecessary, so the public key 5 certificate of the user device

aut hentication server 1030 is the o#30public key certificate that needs
to be attached. (13) Verify received data The shop server 1010 whi ch has
received the encrypted contents key data (DAS) (Fig. 17(d)) fromthe user

devi ce JdbRUidpNid Caf PSS VRE 49§9a€6§€U£8$tH§§Eﬁi§ﬁHiQQeEFEﬁEﬁSing of
encrypted contents key data (DAS). This verification processing Is the

sane progssendeyted f@oﬁi@ﬂw@fké?edaeéo(:sﬁg?nsssmwn! InFrdg.1Pgggseri bed
above, with a shop server 1010 Tirst executing verification of the public

key 15 coitifigaissdf voeifpest I6Ni 62 auéh(asl;!éﬁ&fﬂptéer&_eﬁteﬁegeké d from
t he user device authentication server 1030 wth the public key KpCA of the
i ssuer addtewr{dsex Govicay is hemesesgatyp $obthe paylkpDRéyof the user

device authentication server 1030 extracted fromthe public key 20
certbfi cgretificates e tiee dsentdenioéd abehénvibécatiognaenver b630hes
encrypted contents key data (DAS) shown in Fig. 17(d).
the only public key certificate that needs to be attached.
(13) Verify received data
The shop server 1010 which has received the encrypted
contents key data (DAS) (Fig. 17(d)) from the user device
10 authentication server 1030 executes verification processing
of encrypted contents key data (DAS). This verification
processing is the same processing as the flow of the
processing shown in Fig. 15 described above, with a shop
server 1010 first executing verification of the public key
15 certificate of the user device authentication server
received from the user device authentication server 1030
with the public key KpCA of the issuer authority (CA), and
then using the public key KpDAS of the user device
authentication server 1030 extracted from the public key
20 certificate to execute verification of electronic signature
of the encrypted contents key data (DAS) shown in Fig. 17(d).
Further, verification of the public key certificate of the
user device is executed using the public key KpCA of the

issuer authority (CA), and next, verification is executed

25 with regard to the user device signature of the (8)



Further, verification of the public key certificate of the wuser device is
executed using the public key KpCA of the issuer authority (CA), and next,
verification is executed 25 with regard to the user device signature of the
(8) - 231 encrypted contents key data (user device) contained in the
encrypted contents key data (DAS) shown in Fig. 17(d), using the public
key KpDEV of the user device extracted fromthe public key certificate.
Al'so, in the event that a telegram5 y@%cb t he user device has transmtted
isin the format showmn in Fig. 14(c)7 verification of the telegramis
executed as necessary. Now, in the event that the shop server 1010
receives the sinplified encrypted contents key data (DAS) described 10
above wi éhcrepreéncententsgkeg8@dth, (hbersHepisenveont@ifiednliy paef or ns
processi ng of executing verification of the public key certificate of the
user deveperyptédntonbents kegrdaetau$DA§)t Bbopoblinc Figy KF@CA)of ushagi ssuer
authority (CA), and then executing verification of the electronic 15

si gnat urehef pubtienkeypkpbE¥onfehhe kegrddewicPABxtzhonedi drom ghel8(d')
using the public key KpDAS of the user device authentication server 1030
ext ract epuip} e key %@bglﬁlﬁéye-ceﬁﬂﬁﬂbcéﬂethelﬁyenﬁt@Bﬁtaatﬁéﬁ?ggamion and
attributes confirmation_ 20 (15) Transmt encrypted contents key request
dat a SNexWhi¢hethgeisgedeviagohagr hRanFNitERdr bt 4B EbRt Eprmat shown

in Fig. 14(c), verification of the telegram is executed as
necessary.
Now, in the event that the shop server 1010 receives
the simplified encrypted contents key data (DAS) described
10 above with reférence to Fig. 18(d'), the shop server 1010
only performs processing of executing verification of the
public key certificate of the user device authentication
server using the public key KpCA of the issuer authority
(CA), and then executing verification of the electronic
15 signature of the encrypted contents key data (DAS) shown in
Fig. 18(d') using the public key KpDAS of the user device
authentication server 1030 extracted from the public key
certificate.
(14) Mutual authentication and attributes confirmation
20 (15) Transmit encrypted contents key request data
Next, the user device 1020 transmits encrypted contents
key request data to the shop server. Note that at this time,
in the event that a request is to be executed with a
different session from the previous request, mutual

25 authentication and attributes confirmation are executed



key request data to the shop server. Note that at this tinme, in the event
that a request is to be executed with a different session fromthe

previ ous request, nutual 25 authentication and attributes confirnmation are
executed - 232 again, and encrypted contents key request data is
transmtted fromthe user device 1020 to the shop server 1010, under the
conditions that nmutual authentication and attributes confirmation are
established. Also, in the event 5 th tel egram which the user device has
transmitted is in the format shown in"Fig. 14(c), verification of the
telegram is executed as necessary. The configuration of the encrypted
contents key request data is as shown in Fig. 17(e). The encrypted

cont ent sagayn, 18nd egnesyptiedachntenhe kkyprefuesicHaita tise i dentifier of

t he shop server 1010 which is the destination of the contents purchase
request , tramsmithedcfromn thewhseh devite iL@aAt tbi the shoposezNes
transaction generated by the encryption processing neans of the user

devi ce 10210 bawedenntherapuditisnaukhat, muhvalupukbengicehiont 8ndD which is
the identifier of contents which the user device desires to purchase, and
further akerkbhabepreeniirngtipn asat afFhablhphrAn ¢ Ads@at &n khEcBRVERE shop
has generated earlier and transmtted tQ the wuser device 1020 as encrypted
cont ent sthkaly Yatalegramophioh thecupry. dewise) hag trapg@isted: Asnip

signature of the use devyi ce. bei affi xed thi,s data, K Further, the
J E%e format sﬁown Xn Fig. fg(c), veri gcatlon of the telegram

public k
is executed as necessary.

The configuration of the encrypted contents key request

data is as shown in Fig. 17(e). The encrypted contents key

10 request data hés the shop ID which is the identifier of the
shop server 1010 which is the destination of the contents
purchase request, the transaction ID which is the identifier
of contents transaction generated by the encryption
processing means of the user device 1020 based on a random

15 number, and further a contents ID which is the identifier of
contents which the user device desires to purchase, and
further the shop processing No. contained within the data
which the shop has generated earlier and transmitted to the
user device 1020 as encrypted contents key data 1 (shop)

20 (see Fig. 14(b)), with the electronic signature of the user
device being affixed to this data. Further, the public key
certificate of the user device is attached to the encrypted
contents key request data, and sent to the shop server 1010.

Note that in the event that the public key certificate is

25 already held at the shop side, it is not necessarily needed



certificate of the user device is attached to the encrypted contents key
request data, and sent to the shop server 1010. Note that in the event
that the public key certificate is 25 already held at the shop side, it is
not necessarily needed - 233 to send this again. (16) Verification
processing, and (17) Billing processing Upon receiving the encrypted
contents key request data 5 fromthe user device, the shop server 1010
executes verification processing of %ﬂi encrypted contents key request
data. This is the sane processing as t“described with reference to Fig.
15. Upon the data verification finishing, the shop server 1010 executes
billing processing 10 relating to the contents transaction. The billing
processitg ssendrohessaggihor receiving contents charges from a transaction
account of the user. The received contents charges are distributed anong
various partiEkb) niextiveibatsimh pascesseimppyandht hol der of the contents,
the shop, the user 15 device authentication server admnistrator, etc. Up
to this billi{g preicdesiqigeraedeskiyg swit ching processing process of the
encrypted contents keys by the user device authentication server 1030 is
mandat ory, sd/pdre regwiving vidre lgiarypiiehtcaxtents key| reguesbedasang only
by 20 processing with the user device. Also, the user device 1020 cannot
decr ypt frHemchke ypser deviien: stkeyshamdserverdifyPyexecutes

verification processing of the encrypted contents key
request data. This is the same processing as that described
with reference to Fig. 15. Upon the data verification
finishing, the shop server 1010 executes billing processing
10 relating to the contents transaction. The billing
processing is processing for receiving contents charges from
a transaction account of the user. The received contents
charges are distributed among various parties involved, such
as the copyright holder of the contents, the shop, the user
15 device authentication server administrator, etc.

Up to this billing processing, the key switching
processing process of the encrypted contents keys by the
user device authentication server 1030 is mandatory, so the
shop server 1010 cannot execute billing processing only by

20 processing with the user device. Also, the user device 1020
cannot decrypt the encrypted contents key, and accordingly
can not use the contents. The user device authentication
server records contents transaction contents with all key
switching processing that has been executed in the user

25 device authentication server license management database



can not use the contents. The user device authentication server records
contents transaction contents with all key swtching processing that has
been executed in the user 25 device authentication server |icense
managenent dat abase - 234 described with reference to Fig. 6, and can know
all contents transactions which are object of billing. Accordingly,
contents transaction perfornmed by the shop side alone becone inpossible,

t her eby preventing unauthorized 5 contents sales. (18) Transmt encrypted
contents key data 2 (shop) wupon the 41 ng processing at the shop server
1010 ending, the shop server 1010 transmts encrypted contents key data 2
(shop) to the user device 1020. 10 The configuration of the encrypted

cont ent sldsryr idaich with ShefBreémcasts wig. i6), Fand dad fRnowha¥l has t he user
device ID which is the identifier of the user device 1020 which is the
request exontfertt®e tramsgu eibmontleidls &sy olejpeistof anill I fwveg. encr ypt ed
contents key data (DAS) received fromthe user 15 device authentication
server RMWwrddatd yexcdadients hergndractciok gyexfriméd day eshefshdp sbds devi ce
and user device authentication server shown in Fig. 17(d)), wth the

el ectrorilong devame igpassibllnp tweneby Pueventing weawthkdéfized to this
data. Further, the public key certificate 20 of the shop server 1010 and

t he publcomtentscsaligd cate of the user device authentication server 1030

are attached to .
(18) Transmit encrypted contents key data 2 (shop)

Upon the billing processing at the shop server 1010

ending, the shop server 1010 transmits encrypted contents
key data 2 (shop) to the user device 1020.

10 The configuration of the encrypted contents key data 2
(shop) is as shown in Fig. 17(f). This has the user device
ID which is the identifier of the user device 1020 which is
the requester of the encrypted contents key request, and the
encrypted éontents key data (DAS) received from the user

15 device authentication server 1030 (data excluding the public
key certificates of the user device and user device
authentication server shown in Fig. 17(d)), with the
electronic signature of the shop server 1010 having been
affixed to this data. Further, the public key certificate

20 of the shop server 1010 and the public key certificate of
the user device authentication server 1030 are attached to
the encrypted contents key data 2 (shop), and sent to the
user device 1020. In the event that the user device 1020
already holds the public key certificate of the user device

25 authentication server and the public key certificate of the



the encrypted contents key data 2 (shop), and sent to the user device
1020. In the event that the user device 1020 already holds the public key
certificate of the user device 25 authentication server and the public key
certificate of the - 235 shop server, it is not necessarily needed to send
this again. Now, in the event that the user device authentication server
1030 is an entity acknow edged to be a reliable third party, and in the
event that the encrypted contents key ggta 5 (DAS) which the shop server
1010 receives fromthe user device aufhanfication server 1030, is the
sinplified encrypted contents key data (DAS) described earlier with
reference to Fig. 18(d'), the shop server 1010 sends the encrypted
cont ent sshep darve®, (shopy shbtwnecesbBagily8akedetio tbOskend twhds deaiine. That
i's, the shop server attaches the public key certificate of the shop server
1010 and the Ngublir ey eeentfthatcthé ubserudevidevasthentheationtion
server 1030 to the data wherein the signature of the shop server has been
affi xed servers P3Pl isi ad entiypt ackoowiledgedisokbg darelibhdp thdwd in
Fig. 18(d'), and sends this to the wuser device 1020. (19) Verify received
dat a UpoPa¥E¥ei #hdginhthenevgptethasnthat enreypsgdacentenss) keyr datahe shop
server 1010, the user device 1020 executes 20 verification processing of
the encr {BheY ¥bieRntBekehopaggryer 3A4P) regrivesefrpme heolSgtocessing is

t he sanme_as,the . . . . ‘e
device authentication server 1030, is the simplified

encrypted contents key data (DAS) described earligr with
reference to Fig. 18(d'), the shop server 1010 sends the
encrypted contents key data 2 (shop) shown in Fig. 18(f') to
10 the user device. That is, the shop server attaches the
public key certificate of the shop server 1010 and the
public key certificate of the user device authentication
server 1030 to the data wherein the signature of the shop
server has been affixed to the simplified encrypted contents
15 key data (DAS) shown in Fig. 18(d'), and sends this to the
user device 1020.
(19) Verify received data
Upon receiving the encrypted contents key data 2 (shop)
from the shop server 1010, the user device 1020 executes
20 verification processing of the encrypted contents key data 2
(shop). This verification processing is the same as the
processing in the processing flow described earlier with
reference to Fig. 15, with the user device 1020 first
executing verification of the public key certificate of the

25 shop server received from the shop server 1010, using the



processing in the processing flow described earlier with reference to Fig.
15, with the user device 1020 first executing verification of the public
key certificate of the 25 shop server received fromthe shop server 1010,
using the - 236 public key KpCA of the issuer authority (CA), then
executes verification of the electronic signature of the encrypted
contents key data 2 (shop) shown in Fig. 17(f), using the public key
KpSHOP of the shop server 1010 extra fromthe 5 public key certificate.
Further, verification of the publié'%%gg'bertificate of the user device

aut hentication server 1030 is executed using the public key KpCA of the

I ssuer authority (CA), and verification is executed of the signature of

t he- . ( 13ulenicr \Weye Kpehtehttsh&k eis st n AT r 1Oy cOOA pj nelen nekdeutssr ypt ed
contents key data 2 (shop) shown in Fig. 17(f), using the public key KpDAS
of the vssrifiiemdtcion auf Hdhe ickedtorosite veigidBrexef achedeficoyptéd public
key certificate. Also, in the event that sone sort of transmtted

t el egr amantenta ey glatt Shicghop h shewn 1 fBig 51 Vef) f i eaingntie t he
telegramis executed as necessary. (20) Saving processing The user device
1020 whirPHgs ket iKRSHOR f e yghaewl S%@mlénl%l(ﬁe‘yx%%tﬁd(ﬁmp)th@cei ved
fromthe shop server 1010 decrypts the encrypted contents key: KpDEV(Kc)
20 efcr \REAAGHKGY iqeF i GRlR 4 ¢ RastheDEWVeHE tealeton o f Hehe epiahlige ed

content Skeléreycecl“%:tiqfizca(tseh%pl) ’thues iunsgexi' tcise\?j\.,\ge Saeuct'rheetntication server
1030 is executed using the public key KpCA of the issuer
authority (CA), and verification is executed of the
signature of the (12) encrypted contents key data (DAS)

10 contained in tﬁe encrypted contents key data 2 (shop) shown
in Fig. 17(f), using the public key KpDAS of the user device
authentication server 1030 extracted from the public key
certificate. Also, in the event that some sort of
transmitted teleqgram is in the format shown in Fig. 17(f),

15 verification of the telegram is executed as necessary}

(20) Saving processing

The user device 1020 which has verified the encrypted
contents key data 2 (shop) received from the shop server
1010 decrypts the encrypted contents key: KpDEV(Kc)

20 encrypted with its own public key KpDEV contained in the
encrypted contents key data 2 (shop), using its own secret
key KsDEV, further generates the encrypted contents key:
Ksto(Kc) by encryption using the storing key Ksto of the
user device, and stores this in the storing means of the

25 user device 1020. At the time of using contents, the



key KsDEV, further generates the encrypted contents key: Ksto(Kc) by
encryption using the storing key Ksto of the wuser device, and stores this
in the storing neans of the 25 user device 1020. At the tinme of using
contents, the - 237 encrypted contents key: Ksto(Kc) is decrypted using
the stored key Ksto and the contents key Kc is extracted, and the
extracted contents key Kc is used to execute decryption processing of the
encrypted contents Kc (Content), ther 5 reproduci ng and executing the
contents (Content). As described abdVe, Wwith each of the processes
acconpanyi ng contents distribution, the entities which execute

communi cation are of a configuration which enables processing follow ng
confi r mrenaxrypifed hmontent Huker: dstdeKdp bs hdecppptedbysahyrthat es
confirmation, such as being a user device, for exanple, so unauthorized
cont ent sttarad dety disto andhthe gontents ngeyhike eis exthaptedetends to be a
user device and executes contents transactions, or wherein soneone

pr et endshey extrzaciegh cantentaintey | Keghs | ysedbt b nexecute edecrypt omunber s
fromthe user device, for exanple, can be prevented. For exanple, in the
event t EoqeRs inkrofidihe eneryperhfeontentaitke i (Cerkerbhii therelbn that the
other party of communjcation of the user device is a shop, the user device
20 can SQRFAMGE &N REELHRMAe CRFeMesi (iPRESRBht ents as

rocessing with regard to a sho i thout worry, and al so,
P g As des%ribed above,pdyth each of‘4he processes

accompanying contents distribution, the entities which
execute communication are of a configuration which enables
processing following confirmation of the attributes of the

10 other party by attributes confirmation, such as being a user
device, for example, so unauthorized contents transactions,
such as processing wherein a shop pretends to be a user
device and executes contents transactions, or wherein
someone pretends to be a shop server and illegally obtains

15 credit card numbers from the user device, for example, can
be prevented.

For example, in the event that the user device can
confirm by attributes confirmation that the other party of
communication of the user device is a shop, the user device

20 can execute processing accompanying purchasing of contents
as processing with regard to a shop without worry, and also,
in the event that confirmation is made in the attributes
confirmation that the other party of communication of the
user device is a user device authentication server,

25 processing with regard to a user device authentication



in the event that confirmation is nmade in the attributes confirmation that
the other party of comrunication of the user device is a user device

aut henti cati on server, 25 processing with regard to a user device

aut hentication - 238 server, e.g., transm ssion of key sw tching requests,
can be executed. According to the present confirmation, the attributes of
the other party of comrunication can be confirned by performng attributes
confirmation, so 5 authorized proceszi£% according to each other party of
comuni cation is executed. Further,” neously transmitting secret data
to an unaut horized other party of conmunication can be done away wth,
thereby preventing data |eaking as well.. 10 Next, a form wherein nutual

confirmedéoredy @ lal tr&nshissbdn ot Pkegeswitghiignebqaseest edanapd only
signature verification of the received data is executed to execute
conf or medxedutdd dat RedcaundEng ngo avkle aptesbnt esonf hemabyongxehet i ng contents

transactions, will be described with 15 reference to Fig. 74. The
pr ocessiatt sitovires o £i the 7dther ep@cty eolf acompunteatiog wahhbehe nut ua
confirmation processing being omtted fromthe processing show in Fig.
72. The cqniimeed rgy pectedsing atlerdpuees ofonfibbwation,t Boough (16) 20 in
Fig. 74. The processes wll be described in detail in order of the
nunb&r s.authorized processing according to each other party of
communication is executed. Further, erroneously
transmitting secret data to an unauthorized other party of
communication can be done away with, thereby preventing data
leaking as well..

10 Next, a form wherein mutual confirmation by mutual
confirmation processing is not executed, and only signature
verification of the received data is executed to execute
conformation of data tampering and attributes, thereby
executing contents transactions, will be described with

15 reference to Fig. 74.

The processing shown in Fig. 74 is executed as
processing with the mutual confirmation processing being
omitted from the processing shown in Fig. 72. The
processing proceeds in the order of number (1) through (16)

20 in Fig. 74. The processes will be described in detail in
order of the numbers.

(1) Generate transaction ID, purchase request data, and

(2) Transmit purchase request data

First, the user device 1020 generates contents purchase

25 request data, and transmits this to the shop server 1010.



(1) Cenerate transaction ID, purchase request data, and (2) Transmt
purchase request data First, the user device 1020 generates contents
purchase 25 request data, and transmts this to the shop server 1010. -
239 The configuration of the contents purchase request data is the
confirmation described with reference to Fig. 14(a) wearlier. (3) Verify
recei ved data 5 upon receiving the purchase request data shown in Fig.
14(a)fromthe user device 1020, the_ server executes verification
processing of the received data. Wth e verification processing
according to the present enbodi nment, attributes information checking is
performed along with 10 checking for tanpering of the purchase reqguest
dat a. FiThe 7donshiguratienrcdfethedacanventsi parchbaspr pequeshgdathomsi n t he
event that attributes information is stored in the public key certificate.
First, upem cerbimnaiien ndescyibedndith gneferen¢putohBdig.r dgyest data), and
the public key 15 certificate of the user device (S2301), the shop server
1010 vega¥l¥erihe public key certificate of the user device using the
public key KpCA of the public key certificate issuer authority (S2302). In
the event thde)véerifyamesieived datdbl i shed (Yes in S2303), the public key
KpDEV of the _user 20 device is extracted fromthe public key, certificate
(S2384), andPPdY iHECEAVIRY Jhe Runphassaguess giakarghoyn tir Fig.

l4(a)from the user device 1020, the shop server executes
verification processing of the received data. With the
verification processing according to the present embodiment,
attributes information checking is performed along with

10 checking for témpering of the purchase request data.

Fig. 75 shows a received data verification processing
flow in the event that attributes information is stored in
the public key certificate. First, upon receiving a message
and signature (purchase request data), and the public key

15 certificate of the user device (S2301), the shop server 1010
verifies the public key certificate of the user device using
the public key KpCA of the public key certificate issuer
authority (S2302). In the event that verification is
established (Yes in S2303), the public key KpDEV of the user

20 device is extracted from the public key certificate (S2304),
and verification of the user device signature of the
purchase request data is performed using the public key
KpDEV of the user device (S2305). Further, in the event
that verification is successful (Yes in S2306), attributes

25 information is extracted from the public key certificate



purchase request data is perfornmed using the public key KpDEV of the user
devi ce (S2305). Further, in the event that verification is successful (Yes
in S2306), attributes 25 information is extracted fromthe public key "
certificate - 240 (S2307), judgenent is made regardi ng whet her or not
these are authorized attributes (here, attributes indicating a user
device) (S2308), and in the event that these are authorized, the
verification processing is taken to Qf 5 successful (82309) and the flow
proceeds to the next processing. %e event that judgenent is No in step
S2303, S2306, or S2308, processing I's cancel ed as the verification
processing having failed (S2310). Next, the reception data verification
processi (82 1F1 ng judiyenentpuis inadeyregatrding avkether adr rnbtit thesertificate
will be described using the flowhart in Fig. 76. First, upon receiving a
nmessage arel aithaniged (attchagtes eese, datbyibutes indipabing &ey
certificate and attributes certificate of the user device (S2401), the
shop seruasr dEMicR) i (52308 he amd pim| the keverterthat cbhesefaree user device
using the public key KpCA of the public key certificate issuer authority
(S2402) autrhqmez%inerﬁhq Heer ilgat ion i pFPFes@ERGbis sklgen Yead ben S2403), the
public key KpDEV of the user device is extracted fromthe public key

certPfi (?d’t‘@e(%)(sza?tﬁ? PO 3R ithe £ 1o RFoeeRAS SE? BRS|ReXS| gnature of

t he purchase uest data is perfaormed, qflqg t he, publi¢ key KpDEV of the
roceSSLn In the ev nt that judgement is No in step S2303,

$2306, or S2308, processing is canceled as the verification
processing having failed (S2310).
Next, the reception data verification processing using

10 the public key.certificate and attributes certificate will
be described using the flowchart in Fig. 76. First, upon
receiving a message and signature (purchase request data),
and the public key certificate and attributes certificate of
the user device (S2401), the shop server 1010 verifies the

15 public key certificate of the user device using the public
key KpCA of the public key certificate issuer authority
(S2402). In the event that verification is established (Yes
in S2403), the public key KpDEV of the user device is
extracted from the public key certificate (S2404), and

20 verification of the user device signature of the purchase
request data is performed using the public key KpDEV of the
user device (S2405). Further, in the event that
verification is successful (Yes in S2406), the attributes
certificate ié verified with the public key KpAA of the

25 attributes certificate issuer authority (S$2407). Under the



user device (S2405). Further, in the event that verification is successful
(Yes in S2406), the attributes certificate is verified with the public key
KpAA of the 25 attributes certificate issuer authority (S2407). Under the -
241 condition that verification is successful (Yes in S2408), attributes
information is extracted fromthe attributes certificate (S2409),
judgenent is nade regardi ng whether or not these are authorized attri butes
(here, attributes 5 indicating a u§§5¢¥ndce) (S2410), and in the event
that these are authorized, the verification processing is taken to be
successful (S2411), and the flow proceeds to the next processing. In the
event that judgenent is No in step S2403, S2406, S2408, or S2410,

pr ocessioondit ican ddladd veex itfiecdtOiorerid i satdess fubcedas njn 324 08) f ai | ed
(S2412). (4) Transmit encrypted contents and encrypted contents key data 1
(shop) dddir itbwd eserdinfficrmatoionnfis rextixacted f remuthe aktnibuweesig conpl et ed
at the shop server 1010, and judgnent nmade 15 that the contents purchase
request dex tdiftileertier d@ 2440 i t erpnty ismade neggardiingavkethenes
confirmed, the shop server 1010 transmts the encrypted contents and

encr ypt 8@t dhesenty e aptdmrized sHoiutes Aihpraq(@dyyrikuter user devi ce.

20 (5) Verify received data Upon receiving the encrypted contents: Kc
(con®entinddg@ting a user device) (S2410), and in the event that

these are authorized, the verification processing is taken
to be successful (S2411), and the flow proceeds to the next
processing. In the event that judgement is No in step S2403,
S2406, S2408, or S2410, processing is canceled as the
10 verification pfocessing having failed (S2412).
(4) Transmit encrypted contents and encrypted contents
key data 1 (shop)
Upon the verification of the purchase request data
being completed at the shop server 1010, and judgment made
15 that the contents purchase request is authorized and without
data tampering, and the attributes confirmed, the shop
server 1010 transmits the encrypted contents and encrypted
contents key data 1 (shop) (see Fig. 14(b)) to the user
device.
20 (5) Verify received data
Upon receiving the encrypted contents: Kc (content) and
encrypted contents key data 1 (shop) shown in Fig. 14(b)
from the shop server 1010, the user device 1020 executes
verification processing and attributes confirmation

25 processing for the encrypted contents key data 1 (shop).



encrypted contents key data 1 (shop) shown in Fig. 14(b) fromthe shop
server 1010, the user device 1020 executes verification processing and
attributes confirmation 25 processing for the encrypted contents key data 1
(shop). - 242 This verification processing is processing the sane as the
processing in the flowharts in Fig. 75 and Fig. 76, described above. In
this case, in the event that the attributes of the public key certificate
or attributes 5 certificate do not ln?%%aie shop, the processing is
cancelled. (6) Transmt encrypted con ts key data (user device) and
encrypted contents key swi tching request Next, the user device 1020
transmts the encrypted 10 contents key KpDAS(Kc) received earlier fromthe
shop serTieis d€@idfication pneceps bogcbat pnoseksyngwihehsager aguehe (see
Fig. 14(c)), to the user device authentication server 1030. (7) Verify
recei vecbxkRgestpon ircehei htovekarher ipt Bilgconbeand Rég.d@aba (user 15

devi ce) and encrypted contents key switching request (Fig. 14(c)) fromthe
user devdescuipperd abeveserIfethi® eas@eninchheoaventvihatoBbeexecut es
verification processing of the encrypted contents key sw tching request.
This vetiriutes %#d%@%spﬁgﬂ¥% b@bc@§§th§l@ﬁﬁes@ﬁeag§rthét26 processi ng
in the flowharts in Fig. 75 and Fig. 76, described above, wherein

at t r PbutRrebhiatRtdomes hpdicate shop, the processing is

cancelled.
(6) Transmit encrypted contents key data (user device)
and eqcrypted contents key switching request
Next, the user device 1020 transmits the encrypted
10 contents key KpDAS(Kc) received earlier from the shop server
1010, and an encrypted contents key switching request (see
Fig. 14(c)), to the user device authentication server 1030.
(7) Verify received data
Upon receiving the encrypted contents key data (user
15 device) and encrypted contents key switching request (Fig.
14(c)) from the user device 1020, the user device
authentication server 1030 executes verification processing
of the encrypted contents key switching request. This
verification processing is processing the same as the
20 processing in the flowcharts in Fig. 75 and Fig. 76,
described above, wherein attributes confirmation is also
executed. In this case, in the event that the attributes of
the public key certificate or attributes certificate do not
indicate user device, the processing is cancelled.

25 (8) Encrypted contents key switching processing



executed. In this case, in the event that the attributes of the public key
certificate or attributes certificate do not indicate user device, the
processing is cancelled. 25 (8) Encrypted contents key sw tching processing
- 243 Next, at the user device authentication server 1030, key sw tching
processing is executed as KpDAS(Kc) -> Kc -> KpDEV(Kc). (9) Transmt
encrypted contents data 5 Next, the user device authentication server 1030
transmts the encrypted contents key gligfa_(DAS) to the shop server 1010.
The confirmation of the encrypted contents key data (DAS) is the
configuration shown in Fig. 17(d) described earlier. 10 (10) Verify

recei ved data Upon receiving the encrypted contents key data (DAS) (Fig.
17(d)) from tNextus@t ddw cisexitdenide autheseivatiouiservenel@hdp server
1010 executes verification processing of the encrypted contents key data
(DAS). Tke¥ seitehingi proasspindeisi agervtpdoassEpPRYSHKe)satreKas—t he
processing in the flowharts in Fig. 75 and Fig. 76, described above,
wher ei n KRREY(¥®) es confirmation is also executed. In this case, in the

event that the attributes of the‘giblic key certificate or attributes
certificate dohFranRihieneiepted sentents, d3edtication server (service

operating entity), the rocessj ng i s _cancell ed.
P % g NeQQ, the user evic authentféatfgn server 1030

transmits the encrypted contents key data (DAS) to the shop
server 1010. The confirmation of the encrypted contents key
data (DAS) is the configuration shown in Fig. 17(d)
described earlier.
10 (10) Verify received data
Upon receiving the encrypted contents key data (DAS)
(Fig. 17(d)) from the user device authentication server 1030,
the shop server 1010 executes verification processing of the
encrypted contents key data (DAS). This verification
15 ©processing is processing the same as the processing in the
flowcharts in Fig. 75 and Fig. 76, described above, wherein
attributes confirmation is also executed. In this case, in
the event that the attributes of the public key certificate
or attributes certificate do not indicate user device
20 authentication server (service operating entity), the
processing is cancelled.
(11) Transmit encrypted contents key request data
Next, the user device 1020 transmits encrypted contents
key request data to the shop server. The configuration of

25 the encrypted contents key request data is as shown in Fig.



(11) Transmt encrypted contents key request data Next, the user device
1020 transmts encrypted contents key request data to the shop server. The
configuration of 25 the encrypted contents key request data is as shown in
Fig. - 244 17(e). (12) Verification processing, and (13) Billing
processi ng Upon receiving the encrypted contents key request data 5 from
the user device, and shop server 1010 executes verification processing of
the encrypted contents key request d@% . This is processing the sane as
the processing in the flowharts in g.'75 and Fig. 76, described above,
wherein attributes confirmation is also executed. In this 10 case, in the
event that the attributes of the public key certificate or attributes
certifichleedo not indicate user device, the processing is cancelled. Upon
the data verification ending, the shop server 1010 executes billing
processi ng r &) ikenif idat oontmmeessimgacdndn. 15 (14) Transmit encrypted
contents key data 2 (shop) Upon the billing processing at the shop server
1010 endi ng,( e BHdpingerpracesEing ransnits the encrypted contents key
data 2 (shop) to the user device 1020. The configuration of the encrypted
contents key UPfa LEQESYGHY ithe enaryniwtg qontrents K€Y )request i dath ear | i er

(15) Verify received data
5 from the user device, and shop server 1010 executes

verification processing of the encrypted contents key
request data. This is processing the same as the processing
in thg flowcharts in Fig. 75 and Fig. 76, described above,
wherein attributes confirmation is also executed. 1In this
10 case, in the e&ent that the attributes of the public key
certificate or attributes certificate do not indicate user
device, the processing is cancelled. Upon the data
verification ending, the shop server 1010 executes billing
processing relating to the contents transaction.
15 (14) Transmit encrypted contents key data 2 (shop)
Upon the billing processing at the shop server 1010
ending, the shop server 1010 transmits the encrypted
contents key data 2 (shop) to the user device 1020. The
configuration of the encrypted.contents key data 2 (shop) is
20 as shown in Fig. 17(f), described earlier.
(15) Verify received data
(16) Saving processing
Upon receiving the encrypted contents key data 2 (shop)
from the shop server 1010, the user device 1020 executes

25 verification processing of the encrypted contents key data 2



(16) Saving processing Upon receiving the encrypted contents key data 2
(shop) fromthe shop server 1010, the user device 1020 executes 25
verification processing of the encrypted contents key data 2 - 245 (shop).
This verification processing is processing the sane as the processing in
the flowharts in Fig. 75 and Fig. 76, described above, wherein attributes
confirmation is also executed. In this case, in the event that the
attributes of 5 the public key certhgﬁ te or attributes certificate do not
i ndi cate shop, the processing is canc ed. Upon the data verification
endi ng, the user device 1020 perfornms contents saving processing, i.e.,
decrypting the encrypted contents Kkey: KpDEV(Kc) encrypted with its own
public kéesh&ppPEV ThisgvébifisabiwnsproeeskingkKiBEyroaes sfimgt the eameypti ng
with the stored key Ksto of the user device to generate the encrypted

cont ent sakeYheKpro¢&ss ingndnsthei figowahakésstior Fig .nd&nandf Fighe 76ser
device 1020. In this way, with the processing shown in Fig. 74, 15

attri butdesecoibednabpva, i vhaseipnattaibubest copfatmattioal isaadkenticati on,
but is of a configuration wherein processing is executed for confirmng
attri buteseswtede sinnbhifecageyi inchhposVent: khatetbeyagtgibytesoothe
processing is _sinplified, and efficiency of processing acconpanying 20
conténtstg?athk%?oh§Yi%eﬁEhﬁEVGH? ?ﬁoéﬁ%rﬁhé Sﬁoﬁérﬂégépﬁﬁéddénﬂgﬁinent to

whi ch indicate shop, the processing is cancelled. Upon the data
verification ending, the user device 1020 performs contents
saving processing, i.e., decrypting the encrypted contents
key: KpDEV(Kc) encrypted with its own public key KpDEV using

10 its own secret“key KsDEV, and further encrypting with the
stored key Ksto of the user device to generate the encrypted
contents key: Ksto(Kc), and storing in the storing means of
the user device 1020.

In this way, with the processing shown in Fig. 74,

15 attributes confirmation is not made at the time of mutual
authentication, but is of a configuration wherein processing
is executed for confirming attributes in the signature
verification of the received data, so the processing is
simplified, and efficiency of processing accompanying

20 contents transactions is achieved.

Though the above-described embodiment to which
attributes confirmation by attributes data has been
described with regard to a configuration wherein key
switching processing is executed that the service operating

25 entity, attributes confirmation processing can be applied to



attributes confirmation by attri butes data has been described with regard
to a configuration wherein key sw tching processing is executed that the
service operating 25 entity, attributes confirmation processing can be ‘
applied to - 246 configurations such as the above-described configuration
applying a log collection server, for exanple. The safety of data

communi cation and certain security can be further heightened in other
general entities which execute data_ 5 Eécbange, by setting attributes based
on the functions characterize in eac% f the entities, storing the set
attributes in public key certificates or attributes certificates, and
executing attributes confirmati on processing of the other party of

comuni cadnHirgusa ngonsesechOasethef abavesdesbshbedt tonliigaxatdohi r mati on
processi ng can be executed along with conventional nutual authentication
pr ocessiapplnitngi ynboareolbectiont senvereocfesi agampdeoneThe safebybi nati on
of signature verification processing, nutual authentication processing,
and att rebudaka cepmmunicabhonsapdocestany, seanribbysehncbevéiuytheed
dependi ng on the degree of security, such as performng only signature
verifi cdiebghtened obh yorReragenaratnentitien ngchoﬁﬁﬁﬁuéat dagammuni cati on,
and performng attributes, confirmati on processing as _necessary. 20 Now,

t he Sreg%ﬁﬁhﬂﬁﬁ%ntPXHﬁ?@ﬁlﬁ%eﬁtHEéEPFﬁédbﬁﬁeée?aiFhemﬁPHCFéPéﬁence to a

articul ar enbodi pent, However, it is
P éharacterigz in each of the entities, storing the set

attributes in public key certificates or attributes
certiﬁicates, and executing attributes confirmation
processing of the other party of communication using these

10 certificates. Also, attributes confirmation processing can
be executed along with conventional mutual authentication
processing and signature verification processing, so one or
a combination of signature verification processing, mutual
authentication processing, and attributes confirmation

15 processing, can be selectively used depending on the degree
of security, such as performing only signature verification
are only mutual authentication for normal data communication,
and performing attributes confirmation processing as
necessary.

20 Now, the present invention has been described in detail
with reference to a particular embodiment. However, it is
self-evident that one skilled in the art can make various
modifications and substitutions to the embodiment without
departing from the scope or spirit of the present invention.

25 In other words, the present invention has been disclosed in



self-evident that one skilled in the art can make various nodifications
and substitutions to the enbodi nent without departing fromthe scope or
spirit of the present invention. 25 In other words, the present invention
has been disclosed in - 247 the formof an exanple, and the enbodi nent
should not be interpreted restrictively. The scope of the present

I nvention is to be determned solely by the clains given at the begi nning.
5 Industrial Applicability As descrlbgg7apove, with the contents charges
settl ement system based on tickets and contents charges settlenent nethod
based on tickets according to the present 10 invention, a ticket issuer
server which receives contents purchase requests sends, to the user

devi ce, thekgorxmsobrangexamptent andstbkaepbedintotnehouddchatgee recei vi ng
entity identifiers and distribution charges data for the charges

recei vi njnearpreted uvegbtrichévedydi t The spapebpifl thg pFegentessing with
regard to the contents purchase request of the user device has ended,
enabl i ngiBYeRFHEN pidckeshagdehernipadyFadepr biashrgcdpimsngdnes ak a sure
manner. Further, wth the contents charges settlenent system based on
tickets HMe ReFtRRIRIchar ges settlement nethod 20 based on tickets
according to the present invention, followi ng verification of the tickets
and pollomﬁng

Industrial Applicability
As described above, with the contents charges
settlement system based on tickets and contents charges
settlement method based on tickets according to the present
10 invention, a ticket issuer server which receives contents
purchase requests sends, to the user device, tickets storing
as contents charges information charges receiving entity
identifiers and distribution charges data for the charges
receiving entities, under the condition that billing
15 processing with regard to the contents purchase request of
the user device has ended, enabling billing processing
accompanying purchasing of contents in a sure manner.
Further, with the contents charges settlement system
based on tickets and contents charges settlement method
20 based on tickets according to the present invention,
following verification of the tickets and following
confirmation of the authorization of the tickets, entities
having charges distribution rights accompanying contents
distribution execute processing such as key switching or

25 contents distribution or the like, and execute cashing



confirmation of the authorization of the tickets, entities having charges
distribution rights acconpanying contents distribution execute processing
such as key switching or 25 contents distribution or the |like, and execute
cashing - 248 processing based on tickets, so the entities can receive the
di stribution charges of the contents in a sure manner. Further, with the
contents charges settlenent system based on tickets and contents charges
settlenment method 5 based on tickets,pgcording to the present invention,
processing for swtching a contents key KpDAS(Kc) encrypted wth a public
key of the user device authentication server (DAS) wth a contents key
KpDEV(Kc) encrypted with a public key KpDEV of the user device is executed
under thpreoessingnbagedfonetéchetsf aottbeeenbyjttiee ceer reeceiive the

aut hentication server (DAS) managi ng contents distribution, so the user
devi ce adisenibebienncharges efinthecoeatenyskabwa suaesmennems of contents.
Further, with the contents charges settlenment system 15 based on tickets
and cont ent s BHerhpis, Jetth ciimtconteniss ohaegednsettkementiceystiemg to the
present invention, at |east one of nutual authentication processing or

si gnat urkasgénen at iokebmdandr Fentantenchasgessertaemenkemgtbadi n data
communi cati on executed between _ user devjces, shops, and user 20 device

aut hent i RaFEPrOR et HRKe s s3CeREALRG kPt Y8 PHEEENt cdRWBRLAQNI on and data

tanper'qgrgggsgfnghfggegWitching a contents key KpDAS(Kc) encrypted

with a public key of the user device authentication server
(DAS) with a contents key KpDEV(Kc) encrypted with a public
key KpDEV of the user device is executed under the condition
10 of receipt of é ticket by the user device authentication
server (DAS) managing contents distribution, so the user
device authentication server can accurately know
transactions of contents.
Further, with the contents charges settlement system
15 Dbased on tickets and contents charges settlement method
based on tickets according to the present invention, at
least one of mutual authentication processing or signature
generation and verification processing are executed in data
communication executed between user devices, shops, and user
20 device authentication servers, so the security of data
communication and data tampering can be checked.
With the contents distribution system and the contents
distribution method having a log management configuration
according to the present invention, contents purchase log

25 data can be collected according to the updating processing



Wth the contents distribution systemand the contents distribution method
havi ng a | og managenent configuration according to the present invention,
contents purchase | og 25 data can be collected according to the updating
processing - 249 of public key certificates of user devices which purchase
contents, so the systemoperator (SH System Holder) nmanaging the |og
col l ection server can accurately know the state of sales of contents. 5
Further, with the contents distributi system and the contents

di stribution nmethod having a | og néhggghent configuration according to the
present invention, the public key certificate of the user device is

mandat ory for nutual authentication processing with the shop server, or
for 10 \off ifubddtd deeyprazngsisi inatods o fneter abewidvesl winichepyreltdsese request
data fromthe user device, so the user device needs to transmt |og data
to t he locopteiUsactsmrtisemyatemdpgiitar (5 Bystemkiglder)ificate so as
to hold a valid public key <certificate, in order to purchase contents.
Accor di m@nagingl 3:hes drogi@aldedizinmots gnnathaan agtwra selinvkmey drhe
out-of-date public key certificate, thus encouragi ng updating of public
key cer tStatentods salas R captentite contents distribution systemand the
contents distribution nmethod having a | og managenent 20 configuration

acco? di ng t oFuKEhgresWAth fhencrgtentsy digitaibusiog systan andnthser

devices in a sure nmanner by the |o .
contents dist£¥iut36n methé% having a log management

configuration according to the present invention, the public
key cgrtificate of the user device is mandatory for mutual
authentication processing with the shop server, or for

10 verification pfocessing of signatures added to the purchase
request data from the user device, so the user device needs
to transmit log data to the log collection server and update
the public key certificate so as to hold a valid public key
certificate, in order to purchase contents. Accordingly, a

15 user device cannot purchase contents having an out-of-date
public key certificate, thus encouraging updating of public
key certificates.

Further, with the contents distribution system and the

contents distribution method having a log management

20 configuration according to the present invention, log data
is collected from user devices in a sure manner by the log
collection server managed by the system operator, so the
state of sales of contents can be managed. Further,
contents sales can be accurately distributed to sales

25 profits obtaining rights holders such as contents providers



col l ection server managed by the system operator, so the state of sal es of
contents can be managed. Further, contents sales can be accurately
distributed to sales 25 profits obtaining rights hol ders such as contents
providers - 250 and the |like, based on the sales distribution information
in the log data. Further, wth the contents distribution systemand the
contents distribution nmethod having a | og managenent 5 configuration
according to the present invention, a Sssion key Kses generated at the
tinme of nmutual confirmation is used 55 a generating key for a integrity
check value (ICV) for data comuni cated between the entities such as user
devi ces, shop servers, log collection servers, etc., and the 10 ICV is
added t oantetheahskett bdsedt anattieceaiesi ddiséd ibsdionhdnfara@yioh tine
comuni cated data is further heightened. Wth the data conmuni cation

syst em cbhealagndabatri butes confirmation processing and the data

communi cation nethod containing attributes confirmation 15 processing
accordi ng t o Eurtheresanith nvket¢ontenes wdéatehbuties spstameandutkedat a
communi cation, attributes infornation set to an entity which is the other
party ofcorbeflifi daetshbnsien: apkbads hamingeapdbpi mapagenent fj cate or
attributes certificate of the entity which is the other 20 party  of
conwﬁnic%??ghguﬁﬁﬁlﬁPtPFEBF@énEoﬁPi%hﬁt96ﬁ58&§e&n8ﬁntﬂﬁéroﬁt&Pﬁééon

attributes information is_a condition for ) ) .
key Kses generated at the time of mutual confirmation is

used as a generating key for a integrity check value (ICV)
for data communicated between the entities such as user
devices, shop servers, log collection servers, etc., and the

10 ICV is added t§ the transmitted data and communicated, so
the safety of the communicated data is further heightened.

With the data communication system containing

attributes confirmation processing and the data
communication method containing attributes confirmation

15 processing according to the present invention, between
entities which execute data communication, attributes
information set to an entity which is the other party of
communication is obtained from the public key certificate or
attributes certificate of the entity which is the other

20 party of communication, and attributes confirmation based on
the obtained attributes information is a condition for
processing execution, so an entity which is the other party
of communication is prevented from executing processing in
guise of another entity, so safe data communication, e.g.,

25 processing accompanying contents transactions, is enabled.



processi ng execution, so an entity which is the other party of

communi cation is prevented from executing processing in guise of another
entity, so safe data conmunication, e.g., 25 processing acconpanying
contents transactions, is enabled. - 251 Further, with the data

conmuni cation systemcontaining attributes confirmation processing and the
data conmmuni cation nethod containing attributes confirmation processing
according to the present invention, djfferent 5 attributes codes are
provided to for each function of, for  ‘exanple, user devices which execute-
purchasi ng of contents, shop servers which receive purchase requests for
contents, a system hol der which manages distribution of contents, and so
forth, and afurtieres widhf itheatdadia icomeRecitadi drassyos tem tdwntidiraing i but es
codes, so data transm ssion acconpanying various contents purchasing

pr ocessiatgyibulinmcanfigmaiion) presess hag i ard biyhe daka device that the
other party of communication is a shop server, for exanple, thereby

pr event iGRIMWHIGa gL T meddied erAtainieg taktriketeg scopfimpatioRth the data
conmmuni cati on system containing attributes confirmation processing and the
data cEOHARRSTHNDRIRIHBNE oF? FhE REELRT biRENEEPR i r%gf%’?\en?)r ocessi ng
according to the present invention, the attributes information is stored
in aSpuliSterikites qqdes A%e REVFLIdR] rip ks 2ash | FRRGEION B tFRL si gnat ur e

of the publi key ceriificate issuer authority or the attributes
%xamﬁie, &ger evices wthh execute pugéhasing of contents,

shop servers which receive purchase requests for contents, a
system holder which manages distribution of contents, and so
forth, and attributes confirmation is executed based on the

10 attributes codés, so data transmission accompanying various
contents purchasing processing is enabled following
confirmation by a user device that the other party of
communication is a shop server, for example, thereby
preventing leaking of secret data, and the like.

15 Further, with the data communication system containing
attributes confirmation processing and the data
communication method containing attributes confirmation
processing according to the present invention, the
attributes information is stored in a public key certificate

20 or attributes certificate, and the signature of the public
key certificate issuer authority or the attributes
certificate issuer authority is generated and stored in each
of the certificates, whereby unauthorized processing using

unauthorized attributes information can be prevented.



certificate issuer authority is generated and stored in each of the
certificates, whereby unauthorized processing using unauthorized
attributes informati on can be prevented. - 252 CLAIMS 1. A contents
charges settl enent system based on tickets, conprising: 5 a ticket issuing
server for issuing tickets storing a charges reception entity identifier
as contents charges information acconpanying processing for purchasing of
contents, and allocated charges data with regard to said charges reception
entity, under the conditions that brl g 10 processing based on purchase
request data froma user device has been conpleted; a user device for
transmtting a contents purchase request to said ticket issuing server,
and receiving said ticket; 15 a us@LAIMA ce aut hentication server, which
is a user device authentication server configured as one of said charges
reception entity, for executing conversion froman encrypted contents key
whi ch is undecryptable with a stored key in said user device to an
encrypt ed conk entd d@ntentshchkarges deetrypenente syshem baseddokrey in said
user device by key- changing processing, under the conditions that said
ticket hickeken eewpri@dngfom said user device; and a ticket cashing

server for executing charges ) . ) )
5 a ticket issuing server for issuing tickets storing a

charges reception entity identifier as contents charges
information accompanying processing for purchasing of
contents, and allocated charges data with regard to said
charges reception entity, under the conditions that billing

10 processing baséd on purchase request data from a user device
has been completed;

a user device for transmitting a contents purchase
request to said ticket issuing server, and receiving said
ticket;

15 a user device authentication server, which is a user
device authentication server confiqured as one of said
charges reception entity, for executing conversion from an
encrypted contents key which is undecryptable with a stored
key in said user device to an encrypted contents key which

20 is decryptable with a stored key in said user device by key-
changing processing, under the conditions that said ticket
has been received from said user device; and

a ticket cashing server for executing charges
settlement processing based on the received ticket,

25 according to receipt of a ticket from said charges reception



settl ement processing based on the received ticket, 25 according to receipt
of a ticket fromsaid charges reception - 253 entity. 2. A contents
charges settlenent system based on tickets, according to Claim1; wherein
tickets issued by 5 said ticket issuing server store one or a plurality of
charges reception entity identifiers as contents charges information and
all ocated charges data with regard to one or a plurality of charges
reception entities, and in the event $§ issuing a ticket with a plurality
of charges reception 10 entity i dentif72rs said ticket i ssui ng server
issues to said wuser device a nunber of tickets corresponding to said
charges reception entity identifiers; and wherein said user device has a
configuremtityf or executing processing for transmtting the received
tickets 15 to each of the entities corresponding to the charges reception
entity identifiers. 3. A contents charges settlenent system based on
tickets, according to Caiml; wherein a transaction 20 identifier for

i dentifyi ng dont énteontentshchanges artfsienent systemrdoased iaket s i ssued by
said ticket issuing server, and in the event of issuing a plurality of

ti cket s Wekets eREPEILRMet e Rt 2R s] { regBeinohickehfsapauadebydevi ce,

the pluraljty of tickets are issued storing a commopn 25 transaction
i denPi f is#id ticket issuing server store one or a plurality of

charges reception entity identifiers as contents charges
information and allocated charges data with regard to one or
a plu;ality of charges reception entities, and in the event
of issuing a ticket with a plurality of charges reception
10 entity identifiers said ticket issuing server issues to said
user device a number of tickets corresponding to said
charges reception entity identifiers;
and wherein said user device has a configuration for
executing processing for transmitting the received tickets
15 to each of the entities corresponding to the charges

reception entity identifiers.

3. A contents charges settlement system based on
tickets, according to Claim 1; wherein a transaction
20 identifier for identifying contents transaction processing
is stored in tickets issued by said ticket issuing server,
and in the event of issuing a plurality of tickets with
regard to one contents transaction from said user device,
the plurality of tickets are issued storing a common

25 transaction identifier,



- 254 4. A contents charges settlenent system based on tickets, according
to daim1l;, wherein tickets issued by said ticket issuing server store a
charges reception entity 5 identifier as contents charges information and
al l ocated charges data with regard to said charges reception entity, and
al so contain an electronic signature of said ticket issuing server;
wherein the charges reception entity which executes 10 processing based on
recei pt of said ticket executes sig re verification processing of the
el ectronic signature of said ticket ‘i'ssuing server contained in the

recei ved ticket, and executes processing based on the receipt of said
ticket under the conditions that 15 conformation is nade that there is no
tanpering with data. 5. A contents charges settlenment system based on
tickets, according to Claiml; wherein a user device authentication server
configured a4 .ond sord@ntsivhapge Gatdcenenth ayatieny bhased en configuration
for executing, as conditions for receipt of said ticket; key sw tching

pr ocessitigckalitsi sagerrdingce? ypraiy hn whereimt biickehs ehssuradybXpDAS( Kc)
encrypted with a public key KpDAS of said user device authentication
server (T3S} tHIRPRSLERALRE FREVREYS IQTRAR t 9N3EIBF nraCeBhieht 8nkELY Kc, and

- 255 further re-encrypting with a public key KpDEV of said user
5 identifier as contents charges information and allocated

charges data with regard to said charges reception entity,
and also contain an electronic signature of said ticket
issuing server;
wherein the charges reception entity which executes
10 processing baséd on receipt of said ticket executes
signature verification processing of the electronic
signature of said ticket issuing server contained in the
received ticket, and executes processing based on the
receipt of said ticket under the conditions that

15 conformation is made that there is no tampering with data.

5. A contents charges settlement system based on
tickets, according to Claim 1; wherein a user device
authentication server configured as one of said charges

20 reception entity is of a configuration for executing,

as conditions for receipt of said ﬁicket;

key switching processing consisting of decrypting an
encrypted contents key KpDAS(Kc) encrypted with a public key
KpDAS of said user device authentication server (DAS) with

25 own secret key KsDAS to obtain a contents key Kc, and



device (DEV). 6. A contents charges settlement system based on 5 tickets,
according to Claiml; wherein validity data is contained in a ticket
ticket issuing server, as a valid processing period for charges
settlenment processing based on tickets; and wherein said ticket cashing

by said

server executes charges

followng verification of said validity, under the conditions that
validity is confirmed. 7. A contents f@ﬁrges settl ement system based
further

ti ckets,

according to Caim1; aving a distribution server

i ssued

10 settl enent processing based on said ticket

on 15
as a

charges reception entity for executing distribution of encrypted contents
and encrypted contents keys under the conditions of receipt of tickets
from sai furtiser deveserypbimpgewith anpubpiedkepnKphEV kéysatidansertted by

said di

undecr ypdewlee byDEVYt ored key of said user device. 8.

stribution server are encrypted contents keys which are

settl enment system based on 25 tickets, according to Claim1l; wherein
contents purchase - 256 request data which said user device generates and
transmts to said ticket issuing server_ is configured as data having a

user device I3 sd¥ Aqnfents chardeesettlienent rsxsten hagedLRion ID

servin
5 g

10

15

20

25

as a contents transaction, identifier, L .
tickets, according to Claim 1; wherein validity data is

contained in a ticket issued by said ticket issuing server,
as a valid processing period for charges settlement
processing based on tickets;

and wherein said ticket cashing server executes charges
settlement proéessing based on said ticket following
verification of said validity, under the conditions that

validity is confirmed.

7. A contents charges settlement system based on
tickets, according to Claim 1; further having a distribution
server as a charges reception entity for executing
distribution of encrypted contents and encrypted contents
keys under the conditions of receipt of tickets from said
user device;

wherein encrypted contents keys transmitted by said
distribution server are encrypted contents keys which are

undecryptable by a stored key of said user device.

8. A contents charges settlement system based on

tickets, according to Claim 1; wherein contents purchase

A contents charges



5 and a contents ID serving as a contents identifier which is the object
of purchase request, along with containing an electronic signature of the
user device; wherein said ticket issuing server checks whether or not
there is data tanpering by executing signature 10 verification of said
contents purchase request data, and adds a new entry in a ticket issuing
managenent database based on said contents purchase request data, sets
status information indicating the processing state with regard to said
added entry, and manages the processSi sequence 15 transition at said
ticket issuing server based on said status information. 9. A recording
medi um storing electronic tickets containing data exchanged between

entitiesré@héét "dat® WRiSRNELDESubERNgasitengeneeRtEENANHOLEANEARNES
transaction processing; said recording nmedi umstoring charges reception

entity toesdidieickeerissging sepvent sscbangegurefionsaihes haegagpanyi ng
contents purchase processing and allocated 25 charges data with regard to
sai d chaiges decbpdi I ®atvingsas-a2bserl@eviceetdedtngigedi am storing
el ectronic tickets, according to Caim9, wherein said tickets are of a
confi guratamsact bon NIf) sereodngeas sacbanyestsnfpannacvionaideptifaérty of
charges reception entity identifiers and allocated charges data to each of
sai d5pl uardi i a ycoritemts gB3 serving as a contents identifier which is
the object of purchase request, along with containing an
electronic signature of the user device;
wherein said ticket issuing server checks whether or
not there is data tampering by executing signature
10 verification of said contents purchase request data, and
adds a new entry in a ticket issuing management database
based on said contents purchase request data, sets status
information indicating the processing state with regard to
said added entry, and manages the processing sequence

15 transition at said ticket issuing server based on said

status information.

9. A recording medium, storing electronic tickets
containing data exchanged between entities relating to
20 contents transactions according to contents transaction
processing;
said recording medium storing charges reception entity
identifiers serving as contents charges information
accompanying contents purchase processing and allocated

25 charges data with regard to said charges reception entities.



reception entities. 11. A recording nediumstoring electronic tickets, 10
according to Caim9, wherein said tickets are of a configuration storlng
validity data as a valid processing period for charges settlenent
processi ng based on tickets. 12. A recording nediumstoring electronic
tickets, 15 according to Cdaim9, wherein said tickets are of a
configuration storing an electronic signature of a ticket issuing server.
13. A contents charges settlenent nmethod based on 20 tickets, conprising:
step for transmitting a contents purchdbserequest froma user device to a
ticket issuing server; step at the ticket issuing server for executing
billing processing based on contents purchase request data 25 fromthe
user device, and issuing tickets storing a charges - 258 reception entity
identifier as contents charges information acconpanying processing for

pur chasi ng ofi gcontaeHetor@ithg Mddiant et easl ddfonid he idgidd, to said
charges reception entity, under the conditions the billing processing has

been 5 goyaddinsl to AtrPimt9 | hehesein deyidetioketeceiei og gaid ticket;
step at a user device authentication server, which is configured as one of

sai d chargetiquerspionstotity, dorcorkents i clgarges eisformatbonanaencrypt ed
contents key which is
5 plurality of charges reception entity identifiers and
allocated charges data to each of said plurality of charges

reception entities.

11. A recording medium storing electronic tickets,
10 according to Claim 9, wherein said tickets are of a
configuration storing validity data as a valid processing

period for charges settlement processing based on tickets.

12. A recording medium storing electronic tickets,
15 according to Claim 9, wherein said tickets are of a
configuration storing an electronic signature of a ticket

issuing server.

13. A contents charges settlement method based on
20 tickets, comprising:
a step for transmitting a contents purchase request
from a user device to a ticket issuing server;
a step at the ticket issuing server for executing
billing processing based on contents purchase request data

25 from the user device, and issuing tickets storing a charges



10 undecryptable with a stored key in said user device to an encrypted
contents key which is decryptable with a stored key in said user device by
key- changi ng processing, under the conditions that said ticket has been
received fromsaid user device; and 15 a step at a ticket cashing server
for executing charges settlenent processing based on the received ticket,
according to receipt of a ticket fromsaid charges reception entity. 20
14. A contents charges settlenent nmethod based on tickets, according to
Claim 13; wherein tickets issued by~ 388d-ticket issuing server store one
or a plurality of <charges reception entity identifiers as contents charges
I nformation and al |l ocated charges data with regard to a 25 plurality of

charges reception entityesdenbiiriort B8 e¥ABENGE chd?8esi In¥bRMaRibhCket
with one or a plurality of charges reception entity identifiers said

ticket |igstomganpingrprosesssnyoreai fusRasiayi 6€ aonvenes,ohnli ckets
corresponding to charges reception entity identifiers; 5 and wherein said

user devalboextedtehapgesedatagwioh régandntot sagdt bhargesi vedeptebats to
each of the entities corresponding to the charges reception entity
i dentifiemnsitgp. uAdenntbat sonat jenssthel bikbingephodebaiag has B8ehi ckets,
according to Claim13; wherein a transaction identifier for identifying
cont &nt scompbated on processi ng
a step at the user device for receiving said ticket;
a step at a user device authentication server, which is
configured as one of said charges reception entity, for
executing conversion from an encrypted contents key which is
10 undecryptable with a stored key in said user device to an
encrypted contents key which is decryptable with a stored
key in said user device by key-changing processing, under
the conditions that said ticket has been received from said
user device; and
15 a step at a ticket cashing server for executing charges
settlement processing based on the received ticket,

according to receipt of a ticket from said charges reception

entity.

20 14. A contents charges settlement method based on
tickets, according to Claim 13; wherein tickets issued by
said ticket issuing server store one or a plurality of
charges reception entity identifiers as contents charges
information and allocated charges data with regard to a

25 plurality of charges reception entities, and in the event of



is stored in tickets issued by said ticket issuing server, and in the
event of issuing a plurality of tickets with regard to one contents
transaction fromsaid user device, 15 the plurality of tickets are issued’
storing a cormon transaction identifier. 16. A contents charges settl enent
met hod based on tickets, according to Claim13; wherein tickets issued by
20 said ticket issuing server store a charges reception entity identifier
as contents charges information and allocated charges data with regard to
sai d charges reception entity, and~af38 Tontain an el ectronic si gnature of
said ticket issuing server; 25 wherein the charges reception entity which
executes - 260 processing based on receipt of said ticket executes

si gnat ur esyeihgi aatioRepr @e€ASbneg 6k hhplaratit9nog chiag@elsure of said
ticket issuing server contained in the received ticket, and executes

processi ngcbpBednoant ity hdeaceifpersf saaddtickket ivsdangt Bereemrdi tions that
conformation is nade that there is no tanpering wth data. 17. A contents
charges $sstéentat saktihadebadedion at hakbes, ofctdriieng torgesponii3ngwherein
a user device 10 authentication server configured as one of said charges
recepti ohoerhargesxeeaeptikpyesnityhidgnpibfiessing which generates an
encrypted contents key KpDEV(Kc), consisting of decrypting an encrypted
conténts key KpbAdiekgirmaipteser device executes processing for

transmitting the received tickets to each of the entities

corresponding to the charges reception entity identifiers.

15. A contents charges settlement method based on
10 tickets, according to Claim 13; wherein a transaction
identifier for identifying contents transaction processing
is stored in tickets issued by said ticket issuing server,
and in the event of issuing a plurality of tickets with
regard to one contents transaction from said user device,
15 the plurality of tickets are issued storing a common

transaction identifier.

16. A contents charges settlement method based on
tickets, according to Claim 13; wherein tickets issued by
20 said ticket issuing server store a charges reception entity
identifier as contents charges information and allocated
charges data with regard to said charges reception entity,
and also contain an electronic signature of said ticket
issuing server;

25 wherein the charges reception entity which executes



with a public key KpDAS of said user device authentication 15 server (DAS)
with own secret key KsDAS to obtain a contents Kkey Kc, and further
re-encrypting with a public key KpDEV of said user device (DEV); with
recei pt of said ticket as the condition thereof. 20 18. A contents charges
settlement nmethod based on tickets, according to Caim13; wherein
validity data is contained in a ticket issued by said ticket issuing
server, as a valid processing period for charges settlenment processing
based on tickets; 25 and wherein safd2éfcket cashing server executes
charges - 261 settlenent processing based on said ticket follow ng
verification of said validity, under the conditions that validity is

confirmegrodedfind BABEENEA £EaEYUEE Set EheAERicRBthadebated on said
tickets, according to Claim13; further having a distribution server as a

charges segeatups esiitychbionepeedbsBingi 6Er thut dBcekoaner ypted contents
and encrypted contents keys under the conditions of receipt of tickets 10

from sai gigsetudevotesaibiet fcRetnisypning senvent sokeyinedanantheed by said

distribution server are encrypted contents keys which are undecryptable by

a storedréegivéd sticketerandverecutés2prodessnhgnbasetiangesheett | enent

nmet hod based on tickets, according to Claim13; wherein contents purchase
5 receipt of said ticket under the conditions that

conformation is made that there is no tampering with data.

17. A contents charges settlement method based on

tickets, according to Claim 13; wherein a user device

10 authentication server configured as one of said charges
reception entity executes key switching processing which
generates an encrypted contents key KpDEV(Kc), consisting of
decrypting an encrypted contents key KpDAS(Kc) encrypted
with a public key KpDAS of said user device authentication

15 server (DAS) with own secret key KsDAS to obtain a contents
key Kc, and further re-encrypting with a public key KpDEV of
said user device (DEV);

with receipt of said ticket as the condition thereof.

20 18. A contents charges settlement method based on
tickets, according to Claim 13; wherein validity data is
contained in a ticket issued by said ticket issuing server,
as a valid processing period for charges settlement
processing based on tickets;

25 and wherein said ticket cashing server executes charges



request data which said user device generates and transmts to said ticket
i ssuing server is configured as data having a user device ID serving as a
user device identifier, a 20 transaction ID serving as a contents ‘
transaction identifier, and a contents ID serving as a contents identifier
which is the object of purchase request, along with containing an

el ectronic signature of the user device; wherein said ticket issuing server
checks whether or 25 not there is data tanpering by executing signature -
262 verification of said contents Tuﬁ@hase request data, and adds a new
entry in a ticket issuing managenent database based on said contents
purchase request data, sets status information indicating the processing

state Wddrt Btk tPrdcsd thqdsiese@Ndr Ysa fde fBRagesol NSwPhCESSI NY
sequence transition at said ticket issuing server based on"said status

i nf or maty & £ Zdat FoIOO S Preyl Id Doy redhder f ehe PEONA £t D6ng dRa€onpUt er
program for executing contents charges settlenment processing based on
tickets vl £d LOpPiE eforsfimed. sai d conputer program conprising: a step for
receiving tickets storing a charges reception entity identifier as
contents charges information 15 acconpanyi ng processing for purchasing of
contents, and allocated charges data with regard to said charges reception
entiby; 19. A contents charges settlement method based on said

tickets, according to Claim 13; further having a

distribution server as a charges reception entity for

executing distribution of encrypted contents and encrypted

contents keys under the conditions of receipt of tickets

10 from said user device;
wherein encrypted contents keys transmitted by said

distribution server are encrypted contents keys which are

undecryptable by a stored key of said user device.

15 20. A contents charges settlement method based on
tickets, according to Claim 13; wherein contents purchase
request data which said user device generates and transmits
to said ticket issuing server is configured as data having a
user device ID serving as a user device identifier, a

20 transaction ID serving as a contents transaction identifier,
and a contents ID serving as a contents identifier which is
the object of purchase request, along with containing an
electronic signature of the user device;

wherein said ticket issuing server checks whether or

25 not there is data tampering' by executing signature



a step for executing signature verification processing of the electronic
signature of said ticket issuing server 20 contained in the received
ticket; a step for executing processing based on the receipt of said
ticket under the conditions that conformation is nade that there is no
tanpering with data by verification of the signature; 25 a step for
executing a charges settlenent request based - 263 on said ticket. 22. A
contents distribution systemhaving a | og nanaging configuration,
conprising: 5 a shop server for recei%ﬁ%g‘contents pur chase requests from
a user device, and transmtting sales confirmation data to the user
device; a. user device for transmtting contents purchase request data to

t he shopy&elFfdaeidh eXECsdidIc69PéRDS SpdBchals € NpsguestUastaNdaRgocessi ng
based on procedures using a public key certificate of the user device

havi ng vaddslid Yneweént Bndiml & ot Leket visigu $8g dnsnhgementf databags data and
generating and storing a purchase | og based on the received sales
confir mebased 0o asa b (cdit ent®peothese | peqeesvedatar setei ytaguan updating
request for a public key certificate of said user device based on receipt
of sai d infatwstidmgindinht imgsthée t proceass ingpdst @te pubthcré&ggrdetdificate
of the user device issued by

5 said added entry, and manages the processing sequence

transition at said ticket issuing server based on said

status information.

21. A program providing medium for providing a
10 computer program for executing contents charges settlement
processing based on tickets on a computer system, said
computer program comprising:

a step for receiving tickets storing a charges
reception entity identifier as contents charges information

15 accompanying processing for purchasing of contents, and
~allocated charges data with regard to said charges reception
entity;

a step for executing signature verification processing
of the electronic signature of said ticket issuing server

20 contained in the received ticket;

a step for executing processing based on the receipt of
said ticket under the conditions that conformation is made
that there is no tampering with data by verification of the
signature;

25 a step for executing a charges settlement request based



a public key certificate authority to the user device. 20 23. A contents
distribution system having a | og nanaging configuration, according to
Claim 22, wherein procedures using a public key certificate having
validity set consist of mutual authentication processing using a 25 public
key certificate, executed between said user device - 264 and shop server.
24. A contents distribution systemhaving a |og nanagi ng configuration,
according to Caim22, wherein 5 procedures using a public key certificate
having said validity set is signaturé®%erification processing executed by
said shop server with regard to an electronic signature generated by said
user device as to contents purchase request data sent from said user device
to sai d shop; $&r¥ekket 10 and said signature verification processing is
processing using a public key stored in a public key certificate of the
user device. 25. A contents distribution system having a |og 15 managi ng
configuration, according to Claim22, wherein at |east part of data

exchanged betageen saichtistls (eVe €L1 B oS s SARPhSRINGral Bodransnitted
with an integrity check value (1CV), based on a session key Kses generated

at the mhan®qgbigebnedgavibeon| cabnppisiegut ed bet ween said user 20 device
and said shop server, added thereto, and wherein data
5 a shop server for receiving contents purchase requests
from a user device, and transmitting sales confirmation data
to the user device;
a user device for transmitting contents purchase

request data to the shop server and executing contents

10 purchase requesting processing based on procedures using a
public key certificate of the user device having validity
set, and also receiving said sales confirmation data and
generating and storing a purchase log based on the received
sales confirmation data; and

15 a log collection server for receiving an updating
request for a public key certificate of said user device
based on receipt of said purchase log, and transmitting an
updated public key certificate of the user device issued by
a public key certificate authority to the user device.

20

23. A contents distribution system having a log

managing configuration, according to Claim 22, wherein
procedures using a public key certificate having validity
set consist of mutual authentication processing using a

25 public key certificate, executed between said user device



tanpering check processing based on the I1CV is executed at the receiving
side. 26. A contents distribution system having a | og 25 managi ng
configuration, according to Caim22, wherein said - 265 user device adds,
to a purchase log transmtted to said log collection server, an integrity
check value (I1CV) based on a session key Kses generated at the tinme of

mut ual aut henti cati on executed between said user device and said 5 |og
coll ection server, and transmts, and wherein data tanpering check
processing based on the ICV is executé®4at the |og collection server side.
27. A contents distribution systemhaving a | og 10 nmanagi ng confi gurati on,
according to Claim22, wherein said user device generates and adds to a
purchaseah@9shbpngdtyepd to said log collection server an electronic
signature of said user device, and wherein said | og collection server
executes verification processing of the electronic signature 15 of said
user device. 28. A contents distribution systemhaving a | og nmanaging

configuratiom4 ACOrébmgerits @ 2 th D2t YHEr Sy e &iti Having golbgction server
manages charges allocation information 20 as to one or nore charges

recepti onagagihgesohdigepateohs acbergeng baseladm azpuwdbaeen! og received
fromsaid user device, and executes response processi ng based on said
char §es proéoedtres usingnatpobltorkegpoadtihgitateahasing said
validity set is signature verification processing executed
by said shop server with regard to an electronic signature
generated by said user device as to contents purchase
request data sent from said user device to said shop server,
10 and said signature verification processing is processing

using a public key stored in a public key certificate of the

user device.

25. A contents distribution system having a log

15 managing configuration, according to Claim 22, wherein at
least part of data exchanged between said user device and
said shop server is transmitted with an integrity check
value (ICV), based on a session key Kses generated at the
time of mutual authentication executed between said user

20 device and said shop server, added thereto, and wherein data
tampering check processing based on the ICV is executed at

the receiving side.

26. A contents distribution system having a log

25 managing configuration, according to Claim 22, wherein said



confirmation requests fromcharges reception entities. 25 - 266 29. A
contents distribution systemhaving a | og managi ng configuration,
according to Claim22, wherein said shop server manages contents sal es
data, and executes processing for transmtting all sales data within a 5
predeterm ned period or sales data per charges reception entity to said

| og collection server. 30. A contents distribution systemhaving a |og
managi ng configuration, according to Claim22, wherein said 10 contents

pur chase request data which said user2@fevice generates and transnits to
said shop server is configured as data containing a transaction |ID serving
as a contents transaction identifier, and a contents ID serving as a

cont ent §,d i jch 4 j tan s ng with
cont ai ni%négéjlgnraée‘liie% r%&r}libg' s?égn%tk@%%% hie)é%ggifzgﬁlﬂgﬁgggu@ e?ae%(% gé;l?d shop

server kst NRdr@r Nodn t G &gt St d@n&@cﬁmﬁénm@vz eELEEd 1 HY a

signature verification of said contents purchase request data, and

execut ey HelP Kd¥s Zeleretad | 49 Si9é Gk fRé Co£amitdamt i on data based on
said contents purchase request data and transmitting to said user device.

31. A | contimnteicdd i esneetutiead IPtaeekn Ngh 5@l ese2Xdeviegeamdts®id content s
transact ed between a shop server and
5 log collection server, and transmits, and wherein data
tampering check processing based on the ICV is executed at

the log collection server side.

27. A contents distribution system having a log
10 managing configuration, according to Claim 22, wherein said
user device generates and adds to a purchase log transmitted
to said log collection server an electronic signature of
said user device, and wherein said log collection server
executes verification processing of the electronic signature

15 of said user device.

28. A contents distribution system having a log
managing configuration, according to Claim 22, wherein said
log collection server manages charges allocation information

20 as to one or more charges reception entities for contents
charges, based on a purchase log received from said user
device, and executes response processing based on said
charges allocation information corresponding to sales
confirmation requests from charges reception entities.

25



- 267 a user device; wherein said |log collection server accepts a public
key certificate updating request fromsaid user device under the
conditions that a purchase | og generated by said user device 5 according
to contents purchased by said user device is received, and executes
contents sal es managenent based on the received purchase log. 32. A
contents distribution nmethod having a log 10 managi ng confi guration,
conprising: a step for transmtting contents purchase request data froma
user device to a shop server and exec&ffng contents purchase requesting
processi ng based on procedures using a public key certificate having
validity set; 15 a step at the shop server for receiving a contents

purchase requgest fA(EBﬁEQhH§e&iQ@fiB@ti@ﬂds§§@€ﬁ”B&%EHQ aSgbgs confirmation
data to the user device; a step at the user” device for recelving said sales

confi r mejnhfRAgiagacandigarat abhNJadcBrusigseo! eaahased ,onnkhein28akigcei ved
sales confirmation data; and a step at a’log collection server for

recei vinghap sopdati Renageseebntents BHBkECakey,canti bkealgegl said user
devi ce based on receipt of said purchase log, and transmtting an updated

public kpyoecestifhgcabe otahbBmitvtehg2alle¥htesi gawadwiyhanpuebl i c key
certificate authority to the - 268 :
5 predetermined period or sales data per charges reception

entity to said log collection server.

30. A contents distribution system having a log
managing configuration, according to Claim 22, wherein said
10 contents purchase request data which said user device
generates and transmits to said shop server is configured as
data containing a transaction ID serving as a contents
transaction identifier, and a contents ID serving as a
contents identifier which is the object of purchase request,
15 along with containing an electronic signature of the user
device;
wherein said shop server checks whether or not there is
data tampering by executing signature verification of said
contents purchase request data, and executes processing for
20 generating said sale confirmation data based on said
contents purchase request data and transmitting to said user

device.

31. A log collection server for executing sales

25 management of contents transacted between a shop server and



user device. 33. A contents distribution nethod having a | og nmanagi ng
configuration, according to Claim32, wherein 5 procedures using a public
key certificate having said validity set consist of nutual authentication
processing using a public key certificate, executed between said user

devi ce and shop server. 10 34. A contents distribution nethod having a | og
managi ng configuration, according to Caim32, wherein procedures using a
public key certificate having said validity set is signature verification
processi ng executed by said shop serv&7wrth regard to an el ectronic
signature 15 generated by said user device as to contents purchase
request data sent from said user device to said shop server, and said
signaturg yg&t+fa&fi&@n processing is processing using a public key stored
in a public key certificate of the user device. 20 35. A contents

di stribution wiRimoih A Ay | Q0L 1 sBREH NEe SRS | AsEEptHMa PESPIE gyt O
Claim32, wherein at |east part of data exchanged between said user device

and saidesbppicgEy clipdstingnsegtiésd prdR 8aidnueeri d¥vibaciindérvehee
(ICV), based on a session key Kses generated at the - 269 tinme of nutual

aut hent | eaid bbiexecth£t Hepueenasai Uogsgenetatedebansdasdi dsehofesecger,
added thereto, and wherein data
5 according to contents purchased by said user device is
received, and executes contents sales management based on

the received purchase log.

32. A contents distribution method having a log

10 managing configuration, comprising:

a step for transmitting contents purchase request data
from a user device to a shop server and executing contents
purchase requesting processing based on procedures using a
public key certificate having validity set;

15 a step at the shop server for receiving a contents
purchase request from the user device, and transmitting
sales confirmation data to the user device;

a step at the user device for receiving said sales
confirmation data and dgenerating a purchase log based on the

20 received sales confirmation data; and

a step at a log collection server for receiving an
updating request for a public key certificate of said user
device based on receipt of said purchase log, and
transmitting an updated public key certificate of the user

25 device issued by a public key certificate authority to the



tanpering check processing based on the I1CV is executed at the receiving
side. 5 36. A contents distribution nmethod having a | og rmanagi ng
configuration, according to Caim32, wherein said user device adds, to a
purchase log transmitted to said log «collection server, an integrity check
val ue (1 CV) based on a 10 session key Kses generated at the time of nutual
aut henti cati on executed between said user device and said |og collection
server, and transmts, and wherein data tanpering check processing based
on the ICV is executed at the |og ctokf8ction server side. 15 37. A
contents distribution nethod having a | og managi ng configuration,
according to Claim32, wherein said user device generates and adds to a
purchaseykag Heapsgitted to said |og collection server an electronic
signature of 20 said user device, and wherein said | og collection server
executes verification processing of the electronic signature of said user
device. 38. A contents distribution nethod having a | og 25 nanagi ng

confi gurationg3 accorsbmgein ©s @ b6t But ¥ RéFh6@ HavingOa 18§ col | ection
server manages charges allocation information as to one or nore charges

recepti omapagihgesohéigavateohs acbergdeng Baseladm 32puwblasen! og recei ved
fromsaid user
5 procedures using a public key certificate having said
validity set consist of mutual authentication processing

using a public key certificate, executed between said user

device and shop server.

10 34. A contents distribution method having a log
managing configuration, according to Claim 32, wherein
procedures using a public key certificate having said
validity set is signature verification processing executed
by said shop server with regard to an electronic signature

15 generated by said user device as to contents purchase
request data sent from said user device to said shop server,
and said signature verification processing is processing
using a public key stored in a public key certificate of the
user device.

20

35. A contents distribution method having a log
managing configuration, according to Claim 32, wherein at
least part of data exchanged between said user device and
said shop server is transmitted with an inteqrity check

25 value (ICV), based on a session key Kses generated at the



devi ce, and executes response processing based on said 5 charges allocation
i nformati on corresponding to sales confirmation requests from charges
reception entities. 39. A contents distribution nethod having a | og
managi ng configuration, according to Caim32, wherein said 10 shop server
manages contents sal es data, and executes processing for transmtting al
sales data within a predeterm ned period or sales data per charges
reception entity to said log collection server. 15 40. A contents

di stribution nethod having a | og mard&f my configuration, according to
Claim 32, wherein said contents purchase request data which said user
device generates and transmts to said shop server is configured as data

contai Nifih& df aneardl Cdut heReivhffoRSeReCRPEEMbEtwleh 8R34CHEER
identifier, and a contents ID serving as a contents identifier which is

the obj efdvitie PAiE NSRS SEervel PNAdded Ne REPEEH N A8d 2RhEBLETHT QLS
signature of the user device; wherein said shop server checks whether or

not t heranser Ay deiéck PPEEEHGi Y BASSHtbMOtRe INQY Uie aReEhteat 4on of said
- 271 contents purchase request data, and executes processing for
gener at ittge Seck balmg coidér mat i on data based on said contents purchase
request data and transmtting to said user device. 5
5
36. A contents distribution method having a log
managing configuration, according to Claim 32, wherein said
user device adds, to a purchase log transmitted to said log
collection server, an integrity check value (ICV) based on a
10 session key Kses generated at the time of mutual
authentication executed between said user device and said
log collection server, and transmits, and wherein data
tampering check processing based on the ICV is executed at
the log collection server side.
15
37. A contents distribution method having a log
managing configuration, according to Claim 32, wherein said
user device generates and adds to a purchase log transmitted
to said log collection server an electronic signature of
20 said user device, and wherein said log collection server

executes verification processing of the electronic signature

of said user device.

38. A contents distribution method having a log

25 managing configuration, according to Claim 32, wherein said



41. A program providing nediumfor providing a conputer program for
executing contents distribution nmanagenent on a conputer system said
conput er program conprising: 10 a step for receiving a purchase | og which
a user device generates according to contents purchased by said user
device; a step for executing verification of said purchase log; and 15 a
step for accepting a public key certificate updating request from said user
devi ce under the conditions that the authority of the received |og has
been confirmed by the verification=o#7@ard purchase | og, obtaining the
updated public key certificate, and transmtting to said user device. 20
42. A data communi cation systemcontaining attributes confirmation

processi Ngqg &BfiébﬂloﬁeééﬁeareﬂéhéH@é EK§¢ EbnSllQéh%lSﬁ”ﬁH?bEﬁBh?Hp

attrlbutes information set at an entity e other party o

communi casi 6 bReObtambLd EhQPYyas2pebEPtibnkenteeibsfl k62t BoRtedtl i butes
certificate of an - 272 entity which Is the other party of conmunication,

With atéhabgées B@@éﬂrﬁﬁthOpub@ﬁ8§e0m0§h@e@élaéﬂeﬂrahtéhEHtﬁ§er|nfornatlon
being the conditions for executing processing. 5 43. A data conmuni cati on

syst em cdethtaj ngndt éxedutes ré@pénsgaproaeﬁsmﬁgssasgd aficeading to Caim
42, wherein said
5 charges allocation information corresponding to sales

confirmation requests from charges reception entities.

39. A contents distribution method having a log
managing configuration, according to Claim 32, wherein said
10 shop server manages contents sales data, and executes
processing for transmitting all sales data within a
predetermined period or sales data per charges reception

entity to said log collection server.

15 40. A contents distribution method having a log
managing configuration, according to Claim 32, wherein said
contents purchase request data which said user device
generates and transmits to said shop server is configured as
data containing a transaction ID serving as a contents

20 transaction identifier, and a contents ID serving as a
contents identifier which is the object of purchase request,
along with containing an electronic signature of the user
device;

wherein said shop server checks whether or not there is

25 data tampering by executing signature verification of said



attributes information is attributes information set based on functions of
entities. 10 44. A data conmmuni cation systemcontaining attributes
confirmation processing, according to Claim42, wherein entities executing
data communi cations are entities nmaking up a contents distribution system
and contain two or nore entities of user devices having 15 functions for
pur chasi ng contents, shop servers having functions for receiving contents
pur chase requests, and service operating servers having functions for
managi ng distribution of contents,~wth attributes codes serving as
differing attributes information being provided to each 20 different

entity, and stored in a public key certificate or attributes certificate

of each @iiidts Purchaldé ar EQIBINI §ath QNagd SERBEGLBEapPEREsaLAG! Byt €S
confirmation processing, according to Claim42, wherein 25 attributes

i nfor matdoieedt fiid £IH 1448 ¢onBiPNLEidN dataBBse@Ubhi Sakgy certificate
of said entity, and wherein the public key certificate storing the

attributesnteried itciasdafeques ON@dits cand Branbnictkny €ersaidcaser
authority generated and stored therein. 5 46. A data conmunication system

cont ai nidgvidérsi butes confirmation processing, according to Caim42,
wherein attributes information of said entities is stored in an
5
41. A program providing medium for providing a
computer program for executing contents distribution
management on a computer system, said computer program
comprising:

10 a step for receiving a purchase log which a user device
generates according to contents purchased by said user
device;

a step for executing verification of said purchase log;
and

15 a step for accepting a public key certificate updating
request from said user device under the conditions that the
authority of the received log has been confirmed by the
verification of said purchase log, obtaining the updated
public key certificate, and transmitting to said user device.

20

42. A data communication system containing attributes
confirmation processing, wherein, between entities executing
data communication, attributes information set at an entity

which is the other party of communication is obtained from a

25 public key certificate or attributes certificate of an



attributes certificate of said entity, and wherein the 10 attri butes
certificate stored the attributes information has a signature of an
attributes certificate authority generated and stored therein. 47. A data
conmmruni cation systemcontaining attributes 15 confirmation processing,
according to Claim42, wherein the processing for obtaining attributes
information set at an entity which is the other party of comuni cation
between entities executing data communi cation, is executed as processing
for obtaining froma public key certi®78ate of 20 the other party of
comuni cation in nmutual authentication processing between entities. 48. A
data communi cati on system containing attributes confirmation processing,

accor di ngnt@tyl ahitA2isWeaeebRhkbRepd?th’ e¢eeomptinfiehtabhndi Riikg attributes
information set at an - 274 entity which is the other party of

comuni catteibhebyweednfepinhtios Bysed! bRJtHat abeaimed aakirdButes execut ed
as processing for obtaining an attributes certificate of the other party

of comumhe€ekinabioaXbeilhgnghei goatiteohsVEbirf egatu@ing prbeedklinghut es
certificate authority within the attributes certificate, and obtaining
fromthe attributes certificate under the conditions of success of
signature verification. 10 49. A data communi cati on system cont ai ni ng
attriShutes cbhfi rhudatom goomesidcagioracsys demgecont £ining42ttnbeiees t he
confirmation processing, according to Claim 42, wherein said
attributes information is attributes information set based

on functions of entities.

10 44. A data communication system containing attributes
confirmation processing, according to Claim 42, wherein
entities executing data communications are entities making
up a contents distribution syétem;

and contain two or more entities of user devices having

15 functions for purchasing contents, shop servers having
functions for receiving contents purchase requests, and
service operating servers having functions for managing
distribution of contents, with attributes codes serving as
differing attributes information being provided to each

20 different entity, and stored in a public key certificate or

attributes certificate of each entity.

45. A data communication system containing attributes
confirmation processing, according to Claim 42, wherein

25 attributes information of said entities is stored in a



processing for obtaining attributes information set at an entity which is
the other party of comrunication between entities executing data

comuni cation, is executed as 15 processing for obtaining froma public key
céertificate of an entity which is the other party of conmmunication applied
to signature verification processing of received data. 50. A data

communi cation systemcontaining attributes 20 confirmation processing,
according to Claim42, wherein the processing for obtaining attributes
information set at an entity which=i 478he other party of conmunication
between entities executing data conmunication, is executed as processing
for confirmng an attributes certificate linking 25 with a public key

certificapuplat kg okherfidalte of $63d eHFIHY CadPWhdiasif e the public
key certificate serial nunber stored in the public key certificate and

attribut gablger kieli eelre iificee@matordnd @Plediatitidut@® ah frndtides
certificate storing the sane public key certificate serial 5 nunber as the

public kawgscar siijnaguge DE aApuidlld cC Gel diedaliifd atys bR it ni ng _
attributes confirmation processing, according to Caim42, wherein said
attri but genesatiedmandostpredeshiergins executed as conpari son 10 processing
between attributes code obtained froma public key certificate or
attridbutes certificate of the other party of comunication and attri butes
code set in an entity presupposed to be the other party of communi cation.
46. A data communication system contailning attributes
confirmation processing, according to Claim 42, wherein
attributes information of said entities is stored in an
attributes certificate of said entity, and wherein the
10 attributes certificate stored the attributes information has
a signature of an attributes certificate authority generated

and stored therein.

47. A data communication system containing attributes
15 confirmation processing, according to Claim 42, wherein the
processing for obtaining attributes information set at an
entity which is the other party of communication between
entities executing data communication, is executed as
processing for obtaining from a public key certificate of
20 the other party of communication in mutual authentication

processing between entities.

48. A data communication system containing attributes
confirmation processing, according to Claim 42, wherein the

25 processing for obtaining attributes information set at an



15 52. A data communi cation systemcontaining attributes confirmation
processing, according to Claim42, wherein said attributes confirmation
processing i s conparison processing of attributes code contained in a
comuni cati on processing execution sequence unique to a particular other
party of 20 communication; and is executed as conpari son processing between
attributes code set to said particular other party of comrunication and
attributes code obtained froma public key certificate or attributes
certificate of the other party of 22%hmmunication. - 276 53. A data
conmuni cation nmethod containing attributes confirmation processing?
conprising: an attributes information obtaining step for, between 5

entiti eSepXRGHIWREC KR CRETORMER &Py OO 3¢ Atuin PEAE LEHT BEtyb8h O Mt on
set at an entity which is the other party of comunication froma public

key cer téri Dotds Cixabit 1Myl @sta Cobhimin Led€ioh, alls eakbiyruli 68 i s the other
party of comunication; and 10 an attributes confirmation step for

execut i Ngrodddd iyt BSr csiitd imbid cin basesi Bt édecatt 1 £ bohee o6nfenantion
obtained in said attributes information obtaining step; wherein

confi r medtileer gfatthe ol ashuiiyn Déateddn) betesut ing ssdgnattutrebut es confirmation
processing step is the 15 conditions for executing the next process.
5 verification of the attributes certificate authority within
the attributes certificate, and obtaining from the
attributes certificate under the conditions of success of

signature verification.

10 49. A data communication system containing attributes
confirmation processing, according to Claim 42, wherein the
processing for obtaining attributes information set at an
entity which is the other party of communication between
entities executing data communication, is executed as

15 processing for obtaining from a public key certificate of an
entity which is the other party of communication applied to

signature verification processing of received data.

50. A data communication system containing attributes
20 confirmation processing, according to Claim 42, wherein the
processing for obtaining attributes information set at an
entity which is the other party of communication between
entities executing data communication, is executed as
processing for confirming an attributes certificate linking

25 with a public key certificate of the other party of



54. ‘A data communi cation nethod containing attributes confirmation
processi ng, according to Caimb53, wherein said attributes information is
attributes information set based 20 on functions of entities. 55. A data
conmmruni cation method containing attributes confirmation processing,
according to Caimb53, wherein entities executing data conmunications are
entities making 25 up a contents distribution system - 277 and contain
two or nore entities of user devices having functions for purchasing
contents, shop servers having functi®h®s for receiving contents purchase
requests, service operating servers having functions for managi ng
distribution 5 of contents, and distribution servers for distributing

cont ent Sedhrhibn BE4£1OW! B5a§8468n SERY | PAbRScdkEfeEbPgi FabhEEDEERSaNf Or mati On
bei ng provided to each different en ity, and stored in a public key

certifi CRlRp&F s_?ééfé@uiﬁsthégpﬁi:ii@?kéy ofepfthigRtet ¥nd 1t epEbRYESUL €
attributes confirmation based on said " public key certificate or attributes

certificodetbbficdrdain conmdN| Cahd ObbORINOAgCORLAI Bhngtatibubgses
confirmation processing, according to C aim53, wherein said 15 public key

certificeéetdficate ehdriygcohé asate aptibl bot Rey coefbifbtate seriad the
entity, with a signature of the public key certificate authority stored
t her i n; nwanisemtes etlve goulehic t key oceekfidatg. attri but es

51. A data communication system containing attributes
confirmation processing, according to Claim 42, wherein séid
attributes confirmation processing is executed as comparison

10 processing between attributes code obtained from a public
key certificate or attributes certificate of the other party
of communication and attributes code set in an entity

presupposed to be the other party of communication.

15 52. A data communication system containing attributes
confirmation processing, according to Claim 42, wherein said
attributes confirmation processing is comparison processing
of attributes code contained in a communication processing
execution sequence unique to a particular other party of

20 communication;

and is executed as comparison processing between
attributes code set to said particular other party of
communication and attributes code obtained from a public key
certificate or attributes certificate of the other party of

25 communication.



confirmation executes processing for obtaining said 20 attributes
information follow ng signature verification of said public key
certificate authority. 57. A data conmuni cati on nmethod cont ai ni ng
attributes confirmation processing, according to Caimb53, wherein said 25
attributes certificate of said entity contains attributes - 278

information set to the entity, with a signature of the attributes
certificate authority stored therein; and wherein an entity for executing
attributes confirmation executes proté®stng for obtaining said 5
attributes information followi ng signature verification of said attributes
certificate authority. 5.8. A data communi cati on nmet hod cont ai ni ng
attributes confirmation processing, according to Caimb53, wherein 10 the
processing for obtaining attributes information set at an entity which is

the other pargy, ofa GRIEAINdHEUDIta DRI NGRS IEH | ddeSa BXEEYt 4 B DS es
communi cation, is executed as processing for obtaining froma public key

certifi cedef bimatben ophecepaihy, ofomprisbhgati on in nutual authentication
15 processing between entities. 59. A data communi cati on net hod contai ni ng
attri butes @mfdtrmithuwresp riockamalty oracsintali mingd s @i fos3, betweeai n t he
processing for obtaining attributes information set 20 at an entity which
is the oemteitiestexedutimguddtatconmubicakionenobtaksipgeatitrigutiasa
conmmuni cation, is executed
information set at an entity which is the other party of
communication from a public key certificate or attributes
certificate of an entity which is the other party of
communication; and
10 an attributes confirmation step for executing
attributes confirmation based on the attributes information
obtained in said attributes information obtaining step;
wherein confirmation of the validity of attributes in

said attributes confirmation processing step is the

15 conditions for executing the next process.

54. A data communication method containing attributes
confirmation processing, according to Claim 53, wherein said
attributes information is attributes information set based

20 on functions of entities.

55. A data communication method containing attributes
confirmation processing, according to Claim 53, wherein
entities executing data communications are entities making

25 up a contents distribution system;



as processing for obtaining froma public key certificate of

the entity

which is the other party of conmunication, applied to signature

verification processing of received 25 data. - 279 60. A data

conmmruni cation method containing attributes confirmation processing,
according to Claim53, wherein the processing for obtaining attributes
I nformation set at an 5 entity which is the other party of comrunication

between entities executing data communi cation, is executed as

for confirmng an attributes certificht®e tinking with a publ

processi ng
c key

certificate of the other party of communication, based on the public key
certificate serial 10 nunber stored in the public key certificate and

attributes Goid Iddrtalit Wi UiMbr AU AIAE dSOM RV RS U ERy

certificate storing the sanme public key certificate seria

public kyn&eidnd | €64 Puidhfdind EohBeOSTUSHhEF & 8PvERS NRSy £QAL ai ni ng

attributes confirmation processing, according to Caimb53,

erein said

attri but@gn@oidnd s Ofedd DEESS | e BEPPs | SufXRESE Cle@les €OIPFEFSPEe
processi ng between attributes code obtained from a public key certificate
or attridpsmest ey tddivate ofv g 20umt idrys Who € hmaka § Deg od et r Pt £ Yo f
comuni cation and attributes code set in an entity presupposed to be the
ot heb paff tgormferdomarid adisrrilift idh dedrversmiot cdisonilbet hwg cont ai ni ng

attributes
contents with attributes codes serving as differing

attributes information being provided to each different

entity, and stored in a public key certificate or attributes

certificate of each entity;
10 and execute attributes confirmation based on said

public key certificate or attributes certificate

56. A data communication method containing attributes

confirmation processing, according to Claim 53, wherein said

15 public key certificate of said entity contains attributes

information set to the entity, with a signature of the

public key certificate authority stored therein;
and wherein an entity for executing attributes

confirmation executes processing for obtaining said

20 attributes information following signature verification of

said public key certificate authority.

57. A data communication method containing attributes

confirmation processing, according to Claim 53, wherein said

25 attributes certificate of said entity contains attributes



25 confirmation processing, according to Caimb53, wherein said - 280
attributes confirmation processing step i s conparison processing of
attributes code contained in a communication processing execution program
unique to a particular other party of comunication; 5 and is executed as
conpari son processing between attributes code set to said particular other
party of comunication and attributes code obtained froma public key
certificate or attributes certificate of the entity which is the other
party of communication. 10 63. A rectof 88 ny nmedi um having attributes

I nformati on based on the functions of an entity for executing data

communi cation as configuration data, and storing a public key certificate

cont ai ni DYfSiAReLsn esdat 8o0tha enbitg, keytnld sﬁgﬁsuﬂeat Brayhgority. 64. A
recordi ng nmedi um having attri butes i nf or mati on ased on the functions of

an enti tattoibexes uergitotate CQITNOL £y SPoAEdCORELEYRAL I On data, and
storing an 20 attributes certificate containing signature data of an

attributes ceard fWrateti muhantity 6or Ax¥as 80y KoV dhipgegedi um for
providing a conputer program for executing data communication processing
25 on a compirtmatbystexecsoes poopeseingr Ogr aobtOIPLhGi 8gid- 281

5 attributes information following signature verification of

said attributes certificate authority.

58. A data communication method containing attributes
confirmation processing, according to Claim 53, wherein
10 the processing for obtaining attributes information set
at an entity which is the other party of communication
between entities executing data communication, is executed
as processing for obtaining from a public key certificate of
the other party of communication in mutual authentication

15 processing between entities.

59. A data communication method containing attributes
confirmation processing, according to Claim 53, wherein

the processing for obtaining attributes information set

20 at an entity which is the other party of communication

between entities executing data communication, is executed
as processing for obtaining from a public key certificate of
the entity which is the other party of communication,
applied to signature verification processing of received

25 data.



an attributes information obtaining step for, between entities executing
data communi cation, obtaining attributes information set at an entity
which is the other party of comrunication froma public key certificate or
attributes 5 certificate of said entity which is the other party of

communi cation; and an attributes confirmation processing step for

executing attributes confirmati on based on the attributes information
obtained in said attributes infornatigyglo obt ai ni ng step.

60. A data communication method containing attributes
confirmation processing, according to Claim 53, wherein the
processing for obtaining attributes information set at an

5 entity which is the other party of éommunication between
entities executing data communication, is executed as
processing for confirming an attributes certificate linking
with a public key certificate of the other party of |
communication, based on the public key certificate serial

10 number stored in the public key certificate and attributes
certificate in common, and obtaining from an attributes
certificate storing the same public key certificate serial

number as the public key certificate.

15 61l. A data communication method containing attributes
confirmation processing, according to Claim 53, wherein said
attributes confirmation processing step is executed as
comparison processing between attributes code obtained from
a public key certificate or attributes certificate of an

20 entity which is the other party of communication and
attributes code set in an entity presupposed to be the other

party of communication.

62. A data communication method containing attributes

25 confirmation processing, according to Claim 53, wherein said
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attributes confirmation processing step is comparison
processing of attributes code contained in a communication
processing execution program unique to a particular other
party of communication;

and is executed as comparison processing between

attributes code set to said particular other party of

communication and attributes code obtained from a public key

certificate or attributes certificate of the entity which is

the other party of communication.

63. A recording medium having attributes information
based on the functions of an entity for executing data
communication as configuration data, and storing a public
key certificate containing signature data of a public key

certificate authority.

64. A recording medium having attributes information
based on the functions of an entity for executing data
communication as confiquration data, and storing an
attributes certificate containing signature data of an

attributes certificate authority.

65. A program providing medium for providing a

computer program for executing data communication processing

on a computer system, said computer program comprising:



10
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an attributes information obtaining step for, between
entities executing data communication, obtaining attributes
information set at an entity which is the other party of
communication from a public key certificate or attributes
certificate of said entity which is the other party of
communication; and

an attributes confirmation processing step for
executing attributes confirmation based on the attributes.
information obtained in said attributes information

obtaining step.



