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[0004] Accessing WWANS from all mobile devices may not be possible. Some mobile
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mobile clients.

[0009] 1t is understood that other embodiments of the present invention will become
readily apparent to those skilled in the art from the following detailed description,

wherein various embodiments of the invention are shown and described by way of
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[0016] FIG. 1 is a simplified block diagram illustrating an example of a
telecommunications system. The telecommunications system 100 is shown with
multiple WWANs 104 that provide broadband access to a network 102 for mobile
subscribers. The network 102 may be a packet-based network such as the Internet or
some other suitable network. For clarity of presentation, two WWANSs 104 are shown
with a backhaul connection to the network 102. However, the number of WWANS
providing broadband access to network 102 is not limited to two WWANSs. Each
WWAN 104 may be implemented with multiple fixed-site base stations (not shown)



wi th a backhaul connection to the network 102.
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actual implementations, these mobile nodes may be configured to support any wireless
access protocol.

[0019] One or more of the mobile nodes may be configured to create in its vicinity an
ad hoc network based on the same or a different wireless access protocol used to access
the WWAN 104. By way of example, a mobile node may support a UMB wireless
access protocol with a WWAN, while providing an IEEE 802.11 access point for other
mobile nodes that cannot directly access a WWAN. IEEE 802.11 denotes a set of
Wireless Local Access Network (WLAN) standards developed by the IEEE 802.11



ad hoc network based on the sane or a different
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[0023] For illustrative purposes only, exemplary scenarios of ad hoc networks are
described below. Scenario 1: While a mobile subscriber is at an airport on Tuesday 8
am, he may turn on his mobile node (e.g., a laptop computer or a mobile telephone), use

it as an ad hoc service provider while he is waiting for his flight, and establish an ad hoc

network for thirty minutes. The ad hoc network may include one or more mobile clients



provi der and nobile client(s), and a configuration as
to when and how I ong a network is to be established.
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[0026] The server 110 may be implemented as a trusted server. It can therefore be
authenticated, for example, using a Public Key Infrastructure (PKI) certificate in a
Transport Layer Security (TLS) session between the server 110 and an ad hoc service

provider 106, or between the server 110 and a mobile client 108. Alternatively, the



the server operator that provides the exchange. The
server 110, which may be a centralized server as shown
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case, the mobile client 108 is the supplicant, the ad hoc service provider 106 is the
authenticator, and the server 110 is the authentication server. The ad hoc service
provider 106 sends the mobile client’s credentials to the server 110 for EAP-AAA
authentication. The EAP-TTLS authentication response from the server 110 is then
used to generate a Master shared key. Subsequently, a link encryption key may be
established between the ad hoc service provider 106 and the mobile client 108.

[0030] Additional security may be achieved with a Secure Sockets Layer Virtual
Private Network (SSL VPN) tunnel between a mobile client 108 and the server 110.
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ddvess astionstonmpbild Elidhde 1 09 Uhe @b&Inded metric associated with the ad hoc
service provider may be continually updated by averaging the goodness metrics from
prior access sessions. This average may be a straight average or it may be weighted to
favor more recent access sessions.

[0034] FIG. 2 is a simplified block diagram illustrating an example of the functionality
of an ad hoc service provider 106. The ad hoc service provider 106 has the ability to

bridge wireless links over homogeneous or heterogencous wireless access protocols.

This may be achieved with a WWAN network interface 202 that supports a wireless
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FUd7[ 2} GRS sboMAh® rseivitdce pRRTdoRCapptiSatiod 208MfNol €nables the
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module 206 to provide ad hoc services to mobile clients 108. The service provider
application 208 maintains a session with the server 110 to exchange custom messages
with the server. In addition, the service provider application 208 also maintains a
separate session with each mobile client 108 for exchanging custom messages between
the service provider application 208 and the mobile client 108. The service provider

application 208 provides information on authenticated and permitted clients to the

filtered interconnection and session monitoring module 206.
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information as conditions change. Interested mobile clients 108 may associate with an
Service Set Identifier (SSID) to access the ad hoc service provider 106. The service
provider application 208 may then route authentication messages between the mobile
clients 108 with the server 110 and configure the filtered interconnection and session
monitoring module 206 to connect the mobile clients 108 to the server once

authenticated. During the authentication of a mobile client 108, the service provider

application 208 may use an unsecured wireless link.



fromthe server 110 to provide service to one or nore
nmobil e clients 108. The server 110 may aut henticate

W0 b@aehobbc service provider 106 and then det ePei/ng2008/072872
whether it will grant the ad hoc service provider's
request. As discussed earlierll the request may be

t he nunmber of ad_hoc service rOV|ders

f‘ﬁ' llsgl’f% AT AphICer] BRRicAen 295t BBY ghadtecofhe obffg client 108
YUNRNIBP S Pihe Kedifsh sb@c’ﬁﬁ&ﬁ% ﬁ%ﬁ%ﬂ tHe 9&!?%&1%6@ 3120 "Aﬁeli?@atlvely, the
ad ho¢ service provider 106. [0040] Once the ad hoc
snvmecpmpnbwumehcamm,2@8ammhenmpc@ted&mnhﬁssemmem mode with

rovi der at i on may adverti
Brep s R TR R B LR B mobTs REE Wi In this way., the
HRbNE 68erR 0¥ iKRbnARAlI € HayQRat30) FamGp¥reat ®OthPhBHE subscriber. The
changes to the advertised service information as

EuAUESS icppItion atngle maynbedesieé avheispir anabilcsbseribogdapgyiot want to
fe %%%a&%%e"%%&h glrfen‘?se rlt‘fé Cﬁutsﬁsuldglﬁir%t O'gc;?t{tl.]n%lgs%eg%r\#ug% revenue by

aCcess 0C servi’cé provi

fHaoivip dendvaidi wikbiodile 20&htsred8.t hen rout e authentication
nessages. between the pobile clients 108 wit

HOAok  Althoughmpt show gl ad heeseryipe aroyier A%H@zﬁ ﬁﬁ@dml%e a server
%ﬁlc Gis! Phe DROLL hE‘anoﬁ'qgé’)L Be 2981 HenGoR Qﬁ& bd hoe serv1ce provider

e clients 10 server once aut henti cat
D forfgnétivm aautseert tocatthannicat nabooblites ¢08.ent 108, t he

ryjc vi der. t 208 . se an unsecur.ed
] B s SrbmiRed RRck dPadfe TRYTRE g Gahardware
g&ﬁigﬂ?s)ﬁoﬁ%laﬁlea& R ehabd ﬁro@ide?%"hé—@@h&@%@é bﬁbw&?‘j% is shown
the 'session specifically, through the user interface

with a Wmﬁé\‘ anscoiekbyy30% eV BeAN itesqshov Bdtbrand ppirdesasing system 306.

ess 0 ion ith
B SR RURRR n wACT RS- SRR PR5 Rl 000%a iifpiggent the analog
paraioh @fﬁ{ }ﬁmﬁalﬂeﬁer fbthic hive Ahastwbleinf@Rict 0T (Jece MG 1B and the
|s manage way that is transparent to the nobile

WY FI’B@%CGWW 804 @@bﬁ besused e impicasnivbg enpleg nostictead thephysical
| t to b
S B MW IPRN BT R GRHTSR 8L 21T ke o

po4d | nIIIHe geyregsatg S}gtdh@\%@@ uneayblye ﬁibﬂrﬂonglﬂbaiﬁ\dwithﬁ Blg\ﬂial brocessmg
nmobi l e C |ents 0042 A“% h not _sho

08.
Aytion of \the @hyptt la\e,qr 3pEe lﬁmrué@ %PmEéP@&YLXN and the

I
SHOANCHE TR 2010 0B LACE, T S e 06y

alss br weed tooingpltinentt the ditl eratpipicre@nobétent azrldl@Ssml{ 0@48pring module

it oo S P EEART LA LB AR o - afCaORBEnE ystem 306
ﬁﬁ&%b %pléﬁféﬁte@l%@m 'EBﬁwﬁfé haawaRl ¥ £EorRbiaNhSesrbbab 1S
shown with a VLAN transcei ver 362 a WMN transcei ver

HIMS] ahbc &unstioedy oh grwmmw%n 3@§/ agrayding teragrpprfiguration of
g BBC B P R B ot N o s el SN in the ar
At veudKy iapprRtiatChalOBef Scﬁﬁigﬁfaﬁong))f th@ngll hdemobile service provider
106 may include a processing system 306 that has the same or different functionality.

[0046] The processing system 306 in the ad hoc mobile service provider 106 may be
configured to provide means for supporting a public service set, comprising the ad hoc
mobile service provider 106 and one or more mobile clients 108, and a private service
set, comprising the ad hoc mobile service provider 106 and one or more authenticated

mobile clients 108. The processing system 306 further may be configured to provided

means for authenticating a mobile client 108 with a server, where the mobile client 108
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REHVAR Q8! ﬁ%'\@@%&ﬂr et Qilﬁ*enafh% pésbﬁgysy%ﬂlag&%@és foO%establish a

unassoci at ed il e nodes. na Ively, a service
watlennyeche pintvat enesmrahonehmblletmemd g8 it soals iaoaquendto the server

ciatio rameters are not ubI [ br oa t.
ARG fe Bt PR B She e D rba iR gl iR SRR perver 110 and
Hﬁﬁfr&vdl foet ﬁle%rv%‘f‘ Cro/Rt p@%d& Qer$REUS 8nél 61t ﬁhoFeOIYEHM'IE QahtOrms. The
wi'th the service set. Referrin ]geto FIG 2, a pair of

srsbir 1d Odm}emtl@,enll@&e élnfeadj@m kil sryike Wqudeéé§6 i Kentdgtermine

wﬂ?th\e/}ry'f%‘ blwr re}%? E ?rrfgo e s%?v%%eﬁgerot & eqélF % dliCbl%SGd earlier,

ﬂ‘ﬁ)fe(ﬁl,%mnay sa: aahed Hahy he@b&aif adiHob rﬁdtﬁleaervm«:praﬁbeﬂsen the same
service prOV|der 106. I n anqgther configuration, each
BRI [logatipn 1i9 glogmgIefio P 1§ the £ WaY ANt operator has imposed certain

constraints on the ad hoc mobile service provider 106.

[0049] Once the ad hoc mobile service provider 106 is authenticated and approved to
provide service to one or more mobile clients 108, the ad hoc mobile service provider
106 may advertise its availability to provide access to the WWAN 104 to mobile clients
108 within range of its WLAN transceiver 302. With reference to FIG. 4, which is a

flowchart illustrating an exemplary method of managing the ad hoc mobile service



service set wth the ad hoc nobile service provider
106. It is to be understood that a service set may

W@ omwbmRae3tore t han two nobil e nodes and t hat tPET/HS2008¢72872

nobi |l e service provider 106 may support nore than two
service sets with one or noreldwbile clients 108 in

each seryice set with the ad hoc. nobile service . .
prosiAcH Ioe. tF@@ﬁ@éﬂl%@%ﬁ‘ﬂﬂ&%@PHﬁﬁ i _Etw? oPHg seyicR govider 106
PRRIdife S8Yi¥E EPoRI RYAHE obAE clTBits T HNGHI RS b0 dBREBBY. Sh

a W reless access point for one or nore nobile clients
08§01 0 Aablce ssssiph endydtowsed by O mpbilonhent 10%to register witd the server

cessi ng .syst.em deci.des.t tablish.a.wreless .
PLP e Bb%h arbistt Rty Moo il 18Tt SRHER 4b FUETE g hoo mobile
SE0ids proviRase6d. Wheh fiee ®8bNEElichl Q08 @&te@P BicOMBIencd BEone or more
processi ng systemrequests authentication by the

a&hoemobigseiige appidval 04, iomay Fitiafe pyeysion GinoEAPoU e with an
i(f BX& GObiO ??rg%e%rro qgérehdgo@d E(ﬁ off ltlllee%g% 6‘1%%‘0631 %?feise%rﬁlf fhe ad hoc
ey authenti'cate the ad hoc nobiTe service
piobM¢ dervicdkOproaitdr tloen dAst dosetited] whidther link enchyiptigh &idfy may be
the ad hoc nobile service provider's request. As. .
eitedisheckbetyarn thermobiteclical h@% andrifie abhefemorde pervichrovider 106
0L theOf st i sHRAEN OO 38 GEY Chn RSPV ?\{ ﬁees's%l\kﬁl?y $@&Ktablished

geogtraphic location 1s too great or
bgecat dre halsild cipos ¢S eed thei sencorid 0 saitivt sllomffibdemaehdlee two is

nobi | e sg;vice rox%der 106.31@04%% Once the aa hoc
FRSBIT e it&aélSE% YOI & s D it el NEAPER A0t encrypted to
ﬁn%!@{dé\/\ﬁﬁbﬂi%r RIraN¢ HOWDRE ¥dd38ssttPanSRBoP Fud®RE L AP B 1h€ ad hoc mobile
clients 108, the ad hoc nobile service provider 106

srayicadvooider 486 ts avail ability to provi de access to

IR et i ST e R gl Sl ffcases o

berviae fsboMehaidr (BRIDISiy wtil ng odtivr semtas foﬁ@sb@@tiv(g;with a public
managi ng the ad hoc nobil e serviceprovider 106, the,
gpEcatsehaswatitaduéthi beard hyc gpolilte seHicaorowgpi 1186 using WLAN

S RTINS
sagist oprovidyr 166 usey dyocidie witbithe publieneri@8 sétoidentified by the

egi ster with the server 110. Once registered, the ,
homsieast opliae epeps v aéebﬁccw@% SeRyie| By iden d0foclhe processing

BRRInh 6 SRS ¥d Bc RhEWIcd&EHcd gﬁwiaéb eibet BEy TR L@n&ltc8Rlthe mobile
108 detects the presence of one or nore ad hoc nobile
slemid €@8 pssoviatbdrwitll @6, pultlicnsyvice beti witle the swwei D nsiterg 400, as

P-TTLS with an ad_hoc nobil|le servi.ce provid 10 .
FRCHRC DA He. CBYS PUGRTERBEdhS IFG ety R qhgog hoe mobile
SRBIck Provedor1 108 ndyodt 4 fan i@ rcofBe @8 BridRe drofffhel WILANRlink to the
l'ink encryption Key nay be established between the
mobil¢ elianty Ei$oveo® tadv Aok hotacHibise hecesetovthe Enternet.

ﬁ{%’gggﬂ%%ﬁf%gggﬂ{ | S&gtﬁtglhl% fe 4§ ?lg%S r]ogﬁgéergfectet Qo:\ﬁaefe}ﬁ@%on%y provide

SSi y be’es

obitdie 18lel entechS Bnebuting dsrrbetrechltfe adbilbatied! 1108 and the server
traffic between the two I's encrgg%gd. The transport

I H withpe beingrale e dreipherithe dMe. SpeHakndhnarocesiTe pstsa may be
E(Qlﬁgured to ensure data routed between the user interface and the WWAN cannot be
deciphered by mobile clients. The processing system may use any suitable encryption
technology to implement this functionality.

[0053] The processing system in the ad hoc mobile service provider 106 may also
maintain a time period for a mobile client 108 to access a network. The time period

may be agreed upon between the ad hoc mobile service provider 106 and the mobile



provide visibility for the network address translation
functionality at the ad hoc nobile service provider
wa®9/0p@dBb61] To advertise availability, the adP¢ibyS2008/072872
nobi | e service provider 106 broadcasts a service set
identifier (SSID) as well as bther paraneters for

ssociating wth a .public servic et associated with.
ikt A0 R Hsi inisatp f e SRR dﬁﬁﬁ%@ceﬁ}nﬁgsyvm@gteﬂnm@s that
1t @NRA5E YEhroIRR: thdBRILEE cFibheIUsSw R Ecd Rl & BRUREVOR pr‘éhe agreed
access offered by an ad hoc nobile service provider
196 trey @Esodcitanet uwayhnatth hottblthec seesrv] ideamkthe rnoblle client 108
identified dcast SSID to .access the, a
tesifing LS tpRbtaBiisdi oS T, SHE df of e Ebufn e @ tow

bherad oh@tﬁeﬂm%ﬂeﬁeeﬁ%wlt@ e TRE QMEter1 01A%y e chbirgder a handoff of the
aut henticate the nobile clients 108 associated with

mrbilp ghivnt do geothercad kea mapilhsarniec peavidar 1990ifitherg dseich an ad hoc
rn%gﬂe %ec'rvgc% (%SVI gr 1(?6fb 91;/ V%c}ﬁh% %Wt Hllt bat ﬁgit 1t0'§e The processing
processi ng sys a e serv

Wscem tethe 20 ﬁoﬂﬁmbﬁeserume oV ddriN6 prmﬂferhad@@ffbf himobile
the WAN link to the nobile clients 108 over to the
1980k to facilitate access to the Internet. [0052]

f:j‘i’ﬁ@ %?%&?Ts&@ %%ngﬁll & s fdod ‘Pr‘fobﬁg le)%el'\g(%es ?fo\(f'l(fe? 106 may be

ovide a certain ecurit
bgnfrgurﬁdl togransfca ai etlmelaa‘.matddeslmibatslsecmbd enth the 8u‘almzlsdri7nee set to a

server 110 wit hout abI her the.data, .

BTTHT 29T e pUEE S C Ay T REY o R L0 b sep 401
SIOSH & FaGa4r ouhEle RRE BBt LhSiddSRY, ih@t ﬁéﬁtmtl@ﬁ] Gnf NBsociation
WMAN cannot be deciphered by nobile clients. Th

prrewessi ofghe pavasersareige sgfarangt opaily divdaslcant ¢o ylibmobﬂe clients 108 in

B oHRgey R SN AR DR IS wconeudd mobfe cien

PODVYo diey Ipﬂleﬁe nRvied s@, MRl ploabdling §yistedn REMhOAJf e Mobile service
nobi | e c ient 108 to access a network. The tinme period

ﬁ‘iﬂ’qu@ A6 e dpagliess he Piisals serviceasst Hisetifiehindeassegiatiqngparameters
IQI{(f) g]t% &Q&Pﬁ‘{]@eﬁnﬁre gltd ﬁ]% fahﬁ{%htléagéi quﬁﬂé’]&letnltq ??8 1r1r§1ng WLAN

iPon" o € Ssessl rocessing
ﬁ‘eﬁseélﬁbmm tTatproteskiag umﬁhendymepﬁmvhd&aﬁshﬁsmblbﬂ @sing a session
cllent 8 wWth ac ss to the

rk t he aqgree
kiposiedtedrrserryg i @quefl ﬂhf‘a'gwﬂ%\twtw H@@He@ %ntslgwga? the ad hoc
%Qll@%bi@?rm@ér|1@6%ﬂh@ @Essi’o@@ke& %T oi %aﬂe&% mobile client 108, the

unava ity. This may occur to energ
abhst nwbﬂt: $GI(VG:e§pl‘ledeﬂ o0 batheesey\)e;r 136 amtireschaamgé«b mvetheiba mobile

vent s. erve 110 t hen con a hand
R B FE RS i hocs TR Me S OB OoB0S uEBRyPgemobile clien
E’Jtﬁéﬁtféﬁt’iorﬂ%@cebi tU@ﬂhg e pHedc asIad al@Casi®RA parameters, the
service provider 106 1n the vicinity of the nobile

autheniicatedgmotiife chiewc bdsinmy diresseprion fiome thed phés neideeset and
service i der 106 nay $UR port
1?h et ¢ th.

AR Sufth B P’ BBt rRERsr o BuRREAR L bt g o8 s
alecald9 B eo® Rithentsarad e thy &V heemobile seBNcddgrovider 106, authentication
with the server 110 may not be repeated.

[0055] In addition to being associated with a service set separate from the public
service set, which is accessible by non-authenticated mobile clients 108, the private
service set may use additional security mechanisms such as data link layer encryption
algorithms for securing data communication within the private service set.

[0056] Authenticated mobile clients 108 may be transferred from the public service set

to the private service set in response to one or more transfer events. Possible transfer



configured to transfer an authenticated client
associated with the public service set to a private

W@ 00®3tet associ ated with the ad hoc nobi | ePGEDY1008072872

provider 106 in step 401 shown in FIG 4. Unlike the
public service set, the identl¥ication and association

araneters.o he private service set .are naqt. openl .
Breotdea fnctlvffeaﬁa}lt ot Uiefdfe e pediensicaing ofiths ﬁ\ﬂgg}g Gtient 108

titg LADNET B GR MBke §pg-setTﬁbrfoﬁaJistfrﬁé sfle MY Repid eAdRd 08 was
nobile client 108 to the private service set, the

prtbavigicd gvithythe eenvorf 1 10hendithchbsbhmdpf thepabli¢ savice set, which will

P Brc Pl BB PIRRL nf Mo Rt Beddpinisrator v
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pERRACHE £Vt (apagifyeevepis vy melydehyt aseciod Aigaitpdiips # dypdable data
iJee (& ANt [ y ge
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prthaessted Wsibgr bhenoprle vhtws 368 Dswnditalss ok itiat adhoc mobile service
ar a s, the authentjcated nobile client 108 may
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miebiladli¢nse 10fowid rroside vhare withavéadiem Qodity ati Skimei (Q9S) gnarantee,
with the server 110 not, be repeated 005 I .
%ﬂfﬁj‘iatsia8nexp8“%cgf‘%eéa%?sig‘g% Py QUG ¢ A0 @Y%aegestg%ougﬂpms provided
we@Rh ahébiler @idht DER uRlal €ms SFiNd&e n&§tbe Mbhi€dted.S The ad hoc mobile
accessi bl e by non-authenticated nobile clients 108, )
seicpmroEde KXy playemewitor il throughids forophiflogscaping yhrough it to

qus%ﬁaﬂlltaﬁ{%%o@gg lﬁtiﬁf’atl%ﬁtbér ﬂ(lj;'e %oﬂi%yc?{enﬁnﬁ)r@/igtbie%% .certain threshold,
al'gorithns Tor securin ata conminication wthin the

ard shat & is efeeting tiweQoS [rébncAuthae ittlias agedd n®prdvéde to the mobile
clients 108 may be transferred fromthe public service
glaanty 0§ é@ﬂ%&”ﬁ\?aqsaabil&wé ofdbe S?Sﬁwpeg%@ﬁ@*e&wva ghlgydata rate of
QRE]SS rABSHHARVION Rop BERY PliStal bANGEEHAY BRYSntRY ad ho]g: mobile
Include, but are not Timted to, the authentication o

sdreicepidvidercl libeinom Io& tingtthe Qv gnvemertd 0f thehauthapwated mobile

o 3B YR B, VLRI S o Ber 106 may
diss@blthdguic sicBUB IrCoRief Yd pRveRt addidbfal nWiblile d¥ents 108 from
descri bed bel ow. The set period of tinme ma

be
avadipgng edhofic ad kagninabiss peivise w®‘éd¢rhb()6s@rczeaquislcﬂ agcess to the

QR%AgFFlie subscri ber may set the period of tine
directl'y at the ad hoc nobile service provider via the

[089] | Rhef el .mddHdd fe thRcughpeCcRSs allng thy att@saticatediRoldR clients
hoc nobil e service provider 106 may be configured to .
$0& amgniedageesp thihedV i 104 though thesgdehpegmobilasyesyipe pypvider 106,

Ellec'ibroéessiing srygt%ﬁloﬂlsﬁlet £d4 hoc mobile service provider may be configured to
disable the public service set once the number of authenticated mobile clients associated
with the ad hoc mobile service provider 106 exceeds a specified number. The server
110 or the mobile subscriber may specify a maximum number of mobile clients 108 that
may access the WWAN 104 through the ad hoc mobile service provider 106. The

specified number may be based on limitations imposed by the wireless provider of the



a capacity event. Capacity events may include, but are
not l[imted to, an avail able data rate of access to

WO @By 104 dr oppi ng bel ow a specifi ed data PEE/ES2081072872

an aut henticated nunber of nobile clients 108
associated with the ad hoc nobfile service provider 106
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Servi ovi der s asp
confipared tdkignseicuity allddatemesddﬂcﬁes rohintiged tobrhe pulblﬁf sefEye set and the

speci fy a maxi pum nunber. of nobile clients 108 that . i
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based o I ons I'nmposed e wreless provid
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d f di.v
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ﬂz!’,rdwaﬁ&ésoll%s or priority processing resources between the two service sets.

[0063] The processing system in the ad hoc mobile service provider 106 may enable a
mobile subscriber to manage mobile clients 108 generally, and the sessions specifically,
through the user interface. Alternatively, the processing system may support a seamless
operation mode with processing resources being dedicated to servicing mobile clients
108. In this way, the mobile client 108 is managed in a way that is transparent to the

mobile subscriber. The seamless operation mode may be desired where the mobile



[ 0060] The processing systemin the ad hoc nobile
service provider 106 may di sable the public service

W@ 21090396081 sabl i ng the broadcast of the public BSI/DS208072872

associ ation paraneters. The processing systemin the
ad hoc mobile service providel’ 106 al so may be

configured to den ny further gssociations with the .
s&&m@r&eﬁwé@ﬁo b fvr@%%n%\aloh_@ﬁek%% L byt WaH@ like to continue
g&g{%!ra{tf[%g‘%é\b&lﬂ& 8y 108iRAGh AL diWindbilkRERYBbE C service

, 061] In"the event that one or nore o
HO6HE ntfi thabeatwidthi hesds bf emabile@Bicntr H)8as grdatdrgblanniheeapabilities

t ubl.i.c seryvice t when a c ity event qccurs

ohie PRl Te Aok R sPVEn e abtR oo Jisk) §° bt ciRne 108 may
B ﬁhﬁ_rtipleO@d ﬁBcVanbil@ @Brfvﬁc@%rsdidbﬁ F%adﬂ&ﬁﬁéne@aﬂiﬂ. A ndodbde client
aut henticated nobile clients 108 to the er vat e

$@F vithengléiple trynseqiveis cowd yotantally peseas BuHple 9¢ heernmedyle service
L. na t [.on W th f . ntica .
B4 LRGN, SRR, g BT o monn
§0i02 [prdviderp i @& eSS ithg sais twineleds ddeessaprof@ol rBMibceused to access
service %r ovi der 106 may be caonfigured to dynani call

\ . 6 may . ; 1y
Butgda e hee swbile servicsiPYiden 106, thie ditmseitchamidly may berused. If

ﬁf%ch'i R dich¥ F(?Seha%ecfn}’# G §§I{S-C¥W%V§§%,5lf’ztﬁ&?’ itq’ﬁaf%%téi.bute the time

I ncludes at | east orne associ ated cl 1ent
thaeit ppocle ssicrgngs yahewh hvayndbli e aenvateprgvidaddéi ng dat a

i reqm each. service. set. The amount of time
lioBst afice’ Bona apaiainta fisgeiy Latediengh fample of o hardware
B8 S3H0R IfoP Vith BIELBYs ?enp@@@dinoﬁ’d-ha@,s@ﬂ’b’f@%e?ro@fdemmd ©1In this
clients 108 associated with each service set. This '
etdnedait ipraecsring astdinr 806 | yapr bpointrilemented owithea nbnsbercgitecture

in each,set o be bghted to ocate. mre tine
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108 generally, and the sessions specifically, throu i
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bigoay Prb@hsoes.ad Maenpi@biihdude miceshrPEeosorsiemiddbonttdiRFs, DSP
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POSEIsarss aid, Pher HF@UIY drag cap exacuip salyiso uSPivarg shghiheeconstrued

Blloiaglglltto mean instructions, data, or any combination thereof, whether referred to as
software, firmware, middleware, microcode, hardware description language, or
otherwise. Machine-readable media may include, by way of example, RAM (Random
Access Memory), flash memory, ROM (Read Only Memory), PROM (Programmable
Read-Only Memory), EPROM (Erasable Programmable Read-Only Memory),
EEPROM (Electrically Erasable Programmable Read-Only Memory), registers,



108 with nultiple transceivers could potentially
access nultiple ad hoc nobile service providers 106
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ad hoc nobile service provider 106. If the sane
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R Bl S 6Pt bRt e it SeBCa GR Aef e prpocssor 504

w08, BEMBECE IMOMItRe hirt JaB reddilytaphecR¥ed M Bachine-readable media
groce55|ng system 306 may be inplenented with a bus

@ 91 taBY: ﬂoeft@nrtégﬁe@% aHyelf géeranlap|the prochisingsystenThd. hBy way of
g}pa?pﬂ?ytg gﬂl% 12 ab[]euﬁi%g §‘H6 {ngg qé&l&(‘i‘é’] gctfans %SQ%%GI‘I:'I%G a carrier
an ges

ependi ng on e speci
paoc apdingdslys e diboran dorhﬁlﬁelome)ﬂad:tl seﬁﬁﬁtegﬁﬂom the ad-hoc service
constraints. The bus 502 I|inks t oget her vari ous

RROVELSF 11967 b ifhenay By cesdbysdi, pragstArnldy thaerghl e network
mﬁ&ﬁ%u g@go A%%a%v?l r Mlll ﬁlﬁakda{tfb\ﬁ tgefhelfﬁ 1ﬂe%§({afbf’ecﬁecﬁgt%06 or any

may a various other circuits such
partibi thangpfsmay desntegricdphierthé procesbt @k snegad tht ers, may be with
ower en?nt .circuits, and the like, which are
F aRH8 f%@sﬁ}fesand therefore, will not be

8] | PREcAM: §Jtdh806 MaPebWhkicadanries seR& bste
gﬁﬁlLterfgcgﬁ%é#Meen'the @W%N ang MLAQ né?mo?pﬁ@ﬁ Processing
pystean feeithean@ 0P mczezrnl(cgmeoq%@rs Ryovadidg tthe piness®0 Zunctionality and

066 The roce sor r.espo bl e.for
P e, e, GERETER Rt SoREP P T iy R aRio it 06, au
Bxieeuio @ﬂhelofmﬁhoéth&ﬂ!i@p‘éftﬁfgeﬁr@ﬂri higoUEE h N&tdreadakl ﬁchltecture
medi a 506 The processor 504 may be inplenented with

OHergHveipr rogRsHag Al st Yoswaw he iplesisatedarigupp dsdC (Application
n#&?f?csﬁ gra eﬁxéﬂp&gsghﬂ hg ?oégsggroﬁﬂoc[ﬁe? %g{v%rk 1nter§ace 508, the

crocon rocessors, and hér ci
tdreice padvidorenddt entStfﬁcteW&I(E suppdrtingregrcsingl (nobeh@x@m)standexﬂ least a
br oadl to an |n tructions, data, or any. inatia
POrEPR §f themashing readable mediar Y64atcgred mia Slfnglfe @1 with one or

RiofidpoaL qFidM 9f aﬁﬁab@%ﬂ%@rﬁ%gdl 9 Ohd ngirbgrﬂmlr@aggéjﬁg%c Device),

or otherw se i ne-readabl
vmyrodifersexatq)hmphlw gaRanibgiv, Access hMemary ompomsks, or any other

%gfe)&nrﬁul ( Re)a/?nyo’élgéa\ﬂaflg{lgé%ﬁrgulﬁ ggé} aﬁ%m‘rgt%rm the various
Rerfofdlty dvearyed) shrdtREAMIGE! @6dddued! | Yhdstagatd® in the art will

Progranmabl e Read-Only Menory), registers, magnetic
thicegyze bpw ibestlto dmsl@menhﬁl@diemﬂhfcéiun@pndﬁy fort pregessing system 306

BB b AE EPU ACOTTNR S0 PATAER] frocsd on
fheGvefall siremmachi ne- readable

[0069] The machine-readable media 506 is shown with a number of software modules.
The software modules include instructions that when executed by the processor 504
cause the processing system to perform various functions. Each software module may
reside in a single storage device or distributed across multiple memory devices. By way
of example, a software module may be loaded into RAM from a hard drive when a
triggering event occurs. During execution of the software module, the processor 504

may load some of the instructions into cache to increase access speed. One or more



medi a 506 is shown as part of processing system 306

separate fromthe processor 504. However, as those
wW@RWOZH3T N the art will readily appreciate, tPEI/US2008/072872

machi ne-readabl e nmedi a 506, or any portion thereof,

may be external to the procesKl ng system 504. By way

of . exanpl e, ine- readab e nedi 06 nma cl ude

gacpe &thp%“%%F 3@% ddntg gecperp Rﬁ/gv@rﬁif‘d 3?%‘%89 B}salteaprocessor

aol/ Of/hén “r@ﬂ%ﬁ‘tﬁge'io @ﬁ@%&heﬁeﬁﬂ?r&{@ shfreart pdard- B'&Sw 1t will be

service provider 106, all whith may be accessed th

pmct@w@cgbﬂlamhtfmc@ogﬁlty h%lnn}dtmmtkd bytlerfracessG @4 when executmg
%}lrnatlvelt¥lat t|n adgltlon to, the machi ne readabl e

Hrstiet oy &0 SRS PPt her eof, may be i nt egr at ed

[0070] t Re pRItecs?SSack FMbulSUah Aty tb@ 16588 EtoMa: ]E)l*éﬁlem tthe protocol

cache and/ or general register flles [ 0068] Processing

aipbieaNrsoer iy Ppstienrihergel dar dbe addeRercariopuirpade 106 In the
Ig&%gﬁtatl ﬁ&%&%gﬁ ‘f\ﬁl}shfagnt e rot%g&estggkcﬁl%g{l fﬁsgr sponsible for

€ processor ’fun naltty an erna

ﬁﬁpiemyntﬁfg@ékld‘al’qgoaicol aast rls’lmﬁ)mg & p offthd dga link layers 1rnplernented
machi ne-r eadabl e medi a 506, all |inked together w't

By g V%Wpﬁ%rapfin\ﬁflew AGHYars ipleFigersh2 i Wt %gﬂGba}s By way of
%[a‘flﬂjlé Qhd 8&4&8{}&2%&%@'13’ %&C&%ﬁ 't(p I}Pé’; ggp&%rtlon of

'npl e pl |cat|o pec
thaet dagpr Ank da}@r ryupbyidmg Aowheonpob (}Ekmle&@iment hend error recovery.

twork interfa the ;service rOV|der er
¢ Bratagal Steg m%ﬂﬁl,!f‘pgﬁ Yy 59 %lutS?dy o fyplern s nelyypyk layer by
Aand BRAS LodcPY HERRa@n HAE ﬁ?&@l@?'tfh%sfef eRdabl 8s MRirahspO® layer by

integrated into a single chip, or wi'th one or nore
PRGN FarsparcPy s ldlat@ b@)t/@MQnd agyrs. Pllthgugh described as part of

Pr ogr ammabl Logi ¢ Devi.c cont,r e .e
IRRGTTSuE Gutel Msgraocal sk PamHE A har o boRRURR hcgoot, may be
Biplafynted Iaﬁ EheSWIW ARl SAOWLAW hidtiorkoddapiRys Z02nRdnat i on of
circuits that can performthe varioqus functlonallt

HWOIE} i Bbamaphisergerdabletpidia 806 s AdsouhewnTyighs @ fdterqd isigreqpnection
R Pk FROAMAR, P8, A Lk R BB 514, e

stefpedrelinfoglules, When pactted blyahe pppedscasdQradadhd bﬁ)cessmg system to
overal | design constraints inposed .on the overal

<45t oM ﬂFO@G?@FSSTFFéPSnﬁ% (SAYN - 314, detisTiBe dhidiharoBet t§ FIGS. 14 in
5&91\61;116&4 With fhe MR RlicSpbier gygmodul es. The sof tware

es I nclude 1 nstructions that when executed by the
tﬁ%ébs@b&t us@dintafase 51 hengyr iockeds ianigeypydtdsplayy speakicarmicrophone,
var i Qus nction Each. sof t war e. ul e, my reside, jn .
15Tt G ere R ROt S e ot abs S st mobile
SRR Ber AR UEE B accBYs e WiA N ¥R Ifern@t $@F. t war e nodul e
nay be | oaded into RAMfrom a hard drive when a

(}0|7gb elhery @it ipthewars woplgr ﬁtppgece@t@élmt |t}@€nV@1{oqsh§ustratlve blocks,
gule %elFmgrgtlsj ﬁémit)oht%een sgggeh Bofd 9 al r%hmgc(fje%crﬁ)ng her%m may be

I ncr ase cess s
[Dsle@Ento® a6 eRetiGnit Ihﬁﬁﬁxxdﬂaybohﬁﬁfkr Beftlvaadefl combdagions of both. To

1 l?lrs]t%tglthlrs elgtlefcthglrlgefalbllh% fo? rha1red)v(vea(1-r:eu ‘E:J,Illc? gofktJv)&/Jarte h\eiar?orug C110113153‘[1%21% blocks,
modules, elements, components, methods, and algorithms have been described above
generally in information of their functionality.  Whether such functionality is
implemented as hardware or software depends upon the particular application and
design constraints imposed on the overall system. Skilled artisans may implement the

described functionality in varying ways for each particular application.



504. When referring to the functionality of a software
nmodul e below, it will be understood that such

WO even2esml ity is i npl enented by the processorPGDUSMNE 072872

executing instructions fromthat software nodul e.
[0070] A protocol stack nmodul® 5 11 may be used to

nt t toco architecture, . or any ortio
t‘ﬁ@f‘h"ﬁ Is puglersioad bt e Sesst el Pb Vi crr ) 8 Stepy i flg processes
Hﬁﬂb%@@taﬁtﬂ'h%ﬂag% 6f é}&%%lﬁr?%ﬁplfoﬁhest s B RCRsi t;ﬁ‘%rences it
module 5 11 is responsible for inplenenting several
pr wtdscedod thpeitlse spaeHim grd@n or dypcrafchy nd deptsainl fhakprbegseessmay be

ngjegg{ d the VMAN W.AN net wor k |ntg{face ‘

an 4@&8 ECPRINY IS M Y PIESERRP PR RE U afigRytteps ina
Sdn@flK orBetUla8d Sard Inotee i tUSl%j lin@tedmel ¥ B¥ectfite okliRP& hierarchy
portion of the data |ink | ayer by providing flow

piEpRNE]. | acknomAedgenent and error recovery. The

C . . .

ﬁfﬂgﬁg ?11 ‘{ ?ous rgggcltl ﬁ és;érrov d%%gat?% 6 iggrrséﬁ; slg})led in the art to
pheettutmaltel mlodataepdmc&@t:rlbddanaémr Vaaleuyveiddlfasmbﬂseto these aspects

transport | ayer bﬁéngVldln tran arent transfer of
walt &e peadyetpraicat 8¢ slafle <o thw%%%erﬂl%cuaﬁs defined

I

e NI A AUk MRS g

anthe\ispddtn sliavar kemda pue is 2B ac@dded {ll@(ﬂll]l]sca'm consistent with the
chi ne-r.eadapl e medi a 506 | al sa

e o R AE o i eBed B Al ﬂ?} Iisaddlo mean
i A0S el Qs &g ficARPLd %kﬁoﬁuﬁﬂaﬁlerﬂ&ﬁ§ ®r more.” Unless
sof t war e frodul es, when executed by the processor 504,
srgdwatin @tatﬂdaﬁhwm@g theytstrariseme’c safety towne ohengse. o®eamuns in the

FSRBne e 8y B itfibeCtRR PR by R ZBRES o6 8o PR 8 fnd viee

{/&937 2h1TherctsgrandrfuEtionaPefialomy td thel diglaers ke yRachrious aspects
di spl ay, speaker, m crophone, joystick, and/or any

dessabed hrsichart B %%Céqsur%fthé? grakaoya v duer qomag t0é1¢dﬁ10évnato those

R A o O T

appided itatte tlwinpaksed Vviar thieuslainhd. uMsradvere nbthopkdisclosed herein is
nodul el epen conmpanent s, ods, and aJ orithns
5 peaed fhbe ﬁf‘éﬁ%t?ﬁs tedfe peblicrseaisst %tgwlaegh@ saelt iilé gure is cxplicitly
ut
QR B IR RS ol YR L0l KPR fiten e RONipns of 35
b .Cvai B, Sxmln ipatagraiph) wsessathe weenizno @k@sprmldzuﬂeesqd using the phrase

onent s i thnms. have
FBERSdageet HRlasoy &t @éw‘é@%ﬂf Fyiny 15 flediRbhds Bhf ipp e phrase
fugetoronal ity. Whet her such functionality is
i npl enented as hardware or software depends upon the
particul ar application and design constraints inposed
on the overall system Skilled artisans may inplenent
t he



descri bed functionality in varying ways for each
particul ar application.[0074] It is understood that

W b@9op®ai fic order or hierarchy of steps in tP&I/US2008/072872

processes disclosed is an illustration of exenplary

appr oaches. Based upon desi grélpreferences, it is

under st ood that the specifkﬁégﬁggr or hierarchy of

steps in the processes nay rranged. The
MEATPRYLATVITED fgd cl ai ms present el ements of the

various steps in a sanple order, and are not neant to

be | i Antaddhacomphde sprmefireviderdtor aowirbicey aetwiyk, the ad hoc mobile
?resented(1 h0075% The previous description is provided
BVERBBRIVEAN)™BEY BN skilled in the art to practice

t he vabiRUsimsHeeiscaggaicihed herein. Various

nodi fications to these aspects will be readily ) )
appar ent t#PPREse BIIIE| wavipe seheomptisingnidict #b hgenapbide service
princjpl i ned h | Q.. 8y applied to other
aspecb%y%%ﬁ%gi&%H%T%ﬁgﬁﬁgﬂggéaﬁgt i ntended to be

limted tosdppertasgeblt skoin dter@niprisigt thesad hobemobile service
accorded.the full scope consistent with the |anguage

cl ai nBroviflserd encrfraore suciicaigd rmplilfediicntsn t he

singular | syGhichfdt #deehd QLERARIHONSAR Y hoBlIE client being
unl ess specifically so stated, but rather "one or

nor e. 4ssbinhted svithpbe plbleadelwcestcatand ot herwi se, the term
"some" refers_.to one or. nore. Propou in the . .

mascul i ne. PRI, enientingtpd, giobI Lo e Bhlicriggigsy set to the
gendepri{fe Grvich& and its) and vice versa. Al

structural and functional equivalents to the el enents

of the various aspects described throughout this

isclosure, that. are known or |later co to be known to
Those B AEpos Aiap ¢ Sirier Bty Rlana® bfim 37 Wha BE oW Qustem i
furer psfiued tbaisablk thypulgicaetnGactintcdofsd fotedagedtyt &ent.

be enconpassed by the clains. Mreover, nothing
di scl osed herein is intended to be dedicated to the

ubl i ol ' - -
2ol 1 ot FEROEERERE SRR Ol i RN I Sapapiey grent s
teasthenccainat autkehtiended muiiter pr evobsle ahisntefex3&edihgSa Gpecified number
112, sixth paragraph, unless the elenent is expressly i
wﬁffﬂt @wﬂaglie r?gtat TRE HHAcASS 10 Heawiclegynetyprk qrappiAg belged specified
@ftaigethod claim the element is recited using the

phrase "step for."CLAIMS WHAT IS CLAIMED IS: 1. An ad

hoc nobil e service provider for a wirel ess network,

he ad, ho¢, nobi service ovi.der conprising. a . .
T ocelby fighes Bebil SEHFF Gl 06 BinpBREe BaBritgssing systom is
SEINMUER REdisdA el SULNY sbR&ccaght HYCdifmihh %r&@l&é@tﬁg of a service set
rovider and one or nore nobile clients, support a
plentBerdosdepiblec srevicesttpri sing the ad hoc rnbile
service

5. The ad hoc mobile service provider of claim 1, wherein the processing system is

further configured to dynamically allocate resources committed to the public service set

and to the private service set.

6. The ad hoc mobile service provider of claim 1, wherein the processing system is
further configured to transfer the authenticated mobile client from the public service set

to the private service set in response to a transfer event.



provi der and one or nore authenticated nobile clients,
authenticate a nobile client with a server, the nobile

W@ R10eM260BEi ng associ ated with the public serviREI/E81008/072872
and transfer an authenticated nobile client fromthe
public service set to the pridate service set. 2. The

d hog, nmobile service.provider of claim1l, wherein the .

2'r ocedts ﬁ€ hgg SHBHF sErvidGr erc%ﬁqlﬁlgu 7 ehérsinghe dBnact Feent is at
Rub! dife SIVEGHraBBh of R FERRUTSENE Ohd GARAGEk YN FERE auBenticated
The ad hoc nobile service provider of claim?2, wherein
iobile alpant. anyl aghisubling of @it publasscronesdf an aut henti cat ed
nunber of nobile clients exceeding a specified nunber
and an avail able data rate of access to the wrel ess
get worke dil dpPinibiloakpNéRpdPRIH bf eidirdlat avherl® thedprivEReservice set
ad hoc nobile service provider of claim2, wherein the
pico eslet [k layeseeerypsocdgetigur-ed to di sabl e the public
service set by disabling broadcasting of a service set
identifier for the public service set. 5. The ad hoc
o0bi | Anser Nocoopll@¥tsiRe Rbvidbmfomalwiralesy sétvot)@he ad hoc mobile
processi ng systemis further configured to dynamcally
HV6E B 1Ge §OUPEERS-conmitted to the public service set
and t I 0 : : il e :
corvi DS Do U BH Gy U RCIR ALy s oty E (N B RBC kil service
prostdermidsorfeurttrhee nodnleicemted to transfer the
aut henti cated nobile client fromthe oubliﬁ?ggrvice

set t BCFHe!OpPYRASI WIS BPUYHE STEICCISA (OBgPBH e E g goc mobile service
broRNRE 85d SEMHmdre abihen@htdiaBobRlRtsS€r vi ce provi der

of claim7, wherein the transfer event is at |east one

of anmexpi foataudwnadatiag pemplide otient iwith, a séraer, the mobile client being
atheptiqﬁghon qf t he au,QF ticated nobile client, and

587 %ggl“f gt %Pul? hceseﬁvd%q i rvice set. 8. The ad hoc

Mobi Infeafi§ FoH teds ROV 8te hutBéntith@d hdbileWiRhefrémt the public service set
private service set uses a data link [ayer encryption
tathgariveterierace 8k ad hoc nobil e service provider for a

W rel ess network, the ad hoc nobile service provider
conprising: neans for supporting a public service set

t@npr Tht aghdédmobidk fvocicarphivider s£¢lwine @, whavindes mamd fonsupporting

or re npbile clients; means for supporting a private )
%wgﬁ%ée@&e %?6%?@%41@%4%33@11#@% SRiECl 5t dRGynease to a capacity
prQyi der and one or nore authenticated nobile clients;

nmeans for authenticating a nobile client with a

server, the nobile client being

11.  The ad hoc mobile service provider of claim 10, wherein the capacity event is at
least one of an authenticated number of mobile clients exceeding a specified number
and an available data rate of access to the wireless network dropping below a specified

data rate.

12. The ad hoc mobile service provider of claim 10, wherein the means for
supporting a public service set further disables the public service set by disabling

broadcasting of a service set identifier for the public service set.

13.  The ad hoc mobile service provider of claim 9, further comprising means for
dynamically allocating resources committed to the public service set and to the private

service set.



associated with the public service set; and neans for
transferring an authenticated nobile client fromthe

w@eebioz03er vi ce set o the private service set.PQOUSZDh&072872

ad hoc nobile service provider of claim9, wherein the
means for supporting a public2Xservice set further
di sables the public service set in response to a
capacity event. 11. The ad hoc nobil e service provider

of cl ghn 0 hoWhBHBILd sERECC @Rﬁf?detryoie\éi%% bS vwHerdifa®t means for
one of an authenticated number of nobile clients

trxoséadng guithes prrosfeisglic puthbercatoddnelnlcastmint &binethd public service set

f to th i rel t k d ' bel
LRl SRR pardo S TR EENRE wobi T 6 service

provi der of claim 10, wherein the nmeans for supporting
a public service set further disables the public

$2r vi €be sdhopinodile sevica grovideidd imnlg sheeein thevtransfes gyent is at
1eg§tncfﬂef6fea{n &9 irattiglff‘ ol glgéelrf‘bfiso%rt‘fﬂlg etgg %ﬁxtheﬁﬁ(&aﬁgﬁ &f G{He rQu?t‘l;lenticated
nobi 1€ service provi of claim9, Turther conprising
neans clic, dhdnatitabihg yf ik lpablid sotgice @sour ces commi tted
to the public service set and to the private service
set.14. The ad hoc nobile service provider of claim?9,

er ei fQr. : P g er : :
fhe. ol ol BRI e sBfvioe FOFIAEE BF PHlich of WBRKi R Al service se
sesvidot lgdtlaya ehbryppon slgbetheer vi ce set in response to
a transfer event. 15. The ad hoc nobile service
provi der of claim 14, wherein the transfer event is at
heast AORRHRM AR BRI bRMOho@ MilcOskrPe tirBBided A& a wircless
aut henti cati on of the authenticated nobile client, and
aetdogaiha method compripupthiestapenti ce set. 16. The ad hoc
nmobi | e service provider ;of cl.aim9, wherein the : : :
priva?&ﬁgBF%?%%asEPbﬂ%ééwgtdﬁﬁha|Fﬁ%ﬂr§95¥m%H%P¢%?@§hChm“ 15
&sg6htctl ith 4 publiy sEtibeetfcomprBingdhd1gd 8oc abblle @etﬂ‘lﬂ@gir@vider and
service provider for a wireless network, the netho
therpliksiclignt ped st eps of : authenticating a mobile
clien i r . [ . ile cl] LS.:
ssooratiiTiag, R abBleni S Hohit WP RobEuE bl {dhog gor 10 @
pocatersbivice sercompeisipgatic der hanshobhie semiicl grocideenhd oasr more
trgnsferrin%,thg aut henticated nobile client fromthe
prtbenticated mabile clightst o a private service set conprising
the ad hoc nobile service provider and one or nore
aut henti cated nobile clients.
18. The method of claim 17, further comprising the step of disabling the public

service set in response to a capacity event.

19. The method of claim 18, wherein the capacity event is at least one of an
authenticated number of mobile clients exceeding a specified number and an available

data rate of access to the wireless network dropping below a specified data rate.

20. The method of claim 18, wherein the disabling step comprises disabling the

broadcasting of a service set identifier for the public service set.

21. The method of claim 17, further comprising the step of dynamically allocating

resources committed to the public service set and to the private service set.



18. The nmethod of claim 17, further conprising the
step of disabling the public service set in response

W@ 00/02@paci ty event. 19. The net hod of cl ai mBGI/US2008/072872
wherein the capacity event is at |east one of an
aut henti cated nunmber of nobil# clients exceeding a

ecifjed nu r and_an avai |l able data rate of. access .

& ¢ hihwﬂaoggog C}?éliﬂaﬂr RhereBhiBE e sg %Fpsﬁ&gtnﬂﬁ?sefaans?emng the
gahehtlcate8 méfle Jh&it TRIRQRe _%fubﬁé A ct8sct WHaRE 'pﬁvﬁt!@eservice set in
di sabling step conprises disabling the broadcasting of
espervicetrgetfciayent i fi er for the public service set.
21. The nmethod of claim 17, further conprising the
step of dynamically allocating resources conmtted to
bhe puht imetB&T \bif CRaiFL D2 ARhetcdn the tRhiféAtl@eRefsVatCRast one of an
set.22. The nmethod of claim 17, wherein the ) )
exmrgsipe of ppgried ebtimenihe ipydigntiqatins pé thej qughenfeated mobile client, and
QH@Q@H%i%QB@?mﬂR%%k%xﬁk{e”t fromthe public service
se o ahe private service set in response to a
transfer event. 23. The nethod of claim 22, wherein

the transfer event is_at |east one of an expiratiagn of
a*-per TheiMsthad; efeclaih 7.atiheieint the RAIVal s5FVigmeet uses a data link layer

éﬂ%ﬂﬁﬂ%ﬁ??ﬁﬁﬁnnnbile client, and a disabling of the
publi c é% vice set. 24. The nethod of claim17,

wherein the private service set uses a data link |ayer
cryption.algorithm 25. A machi ne-readabl e ium :

Zompr i g inees GRS MESQBRRIT A WS BYEUE} W@@@Eﬁrhy @ processing

SHEIEM bR AMARIMBBT JODIck S re|EM R PHA¥IcEEheth@Fk, 8he instructions

Wi rel ess network, the instructions conprising code

¢amprisang ¢mistfpcati ng a nobile client with a server

wherejin, the nobile client js .associated wth public .. .

servi RUnlR=Be s PPy Thral 530Sl 10t Ao BHOHE clent is

sevih@de wiahd phibie: $evtd SctPohphitingane ad had slodile segidehBovider and

aut henticated nobile client fromthe public service

thetmaluleglignt; 92t e servi ce set conprising the ad hoc

nobi | | r.OM] I t i

robi | S ERrEhE e sl ARteBNE FenfRoh, B BRI GEE sct 10 o

phigdtinsevicet fve conprisingtthorg fiad iobile sarvprel Sonigec agé ohoror more

di abling t he pyblic service set in response to a

aypeiticalpd aabie clionts. The machi ne-readabl e medi um of

claim 26, wherein the capacity event is at |east one

of an authenticated nunber of nobile clients exceeding

26.spethé madhinerizeleblgmdedammanfaildiob? % thiairstrnetions dfirther comprising

RSP T b e ALk opR! g bel R,

27. The machine-readable medium of claim 26, wherein the capacity event is at least
one of an authenticated number of mobile clients exceeding a specified number and an
available data rate of access to the wireless network dropping below a specified data

rate.

28. The machine-readable medium of claim 26, the instructions further comprising

code for disabling the broadcasting of a service set identifier for the public service set.



28. The machi ne-readabl e nedi um of cl aim 26, the
instructions further conprising code for disabling the
Whe@ag@st i ng of a service set identifier for PEEUS2008/072872
public service set.29. The machi ne-readabl e nmedi um of
claim25, the instructions fuher conprising code for
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I nstructions t her conprising code for transferrlng

pheatastriieasétcat ed nmobile client fromthe public
service set to the private service set in response to
a transfer event. 31. The machi ne-readabl e nedi um of
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of an expiration of a period of tine,
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ne-rea un1o arm 25, wherein the
private service set uses a data ['ink |layer encryption
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The machine-readable medium of claim 30, wherein the transfer event is at least
one of an expiration of a period of time, the authentication of the authenticated mobile

client, and a disabling of the public service set.

32. The machine-readable medium of claim 25, wherein the private service set uses

a data link layer encryption algorithm.



