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generally to conputer databases. Mre specifically, the enmbodi nments
provide a method and systemfor reliably 10 updating a database.
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communi cations are 20 unreliable. In this case, data may be |ost during
transport. As such, data nmust be retransnmtted and the other databases
updat ed al |ITezheicahfildh. Such repetition significantly reduces the

efficiency of the systemand the extent to which the databases contain
up-to-date datmboBinedits &aﬁ§ bid@bhﬂﬁvé)ﬁloh Ii’ﬁatBrﬁw'amgy's tP&nfpuer dbtabmses.syst em

bl ock di agram accgr in nt of tion. Fig. 2
is a block 'ﬁ r&gﬁpﬁﬁﬁ‘cﬁlya bé’ﬂi"ﬁ%g gr@g F& 'H%thf)%%g‘ﬁ zsig'ﬁg?rrﬁgr%ﬁ of the
present10i nugktiona déta%&é)B/ 038654 PCT/ US02/35083 Fig. 3 illustrates an

exenpl ary transm ssi on of database updates froma | ocal database to a
renot e dat abase according to an enbodi nent of the present invention. Fig.

4 shows a sBackdroendiotthednwention an enbodi nent of the present invention.

With the increasing size and highly distributed structure of databases, it has

become increasingly difficult to ensure that related databases in a network contain
the same versions of the data. If there are significant changes to one database,
15 other databases may need to be updated to include these changes as soon as
possible. Making these updates may involve frequently moving large amount of
updating data to multiple databases. The potential complexity of such a process

can be tremendous.

This problem is further compounded in systems where communications are
20 unreliable. In this case, data may be lost during transport. As such, data must be
retransmitted and the other databases updated all over again. Such repetition
significantly reduces the efficiency of the system and the extent to which the
databases contain up-to-date data.

Brief Description of the Drawings

25 Fig. 1 is a system block diagram, according to an embodiment of the present

invention.

Fig. 2 is a block diagram of a system hub according to an embodiment of the

present invention.



5 Fig. 5 shows an initializing sendfile according to an enbodi nent of the

present invention. Fig. 6 is an illustrative timng chart of sendfile and
initializwog3ssssdfi|l e generation according to an enbodi mPatr/ush2/83083 pr esent
invention. Fig. 7 is a flowhart of an enbodi ment of the present invention
in which update 10 files of a | ocal database may be generated. Fig. 8 is a
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fl owchart ofdatabeshta a earhaeldidatbasefctonding teesreermbodiment ofdine presediti ch a  renote
dat abase rraym;eflﬁ&{ve and validate update files froma |ocal database. 15
Fig. 10Ais a owchart of an enbodi nent of the present invention in which
update files may be validated. Fig. 10B is a flowhart of another

enbodi ment of FlHe4 phawensendileardoshing i amerobrdimpataaf éhe presentrimventien.
validated. Fig. 11 is an illustration of update file validation according
to an enbodi meply. HEhowdart MRiaRZifS S WRBIR Yo dARdrAbddifleies 8d HLiSR

Enbodi ments .of the present invention provide a nmethod and systemfor
reliably upd¥&Pi9y a renote database over a network. In the enbodi ments, a
plurality of periodic updates (hereinafter "sendfile"} based on

i ncremental chrigge’ droilldstla@eatimag dﬁaﬁ@b@@ﬁﬁw@@ﬁiﬂ@ltﬁﬁg@%mdﬁa@@n%tiéme

peri odi ¢ updat ea incl Udﬁ'tsboat I ea ,&1 one f.r ans{acti on. An initialization
updat e ( her & RYFINEFO ap gMbodimen Hé & OHFEH'BV§"UPHe ] udi ng a  version of the

| ocal database at a start time is generated. Additionally, an identifier
associ at ed wi thigt his 4 #svchadrof edienbopidaEnt ofiba ereteatinbaitiondn whieh spaste ti me

and an (pdenti.fi-en i 1 l,ast transaction commtted prior to
t he stag‘? t:ﬁwngdé?&%ﬁ\%%%%ﬁ%%@%e%%ﬁgwl 35083 generated. The

embodi ments advant ageously provide decoupling of the sendfiles and the
initializing skfad$ islaflawshagiof abeypbggisené ot teepreseabinudrdiosdn whichare 1 is a*

bl ock di agr@é%ét@%tdda%é‘%éy?&@e"w@u&ié?éfﬁé!)%%ﬁn%ﬂ@i:é\gja'ié%la@@. eﬂgodi ment of the

present invention. Cenerally, system1 may host a | arge,

menory-resi den'g, dat abﬁ&?, recei ve search requests and provide search
responses over9a [$ét iyrakartehanetherginieodigertial fheprgsentyvsatien isyyhikta i c,

nul ti processémgte dafMBbe eRiyNEEdVe arrdidas, uptiate fRARGH 8. locN dABNARS/ 6000(r)
MBO or S80 manufactured by International Business Machi nes Corporation of

Ar monk, lglew Fig. 10A is a flowchart of an embodiment of the present invention in which

update files may be validated.

Fig. 10B is a flowchart of another embodiment of the present invention in which
update files may be validated.

Fig. 11 is an illustration of update file validation according to an embodiment of
20  the present invention.

Detailed Description

Embodiments of the present invention provide a method and system for reliably
updating a remote database over a network. In the embodiments, a plurality of
periodic updates (hereinafter “sendfile”). based on incremental changes to a local

25  database are generated. Each of the periodic updates includes at least one
transaction. An initialization update (hereinafter “initializing sendfile”) including a
version of the local database at a start time is generated. Additionally, an identifier
associated with the last periodic update generated before the start time and an
identifier associated with the last transaction committed prior to the start time are



York, a Sun Enterprise TM 10000 manufactured by Sun M crosystens, |Inc. of
Santa 10 Clara, California, etc. System 100 may al so be a nulti-processor
per sonal woagjstees , such as, for exanple, a Conpaq ProlLi afCTNSWL5983
(including two Intel Pentiun(r) 111 866 MHz processors) manufactured by
Hew ett - Packard Conpany of Palo Alto, California. System 100 may al so

include a nulti cessin SYS sych as, .for.exa | BM .
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102-1 ... 1Bé!ethoh@aMomlal(Bystmv1G®magadsollaa:lgde gl atudtipaseessihgopenatimpl e, f or
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nanes or ph ne K" addresses, for vi di ng an updati ng
subscriBer BedHat bnde® 8,2, Btor BStepr KA ohiap deceive p;qﬂddrpuuwgaieseverme@s@rhce dat a,
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i ncluding at | east one 64-bit big-endian processor 102-1 coupled to at

| east a@4- bi n an embodiment, system 100 may include at least one processor 102-1
coupled to bus 101. Processor 102-1 may include an internal memory cache (e.g.,
an L1 cache, not shown for clarity). A secondary memory cache 103-1 (e.g., an L2
cache, L2/L.3 caches, etc.) may reside between processor 102-1 and bus 101. Ina
preferred embodiment, system 100 may include a plurality of processors 102-1 ...

25  102-P coupled to bus 101. A plurality of secondary memory caches 103-1 ... 103-P
may also reside between plurality of processors 102-1 ... 102-P and bus 101 (e.g.,
a look-through architecture), or, alternatively, at least one secondary memory cache
103-1 may be coupled to bus 101 (e.g., a look-aside architecture). System 100
may include memory 104, such as, for example, random access memory (RAM),

30 etc., coupled to bus 101, for storing information and instructions to be executed by
plurality of processors 102-1 ... 102-P.

Memory 104 may store a large database, for example, for translating Internet
domain names into Internet addresses, for translating names or phone numbers
into network addresses, for providing and updating subscriber profile data, for

35 providing and updating user presence data, etc. Advantageously, both the size of
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may del ay thwe stme metrmc:momnayrryoweoeigmtfbytﬂseﬁeiatafr@o pHmaesar102itftoan 8- byt e

poi nter val Mgmoﬁ/ W4l hﬁtﬁ&tthﬁeﬁ%ﬁaahcglh% fe\g(\agtt\'NB'gﬁt c%cleslofh such as a

menory address t’hat ’crosses a te boundary, ytes of data
can notle ancatmfemboémnefrmﬁcpmmgmomgach@ 1531 rt@a)ab%ﬁ éhrOBQ'b?@@est ore

| nstructi on, éréh?t%ﬁﬁ%té’ﬁé’&%é&g s$%t%hét§% tespamertmey A2PBS Atiferpfad di stinct
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system Corrpon?ﬂttlmately, from the perspective of processor 102-1, once the data are laiched
onto the output pins of processor 102-1, all eight bytes of data are written to
memory 104 in one contiguous, uninterrupted transfer, which may be delayed by
the effects of a secondary memory cache 103-1, if present. From the perspective

25  of processors 102-2 ... 102-P, once the data are latched onto the output pins of

processor 102-1, all eight bytes of data are written to memory 104 in one
contiguous, uninterrupted transfer, which is enforced by the cache coherency
protocol across secondary memory caches 103-1 ... 103-P, which may delay the
write to memory 104 if present.

30 However, if an 8-byte pointer value is written to a misaligned location in memory
104, such as a memory address that crosses an 8-byte boundary, all eight bytes of
data can not be transferred from processor 102-1 using a single, 8-byte store
instruction. Instead, processor 102-1 may issue two separate and distinct store
instructions. For example, if the memory address begins four bytes before an 8-

35  byte boundary (e.g., 8N — 4), the first store instruction transfers the four most
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publ i shed 1994),.etc. Plurality of network conputers 120-1 ... 120-N may

be coupl ed Rego ?\NT?Z and WAN 124. In one enbodi nent, LAN 122 and WAN 124
may be physically distinct networks, while in anot her enbodi ment, LAN 122
and WAN 124 n&ystem i0amay aleo inshide garadayly sremeny (REOM) (196t OrHbrustatisr

I
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include display 110 (e.g., an LCD monitor) and input device 112 (e.g., keyboard,
mouse, trackball, etc.), coupled to bus 101. System 100 may include a plurality of
network interfaces 114-1 ... 114-0, which may send and receive electrical,
electromagnetic or optical signals that carry digital data streams representing

25 various types of information. In an embodiment, network interface 114-1 may be
coupled to bus 101 and local area network (LAN) 122, while network interface 114-
O may coupled to bus 101 and wide area network (WAN) 124. Plurality of network
interfaces 114-1 ... 114-O may support various network protocols, including, for
example, Gigabit Ethernet (e.g., |IEEE Standard 802.3-2002, published 2002), Fiber

30 Channel (e.g., ANSI Standard X.3230-1994, published 1994), etc. Plurality of
network computers 120-1 ... 120-N may be coupled to LAN 122 and WAN 124. In
one embodiment, LAN 122 and WAN 124 may be physically distinct networks, while
in another embodiment, LAN 122 and WAN 124 may be via a network gateway or
router (not shown for clarity). Alternatively, LAN 122 and WAN 124 may be the

35 same network.
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appropriate LUEs. The number of PEs for a single LUE may be determined, for
example, by the number of DNS queries to be processed per second and the
performance characteristics of the particular system. Other metrics may also be

used to determine the appropriate mapping ratios and behaviors.

25 Generally, other large-volume, query-based embodiments may be supported,
including, for example, telephone number resolution, SS7 signaling processing,
geolocation determination, telephone number-to-subscriber mapping, subscriber

location and presence determination, etc.

In an embodiment, a central on-line transaction processing (OLTP) server 140-1
30 may be coupled to WAN 124 and receive additions, modifications and deletions
(i.e., update traffic) to database 142-1 from various sources. OLTP server 140-1
' may send updates to system 100, which includes a local copy of database 142-1,
over WAN 124. OLTP server 140-1 may be optimized for processing update traffic
in various formats and protocols, including, for example, HyperText Transmission
35  Protocol (HTTP), Registry Registrar Protocol (RRP), Extensible Provisioning



Protocol (EPP), Service Managenent System 800 Mechani zed Generic Interface
(M3 ), and other on-line provisioning protocols. A constellation of

r ead- onl ywbUB®386smy be depl oyed in a hub and spoke archit @ctrarse2/s8pr ovi de
hi gh- speed search capability conjoined with high-volune, increnental
updates from OLTP server 140- 5 1. In an alternative enbodi nent, data may

be distributed o tiple OLTP Vi S, e fvx/mch may
be coupl ed- PR, Serve Marsment Sigetsbd ignantag chaedblrBanl' | ons.
modi fi cati o(MGI)adrdti steéedri-iriesprovisioning ppstadats. A cafidtél@lion of itchdionlyriasgmwect i ve
dat abases 142-1... 142-S. (npt, shown for cl it from.10 variQus ,sources.
G cer ver 33 b3 debeFadst &R SO HieiTipBlH B repUPENDR 885 Bie, "y

i ncl ude copcambiity chafciftsswish AigR-vblume, intd2netalapdetes dprma@l TRIskryect4rt ed

dat a, eti over WAN 124. For exanple, in a geolocation enbodinent, OLTP
servers 40 .140-S may receive update traffic from groups of renote
sensors. anot her alternative enbodiment, plurality of network conputers
120-1 ... 120 Inan Blteptive ewbediventy datadaayt hedistribhisdiovecauitioleOLTahd deI etions
(i.e., upda AN P BES, bEESY \W 4 Eisg}l, In
this enbodi grrgrxérrsa‘gbufa1%d 2% dﬁaJnetvvorrﬁgsw utldciér/dsatro - 24 U N may send

updat es, as 14T .. 148-F ey |ré®'VetQﬁdltW§,tféﬂ§“ﬁW0n$ ang isleletings GQSG'PG@tPon

enbodi ment , freme oflfeif RsPective dathnaed -l uazﬂs (it mom%qomaémrfkoneonput ers
120-1 ... 12 may conbine, or nmultiple several DNS query msssages

recei vetf ové"f‘”%‘s\ﬁpd@eﬁr Ok TRseREr % 14% 1 ¢ 140\§NN312@J)°' updates tﬁ syptRE B0, Request
Super Packet waie ﬁeﬁnﬁcmdﬂ!@caﬁw&ﬁdat&aa@é Pazket14pcs, to'ﬂﬂer WWkarhieally-cregtegt em 100)

over a |local, area ne , LAN 122). The i.n

1 ol e Gt Ori AN ok s FaRIA aebeardn e BGRE: R Bonse

Sﬁpelr Pac Iket sétPedndoskn d40-Bandiezpeins epdatp eaffizdioat groapd biresiopy semsbat en PE over
the local are

Response Su B%‘?f&%rnﬂjt&{ nat:mﬁgﬁg&m% y"’é‘ﬁa‘ﬂ\} faegwm0ﬁ§’f% A%@%Rggﬁgﬁ\s unit (Mru)

of the pﬁysmaalalsme’emvaaddhmmsr moeifigation§ aralddletiEink ¢irenatpdateRoaffi@@npl e,
Lypi cal 5 5p0Rs ol M ARPRSAF T A1 2250 Bs bERSALRAL ofRRPY o5 and 200
respec 1vely, mu

byt es, all ow over pl exed into a
si ngl e RequestwogupmnRieisct20-1as. 1@0-N W&&;’&depdaeseqﬂ welkas queripe, torul t i pl exed
into a si nggfs Hespgnse Super Packet. However, a snaller nunber of queries
(e.g., 20 queries) may be included in a si ngl e Request Super Packet in
order to avoid MIU overfl ow on the respon replies). For |arger

MIU sizes, tHBthaRberesslutian ambadinen, %ﬁ?@r'?f:eée %m@lafrhéﬁlth%é'uf?éiv %e i ncreased

accor di pgl Y nethork computers 120-1 ... 120-N) may combine, or multiplex, several DNS query

messages, received over a wide area network (e.g., WAN 124), into a single
Request SuperPacket and send the Request SuperPacket to the LUE (e.g., system
100) over a local area network (e.g., LAN 122). The LUE may combine, or
multiplex, several DNS query message replies into a single Response SuperPacket

25 and send the Response SuperPacket to the appropriate PE over the local area
network. Generally, the maximum size of a Request or Response SuperPacket
may be limited by the maximum transmission unit (MTU) of the physical network
layer (e.g., Gigabit Ethernet). For example, typical DNS query and reply message
sizes of less than 100 bytes and 200 bytes, respectively, allow for over 30 queries

30 to be multiplexed into a single Request SuperPacket, as well as over 15 replies to
be multiplexed into a single Response SuperPacket. However, a smaller number of
queries (e.g., 20 queries) may be included in a single Request SuperPacket in
order to avoid MTU overflow on the response (e.g., 10 replies). For larger MTU
sizes, the number of multiplexed queries and replies may be increased accordingly.



WD 03/ 038654 PCT/ US02/ 35083 Each nultitasking PE may include an inbound
thread and an outbound thread to manage DNS queries and replies,

respect i eDy3/088854 exanpl e, the inbound thread rmay un-mar PEAIUSKAESBNS query
conponents fromthe incom ng DNS query packets received over a w de area
network and nultiplex several mlliseconds of queries 5 into a single

Request Superﬁ%ﬂf%itut%%\ger gr'rél}gnél MeAadin &t‘ﬂ?%ds%gdant&ﬁb?ﬁ%qﬁr%%t

Super Packet to the LU area net Qut bound
thread may 'PaergeieNg pleresspshepliassy prappaitiedt Far example, men_hbcwed thvebdi pl ex t he

replies conpgy Ul@-%érﬂ?eﬂ ﬁ*\enDNQ'Eﬂe neﬁl@?roYr?‘fh'e%b%nfnhia ne(% Eﬁcké? id DNS

reply,. which may then etransmtt over de ar nerally,
10 as not ecfeéﬁbﬁﬁboveétaﬁ’é'ﬂe Iaéﬁadé“t‘(Y@lktﬁ'?Q m‘éﬂfé?&s%’&é@dﬂl@ﬁﬁf@ﬂﬁﬁﬁmtﬁfﬁﬁy be

suppor t &d. inloh aﬁglemyadbﬁ%uperﬁé&eﬁel%qmsoﬁaQ%Baﬁka@tthéme@ g i nclude

state inforpgation 00|a such as, ftor exanple,

t he source Wé%%u‘)ecr @CK%F%%S(E-HIE Q‘S‘Fbé IOC@ﬂ Eregﬂ‘?@N‘?IbECﬁﬁ‘ﬂerﬁﬁﬁlthﬁe the state
i nformat i Orbutbmd\daﬁr%adln@éyerdc@b&hermmﬁ% SM\{gérP!adSke‘t fremMas poRSge-Super Packet .

Each PE may_t onst d turn 1 a nessages. usi ng the
i nf or mat i Oﬁnylp @ﬁéhetrpgﬁesfqog Eﬁﬁﬁﬁr@ﬁ' a”é@?ﬁ%&ﬁ‘@'"“@ﬁ%‘ﬁ ﬁg(
gdv?nt aggo]gsms remygwﬂtl?w sy ma\tmmmmtemmd rﬂ@,hWIUe@rea nat@bikd @\d@gﬂ@pl i es may
e for om.t nformation contained in t sponse
Gener aIan) , ‘{%'gat‘f_{ﬁbor}/gy ﬂ@f %F%e lémﬁeoéﬁ%gﬁseg %ﬁﬂ%@? niagb[ ﬁﬁ 4<r om
whi ch the incom ng SuperPacket originated; however, other variations may 20
obvi ously be possembediment, dire EEle‘ShéuinadmbUwymuincled&btaféﬁnfmmahmi ntain
th t at i

e state | ApKmRLAR oRATAGS Gia) WohsSBF Bdie AHELSAAabRCLUAE 2

reference, mat1 on quest
Super Pac ketProtpael tm%eifﬁﬂ he h&IEUHaY inaide the slatejipfoonation; and assogiatatcNS and

associ at ed Bhfs! fihih Ao R%MHSQ s 5rF%%§é’c0'E%%h PE rﬁgpﬁ{eﬁ%haPuct Ea&l%nﬁ’rﬁ ey

t hen construct and return valid massages usil ng
i nf or eI orY%“‘éPé‘r%ﬁ‘?@B’@?*FSéﬁ@?rP%'f‘%H“er'F‘@m‘@‘m‘ trapsmitipg frpm FhealsUE he st at e

i nformat i orcmba@@upe@bm adbéhté@é&;s@rayé%t@agta stéth@sé—Hécﬁ‘iﬁé! fleeturn the
Response SU‘PIE—‘ijg to hg %fgl whi ch_t he i ncom ng er Packet’

ori gi nat ed.Va regllc?ssmgy B dern & 'Gfor%]aﬁ%c%{ﬁ%in%kﬁ‘lé e ReepPsect ur e
accor di ng t@p@rpao%et eEbasHaIE tHe 1AJE tﬁa@ rPtueSBB RspuRRL SQerPsekaeioahé PE t he
system may i nc

| oc 200 ich ma i ncl.uded in central
OLTP hub 14" ﬁﬁﬁérheemgpm}p@rgup eeﬁ%?% ag%gé‘QE’eﬁyof?‘%Yq{ﬁ“ﬂ%mﬁé i ncl uded
i n LUER010mbvioosigdetpedsible. | ocal dat abase 200 via any connecti on nechani sm
e.g., Internet or LAN 122. The databases may send and recei ve update data.

In an alternative embodiment, each PE may maintain the state information
associated with each DNS query and include a reference, or handle, to the state
information within the Request SuperPacket. The LUE may include the state
information references, and associated DNS replies, within the Response

25  SuperPacket. Each PE may then construct and return valid DNS reply messages
using the state information references transmitted from the LUE, as well as the
state information maintained thereon. In this embodiment, the LUE may return the
Response SuperPacket to the PE from which the incoming SuperPacket originated.

Figure 2 is a block diagram of a hub and spoke architecture according to an
30 embodiment of the present invention. Generally, the system may include a local
database 200 (which may be included in central OLTP hub 140) and one or more
remote databases 210 (which may be included in LUEs 100) connected to local
database 200 via any connection mechanism, e.g., Internet or LAN 122. The
databases may send and receive update data.



8 WD 03/038654 PCT/US02/ 35083 Referring to Figure 3, in enbodinents of the
present invention, |ocal database 200 sends F sendfiles 300-1...300-F and
initializwog3ssssdfil e 310 to renpte database 210 in order PCa/UspL33083 r enot e
dat abase 210. The update files may be sent individually or in batches,
such as nmultiple sendfiles 300, one sendfile 300 and 5 one initializing

sendfile 310, I i g,_sendfile 310,
sendfile 300 aplq%ﬂr?rémﬁ tg Eﬁ %?ab%%b%g%%?ﬂﬂgpﬁ !:1' lon1lﬁcajﬁia B¢ ment of
the present 2PQ sends %ﬁencﬁﬂﬁﬁo@sbr 300E amdynlhﬁrzeu\eendﬁia@ﬂbitcmenﬁﬂ@ and/ or
nitial n a dat .abase 200.
Syst em 150 aactr G chder (Bl femiRG Rk 3302 e Ao L9 o - enoi o
10 dat abaseS?'%%”Q)Y'Q“@Urﬁﬁﬂhi’@ﬁ‘?ﬁisoﬁUfihﬂSeme'an@ SEmellePB@ihmssendfmd?:Mand hen
conpare 5updaé irﬂgan@iag@ehdﬂiégwfnhdiﬁpié%ho%ies':wotén%'dné dﬁiﬁaiﬁzﬁi h{ﬂﬁ%?iﬁt agai nst

correspondi ng’gga g n t e dat abase in
renote dat aBa¥E"® QpalPﬂ%r?r '%i%iiél@%@?dfi@@,ﬁ?ralynappl y sendfile 300 or

initializing sendfile 310 to renpte database 210. Accordingly, renote

dat abase 210 ria;anmbsﬁﬂu@ﬂbﬂhehfw&nwmaﬁtﬁﬁi Ean%cé?éo%bh‘% gr@{:&w%d—'tdaccor di ng

updati ng da Ioc dat aba ure 4 shows sen

to an enbodiggi%%irtqld/gf n ﬁgz' %@ﬁ@ %%H%'r‘i‘i PHPU2FRE detadiery lesel datplkase@POnay

i ncl ude, foSy&tﬁmrﬁﬂOGTiayareiceive seakgfing 860 ard iﬁﬁi@iizmd@encﬁ’ilé BI0URNENSl On tine 402,
total size of the file

h f
e nurker gbaansact s L0 UL e gl 8166 e
t ransact i ongpdgtiog data m:sencim meuditialgzmgmrtdﬁ@rﬁmvdgaﬁm tcﬂr%&bbiﬁdi@g 8ata These

sendfile fin@b%t@&ﬁa%%%@be%tﬁga?tta it Qirrb &engriiitrreat 8 %%gi?aﬁno 1|0e|h&n the scope

of the enbodi nents resent inven can be
i ncl uded i NP'OERFOT 184 BEY apslyrsgnitiile 380 Or initieliziog sercfifer@siotrembiecal  dat abase

200 bet f | e,
addi t.eﬁgeS?étﬁ%’avi‘@%?n?i‘icf’ré’i"s@"mm&@%%&‘égﬁgﬁﬁ Ve et et ek bl ©

del et | o‘i'at%y?aaitmq{ﬁ‘qsd%ﬂpq’qt'@é§'at8nfﬁdnqai datebanes2a one or nore data
records associated wth a identifier, renamng of a |dent|f|er a no-op,

etc. One or Iﬁywe@fshbwgséndfmécCWnﬂ%%Hem%cﬁmé% may be
call ed train\§anth| oq.f1 S@ tﬁ' § Sré‘?/a I ncl ude uni que | enti I'ers of these
transacti on8 °TRE { PEAEE Of IR SORAYYR %&rc%érﬂph? adiplidpnidiegd00.ithe t he or der
t hey occur rfde gemerbtireatime 302,ché amﬁ@rcﬁ%nsé&i@hé NQH%GJM@ 4b8!'thé [RYSHEL | ONS

t he e recorded wthin the

i ncl udi ng I chan
transact i Oﬂfﬂltﬁe {1 E%&g‘r%@ec\tkﬁlé °58Eﬁ??%rf%%8%ng'”8§?%ﬁg% 290. Gener ally,
t ransadi orfrandectdrbi4d0s! . miy0-Neinalseling iestrars s MBBAHfICR) STHcARNARS der .

fields are examples meant to illustrate, and not limit, the scope of the embodiments
of the present invention. Any useful field can be included in sendfile 300.

Sendfile 300 includes changes to local database 200 between two points in
time. These changes may include, for example, additions of new identifiers (i.e.,
25  identifiers of data records), deletions of existing identifiers, modifications of one or
more data records associated with a identifier, renaming of a identifier, a no-op, etc.
One or more of these changes may occur in a sequence and may be called
transactions. Sendfile 300 may include unique identifiers of these transactions.
The transactions may be recorded in sendfile 300 in the order they occurred in local
30 database 200. Additionally, for transactions including more than one change, the

changes may be recorded within the transaction in the order they occurred in local
database 200.

Generally, transaction identifiers may be assigned to transactions in any order.
That is, the transaction identifiers need not monotonically increase over time. For



That is, the transaction identifiers need not nonotonically increase over
time. For 9 WD 03/038654 PCT/ US02/ 35083 exanple, two sequenti al

transact iwo3ms8sshave transaction identifiers of 10004 f @Cirawezi3iegs 10002.
Accordingly, the order that a transaction occurred may be determ ned by

its placenent in current file 300-F or its placenent in a preceding file

300-(F-1). Cenerally, transactio not d'a ent fi 00 in order
Lo tully 5 ampleates sequsin daasrans Braydase Fofradioh MeRBlect it
gplol i Ca;[N;TOr’folloW@dlibyp’r(E)@Qnmcoramglyntrerd’r@mtthatra idnsantianpetatiged oaytbe a net wor k
el ay, ich,cou in_erroneo at r Fi gure
5 shgws i nlc{élteém nzqdnt@' gseq.lachnlneé] Wr%?@g@ &%ﬁf ?rd{SaPAa gﬁ%@%@&g 5&8 °
present in\/&mt(F(-Jr) GBmerdily gtratsactfons midyi radt spamgdjaesd files 08 Iomdaytoi fultyl ude, f or
exanple,_ a 10 f |Ie|d i.fier b
nunber of tPIPERAGNS %\ﬁ?tﬁbﬁsﬁ %88 &E‘@h&%%e totgﬁ% 'és%?'?g oggtpa%'tﬁte 506, a
checksum orareintersiptdn m‘ra‘rnnpdatﬂadue tocp netwdiketeiay; wbgB coalddesiiidn eople@fs t he
entire | ocac’ ﬁ%ﬁ%p{%ﬁidéﬁg Initializing sendfile 310 may further

2

i ncl ude fi he f|Ie identifier 400 of the last sendfile
300 generated prior to the_ eneration of file 310, and field 512, which is
the 15 identi Figere sheweinitisizing sentilcd 10orccetsing iorascerplpdirgent|of &gt abase 200

prior to theeg ﬂﬁ/@ﬁﬁérpnﬂ'ﬁgﬁéldﬁ (Sf'nﬁ{léll%fn@%eﬁﬁﬁlgfsﬂd)%a%%lud@“%r@&é@plena| ocal
and renot e dat abases 200, || ocated to tables re

i di
dat abasi®s Z@@'deﬂflf@r 5@&"&55‘?&9”2@5'0” t'm%ﬁheﬂﬁ'ﬁ@r"? EEnsaEtiens, Rgurrber of
tables. So,f¥Bed the ﬁﬁél%%&ﬂtﬁ@ﬁeseéﬂee&ecksmﬁ bt ahy §Udhgarﬁ)e4@dé¢k||r@ 310 may

include a field for_ each table |nd| 0..records recorded
in the tabliB ‘C@BFs%«éﬁ?ﬁlﬂé‘a C%Pydgﬁt%ﬁ h@gb&ﬁ%ﬁégggﬁﬁbgf%gpwlg' "% donai n

]Eablg ang asmafe R0 \rady furthérEinclligafied 5nmuwmeﬂ Bzmmmemmri@omwa lastl ude a
e i ndi cati e nunber of ,records i.n t el d

i ndi cati ng ?%@Pl%rﬁbﬂt%ﬁe%e({ %rp&t%ﬁ'\ |%n?ﬁgo'ﬁ8ﬂ@§§ vearn aeb;'iqbé{:\2 %%h%t may

speci f y15 f ddestifienpi the ldsh dandaabibre coramitteddo loegl daidmhsEQODmmlextortbeor ds in the

tabl e, and the

1g0] f. 25 t
initializi n%erkeé%'lépﬂ?im%fﬁmﬁagﬁﬁﬁ% JIl}%:le?nae &ﬁelﬁlellaka %%feq{%dag%?g? on of
i nitializingynmaybe kéo@id] toishies repidingdin databsees HDQ |2é134 DlatﬁjJaé%ﬁ"lEﬁQ le fields
|
T )
initializi nigitigkiintf $Etr‘eifl@13ﬂ0 may inclade 2ifiely f§éﬁ%ﬁ1 tale dndicating thendynaers of f or
exanpl &) a Ee%aférswéb?aé& mpe%‘a%ibv dr e&Qr‘?lPIe3Q d@ﬁfa%ﬁr?arﬁ@@étbb&@rﬁb@ﬁm@lu@@o as

stated previously. tial1zing sendfi Y ecorre consistent with
| ocal dat ab@é@mamda@? aéld;?diarﬁ‘ﬁeﬁeﬁ/ef fabe- t W@ﬁ izing sengifijermay RRlIFR 3 s i s the

time at whigdly HRIRGARY tHRMUPbdr BF fdcBldsah the doRmih tdbf @ika Relgintfcating tief i s
number of records in the nameserver table. The field may specify, for example, the
table name, a key used to index records in the table, and the number of records in

25 the table. Additionally, initializing sendfile 310 may include a field indicating the
version of initializing sendfile 310, usually 1.0. These initializing sendfile fields are
examples meant to illustrate, and not limit, the scope of the embodiments of the
present invention. Any useful field can be included in initializing sendfile 310.

Initializing sendfile 310 may include, for example, a read-consistent copy of the
30 entire local database 200, as stated previously. Initializing sendfile 310 may
become consistent with local database 200 at a point in time t between ts and ff,
where ts is the time at which generation of initializing sendfile 310 begins and tf is
the time at which the generation completes. As such, the only operation that may
occur in initializing sendfile 310 is an “add” operation. That is, as initializing sendfile
35 310 is generated, copies of the entire local database 200 at time t may be recorded
in initializing sendfile 310. Hence, an “add” operation may be performed to record

10



the tinme at which the generation conpletes. As such, the only operation
that may occur in initializing sendfile 310 is an "add" operation. That
is, as inwpioalosssbng sendfile 35 310 i s generated, copies @®CTIUSE2/85083 r e

| ocal database 200 at tinme t may be recorded in initializing sendfile 310.
Eecq_;:asog/n%ggg Ioperiatti on may be perforned to record 10 WO 03/038654

oca at abase 200 L tializin f 0.
| denti fi er ORRRIRRASE 'Béth'eﬁ'ﬁmg Sﬁ”‘?fl'ea?m IHSntg'gFld'g'l ?%gi(t?”l?enﬁény or der.
Al t er nat i velitalizing sehefilpBes enary aiilerf ddterrgtively de it frieeerse of édreigenced dat a

of 11 of ds. SR SO BrbRea L D te] PeRrep e AR “Come

awar eness oécosendfiles 300 that may be generated and conmitted to renote
dat abase 210 while initializing sendfile 310 is being generated. However,

the geperatigns a@cjlhcﬁﬁeé}q eilo]s%‘l%oa(?ld%qg n'\év ﬁrbﬁb%?ﬂtt{%ﬂzﬁ& egﬁdfh@3ﬁ)1\9|tmay be

decoupl &d from ependency of one on
the ot her fsomelvayemassaf S@nﬁf"@tﬁﬂﬁ) taatsvamm genreraige aﬁﬁ@@@ﬁ@ﬁ%t? reient a

| ess eff I
Sus;s)end Lﬁ;a:éf]atbta%e@ﬁé’%ﬁe lmtlaﬂznﬂ@%&rﬂifm i b%ln%%ﬂél%&écpn—l@ﬁéi/eanml cation may

init Izin sendfil e genéeration ted. B
cont i nui ng gepergéiars aftsendiild 389}§‘P9 initiglizigg |S?@%f”%§b0 WRY IPg déé %f%e © g
ini tializingcgendt Witk résHect Bhé RcRBf SPRALERENT oﬁé ohhies @ﬂhesmt i nventi on,
the strong error-checking of sendfiles 300 mag ? (ii 5 as the
pl aci ndOof cehARAiPR ngﬁcrb@\SVWF@”Sé’tr%?é%@aZ'ﬁ vent§g. esst?ﬁfa éﬁf@e BYREY ai nts or
];)(r)(r)t?leg? i ?ﬁlﬁ]tl\lhfch%@n@?@@b?@??rﬁ%ﬂdmllbﬁldﬁm@j s?penqghmﬂnhitgmmbhmmﬁst raints may
e i ri 0 e dat e data |
transacti or?§”?“ﬂ N/ %F‘éyP&Camp%ﬁ%‘f é‘?bﬁ%]tt'gu@?tt? %%ieterat%cliag'td %gglesglooWFg?
SX?WE| e, glsgﬁdmég?»mﬁwaﬂé gmrdmtmgamhairzmgea%dﬂlh&@aamamlea;enﬂtradnnerémwest ored in
at abase nore than C | hart of
sendfile afiETHMVEMTYY ﬁbe %@Hgfe rI'JC:’P gHéC% grde];tg ?@tﬁ"éas édﬁéﬁbé }ﬁgn%%:i“vev@ Ogl ﬁlrant 0
of the 15r es@ithe placiegtdf onnstrtamtﬁogmreote databemim([) &sg. 3@@qt¢%¢or@tralntswgh s-21)

are gener agﬁ% g@aldér?tﬂfét écgnsttljaﬁg 3 nﬁ‘%ﬁf - Th p%E'm%%k E&{sﬂ%h@‘s R %‘gjté@nt

sendfil es éner a rregular ti erval s. nerally
sendfile gdherruegrrb\noﬁbesla’mﬂ reraRte dall“@aéﬁﬁ"@bymSﬁ‘éOW'm BﬁWCt'Ofﬁ)tPatexanpl e, 25

iT the f' | &%l ege@ o %oedglsac}f rémgﬂe@éb%a'sé‘b%V%ﬁexa'rﬂplé’%ﬂﬁndl@tcohét@ntt he

entire m nut e o conplete generation of Additionally, if
changes occuay pieveridhe S@meé@w@m e sipfeddn Q@tﬁaﬁel %103@9rei thapeissy gener at ed,
t hose changes will be captured in the next sendfile 300. For exanple, if

sendfilg) sf-4hegd 5% SeMBSHRve imiy dartQP sORdfmNghd m@rm.raj, esnddle 12: 05: 02,
then any Chgemge?asiuotn%clcgr%%lg tg %tnaePn%Sé |mze0n }; tﬂ%tprgs%%‘fj mver?’uon i Figure 6,
sendfiles 300 (sf-1 through s-21) are generated at regular time intervals. In an
alternate embodiment, sendfiles 300 may be generated at irregular time intervals.
Generally, sendfile generation does not take the entire time interval. For example,
25 if the files are generated at 5-minute intervals, it does not take the entire 5 minutes
to complete generation of a file. Additionally, if changes occur in local database
200 while sendfile 300 is being generated, those changes will be captured in the
next sendfile 300. For example, if sendfile sf-4 begins generation at 12:05:00 and
completes at 12:05:02, then any changes to local database 200 that occur between
30  12:05:00 and 12:05:02 are captured in sendfile sf-5 (e.g., 300-5), which captures

the time period from 12:05:00 to 12:10:00.

Sendfiles 300-5 and 300-19 are illustrated in Figure 6. These files show, among
other fields, a file identifier 601 (sf-5, sf-19), file generation time 603, and
transaction identifiers 605 (e.g., 10002). Note that the transaction identifiers may

35 ot be ordered monotonically. As mentioned previously, the transaction identifiers
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30 12: 05: 00 and 12:05:02 are captured in sendfile sf-5 (e.g., 300-5), which
captures the tinme period from12:05:00 to 12:10:00. Sendfiles 300-5 and
300- 19 arwoiolosssts ated in Figure 6. These files show, anorgT/wsohssossi el ds,
a file identifier 601 (sf-5, sf-19), file generation tine 603, and
transaction identifiers 605 (e.qg., 10002) Note that the transaction

identifiers t red ot oni ¢ vi ousl
the transaftd VP(‘] qnw qﬁi 8%’%?60?3 %ﬁ%@géﬁgg%soyghave 4
random val wesrdddoinseadfile Bbemss mdeattrmﬂ thayaovsaced inrscal Hetabases280. ar e
recorded in sendfile 300 in the order that they occurred in | ocal database

200. Since | n%l%'g%lnllté‘ﬁ% Hcﬂ d3R @é%{&ﬁ)ﬂ%g\%éeﬂgﬂlé‘@% g@ﬂgfah(j)r?még)gegener ation

may be decou Nl izl ng enerated at any tine.
For exanpl eeCOLﬁnledantmaahIZIng|sngdf£t@abﬂ inag bswnm;edoet ayiigieat faf epemelee, duri ng,

or afteg g?ﬁﬁ%@%h%@ng@% r%i{??ﬁ(?ylb% Og{%ggrat‘gd Héfff)l% @ur‘nﬁd Bﬁhﬂ&tg%ﬁeia'ﬁbﬁ bal i zi ng

sendfil@e fourth and fifth sendfiles

(e.qg., sf-4cadiie §®o 5r7|guaren6 élhst@i@o'ﬂltlﬁ’é?hlﬂg se;rrﬁﬁtei %11|0i beingygensiriesd M0 nay
i ncl ude, ri%%e%ttﬂé’F]oJrqheJnglsfrfth%enéﬂlése(e' glestd dicesrs510 (isf-1), a file

identifier ast sendfile generated before 10 initiali 2| ng
sendfil e generation, and the transaction identi II er 620 of t

transaction cbvf enReAIBERyNdializing penqiils 3P Waniicuds: Janke aheb e(?dﬁ R this

exanpl e, thigs idbRter eﬂmdéﬂ)ea glen@drmherobwsmm@%t dandfile-gbnarated befoleast
transaction conmtted tion 1000

S sac t dfile 31
begi ns 1fendttiiztg sgﬂﬂlgtge@gagqn d the,fransag Pl‘?t 'dﬁ'éffff?%?&?&gﬁiegtl Iong i n0
slendf Id I ebSQ&nEa&tethhxémttecaFefamltmmauznrig)mab file J@06Eioanth ths cx@0Pk, tHeave
al ready been co tted to loca df il
310 begins @%ﬁ@@'? gﬁnerﬁ@gdﬁ‘%‘?qﬁjag%ﬁ %ﬁ P%P%z?%%%sc{e&dédrﬁ%h%%y SeRavle ©
awar eness dfanshetioa tooans iitalizing samiilendio la@majg@erat@@@ﬂ raéﬁge%tagoﬁ'@el n

initializi |
oanr e of ~ sUEe BT RbEnFelRt n SRS Ja Rk RhafpBebrp L, o8 ey not be
i nitiallbzi mg)ogémh‘veladregemwmcrqmmzt@d belgralgiatalygse @0p mihen éﬂ"i'ailﬁlﬁg cendfile 310

may be genesrg%f[llg%ﬂoﬁﬁgﬂg'gméra 'A‘&io ng}M/tlﬁtlal%ﬁﬂcgénhfﬁe%qgh%mecom' nue to

be generate nterva 'es ma e sent to renote
dat abase 21&&\@@@55@@&%@@ tranﬁaqtlpm ﬁ'%i' ﬁ\j‘y§é%!fq ﬁhés%?iénsr?&yo’@dﬁﬁw@ BNgener at i on

at 1:15: 29, auay bqnawe;a iRBalGR ereaan@m@f Aot b8tvarner sLdtéyeandfi | es
300 (sf-18 Sa sf 1 ), " @ : Y. yg%a |onaof t he e*f;Lthh sendfile

300-19. Af ttEanspelioss\ioRg3 aﬂ@ﬂ@@dhﬁboqcm %fi%l"%%q'ﬁ'59§éﬂﬁff‘? PE"S P Lt renote
dat abasg 21Qgins.

While initializing sendfile 310 may be generating, sendfiles beginning with
sendfile 300-5 may continue to be generated at regular intervals. These files may

be sent to remote database 210 and applied.

Initializing sendfile 310 may complete generation at 1:15:29, midway between
25  generation of the 18th and 19th sendfiles 300 (sf-18 and sf-19), and may not affect
generation of the 19th sendfile 300-19.

After receiving and loading initializing sendfile 310 at remote database 210,
remote database 210 may not consider sendfiles generated prior to generation of
initializing sendfile 310. This may be due to, for example, initializing sendfile 310

30 including all the changes to local database 200 that were recorded in prior sendfiles
300. In this example, remote database 210 may not need to consider the first
through fourth sendfiles (sf-1 through sf-4). The changes recorded in these
sendfiles sf-1 through sf-4 may also be recorded in initializing sendfile 310. These
prior sendfiles (sf-1 through sf-4) may be deleted or, alternatively, archived.
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renote database 210 may not consider sendfiles generated prior to
generation of initializing sendfile 310. This may be due to, for exanple,
initializwog3esssdfile 310 30 including all the changes toPcoamsb2/smsabase
200 that were recorded in prior sendfiles 300. In this exanple, renote
dat abase 210 may not need to consider the first through fourth sendfiles

(sf-1 thr Ouﬁhnlﬁrty‘lﬂemo-[@@at‘ébéélﬂ@ﬁ) hgfﬂ()p&)qlsfd@r fr %tng\%df&%hgip %oﬁ hrough

f-4 al so be, recorded in initialilzing send
zendf |mlEl gs ( §Fnaration gugialzinasendfly 338 tps I‘/\@tf%wcmded # 2 eenlile $G1 geneaartedm ved.

12 WD 03/ 0386&haRCTINSHAN PS8 RRIo ﬁmé@rnbwde&r%&ttﬁangéét% éameﬁ %faﬁﬁ}éﬂ”m
consi der transcﬂ.gqét)@s com"n tted prior to qg%enera | oNn O I NI | Z1

sendfile 3181 FOeNH@ qﬁ’dé:&rleﬁa@p'@e'fﬁ% ¢ datdbasyyétbmay edt n@l'dttervvar d.

I ni tiali%i ngorsmidetiiid frsBthteetyhshadnddeodeeos! ANDaGE é@rﬁﬁlle"\g%écghéé al i zi ng
sendfile 31 egg]h%ene r.at e e dat abase 2 may not need to

5 consi der PRYClipRs- d@%ﬁéﬁ&ﬁ%@?’eﬁée@ﬁwzn SQW%Sf'qufls@fbesendfl | e
sf-5 becauseecotdeede iritiziriagstndfits310TTReSe toARRREMBECHORS Mk ddktsgndfil e

sf-5 may al in initializing sendfile 310. These conmitted
transac%/l on§rO l{?e‘?negﬁ/gfge% gﬁ'@%d or alternatively, archived. Figure 7 is a

fl owchart of an enbodi nent of the present invention in which 10 update
files of a | oddgurddtiabdlowchatoftmm erobetimentchf thhe sryésér&mvmyorgﬁm/ﬂf@ﬁe (705) a

h e to, t ocal
it abass) CHodRE TR o W R o B e A S5 ERRT SRas B8Rt om ay
then send Plgrelity af peripdie NB@H’[@S h@ﬁﬁdtcysmcremehel clargies toltiedbes dataiéd. e t he
periodic UpEQ&fﬁ?pc%ﬁ@ma?‘ﬁ*\cﬂﬂie%@er%cﬁg traﬁ%ﬂgp{%t L g%g?}ﬁﬁé}{]thgﬁ P%ri ;“029

tial tion update at
1(1;7352% eapraly nhﬂlea‘iﬁ‘léé’aeﬂlo@'@ruﬁi’%ﬁs rthe Iﬁ@“@ﬁ@tqa*@aséc Whiledtt pévicsis upHatessyst em may

det erm ne (b&lify gémaﬂedsﬂwe@%té@ﬂhﬁy Héﬁi@b@n&ﬁﬂ?gl;@'tl Qflan |Hrt*af?£at|59 u#@ﬁe%& art time

and th ast tr%nsa ed prior to he

syst em ey S8RE Y Cﬁ“%'ﬁ@a'fZﬁP?n HlP‘i’aZ%madﬁ“QllﬂﬁPa% éeﬂs@ntorﬁéwer@ﬁm localat abase.
The i ni ti al datattdsen Tmpd;astemrmay uét@mtmdg (751;3130)I W?Et%nésrgg?ﬁjogétl% Ogeeﬂté,%?gdeat ed with
atra

2ssoc at ed RIS PRswhEDe oo B tGhedmPrrates rar ‘e hapReimeLTp 140 may

associ at e

gener ate (70%n tbe a;dsiteﬂnesaﬁmlda(w&)]grrielrﬁt%gzdt@h Uplatel t? Erﬂgﬂgh?);eb gitgsaééfgt erV\hV?: 5
n es enote da

sendf i es 3t MERE0R AP ine idide Fuscle IRaly o egtariais! gihiedssing (715)

i ni tiald0zi mgriedivdididpte @dheraded andsa ambsdctior idehfifier kBsdoizabd withehesgadf i | e 310

may incl udeg ghsSQh Fntiftsgentire local database 200. OLTP 140 may then

For example, OLTP 140 may generate (705) sendfiles 300 at some regular or
irregular time interval. OLTP 140 may then send (710) sendfiles 300 to remote
database 210. While sendfiles 300 are being generated, OLTP 140 may begin

25 generating (715) initializing sendfile 310 at a start time 611. Initializing sendfile 310
may include a copy of the entire local database 200. OLTP 140 may then
determine (720) the last sendfile 300 generated prior to the start time 611 for
generation of initializing sendfile 310 and the last transaction committed prior to the
start time 611 for generation of initializing sendfile 310. OLTP 140 may then send

30  (725) initializing sendfile 310 to remote database 210. Initializing sendfile 310 may
include sendfile identifier 615 associated with the last sendfile 300 generated and a
transaction identifier 620 associated with the last transaction committed.

Figure 8 is a flowchart of an embodiment of the present invention in which a
remote database may receive update files from a local database. A system may
35  receive (805) a plurality of periodic updates. Each update may include one or more
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determ ne (720) the last sendfile 300 generated prior to the start tine 611
for generation of initializing sendfile 310 and the | ast transaction
conmi t t edwpro3osseso the start tine 611 for generation of ipaiTtisat/3308hg
sendfile 310. OLTP 140 may then send 30 (725) initializing sendfile 310 to
renot e database 210. Initializing sendfile 310 may include sendfile

dent et 615, apaachalad bt Do e, L 89380 300 98051 BLALLTe?

transaction 1 |1 er ass Cla ron commtted.
F| gure 8 i ssyateim oay iegsiveo1@rareintieliiatien tipddte mheorpe émentTheinitalizatiom i n whi ch

renote gﬁ%@’?gﬁg@&eﬁ%ry n Uptﬂ@teﬂtnfe Ib%g dB{aBQ%dit i ?Jété#?‘ﬁ% sk A system

may 35 re ura periodi c up ach date may
i ncl ude one(8d9) aﬁasépaj@d\mp@amg%mra@ralas@wmw ideptifies Hewitoms. The

periodi g ugqi?éﬁz%;lwﬁp@ﬁe thi,rﬂ r'ﬁgi/ deﬁ#t@tér)hlr% (826) tﬁ@tlé\stﬂﬁérlod]@e system

may receive an|n|t|a| atlon sone tine. The initialization
updat e may li'm’@FQJ@ﬁﬁoﬁlatﬁéir‘@'ﬂbtheG*Pd@tﬁédféﬁ'f'?rr@dl the tast Hansasteasspriateghdthem may

read (815)i8 tlaASdctiBR idediar. %@%ﬂod:@%&létélaﬂﬂ n@ﬁgbcaomsatyaerta@@@%mé@,n
identifier fromthe 5 initialization updat stem ma t hen det erm ne

e. s
(820) the |ggergiad ?BﬁiP‘ém”U]’fﬁﬂ’af%pﬁ%té’SkYI @'i’%fdoﬁ?‘ﬂerfaft' i aftie ‘ﬁl‘@ﬂtlfl er and

the last tr P@tTmsﬁﬁé‘rﬁ)ﬁ'la@TagﬂlyV(BQQ thé Fwnéxmagaa@dmmmteud@ngao&.b@g in The
periodi ¢ upda er at ed and

te and transac t one
comm 1B, Yésgubricnrg e A5G YR B i o dhe TR PEM DA B updat e.
TEE syst em appyy @op) me(r%ﬁ}urigf&rlb&lﬂf&mdaﬂeg gunmmmafteemetlaarmacmc 0p®ten 10
t e correspg erjodic othe not e em nmay
then apply (g%@gncﬂ %gﬁiﬁ ?1[8 B%r] Blit%l'zﬁg%{"%ds gﬁgéagu%! 3% he | ast
peri odi ¢ upgaafoeany pretvtmeslyehwabpencmthd; apdedes. Appl yi ng the initialization update
advant ageously makes up for any previ ously | ost peri odi c updates. For

exanpl e, LUE %%Pe%@r%;\:/lée\_%\fﬁo P%?%c t dftieo 386 ab St fﬁ’g\g}élr%F or 15

irregular time 1nter nd e recelve Idually or in
bat chesl5 LiuegulotimejntervaleiSeadiilgg 90 rrmythearpc@vervgn@élﬁuaIM%l@m@tcms sone tine.

LUE 100 may; ué%@'n(a%#éae@@%? inﬁ.a|.£ﬁg1§érfdﬂ%r31@la'isam@ tltrﬁé‘rli?@%@ﬁa% entifier

620 frominitiallzi send then determ ne {(820)
sendfile 30’@%5%@@83@&9 Wef‘W'er%ﬁéf‘ij Fréni;?d%'ﬁ't‘ iqeﬂ fer §28 frgAuinttipligndact i on 605

associ at ed yiridfiet3@NIYH mmnlayim%lcfelt&ﬁw@@zo?&nahne 300n@Ebdifte@int r ansact i on
may be the |ast ones gener ted and, c pectively

initializintprelieddentifcenath s Eansarion 6Q.ﬁ§i§sﬁgéteﬂﬂ‘9tﬁéﬁﬁﬁ9°t'(3§2@9“%?@@0
remai ni 1&(1; mf@wﬂ%@wgtraﬁ@a@twrﬁmg@% Iaﬂlohbﬁggrgi)frétéﬂ ro8 domgnitsendf i | Sf 3:)0 to
renot e dat abase t he, iles
500" at o BRGSHASY: aln Mieidpd sendily SEsabelelionh LU pGREY bl @2Sf

the remaining uncommitted transactions 605 in the corresponding sendfile 300 to

remote database 210. LUE 100 may then apply (830) the remaining sendfiles 300

after the last sendfile sf-4 to remote database 210.

25 In an alternate embodiment, for example, LUE 100 may discard or archive
sendfiles 300 that have not been applied to remote database 210 and/or that have
a generation time 603 prior to initializing sendfile generation time 611. Sendfiles
300 discarded or archived may include sendfile sf-4 associated with sendfile
identifier 615.

30 It may be understood that after initializing sendfile 310 is applied, any later
sendfiles 300 that may have been already applied to remote database 210 may be
lost because remote database 210 may become read-consistent with initializing
sendfile 310. Accordingly, these later sendfiles 300 may be re-applied.
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25 In an alternate enbodi nent, for exanple, LUE 100 rmay di scard or archive
sendfiles 300 that have not been applied to renpte database 210 and/ or that
have a g@pap@siesn tine 603 prior to initializing sendfil @Cgarsez/aisdn time
611. Sendfiles 300 discarded or archived may include sendfile sf-4
associated with sendfile identifier 615. 30 It may be understood that

after initializing sendfile 310 is appljed, any later ,.sendfil 300 t hat

may have beerdn@h ' ?ﬂ;lq?m RFSS%H&E@“ a§%rbcglge§ %@%@'ﬁ%gngl%sfﬁgecause

renot e dat gh@sriydbeenbifolnesairdatabak 200nsirehetetdatatisse i2ADwithbitzi ng  sendfile

310. Accordi ngl t hese .l at e endf L/ L Le- I WO

03/ 038654 PERTUSsSIPRERE 1o Wihg aé}é%%’.‘a‘fé\éﬁ'?gaﬁa%‘% E‘%ﬁages@ﬁ&"!eﬁ\% r‘{‘gef}%n,

sendfil es 30€reasfdily rectivad.i Thisgdsariadedusly réduentye orerkeadithatramm | ocal

dat abasge 2 nnt e 210 wi t hout acknow edgenent, i.e., wthout
Rnch oy SAGR %) fR) 2ee :

an ACK/ ¢ate that the files were successfull y received.
Thi s advantageously reduces the overhead that an 5 ACK/ NACK signal may
create. |n annantatermiecnbbddientan AGKNACK sigrekmsy pedenhiEgmpemeEent from
renote da t:0sikadi iRSCiPinhiddmbdmbid @ I n this
enbodi nment fdgﬁ??é?e %@}O&%i%g&aﬁsﬁgfﬁ%@%ggﬁ?m?ﬁ élil)ﬁsqtlsgérrs W th unreliable
comuni cat AGNAEKgignal may besent ipyypiams Wilh Wiehisrcommgusatens: of the
present invention in which 10 the system nay validate the update files

sent from t hepl;0ea isGHARABR oRBSbIhECShYRImeritlof tHeepressmirmedddrahagich Here, a
system may send (905) a pluralit

) of peri.qdic dates. Each update may
i ncl udd0ondhesysiamm 8ayvaHeaie the _atel-{qg B@?t?@m @e?%ﬁgg?etgga%vdﬂgg 'oh
i ngi vi dual |aYtHérreHﬁtd3@ﬁtgms Hdre, S3\stanmisead (@5) @b)ralin of periodical i zat i on
update at so ti an |y .the initialization a the renote 15
dat abase. 'Hl?ggﬁeﬁi E%Sﬁ‘ PQdﬁ%?Mdrﬂ)%%qeeo%?f fl‘%r@ﬁ{%i a%%eg'r iiﬁ%h&cﬁd' he entire
| ocal dat aipases mayebesyesit inatividuglly or istbatahest The sysBars)mali ssoddp@nes bet ween
the local and . renote dafabase gTote dat.apas gystem may
det er ni ne ('@%bzat'%lé%?ger a‘iasr@%dflﬁg%rgg%gﬁ@%ﬂs&g?@&\%};{wg or gérﬁhg-rfgeﬁas. The
syst emifay datemsapfhy init@i2g)ontupdaisenaynidiciide paatsian efdhe petiredapst e dat abase in
accor dance W AfieanTAQ < AHBAThAVRIL: ifnth 18] BSE8balcRMiEh thfloch giod ment
advant ageousl’y may énsSure that there are no_errors in the renote database
as a resul trembterdatatiasen y copeatnsthedstaberes. | Breatystest BBy SEterpEe @2l e,
OLTP 140 may, 560Gd gigér)e sitslf i b8siiPO0eRSnco0EETHES L EH nfly thér agawl ar time
interval to renote dat aBase 210. Sendfiles 300 nay be sent
(925) the periodic updates to the remote database in accordance with an
20  embodiment of the present invention. This embodiment advantageously may
ensure that there are no errors in the remote database as a result of receiving

updates from the local database.

For example, OLTP 140 may send (905) sendfiles 300 at some regular or

irregular time interval to remote database 210. Sendfiles 300 may be sent

25 individually or in batches. OLTP 140 may send (910) initializing sendfile 310 at
some time to LUE 100 and LUE 100 may apply initializing sendfile 310 to remote
database 210. OLTP 140 may compare local database 200 with remote database
210 and identify (915) discrepancies between them. OLTP 140 may then
determine (920) whether the discrepancies are valid or erroneous. OLTP 140 may

30 then notify LUE 100 to apply (925) sendfiles 300 to remote database 210 in
accordance with an embodiment of the present invention. LUE 100 may then apply
sendfiles 300 to remote database 210.

In an alternate embodiment, the system may apply both the sendfiles and the
initializing sendfile prior to identifying and validating discrepancies. Alternatively,
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25 individually or in batches. OLTP 140 may send (910) initializing
sendfile 310 at sone tine to LUE 100 and LUE 100 may apply initializing
sendfi | e MOO3W8865£NDt € dat abase 210. OLTP 140 nay conpar @Cirasat/3:8: abase
200 with renote database 210 and identify (915) discrepanci es between
them OLTP 140 may then determ ne (920) whether the discrepancies are valid

erroneo ; endfiles
300 to rengleesy(%%ﬁh@%@pﬁlié iﬁtﬁe ﬁé(;hrl aénﬁcdcet¥|e iﬁh}qa Stﬁﬁdﬂggg%ntlé%ﬁ@tlhgz present
i nvent i on. ahdfmlib@tngrdigcrichemcieppl y  sendfiles 300 to renpte database 210. In
an al ternate enbodi ment, the system may apply both the sendfiles and the

Initializing J?%’A%b\)@d% I b 1hel5AIdfid Bigcaamupbl dekbMlsarananc es.

Al ternativel 35083 he system may ‘apply both
t he sendfi lressmitied Dher & ngtwpe fram ﬁ@ogmd@ﬁldéswett'@ﬂ f‘PrdB?IPPWP‘?@ and

val i datgngng|§r@éﬂE@ﬂ?gﬁs%§ od BatdRY tReidensaront ood that the validation process

may be per on any ata transmtted over a network froma source to a

destination for the purpose of 5 applyin nsmtted data t he
destinati on. Fpgeri®Als A flowchar P%%P?d'ﬁgn %SSH‘B ?H%fﬂ't‘ F'ngéﬁ'&‘if??e and

i ni y alizig |,0%%8ﬁtgbé&d|ng%{r@3iré%t AvERHAH. tht@erﬁdi@ plp&tlmm ofi periedici on. After
sending a plurali erio an.initialjzation te to

t he renot euﬁé@tﬁﬁag‘ia“é{“@@?% Wyeetg%%lﬁﬁnéoefjﬂ%?as%&%’tgtey MY A Fo%gegat e may
include ongnde U’ﬁaél%st mesag@at@mypﬁasmm omloranorkGranisections perfdmesbase. Each
transactl on May in

e event action
r occdPreffglocy d@%abéa& g?%hga?ﬁ?& 7 RY i deémleeci{ﬁ)gr{e e§<t=,nt§ ﬂﬁte@%@a?espect
t(ﬁ data i natMatﬂlaaé@ba@eor ddcusénce, kay. aﬁ@:tl@mnnmiyfloatwmajle@ﬂ@llmg) Wihrecord in
t he renote dat aba esponding record in the | ocal database. The
system may rﬁ%or‘?g t t?T(}E%?atgﬁgg%S exception that describes a discrepancy
between the renote and | ocal database records, where an exception may be
gener at ed forFesslctl"le@vstempamc@mpa\(e (ﬁ@%ﬁé@%ﬁﬂ@}ﬂ thgyemetegrjakaseméiPeénce i n at
| east one | S fsétéﬁrﬁésn@erfee&@r@bo an exanpl e,
a data recg:r%hgls%%td@ r?%%rg‘?r‘? 8‘%&&5{%%‘ Ine 31 2345, g% ( %252 234. 345).
A cor r dSporefcenfioddlnat deé@rd}e@wsqrﬁ@aw%t\@e@d ? FRABIE A %@f@ﬂa Pupposed to

be the sanmge iy Wifers ég%ﬁ ’u@ﬁ’?nefy%gen%?éiee?%eaé@&ilscréQQMydlmm y, there is a

di screpancy 1 n the second data val ue of the c%aﬁa an_enbodi ment of

the presentdisaieRancy Biryheaychiaranes Rt EREEMS V?'H%Petd"g%ﬁ‘f"%g?s{% s
di scr epancyyf (ANsHNE Ritbi R NFdFRXamMPRS hidae celdde trelac yatapase may be

(12345, xyz.com, 123.234.345). A corresponding data record in the remote

20 database, which is supposed to be the same, may be (12345, abc.com,
123.234.345). Accordingly, there is a discrepancy in the second data value of the
record. Thus, an embodiment of the present invention may generate an exception
that describes this discrepancy. An exception may describe a discrepancy by
simply indicating that the discrepancy exists; by specifying the location of the

25 discrepancy; by describing the difference between the two data values in the
discrepancy, etc. A data record in the local database corresponds to a data record
in the remote database (and vice versa) if the two records are supposed to contain

the same data.

It may be understood that a discrepancy may refer to a difference between one

30 or more data values in a record or the record in its entirety.

The system may associate (1010) an exception identifier with each exception,
where the exception identifier may be associated with an identifier of the record. For
example, the data record (12345, xyz.com, 123.234.345) may have an identifier
d10. Accordingly, the exception identifier may also be d10. Each exception may be
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sinply indicating that the discrepancy exists; by specifying the |ocation
of the 25 di screpancy; by describing the difference between the two data
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the except Ieovnen’lcssa gagtlefdlwt% 'the excesp¥|on ?ypemﬁqe m)geecwterqgesev)&lﬁ%Btd'egcnbed
in detail later. If the exception is justified, the system may remove the exception
identifier from the exception list. The exception being justified may indicate that the
discrepancy is a valid one, e.g., the remote database has not yet received the
25  update, but will indeed match the local database when the update is received.

During validation, the system may identify latent errors or faults in periodic and
initialization updates. The system may ensure that these updates may be
structurally and semantically correct, that these updates may be applied
successfully without generating exceptions or otherwise halting ungracefully, that

30 comparisons between the local and remote databases may accurately detect
errors, and that high-profile data may not be accidentally deleted. The system may
ensure that the periodic and initialization updates may be successfully applied to

the remote database.

Many errors may advantageously be discovered by attempting to apply the
35 updates to the remote database during validation. For example, data-centric errors,
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identifier fromthe exception list. The exception being justified may
indicate that the discrepancy is a valid one, e.g., the renote database
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nanged' to ?Qaédéeti%l,etﬁ@n m@d@t timt;iohwnayhm p@'funmleddaf dmaml :i ubda’rarkfaﬂ e:rﬁlrthatg t

enbodi ment, ap,a nade to apply at |east one o e updates
prior to pE}VﬁE‘? Wﬁ%&ﬁ%ﬁ%ﬁ“@sﬁfeﬂ%mﬁe attenpt fails, then the validation
10 may be skipped and the update discarded. On the other hand, if the
attenpt succelads, exehmpiary bmbedinicta QLR tdmpe vaidateorandflea 380 eR¢ val i d updat e
kept and t Qe il nvab g LS 86 ERADFitRAzing Berdfile@OP! ary
enbodi ment %@‘?B&%EB&#H%%@% G 8Hal haflbd UG ART irRizing Soificd ng sendfil es

310 t 01Bnsumay hehsticcessfidlyidpplieddooeante daiahasgl2t®i ng sendfiles 310 15 may be
successfully applied to renote database 210. In alternate enbodi nents,

net wor k conpuiefigrmktd embbmtAE, nSvoridbmsiRerei1natiilom 100, drik@yexi sting systens
may performvalidation. Referring to Fig re 1(?@1,3%O_TP 140 may conpare | ocal

dat abase 2@9mkingtion ghiheEXgHRRPELENDTGY P Hﬂrérﬂé"f? " any exceptions (or
di screpanci es) between 20 them Exceptions may include three types: data
may be in renrbrrild)@Fgee 308, OLTP 140 may compare local database 200 and

remote database 210 to determine any exceptions (or discrepancies) between

20  them. Exceptions may include three types: data may be in remote database 210
and not in local database 200; data may be in local database 200 and not in remote
database 210; or, corresponding data may be in local database 200 and remote
database 210, but the data may be different. Of course, corresponding data may
be in local database 200 and remote database 210 and the data may be the same,

25  in which case, the data may be deemed valid, thus requiring no further processing
by OLTP 140.

It may be understood that the discrepancy may refer to one or more data values

in the record or the record in its entirety.

Accordingly, OLTP 140 may compare (1000) corresponding records in local
30 database 200 and remote database 210. OLTP 140 may generate (1005) an
exception that describes a discrepancy between the record in remote database 210
and the record in local database 200, where an exception may be generated for
each discrepancy. OLTP 140 may associate (1010) an exception identifier with
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As sudB, \salondais daia.may pr ow de a nechani smfor weeding out legitimte
from 15 erroneous data. For initializing sendfile 310, OLTP 140 may conpare
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against all the data in remote database 210, Then, all'the datain remote database™
20 210 may be compared against all the data in local database 200. This
advantageously provides an exhaustive comparison of databases 200, 210 to

discover all discrepancies.

For sendfile 300, OLTP 140 may compare only the data records in local
database 200 and remote database 210 that are recorded in sendfile 300. This

25  advantageously provides a quick query to discover targeted discrepancies.

Alternatively, a random sampling of the data in initializing sendfile 310 and/or
sendfile 300 may be conducted. OLTP 140 may then compare the randomiy
sampled data in local database 200 and remote database 210.

Exception list 1140 may correspond to missing events, for example, additions
30 (add), modifications (mod), and deletions (del) to local database 200 that are
inconsistent with remote database 210. So, to identify these candidate events,
OLTP 140 may examine recent transactions committed to local database 200.
Generally, for each transaction committed, an entry may be made in a log table
stored in local database 200. The entry may include the identifier to the record that
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identifier d3. For sixth 15 transaction i ndi cat es
that the datgicaiesdeatipedataiassogiaiedwithidantifiersisias deletef| ed to renove data
n3. Rth entry 1107, in Rth transaction 1114, indicates that the data

§‘§Z°Cbﬁ%ﬁd1£“ot§a;§“§§'$‘g%? 2'9%:‘:? '”éﬁf?lﬁ%ﬁf‘“?’ﬁﬁ% R R i A
e update WIR gagh B¥RNt ITHBRUPARTEr Wherp the event identifier may be
20  associated with an identifier of the record. Each event in the update may be found
from an event history. An event history, indexed and ordered by event identifier,
may be generated from log table 1100. An exemplary event history 1120 is shown
in Figure 11. Here, first and fourth entries 1101, 1104 in log table 1100 indicate
changes to the data associated with identifier d1. Thus, event history 1120
25 includes d1 identifier 1121 and two events 1126, “add” followed by “mod”,
performed on the data associated with identifier d1. Second entry 1102 indicates
changes to the data associated with identifier d2. Thus, event history 1120 includes
d2 identifier 1122 and an “add” event 1127. Event history 1120 includes d3
identifier 1123 and two events 1128, “del” followed by “mod”, indicative of third and
30 fifth entries 1103, 1105, which include changes to the data associated with identifier
d3. Sixth entry 1106 indicates changes to the data associated with identifier d4.
Accordingly, event history 1120 includes d4 identifier 1124 and a “mod” event 1129.
R"™ entry 1107 indicates changes to the data associated with identifier d5 and event
history 1120 includes d5 identifier 1125 and a “del” event 1130. Identifiers 1121-
35 1125 are ordered d1 through d5.

20



20 associated with an identifier of the record. Each event in the update
may be found from an event history. An event history, indexed and ordered
by event woenwsdsser, nay be generated fromlog table 110@CTASOZ3®EP| ary
event history 1120 is shown in Figure 11. Here, first and fourth entries
1101, 1104 in log table 1100 indicate changes to the data associated with

identifier dl. SThus., even |st i ncl ydes dl, ide |f|er 1121 and
two events 1126° er%rmjagqa%fq oHe'T 16% %gﬁ% rﬂ@/r?%?%ﬁe LWZSFE hgPSaiedS oci at ed
wi th identi fualid. @his dSkrimirchtiomtrray blalr@ero'rmeti tf@tee@mp@jacgﬁslngmoéﬂﬂe dat a

associ ated w i t I T S hi st 1 |ncI S,... d2

i dent: fier \igfg@)dgﬂg&gﬂgg%%%%vgﬁ ,?&gﬁ;%@%aﬁtcompé{e 615%?9?[)1?(?” Sntﬂ'&[ess d3
identifier 1123-1428 withexeemionddartifigrs 11deltd détetriommdidhyidentiiels, i ndi cative of

(1o nd SOk EamAT i 0%, ADLEh RSl N NBR tacie Cota

associated wthi iCa s to the
dat a associ at'ef opirespande i it pxeeptian IdeAbfdﬁDnru‘ihtﬂjIZyOf @@enﬁlonmSSﬂMQ/AﬁeQO

i ncl udes d4 fdfitd édﬂ%%ﬂéﬂr%ﬁq &ht 8nd @9&9&1 TPL?-Z@mIa}/ Bgﬂrrﬁ@%ééf(%?%vem

i ndi cat es changes to t a associ at identifier
hi story 1120¢h¢ ﬁwﬁwﬁﬂ%thﬁc%ﬁ@ntpnerTfmgslﬁaﬁ@runaxdée dors/asfollaws oFor

| dentifi er S bR bvatt ideiferd! @10’(1@%ﬁ|¢€véﬂt hfsﬂfrgqgfb @_TFQMCMQ&] gét@?fﬁlﬁé‘l
PCT/ US02/ 35083, Referring again to determ ne

(1020) 10 t HnSifRISAEN peAUaPSE Pheverts %1%21 Borp ﬁ&‘?”tcﬂ'ﬁt%)ﬂ 18@3 ispetid.oriisd, for

exanpl e, accmay:ln)é\gorie;)f@rexaﬁﬁiédbyeﬁémmfng%@ékst%nlusmctoﬁbrd%iermﬂe‘i&’mﬂafbﬂ may
conpare (10 identifie vmth excetlon identifiers 1140

22 t
to deterni nee%ﬂ? Qfe?‘ﬁthqxg?%t'oé‘ 'f%%%@r ﬁ%tfsrr@ﬁﬁﬁﬁ‘fh@ hovldpRare 11, dl
e\éent :c dent |vfaileseq1u1921ﬂ:e bﬁexﬂa\h@fbr {‘haﬁtaﬁfe)btlorifg@@ M&Péﬁ@é&t@ﬁng evéht hxsrgpt on
entifier cetl n,li te

I(:orrespondl n@zg\l%rﬁ{] § &asg)? B?:%ES% '(&HF ﬁﬁﬁ"%f Hf"?{é %ﬂg%e 9t the
event | Usti favestst héaliexsegpenaes foerra@hjeuseptrbnctma\mm beelgtdiied Helow. dsa f ol | ows.

F each e ' LEier : i 1 . OLTP 140 ma
et erm ne 10 aRElRaT shaitg 1128 S ad by R 20 Al B AV el st ory
1120 i s val itden quifesponging b‘eertﬂdﬁwtlflefrdméadéa@hes alygliceseiencagAesugdpthieon | i st
1140 to det grpih %nta%s%ét%wutﬁ 48 Bk deBlior mgﬁmfgﬁ BEGERHLONahdaRL ! T €T

bel ongs, determ nin eveénts for that
exception t {98! eSW'r@HW%@Wdﬁpﬁgj 1é4é\tﬁ\ﬂ0hhﬂcé'tl@ﬁs)1hat1%0t itientifiehis a
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events. Valid sequences each exceptlon ype w e detailed below If

a sequence eéPng\‘P@r‘ﬁeé‘t'ﬁTi@”l%@pi“ﬁnWéﬁf’f history 1120 mat ches a valid
sequence, then corresponding event identifier 1121-1125 has a valid

sequence. As sAwhlid &dtience of events for the “List 1" exception type may be (mod)* (del).

This sequence may include a sequence of zero or more “mod” events followed by a
“del” event followed by anything. The “List 1” exception type may correspond to

25  data that may exist in remote database 210, but not in local database 200. In this
case, data may have been recently deleted from local database 200 and the
transaction not yet written to sendfile 300. Hence, sendfile 300 may not yet have
been applied to remote database 210. So, the data may still exist in remote
database 210. This may be considered to be a legitimate discrepancy because at

30 some point sendfile 300 is expected to be generated and applied to remote
database 210. So, if any such sequence 1126-1130 is found in event history 1120
for an exception identifier in List 1 of exception list 1140, then the corresponding
transaction may be considered valid.

For example, in Figure 11, d5 identifier 1125 and its associated data have been
35 deleted from local database 200, as shown in Rth entry 1114 of log table 1100 and
indexed in.event history 1120. At the time of validation, d5 has been deleted from
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11, d5 identifier 1125 and its associ ated data have been 35 deleted from

| ocal dat abasen 4@ ,seaﬁeWévéﬂs Rrihentdtp” éﬂo%tl@fﬁ twpegnéyaaté @da)lOﬁh@nd

i ndexed, 1 n. event hi stor 120, has been
del et ed! dr onr e TCEBAY &) aﬁ@?@ﬁb@jl%ﬁé@’ an;g@ag fﬁa% albsats?e S¥ERPIOB Lt not
from r enot etygathadyaseregdshd tStuateeDhee@tlé.tﬁmlobalsiatébbéé 200wt weeia résent i fier d5

List 1. A di t t 11 0 i d with d5
dent 11 or 4985 5 B S0 LB SRS PG SUAR 1§ OSLGEBRER® of
"List 1" exkepandinetiygmeactionenot ((etwmtt'én(ttdeér)dﬁlea@jm riﬁénodSS@wdéietBODJrﬁ@/ inb5

event. hi st Oé%é/]e%ﬁgve @f&ﬁﬁe{)p Qc?t %e&gta%{ le: OS%%U%% ceaé%%%ﬁ%\égglsﬁ 30 mat ch,

deletion tr assom a ed W enti1fier consi dered
| egi ti ndl e reanpde detabase 21¢.oMhisAvayobelalng ynsidededhta e etegmma‘twlsb@pammved

f t f st 2"
e;gtranp'? :(gﬁpt 9%%u5é%{%orﬂ%§§|8 @éﬁfjﬂléé&ﬁ%@%&%@ﬁ%ﬁ%geﬁéﬁ@l nc({éﬁdjeé@(ﬁe zgddd" event
fol | oned byreaste Halﬁgaser%o "Mqordlrzgly emmucmeqqemema@%&@ isdeyshidl t o dat a
that exist piur ﬂ%ﬁiry q@i@ﬁ%ﬁ e%@ébtloﬁ'rﬁenﬂﬁgr in Dlsfﬁﬁpfcep% RPase 44y In this

case, data nmay have been recently added | ocal tabase 200 and the
transact i ontfROMPERONAING raFacliongBaibe P@‘Sﬁi%ed Y#&idce, sendfile 300 nay not
yet have been applied to renote database 210. So, the data may not exist in

20 Referring again to Figure 11, d1 and d2 identifiers 1121, 1123 may be
associated with data that was initially added to local database 200, for example.
Since their sequences of events 1126, 1127 begin with “add” events, d1 and d2
identifiers 1121, 1123 match the valid sequences for a “List 2" exception type.
Accordingly, transactions 1108, 1109 including these identifiers may be considered

25  valid and identifiers d1 and d2 removed from exception list 1140. Note that d3
identifier 1123 also includes an “add” event in its sequence 1128. However, the
“add” event is not the first in sequence 1128. Accordingly, sequence 1128 does not
qualify as a “List 2" type. Additionally, since d3 is not designated in List 2 of
exception list 1140, OLTP 140 may not check it for the List 2 valid sequence.

30 Valid sequences of events for the “List 3" exception type may be (del) (add) or
(mod). These sequences may include a "del” event followed by an “add” event
followed by anything or a “mod” event followed by anything. The “List 3" exception
type may correspond to data that exist in both databases 200, 210, but is different.
In this case, data may have been recently modified in local database 200 and the

35 transaction not yet written to sendfile 300. Hence, sendfile 300 may not yet have
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15 renote database 210. This may be al so considered to be a legitinmate

di screpancy because at sone point sendfile 300 is expected to be generated
and appl iwo wo386s£not € dat abase 210. Accordingly, if any arhusemsieence
1126- 1130 is found in event history 1120 for an exception identifier in
List 2 of exception |list 1140, then the correspondi ng transaction may be

consi der ed iéeh uilpicdlo BB/ datbaR9246, 80, LU Lackboiatl A Shichfipnt 111 €1

1121, 1123 assocl ate was I ni t éFto | ocal
dat abase 2(DTmay rque@b@amﬂpd@ed ingernoée daiabasestiQuehgals, tis reaaeb& sortikizéed 127

begin w th beaaqggltlﬁl‘é%‘@|§creﬁién02rb@c§.%e dtg&'%'pf *rﬁ%ér&c}fﬁgﬁﬂo ik gnsacﬁbé he valid

sequences for a exception g ccor ons 1108,

1109 i ncl udrRyaisdeys snplind o reacte dripbase %Wns%@@fdéw }25 WISUQW senliendent i fiers

dl and g2 mepevego fsrf@ml@%cé?@ﬁ! 198l oo dih eﬂﬂ@ﬁiﬁoﬁ 0ehtERin ng%f' fier 1123
al so includes an "add" event in its sequence However, the add"

event is n&f‘cetpﬁ'@“f'?tﬂétmn Weg(y?ﬁj‘é?ﬁ?ép‘irl@@ rapsgsHen mgy ye @@ﬁd@ﬁééa@l% does
not qualify as a "List 2" type. Additionally, since d3 is not designated

|nI L:j st 2 of Ferexapipiin Figsile ﬂqlégan@bllfaem@er@aylzﬂoﬂzahﬁ!éakbé hsdoeiatddhe List 2
valid sequen

valid " 3"

{ype my IRl Pebiias MoATEd foasa daibese 2hdulnibe oy It titier Al adel -
fevlelnt f ol |b umdbrtu;zeramz:sm ltsmwﬁw%reﬁmhdalmwbt@d'aﬁdW{elnla’dge@baék wnfmﬁledwevegt

t t type, n t t
that Cedpsc SR e uett Sy Venl s ER b faodd ReP B He i il Rase.
dat a may hé#veecdseaf df édamtifiery! 124 dibbidd dlatawbo valifidd talensee236a, anch thae 35
t ti t
vet have 35 RseEh obbihe LA aERElhEst) Sk figse St Rttt abase
210. So, tHé%laﬂ@@%@@ttf@t\l@ﬂdwqwnt:ﬁefordehsw|6e<pepttmyyp&)ﬁhqrret be nodified
|0 remte ¢akehihbingansABhd 111143155 g MISLARIRI Quighfiqd | gl {1 mat e

di screpancy because at sone poi nt’ sendfi I'S expec 0 be generated
and apg5|e&bpyﬁﬁéﬁﬁﬁ@d&%ﬂ@@9§%i@@Dexﬁﬁ@éﬂéﬂﬁ@HQ i f any such sequence 5
1126- 1130 is found in event history 1120 for an exception identifier in

List 3 of em@‘@mngno Figtite MBlealﬁth@@xééwoﬁana%&%Wtﬁar ideAftRASH! on may be
consi dered vali.d. . Faor &F r’rB t?f %éé 11, d3 and d4 identifiers 1123,
1124 may bE*SPEBR{shd40NPYR derlt istiieg( bSHERIS elef-i heXcs R ipafl Mase 200,

I n theI fasgfrﬁptgidEOL'ﬂeﬂtlDfna?rdeﬁggéte 1g%ys@ﬁdme Boeer thlaﬁzn@g"%doﬁﬁe sﬁl@ta were
initially del et ed hac at a that its
sequence O]asgelgﬁqrbdarﬂ%hﬁg 8ﬁﬁ%??f§>ésa’1ﬂj§1 o?rl'@ﬂéﬁ'r@ysengﬂa%q Uf% the case of
d4 ided®i frmot&ﬁambas@émmwsnaom thedapple deddiils s00otanidalizing seaflet hat i ts
sequence 051(§y %%t&agt%bg@é/ﬂwcl ude "nod". Since these sequences of events

Conversely, if all the exceptions have not been justified (1024) by events, i.e., if
exception list 1140 is not empty, then the remaining exceptions may indicate errors
in sendfile 300 or initializing sendfile 310. Accordingly, OLTP 140 may designate

25 (1028) sendfile 300 or initializing sendfile 310 as invalid and log the errors in an
error file.

In an alternate embodiment, for example, if sendfile 300 or initializing sendfile
310 was designated as invalid, after a predetermined period of time, OLTP 140 may
repeat the validation process on invalid sendfile 300 or initializing sendfile 310 to
30 ensure that the discrepancies are indeed errors. This predetermined delay allows
the network more time to transmit any slow sendfiles 300, 310 and databases 200,
210 more time to become read-consistent.

In an embodiment of the present invention, the data in remote database 210
may “lag” the data in local database 200 by a significant time period. Accordingly,
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1128, 1129 match the valid sequences for a "List 3" exception type, their
correspondi ng transactions 1110, 1112, 1113 may be considered valid and 15
identifieweod®3snd d4 renoved from exception list 1140. ReC&FUusomgsosd Fi gure
10B, if all the exceptions indicated by their identifiers in exception
list 1140 have been justified (1024) by events, i.e., if exception |ist

1140 is enyt sen f|| 300 tializing
sendfile 31 éfrg%rq\?aﬁpmké @%%%ee% Ef%ﬁl%%ﬁ%%dﬁ&oe 88 fa?ef OB%Fnay
initializinbeswmudfreddcGidstent aﬁwamnm‘:t poidtat dibeswmich tat thayErd @Ractaypieben appl y

sendfile 308 Qlon dihdr %ér@aﬂfgt RA e Boacklid fal Bg%lﬁd?@r&%%i@g%%}oby event s,

Conversely, exce AV hot beeh justl
i.e., if esd@@bei;eeaﬁoq vaerel the@latasinmemotendsighaseRdA mayebe madé asseytialydbpt i ons

may i ndigatg Hﬁérgrt dét Sergf r initializing sendfile 310.
Accor di ngl y,al 7 ﬁe 2l %gesq%%ogtégggg (1028) sendfile 300 or initializing

sendfile 310 as |nvaI|d and |og the errors in an error file. In an
al ternate embd¥fcREdIY. ft@)ﬁp%ggall‘ﬁﬂ%'da‘i'qn senaeTendly sgoersied initieizing sandtilesendfi | e

310 was despgmah@dutteqlealhdilef86®mai bBPERIEHFEMBE maa%e 2@6 phbt”i% QTP
140 may regeat the validation process on_invalid sendfi

i nitializi ngeYBNAY VRatan £ Sue dfsiyad Etrt?éfjlsﬁrr‘?@aﬂ?‘%%?@%Qﬁ@igé‘g'ca"r‘tb' i ndeed
errors. Thi eeducedleTiis ﬁbf@@r@'@s@lﬁg@kir@V@ndﬁléﬁwtﬁftmrnkaW@fértda&o%Q transmt

any slo sendflles a at abas e tine to becone

r ead- con%i sEaHKING ‘l%g?ﬂr@t gd?%é’ﬁ&eﬁ? S¢ l?e@?:g]g)eﬁﬂglnﬁ{)@ﬁ{‘ Byinay F\%C%I'%da in
renot e dat alfmsachHJQh waitey nidriag) reddeetichit. aTherﬂrlstcxImhk Odaillad ardaniB&@hbyk, a

signi ficant ta .Accordi ngly, 3/038 4 .PCT/ USP2/ 35083 in
order to corrpg I‘Ecjil%t'agglnsz'erﬁ(§ %gﬁﬂfe%& @rl\'&hed@? cpuids, &7 %d AL agéfg‘é'%k 5200, 210
may be rradmaryaaziudemrﬁys&r@rﬁtesawot he sane poi nt in time such that they are
exact copies of each other. Generally, renote database 210 may be rolled

e essent i al Ty e 8 agad R hangRifAH SRR 210 Y be

Accor di Hl yAC@QSd@Elé‘e‘ﬂaOﬁr"O'éllsldGmQﬂ‘ln acghyinis he @n&rreychg@ﬁ@anbeaeslgnatem i zi ng
sendfile 3maw%ﬁu9ﬁﬂe 4endsils eosib .h@énz%%osémmetsq o@ﬂ@ré % drfor 'E)QH}PFe%

dat abase 210 prior to beginning validation. As such, the nunber of

di screpanci es nifica reduced. This bat ch processing of the
sendfiles 300, r@l‘ﬁeﬁ"%‘? ?’@f@?‘&‘@és pieraRodipents gh emieserh Bventionmanee | ast of

t hese sendf irﬁ;ﬂéméﬁl@d usihg al geriehf-poFeak rﬁi@r&i?ﬂ@@eé‘e@k besgrarh@ey éB@br@ih@lfb wat er
marks, r espﬁ]ct Iegc% |¥gs o-¥hhe emBSé.m%ﬂ%é” lﬁ"heceérlrllbo%|menqs o# tﬂletplre?slen’? m%lni%lon thus
20  also includes a machine readable medium, which may include instructions, which
may be used to program a processor to perform a method according to the
embodiments of the present invention. This medium may include, but is not limited
to, any type of disk including floppy disk, optical disk, and CD-ROMs.

Several embodiments of the present invention are specifically illustrated and
25 described herein. However, it will be appreciated that modifications and variations
of the present invention are covered by the above teachings and within the purview
of the appended claims without departing from the spirit and intended scope of the
invention.
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may include initializing sendfile 310. Al the next chunks, called term nal
chunks, may include only sendfiles 300. Chunking may provide for group

val i dat i oworoatwbssss4 t han validation in isolation. 15 Accor @cmgisyg2/33083 an
error is detected in a chunk, the entire chunk nay be designated invalid,
not just the sendfile 300 or initializing sendfile 310 where the error

occurred. Tmaggcagﬂi'?ﬁ_ and net hods of enbodi nents of the present

i nvention nted using a general - purpose m croprocessor
programed accor di to he teachi ngs. of the enbodi nents. The enbodi nents
of the present iﬂvgcﬁl'ﬂ‘?tB‘?ld {%Hgé?"é@gﬁ@ ofe ¢3takRse QyenafRIWRAEK COAREBING nedi um

whi ch may include instructions, .which be used.to pro m a processor
to performa net¥oE @@&E’Prﬁgtytoép?rﬁ@c \é‘%&ﬁ Wafnd?cr?’ﬁgn%[‘g?gﬁ?g‘onventi on.
Thi s nedi una eyl databasdesadhudf thesplo@iityldf peliciic updatesimguirig/steest ot sk i ncl udi ng

fl oppy dDjsk nosg tio al disk, and CD-ROMs. Several enbodinents of the present
i nventi on at]'[ae %é rfically illustrated and 25 described herein. However,

| nventi onar b cortrEy By PR AoLoR LBRRRER nkBE B R eRE ogtbe G of (e

appended clrétwerkinbmchout departing fromthe spirit and intended scope of the
i nvention. 24 WD 03/038654 PCT/ US02/ 35083 What is clainmed is: 1. A method
for updating a rwhistaengsatiapdheeploiadity o prdedippidatesnpri sing:  generating a
plurality of periodic updates based on increnmental changes to a |ocal

dat abase, each d¥enerding|anraitializatist upsiate BaludingFoereden pEvE ingabdatakasst one 5

t ransactg ongt :s@adtime, the plurality of periodic updates to the renote

dat abase over the network; and while generating the plurality of periodic

updat es, gener atddigmaning Bilidt pkiidaé Ledhts BEAE DIUraR) vhaiddR Upahes®asai the
| ocal dat abas% %.0 at a start tinme, determning a |last periodic update of
the pluraliYM6ABEITSdi ¢ updates based on the start tine, determning a

| ast transacti on, based on .t start tine nd sending the initialization

update, a |ast p%%??rgaﬁ"eg ﬁﬁﬁsgﬁén?%gﬂ? }’??eé{f?”atgﬁ&%é'ptf'ﬁ%tga”%S transaction

et o | o' SE N A ARER SIS, LoD hoetl THHAESCT o i
15  transaction identifier to the remote database over the network.

2. The method of claim 1, wherein the sending the initialization update
includes:

associating the last periodic update identifier with the last periodic update;
and

20 associating the last transaction identifier with the last transaction.

3. The method of claim 1, wherein the plurality of periodic updates are
generated at regular or irregular intervals.

4. The method of claim 1, wherein the start time of the initialization update
generation is the same as a start time of a periodic update generation.

25 5. The method of claim 1, wherein the start time of the initialization update
generation is later than a start time of a periodic update generation.

6. The method of claim 1, wherein a periodic update includes a plurality of
transactions, each of the plurality of transactions having a unique transaction
identifier.

30 7. A method for updating a remote database over a network, comprising:
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i ncl udes: associating the |last periodic update identifier with the | ast
periodi c update; and 20 associating the last transaction identifier with
t he | ast wopan®assss on. 3. The nmethod of claim 1, wherein tir€TiS02/33083y of
periodic updates are generated at regular or irregular intervals. 4. The
met hod of claim11, wherein the start tinme of the initialization update

generation is th r n ion. 25
5. The met hod of Fec ?’ m&a"iﬁlu rel %”%‘% %Cfgtefb%)s g O%qb&{aﬁ%ﬂl nlgrfei%gfslg;oa%l on
update genlbraltdatapase over tbe netvennk,eash af thetplurality bf perjeid widlatesuptiageat

generation. | B¢ 6”%%%5&% of claim1l, wherein a periodic update includes a
plurality o!f transactions, each of the plurality of transactions having a

uni que transacti td e
dat abase_over a F}%!e%te %@%ﬁlgfgﬁaflgfg‘ggtg ﬁc%@% érggg%gg% é/?%%%t ? %Sgg)%t

recei vi ny a2 glaitang pyerdhe peiWPBdi ¢ updat es based on incremental changes to a
| ocal dat abase over_ the network, each of the plurality of periodic updates
having at | east r%’ﬁ@gtar'éﬁ@%fé‘?ﬂ'@r\‘pd?féd‘éﬁ'\?'f'ﬂrgﬂ%th%‘f‘t“?%?lat@%tv'i)‘iﬁie,updat e
including a verS|on of the | ocal F at 5 a start tinme over the
network; readi ng™9"4& 'aﬁtéFaI”Sa?t@nd%ﬂé %rfr%m% initigizefie HPYAH@ i nitial i zation

update; reading ast transacti.on i tlf er from itjallzation
update; determ ﬂc?tﬁﬁmampgslﬁs FP@PP%'&UBd%ﬁ hFrI?ﬁinoFH ig Hgéaq?)def‘{'fl '¢ update

i denti fi er, ssididdtetrahérgnthaiasyperivelid LaxjatqoBaSeddjnqhelptéatttmé)ased on the start
time; 10 determning a last transaction fromthe |ast transaction

i denti flkr, sai ddetdebisingiarasigrankactioadriont tharss taneactibafiedtiten, ¢die start ti ne;

applying t r@%}éﬁﬁh{ gri'ﬁe %?{:t%r%ta% ajatsg& ohl?r?e étgrcttt ek ansaction to the renote

dat abase; e periodi c updates gener‘at ed after the |ast

periodic update f I)t/lﬁ?traﬂsl‘:é fl(?r[@)g’ﬂ AL he Rist J%a@?&%qhgen‘?&t im7,

further conprisin scar |ng e periodi c updates generated at an earller
tinme than tfdakasgendtime of the initialization update. 9. The method of

claim7, wherein the plurality of periodic updates are
applying the periodic updates generated after the last periodic update to the

15  remote database.
8. The method of claim 7, further comprising:
discarding the periodic updates generated at an earlier time than the start

time of the initialization update.

9. The method of claim 7, wherein the plurality of periodic updates are
20  received one at a time at periodic intervals.

10. The method of claim 7, wherein the plurality of periodic updates are
received in batches at periodic intervals.

11. The method of claim 7, wherein a periodic update includes a plurality of
transactions, each of the plurality of transactions having a unique transaction
25  identifier.

12. A method for updating a remote database over a network, comprising:

generating a plurality of periodic updates based on incremental changes to
a local database, each of the plurality of periodic updates having at least one
transaction; and

30 generating an initialization update including a version of the local database
at a start time, an update identifier associated with a last periodic update generated
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20 received one at a tine at periodic intervals. 10. The method of claim7,
wherein the plurality of periodic updates are received in batches at

peri odi c wotoafosssbs. 11. The nmethod of claim 7, wherein a pemiusdy/ssogspdat e
includes a plurality of transactions, each of the plurality of
transactions having a unique transaction 25 identifier. 12. A net hod for
updating a rem)te dat abase over a net\/\g conpr.isin enerating

plurality ofe’B&theaiel inriard& tipnsaciond eniifiprarsReial edé’%@rﬂg%@ tﬁﬁsaét'qnocal

dat abase, eashmited bR rtHe Qb tiveOf peri odi ¢ updates having at | east one
transaction; and 30 generating an initialization update including a version

of the | ocal dat e, a identifier ,associ ated

S the ot pert Bar T mhtned TRl 1eersd Nl BauiRhb et FlrBS AR o as

bef ore t he gtrmrdtet Btmegulanihteaxvals.ansacti on identifier associated with a | ast
transaction committed before the start time. 13. The nethod of claim 12,

wher ei n 4 he pI ur r 99@% r at. LT

i nt erval% 5 ﬂrht%netfehh%g Olf?gh%g 8§1wﬁ(—5é§luraq| ﬁﬁb?ﬁ?ﬁﬁd%@g%# periodic
updat es ar eger@eattetd at geguler intaredjsil ar i ntervals. 15. The nethod of claim 12,
wherein the start tinme of the initialization update generation is the sane

as a start tinme ff fhPRpid cféﬁxgé?Ee\Nl%'reﬁrtﬁé kféﬁ’umeltﬁ thér MiaBiigRd of claim

12, wherein the start tinme o initialization date generation is
later than @dsfe@enaratin isfhesame avastariiomeia @%rrvéir%m fe generatignsy st em f or
updati ng a renote dat abase over a network, conprising: at |east one

|t0[] ocessor CQUIO: egb.t hd ll‘hlétHM]de@Iléltm g anﬁlhs%em&n@éwtrtqueﬁle Inﬂidalifttﬂiogr ?cez sor,
e ne y inclualng a 1.0 al apase I NSt ruc ns a e O Dpe
execut et by} e%???g%t@d??ﬁ?%tﬁ?ﬂ)?é%&ﬂm%o EPHEY!C %Jafeo e %Ei“l ng the renote

dat abase over the network, the nethod including: generating a plurality of
peri odi ¢ updat esthasegstem fomagydatieg b atmofeataimmst overt dipetivodakcodptisibiase, each
of the plurality of periodic updates having at | east one transaction,

sendi ng t he pl uraileasy ooé ppeesamticoupipd & e nebvdrkieandenot e dat abase over the

20 network, and while generating the plurality of periodic updates,
a memory coupled to the processor, the memory including a local database

and instructions adapted to be executed by the processor to implement a method
15  for updating the remote database over the network, the method including:

generating a plurality of periodic updates based on incremental changes to
the local database, each of the plurality of periodic updates having at least one
transaction,

sending the plurality of periodic updates to the remote database over the
20  network, and

while generating the plurality of periodic updates,

generating an initialization update including a version of the local database
at a start time,

determining a last periodic update of the plurality of periodic updates based
25  on the start time,

determining a last transaction based on the start time, and

sending the initialization update, a last periodic update identifier, and a last
transaction identifier to the remote database over the network.

18. The system of claim 17, wherein the sending the initialization update
30 includes:
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generating an initialization update including a version of the |ocal

dat abase at a start tine, determning a | ast periodic update of the

pl ural i t ywofo3jppssssodi ¢ updat es based 25 on the start tinmepPCadaise?/sd08s ng a
| ast transaction based on the start time, and sending the initialization
update, a last periodic update identifier, and a |ast transaction

identifier to the_renote, dat .over. .t R Fa <) mof claim
17 wher of n  he “SENI THEST RARCL Szt BEnAEhARE e pSknelBECTESAET Ty,

03/ 038654 PR@dH/ USO2/ 35083 associating the |ast periodic update identifier
with the last periodic update; and associating the [ast transaction

i dentifier w th asheciatingtthe fashiangacten idgotifier with dysslestfrassaetioni m 17, wherein
the plurality of periodic updates are 5 generated at regular or irregular

intervals. 20. e s efhPbr i 17, qvﬂfrhé{Wﬂé%I&al‘itV%f Sdrivdlc ddddRsre t he

initialization wupdate’generation is e sanme as a start time of a periodic
updat e éené)eaﬁiaéﬁd. at regulargrdrregiardpiebriss| ai m 17, wherein the start tinme of
the initialization update generation is later than a start tine of a

periodi c updat e Jgen@ieadysRm ofldhid2t7, WAerehy Hetsrofimé bpihdidifalizater ei n a
periodi ¢ update includes t%ﬁpl uralit eac

| f transactjonaél h ?f t he
plurality oPdeleHeostatenMRNRSAMEFSL éﬁftg'm? A EhRiRdiCiUpHate GROREAIP-er . 23, A
system for updating a renote database over a network, conprising: at |east
one processor cauplre dystehhef datiivid, whemsirdtheSstart traeof theduitiqlizetibrt o t he

Baptod t o SRR =l 1 RB B el B ERER ARl RR, T o1 “ldat i ng

the renote database over the network, the nethod including: receiving a
plural il0y of perd2odite syptiém efcliasbd wherdita periedic apdaie inslides eplyality ocal

dat abase ovgthAc.iBRL MAEK of SR DLty bi'Farabicds! Halingfa RO saLiRAAL €S havi ng

at 20 least one transaction, recelving an initialization update including
a version dfentifier.| ocal database at a start time over the network, reading
a |last periodic update identifier fromthe initialization update, reading

a |l ast transactig) A d@bkbipdatiRi tifote Riatdbabé 3@dri ORetWe%aESMprising:
at least one processor coupled to the network; and

15 a memory coupled to the processor, the memory including the remote
database and instructions adapted to be executed by the processor to implement a
method for updating the remote database over the network, the method including:

receiving a plurality of periodic updates based on incremental changes to a
local database over the network, each of the plurality of periodic updates having at

20 least one transaction,

receiving an initialization update including a version of the local database at

a start time over the network,
reading a last periodic update identifier from the initialization update,
reading a last transaction identifier from the initialization update,

25 determining a last periodic update from the last periodic update identifier,
the last periodic update being based on the start time,

determining a last transaction from the last transaction identifier, the last

tfansaction being based on the start time,

applying transactions generated after the last transaction to the remote
30 database, and
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25 determining a last periodic update fromthe | ast periodic update
identifier, the |last periodic update being based on the start tine,

det er mi NiWQ 03/0Bss4 transaction fromthe |ast transaction ipdeniSot/sze83 t he

| ast transaction being based on the start tinme, applying transactions
generated after the last transaction to the renote 30 database, and 28 WO

03/ 038654 PCT/ US02/ 35083 ap. t he u t fter the
| ast periodi ¢ ufBRlYiBI{hF P‘Ffé’d%r%’r‘?@ E?g%i éjergule I%?ﬁo ?ysﬁ@%%ftggregl m 23,

further ingdstenatabdsscardi ng the perl odi ¢ updates generated at an earlier
time than the start 5 time of the initialization update. 25. The system of

claim 23, Wnereizg %Fgﬁglg,%ﬁacl}f%f%m% Rﬁﬁéroglgﬁdl dates are received one at a
i r a erva i i

time at regul ar e system of claim 23, wherein

the plurality of, perio ahe tggul ar or
irregular inter yﬁggr.d"?gthg?gﬁ%ﬁ&egé%%%sgﬂ?%eﬁgtgp\aé??nn %gﬂlgﬁﬁhﬁ?gﬁ? ae periodic
updat e bncltivdesf tize ipltializdtionypdaie. t r ansacti ons, each of the plurality of

transactions having a unique transaction identifier, the transaction

identifiers being Frﬂe%g%hﬂoé%féﬂﬁrzs #Bereh ﬂﬁ@ﬁbﬂlrélﬁy pesiRkicapaB@s W | ncl udi ng

programinstructions adapte be execut ed a processor to inplement a
met hod f or regsikediang %artémﬁ)@féeﬂld@ra%d'éf@gmi@”@v@}s a network, the nethod
conprising: generating a plurality of periodic updates based on i ncrenent al

changes to a '%ahh@%ty@t'éaﬁ&cleﬁ@m wﬁeﬁelnethalplmanty bhpariodiparpidatis@raipdat es
having at | east one  transactjon; eﬂ n he plurality of periodic updates
to the renseeestinpahesakieotiREo’ iFEIWA \/\%‘f? ‘and whil e generating the

plurality of periodic updates, generating an initialization update
i ncl udijpg a ver sa'7orrr@fsytsi@m btz 2Batvhbesrea patiodic spdate inciudes agatrelityr ni ng a

| ast peri odi e of th 25 on the
start tine, f%@f'gqcﬁ??ﬁ FGCA° ftgglpﬂ{rgig Es)gt(r:ﬁsgn aggg‘ﬁglé ﬂ%e stragrété &'?)lnrre

associ at i ngdentifias theptearisadiian idgtdfiees Hairgtantiprarin @ideh t he | ast peri odi c
updat e,

28. A machine readable medium including program instructions adapted to
be executed by a processor to implement a method for updating a remote database

15  over a network, the method comprising:

generating a plurality of periodic updates based on incremental changes to
a local database, each of the plurality of periodic updates having at least one

transaction;

sending the plurality of periodic updates to the remote database over the

20  network; and
while generating the plurality of periodic updates,

generating an initialization update including a version of the local database

at a start time,

determining a last periodic update of the plurality of periodic updates based

25  on the start time,
determining a last transaction based on the start time,
associating a last periodic update identifier with the last periodic update,
associating a last transaction identifier with the last transaction, and

sending the initialization update, the last periodic update identifier and the

30 last transaction identifier to the remote database over the network.
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associating a last transaction identifier wwth the |ast transaction, and
sending the initialization update, the |ast periodic update identifier and
the 30 | a®wD 0Bfoasssacti on identifier to the renote dat abasePerarsor/bmshet wor k.
29 WD 03/038654 PCT/ US02/ 35083 29. A machine readabl e medi um i ncl udi ng
programinstructions adapted to be executed by a processor to inplenent a
nmet hod for updating a renote t abase . over a nefwor -he

conpri sing: recéPviiRANS rﬁ?%ﬁc’jfﬁ% V’eﬁwnb'@f;'iugﬁ'p(?r%a@t"ésgrugé%esaé%hgﬁﬁgrenent al
changes t op@ex&cutdiFa) a gajcabas ¢o Pyeemenite methao fdr,updaiiny aferadie dplabesd i ty of
periodi ¢ updates east .one transaction; receiving an

hayi at, |
initializaPVYR rﬂfﬁwg%eﬁ\%r{e?tﬂ% YRR si on of the local database at a start
time over the network: readi , L pdl ' | {e8%o from the
initialization [?ﬁ&b\{fn@;a plffﬁ'b&%ﬁ Hgaghptgag%é ? gééacr?sdei@ﬁ ?%ﬁ]eh%gﬁlﬁr{gi _erO fromthe
i ni ti al 5zaldcardatastaeever thetnetwirkj eagh af thestiunplly iob pertpdigperteéesthayifgtaie | ast
periodi ¢ update | ifier, the last periodic update being based on the
start ti ne?eaaé?’éertﬁ?%%%%‘gd”a | ast transaction fromthe | ast transaction

identifier, the lagst,, i] ARSRSHLANHIREMEIRARES vaBiohiptRlI8Ed dbiabBSe 46

! % BR%P ;
appl yi ng transac one generated arter the last transaction to the renote
dat abase; arstbrhfbpe pverghe hetwselti odi ¢ updat es generated after the | ast

periodic update to the renote database. 30. net hod . f or dating a renote
dat abase over areasing? last B&iagiG ol 1de@5ne@%ﬂr@®5§ |nﬁﬁ’ﬁzc?t'BPHP§$tFty of periodic
updat es based on increnent al chaniges 10 aba each of the

] . | .dat )
plural ily of per¢asifica lashieRsaciR/PRYIMS! ffP%&é%)F"gﬁgze?ﬁPaHea%{er on; generating

an initialization update |n¢ludin versign of. t | e at a
start time; and98BTRENGR kﬁfﬂ‘ﬂ'otdf?g‘q%mete{foﬂi al??t&)r?p'g%'aglﬁ g&ﬁ{’%ﬂﬁﬂé peri odi ¢
updat es, amhdipeBRiodiclpabicf ety leesedondhedavitinie; a | ast peri odi ¢ updat e
generated before the start tine, and a transaction identifier associated
with a |ast transashirnm e Gshiransadtidreffon éhe last tranaactiontidentifie3 the Iaste net hod of

cl ai m 30, et el HOR GASLLAGh Rt | Nol ude updates 30 to a domai n nane

15 applying transactions generated after the last transaction to the remote

database; and

applying the periodic updates generated after the last periodic update to the

remote database.

30. A method for updating a remote database over a network, comprising:

20 generating a plurality of periodic updates based on incremental changes to
a local database, each of the plurality of periodic updates having at least one
transaction;

generating an initialization update including a version of the local database
at a start time; and

25 associating the initialization update with the periodic updates, an update

identifier associated with a last periodic update generated before the start time, and
a transaction identifier associated with a last transaction committed before the start

time.

31. The method of claim 30, wherein the periodic updates include updates

30 to a domain name server.

32. The method of claim 30, wherein the update identifier is associated with

the last periodic update to a domain name server.
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32. The nethod of claim 30, wherein the update identifier is associated
with the last periodic update to a donmain nane server. 30 WO 03/038654
PCT/ US02/\83603838638. The net hod of claim 30, wherein the tPamdsor/33083
identifier is associated wth the last transaction commtted to a domain
nane server. 34. An update generator, conprising: nmeans for generating a

I i f i.odi d basged I l . I I
fat abase, cach o (G TS a9 o peProsbie HERation bid]eaRedeudy, °0r

t ransact i ogjithanslage@anssatisn gamneittad itag damainmameaservet i on update i ncluding a
version of the |local database at a start tinme, an update identifier

associ at ed vm'thg%. I%Z@&d.%f%rée%%ﬁoye%?@%” jener at ed before the start tine,

and a transacti assocla ith a last 10 transaction
cormi tted befor ?néaIPE fgnlgaernterattihH%'plL?’rélity of periodic updates based on incremental
5  changes to a local database, each of the plurality of periodic updates having at

least one transaction; and

means for generating an initialization update including a version of the local
database at a start time, an update identifier associated with a last periodic update
generated before the start time, and a transaction identifier associated with a last

10 transaction committed before the start time.
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