-1- SYSTEM AND METHOD FOR PROVI DI NG CODE SI GNI NG SERVI CES [ 0001] A portion
of the disclosure of this patent docunent contains material which is

subj ect to copyright protection. The copyright owner has no objection to
the facsimle reproduction by anyone of the patent docunent or the patent
di sclosure, as it appears in the Patent and Trademark O fice patent file or
records, 5 but otherw se reserves all copyright rights whatsoever. [0002]
Enbodi ments of the systens and net hods descri bed herein relate generally
to the field of security protocols for software applications, and nore
specifically to a system and nethod for providing code signing services to
individuals or entities that wish to have software applications digitally
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15 computing device may be, for example, a mobile device.

[0004] A code signing system may be implemented on a computing device
to control access to certain resources on the computing device by a software
application. In one example system, there is provided on the computing device an
application platform, one or more application programming interfaces (APls), and

20  avirtual machine. The APIs are configured to link software applications with the
application platform, and more specifically, to allow software applications to make
function calis to or otherwise interact with resources made generally accessible to
software applications on the computing device.

[0005] However, some of the APIs may be classified as “sensitive” by
25 entities that wish to restrict access to those APls or to the particular resources
associated with those APls. In the example system, the virtual machine is
adapted to verify the authenticity of a digital signature appended to an application
requiring access to a sensitive AP before access to the sensitive API is granted.
Accordingly, in order for an application to be granted access to the sensitive AP,
30 an appropriate signing authority must first digitally sign the application.



-2- [0006] In one broad aspect, there is preferably provided a nethod for
provi di ng code signing services, the nethod conprising the steps of:
creating at |east one public key and at |east one corresponding private
key; depl oying each public key to protect at |east one sensitive APl and
storing each corresponding 5 private key; registering at |east one entity
for code signing services, wherein the identity of each entity is

aut henti cated, and wherein an account record for each registered entity is
created; receiving a code signing request froma requestor, the requestor
being an entity registered at the registering step, wherein the code
signing request conprises an object that ““te requestor I's requesting to
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Brief Description of the Drawings

15 {0007] For a better understanding of the embodiments of the systems and
methods described herein, and to show more clearly how they may be carried into
effect, reference will now be made, by way of example, to the accompanying

drawings in which:
FIG. 1 is a block diagram of a mobile device in one example implementation;

20 FIG. 2is a block diagram of a communication subsystem component of the mobile
device of FIG. 1;

FiG. 3 is a block diagram of a node of a wireless network;

FIG. 4 is a diagram illustrating an example code signing protocol in which a code
signing authority provides code signing services o a software application
25 developer;

FIG. 5 is a diagram illustrating components of an example code signing system on
a mobile device;

FIG. € is a flowchart illustrating steps in an example method of processing sighed

software applications performed on the mobile device depicted in FIG. 5;

30 FIG. 7Ais a flowchart illustrating steps in a method of providing code signing

services in one embodiment;



FIG 7B is a schematic diagramillustrating a systemfor providing code
signing services in an exanple network configuration; FIG 8Ais a
flowchart illustrating steps in a nethod of creating a key pair for code
signing in one enbodinment; 5 FIGS. 8B and 8C are exanple dialog boxes in a
user interface provided by a code signing authority application; FIG 9 is
a flowhart illustrating steps in a nethod of registering an entity for
code signing services in one enbodinent; and FIG 10 is an exanple form
illustrating details of an account record. 10 Description of Preferred
Enbodi ments [ 0008] Software application devel opers who create applications
that would require access to sensitive APls on a conputi ng device may need

to have their | catl jgitally signed by an appropriate. signing
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in order to gnable the applications to access sensitive APIs and

associ ated resources of a conputing device when the applications are
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require access to sensitive APls on a computing device may need to have their

applications digitally signed by an appropriate signing authority, so that the

15 applications will properly execute on the computing device. An entity that wishes
lo restrict access to certain sensitive APls (and associated resources), such as
proprietary APls that the entity itself may have authored for example, may wish to
act as a signing authority in respect of those APIs and provide code signing
services to the software application developers requiring access to those APIs.

20 Through the provision of code signing services, an entity can contro! who should
and should not be granted access to specific APls that it has authored and/or
classified as sensitive, track who has requested such access, and charge for
providing such access if desired, for example.

[0009] Embodiments described herein relate generally to a system and

25 method for providing code signing services to software application developers or
to other individuals or entities that wish to have applications digitally signed.
Signing of the applications may be required in order to enable the applications to
access sensilive APIs and associated resources of a computing device when the

applications are executed on the computing device.

30  [0010] In one aspect, there is provided a method for providing code signing
services, the method comprising the steps of: creating at least one public key and



at | east one correspondi ng private key; deploying each public key to
protect at |east one sensitive APl and storing each correspondi ng private
key; registering at |east one entity for code signing services, wherein
the identity of each entity is authenticated, and wherein an account
record for each registered entity is 5 created; receiving a code signing
request froma requestor, the requestor being an entity registered at the
regi stering step, wherein the code signing request conprises an object
that the requestor is requesting to have signed with a select private key
of the at |east one private key created; djgitally signing the object,
wherein a digital signature is gener at ed U%Tng t he sel ect private key; and
10 transmtting ! nat u uestor. [0011
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data commumcatlon capabilities having the capability to communicate with other
computer systems, and is also referred to herein generally as a mobile device. A
mobile device may also include the capability for voice communications.

20  Depending on the functionality provided by a mobile device, it may be referred to
as a data messaging device, a two-way pager, a cellular telephone with data
messaging capabilities, a wireless Internet appliance, or a data communication
device (with or without telephony capabilities). A mobile device communicates
with other devices through a network of transceiver stations. To aid the reader in

25 understanding the structure of a mobile device and how it communicates with

other devices, reference is made first to FIGS. 1 through 3.

[0013] Referring to FIG. 1, a block diagram of a mobile device in one
example implementation is shown generally as 100. Mobile device 100 comprises
a number of components, the controlling compaonent being microprocessor 102.
30 Microprocessor 102 contrels the overall operation of mobile device 100.
Communication functions, including data and voice communications, are

performed through communication subsystem 104. Communication subsystem



-5- 104 receives nessages fromand sends nessages to a w rel ess network
200. In this exanple inplenentation of nobile device 100, conmunication
subsystem 104 is configured in accordance with the d obal System for

Mobil e Communi cation (GSM and General Packet Radi o Services (GPRS)
standards. 5 The GSM GPRS wirel ess network is used worldwide and it is
expected that these standards will be superseded eventually by Enhanced
Data GSM Environnment (EDGE) and Uni versal Mobil e Tel ecommuni cati ons
Service (UMIS). New standards are still being defined, but it is believed
that they will have simlarities to the twor k behavi or descri bed herein,
and it will also be understood by persons *10 skilled in the art that other
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[0014] Although the wireless network associated with mobile device 100 is
a GSM/GPRS wireless network in one example implementation of mobile device
100, other wireless networks may also be associated with mobile device 100 in
20 variant implementations. Different types of wireless networks that may be
employed include, for example, data-centric wireless networks, voice-centric
wirefess networks, and dual-mode networks that can support both voice and data
commuunications over the same physical base stations. Combined dual-mode
networks include, but are not limited to, Code Division Multiple Access (CDMA) or
25 CDMAZ2000 networks, GSM/GPRS networks (as mentioned above), and future
third-generation (3G) networks like EDGE and UMTS. Some older examples of
data-centric networks include the Mobitex™ Radio Network and the DataTAC™
Radio Network. Examples of older voice-centric data networks include Personal
Communication Systems (PCS) networks like GSM and Time Division Multiple
30 Access (TDMA) systems.

[0015] Microprocessor 102 also interacts with additional subsystems such
as a Random Access Memory (RAM) 106, flash memory 108, display 110,



as a Random Access Menory (RAM 106, flash nenory 108, display 110, -6-
auxiliary input/output (1/0O subsystem 112, serial port 114, keyboard 116,
speaker 118, mi crophone 120, short-range communi cations 122 and ot her
devices 124. [0016] Sone of the subsystens of nobile device 100 perform
comuni cation-related functions, whereas other subsystens nmay provide 5
"resident” or on-device functions. By way of exanple, display 110 and
keyboard 116 may be used for both communi cation-related functions, such as
entering a text nessage for transm ssion over network 200, and

devi ce-resident functions such as a calc ator or task list. Operating
system sof tware used by m croprocessor s typlcally stored in a
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processor and w}y for storing information. Once SIM 126 is inserted in
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mobile device 100. To identify a subscriber, mobile device 100 requires a
Subscriber Identity Module or “SIM” card 126 to be inserted in a SIM interface 128
in order to communicate with a network. SIM 126 is one type of a conventional
20 “smart card” used to identify a subscriber of mobile device 100 and to personalize
the mobile device 100, among other things. Without SIM 126, mobile device 100
is not fully operational for communication with network 200. By inserting SIM 126
into SIM interface 128, a subscriber can access all subscribed services. Services
could include: web browsing and messaging such as e-mail, voice mail, Short
25 Message Service (SMS), and Multimedia Messaging Services (MMS). More
advanced services may include: point of sale, field service and sales force
automation. SIM 126 includes a processor and memory for storing information.
Once SIM 126 is inserted in SIM interface 128, it is coupled to microprocessor
102, In order to identify the subscriber, SIM 126 contains some parameters such
30 as an International Mobile Subscriber identity (IMSI). An advantage of using SIM

126 is that a subscriber is not necessarily bound by any single physical mobile



126 is that a subscriber is not necessarily bound by any single physical
nobile -7- device. SIM 126 nay store additional subscriber information for
a nobile device as well, including date book (or cal endar) information and
recent call information. [0018] Mobile device 100 is a battery-powered
device and includes a battery interface 132 for receiving one or nore
rechargeabl e batteries 130. 5 Battery interface 132 is coupled to a

regul ator (not shown), which assists battery 130 in providing power V+ to
nobi | e devi ce 100. Al though current technol ogy mnekes use of a battery,
future technol ogi es such as mcro fuel el;s may provide the power to

nobi | e device 100. [0019] M croprocessor in addition to its operating
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functionality créa(ﬁéﬁ‘ss a F{rﬁlrrored haost conputer on nobile device 100 with
respect to such THISGORIPORRE Part PEATAY!P Jfs qerrafioayeistisundiRgt e t he

host conput et0 sysatdes dxectthve offedsivaes dﬂ)ﬂbatemu@mbmm\ncs 106.f heet gronput er

system 25 [002 I C al so be | oaded onto nobile
devi ce 100 thrghpiﬁgﬁyn%\ls\%?g&g%gﬁsgu%&l ?’ JTF%( @C!H%IQ%P%’(ﬁ]aﬁﬁo'c%erl al port
114, short-r angéom@éﬁfﬁﬂmﬂ@aPiiC@stWﬂB@ym@!Mme alled orampbitst deaice JADt abl e
5Ub5y5t em 124. Eb\ﬂlrﬁg 1tsfn|1&@1>&falétu|ré tA(ndtﬁbr%Bﬂlcbﬁcﬁqth&%éy’l%tlgédeﬂto'ng)gnbﬂfér eases the

functionality of rr01 e device may provi‘de enhanc on- devi ce

functions, commilf{'EatdoPudies RYSINRhIGBALCN menager (B8R A Bdt haskanpl e, secure
communi cat i otf appklicvakty enegarse SiabdrgeldattifeaRicfinterest to a subscriber, such

as, but not limited to, e-mail, calendar events, voice mails, appointments, and task
items. A PIM application has the ability to send and receive data items via
wireless network 200. PiM data items may be seamlessly integrated,
synchronized, and updated via wireless network 200 with the mobile device

20 subscriber's corresponding data items stored and/or associated with a host
computer system. This functionality creates a mirrored host computer on mobile
device 100 with respect to such items. This can be particularly advantageous
where the host computer system is the mobile device subscriber’s office computer
system,

25 [0020] Additional applications may also be loaded onto mobile device 100
through network 200, auxiliary /O subsystem 112, serial port 114, shori-range
communications subsystem 122, or any cther suitable subsystem 124. This
flexibility in application installation increases the functionality of mobite device 100
and may provide enhanced on-device functions, communication-related functions,

30 orboth. For example, secure communication applications may enable electronic
commerce functions and other such financial transactions to be performed using
mobile device 100.



commer ce functions and other such financial transactions to be perforned
using nobile device 100. -8- [0021] Serial port 114 enables a subscri ber
to set preferences through an external device or software application and
extends the capabilities of nobile device 100 by providing for information
or software downl oads to nobile device 100 other than through a wreless
comuni cation network. The alternate 5 downl oad path may, for exanple, be
used to load an encryption key onto nobile device 100 through a direct and
thus reliable and trusted connection to provide secure device

comuni cation. [0022] Short-range conmunicati ons subsystem 122 provi des for
conmuni cati on between mobile device 100 and different systens or devices,

10 without the f netamor k Faor exanpl e, subsysiem 122 may i ncl ude
an infrared devﬁ@gz nd aé?ggﬁgﬁgga8?%%%%?@ﬂﬁﬂﬁmEéﬁﬁg%@%ng?%§m§ﬁéFF-range
comuni cati on, Béamd deviaf orshitware rapigeticoanaanicnas iherapabiitids bhadhilde
st andar ds devel he. | ; Latj r.DA) ... Bl.uet oot h, and
the 802, 11 famiy of arangare t iRkt SsAind cotfiebiq e el o
recei ved si gnal WHetheathag threygh snwsadesgeomannisatinmi netwaries Bragaiterrote web page
downl oad wi || 5beiopnpee 88 thdyyior SERpN ',‘%éh:bi&dl%o%r??@h%n@%tio%%ﬁ%ﬂ% hipyt to

e

m cr opr ocessor 3?2" W%fro rocessor 102 w || then process t receil ved

si gnal for out pdttVtH @H?ﬁ@/afﬁotéf‘d Hlup &7 iREleiapE frystedeugelands provide
subsystem 112. sAcsebsded denmurinptiad. SO conpose data itens, such as e-nai
messages, for 20 exanple, using keyboard 116 in conjunction with display
110 and possi bl y0022{ixi | | ahgrt-1ange serbaysitationd $dhsyAemi1RR aroyidsabsyst em 112 may

i ncl ude devi ces csmMefinican RikRHFHLIS HERD 1d@%§§iﬁeFefn9§J§Be% drdelipEd ar ed
fingerprint tector, or a.r r._wheel with dynam ¢ button pressing

, ol | _
capabi lity. KeyBdard herseiolnelyokiz0hafignerimple. repyeamd 22 ey diclydglasphone- t ype
keypad. A conposdarddtdenicanyd besotin@nsnidit add 2omedrehtsnatsnbft kard@0 t hr ough
comuni cation s ; 0 4] .For voi ce conmuni catj.ons, the overal
operation of rmgPrlﬁ>e{]§él'géqoééﬁxi%rggslz%asgﬁﬁﬁ”gﬁtcf)@muvcgt?oﬂi“‘foé.‘y'”g%eept that the
recei ved si gnal §tengrid#ideyeloped puthetinfrargh@atk éyssdcidion drith)sbigetabth, &ratthe

transmission wogbsl banagBesalais ObsiopheRe 120. Alternative voice or
audi o I/ 0O subsystens, such as a voi ce nessage

15 [0023] In use, a received signal such as a text message, an e-mail
message, or web page download will be processed by communication subsystem
104 and input to microprocessor 102. Microprocessor 102 will then process the
received signal for output to disptay 110 or alternatively to auxiliary /O subsystem
112, A subscriber may also compose data items, such as e-mail messages, for

20 example, using keyboard 116 in conjunction with display 110 and possibly
auxifiary I/O subsystem 112, Auxifiary subsystem 112 may include devices such
as: a touch screen, mouse, track ball, infrared fingerprint detector, or a roller
wheel with dynamic button pressing capability. Keyboard 116 is an alphanumeric
keyboard and/or telephone-type keypad. A composed item may be transmitted

25 over network 200 through communication subsystem 104,

[06024] For voice communications, the overall operation of mobile device
100 is substantially similar, except that the received signals would be ouiput to
speaker 118, and signals for transmission would be generated by microphone
120. Alternative voice or audio /O subsystems, such as a voice message

30 recording subsystem, may also be implemented on mobile device 100. Although
voice or audio signal output is accomplished primarily through speaker 118,

display 110 may also be used to provide additional information such as the



30 recordi ng subsystem nmay al so be inplenented on nobile device 100.

Al t hough voice or audio signal output is acconplished primarily through
speaker 118, display 110 may al so be used to provide additional
information such as the -9- identity of a calling party, duration of a
voice call, or other voice call related information, [0025] Referring now
to FIG 2, a block diagramof the comrunication subsystem conponent 104 of
FIG 1 is shown. Communi cation subsystem 104 5 conprises a receiver 150, a
transmtter 152, one or nore enbedded or internal antenna el enents 154,

156, Local Gscillators (LOs) 158, and a prgcessing nodul e such as a
Digital Signal Processor (DSP) 160. [0026] The particul ar design of

conmuni cati on su en upon t he network 200 in which
mobi | e devi ce 10.%%%@% §38§rtyo% 6’?% ‘f"ée%ﬂMéOi“Pf U "B Under st ood
t hat the design 1nfqrm§ttcmat ed in FIG 2 serves only as one exanple. Signals
recei ved by anteﬁ?a 154 t hrough network 200 are input to receiver 150,
whi ch may per for #€dch cdMBHTS eveio/de. 3. @riteckdipgrasms of the geramuriesdionf i cat i on,

frequency down Cﬁrh)\sﬁit@h edmpdricht ﬂlﬂldﬂgiG ghasiin, TRheSHiRAen &0dystem 104

anal og-t o-di gl ta nver D conversion of a receilved signal
all ows 15 noré C%'JO"4 &% %E?ﬁ%'u?ﬂ@gt?E‘?‘strlﬁ?éﬂ%r?é‘egﬁi?ﬂrea%”tﬁgﬁ%?ﬂ'%tﬁfr@h and

decoding to be mrﬁﬁeremmsrﬁ@%ﬁilﬁﬁba! Daciitatars (I0san58r@nd@nprocekgnal s to be

transmtted are npipcERRed nd encodi ng, by DSP 160.
These DSP- pr ocengsed SI gna’a d@r Lg,lghm{gggggt@ @Wsﬁt er 152 for

di gi tal -t o- anal qgoi@/ A)  TEOPYAESAQRsighLEEENGY B CRRYEESI1BR;s Til tering,
anplification anGd fo network 200 via antenna 156. DSP 160

| on .ov
not only processe$® Cﬁﬁi*ﬂﬂ?ﬁi%% egpor ﬁﬁoﬁﬁ‘a‘i"@cr‘ Bokicgesise pPBGiMRYeHdR recei ver
and transmt fler aperate, ¢ius itBooulékanplestobhidat tgaueﬁgrammtna%d it BIG; QrEap@s cat i on

hi ough_aut omat I R ConLT Sl SANgol T ERREDY APURE AT kg sSg |
[0027] The W|reu@ygtouﬁ@ﬁtvebé@%@nzhmneéfod@w@@omnaﬂ@.whmmmaszoo ey

contain one or Y éﬂﬂtﬁhfl@ﬁ:@fﬁ‘tﬂe‘éb@fw%h@n cé%@?%l Fideridld, fcfngxﬁ) Qﬁoﬁ%@nel S,
and associ at ed Rr! @ ? @ bet ween nobi |l e devi ce net wor k 200 A
RF channel is & '8 EUBLeREesIRg A@%@”VB@‘O&S’M@C\?@GC* S*ewila&evq y due to

limts in 15 more complex communication functions such as demodulation and decoding to be
performed in DSP 180. In a similar manner, signals to be transmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed signals are input to fransmitter 152 for digital-to-analog (D/A)
conversion, frequency up conversion, filtering, amplification and transmission over

20 network 200 via antenna 156. DSP 160 not only processes communication

signals, but also provides for receiver and transmitter control. For example, the
gains applied to communication signals in receiver 150 and transmitter 152 may
be adaptively controlled through automatic gain controf algorithms implemented in
DSP 160.

25 [0027] The wireless link between mobile device 100 and a network 200
may contain one or more different channels, typically different RF channels, and
associated protocols used between mobile device 100 and network 200. A RF
channet is a limited resource that must be conserved, typically due to limits in

overall bandwidth and limited battery power of mobite device 100.

30 [0028] When mobile device 100 is fully operational, transmitter 152 is
typicalty keyed or turned on only when it is sending to network 200 and is

otherwise turned off to conserve resources. Similarly, receiver 150 is periodically



overall bandwi dth and limted battery power of nobile device 100. 30 [0028]
When nobile device 100 is fully operational, transmtter 152 is typically
keyed or turned on only when it is sending to network 200 and is otherw se
turned off to conserve resources. Simlarly, receiver 150 is periodically
-10- turned off to conserve power until it is needed to receive signals or
information (if at all) during designated tinme periods. [0029] Referring
nowto FIG 3, a block diagramof a node of a wireless network is shown as
202. In practice, network 200 conprises one or nore nodes 5 202. Mobile
devi ce 100 conmmuni cates with a node 202 mnbhln wi rel ess network 200. In the
exanpl e inplenentation of FIG 3, node 202%s configured in accordance
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Access to VLR 2 REMO QUL B p are commonly used in
communications through network 200.
[0030] In a GSM network, MSC 210 is coupled to BSC 204 and to a
landline network, such as a Public Switched Telephone Network (PSTN) 222 to
satisfy circuit switched requirements. The connection through PCU 208, SGSN
20 216 and GGSN 218 to the public or private network (internet) 224 (aiso referred to
herein generally as a shared network infrastructure) represents the data path for
GPRS capable mobile devices. In a GSM network extended with GPRS
capabilities, BSC 204 also contains a Packet Control Unit (PCU) 208 that
connects to SGSN 216 to control segmentation, radio channel allocation and to
25  satisfy packet switched requirements. To track mobile device location and
availability for both circuit switched and packet switched management, HLR 212 is
shared between MSC 210 and SGSN 216. Access to VLR 214 is controlled by
MSC 210.

[0031] Station 206 is a fixed transceiver station. Station 206 and BSC 204
30 together form the fixed fransceiver equipment. The fixed transceiver equipment
provides wireless network coverage for a particular coverage area commonly

referred to as a “cell”. The fixed transceiver equipment transmits communication



M5C 210. [0031] Station 206 is a fixed transceiver station. Station 206 and
BSC 204 30 together formthe fixed transceiver equi pnent. The fixed
transcei ver equi pnent provides wireless network coverage for a particul ar

coverage area commonly referred to as a "cell”. The fixed transceiver
equi pnment transmts communication -11- signals to and receives
comuni cation signals fromnobile devices within its cell via station 206.

The fixed transceiver equipnment normally perforns such functions as

nodul ati on and possi bly encodi ng and/ or encryption of signals to be
transmtted to the nobile device in accorggnce with particular, usually 5
predet erm ned, comuni cation protocols an paraneters under control of its

controller. The J,éag%g gm%g.sésv In}nﬁwsaﬂs';?p na%s' rom gyﬁg%mﬁggu nih &8 4nd
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current | ocati orfeofdes andBedreptsl dviecessalyban2dthnmusichborr sgptnebdie ffam a group
of location ar e%mqe@&ww%,ﬁhmqﬁgqac%mm tlER%Hg{c?c?% 7 %%?ameq&gmggt ly in

its area of responsibility in urt I"'so cont al
i nformati on on rY8BineEvesavifeest peries. Apeexpmple; prRynesieeay eieriows KifereThe

information im mMidRaBdrischaeb deESpdtattat ffelcRerREENTRAREN HRBI dRedevi ce data
transmtted fromHLR 212 to VLR 214 for faster access. By noving
addi ti onal i nfof®i32] on fFomllanabéerdéecsd00bldi?4rad midle speciMdRt@dd, the anount

of traffic bet @rqnatnlaﬁtscg @qﬁ{%}p Qa3 s%@h al 598§e¢§o§&oﬁig'%tstéé‘8& ﬁnq-ﬂ%{'gwdat a

servi ces can be’_grow d aster response sane tine
requiring |ess (48 Jf a@éﬁﬁﬂiﬁ”ﬁ{?cﬁ%@‘d[}fpﬁé@cﬂﬁﬂﬁ@ag] regisreomabitgrigvicssnd 218 ar e

el enents added tex b&ﬁf@e&tﬂﬁ@érﬁne tﬂélﬂ'ﬂréht %&t‘%ﬁto@\{’ﬂé‘bﬁ@@@« ééath%égﬂp@”
within GSM SGSN 216@{1 9 . imlar responsibilities within
wirel ess net tor K885y OR@@EH“H@ PF%W aé?ast"’}ﬁ‘g sjogesdpe Sﬂiaé’f th@é‘&‘??"?rﬂ%‘f'?eé devi ce

100. SGSN 216 akgeerfenfiGrams Seeypohsiyility eneitR DNS Further VLR 214 also contains
information on mobile devices that are visiting other networks. The information in
VLR 214 includes part of the permanent mobile device data transmitted from HLR
212 to VLR 214 for faster access. By moving additional information from a remote
20 HLR 212 node to VLR 214, the amount of traffic between these nodes can be
reduced so that voice and data services can be provided with faster response

times and at the same time requiring less use of computing resources.

[0033] SGSN 216 and GGSN 218 are elements added for GPRS support;
namely packet switched data support, within GSM, SGSN 216 and MSC 210

25 have similar responsibilities within wireless network 200 by keeping track of the
location of each mobile device 100. SGSN 216 also performs security functions
and access control for data traffic on network 200. GGSN 218 provides
internetworking connections with external packet switched networks and connects
to one or more SGSN's 216 via an Internet Protocol {IP) backbone network

30 operated within the network 200. During normal operations, a given mobile
device 100 must perform a "GPRS Attach” to acquire an |IP address and ‘to.ac;cess

data services. This requirement is not present in circuit switched voice channels



and access control for data traffic on network 200. GGSN 218 provi des

i nt er net wor ki ng connections with external packet sw tched networks and
connects to one or nore SGSN s 216 via an Internet Protocol (1P) backbone
network 30 operated within the network 200. During normal operations, a
given nobile device 100 nust performa "GPRS Attach”" to acquire an IP
address and to access data services. This requirenent is not present in
circuit switched voice channels -12- as Integrated Services Digital Network
(1 SDN) addresses are used for routing incomng and outgoing calls.
Currently, all GPRS capabl e networks use grlvate dynam cally assigned I P
addresses, thus requiring a DHCP server 238 connected to the GGSN 218.

There are man i n 5 including using a
combi nati on 01}/ 25 S&E%@iage r\ﬂceﬁt |%§[Th%tﬂlof5 %ﬁﬁb%‘g@ﬁes%‘? Wegéo”f’?f%@l us) °
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the GPRS Attach*@gécaé%nﬁmféﬂél:’tuan@m@an e@eea@as@dir@azhuteamdt compdtfbiec |s
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supported in IP ac et i s includes tunneling methods such g IP over

IP as in the ca W'?ﬂﬁ%éBWOT@QC'B??’C?VS(%PE819?"%@5?’{??@6109Hﬁ@t basawigRrd h
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Packet Data Pro P xt s are er of
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net wor k 200 wi | APNURaYAie Godbigered rete $ioilardaeh IntdPDR dEoatinenaimeat siicles er mi ne i f

there is a | gk @fcopsddiv i¥eles8R»a mobile device 100 is not using its PDP
Context, the PDP Context can be deallocated and the | P 25 address returned

to the | P addr ef3ppol namrRges GPRSDHGER seiovlete @Qunnel is created and all traffic

is exchanged within standard IP packets using any protocol that can be supported
in IP packets. This includes tunneling methods such as IP over IP as in the case
with some IPSecurity (IPsec) connections used with Virtual Private Networks

20 (VPN). These tunnels are also referred to as Packet Data Protocol (PDP)
Contexts and there are a limited number of these available in the network 200. To
maximize use of the PDP Contexts, network 200 wilt run an idle timer for each
PDP Context to determine if there is a lack of activity. When a mobile device 100
is not using its PDP Context, the PDP Context can be deallocated and the P

25  address returned to the IP address pool managed by DHCP server 220.

[0035] [n order to better understand the various embodiments of the
systems and methods described in this specification relating to the provision of
code signing services, an example code signing protocol and features of an
example code signing system from the perspective of a mobile device will first be
30 discussed, with reference to FIGS. 4 through 6. As noted earlier, while many of

the following examples are described generally with reference to mobite devices,



[0035] In order to better understand the various enbodi nents of the

systens and net hods described in this specification relating to the

provi sion of code signing services, an exanple code signing protocol and
features of an exanple code signing systemfromthe perspective of a
nmobi l e device will first be 30 discussed, with reference to FIGS. 4 through
6. As noted earlier, while many of the follow ng exanples are descri bed
generally with reference to nobil e devices, -13- enbodi ments descri bed
herein may be applicable to devices other than nobile devices. [0036]
Referring to FIG 4, a dlagran1|IIustrat|ng an exanpl e code signing
protocol in which a code signing authorltﬂ provi des code signing services

to a 5 software appl 0 sh eneral Iy as 300. 037] A
sof t war e appllcafﬁgﬁhﬁgb Eﬁﬁq?dgﬁ 'EW@%E%@mgmgﬁgFﬁﬁV@e %B@*@ﬁlmBW 304 for
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304 and devi ce r'ces: cription and the appended

clai ms, referengggsf o APéoﬁ@aqggﬁa.cétmtgoqn%? ﬂopéghgarﬁefbsq 10 Lfibaifl access

of an APl in such a way as to allow a software i nteract
with one or nor @%8??@@%%69%\@3 WAl Bechipe glyirh dz’@?’r‘“edl'%fnép'@r@wcﬁﬁ@@l 8 ng

access to any ARP!akmam&omwaebe@émxﬁﬂ@hkﬁ@&éan&5a&ﬂcﬁ@h%&ﬂ6ﬁnﬁhbh

associ at ed d%” Giobld eqf%%%?gfher coerrgpeu?ng 86Vrll e. nf%e appilcatlon p?at%rm mF;Iy include,
for example, resources such as the device hardware, operating system and core
software and data models. Accordingly, in order to make function calls to or
otherwise interact with such device resources, software application 304 will
typically need o access one or more APls on mobile device 100. The APls

20 effectively "bridge” software application 304 and device resources.

[0039] In this description and the appended claims, references to AP}
access should be interpreted to include access of an APl in such a way as to
allow a software application to interact with one or more corresponding device
resources. Therefore, providing access to any AP| allows a software application
25 tointeract with associated device resources, whereas denying access to an AP
prevents the software application from interacting with the associated resources.
For example, a database AP may communicate with a device file or data storage
system, and access to the database AP| would provide for interaction betweena
software application and the file or data storage system. A user interface (Ul) API
30 would communicate with controllers and/or controt software for such device
componentis as a screen, a keyboard, and any other device components that

provide output to an operator or accept input from an operator of the mobile



prevents the software application frominteracting with the associ ated
resources. For exanple, a database APl may comunicate with a device file
or data storage system and access to the database APl woul d provide for
interaction between a software application and the file or data storage
system A user interface (U) API 30 would conmunicate with controllers
and/ or control software for such device conponents as a screen, a
keyboard, and any ot her device conponents that provide output to an
operator or accept input froman operator of the nobile -14- device. In a
nobi |l e device, a radio APl may al so be prOV|ded as an interface to

W rel ess conmmuni cation resources, such as " transnitter and receiver, for

Cryptogr aphi ¢ radiEe ! PRl b NP e AT P AP AP TAIE B a

devi ce. These ar\@lr%esmprem}anmthnsescwztae\seswkasrpltressrmfterAdHUsecteh@t foray be

provi ded on a nn@gah%,edgvdrw %}%;oﬁ?ﬂt %;ll)eaﬂ) H’d%‘to%ﬁ%tvﬁfﬂ@é&dt&bﬁiﬂq{?v' ces.

Any of such devices rra |nc some esé exa
di fferent APls iRetUealy ﬁh W@W*em@nt&a@mog@ﬁhwgpwbg@on@e@ameb@@sat@m/e [0040]

I n general, asy rﬂér&[@ﬂlué‘ﬂtlvéfﬁyanﬁﬂe§éfa\$ﬁé frbedaPse §r%ﬁ§é&6r¥§m%¥ﬁ@der%g'ah@ 10
devi ce manufacturg ' &ﬁ? %'53’ é 5 an APl author, a wrel ess network
operator, a deCEEIYNPEPTST cHPRHRPGrVicsT A phsihiiaviosnaY (oligmeome &y
exanpl e, m ght b of tib$eeiaathldPla, aridifieserd APrsBhsteddSr BRAEitibmtoansef t war e

application for the.,de For instance, a nobile device manufacturer may
classify as senscget(?fve tgfffg%e APl's that interface with cryptographic

routines, wirel gomo Ommmgfe%bia@@mf/ﬁﬂ% !‘\@Pr’% Qé clééafl%%@ bR Yy dah@ygodel s
such as addriis book or .cal endar entries. Fro ect agal nst” unaut hori zed

access to th edg}ﬁﬁ%F’??‘{f%CtW9f &7 PRSI R 3 %’rﬁﬁ‘lu f@éﬁ%ﬁ'esaéwoawﬁraﬂma. s
required to obt aeviconenso br omeratod bgédrad otamgmtyumsmfmmptehmqmbel e device

manuf act ur er | assifie the a ensitiv or from
a code signi ng g%c?% )%t\t’ h%(%mﬁ%m o SR ”b%ﬁdq §ppg ﬁ%‘%ﬁ%?}?a e["lf?é?bor ot her
entity 20 with &§tanae. @r'@@tﬂieldﬁwpﬁ? mae@faptn@r meg elessify @s semdtive ithese déd tbat APl s,
and append L he it @Ralih ShEhokni AbineL GyiaReL b&%h%uﬁgﬂm oridegCr i bed i n

further det a bel Q% di gl nat ur e t ai ned for each
sensitive AP oPFOIPf 'Hrdpte paca's ?%&aa@égreas sqr@@'@@aAp'ntﬂ% Tiherelecs of t war e
appl i cation 304ag@cpiun®sh@Reescess {d’théwsiealsnﬂvé Ak essenbRtdppnstioanul tiple
signatures are gg\ﬁe'!opgpéfﬁ is e%u;sfeal\% b?afn one (‘)Ar/n?ore digital signatures from the mobile

device manufacturer or other entity that classified the APIs as sensitive, or from a

code signing authority 306 acting on behalf of the manufacturer or other entity

20 with an interest in protecting access to sensitive device APls, and append the
signature(s) to software application 304 as described in furiher detail below.

[0041] A digital signature may be obtained for each sensitive AP! or library
that includes a sensitive APl to which software application 304 requires access.
In certain implementations, multipte signatures are desirable. This would ailow a

25 service provider, company or network operator to restrict some or all software
applications loaded or updated onto a particular set of mobile devices, for
example. In one multiple-signature scenario, alt APls on a device are restricted
and locked until a “global” signature is verified for a software application. For
example, a company may wish to prevent its employees from executing any

30 software applications onto their devices untit permission is first obtained from a
corporate information technology (1T} or computer services department. All such

corporate mobile devices may then be configured o require verification of at least



25 service provider, conpany or network operator to restrict sone or al
software applications | oaded or updated onto a particular set of nobile
devices, for exanple. In one multiple-signature scenario, all APIs on a
device are restricted and |ocked until a "global"™ signature is verified
for a software application. For exanple, a conpany may wish to prevent its
enpl oyees from executing any 30 software applications onto their devices
until permssion is first obtained froma corporate infornmation technol ogy
(I'T) or computer services departnent. Al such corporate nobile devices
may then be configured to require verificgﬁion of at least -15- a gl obal
signature before a software application cdhn be executed. Access to

sensitive device, AP, ibraries t hen be furt

restricted, to beé d&% g %Err‘?tbefor%ﬁ S%\ﬁr? Bﬂ%ﬁht&?ﬁ 08?%?8§%Cé‘ﬁe[dl \%0%58?? espondi ng
digital signat ur%ﬁngItlve[mwe]APTsrmdblbmzey iepog casulthen beeforteseadtadtéd o lof

sof twar e appl i caidecildhn RN, bdeRendentoabaiNe BRI LIAMLAL tyPe of

nobi | e devi ce or nodel of nobi Vi ce ppllcatlon 304 may,

for exanple, be [lomm er trﬂeamggrdx@anatﬂ@b@méﬂaﬁunr@wﬂ\&é?é BBYlicatftiicideas i s
typically the.case ications, However, it may be

desirabl e to HaV/e®d edp?ﬁpteﬁ er@f’g‘hﬁf’ﬁ?"é”'ﬁ”&)‘ e QPRI ERYIqeeT MAFRLat atehile o
nodel , or al ter e ice e oftwhier apptatiomsii iney, d@\axampipj tmm@rwm@bnde&uﬁanuf acturer,

L APl & pan b RLE ina bl 2 BPRL L SRR 00, EEdahfaBs  SuDT LU e

to several code signing authori'ties P V404 targets
several types orapﬁ’tfémr@' Gowgetsi it @aﬂévﬁ@%@ble[’t@b&b&]a qilmtaﬂ Henaxaripieackhown in

FIG 4, when soffiomae @e%ﬁb;bé:@}{rh&ﬁ! o€|§IYe$:|1é?f9&§/ fﬁ@gci{rﬁgl&”ero‘%%céﬂ%faﬁw &
appllcatlon34to %F" %n ggtware plication 304 is sent from
appl i cation devETBHEPUEHIOF g Blfe Tﬁeb%?rﬁgsogW?WcﬁpP'ﬂCW'O’B%"' MEHEReILP §ii ng
authority 306 nmaybmigpd mmratd:mfemblnbauﬁhemesefsmsa\mwfembww@n 304 thggeddUt hor s of

any sensitive AR i that have know edge of the
operation of thebzeerarltg¥ptelg\((}g§] E’%%Of%&% EhUSof t war e application 304 needs

access. [0044] maj e Nofy 18X Bkdntid é%mﬁhﬁ)% u%ﬁé&oﬁﬂméé}, f&dibA! N

si tuati ons, \g be_20 understood that & Software appllcati on may be
subnitted to no Evec’cﬁjﬁh?’%é’qE'Ef’(?éo’ct'g?rﬁrﬁpﬁ@ah‘m%rtPW sigpe®I$otBde si gni ng
authority maig hpplicetoarsol és sdefrse aperaiidy cﬁevelf)@ér 3BRGNERG sTPrgRK R rity

applications fog,p lTlgL sitive APls .on a particular nodel
of nobile device o(rfjtlicgsééetS ?r{ grraosogr?olﬂé’ %ﬁﬁ%e@pr{eﬁ%ﬂt “EeJB?S)bd'?tdgv'f%E“anu#ac{urer

the authors of any sensitive APls, or possibly others that have knowledge of the

operation of the sensitive APls to which software application 304 needs access.

[0044)] While not explicitly shown in FIG. 4, in certain situations, it will be

20 understood that a software application may be submitted to more than one code
signing authority, Each code signing authority may, for example, be responsible
for signing software applications for particular sensitive APls, or APls on a
particular model of mobile device or set of mobile devices that supports the
sensitive APls required by the software application. A manufacturer, mobile

25 communication network operator, service provider, or corporate client, for
example, may thereby have signing authority over the use of sensitive APIs for
their particular mobile device model(s), or for mobile devices operating on a
particular network, subscribing to one or more particular services, or distributed to
corporate employees. A signed software application may then include a software

30 application and at least one appended digital signature from each of the signing
authorities. Although these signing authorities would be generating a digital

signature for the same software application in this example, different signing and



sensitive APIs required by the software application. A manufacturer, nobile
25 communi cation network operator, service provider, or corporate client,
for exanple, may thereby have signing authority over the use of sensitive
APls for their particular nobile device nodel(s), or for nobile devices
operating on a particular network, subscribing to one or nore particul ar
services, or distributed to corporate enpl oyees. A signed software
application may then include a software 30 application and at | east one
appended digital signature fromeach of the signing authorities. Although
these signing authorities would be generating a digital signature for the
same software application in this exanplé 8different signing and - 16-

signature verifi SOCI ate di fferent signing
authorities. [Oojﬁf&@mrﬁf%m S(éheé%eéad?&l‘y g BFOLY ﬁ‘gw\% 8&?@@ S Wority 3086,
code signing aLﬁUItfmnt!Qw 306 will receive software application 304, and nay,

at its discretion, sign 5 software application 304 to allow access to one
or more sensiti 8048 s ofrahiepsEPEeiveeloate sidmisbauigL @86 siogaiaginaut hor i ty

306 signs SOftWaarumoatymOBQﬂﬁr’e@é?v@%ware%ﬁca%brg%ﬂgn@%l}’oﬁ'|t§ Yis&Btor T8N

consi der the den |tr¥ ’ ﬁ&ﬂﬁcat i @{IW devel oper 302 in determ ning whether
or not soft vva E‘ﬁﬁ’ @8‘? I°8 2 12 ALY 3PCRRS @loaﬁéﬂmo@oﬁés’“‘éei AP AYtheut hori ty
304 may also r evncmvle sefitewd¥eforappdd LeingautiBoidy Cb}stan@ s6igare BEplicatbn 304,

al ternatively, %89@5@5[ %LHHO @{:\13[?10 ;é/on%%Frth?Ydenn z—taepptﬂc(:)e;[h(g% ggxpeﬁ{pfe%@ such a

review, relying on I dent |
appl i cation deVefdgainioghetes: or é@@@ﬂ@@relaﬁpmmmm&@rﬁhwm@e sgobd.wWavde

application 304 Slgﬁtn @Uﬂﬂgrlt9(304 %y‘élsBlﬂ@wév@gcﬁ%?@a&rrcéﬂgn @@ﬁ‘ﬁéﬂ)l@ ructive
code, for ex;ﬁ?p ﬁ 5J code si gnl ng aut hority 306 determ nés that
sof tware appli c&t7'8 “Ve'i °§64§’9Hﬁ'§ 24teRY ﬁ@@@?%‘ieﬂo{/@ PﬁF‘Pr(%ﬁucﬁﬁd t herefore
shoul d bg E i gnedsvidvhestyisy orditgatiigy toJdagimBiite BeftRpbf DRPhieGipblidatishown) is
generate y co 306 n ended t.0 twar

ggve%p%pé O%E&REé g’%h &Y Oﬁggﬁpﬁppg%?ﬁ%z%ag‘%ﬁ é? is

appl i cation 304, uce a sig
returned to sofpﬁva*l"é? 'afsﬁpiﬂ@alomnfadedﬁetrwmC®@2for@<\arnw1@ ot her hand, if code

si gni ng aut hori 306 ref uses to sign software application 304, 20 an
appropriate resptite ( C%‘%‘?o‘i}ﬁﬂngrﬁ:g‘oﬁé’ Jo8tdgtaraipes @aéﬁﬁﬂ’%éer@?%%*loﬂcatl on

devel oper 3025 BOOAZY a&i@@s the geh@ativeAFIRAERY Beleford YRufRld digrdf MEnkhat s
generated usi ngdﬁital signature (not explicitly shown) is generated by code signing authority 306
and appended to software application 304, to produce a signed software
apptlication 308 that is returned to software application developer 302. On the
other hand, if code signing authority 306 refuses to sign software application 304,
20 an appropriate response (not shown) may be returned to software application
developer 302.

[0047] The digital signature is typically a tag that is generated using a
private signature key 310 maintained solely by code signing authority 306. For
example, according to one signature scheme, a hash of software application 304

25 may be generated by code signing authority 306, using a hashing algorithm such
as the Secure Hash Algorithm SHA1 for example, and then encoded with private
signature key 310 to create the digital signature. While private signature key 310
fs used to encode a hash of information to be signed in this example, such as may
be derived from software application 304, in variant schemes, private signature

30 key 310 may be used in other ways to generate a digital signature from the

information to be signed or a transformed version of the information.



private signature key 310 nmai ntained solely by code signing authority 306.
For exanple, according to one signature schene, a hash of software
application 304 25 may be generated by code signing authority 306, using a
hashi ng al gorithm such as the Secure Hash Al gorithm SHAL for exanple, and
then encoded with private signature key 310 to create the digital
signature. Wile private signature key 310 is used to encode a hash of
information to be signed in this exanple, such as may be derived from
software application 304, in variant schemes, private signature 30 key 310
may be used in other ways to generate a dlgltal signature fromthe
information to be signed or a transforned ersion of the information. -17-

0048] Si d 30 t t ile. d
100 over o wi r onbilr o, nBBRoS St Bls Hlellp abO BP BinaPar el R Rt 0
nmobi | e devi ce 100 ovdF@rwitatest an@erk Fl0gnezkasipfet wantieerajppldaded oo n80B: may be
downl oaded to @.ReL $W$orﬁgféﬂb§ %l’gni\!ﬁi %@ﬁ?@gﬂ}%aﬁfon nes WAl Ke %Wm{aé’ciﬂeﬁ‘?

nobi | e device 100 5 throu a seria be acqgurred romsoftvvare
appl i cati on devél Ft?b%’f‘a'%ﬁlpu’ieﬁ“éﬁ&Pﬁ‘éiﬂteﬁ%ﬁ’m@fﬂ( aa%walj@h@e’ﬁp datevietidl e device

100. Once si We%r&ﬁdhté/@rrrﬁl lmﬂﬂi?'rrﬂa?@fe'é@ﬂu@a@&rdnﬁsdﬁ%%p%tx@@@édeﬁ) pdeyice 100,
at |l east one digital %natur software application 308 wll

then typically aqu}er glaerﬁngﬁ)age?)arbtg modilefeyirgt\dF e ORES 518788 981MBPe sof t war e
appl i cati on 304 apdicgtiicartiodds lagdeiss rhabila dedos 100, ¥least OnARbital Eg041e Al t hough

si gned software @p&] édp‘thaFeOéJ) 308 §&é ?pvr'ﬂ t%ﬂﬂggg%rl'ﬂ%ﬁ qu% %ghcloo it

shoul d be apprecrate sons s e sof tware
application t haﬁ*gﬁﬁyreé‘@éﬁﬁ%uéﬁr’fp'gﬁ S@BW@%@@QMC@@OW4®bﬁah@d@em3§éo a eonsitie
software apqi@efion 304. As described above, signed software application
308 typically 15 conprises software application 304 and one or nore
appended di gi t a[00gblgnat uklemugh sigtedsdoawale. apfetort S8 :anﬁﬂ@cpdsri.tambnﬁ gital

signatures are f r uaI at nobi | e
dE\g/I ce 100), o?m\/\%ﬁl@%a'%d(%ﬁgjat% %?Rbf%ﬁeo(%n&ﬁ Onxgélécu?i a&ntﬂ%tc)tg W@é‘?/l ce 100
and is permtt eﬁpﬁé@@i@géhaﬁ gaxisyentimlly be exeaMiddodn métdle dedes @@b@neﬁtwa}je si gnat ures
have been veri fameat%a 35@0§Qhes%ﬁsmaowe&rgareegemaré QMM RBOB Y imy € code

Si gnl ng scheg:es F?'I cal l'ic an rivate encryption keys to
provi de aut h' %%% 5R° s8R Caﬂg@ﬁ?@ﬁ @F%ﬂeAW%OfaﬁePet"Se@a'aﬂadﬁtg@étume
integrity of sigweshoapplwaat ihemdprobfate digital signatures are successifully verified
(e.g. by a virtual machine at mobile device 100), software application 304 can be
executed on mobile device 100 and is permitted access to any APls for which the

corresponding signatures have been verified.

20 [0050] Security protocols involving software code signing schemes typically
rely on public and private encryption keys to provide authorization to access
sensitive APls and to guarantee the integrity of signed applications. In
accordance with known public key cryptographic techniques, data encrypted using
a private key of a private key/public key pair can only be decrypted using the

25 corresponding public key of the pair, and vice-versa.

[0051] In this example, a code signing authority signs a software
application by generating a digital signature. The digital signature is a digest (e.g.
a hash) of the software application, or possibly of some data derived from the
software application, which is encoded using the code signing authority’s private

30 key. The digital signature can then be appended to the software application.

[0052] To verify the digital signature at a mobile device or other computing

device, the digest is obtained in a similar manner {e.g. using the same standard



accordance wth known public key cryptographic techni ques, data encrypted
using a private key of a private key/public key pair can only be decrypted
using the 25 correspondi ng public key of the pair, and vice-versa. [0051]
In this exanple, a code signing authority signs a software application by
generating a digital signature. The digital signature is a digest (e.g. a
hash) of the software application, or possibly of sone data derived from
the software application, which is encoded using the code signing
authority's private 30 key. The digital signature can then be appended to
the software application. [0052] To ver|f¥ the digital signature at a
nobi | e device or other conputing device he digest is obtained in a
simlar manner ( ard 18- S | gor i fromthe
sof tware appllcgﬁﬁgﬁ@?ﬁhpvk$ﬁ *%HRB%HﬁPéa“m‘S%gPﬁag‘ %a ‘ﬁ that is
recei ved at the a@ondsed) thhe raseied 8i ihedeniceadthhopiie sylgmng)alltihmrcty keyhfic kéypi cal | y

stored with the a8 biowd VMRl iSe sén%:tllﬂ@ﬁﬂléa Q UQ&CB%C%A%Qh@ ;9&'39%61? g'tag' tal

signature in order to obtain wh shoul I ng

recei ved 5 sof t wBUEHRITEEAEq Qin Wf‘attsﬁ‘éu'élb@éﬁ%ﬁd’ﬁ@ﬂ Hgast f@aﬁ@wecanﬁds suggest s

that either the sof@hwppRatplii tﬁ@ﬁig@ﬁs B@ﬁ@ﬂ NA6h, Alis M'@%eét@‘ﬂ'la@@ltHeﬂh@Ot the
sane applicati or% code s aut ori or that
p

nin
the software ap }t‘h’g%{ a\é\ﬁm\/\}éé’] %%etweds‘:‘l)(&}?égv'ﬁ%isﬁﬁ’t {"‘I’% ﬁpB@Pt'%q’%td‘Yaé key or
by the proper cotisesbyiierngdasigtiog autyoritflhethatlihgisb@kars agpiattionevaalrgor i t hns are

desi gned i suchichei@iing Bod0k b SIEENG ol 3 KIRM BAAE Rl e gode

si gni ng authorlgy S private ke 0 “ehco
si gnature t hat éﬁaB%ﬁEE%bﬂéﬁﬂﬁﬂﬁ?@é@ﬁ?”%@ﬂ@Udb@WayWﬁmew@NWﬁ@ﬁMﬁé at the

devi ce) usi ngot keowiegte Signicag s@h‘ihb@ﬁihbbﬁy@ pRUHY k& J%@Midtb@%%le'@ eaéo'%@%' at ed
with one or nor.e sens al

In it
signature in th|d£g't9va)?naguéeuﬁﬂ@?af';ﬁtdiefﬁf{egr‘fa”%%’éf2%8 té’cfh‘f’%/‘iﬁ' %‘@6“'%%% "%ive APIs
and the i ntegri tyvied) usingtirecbodi sigpipy actaviitgs puiliame] thatigiasdianatuit] R3]

Accordingly, pu}ﬂﬁ!o‘r&se?:'sﬂ@k#fﬁTlﬁgr)éfo‘?’el%?ft%g#’fggég(agﬂ% sg&u Eﬂzrré % ﬁNySI gnature key

310 mai ntai ned by code signing auth installed
on nobi | e devi c8UleitFalPLRY agcess aoniolde Semﬁt’“ée é@h@nﬂltwnmmﬂs of sigheder nat i vel y,

public signatar eplieMiodd RadBY mhgliread be obtained froma public key 20
repository (not shown), using nobile device 100 or possibly a personal

conput er systeffi053ind i nsdcatdiret), publivahinbiercdeyizae cdddpasdsteededs Mobil e

devi ce 100 signature key 310 maintained by code signing authority 306, and is typically
installed on mobile device 100 along with one or more sensitive APis.
Alternatively, public signature key 312 may instead be obtained from a public key

20 repository (not shown), using mobile device 100 or possibly a personal computer
system, and installed on mobile device 100 as needed. Mobile device 100
computes a hash of software application 304 in the signed software application
308, using the same hashing algorithm as code signing authority 306, and uses
the digital signature and public signature key 312 to recover the hash originally

25 encoded by code signing authority 306. The resultant locally calculated hash and
the hash recovered from the digital signature are then compared, and if the
hashes are the same, the signature is verified. If software application 304 was
signed muttiple times, each digital signature may be verified in a similar manner.
Software application 304 can then execute on mobile device 100 and access any

30 sensitive APIs for which the corresponding signature(s) have been verified. This
example signature scheme is provided by way of example only, and other
signature schemes, including other public key signature schemes, may also be
employed in variant implementations.



conputes a hash of software application 304 in the signed software
application 308, using the sane hashing al gorithm as code signing
authority 306, and uses the digital signature and public signature key 312
to recover the hash originally 25 encoded by code signing authority 306.
The resultant locally cal cul ated hash and the hash recovered fromthe
digital signature are then conpared, and if the hashes are the sane, the
signature is verified. If software application 304 was signed nmultiple
times, each digital signature nay be verified in a simlar manner.

Sof tware application 304 can then execute_ gon nobile device 100 and access
any 30 sensitive APIs for which the corréggéndi ng si gnature(s) have been
verified. This |l e e Ls pr exa

only, and ot her @ ?gﬁat ur%aéegegrl B%léﬁncfagaam UsrachomLfﬁqnmgﬁeV%’iagw ure
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Some APl |ibyari e 326 ose a sensitive API c
such as an |{§ E‘C't”ge gl gﬁ%?ég ApRiIE oF ﬂ.‘ﬁé%fi%m&'owdaveésequ e ot her
| i braries may beerdewes sethewndtifo devientpasiratigg Seiehtere APIs (e.g. 326b,

326d) .
[0056] Some AP libraries 326a-d may expose a sensitive API (e.g. 326a,

326¢), such as an interface to a cryptographic function or module, while other
libraries may be accessed without exposing sensitive APls (e.g. 326b, 326d).

20  Similarly, some software applications 324a-324c may be signed software
applications (e.g. 324a, 324¢) that require access to one or more sensitive APls,
while other software applications may not be signed {e.g. 324b). Virtual machine
322 may be an object oriented run-time environment such as Sun Microsystems'
J2ZMETM (Java 2 Platform, Micro Edition) for example, which manages the

25 execution of software applications 324a-c operating on mobile device 100, and

links the software applications 324a-c to the various AP! libraries 326a-d.

[0057] Software application 324a, labeled as Application Y in FIG. 5, is an
example of a signed software application (e.g. signed application 308 of FIG. 4).
in this example, signed software application 324a includes: a software application
30 {e.g. application 304 of FIG. 4) comprising, for example, software code that can
be executed on application platform 328; one or more signature identifiers 336a;

and one or more digital signatures 338a associated with the signature identifiers



20 Simlarly, sone software applications 324a-324c may be signed software
applications (e.g. 324a, 324c) that require access to one or nbore sensitive
APl's, while other software applications nay not be signed (e.g. 324b).
Virtual machine 322 nmay be an object oriented run-tinme environment such as
Sun M crosystens' J2METM (Java 2 Platform Mcro Edition) for exanple,

whi ch manages the 25 execution of software applications 324a-c operating on
nobi | e device 100, and |inks the software applications 324a-c to the
various APl libraries 326a-d. [0057] Software application 324a, |abeled as
Application Y in FIG 5, is an exanple of,.a signed software application
(e.g. signed application 308 of FIG 4). "In this exanple, signed sof twar e

appl i cation 3246‘336BC|‘SU®§339 aBpIRey Vﬁ%«' Bglth'e?gléﬁ 8125 %}% - ggnca?cge eﬁ;atl on 304

of FIG 4) conprising, r exanp tware xecut ed on
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-20- 336a. Software application c, and ot her signed software

appl i cati ons wi |G EPRIGAIQ %?6ﬁpl?3i W EienfTRlp corrponent s, However, the

components of <SR, *OLLUPHSARBLGAL AR ILLL Be eSS iied g ot e
exanpl e. 5 [0058] S'E!éﬁéjfﬁoﬁ?vg"eta@bff@ilgh&i%rmm%gsmd t@srs AR eyl 326agAZRcur e
i dentifier 336a thét@x&dsgélgtqea?é%ﬁé/‘@ér%ftﬁ@ﬁbitB@JHucﬂ@oﬁ\gé‘i@ @Yaffcﬂ%ﬁpond to an

APl library 326a, 326 hat exposes at | east one senSitive to which
sof tware appli cAbJUIRS 3Ass: 'F‘éa‘iﬁ”ﬁ Beplefpendalions,|signeg sefhyaie pRRicetine®24@ i ons,

si gned software rwp:hdh(data cﬂ@ta&aé@turﬁﬁwa «aebM%easmeg«mammm@mdaraexxa%a for

each sensit C 326 326¢c. The
Si gnatsur ZI i :j\ggt f@a Gg Pﬁe %:%“ﬁﬂwed‘ifé e gﬁé@rr@aﬂ?g“r’é aMB@EH@Pr i dentifier
capabl e of al | owPmg Oéiepléemflf%@me@abldlogaitomrngsa jopmitular d:gBé&@nEtnreb%SaasB@m at ed

th f | Pl bi |
devi ce 100, 10080 AL | Ty ry 53y kel il S AL Ty S pURAFl e s, '

an exanpl e of $8Y¢t!08PI library that exposes a sensitive API I n this
Ci anat ur e key 3090hnd o R GRR IR 1PEBRer LYo A P bRAPPTRRE, - and
ot her APl |iBrapi B! ithhay trex pasecomecaitive®Pe Instensidnple MPlimamid2bat ypi cal |y
conprise sim | ap GOMPPRERESion HRNG%ED; 4 BJb‘ﬁc signature key 312, and a signature

identifier 342. AP library 326c, and other AP! libraries that expose one or more

sensitive APIs will typically comprise similar components. However, the

components of such APt libraries will be described in greater detail below with

20 reference to API library 326a, by way of example.

[0060] Signature identifier 342 of AP library 326a may correspond to a
signature identifier (e.g. 336a) in a signed software application (e.g. 324a). These
signature identifiers enables virtual machine 322 to quickly match a digital
signature (e.g. 338a) with an AP! library {(e.g. 326a). Public signature key 312

25 corresponds to the private signature key (e.g. 310 of FIG. 4) maintained by the
code signing authority, and is used to verify the authenticity of the digital signature
338a appended to the signed application 324a. Description string 340 may, for
example, be a textual message that is displayed on mobile device 100 when the
signed software application 324a is loaded or altempts to access a sensitive AP|

30  of AP library 326a.

[0061] Operationally, when a signed software application that requires

access to a particular sensitive API (e.g. in an AP library) is loaded onto mobile



conmponents of such APl libraries wll be described in greater detail bel ow
with 20 reference to APl library 326a, by way of exanple. [0060] Signature
identifier 342 of APl library 326a may correspond to a signature
identifier (e.g. 336a) in a signed software application (e.g. 324a). These
signature identifiers enables virtual machine 322 to quickly match a
digital signature (e.g. 338a) with an APl library (e.g. 326a). Public
signature key 312 25 corresponds to the private signature key (e.g. 310 of
FIG 4) maintained by the code signing authority, and is used to verify
the authenticity of the digital signature__338a appended to the signed
application 324a. Description string 340" ﬁﬁ', for exanple, be a textual
nmessage that |s(9| devi ce 100 when_t he | gned. sof tware

ed o sj.gn
appl | cat§ on 3zader B0 By Blp e cp e A Sa oA PP UETARDT 830 of AP
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si gned software application does not include the 10 appropriate digital

signature, then[@eéeess tOptidrellsetsi Wmerﬁhé\ﬁ’d>prﬂfarbetd0@gutiaeﬁg@ure i§ 0062]

Optionally, eve la natur successful ly
verified, a rmb?‘ljégngelf/”i&ggn%gér 5{3% grl?a)?el? erﬁ 8 pfod“‘g‘?%f? Ri2"% onf i rmat i on
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15 di spl ay of nobi | e devi ce fore e S I cat’i on
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and the nobile gt?emp%ng to access AP Library A" may be displayed, and the mobile device
operator may be given the control fo ultimately grant or deny access to the

sensitive API,

20 [0063] It will be understood by persons skilled in the art that any given
signed software application may have multiple device-specific, library-specific, or
APl-specific signatures, or some combination of such signatures appended
thereto. Similarly, different signature verification requirements may be configured
for different devices. For example, a digital signature may be provided with a

25 signed software application that permits access to a given sensitive APl on one
mobile device model, but not fo the same sensitive API on a different mobile
device model. This may result in the signed software application being permitted
access to the sensitive APl on cne type of mobile device but not on another. As a
further example, one mobile device may require verification of both a global

30 signature, as well as additional signatures for any sensitive APIs to which a
software application requires access in order for the software application to be
executed. A different mobile device may require verification of only a global



operator may be given the control to ultimtely grant or deny access to the
sensitive API. 20 [0063] It will be understood by persons skilled in the
art that any given signed software application my have nmultiple
devi ce-specific, library-specific, or APlI-specific signatures, or sone
conbi nati on of such signatures appended thereto. Simlarly, different
signature verification requirenents may be configured for different
devi ces. For exanple, a digital signature may be provided with a 25 signed
software application that permts access to a given sensitive APl on one
nobi | e devi ce nodel, but not to the sane ?2nsitive APl on a different
nmobi l e device nodel. This nmay result in thé signed software application

e device

being permtted _ t jtive APl an one type of mnobi

but not on anothe .ﬁﬁé%gg9?u$§H%E&§§3H%P%£k8%@“%@8¥F@XH%V?@%ﬂﬁﬁ§}require
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application requires access to any AP libraries that expose a sensitive AP| at step

354. If the software application does require access to the sensitive AP, then the

virtual machine verifies that the software application includes a valid digitat

signature associated with the sensitive API (or associated AP library) to which

20 access is required, as described below with reference to steps 356 through 366.
If not, then the software application is linked with all of its required AP libraries
and executed at step 368.

[0067] In this example, at step 356, the virtual machine retrieves the public
signature key (e.g. public key 312 of FIG, 5) and the signature identifier (e.g.

25 signature identifier 342 of FIG. 5) for the corresponding AP library. At step 358,
the signature identifier for the API library is then used by the virtual machine to
determine whether or not the software application has an appended digital
signature (e.g. digital signature 338a of FIG. 5) with a corresponding signature
identifier (e.g. signature identifier 336a of FIG. 5). If not, then the software

30 application has not been approved for access to the sensitive AP by the
appropriate code signing authority, and the software application may be prevented

from being executed at step 360, or alternatively (not explicitly shown in FIG. 6),



354. If the software application does require access to the sensitive API,
then the virtual machine verifies that the software application includes a
valid digital signature associated with the sensitive APl (or associ ated

APl library) to which 20 access is required, as described below wth
reference to steps 356 through 366. If not, then the software application
is linked with all of its required API libraries and executed at step 368.

[0067] In this exanple, at step 356, the virtual machine retrieves the
public signature key (e.g. public key 312 of FIG 5) and the signature
identifier (e.g. 25 signature identifier %éz of FIG 5) for the
corresponding APl library. At step 358, e signature identifier for the

APl library is then.dsed, P%mgtl;b rbt g:%pgee'agr%ﬁ" tﬁgmogil ge%c%rénetxgcwcf%@?er or

not the software applicat st gna
di gi tal signat ureigigassiye wifgut @)ﬁewlﬁgﬁhas@f@ﬁiméﬁbn‘ﬁum Ny (R arampged for

identifier (e.g. 1n§ut%@®?eﬂ£r@ dreRet !aiién%t:vg’g@t%ngfwr%r&na@ avaithbiBre tkBERo T he

sof tware 30 appli caél on has not been approved for access to the sensitive

APl by the appripffate” cyye! %\iegmeﬁae%u&%?ra toype D&Ham%%n%féhpwe

appl i cati on may reve from bei ng execut e

al ternativel ;@( n[gﬁ ngpl i gflta{(??t e I'%?S@O”(g toq%se”ts‘&u “PAg qq;,énlegn

appl i cation may &P@emdg@ﬁ\efaoﬁwamhepllmmri amddekaca;ted bptheskeeunachiteothehe

extent possi bl e ik LiNOunafiRes8Ge bilfio SERSLIILE Ry mﬁb UBRENIRY o, PT 0! ed

for input before an hese alternative act aval | abl e)
are taken, to Y@l @%}g%?f %%%%@%thé@p mﬁseb%mrfﬁrm% frexpmplet by Uséng

performed (not shewg)aturd v[ama&)n slcherae dégriba witl (@R 1eE & B besRaRdi ng to the

sensitive APL.h end 0 appl i cation dis |ocated
by the vi rtug %Etgﬁ?ﬁ\ée S'Eﬁ% he S(i Wt‘?aqsg“ﬁﬁ ﬁg Eg n ﬁléccﬁffg‘ir‘]ﬁydeéf?gnature
key to verify tHeerdbe h@‘twar@ﬁmghoaﬂonummemcgek@:iutesil gngdaMmereatrio&UérprrBGZ Thi s
step may be per fa%é@%ﬂg tﬁeogengiﬁmleas % Hb?d%%?vé ﬁw r?elfeg%?cte"f(% ﬁ%éﬁ)fllf gRtion

schene described wth reference ti've
si gnat ure schemd@ital ongkee Hlsﬂi"%eé$fu’§’ \ﬁﬁ%&duF@N@/@ééh%tﬁptigfﬂﬂi%e%@ﬁ%ﬁaw verify,
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to execlte the software application. If execution is authorized, then the software

application may be executed and linked to the sensitive AP at step 368,

20  otherwise the software application is either not executed, purged, or restricted

from accessing the sensitive AP, as described above with reference to step 380.

[0069] When more than one digital signature needs to be verified for a
given software application, then steps 354 through 366 may be repeated for each
digital signature prior to execution of the application.

25 [0070] Embodiments described herein relate generally to a system and
method for providing code signing services. As noted earlier, code signing
services may be provided by a code signing authority (e.g. code signing authority
306 of FIG. 4) to software application developers (e.g. application developer 302
of FIG. 4) or other individuals or entities that wish to have software applications

30  digitally signed, so that the applications may access sensitive APls when they are
executed on a computing device (e.g. mobile device 100 of FIG. 4). Examples of

entities that might act as code signing authorities may include mobile device



operator at step 364, warning that the software application requires access
to a sensitive API, and at step 366, optionally pronpting the operator for
authorization to execute the software application. If execution is

aut hori zed, then the software application my be executed and |inked to
the sensitive APl at step 368, 20 otherw se the software application is

ei ther not executed, purged, or restricted from accessing the sensitive
APl , as described above with reference to step 360. [0069] Wen nore than
one digital signature needs to be verified for a given software
application, then steps 354 through 366 qgé_be repeated for each digital
signature prior to execution of the application. 25 [0070] Enbodinents
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access to, and eve &8ss has
been grant ed. seek access to sensitive APls as contro!ied by the code signing authority. These

steps are performed in order to establish trust relationships with those entities.

The method of providing code signing services may comprise additional steps

20 relating to receiving and processing code signing requests from such entities.

[0073] With respect to the registration of entities by the code signing
authority, should any destructive or otherwise problematic code be either found in
a software application or suspected because of behavior exhibited when the
software application is executed on the computing device, the registration

25 privileges of the corresponding software application developer (or other registered
individual or entity) with the code signing authority may be suspended or revoked.
This is made possible since the digital signature that is appended to applications
by the code signing authority provides an audit trail through which the developer

of a problematic software application may be identified.

30 [0074] Computing devices may be informed of such registration revocations
by being configured to periodically download revocation lists, for example. [f

software applications for which the corresponding digital signatures have been



15 [0072] Accordingly, in one enbodi ment, a nethod of providing code
signing services will conprise at |east sone steps relating to registering
the entities that seek access to sensitive APIs as controlled by the code
signing authority. These steps are performed in order to establish trust
rel ati onships with those entities. The nmethod of providing code signing
services may conprise additional steps 20 relating to receiving and
processi ng code signing requests fromsuch entities. [0073] Wth respect
to the registration of entities by the code signing authority, should any
destructive or otherw se problematic codezge either found in a software
application or suspected because of behavi exhi bited when the software
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[0077] While this embodiment is described generally with reference fo
mobile devices by way of example, variant embodiments may be applicable to
other computing devices. Moreover, while this embodiment is described generally

20 with reference to the exchange of information between a code signing authority
and software application developers, the described embodiment can also be
applicable in respect of cases where such information is exchanged between the
code signing authority and individuals or entities other than software application
developers.

25 0078] References to steps of method 400 as being performed by the code
signing authority are, in typical implementations, performed by a software
application, which has been programmed to perform the steps of method 400
unless otherwise noted. In this description and in the appended claims, this
software application programmed to perform the steps of method 400 is referred

30 to as a code signing authority application.



devel oper after its signing privileges have been resci nded woul d be deni ed.
15 [0076] Referring to FIG 7A, a flowhart illustrating steps in a nethod
of providing code signing services is shown generally as 400. [0077] Wile
this enbodinment is described generally with reference to nobile devices by
way of exanple, variant enbodi nents may be applicable to other conputing
devi ces. Moreover, while this enbodi nent is described generally 20 with
reference to the exchange of information between a code signing authority
and software application devel opers, the described enbodi nent can al so be
applicable in respect of cases where such énfornatlon i s exchanged between
the code signing authority and i ndi vi duaf entities other than softmare
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i nclude, for exa ture tool I ons aut hori ng
t ool applicati oﬁ@”@l‘B"E t@@éé@ﬂ‘tqaw i qﬁé@ﬁtuéed:@?ﬁmwg?atﬁedﬁta:w applicagprmat ur e

tool applicatiom 450 s@ﬂﬁhg@@tﬁéﬁ@%pb&amnbﬁ%&tm apAingticARRL AR (08

code signin ut ica ftware application develo er
(e.g. 9 915a gf?ware Xp;ﬁ’ggtlon developer%ggof Fbé % that needs o hae applications P
signed by the code signing authority. An APl authoring tool application 462 can

be used by an author of sensitive APis, who needs to obtain one or more public

signature keys from the code signing authority to protect the APls.

{0081] It will be understood that in some embodiments, an author of

20 sensitive APIs may also act as the code signing authority.

[0082] Code signing authority application 452 will also have access to at
least one dlient information database 464 and at least one private signature key
store 466. Data in client information database 464 and private signature key store
466 may be housed on the same storage device or distributed across multiple

25 storage devices, which need not necessarily reside physically on computing
device 454,

[0083] ft will be understood by persons skilled in the art that the

compornents shown in FIG. 7B are provided by way of example only, and that

computing device 454 will generally comprise other components in addition fo
30 those shown in FIG. 7B and may comprise different components in variant -

implementations.



15 software application devel oper 302 of FIG 4) that needs to have
applications signed by the code signing authority. An APl authoring tool
application 462 can be used by an author of sensitive APIs, who needs to
obtain one or nore public signature keys fromthe code signing authority
to protect the APIs. [0081] It wll be understood that in some enbodi nents,
an author of 20 sensitive APIs may al so act as the code signing authority.
[ 0082] Code signing authority application 452 will also have access to at

| east one client information database 464 and at |east one private
signature key store 466. Data in client ufornation dat abase 464 and
private signature key store 466 nay be hgused on the sane storage device

or distributed f whi ch need not
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410 is descri bed in greater detail with
[0085] Referring to FIG. 8A, in one embodiment, there is provided a means

for determining and displaying the randomness quality of random numbers
generated by a random data service on a computing device. [t is understood that
when a public key cryptosystem is used to generate key pairs for exampie, one
20 needs a good source of random numbers for key generation. Generally, the more
random the number, the stronger the generated key will be. A good source of
random numbers produces numbers that are unknown and unpredictable by
potential adversaries. In principle, random numbers derived from a physical

process may be best, since many physical processes appear truly random.

25 [0086] In this embodiment, a random data service is provided that is made
accessible to the code signing authority application for generating public
key/private key pairs. The random data service may gather random data derived
from a few different sources, including serial ports, windows cryptographic APls,
keyboard and mouse events, and hardware tokens, for example. The random

30 data service is adapted to provide three primary functions: to gather random data,
to provide random data to applications that request it, and to provide a measure of

the randomness quality of the random data it has gathered.



15 respect to exanple enbodiments, with reference to FIGS. 8A through 8C
[0085] Referring to FIG 8A in one enbodinent, there is provided a neans
for determ ning and displaying the randommess quality of random nunbers
generated by a random data service on a conputing device. It is understood
that when a public key cryptosystemis used to generate key pairs for
exanpl e, one 20 needs a good source of random nunbers for key generation,
Generally, the nore randomthe nunber, the stronger the generated key wl|l
be. A good source of random nunbers produces nunbers that are unknown and
unpredi ctabl e by potential adversaries. E principle, random nunbers
derived froma physical process may be bg t, since many physical processes

appear truly ran@gg; 25 [QQ8 §h1 Qh%Ehﬁﬂ%ﬁgS&gQQYaﬂr%gmaﬁvwgﬁﬁﬁyﬁgserViCe is
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St andard (FI PS) respfis fegyovigediby ﬂlat@ar@pmaw tRetolvmay b dosside lormapogashof such
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the manner in wite ST 4P R G0 CaBF ehyret R AP N FIRIRTRISE] FERRING | t nmy
be possible to mepdedemdicate the randomness quality at any given time as satisfying one of

the following states: unknown, unacceptable, poor, acceptable, good, excellent,

error. At step 412, this indication of randomness quality may be displayed to a

user of the code signing authority application (e.g. an administrator of the code

20 signing authority).

[0089] While an indication of randomness quality may be displayed using
the names of one of the above-mentioned states, different identifiers may also be
used. These states may also be further mapped into a fewer number of collective
states, each identified by a descriptive identifier, in variant embodiments.

25 [0090] For example, in one embodiment, the randomness quality is
represented as a color in a traffic light icon, which can be displayed in a user
interface at step 412. This manner of representing randomness quality is intuitive
and easy for a user to understand. Most users will be familiar with the traffic light
icon, and this image can be used to portray the current quality of randomness of

30 the numbers that will be used to create key pairs for code signing applications.

[0091] The traffic light icon is used to illustrate the current level of

randomness quality, and can display one of three colors {e.g. red, yellow, green)



result onto one of a nunber of pre-defined, qualitative neasures of
randommess 15 quality. For exanple, the random data service nmay apply a
predefined mapping in order to indicate the randomess quality at any
given tinme as satisfying one of the follow ng states: unknown,

unaccept abl e, poor, acceptable, good, excellent, error. At step 412, this
i ndi cation of randommess quality may be displayed to a user of the code
signing authority application (e.g. an adm nistrator of the code 20
signing authority). [0089] Wile an indication of randommess quality may be
di spl ayed using the nanes of one of the above-nentioned states, different
identifiers may al so be used. These stat‘@g"nny al so be further mapped into
a fewer nunber og;ascgl I (tahcti ve stflths each identified by a descriptive

i dentifier, in vVETAR! TEHEaTREE SJeEPERREDT Sl in abighPE shoHldgiebe

enbodi nent, the sraxdoberesse Gaadndbyness quakipresented asecagoler in a traffic
| i ght icon, whi i [.n, . face at,step 412. This
manner of repregﬁgﬂwegrggg%@pn‘%gﬁg%aﬂfgf%gé?%nﬂfa!rjlg%?%'P%gooagnyfﬁ%%sy for a user
to under stand. NBBiESeseR §talf in whish thexrdality & pasrr.tandiohe whemfif wald nagjhe i con,
and this imge Cr@ébrﬁlﬁerﬂb%@%ét?eﬂ%éﬂetdeﬁé(raieja% 8%cfﬁﬂﬁcoﬂ%dgﬁa)bpﬂ'jati&ﬁr@@gpesS of

30 the nunbers that will be used to create key pairs for code signing

appl i cations. [BHEIIETHEd Ty OF 1BnERTNgsE AN Useis e adser i dis at e t he
current | evel ofrelathahdaimesseagiadyst y, and can di spl ay one of three colors
(e.g. red, yellow, green) 29 based on the current |evel. Red represents
a state in whi cHO®s shélkedossitle heppiog etihe detsadris etatdsectedrmtiovmiesa qual ity

is very poor, Orcotéefba%%atﬁr&%ghtri@%qﬁmés ARl ty cannot otherw se be
verified as being good. Yellow represents a state in which the quality is

poor, and onédwhere it weebdumobwleurkictgeamrended t hat keys be generated in
a security-conscious application. G een represents a good quality of
randommess, and users ar &elwimed that it is relatively safe to create
keys. [0092] One possible mapping of the seven initial states noted above
into a color for the trSffaclacrep¥ab/a ¢6¢¢ wEse/pel as fol | ows: 10 Red:

unknown, unaccept.abl e, error Yell o poor} Green: {acceptable, good,
éxcel | ent } %le%)e understood k}y persons si\!}ﬁed{aﬁ%e e}rt that other imitial stale sets and 9

further mapped state sets may be defined in variant embodiments, and how they

15 are predefined may depend on the specific randomness test(s) employed.

[0093] An example dialog box of a user interface in which the traffic light
icon is displayed is shown in FIG. 8B. A descriptive identifier (e.g. based on one
of the seven initial steps, or a different identifier corresponding to the color of the
light being displayed) may also be displayed with the traffic light icon as shown.

20 The color of the traffic light icon may be presented to a user in other ways. For
example, the traffic light icon displaying a color, or only a colored circle, may be
displayed in miniature on a toolbar.

[0094] After an indication of the randomness quality is displayed at step
412, a user of the code signing authority application may direct the application to
25  creatle a key pair for signing (e.g. by clicking the "Create Key Pair" button of the
dialog box shown in FIG. 8B). In that case, an instruction is received from the
user to create a key pair. In one embodiment, the user may choose {o create a
key pair regardless of the state depicted by the traffic light icon. However, in
variant embodiments, the option to create keys that is displayed to the user may
30  be disabled when a “Red light” and/or a “Yellow light" is shown. Moreover, users



It wll be understood by persons skilled in the art that other initial
state sets and further mapped state sets may be defined in variant

enbodi ments, and how they 15 are predefined nay depend on the specific
randommess test(s) enployed. [0093] An exanple dialog box of a user
interface in which the traffic light icon is displayed is shown in FIG
8B. A descriptive identifier (e.g. based on one of the seven initial
steps, or a different identifier corresponding to the color of the 1ight
bei ng di spl ayed) may al so be displayed with the traffic |ight icon as
shown. 20 The color of the traffic |ight iﬁon may be presented to a user in
ot her ways. For exanple, the traffic Iigﬁ “icon displ aying a color, or
only a colored gj S. m_n on_a tool bar. [0094]
After an indicatl dﬁgeo?Skgﬁ% c’?)gfrilr dth%'ggei}g&o%sl F?n " ééuc P Cé?/aéec’iag?y @edp 412, a
user of the codecaiigdivige atﬁeld@ndfpdeppflllgbm Blmwnwadamt@otbou:henappl i cation
to 25 create a key pair for signing . by clicking the "Create Key
Pair" button of | 9@% ldi al &@St%ﬁ“gl@d%ﬂﬁ'iatieﬂiewf@agByeSp(PW"tQW@“Q:@S@FE an
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is deployed. Th t.a to.s S|t|ve t hat the
code si gni ng au?\ﬁg%b?}ﬁ\% 4823‘ r Td EQ.QSQd intyei ?8?d§r pﬁ te%)ﬁrﬂﬂsl c key
in a repositoryAPhich is made ava| I abI e to code 5| gni ng system conponents

executing on cog&g ng devices when signature verification is 10 required.
In FIG 8C, an hime d”%{l”c?@UBS%{S\O@dQhawaor!w&!%'r\}é%ﬁgtf@ﬁfneﬁ%at%ae

si gni ng aut hidr i teferagaipb inctaé destritam ¢ EME 8a, mbleahgdwepﬂéﬂidy@blk@’}Afflb@gfﬁ'ﬁionau'[ hor s
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order to protect t
numbers, for generating objects other than key pairs for code signing. For

instance, these features may be employed in applications where personal
identification numbers (PINs) are generated, or in applications where session

20 keys (e.g. used to encrypt data in accordance with a symmetric encryption
algorithm) are generated.

[0097] Referring again to FIG. 7A, after one or more public keys have been
created at step 410 for association with sensitive APls, subsequent steps of
method 400 are performed when a software application developer develops an

25 application that needs to access the APIs that have been classified as sensitive.
At step 420, a registration request is received by the code signing authority
application from a software application developer that wishes to access a
sensitive API. This registration request is then processed and a determination as -
to whether the registration request should accepted. Step 420 is described in

30 greater detail with respect to example embodiments, with reference to FIG. 9.

[0098] In FIG. 9, there is provided a method of registering an entity for code

signing services in accordance with one embodiment. In the example described



[0096] It wll be understood by persons skilled in the art that the
features 15 referred to in the description of FIG 8A, including the

di splayable traffic light icon for exanple, nay be inplenmented in other
applications adapted to use random nunbers, for generating objects other
than key pairs for code signing. For instance, these features may be

enpl oyed in applications where personal identification nunbers (PINs) are
generated, or in applications where session 20 keys (e.g. used to encrypt
data in accordance with a symmetric encryption algorithm are generated.
[0097] Referring again to FIG 7A, after gne or nore public keys have been
created at step 410 for association with dRsitive APl s, subsequent steps
of rmethod 400 L n ft pplication eveloper devel ops
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electronically or otherwise) to validate the credit card information received.

[00101] If the verification is not successful, an error message is returned
(step 428). On the other hand, if the information is successfully verified (e.g. if the

20  credit card information supplied is successfully validated), at step 423, a unique
client ID and PIN is generated by the code signing authority application. An
account record for saving the client ID, PIN, and other information associated with
the specific software application developer may be created for storage in a client
information database (e.g. client information database 464 of FIG. 7B) maintained

25 by the code signing authority and accessible to the code signing authority
application.

[00102] In a variant embodiment, the PIN and/or client ID may be generated
by the software application developer instead of the code signing authority, and
shared with the code signing authority for storage at step 423.

30 [00103] Upon creation of the account record associated with the software
application developer, the account record may also be populated with other



a nunber of different bands of communication. For exanple, data may be
exchanged via Secure Socket Layer (SSL) web forns, for exanple. 15 [00100]
I nformation received fromthe software application developer is verified
at step 422. For exanple, a credit card conpany nmay be contacted (e.g.

el ectronically or otherwise) to validate the credit card information
received. [00101] If the verification is not successful, an error nessage
is returned (step 428). On the other hand, if the information is
successfully verified (e.g. if the 20 credit card information supplied is
successfully validated), at step 423, a unjique client ID and PINis
generated by the code signing authority ég Iication account record for
saving the client QD assocl
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account record assfetiat®dhaddebified address(es) whenever a registration attempt oceurs,

whenever a code signing request is made, whenever an error occurs in

processing a registration attempt or a code signing request, and/or whenever any

irregular behavior (as may be defined in the code signing authority application) is
20 detected to have occurred. Flags may also be set to send an e-mail notification

whenever some other predefined event occurs, E-mail notifications allow

software application developers, administrators, or other parties to monitor an

account (e.g. their own account or another account), and in particular, to observe

whether unauthorized code signing requests or registration attempts are being
25 made under the account.

[00105] Other details that may be saved in an account record may include
the setting for a flag that indicates that an expiry date is to be associated with the
account, and the associated expiry date. These may be set by an administrator of
the code signing authority, for example.

30 [00106] Other details that may be saved in an account record may include
the setting for a flag that indicates that the account is 1o be granted only a

specified number of allowable code signing reguests, and the associated number



sof tware application devel oper may include, for exanple, data needed to
send e- mail notifications to specified e-mail addresses (e.g. a "To:"
address, a "cc:" 15 address, a "bcc:" address, etc.). Flags nay al so be set
to send an e-mail notification to the specified address(es) whenever a
regi stration attenpt occurs, whenever a code signing request is made,
whenever an error occurs in processing a registration attenpt or a code
signing request, and/or whenever any irregular behavior (as may be defi ned
in the code signing authority application) is 20 detected to have occurred.
Fl ags may al so be set to send an e-nmail |fication whenever sone ot her
predefi ned event occurs. E-nmail notlflcat ns allow software application
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[ 00107] At step
regi stration d&?@”waﬁﬁeﬁﬂaﬁgﬁp®ﬁﬁdapmm@%@C@M@PMHR@mappbubdﬂwom devel oper.
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ID and the ol hePPPEYNERIORTEHS Bt éer%rgi@@ptf‘e b?rtPeOflﬁPN)'””ﬁ’&? I95eIseF dhsi t t ed
back to the sof treaasneit tapplidnt &1 dranthdeirel epRra@velatd @d&he software application

develeper at step 424.

[00108] In the variant embodiment mentioned earlier, in which the PIN
and/or client D is generated by the software application developer instead of the

20 code signing authority, use of this externally generated PIN and/or client ID may
then be confirmed or denied at step 424, If use of the particular PIN and/or client
ID is denied, an error message may be returned to the software application
developer (flow to step 428 not shown).

[00109] At step 425, a registration file is received by the code signing

25 authority application from the software application developer, which constitutes an
actual registration attempt by the software application developer. The registration
file includes the client ID and PIN that was transmitted to the software application
developer at step 424, a public key that corresponds to a private key that only the
software application developer is expected to possess, and possibly other data.

30 In one embodiment, the registration file is received via an SSL connection.

[00110] For greater clarity, the public key/private key pair referred to at step
425 is unrelated to the private key/public key pair that is generated to sign and



sanme band of communication at step 424, in one enbodinment, the PINis
instead comrunicated to the software application devel oper using an

out - of -band comruni cation neans (e.g. by tel ephone, by fax, etc.). This
out - of -band 15 comuni cation neans is different fromthe band of

communi cation used to transmt the client ID and the other registration
data to the software application developer at step 424. [00108] In the
vari ant enbodi nent nmentioned earlier, in which the PIN and/or client IDis
generated by the software application devel oper instead of the 20 code
signing authority, use of this externally generated PIN and/or client ID
may then be confirned or denied at step 434" 1f use of the particular PI'N

and/or client | rro s e returned to the
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channels to transmit registration details to the software application developer,
there is a lower risk that third parties may come to know both the client ID and the
correct PIN associated with that client ID.

20 [00112) When the client ID and correct PIN associated with that client ID are
received at step 425 and successfully verified at step 426 by the code signing
authority (i.e. the client ID and PIN in the registration file match the client 1D and
associated PIN for the software application developer as stored in the appropriate
account record of the client information database), then it can be more safely

25 assumed that the public key for secure communications which accompanies the
received registration file does, in fact, correspond with a private key for secure
communications held by the software application developer. The public key can
be subsequently used by the code signing authority to verify messages that are
purported to originate from the software application developer, and thus the use of

30 public key cryptography to encode such messages provides enhanced security in
communications. In particular, there would be a lower risk tha{ a third party would



comuni cations. [00111] The registration file received at step 425 contains
not only the client IDtransmtted to the software application devel oper
at step 424 through a first comunication band, but also the PIN that was
comuni cated to the software 15 application devel oper through a second,
"out - of - band” conmmuni cation nmeans in accordance with an exanple

enbodi nent. By using different communi cation channels to transmt
registration details to the software application developer, there is a

| ower risk that third parties may comne to know both the client ID and the
correct PIN associated with that client E 20 [00112] When the client ID
and correct PIN aSSOC|ated wth that clie § ID are received at step 425
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may be real | Zedthe PIN that is shared (e.g. at step 424) between the code signing authority

application and the software application developer.

[00115] As noted earfier, verification of the registration file is attempted by
the code signing authority at step 426 (e.g. by matching the client ID and PIN

20 received with those in saved in the corresponding account record), and a
determination is made if the verification is successful. If so, then the account
record associated with the software application developer is updated to reflect a
successful registration at step 427; if not, an error message may be returned to
the software application developer at step 428, Specifically, at step 427, the

25 account record may be updated with the public key received at step 425, for
exampie, This public key is stored in the account record of the software
application developer in the client information database, and may be used in the
future to verify communications, including code signing requests, which may be
received from the software application developer by the code signing authority

30 application.

[00116] Referring again to FIG. 7A, after a software application developer is

successfully registered at step 420, software applications will typically then be



[00114] As a further security measure, in one enbodi ment, the code signing
authority application is adapted to keep track of the nunber of
registration attenpts nmade agai nst any given software application

devel oper's account. After a predefined nunber of unsuccessful
registration attenpts are nmade agai nst an 15 account, that account may be
disabled. This is to prevent a brute force attack on the PIN that is
shared (e.g. at step 424) between the code signing authority application
and the software application devel oper. [00115] As noted earlier,
verification of the registration file is % tenpted by the code signing
authority at step 426 (e.g. by matching the client 1D and PIN 20 received

with those in sa > ¢ S di acc

det er ni nati on |s¥%&8§ﬁﬁ n%ﬁ@1 6§F$IQaFP 9a%ggﬂegeg?ﬁﬁﬁ%mFﬁpggaNYhen t he
account record @&steeated with the software application devel oper is
updated to reflect a_ successful registration at step 427; if not, an error
nmessage may be r@Ptted tAS stepriel sogadgaioning pesivesids f%ﬁ"v’%ﬂ?@?épﬁ%‘?ueﬂor .step 428.
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applications or signing to the code
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account identified by the client ID has not expired, and confirming that there are a
sufficient number of credits indicating allowable code signing requests remaining
for that account.

[00119] If it is determined that a valid request is being made, then at step
20 4350, the account record associated with the account identified by the client 1D is
updated. This may comprise decrementing the number of allowable code signing
requests remaining, for example. In some embodiments, infermation relating to
the request may also be saved in a log, which may be stored in the client
information database (e.g. 464 of FIG. 7B) or on some other storage device.

25 {00120] At step 460, notification e-mails may be sent to addresses identified
in the account record in accordance with the settings in the account record.

[00121] At step 470, the application is signed by the code signing authority

using the private signature key created for code signing (e.g. as created at step |

410 and stored in the private key database 466 of FIG. 7B). The digital signature
3C is also returned to the software application developer at step 470, so that the

digital signature may be appended to the application that has been programmed



10 facilitates authentication of the identity of the software application
devel oper. [00118] At step 440, the code signing authority application
verifies that the code signing request received at step 430 is a valid
request made froma registered software application devel oper. This step
may conprise, for exanple, obtaining the public key associated with the
received client ID and verifying the 15 digital signature appended to the
code signing request, confirmng that the account identified by the client
| D has not expired, and confirmng that there are a sufficient nunber of
credits indicating all owabl e code signing3 equests remaining for that
account. [00119] If it is determined that“a valid request is being nade,

then at ste 2 . recor soci.ated with. the account
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be appended to the application that

470, so that th iLgital .signature na _
has been programgagw- ‘fffﬁe%é@@eg%%ﬂiﬁ“{%@ aelid reqygtt hap BOYHeER BRfed wit h
t he correspom@i migenpamkdrioc messagmad etuenddeyt step 00 C adetifiatitt rghambiah 06 sént

application may e N rd the file containing the
di gital signat uraght%gst%t%eg)gﬂ%g ?’F@g ag?OUtnL%étY@P'ep. [00122] I n enbodi nments

where the code ?écgnh]ng aHtadd drie FRYd BRI EAPLctBnSGRESEY 4 Qsdlibf heLeq  API's
protected by different public signature ke indication of the digital

. ysS, | . LN
si gnat ures t hat “i{BEd at”ggfbté agRligatant (8g- anginyBisiraen i ingthe megidieatenghi ng
request, and thecapptreprigabethpmitadirectsi @aatighag keypaeaedrnasesdampgeor di ngly

to sign the,appli ¢at.Lon: t 470.. [ 0012 If it determ ned aj step 440
that a validy eqﬁgst cRacgtloﬁtg% Eﬁgﬁ%HCCﬁgséaéi,vemﬂlcaﬁln offa user password or upon tﬁ”ne
provision of some other access control mechanism.

[00125] ft will be understood that steps 430 through 480 may be repeated

where multiple code signing requests are received from the same software

application developer, and that steps 420 through 480 may be repeated where
20 code signing services are provided to multiple software application developers.

[00126] While a digital signature generated by the code signing authority is
dependent upon authentication of the software application developer and
confirmation that the software application developer has been properly registered
in at least some of the embodiments described herein, it will be understood that
25 the digital signature is generated from a hash or otherwise transformed version of
the software application and is therefore application-specific. This is in contrast to
some known code signing schemes in which APl access is granted to all software
applications received from trusted software application developers or authors,
without regard to the specific application being signed. In the embodiments of the
30 systems and methods described herein, API access is granted on an application-

by-application basis and thus can be more strictly controlled or regulated.



10 then an error message is returned at step 480. A notification e-mail may
be sent at this step depending on the account settings. [00124] It wll be
understood that any actions taken by a user of the code signing authority
application (e.g. an adm nistrator), including the nodification of account
records or the initiation of a code signing key pair creation for exanple,
15 may be conditional upon successful verification of a user password or
upon the provision of sone other access control nechanism [00125] It wll
be understood that steps 430 through 480 nmay be repeated where nultiple
code signing requests are received fronrtgﬁasane software application
devel oper, and that steps 420 through 480 “y be repeated where 20 code

igni i t t d I
[00126] wni 1o o W01 b1 40 et P el BBy o R SR SBor 1y

is dependent upignirgLAUTENtYreetivesr wftwaleepsightioeiren appitvaatpoicatieyel oper and
confirmation t ha&evél@@er?&fs‘;drﬁ#g%rlﬂ o'dgﬁ%;h ﬂ? ec@g&l P& a :E@L%dgﬁg%ews?g%g

registered in at |east sone of esc ereln will
be under st ood t Htt ezeﬁd@r%@narQ@Ufr@r'tyeng@rﬁﬁﬁe@ﬂﬁy@f ferrerasioning rearesdoiash or

ot herw se transfaeRtbaR) shdter@in acchigrt ﬁ@rh‘é@dneof@{eqjeh&%ﬁdr‘ﬂ@s @é’éﬂr Jediriddner efore
sehemme. 1 n whi of B0 AL SRR HRRALT e re SSPEHER 815 I T LT ORe
received fromt rtnassfedn@oretsmrcetlm:dﬂwe@taptpﬁnada\oelyomdscsjeergnargtabmbsw, angi t hout
[ogard Lo the SREELIERAPLIGANL BANPRLAARA0 ol Bud AR BTBALIELS Of the

30 systemns and net erern Cess 15 gra

appl i cation- by{e@pkj cat HeRehash snanst dibeginean t%%&ﬁoﬁd&&é@grﬁéd%?m rol | ed
or regul ated | east sone exaqp nbodi ments déscri bed

8-
herein, the z:%dzh @Sﬁlgﬂﬁgﬁﬂ{}‘ﬂ[ﬁ%’&iVW?@QPQ/@%Q%{" 4dhe Griee A9 P&t on from a
sof tware appl i catstead, admhe(bocpleemﬁsertrassfgrmnemg/evmdribfahe:ﬁﬁara&d Lplicagon)eguest .

That applicati Opec'e e& Ovﬁﬁ'tr@ &ngr mpé{etq{;g?t ge E'IQ éegrogrelng%te% Sr,fé:;\ ;[Ee

identity of the code signing re ue
account infor namddyﬁiUé'forteﬁety pé“@ne@t\ #re dvde sigeiea avfemftfu %rdh as Biegnfimgreof t he

appl i cation typbﬁ;ﬁﬂch%n'd@é@lbé{&%rﬁ%ﬁf&%&@r”nﬁl’é'MQQEe §arh@ﬁ£!3h(n% ISR whs e

transforned ersi on o ftware application) % e co e sl gni ng
aut hority, ifgd %aﬁgeaaé Pmeﬁ@ﬂﬂmﬁﬁaﬁ?mﬂﬁﬁtﬁﬁg agherrctugkaritiehri at e
private si gnat ubeerkreyeived (A 8fdeHoymngeduthority fanagiey. erbedh bRNthen t he

application to Ps%b;%-btqgggco@qt verification) be encoded using the appropriate private key by

the code signing authority. Since the original application is never received by the
code signing authority in this embodiment, software application developers need

20 notfear disclosing confidential algorithms or data. Furthermore, the code signing
authority may benefit since any risks associated with the applications may be left
to remain with the software application developers. The code signing authority
would then typically be under no obligation to check or verify code integrity, or to
ensure that privacy policies are adhered to, for example, since it never receives

25 the actual applications that it would sign. This technique also reduces the amount
of data that the code signing authority application needs to handle when

processing code signing requests.

[00129] The steps of one or more of the methods described herein may be
provided as executable software instructions stored on computer-readable media,
30 which may include transmission-type media.

[00130] The invention has been described with regard to a number of

embodiments. However, it will be understood by persons skilled in the art that



10 the code signing authority is not received as part of the code signing
request. Instead, a hash (or otherw se transfornmed version of the software
application) is received with the code signing request, where the hash has
been generated by an individual or entity other than the code signing
authority, such as the software application devel oper hinself for exanple,
using the sanme hashing algorithmthat 15 the code signing authority would
have ot herwi se used had the actual application been received by the code
signing authority for signing. The hash can then (subject to account
verification) be encoded using the appropriate private key by the code
signing authority. Since the original apﬁ@?éation is never received by the

code signi ng aut i Ln_this. odi nent, software application devel opers
need 20 not fear&gfi{rsvé%(aég‘ei %ngyn&%dﬁfl?%a %'}?tmadﬁ%eamﬁcgﬁ"iv'nﬁ%d%gﬁ'ﬂgﬁ r.”t?%?ctoﬁ&phor e,

t he code si gni nghe auetion iat gefirey ibtrefims sipeodedanyetoi sks associ ated with the
applications may be left to remain with the software application

devel opers. The code signing authority would then typically be under no
obligation to check or verify code integrity, or to ensure that privacy
policies are adhered to, for exanple, since it never receives 25 the actual
applications that it would sign. This technique al so reduces the anmount of
data that the code signing authority application needs to handl e when
processi ng code signing requests. [00129] The steps of one or nore of the
met hods descri bed herein may be provided as executabl e software
instructions stored on conputer-readable nedia, 30 which nmay include
transm ssion-type nmedia. [00130] The invention has been described with
regard to a nunber of enbodi nents. However, it will be understood by
persons skilled in the art that -39- other variants and nodifications may
be made wi thout departing fromthe scope of the invention as defined in
the clains appended hereto. 40 Clains: 1. A nmethod for providing code
signing services, the nmethod conprising the steps of: 5 creating (414) at
| east one public key and at | east one corresponding private key, wherein
each public key and correspondi ng



private key is associated wth an application programmng interface that
has been identified as sensitive; deploying (415) each public key and
storing (415) each 10 corresponding private key; registering (420) at

| east one entity for code signing services, conprising validating
informati on associated with each entity to authenticate the identity of
the respective entity and wherein an acco%_t record for each registered
entity is created; 15 receiving (430) a code signing request to sign a
sof twar e an!Lcagion or hash thereof froma requestor, the software
application sing a sensitive application programmng interface when
run on a conputing device, said requestor being an entity registered at
the registering step, wherein the code signing request conprises the

sof tware 20 ‘appl imettadoior gprovidisly doder sgfing satrvichs thequethbdrconsprisiamiést i ng t o
have si gned mﬁthfthat private key anong the one or nore private keys
created, mhﬁ% $9" associated with said sensitive application programm ng

interfacg; digitally signingebfiddlatdietIOfdWRiEp @R REAEAPE RashSRE
thereof, wherein a digital signature’is generated using said private key

25 associ at ed wi taereaseogding privade &ppl whbardinsaph egiblienten gnidricsrdsposdingnd
transmtting (474). sal igltal.signature to.said requestor.. .2.. Th t hod
of “crai m 1 “wher A AELRY e QLT MLET bRuSRlh R PR g ydpds thel®
application develrepasserfilenfied e sevtiiod; of any one of clains 1 to 2,
wherein the code signing request received fromthe requestor further

conprises a second digital d8Ripdrafd]okerch pelisnteyoard slaringi(dial aseh

associ afgd with : wherein the nethod further conprises a
step of verifyi ntggﬁr%ﬁggggﬁaﬁmag? gY’ signature before the 5 signing and

transnmitting steps are per fregisteiingd(420het rexishodedntinforaveedfigmhgisesvides 0
User i nt or f ace | SORSEVE BB BTN GBiEd BIBGHATEY 110y the
account record ofg @iEhtRatdMEideRlyIEhE Yo §PEdte&htity 8nd wherein an account
record for each registered entity is created;
15 receiving (430) a code signing request to sign a software
application or hash thereof from a requestor, the software application
accessing a sensitive application programming interface when run on a
computing device, said requestor being an entity registered at the
registering step, wherein the code signing request comprises the software
20 application or hash thereof that the requestor is requesting to have signed
with that private key among the one or more private keys created, which is
associated with said sensitive application programming interface;
digitally signing (474} the software application or hash
thereof, wherein a digital signature is generated using said private key
25 associated with the sensitive application programming interface; and

transmitting (474) said digital signature to said requestor.

2. The method of claim 1, wherein each of said at least one entity is a software

application developer.



5. The nmethod of claim4, wherein the input conprises e-nmail notification
settings, and wherein the nethod further conprises the step of sending
(472) an e-mail notification when said registering step is perforned, if
required by said e- nail notification settings. 15 6. The nethod of claim4
or claimb5, wherein the input conprises e-nmail notification settings, and
wherein the nethod further conprises the ep of sending (472) an e-nmai
notification when said code signing request is received, if required by
said e-nunil no%hfig% ian settings. 20 7. The method of any one of clains 4
to 6, whereih {A8M be & Gmyranser’ daim 1 to Rohereiathe FOBISIANE rewes!
wherein the i i ; f I Ny - Mai
notificati Og@ﬁ%gﬁégﬁﬁgﬁ Eﬂgﬁer%% fgfﬁﬁ%ri &kﬁgé@?&oﬁesegéﬁggj@%rl %t@r aun%’ ﬁ%r egul ar
behavi or, i fsecenquidigithl bignsirg assoaidiedoithfthe atduesteetaridngkeredbit®e meked

met hod of any.one of clains 4 to 7,. wherein the input. conpri,ses an expiry
dat e, and wHEHRFToAmRTSE # iobysHIfyBE NS sespne s pignadireiesTaredieal | v
signed a§ t Reyrih@BhOYraFisPRttRR Stepd aFé‘geﬁéSﬁhéd’._ date has not passed. 42 9.
The net hod of any one of clains 4 to 8 wherein the input conprises a

nunber of allowable signing requests, wherein the software application or

hash t hereof, i i gital i ane . the. signi step only.if the_nunber of
al | owabl e si%n?ﬂ%%%éé@s?&éﬁioﬁlgiC%aﬁ%g'st ﬁ;ﬁ btwgré:pgppé\sll |setegioéni ng
requests remeoviding,a aser whafaicnwhideeibh 3 hedr hterfdwy iscmpté® esrddedresihpnt of
updati ng the nunber of allowable signing requests after the signing step

i s perfornedsed i PeREIGR{HEY tBe agsguahvecerd ef angrr mare regisigred &niitiaSr andom
data seqyice provides randomdata used to create the at |east one public
key and the at |east 10 one corresponding private key at the creating step
(414), and bheflm mdthed vétladd 4 oraresebetihputsétarpsrisds denal notificagiot411) t he

e S e bR 2 G S et i B S,
15 11. A coenbfhofif@dri whak hkMdgiilrind 8 B YBdraIag if rBgLFE bl QBRY &OT
mail notification settings.
15
6. The method of claim 4 or claim 5, wherein the input comprises e-mail
notification settings, and wherein the method further comprises the step of
sending (472) an e-mail notification when said code signing request is received, if
required by said e-mail notification settings.
20
7. The method of any one of claims 4 to 6, wherein the input comprises e-mail
notification settings, and wherein the method further comprises the step of
sending (472) an e-mail notification upon the occurrence of at least one of an
error and irregular behavior, if required by said e-mail notification settings.
25
8. The method of any one of claims 4 to 7, wherein the input comprises an
expiry date, and wherein the software application or hash thereof is digitally

signed at the signing step only if the expiry date has not passed.



perform ng the steps of the nethod as clainmed in any of the preceding
clains, wherein said instructions are executable on a conputing device
(100). 12. A system (320) for providing code signing services, conprising a
private key 20 store (466) for storing a plurality of private keys, a
client informati on database (464) for storing a plurality of account
records, and a code signing authority ap bication (452) which, when
executed on a conputing device (100), perfdornms the steps of the nethod as

clainmed in gnhy_one o lains 1 to 10. 25 13. The system (320) of claim 12,
further comgt Eﬁ%@ﬁ%tLaégﬁaPqudéaimféjo ﬁowhereéeih%iw(tr:ﬁ riseg a number

facilitate mRBAGKABR!siGhinSFLduassOWREIR%RE d8ttware application or hash thereof is
digitally sighed at the signing step only if the number of allowable signing requests
indicates that there are allowable signing requests remaining, and wherein the
5 method further comprises the step of updating the number of allowable signing

requests after the signing step is performed.

10. The method of any ane of claims 1 to 9, wherein a random data service
provides random data used to create the at least one public key and the at least

10 one corresponding private key at the creating step (414), and wherein the method
comprises the steps of determining (411) the randomness quality of the random
data, and displaying (412) an indicator of the randomness guality prior to

completion of the creating step (414).

15 11. A computer-readable medium (1086, 108) comprising instructions for
performing the steps of the method as claimed in any of the preceding claims,

wherein said instructions are executable on a computing device (100).

12. A system (320) for providing code signing services, comprising a private key
20  store (466) for storing a plurality of private keys, a client information database

(464) for storing a plurality of account records, and a code signing authority

application (452) which, when executed on a computing device (100), performs

the steps of the method as claimed in any one of claims 1 to 10.

25  13.The system (320) of claim 12, further comprising a user interface (468) for

receiving input to facilitate management of said account records.



